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coordinate their actions to help the peace process 

hinder it. Mallalieu emphasized that the overarching need 

for donors was to help with the peace process and V'do no 
harm.\" He stressed the need for the government to \"widen the 
development space\" through negotiations with the Maoists. 
The Ambassador called for donors to support development and 
the GON\'s efforts to return to democracy regardless of the 
outcome of peace talks with the Maoists. He said the United 
States would assist the GON to the V'extent possible\" with the 
restoration of peace in Nepal. Matthew Kahane 

Coordinator for the United Nations (UN) 

ready to support the peace process and hoped the government 
would follow the Basic Operating Guidelines previously agreed 
upon by development partners. Mahat appreciated donor 
sentiments to support the priorities of the new GON 

he stressed that 

donors needed to be flexible to help the GON restore peace in 
Nepal. He stressed that the people of Nepal needed to see 
some action and improvements in their lives due to government 
action but noted that it would be difficult for the 

government to take necessary action without considerable 
donor commitments. Mahat said the government would soon be 
talking with the Maoists on a code of conduct to observe 

under the current ceasefire and that the GON would strive to 
ensure that development work was protected under that code. 


DENMARK AND NORWAY ANNOUNCE AID COMMITMENTS 


5. (U) The Danish Ambassador announced that the Danish 
government would provide USD 21 million (1.5 billion Nepali 
Rupees) for a rural energy project and USD 7 million (500 

million Nepali Rupees) to support the governments peace 
process. The Norwegian Ambassador stated his government had 
agreed to restore funding levels to what they were prior to 

the February 1 


COMMENT 


6. (SBU) The reluctance of many donors to make any financial 
commitments until the new government has brokered a peaceful 
solution to the Maoist insurgency could hinder the GONVs 

ability to provide services and win the hearts and minds of 

the Nepali people in a timely fashion. Financial commitments 
are needed sooner rather than later to support the 
governments peace process and we should continue to work 
with the donor community to urge them to reconsider their 
positions. 

MORIARTY 
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political parties\" when negotiations begin. At that stage 

he added 

Nepal V'will need all the support it can get.\" Noting 

suggestions from New York and UN envoy Tamrat Samuel that the 
UN might move into a more high profile role 

Norway and Sri Lanka to argue that mediators inevitably face 
pressure to appear V'even handed 

legitimacy to the Maoists. 


3. (C) Saran took pains to emphasize that this was not a 
simple matter of the GOI seeking to keep the UN out of 
\"India\'s backyard" (addressing the accusation that India just 
wants to avoid a precedent for Kashmir). Echoing other 
conversations we have had (ref A) 

would V'have an important role to play 

election exercise begins to take place." He went on to 
suggest that the UN was better placed than anyone else to 
lead the election effort. However 

an independent role would be compromised if the Secretariat 
proceeds with plans to brief the Security Council and move to 
a more activist posture. With this in mind 

he told Tamrat Samuel V'to avoid the temptation of getting 
into a mediators role.\" Instead 

along with us should be on the side of the parties 

referee.\" He also complained that the UK Mission in New York 
seemed to be leading the campaign for a more activist UN 
presence in Nepal 

Commissioner. 


4. (C) Action Request: Based on what he had heard from his 
mission in New York (ref B) Saran was concerned that the UN 
Secretariat did not understand Indias pragmatic perspective 


SIPDIS 

and viewed the GOI as somehow compromised in Nepal. Не 
specifically sought US intervention with the UN Secretariat 

to urge a more \"even handed\" approach and to discourage talk 
of Security Council discussions and mediation missions. 

Given the high degree of convergence between Saran\'s outlook 
and the US perspective on the Maoists 

will view Saran\'s suggestion favorably. End Action Request. 
MULFORD 
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of fissionable materials worldwide in order to keep 

them from expanding. Although Washington sent messages 
to Israel assuring it that it has nothing to fear from 

the treaty 

erode its policy of nuclear ambiguity and generate 

future pressure on it over its nuclear program. As a 


Column 3 

result 

the U.S. not to submit the draft for discussion. 
HaVaretz wrote that Washington has also rejected 
Israel\'s request for an upgrade in its civilian nuclear 
status. The newspaper reported that Israel was hoping 
that it could cut a deal similar to the agreement the 

US signed with India. However 

US administration asked Prime Minister Ehud Olmert not 
to raise this issue during his visit to Washington next 
week because the issue requires thorough study by 
administration professionals first. 


Maariv reported that the GOI is conducting informal 
talks with the Palestinians in order to reach an 
understanding with PA Chairman [President] Mahmoud 
Abbas bypassing Hamas. The newspaper wrote that 
Justice Minister Haim Ramon and top Abbas aide Saeb 
Erekat are involved in the contacts. Maariv also 
reported that talks took place in Europe. Yediot 
reported that Abbas 

Peres will meet in Sharm el-Sheikh on Sunday. HaVaretz 
printed an AP story quoting EU officials as saying 
Thursday that the EU is hoping that the US will 

persuade Israel 

next week 

instead of conducting a unilateral pullout from the 

West Bank. 

The Jerusalem Post quoted Olmert as saying this week in 
a private conversation that his convergence plan will 
involve the removal of fewer than 70 

figure most widely quoted in the media. 


Israel Radio and other media quoted Olmert as denying 
in an interview with The New York Times that there was 
any Palestinian V'humanitarian crisis 

prepared to buy medical supplies for the Palestinians 
with USD 50 million in tax revenue that Israel is 
withholding. Olmert told The New York Times that 
Israel \"will pay if necessary out of [its] own 

pockets. Yediot quoted Olmert as saying in the 
interview that he thanks God for America and President 
Bush every morning. 


Leading media reported that an Israeli couple was 
wounded last night in a probable ambush near the 
northern West Bank settlement of Tapuah. Leading media 
reported that the Karni crossing was closed on Thursday 
due to terror warnings. Israel Radio reported that 8 
Qassam rockets were fired at Israel from the Gaza Strip 
Thursday and that the IDF responded with artillery 

fire. 
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Yediot quoted Abbas as saying privately that the Hamas 
government will soon collapse and that new elections 
will be held in the PA in three months. Yediot quoted 
Israeli defense sources as saying that the Palestinian 
economy is collapsing. Some media said that a state of 
civil war was already prevailing in the PA. Israel 

Radio quoted Secretary of State Condoleezza Rice as 
saying Thursday that she hopes that the internal 
Palestinian situation will calm down and that the US 
believes that Abbas should be able to exercise his 
responsibilities. 


Maariv reported that on Thursday 

Yonglong 

meetings between some of his aides with Hamas members 
in the territories 

lead to the imposition of restrictions to the freedom 

of movement of Chinese diplomats in Israel and possibly 
to their expulsion from Israel. Other media reported 

on Livnivs summons. 


The Jerusalem Post reported that the US-backed lragi 
government sent an official representative to this 
week\'s meeting of the Arab Boycott Office in Damascus 
prompting criticism from members of Congress and the 
Bush administration. The Jerusalem Post reported that 
Tom Casey 

the newspaper that Washington was unhappy with 
Baghdad\'s action and was raising this issue with the 
Iraqi government. The newspaper reported that 
according to figures released this week by the Israel 
Export Institute 

Israeli sales to Iraq (valued at USD 320 

exporters active in that market primarily with the US 
military. 


Maariv reported that around two weeks ago 
representative of former Greek-Orthodox Patriarch 
Irineos rented a building in central West Jerusalem to 
Tanzim member Imad Awad 

men. The newspaper 

Jerusalem Magistrate\'s Court issued an order against 
their presence there 

Greek-Orthodox Patriarch Theophilos Ш as saying that 
Irineos 

create links with the Palestinians and that that such 
incidents are due to the fact that Israel is delaying 

its recognition of Theophilos. 


Leading media quoted Samir Geagea 
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Christian Phalanges in Lebanon 

interview that will appear Saturday in the Lebanese 
daily As-Safir that four Iranians -- three diplomats 

and a journalist -- missing in Lebanon since 1982 were 
killed by Phalangist militiamen. Iran had claimed that 
Israel had either killed or detained the four. 

HaVaretz noted that the Iranian claims had been made 
repeatedly in an effort to justify and explain the lack 

of willingness of its Lebanese surrogates 

to reveal any information on the fate of the captured 
Israel air force navigator Ron Arad. Havaretz said 
that Geagea\'s confirmation is unlikely to have any 
effect on Iran and Hizbullah regarding Arad. 


Leading media quoted former IDF Chief of Staff Moshe 
YaValon as saying at Haifa University Thursday that the 
decision-makers in the disengagement process should be 
investigated. 

Maariv reported that 31-year-old Israeli draft resistor 

Dan Tzahor has been lecturing on American campuses on 
behalf of a Muslim student organization 

IDF to the Nazi army. The newspaper cited a cable sent 
by Consul for Communication and Public Affairs at 
IsraelYs Consulate-General in Los Angeles Gilad Milo 
which reported that Tzahor also addressed three US 
soldiers who refused to serve in Iraq. 


Havaretz reported that on Thursday 

Justice President Aharon Barak denied having predicted 
that the court would overturn the Citizenship Law if 

the Knesset were to extend it again. 


The Jerusalem Post cited a study first reported in The 
New York Sun this week 

who have ties to Israel or an Israeli-American dual 
citizenship encounter difficulties in obtaining 

security clearance from the Pentagon and are dealt with 
in a manner similar to that of Americans who have ties 
with hostile nations. 


Citing AP 

officials as saying Thursday that Israeli authorities 
have been detaining Ayez Ali 

May 9 

an unspecified security-related matter. 


HaVaretz (Hebrew Ed.) reported that the American Jewish 
Committee (AJC) pledged this week to help shoulder the 
potential costs involved in fighting attempts to 

boycott Israel. The newspaper wrote that the AJC has 
set aside USD 10 
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The move follows the recent announcement of a planned 
academic boycott of Israel by the UK\'s National 
Association of Teachers in Further and Higher 
Education. 


Yediot reported that in December 2005 
intelligence thwarted an attempt to blow up ап ΕΙ Al 
airliner at Geneva Airport. 


Yediot disclosed American documents proving that Israel 
and South Africa conducted a nuclear test off the 
Antarctic coast in September 1979. The newspaper wrote 
that then-US President Jimmy Carter whitewashed the 
affair. 


Yediot reported that on Thursday 
Palestinian team reached the summit of Mt. Everest. 


Yediot displayed the picture of a painting by Israeli 
artist Zigi Ben-Haim 
The work depicts the Columbia shuttle disaster. 


Israel Radio reported that Yitzhak Ben-Aharon 
veteran Labor Party politician and a leading mentor of 
Israeli Socialism 

Givat Haim Meuhad 

eulogies of Ben-Aharon by President Moshe Katsav 
Olmert 


HaVaretz (Hebrew Ed.) reported that this week 
Overseas Vote Foundation 

aimed at increasing participation among American 
expatriates 

ranks eighth in the world in the number of overseas US 
voters who have already registered for the November 
2006 elections. 


Senior columnist Nahum Barnea 
fellow at the Saban Center for Middle East Policy at 
the Brookings Institution 
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Olmert from Washington in mass-circulation 
Yediot Aharonot: \"Mr. Prime Minister.... Weak or 
strong 


Washington correspondent Nathan Guttman wrote in the 
conservative 

President is now in Vlistening modev.... [However] 
questions are expected to be raised.\" 


In popular 

Margalit imagined Prime Minister Olmert\'s ideal 
comments to President Bush: V'In the absence of 
international support for [the convergence plan] 
number of evacuated settlers might drop to about 
20 


Defense and foreign affairs columnist Amir Oren wrote 
in independent 

States] 

it Israel and its disputes have become secondary." 


Diplomatic correspondent Ben Caspit wrote in Maariv: 
\"Olmert must only leave the White House after Bush 
understands ... the scope of the [Iranian] threat [to 
Israel]. V 


Nationalist 

convergence plan] won\'t be discussed during Olmert\'s 
Washington visit 

himself with the Europeans\' line.\" 


Block Quotes: 


|. VEhud 


Senior columnist Nahum Barnea 

fellow at the Saban Center for Middle East Policy at 
the Brookings Institution 

Olmert from Washington in mass-circulation 

Yediot Aharonot (5/19): \"In two days 

Minister 

Washington.... Weak or strong 

president you have. In the next two and a half years 
during which 
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either rise or fall 

House. It will 

when you go out to meet the media 

compliments on Bush\'s leadership 

his determination. You will say that never before has 
Israel had such a steadfast friend 

the White House.... [Ariel] Sharon forged ап 
intriguing relationship with Bush. It began with 
mutual deterrence 

ultimately became one of sweeping support. The turning 
point for Bush was the September 11 terror attacks. 
Sharon was convinced that BushVs next step would be 
conciliation with the Arab world at Israel\'s expense. 
On October 4 

attacks 

with the most serious possible accusation: the 
Americans had sacrificed Israel just as Chamberlain 
sacrificed Czechoslovakia. Bush was insulted to the 
depths of his soul. It is the irony of history that 
Sharon\'s mistake was one of the smartest acts of his 
life. The insult brought him respect: Bush was 
convinced that Sharon was a real man 

not hesitate to confront the President of the US for 
the existential interests of his country. V 


Il. V'Capitol Gains V 


Washington correspondent Nathan Guttman wrote in the 
conservative 

President is now in Vlistening mode! -- ready to hear 
about Olmert\'s grand 
convergence/consolidation/withdrawal plan 

being in a position either to endorse or reject it.... 
[However] 

Olmert is not expected to have all the answers 

experts agree that in order for the convergence plan to 
succeed 

than Sharon got for Gaza -- some international gesture 
of support and formal recognition 

America 

he is going to set. V" 


Ш. “Тһе Washington Speech" 


In popular 

Margalit imagined Prime Minister Olmert\'s ideal 
comments to President Bush (5/19): \"Israel is seriously 
handling ... the convergence plan -- not instead of the 
Roadmap 

to evacuate 40 

difficult 
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struggle. In the absence of international support for 

that measure 

drop to about 20 

the assumption that we won\'t have a Palestinian partner 
for peace 

headed by America to verify that move and back it up.\" 


IV. VFrom Convergence to Submergence\" 


Defense and foreign affairs columnist Amir Oren wrote 
in independent 

administration made a serious blunder and allowed Hamas 
to take part in the elections 

complacent supposition that Hamas would not win -- a 
mistake that has left the Israeli-Palestinian process 
completely stuck. Until its consequences are 
overturned -- which will not happen quickly -- Israel 

is being asked not to be a nuisance.... Israel\'s place 
according to the American approach has changed. Until 
about 15 years ago 

region (with respect to the confrontation with the 

Soviets 

Israeli-Arab conflict played a leading role. Now the 
Middle East is the lead region 

and its disputes have become secondary. Israel\'s 
mission within the framework of the alliance headed by 
Bush is not to interfere with the main effort. V" 


V. “Тһе Ahmadinejad Code" 


Diplomatic correspondent Ben Caspit wrote in Maariv 
(5/19): V'Olmert will tell [Bush] 

nuclearization is a real existential threat to Israel.V 

He shouldn't say it publicly. In any case 

Israel pushed America into the Iraqi quagmire is 
growing. But Olmert must only leave the White House 
after Bush understands ... the scope of the threat. V 


VI. WA Courtesy Visit" 


Nationalist 

“Тһе VconvergenceY plan prepared by Prime Minister 
Olmert is very similar to the withdrawal plan prepared 
by the State Department in the wake of the Six-Day 
War.... At this point 

Olmert\'s Washington visit 

aligned himself with the EuropeansY line.... But the 
warm handshake between Prime Minister Olmert and 
President Bush is in itself important. We can only 
congratulate Mr. Olmert with the traditional blessing: 


Column 3 
\'Go in peace and return in peace." 


Washington correspondent Shmuel Rosner wrote in 
independent 

the US is on the way to offering the Iranians talks] 
are accumulating.\" 


Block Quotes: 


\"Good-Bye to Pressure\" 


Washington correspondent Shmuel Rosner wrote in 
independent 

[that the US is on the way to offering the Iranians 
talks] are accumulating.... The question of whether 
there has been a shift with respect to talks with Iran 
is very important 

start going in the direction of direct dialogue 

could be that this will be the end of the process as we 
know it 

say goodbye to pressure on Iran 

Jerusalem this week. Israelis who are following the 
developments are identifying innumerable obstacles on 
the way to such talks 

whether Vthe Iranians want to talk at allW" 


JONES 
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Rada majority within the mandated 30 days after the Rada 
convenes May 25 as \"60-40.\" A coalition with Regions was a 
serious possibility 

Our Ukraine policy priorities 

the Russian language and federalism issues. Tarasyuk 

likewise claimed that there would be a Orange Coalition 

the coalition document was almost done 

document would make it possible to control PM Tymoshenko 
declined to answer whether Yushchenko would accept Tymoshenko 
as PM. He added that Yushchenko and OU would not accept the 
Socialists if they did not support key policies such as NATO 
membership and market reform. Comment: Given the math of 
securing a Rada majority of 226 seats 

of the only alternative for OU: a coalition with Regions. 


Column 3 

Kinakh is suspected of actually favoring Orange-Blue 
detailed comments about the nature of a theoretical 
OU-Regions alliance suggested as much 
preferences. End Summary and Comment. 


Kinakh: Likely Orange 


2. (С) Outgoing NSDC Secretary Kinakh 

Party of Industrialists and Entrepreneurs 

parties that joined Yushchenko\'s People\'s Union Our Ukraine 
Party to contest the March 26 elections as part of the Our 
Ukraine (OU) bloc 

forward to the opening ofthe Rada May 25 (note: Kinakh had 
to resign his NSDC post in order to be registered as a Rada 
MP). He expressed less confidence of when a Rada majority 
might officially form and a coalition government emerge. 
Kinakh 

directly but sits on the OU Political Council that must 

approve any agreement 

draft coalition document 

rules 

OU-BYuT-Socialists only a 60-40 chance of forming a majority 
within the 30 days from the Rada\'s opening allowed by the 
Constitution 

allowed to appoint a government. Ambassador noted that 
President Yushchenko had the right but not the obligation to 
dismiss the Rada after 60 days if no government emerged. 
Kinakh stated flatly that Yushchenko would not dismiss the 
Rada 

relations in the aftermath of constitutional reform and would 
not be a welcome sign of political stability. 


3. (C) Ukraine needed a focused government 

maintained 

risks facing Ukraine 

delay in forming a coalition exacerbated the situation. The 
effectiveness of governmental administration and management 
was a real concern; the lack of clarity of implementation of 
constitutional reform and the changing power relations 
between President 

Constitutional Court as final arbiter lacked a quorum and 
could not work. Kinakh stated this was why it was important 
to form an Orange coalition sooner rather than later 

on openess between the three parties and a clear agenda of 
continued reform and conditions for the dynamic pursuit of 
Euro-Atlantic integration. While negotiations revolved 
around such a format 

agreement were reached 

coalition could be long-lasting 

that such a coalition was doomed to be short-lived. 
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4. (Ο) Commenting on Tymoshenko\'s public claim on the 
Premiership and suggestion that Socialist leader Moroz should 

be made Rada Speaker because Our Ukraine had the Presidency 
(Yushchenko) 

Presidency\" down to a bargaining chip in coalition 

negotiations. In response to Ambassador\'s question about 
whether OU would accept Tymoshenko as Premier if she were to 
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accept an OU Speaker 

yes.\" Poroshenko was not a serious OU candidate for Speaker 
Kinakh suggested 

good and to increase pressure on Tymoshenko; Yushchenko would 
not back Poroshenko as Speaker. Yekhanurov and Bezsmertny 
were more realistic 

because he knew he would have more influence inside an Orange 
coalition than outside the alternative (OU-Regions). 


5. (Ο) The real issue 

Tymoshenko could secure 226 votes in the Rada 

signed coalition agreement behind her. Kinakh claimed that 

in all three potential factions with 243 MPs -- OU 

Socialists 

vote against Tymoshenko\'s PM candidacy. Regions was working 
hard at peeling away MPs 

their own and 21 Communist MPs \"willing to vote however they 
are paid 

block action. Were they to succeed and defeat a Tymoshenko 
premiership vote 

team and to the system. As a result 

the Tymoshenko option 

success. Kinakh suggested that Yushchenko was not yet ready 
to cut the final deal with Tymoshenko 

others were already at work preparing ways of forcing her 
eventual resignation were she to emerge as PM. (Note: 
Tymoshenko has told us Poroshenko is leading this charge; see 
ref B.) 


6. (C) The alternative to the OU-BYuT-Socialist coalition was 
OU-Regions; Kinakh confirmed that Regions was conducting 
\"very intensive work" on an alternative coalition document 

and list of positions (note: the Regions" coalition proposal 

was released May 18 
http://www.glavred.info/archive/2006/05/18/13 0240-8.html). 

Kinakh discounted the chance of Yanukovych emerging as PM and 
suggested that 

had no chance of staying on even in an OU-Regions coalition 
since Regions would not accept working under the No. 1 party 
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list candidate of a distant third-place finisher. While 

Regions\' MP Azarov was a possibility 

nonpartisan technocrat with strong economic credentials. 
Kinakh mentioned current Economics Minister Yatsenyuk or 
Industrial Union of the Donbas VP Hayduk 

would have to divest himself of his business holdings to meet 
Yushchenko\'s demand to separate government from business. 


7. (C) The main stumbling block to an OU-Regions coalition 

said Kinakh 

elements of Yushchenko\'s agenda. While Regions was ready to 
support the general strategy on NATO 

the tempo and intensity favored by Yushchenko; for instance 
Regions was V'categorically against" a Membership Action Plan 
(MAP) in 2006. Similarly 

unacceptable positions on Russian as a state language and 
federalism. 


Tarasyuk: A new coalition by mid-June 


8. (C) Tarasyuk made reassuring noises regarding the 
likelihood of a parliamentary ruling coalition being formed 

by June 21. Neither President Yushchenko nor his Our Ukraine 
bloc were interested in dragging the current state of affairs 

to the June 24 constitutional deadline to form a 

parliamentary majority. While no one could give a guarantee 
about the future 

process would be completed V'by mid-June or June 20 

latest. V 


9. (C) Detailing the state of coalition negotiations 

Tarasyuk said President Yushchenko on May 16 uttered publicly 
for the first time what he had been saying privately. If 

there were no change in the Socialist Party of Ukraine (SPU) 
stance on certain issues 

coalition. While SPU had leverage on this issue 

its leverage 

Tarasyuk commented. OU would not forsake gains by 
accommodating outdated SPU positions 

the Communist Party\'s positions. OU was discussing 
intensively the SPU\'s positions regarding membership in NATO 
the EU 

reprivatization 


10. (C) Responding to Ambassador\'s observation that Tarasyuk 
was skirting the crucial issue of Tymoshenko\'s future status 
Tarasyuk laughed in wry agreement. While acknowledging that 
he had no way of divining Yushchenko\'s views 

approach was clear. OU had managed to obtain TymoshenkoVs 
assent that the first priority would be to develop a 
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statement of principles 
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Of course 

Tymoshenko\'s return to the prime ministership 

was obtained on basic principles 

clear. OU was interested in forming a durable coalition 
one that would fall apart again after a few months 
seeking to develop the \"tightest straitjacket\" possible to 
constrain Tymoshenko. Tarasyuk claimed that 

there were still some people who were working \"the other 
option 

upper hand. 


11. (U) Visit Embassy Kiev\'s classified website at: 
www.state.sgov.gov/p/eur/kiev. 
Herbst 


2. (SBU) Meanwhile 

\"Independent 

coup attempt 

journalistic source 

hardline anti-government orientation 

resume publication 

President JammehVs image in the runup to the African Union 
Summit scheduled to be held here in late June/July. While 
the paper\'s General Manager and Editor-in-Chief 

several weeks after the overthrow attempt 

bail 

now been formally charged with the offense of \"publishing 
false information\" -- presumably based on his article 
erroneously reporting the detention of a former senior 
official for suspected involvement in the foiled plot. 


COMMENT 


3. (SBU) We are continuing to register our concern to the 
GOTG over the negative human rights trend here and urge steps 
to reverse that trend 

meeting with the senior Presidential adviser (ref d) It is 
noteworthy that the African Union\'s Commission on Human and 
PeopleVs Rights 

annual session here; to our knowledge 

produce any public criticism of the Gambian hosts current 
backsliding on human rights 
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attendees -- e.g. 

in behind-the-scenes discussions with Gambian officials. END 
COMMENT. 
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evidentiary phase and the prosecution and defense 
are preparing their closing arguments. The trial 
which began on December 22 

paused and is scheduled to resume on May 10 so 
that ballistic experts from Wiesbaden 

present their analysis of the assassination and be 
examined by the defense. However 

experts have not yet confirmed their attendance 
fact which could further delay continuation of the 
proceedings until June. (Note: The Court has 
asked us to help with the Germans and with Human 
and Minority Rights Minister Ljajic 

role in international legal cooperation 

arranging testimony via Digital Video link 

is available atthe Serbian Special Tribunal. The 
Ambassador has raised it with the German 
Ambassador who has helped arrange German 
assistance; details are being worked out. End 
Note) Simic said that he expects the panel of 
judges overseeing the case to make a ruling in 
October 

September 1. He added that enough evidence has 
been presented to support a conviction. 


3. (SBU) A few obstacles remain 

could briefly postpone a final ruling. First 
special prosecutor has requested the right to name 
Dejan \"Bugsy\" Milenkovic as a witness collaborator 
and depose him 

up to six months. Chief Judge Marko Klajevic 
implied to emboffs on April 26 

is inclined to refuse the request as Bugsy\'s 
testimony would not contribute significantly to 
the prosecution\'s case and additionally may be 
suspect. Second 

suspects who remain at large (the prosecutor 
indicted 19 in all) 

postpone the trial by up to 8 months. Klajevic 
however 

longer than one month because 

was not severed against the defendants at large 
their appointed defense counsels were present 
throughout the trial. Third 

concerned that the recent arrest on corruption 
charges of Klajevic\'s brother 
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chief justice for the Belgrade Commercial Court 
had affected his mental and physical health. 
Kljajevic assured emboffs that he is in a sound 
mental and physical state 

separating his role as a judge from the issue 
pertaining to his brother 

go on sick leave or resign as the head of the 
panel of judges. 


4. (SBU) Comment: After 2.5 years 

chapter in SerbiaVs transition may finally be 
coming to a close. If so 

for Serbia\'s fledgling courts 

from heavy political interference 

inefficiency. It will also be a tribute to Judge 
Klajevic 

benefited from considerable U.S. assistance 

to the slow but steady progress we have made in 
strengthening the rule of law here. Klajevic has 
worked closely with us and his professional and 
meticulous work will probably minimize the 
opportunity for a verdict to be overturned on an 
appeal 

Embassy will continue to monitor the case closely 
and assist the court to discharge its duty. End 
Comment 

POLT 
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Minister Cullen agreed that a win-win trans-Atlantic accord 
was within reach 

that Irish Government outreach over the past year had led 
western Ireland to accept the eventuality of the Shannon 
Stop\'s elimination 

would enhance the connectivity that underlies strong 
U.S.-Irish relations. U/S Shane and the Ambassador also 
encouraged Minister Cullen to assist U.S. Customs and Border 
Protection in upgrading operations at Shannon and Dublin 
Airports 

Ambassador on this possibility in several weeks. End 
summary. 


Prospects for the U.S.-EU Agreement 


2. (SBU) In a May 17 meeting with Irish Transport Minister 
Martin Cullen and the Ambassador on the margins of the 
European Conference of Ministers of Transport (ECMT) in 
Dublin 


Column 3 

Jeffrey Shane expressed optimism about concluding the U.S.-EU 
air services agreement in October. Не noted that the U.S. 
Department of Transportation (DOT) had originally aimed to 
issue in April a final rule on actual control of U.S. 

carriers and to seek EU Transport Council approval for the 
U.S.-EU agreement in June. DOT\'s 2005 Notice of Proposed 
Rulemaking (NPRM) on actual control 

Congressional concerns about more foreign involvement in the 
commercial decisions of U.S. carriers. To allay those 
concerns 

Supplemental Notice of Proposed Rulemaking (SNPRM) on actual 
control that refined the safety 

defense-related aspects of the proposal 

opportunities for foreign investors. U/S Shane was confident 
that Congress would not block DOT\'s intention to issue by 
late August a final rule on actual control that would be 

close in content to the SNPRM. This timetable would allow EU 
minister to begin analysis of the SNPRM now with a view to a 
conclusive discussion on the final rule and the U.S.-EU 
agreement at the mid-October EU Transport Council meeting. 


3. (SBU) U/S Shane observed that the DOT rule on actual 
control and the U.S.-EU agreement would bring unprecedented 
change to the trans-Atlantic aviation market. The U.S.-EU 
agreement 

the outmoded approach of bilateral accords into a new 
template for aviation relations. It was conceivable that 

even non-EU countries could join this template over time. 
Regarding the actual control of U.S. carriers 

cited the challenge of moving beyond a six-decades-old 
administrative approach that had relegated foreign investors 
in U.S. carriers to a passive position 

foreign participation in other U.S. industries. Given the 
common-sense advantages of giving foreign investors more 
weight in the commercial decisions of U.S. carriers within 
the confines of current law 

there would be no negatives for U.S. interests 

not expect that domestic opponents would succeed in 
persuading Congress to block DOT action on a final rule. 


Postponing a Discussion on Bilateral Options 


4. (SBU) In light of movement toward a U.S.-EU agreement 
U/S Shane recommended deferring discussion of \"fall-back\" 
options for U.S.-Irish aviation relations. He noted the 

Irish Governments plans to privatize Aer Lingus in the fall 
adding that the USG favored the privatization of state-owned 
airlines in Europe and elsewhere. He also acknowledged the 
Irish Governments anxieties about possible delays in the 
U.S.-EU agreement 
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would seek clarity on the availability of additional U.S. 
destinations for the carrier. U/S Shane suggested that 
efforts to conclude the U.S.-EU agreement in October failed 
U.S.-Irish aviation relations could be revisited in the 

context of U.S. policy on Open Skies. 


5. (SBU) Minister Cullen described U/S Shane\'s comments as 
encouraging and remarked that a win-win trans-Atlantic 
agreement was within reach 

Cullen recounted that his meeting with Secretary Mineta last 
fall had facilitated a bilateral arrangement on the Shannon 
Stop requirement (within the U.S.-EU agreement) that 
acknowledged political sensitivities in western Ireland. He 
also observed that Irish Government outreach over the past 
year had led western Ireland to drop fierce resistance to the 
Shannon Stop phase-out and to accept the need for a new 
approach to the trans-Atlantic market. Cullen expressed hope 
that the October EU Transport Council would approve the 
U.S.-EU agreement 

on the Shannon phase-out to begin on time in late October. 
\"We want to move on to full Open Skies 

noting Irish Prime Minister Bertie Ahern\'s focus on the 

issue. Cullen added that Open Skies would help to satisfy 

the Irish public\'s desire for new U.S. travel destinations 
enhancing the connectivity that underlies traditionally 

strong U.S.-Irish relations. 


Possibilities for CBP Pre-clearance 


6. (SBU) 0/5 Shane encouraged Minister Cullen to assist U.S. 
Customs and Border Protection (CBP) to upgrade to full 
pre-clearance (adding agricultural and customs checks to 
current passport screening) at Dublin and Shannon Airports. 
He observed that CBP pre-clearance had been hugely successful 
in Canada 

Canadian Deputy Minister of Transport 

ECMT. He pointed out 

advantages in attracting trans-Atlantic passengers 

pre-cleared flights could land anywhere in the United States 
not necessarily at international airports. The Ambassador 
elaborated that CBP staff had helped with two major arrests 

at Dublin Airport in recent weeks 

value of screening passengers before crossing the Atlantic. 

He also expressed concern that current congestion in CBP 
facilities would worsen with Open Skies 

requiring CBP to take a triage approach in pre-clearing 
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flights. The Ambassador added that allowing Shannon Airport 
to move to full pre-clearance earlier than space-constrained 
Dublin Airport would enable the Irish Government to say that 
it was helping western Ireland to cope with the Shannon Stop 
phase-out. 


7. (SBU) Cullen replied that the Irish Government supported 
a move to full pre-clearance at Shannon and Dublin as early 
as possible 

Ambassador\'s discussions on this point with Irish carriers 
parliamentary leaders 

Government concern about increases in Dublin Airport 
congestion that had resulted from the addition of new Delta 
flights for the summer season. To map a way forward on 
pre-clearance 

the Ambassador and Dublin Airport Authority (DAA) Chief 
Executive Declan Collier. As part of that discussion 
promised to correct some confusion in the DAA\'s initial 
responses to the Embassy on the matter (a reference to early 
DAA indications that expansion plans for Dublin Airport would 
not include upgrades for CBP facilities.) 


Shared Transportation Infrastructure Challenges 


8. (SBU) U/S Shane conveyed Secretary MinetaVs regrets about 
missing the ECMT 

Transportation Week activities that focused in an 
unprecedented manner on congestion as an impediment to 
economic growth and job creation. U/S Shane recounted 
conversations with large U.S. companies on the economic costs 
of infrastructure bottlenecks 

was import-reliant. He added that such problems were often 
global in nature 

ECMT proposal to become an international Davos-like forum on 
transportation. Cullen (who chaired the ECMT proceedings in 
Dublin) agreed that the ECMT should be internationalized for 
this reason. He also pointed out that the Irish Government 
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had set aside euro 34 billion for transportation 
infrastructure in a bid to re-balance economic and social 
opportunities throughout Ireland. The Government hoped 
other words 

give other regions a chance to share in economic growth. 


Participants 
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9. (U) Besides Minister Cullen 

meeting included: Pat \"The Cope\" Gallagher 

for Transport; John Murphy 

and 

International Relations. On the U.S. side were U/S Shane 
the Ambassador 


10. (U) U/S Shane cleared this message. 
Kenny 
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talks. He suggested that nominees for training be 
\"untainted\" and 

anti-democratic.\" We suggested that the government should 
have the NA provide the names of the nominees to the Prime 
MinisterVs office and the Ministry of Defense. We added that 
we would welcome the Government of Nepal\'s (GON) input 
strenuously vetted nominees for human rights violations. 


Location of Two Training Exchanges of Concern 


2. (C) Chalise requested that the infantry exchange take 
place in the United States 

any press that could put the peace dialogue at risk. He 
agreed that we should wait until early July to decide whether 
the Aviation Subject Matter Expert Exchange 

September 11-22 

take place in Alaska. Again 

political concerns with the ability to train more Nepali Army 
personnel. 


But Wait on Lethal Security Assistance 


3. (C) Chalise stressed that the government still did not 

want the USG to resume lethal security assistance. The GON 
knows the equipment we have on hand and appreciates our 
readiness to resume supply. However 

concerns dictate that the GON hold off on a request. 


Comment 


4. (C) The GON seems eager to continue to receive U.S. 
training. Chalise told us that it wanted the U.S. as an 
alternative supplier to prevent overdependence on India 
the GON still wants security assistance to keep a low 
profile. We infer that while the GON might consider a 
September JCET 

green-light at this time. 
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Declaration of the sovereignty of Parliament (reftel). Civil 
society leaders welcomed the Declaration 

worried about its implementation and legality. Business 
people also were positive about the announcement 

that the government would now focus on measures to improve 
the economy. Maoist leader Prachanda \"cautiously welcomed" 
the Declaration 

people\'s desire for a republic. Officers in the newly coined 
Nepalese Army had no problem with the name change 
expressed concern that the politicians needed to understand 
how to utilize an army. The officers and business leaders 
emphasized that Parliament should now focus on the ongoing 
Maoist violence. End summary. 


People Enthusiastically Welcome Declaration 


2. (U) People throughout the country welcomed the 
Parliament\'s May 18 Declaration by participating in peaceful 
rallies. The government declared May 19 a national holiday 
to commemorate the \"historic\" occasion 

organized peaceful rallies in Kathmandu 

Patan 

celebrate. On May 18 in Butwal 

terai) 

Declaration and lit candles in memory of the people who died 
in the peoples movement. In Pokhara (western hills) 
youths 

announcement 

Government" and \"we salute the brave martyrs.V In Simara 
Bara District (central terai) 

highway where local leaders of political parties spoke 
demanding that the government next announce the date of the 
constituent assembly election and resumption of talks with 
the Maoists. In Charikot 

citizens took to the streets in a \"victory rally\" and lit 

their houses at night to celebrate. In Biratnagar 

District (eastern terai) 

candles and political parties held an evening rally. 


Civil Society \"Very Positive\"... 


3. (C) Civil society leaders throughout the country termed 

the Declaration V'very positive 

over implementation. Devendra Raj Pandey 

leader in Kathmandu 

Declaration was a V'great change" and the people who took to 
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the streets in April were V'very proud." However 

cautioned that the Declaration needed to be implemented as 
soon as possible. Likewise 

Pokhara 

would be how the government implemented it. He added that 
the government needed to be serious 

Vraise his head again.\" However 

Former Mayor of Nepalgunj 

Declaration was excellent as it had V'solved the problem with 
the King once and for all.\" 


...But Some Questions 


4. (C) Some civil society leaders worried that Parliament\'s 
action was not entirely legal. Subodh Pyakurel 

local NGO Informal Sector Service Center (INSEC) 

while the Declaration was V'very positive 

Vsemi-legal.V Therefore 

court 

would bring out an interim governance bill or act to legalize 


the Declaration. However 

Spokesperson of the Supreme Court 

Declaration was made by the sovereign Parliament and 
therefore it could not be challenged in the Supreme Court. 


Businesses Hope Parliament Can Now Focus on Economy 


5. (C) Business leaders welcomed the Declaration 

that the government would now be able to focus on improving 
Nepal\'s economy. Arun Kumar Chaudhary 

Nepal-India Chamber of Commerce and Industries and a leading 
industrialist 

time for the Parliament to address major issues concerning 

the economy of the country and the business community. He 
commented that the business community was in total disarray. 
Rajendra Khetan 

Nepalese Industries 

he hoped Parliament would now focus on social inclusion and 
economic empowerment of all the Nepalese people. Banwari Lal 
Mittal 

prominent industrialist 

and a very good decision bringing power to the people. He 
hoped the Parliament would now clearly outline its economic 
policy and focus on good governance and providing security to 
all the people of Nepal. 


Maoists Welcome 
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6. (SBU) Maoist chairman Prachanda welcomed the May 18 House 
Declaration as a partial success for the 12-point 
understanding and the people\'s movement. Prachanda 
statement released on May 18 

credit 

of the points 

However 

the whole 

Prachanda termed as \"incomplete\" the decision to grant 
monarchy a ceremonial role when the people wanted a republic. 
Prachanda also warned people that the proclamation could be 
a ΡΙΟΥ to overshadow talks and constituent assembly 
elections. \"The silence with regards to peace talks as a 
solution to the serious problem of a decade-old civil war has 
given rise to a serious suspicion 

He claimed the Declaration was silent on the issues of 
growing foreign interference 

self-determination 

system 

education 

not even mentioning the 12-point understanding 

declaration looks like the parties intended to take all the 

credit for the people\'s movement. (Note: The Declaration 
introduction did mention the 12-point understanding: V'with 
determination to fulfilling the peoples mandate given by the 
Nepali people per the roadmap of the seven political parties 
and the 12-point understanding..." End note.) Prachanda 
said he would raise these and other issues during talks with 
the government. 


Army Officers Lukewarm 


7. (C) While army officers told Emboff that they were not 
concerned about the name change from Royal Nepalese Army to 
Nepali Army (NA) 

civilian government might not understand how to utilize the 
army. An officer commented that the Declaration did not 
address who was now the Supreme Commander. However 
continued 

Army (NA) is under the Parliament 

mobilization 

responsibilities and matters concerning security aspects of 
the state need to be specified.\" Another officer expressed 
loyalty to the Parliament 

organization and has no history of revolt or mutiny; a 

military coup is not expected." He commented that he hoped 
the Parliament would not interfere in the army\'s day-to-day 


work such as promotions and postings and V'trying to appoint 
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the Generals based on how much money one can give\" or based 
on political loyalties. Rather 

to focus on \"strategic policy matters and systemic problems 

such as health 

never able to address by itself.\" 


Army Worried About Maoists... 


8. (C) The army officers were troubled about the future of 

the ΝΑ in light of past and present Maoist actions 

statements 

mistrust between the NA and the politicians continued 

Maoists will gain and the parties will lose." He wondered 
what would happen if the Maoists claimed a large share of the 
government through constituent assembly elections. He noted 
that large numbers of Maoist workers and sympathizers planned 
to participate in a demonstration set for June 2 in 

Kathmandu. \"It is important that the parties should be 
concerned about the security aspects on this event as armed 
Maoists may be present.\" 


..as are Business Leaders 


9. (C) Business leaders noted that the Parliament had the 
responsibility and challenge of containing the Maoists and 
bringing them back to the political mainstream. Chaudhary 
told Emboff that the Declaration happened through the 
sacrifice of thousands of people. While he hoped it would 

lead to a permanent peace and political resolution 

worried that government decisions were dictated by the mob on 
the street. He argued that the time had come for political 
leaders to assert what should be done 

everything the Maoists and the mob demanded. He stated that 
extortion demands and blatant Maoist interference in the 
factories and business were increasing so fast during this 
cease-fire that \"everyone in the business community was 
panicked.V He said that the seven parties 

the Parliament needed to \"very quickly" address these 
concerns of the business community or all trading and 
industrial activities would V'come to a grinding halt. V 


10. (C) Industrialist Mittal told Emboff that the Maoists 
were claiming to be closer than ever to their ultimate goal 
of total Maoist takeover. He cited ongoing Maoist 
recruitment drives and extortion sprees to substantiate his 
claim. He worried that the Maoists could derail democracy 
explaining that 

violence and militancy had infiltrated every community in 
Nepal. However 
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Chamber of Commerce and Industries 

saying 

demand of the people 

bow down to the people\'s demand for peace and stability.\" 


Comment 


11. (C) The prevailing mood is jubilant and hopeful. That 
said 

Parliament 

security forces. The government can seek to use its strong 
positive public support to bolster its own position as it 
deals with the Maoists. 

MORIARTY 
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States of America and European Nations\" to provide duty-free 
access for Nepalese garments. 


DONORS WISH TO SUPPORT GOVERNMENT PRIORITIES 
BEFORE MAKING COMMITMENTS 


4. (SBU) Many donor representatives stated that donors should 
focus on funding the priorities of tne new government. Mark 
Mallalieu 

International Development (DFID) office 

the United Kingdom 

Netherlands 

coordinate their actions to help the peace process 

hinder it. Mallalieu emphasized that the overarching need 

for donors was to help with the peace process and \"do no 
harm." He stressed the need for the government to \"widen the 
development space\" through negotiations with the Maoists. 
The Ambassador called for donors to support development and 
the GON\'s efforts to return to democracy regardless of the 
outcome of peace talks with the Maoists. He said the United 
States would assist the GON to the V'extent possible" with the 
restoration of peace in Nepal. Matthew Kahane 

Coordinator for the United Nations (UN) 

ready to support the peace process and hoped the government 
would follow the Basic Operating Guidelines previously agreed 
upon by development partners. Mahat appreciated donor 
sentiments to support the priorities of the new GON 

he stressed that 

donors needed to be flexible to help the GON restore peace in 
Nepal. He stressed that the people of Nepal needed to see 
some action and improvements in their lives due to government 
action but noted that it would be difficult for the 

government to take necessary action without considerable 
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donor commitments. Mahat said the government would soon be 
talking with the Maoists on a code of conduct to observe 

under the current ceasefire and that the GON would strive to 
ensure that development work was protected under that code. 


DENMARK AND NORWAY ANNOUNCE AID COMMITMENTS 


5. (U) The Danish Ambassador announced that the Danish 
government would provide USD 21 million (1.5 billion Nepali 
Rupees) for a rural energy project and USD 7 million (500 

million Nepali Rupees) to support the governments peace 
process. The Norwegian Ambassador stated his government had 
agreed to restore funding levels to what they were prior to 

the February 1 


COMMENT 


6. (SBU) The reluctance of many donors to make any financial 
commitments until the new government has brokered a peaceful 
solution to the Maoist insurgency could hinder the GONVs 

ability to provide services and win the hearts and minds of 

the Nepali people in a timely fashion. Financial commitments 
are needed sooner rather than later to support the 
governments peace process and we should continue to work 
with the donor community to urge them to reconsider their 
positions. 

MORIARTY 


64710 

64711 

64712 

development programs 

1.496 of the GDP\". This decision is part of the inflation- 
targeting policy announced recently by the GOK. In the 
future 

growth. (Interfax - Kazakhstan 


Possible Imbalance in the Labor Market 


3. \"One of the labor marketVs problems is an imbalance of 
demand and supply. The forecast for 2010 shows that by that 
time 

economy and the labor market. Recent developments in Europe 
showed that failure to respond in a timely manner to 

challenges in labor relations may lead to social 

destabilization 

Minister Karagusova stated in Almaty on April 28. V'This 

high priory issue has to be handled accordingly. We have to 
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train specialists to push forward the programs for 
development of the Caspian shelf 

transportation development 

(Interfax - Kazakhstan 


KazMunayGaz Board of Directors Reshuffle 


4. On April 21 

reshuffling the Board of Directors of the national oil and 

gas company KazMunayGaz. The new Board includes: Vice- 
Minister of Energy Bolat Akchulakov 

Finance Askar Yelemessov 

Kasymbek 

Presidential Administration Head Adilbek Dzhaksybekov 

will head the Board of Directors. Dzhaksybekov replaced 
Energy Vice-Minister Lyazzat Kyinov in this position. (Oil 
Review - Kazakhstan 


Kazakhstan to Join Baku-Tbilisi-Ceyhan Soon 


5. \"The agreement between Azerbaijan and Kazakhstan on Baku- 
Tbilisi-Ceyhan (BTC) will be completed in May. We will do 
everything possible so that our president can sign the 
agreement in June 

said on May 6 during economic forum in Baku. According to 
KazMunayGaz Managing Director Kabyldin 

will be transported in Baku direction. The timeframe is 
around late 2008 - early 2009.\" Azerbaijani oil running via 
the BTC pipeline will reach a terminal in the Ceyhan port on 
May 27 

Geksel said. A ceremony commemorating this event is 
scheduled for July 13. (Interfax - Kazakhstan 


Kazakhstan Intends to Export Gas to Europe 
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6. Kazakhstan is considering supplying gas to the Baku- 
Erzurum gas pipeline 

Baku. In this regard 

of constructing an Aktau-Baku gas pipeline under the Caspian 
Sea. VThis means that Kazakhstan has an opportunity to 
reach European markets" 

Erzurum gas pipeline 

meters 

Kazakhstan 
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Khvalynskoye 


7. Production Sharing Agreements (PSAs) on Khvalynskoye and 
Tsentralnoye oilfields (Russian sector of North Caspian 


SIPDIS 

shelf) are to be signed in fall 2006 

Head Alekperov. Engineering work is currently being 
undertaken jointly with Gazprom at the Tsentralnoye oilfield 
for the future exploration wells. Well drilling is planned 

in 2007-2008. The work on PSAs is performed by Lukoil and 
KazMunayGaz. (Cil Review - Kazakhstan 


KazMunayGaz to Buy 5096 of Orenburg Plant from Gazprom 


8. In 2006 

Orenburg gas processing plant (GPP) on a joint-venture 
basis 

The GPP\'s assets are estimated by Deloitte & Touche at $700 
million. The plant may eventually process 28 billion cubic 
meters of gas and 5 million tons of condensate. 
Karachaganak oilfield supplies 7 billion cubic meters of gas 
and 3.5 - 4 tons of condensate. There is also an 
alternative project. Kazakhstani President Nazarbayev 
recently asked Lukoil 

to consider constructing a gas processing plant at the 
Karachaganak field. (Oil Review - Kazakhstan 
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addressed. Deruffe emphasized that this would simply be a 
\"mailbox\" and that the final decision on delisting would 

still be made by member states. France feared that expanding 
the number of states eligible to submit delisting petitions 
would encourage those being sanctioned to flood states with 
duplicative petitions. Benoit Guidee 

IO directorate 

would also open up the procedure to political games. As an 
example 

it might constantly submit delisting petitions as a way to 

call attention to its anti-U.S. 

the work of the 1267 Committee. For these reasons 

would like to take politics out of the procedure and work to 
ensure its basic neutrality. 


3. (C) Guidee said that the U.S. suggestion to call for 
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national governments to reinforce their delisting mechanisms 
could run into objections by governments such as Russia and 
China 

matters. As a practical point 

the USG suggestion 

whether such a call would in fact be helpful. States likely 

to heed this call already have effective delisting 

procedures 

ones that need to reinforce their national sanctions 
mechanisms. As an example 

Somalia would have no practical 

such a call. 


4. (C) Deruffe and Guidee emphasized that France was eager to 
work with the U.S. to come to a consensus. The GOF would not 
be opposed 

\"mailbox\" method that would allow member states to directly 
present delisting petitions to the 1267 Committee. They 
proposed that our respective missions in New York further 
discuss these issues. Guidee added that 

product 

that states such as Denmark and Sweden could show that 
Vsomething was done." Revised delisting procedures are of 
vital importance to EU members 

fear the status quo could be successfully overturned by 
European courts if delisting concerns are not met. 

Please visit ParisY Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 


Stapleton 


64715 

64716 

hires and secondees 

goal of strengthening business associations. Reaction among 
donors 

the international community\'s (IC) work on SME development 
has been less than enthusiastic. Strengthening the voice of 
business in the policy making process is desirable but 
unlikely in the short term 

CSS. This initiative 

in fiscal and debt policy 

indicate that CSS is in no hurry to focus on the issues 

needed to close out OHR and transition to a European Union 
Special Representative (EUSR) and may be settling in for an 
extended stay as High Rep. End Summary. 


The Rollout 


2. (C) High Rep Christian Schwarz-Schilling unveiled his 
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ideas for increased OHR engagement in the SME sector ata 
dinner on May 16 for major bilateral European donors 
the European Commission (EC) and U.S. The plan 
vague 

High Rep has directed that an SME unit 

people 

to donors to second staff to the unit to augment the three 
local hires OHR plans to recruit. The unitVs initial work 
will focus on strengthening business associations 
specifically by creating new associations in the metal and 
construction sectors. The group will also work with a 
German-funded technical expert to increase the financial 
viability of business associations through the introduction 
of quality control standards. A second element οἱ CSS\' 
strategy includes OHR-led coordination of other IC SME 
activities through regular meetings. Finally 

a robust public role for himself to promote SME-friendly 
reform. 


The Back Story 


3. (C) Herbert Pribitzer 

paid a call on the Embassy on May 16 to preview the High 
Reps points for the dinner. Pribitzer confided that 

internal OHR discussions on the subject have been very 
difficult due to the High Rep\'s statist and interventionist 

views on the subject. Pribitzer recounted that he had 

engaged in a major battle with CSS to dissuade the High Rep 
from reinstating mandatory membership fees in socialist-era 
chambers of commerce. (Many of these institutions have been 
languishing since mandatory fees were abolished in response 
to business demands as part of the V'Bulldozer Initiative. V") 
Pribitzer disclosed that he has been instructed to hire three 
new staff to work on the issue 

with drafting papers for the theoretical transfer of OHR to 

an EUSR. He noted OHR has no technical expertise on SME 
development and that there are already numerous donor-funded 
projects underway. Donors 

no reason to cede OHR a larger role in this area. He 

observed drily that the High Rep is all for local ownership 
\"except in the area of the economy. V 


Reaction 


4. (C) Donors reacted to the High Reps proposals with a 
distinct lack of enthusiasm. A number of donors described 
their hands-on programs to strengthen the SME sector 
pointing out that such efforts take years to come to 
fruition. CSS breezily agreed 
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at least make a start in the area 

from the EC that European assistance is primarily aimed at EU 
accession (not SME development). Other donors drew attention 
to the need for local ownership of such initiatives 

irony 

appeared lost on the High Rep. Many representatives stressed 
the limited utility of \"bottom-up\" SME strategies without 

reform of the overall business climate. Donors were 
particularly keen to head off Schwarz-SchillingVs call for 
monthly SME coordination meetings. CSSY response: To 
propose meetings every other month. 


Comment 


5. (C) There is little harm in trying to strengthen 

business associations. While OHR is not likely to make much 
headway 

only help BiH. As such 

than ill-advised OHR forays into debt and fiscal policy. 
However 

double OHR\'s current economic staff -- a hiring blitz to take 
on a new tasks that are far removed from OHRV's Mission 
Implementation Plan (MIP). Rather than pursue the necessary 
activities for an effective OHR-EUSR transition 

still appears intent on making his mark in Bosnia 

attendant implications for keeping OHR robust in size and 
mandate. End Comment. 

MCELHANEY 
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east. A thirty-kilometer international border with Iran 

makes up SyunikVs southern border on the Araks river. As one 
of ArmeniaVs two open international borders 

be an economic lifeline 

of economic development to this poor region 

materials and consumer goods from Iran simply bypass Syunik 
on their way to Yerevan. Rich mineral deposits have 

delivered some wealth -- and environmental damage -- to one 
Syunik town. The construction of a gas pipeline from Iran 
continues 

transferred as part of a bigger deal with Russia. Syunik 

will probably continue to lag behind the rest of Armenia and 

its unenlightened 

to change this. End Summary. 


Southbound for Syunik 


2. (SBU) With the melting of this past winters 
extraordinary snowfall 
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southern regions has become easier. The teeth-rattling drive 
to the border with Iran takes nearly eight hours from Yerevan 
over roads in terrible condition but through some 
spectacularly beautiful 

meadows still covered with patches of snow in late Spring. 
At a disused intersection where Armenian drivers turn onto 
the two-lane road for the highlands 

the Soviet-era highway which follows the Ararat Valley plain 
through Nakhichevan. If this road were open 

Iranian border crossing would be an easy three hour drive. 
During the southward trek 

-- most of which were ancient U.S.-built Mack Bulldogs 
acquired during the days of the Shah -- laboring up the 
mountains. 


Goris Benefits Little from Proximity to Conflict Line 


3. (SBU) Goris 

easternmost population center in Armenia before entering 
\"occupied territory\" on the way to Nagorno Karabakh. As 
such 

transit of goods from Yerevan. More significant 

to Amcits living in the region as part of USG development 
projects 

significant amount of food products to the Armenian army. In 
general 

as it is in other some regions of Armenia. On the east 
Syunik is bordered by the occupied Azeri province of Lachin 
and on the west by the Azeri exclave of Nakhichevan 

with the lowest historical incidence of cease-fire 

violations. The city of Goris 

landscape and a remarkable network of ancient cave dwellings 
hopes for development as a tourist destination. But few of 
the tourists 

numbers 


Zangezour Copper Mine a Booming 


4. (SBU) Syunik\'s overall economic picture is bleak. 
Unemployment is highest of any of ArmeniaVs regions and 
nearly 40 percent of the population is living in poverty. By 

far the largest 

region is the Zangezour Copper and Molybdenum Mine. An open 
pit mine in operation since 1951 

December 2004 

firm. The mine processed more than 8.5 million tons of ore 

in 2005 and expects an increase in 2006. Highly profitable 
but in need of serious investment 

employment for residents of the town of Kajaran. The head of 
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the local UNICEF office told us that pollution from the mine 
poses a significant health risk to residents 

these same residents would prefer to take the risk rather 
than face unemployment. 


Equipment Contract Worth USD 25 Million to U.S. Firm? 


5. (SBU) The Mine\'s Director of Operations told us that the 
improvement in management since privatization was staggering. 
When the firm was state owned 

required the approval of the Prime Minister. Now 

makes its own investment decisions after consulting with 

major stockholders. He told us that new milling equipment 

the mine intended to buy from a U.S. firm would increase 
efficiency significantly. He said that the mine was taking 
advantage of high copper and molybdenum prices to carry our 
capital investments now so the mine could weather an expected 
\"rationalization\" of copper prices expected within two or 

three years. (Note: The regional sales representative of the 
U.S. firm FFE Minerals told us they expected to sign a 

contract in late May for sale of milling equipment produced 

in Bethlehem PA with a value of USD 25 million. End note.) 


Unenlightened Leadership 


6. (C) A meeting with Syunik\'s Marzpet (governor) Suren 
Khachatryan was predictably disappointing. (Khachatryan is 
reputed to be Armenia\'s most corrupt governor.) A loyal 
member of PM Margaryan\'s Republican Party 

contacts told us that he is tolerated by Yerevan as long as 
things in Syunik are kept quiet. While they made no concrete 
allegations 

as varied as building permits 

business licenses must all pass through the Marzpet\'s office 
or face interminable delays. When we asked Khachatryan about 
his plans for development of Syunik 

going well 

government" and little else. 


Environmental NGOVs Success 


7. (C) Khachatryan is sensitive to concerted efforts by 
NGOs 

Syunik\'s Shikahogh Nature Reserve 

campaign to persuade the GOAM to scrap plans for a new 
north-south highway through Armenia\'s last remaining virgin 
forest. Mkrtchyan engaged with various NGOs and called 
national attention to the project 
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another 

Accusations made by NGOs that the route through the 
Shikahogh Reserve was selected only so the Marzpet could 
profit from selling concessions to logging companies for 
clearing the land for the roadway hit close to home. The 
decision by the Syunik government to cancel plans to traverse 
the Reserve became an example to NGOs in Armenia that they 
could 

together towards a clear goal. Mkrtchyan said he had little 
interest in pursuing goals outside of protecting the 

Shikahogh Reserve and making the Reserve 

the landscape of North Carolina's Great Smoky Mountains 
more popular destination for naturalists and tourists. 


Syunik\'s Hydro Power 


8. (SBU) With its mountains and fast-flowing rivers 

Syunik region is an attractive target for development of 
hydro power. The Vorotan Cascade Hydropower Complex became 
operational in 1971 and 

of Yerevan 

generation in Armenia. Rated at 404MW 

recipient of USG assistance to help monitor power flows 
ensuring that customers pay for their power. A joint project 
with Iran on the Arax river 

ten kilometers apart 

has begun. Several mini-hydro projects funded by USAID 
through EBRD are planned for the region. 


9. (SBU) A visit to the border crossing near Meghri was 
educational. While Samvel Safaryan 

anything but forthcoming with data about border traffic 

led us on a tour of the facility. Modern 

equipped with computers and radiation detectors from the 
USG\'s Export Control and Border Security program 
seemed sleepy 

waiting to cross into Armenia. Russian border guards -- who 
still have responsibility for admitting travelers to Armenia 

-- proudly displayed their state flag in their workstations. 
On the Armenia side of the border 

zone 

to the smaller 

suited for the road north. On average 

only about 50-60 Iranian trucks per week make the drive to 
Yerevan. 


10. (SBU) Mikhail Hovhannisian 
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that in the early days of Armenia\'s independence and during 
the period when the blockade was most effective 

to Iran was vital 

proximity to the border. Now 

not buy Iranian consumer products 

products 

Armenian producers or from familiar sources within the Οἱ5. 
Most cargoes are either building materials like tile products 
and plumbing fixtures of all types or products transshipped 
from Dubai or Turkey. While most Armenian merchants find it 
easier and cheaper to ship Turkish products by truck through 
Georgia 

via Iran is significant. Higher-end consumer goods 

including luxury automobiles 

their way to Yerevan for processing by the central customs 
clearance point. The port director told us that if the 
documents are in order 

with shipping documents and if vehicles do not set off the 
radiation detectors 

the point of entry. 


Iran Eager to Build Gas Pipeline 


11. (SBU) Ownership of the pipeline under construction from 
Iran to Armenia is still up in the air. Press reports insist 

that the pipeline was part of President Kocharian\'s deal with 
Gazprom to delay a doubling of the price Armenia pays for 
natural gas from Russia. Government officials deny this 
Armenia\'s Energy Minister said V'How can we sell something 
that does not yet exist? ' According to the deal struck with 
Iran in 2005 

the loan repaid by transfers of electricity produced in 
Armenia. Iran seems eager to complete the project. Hundreds 
of sections of 70 cm diameter pipeline were visible on the 
Iranian side of the border 

Araks river. Meghri\'s mayor said that Iran had loaned 
Japanese-produced heavy equipment to the Armenian contractor 
clearing the right-of-way for the pipeline. While some local 
labor was being used to clear the path for the pipeline 

prime contractor was a Yerevan-based firm and all Syunik 
would gain from the project was some low-wage jobs for a 
single season. He hoped 

become more regular as the pipeline would contribute to the 
\"gasification\" of Armenia. 

EVANS 
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Panday\'s wife for his daughters\' education. Manning 
called for a meeting with Sharma the next day 
reportedly about this issue 
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May 10 
and EU-Latin American and Caribbean meetings. 


4. (U) Sharmavs lengthy May 10 statement released in 
the print mediaclaims that Chief Magistrate McNicolls 
called unannounced on Sharma on March 28 

hearing the testimony in the Panday integrity case. 
Sharma claims that McNicolls volunteered that he was \" 
impressed by the testimony of the defense witness Mr. 
Lawrence Duprey\" and that \"it was to his knowledge 
since his mother was an East Indian that in Hindu 
families the wives were traditionally entrusted with 
control of the family\'s financial affairs" (this Hindu 
family finance\" defense in the Panday case plays a 
large role in the controversy). Sharma claims that he 
simply suggested McNicolls should write his verdict 
soon 


5. (U) Sharmavs statement also spends significant time 

on an allegedly suspicious real estate deal between 
McNicolls and acompany headed by Panday witness and 
benefactor Lawrence Duprey. Sharma\'s statement implies 
that McNicolls should have recused himself from the 
Panday case because of it. On May 8 

complaint against McNicolls with the Judicial and Legal 
Services Commission 

maliciousiy made a report to the Prime Minister that 
Sharma attempted to influence the Panday decision. 


6. (U) According to media reports (since his letter to 
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Manning has not been made public) 

McNicolls stated that it was the Chief Justice who 
summoned him to his Chambers sometime before PandayVs 
trial started and told him about the V'Hindu family 

financeV' defense. The Chief Magistrate said he became 
suspicious when Panday used the same argument as part 
of his defense. McNicolls further stated that he was 

again summoned by Sharma on March 28 

case was closed 
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from certain angles 

against Panday were laid at a time when the possibility 
of elections was in the air and to consider the public 
perception that the charges were politically motivated. 
He added that Sharma wanted to see a copy of his 
judgment before he delivered the verdict. 


7. (U) Further 

Sir Timothy Cassel 

in the Panday case 

family finance defense with him while on a flight prior 
to the start of the case. 


8. (U) PM Manning entered the public fray and read a 
prepared speech in Parliament on May 12. He stated 
that he explained to Sharma V'that there was already one 
matter unresolved with accusations against him and this 
additional accusation had now come forward which he 
should exercise the option to demit office voluntarily 
rather than be subject to any administrative or 

criminal proceeding which may possibly be proffered 
against him." Manning asserted that Sharma became 
distraught and emotional in this meeting. Manning 
further stated that he would proceed methodically in 

this case and seek input from his legal advisors on the 
best way forward with impeachment proceedings. 


9. (U) On May 11 

both the Director of Public Prosecutions and the Acting 
Commissioner of Police to initiate a criminal 
investigation into the entire matter 

into his own involvement. This criminal investigation 
continues while Manning\'s potential impeachment 
proceedings are on hold under judicial review. 


10. (U) The Law Association and other legal bodies 

have condemned Manning for threatening Sharma and not 
following the procedure outlined in the constitution 

equating it with a power grab. The opposition United 
National Congress (UNC) has picked up on this refrain 

and has worked this into their ongoing message against 

PM Manning and the Peoples National Movement (PNM) for 
their alleged abuses of power. 
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11. (SBU) COMMENT: Sharmavs report of McNicolls\' 
opinion ofthe Panday case directly contradicts what 
McNicolls wrote in his judgment 

opinion that Duprey\'s testimony was not believable. 
Clearly 

extensive discussion of McNicolls\' real estate deal 
seems to be primarily a diversionary tactic that may 
backfire by undermining SharmaVs own credibility 

if the deal improperly influenced Sharma\'s decision. 
Further 

calmed 

that the PNM is out to grab power. 


12. (SBU) COMMENT CONTINUED: The legal case boils 
down to what SharmaVs motivation was in raising legal 
issues with McNicolls and the Hindu family finance 
defense with Cassel. Sharma may have been simply 
making conversation and engaging in a collegial 
discussion of legal matters 

attempting to direct parties in certain directions. 

Sharma has sided with Panday in legal matters before. 

In 2003 

Panday while on a tribunal hearing a libel case. 
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13. (SBU) COMMENT CONTINUED: There is basically no 
impartial observer in this case 

is spinning things his own way. Further 

immediately took on political overtones 

supporters supporting the PM and UNC supporters the 
Chief Justice. The case also exacerbates the ethnic 
tension between Afro-Trinis and Indo-Trinis 

Trinis seeing this as yet another move by the 
predominately Afro-Trini PNM to assert power and to 
remove prominent Indo-Trinis from influential 

positions. The President may ultimately be required to 
determine whether to institute impeachment proceedings 
for which he must appoint a tribunal to oversee the 

case. END COMMENT. 


AUSTIN 
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RUSSIAN AMBASSADOR TO GREECE SPEAKS ABOUT RUSSIAN ENERGY 
INTERESTS IN SE EUROPE 


REF: ATHENS 0342 
Classified By: Charge\' Tom Countryman for reasons 1.4 (b 


1. (C) Summary. In a public speech at a luncheon in Athens 

on 17 May 

commented on the Russian - Greek bi-lateral relationship with 

a specific focus on energy. Vdovin underscored the overall 
strength and historical context of the relationship before 
specifically touching upon Russia\'s interest in the recent 

energy related issues of SE Europe such as the 
Burgas-Alexandropoli (BA) oil pipeline 

Italy (ТС!) natural gas pipeline 

Gazprom\'s supply contract with the GoG past 2016 and Russian 
energy investments in Greece. Vdovin\'s comments drew several 
openly confrontational questions from Greek audience members 
which contradicted the image of strength and cooperation he 
attempted to portray in his remarks. Post remains concerned 
about the influence of Russian interests on key members of 

the GoG as Greece continues to seek a larger role in the SE 
Europe energy corridor. End Summary. 


2. (U) Making a specific point that Gazprom has always been 
a reliable supplier to Greece and to western Europe 
continued by noting that Russia currently supplies 46 percent 
of Greece\'s petroleum and 75 percent of its natural gas. 
(Note According to USG information VdovinVs estimates are 
conservative 

oil and over 82 percent of gas.) Borrowing from Gazprom 
Chairman Alexy Miller\'s script during his visit to Athens in 
February (reftel a) 

natural gas interests in the region with its participation in 

the BA pipeline 

Vin a very short time. That is all | can say.\" It is worth 
mentioning that Vdovin also referred to a plan to extend 
Gazprom\'s current contract with the GoG past 2016. This 
plan 

visit and would be implemented \"soon.\" 


Turkey-Greece-Italy Interconnector (TGI) and Russian 
Investment 
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3. (U) Vdovin spoke at length about the broader implications 

of the TGI and the Russian support for an open and free 
market in the region. Commenting on western Europe\'s desire 
to ensure diversity of supply 

reciprocally 

customers\" and mentioned that market economics supported both 
objectives. Vdovin also minced no words when speaking about 
supply contracts for TGI stating that Gazprom \"expects right 

of access\" and that \"agreements must be honored 

by stating that Gazprom was ready to support higher volumes 
through Greece now. 


4. (U) Mentioning both the USG and Great Britain recent 
concerns on the matter 

understand the anti-Gazprom campaign. He questioned the 
logic behind GazpromVs public reputation as a dangerous 
entity 

market.\" On a sharply different tact 

those who have made allegations against Gazprom to come 
forward and present evidence; he did not elaborate on the 
statement. It is worth mentioning that Vdovin highlighted 
VPrometheus Gas 

Greek owned Copelouzos Group on two separate occasions during 
his remarks. (www.prometheusgas.gr) 


5. (U) Few questions were asked of Vdovin after he concluded 
his remarks. Those who did take the microphone clearly were 
having none of Vdovin\'s claims of Gazprom as legitimate 
market player and supporter of free market principles. One 
private Greek businessman described Gazprom\'s interests and 
investments in companies and energy consortiums throughout 
the Balkans as an example of monopolistic and unfair business 
practice. 


ATHENS 00001298 002 OF 002 


6. (C) Comment. Vdovin was very much on-script and on-message 
in his remarks and did not seem overly surprised at questions 

from individual Greek businessmen who expressed a less than 
positive view of Gazprom\'s role in Greece and the region. 
Privately 

natural gas company 

Russians are withholding extension of the 2016 gas supply 
contract as a way to wring concessions in other areas 
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primarily TGI. End Comment. 
Countryman 
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concerns 

revolve around direct election of muftis 

education and the like (see para 12). While the situation is 
far from ideal 

take to promote goodwill. It could open a second 
Turkish-language highschool and promote economic development 
in Thrace 

openness to the election of Muslim community leaders who do 
not also hold judicial powers. Perhaps the most important 
thing it could do is open a mosque in Athens 

GoG has promised to do for some time and a specific point 
that PM Erdogan raised with Secretary Rice during her recent 
visitto Ankara. END SUMMARY. 


Background 


2. (SBU) Thrace 

borders Turkey 

indigenous Muslims who are legally recognized as a minority 
under the 1923 Lausanne Treaty between Greece and Turkey. 
The minority 

Turkish 

roughly 30 

dialect of modern-day Bulgarian. Officials sometimes 

estimate that Pomaks comprise as much as 40 percent of the 
Muslim minority to downplay the community\'s \"Turkish\" origin 
(ref E reports on the nomination of the first-ever Pomak 
candidate for super-nomarch in the region). Nevertheless 
many ethnic Pomaks 

themselves as members of the Turkish community 

Pomaks. There are several thousand Roma-speaking Muslims in 
Thrace 

more socially desirable label than the derogatory \"gypsy.\" 
Muslims in Thrace are relatively uneducated and poor by Greek 
standards. Most are engaged in subsistence tobacco farming 
which will lose generous EU subsidies starting in 2009. Тһе 
minority\'s chief complaints are inadequate employment 
education 

infringements of their rights to self-determination or to 

identify themselves as \"Turkish.\" 


Why We Care 


3. (SBU) Apart from our interest in promoting human rights 
and religious freedom generally 
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Muslim minority in Thrace and the Greek minority in Istanbul 
offers the potential for Greek-Turkish confidence building 
measures that might not only reduce tension between the two 
(such as in the Aegean) 

to Ankara\'s EU accession process. 


Greek/Turkish Perceptions 


4. (C) Unfortunately 
significantly in how they perceive minority issues. The GoG 
argues that its Muslim minority is a domestic matter 
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subject to any legal obligations other than the 1923 Lausanne 
Treaty 

Turkey as governed both by Lausanne and by Turkish 
commitments in the context of EU accession. In an April 26 
meeting with Ambassador 

re-opening of the Halki Seminary in Istanbul 

was solely a matter of Turkey\'s obligations to the EU 

bilateral issue. She said emphatically that she could Vnever 
put this on the table as a bilateral issue with Turkey. V 

When Ambassador suggested that 

Erdogan with political cover 

legal and religious duties of muftis to allow direct 

elections of those who would provide only religious services 
the FM was dismissive. She said it would be \"dangerous\" to 
change this status and that the GoG was \"spending millions on 
our Muslim citizens\" for economic development and new 
educational and health projects. 


5. (C) The GoG also argues 

the two minority situations are not easily comparable: in 
Istanbul 

for the very existence of their community 

Thrace the 100 

іп no such danger. GoG officials note that the two sidesV 
populations were not all that different in size when the 
Lausanne Treaty was concluded. 


6. (C) One area where there could be potential goodwill is 
the opening of a mosque in Athens 

European capital without one. While this would mainly 
benefit the burgeoning South Asian and Arab Muslim 
populations in Athens 

in the issue because he raised it with Secretary Rice during 
her recent visit to Ankara. The GoG has committed itself to 
doing this recently without any quid-pro-quo from the Turks. 
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The Greeks view it as their own internal obligation (and an 
embarrassment given the criticism of the foot-dragging from 
the Council of Europe). However 

timetable and funding would no doubt improve the atmosphere 
between the two. 


7.(C) Ina May 10 meeting with DCM 

Bitsios 

government\'s decision to build an Athens mosque from national 
funds. It would not solicit nor accept funding from Saudi 
Arabia. DCM urged the GoG to get maximum benefit from its 
decision by finding some small way to involve Turkey 
accepting a token donation from the GoT for construction; 
inviting a Turkish cultural figure to serve on a design 
committee; or even selecting an architect from Turkey. 
Bitsios was intrigued and said the GoG might consider these 
ideas. 


Turkey\'s Dynamic in Western Thrace 


8. (C) Ankara plays a very influential role in Western 

Thrace 

and is Greece\'s only Muslim MP. He tells us that Turkey 
attempts to label all of the regionYs Muslims as Turkish 

even when a significant part of this minority -- Pomaks and 
Roma -- are clearly not ethnically Turkish. Some Pomaks and 
Roma feel compelled to go along with this to maintain Muslim 
unity and to seek financial rewards from Turkey (ref A 

reports on the controversy touched off by delivery of 
Pomak-language books to a Pomak village). 


9. (C) Indeed 

influential Consul General in Komotini 

between 4-5 million euro annually on \"salaries\" in Thrace for 
certain imams and community leaders. Known as a hardliner 
Gurdum protested to poloffs in December 2005 of V'gross human 
rights violations" in the region 

should not be tolerated in a country that has \"supposedly\" 
met EU entry criteria. Ahmet is critical of the CGVs (and 
Turkey\'s) role because he believes it does not focus on the 
most important issue facing the Muslim minority: lack of 
economic development. 


What Next? 
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10. (C) While we would all like t0 see Greece\'s large 
Muslim minority in Thrace serve as a bridge to promote 
greater understanding and cooperation between Greece and 
Turkey 

the EU accession process may provide leverage on Turkey\'s 
treatment of its ethnic Greek minority 

interested in horsetrading on re-opening Halki or other 
issues. They also firmly believe (with justification) that 

their Muslim minority is in much better shape than the tiny 
Greek minority in Istanbul 

holding on by its fingernails. 


11. (C) That said 

make PM Erdogan\'s own minority decisions easier. We should 
focus on getting the Greeks to make good on something they 
have committed to: firm plans for opening a mosque in Athens. 
They could also take some fairly modest steps 

defended as being in Greece\'s own interest 

second Turkish-language school and promoting economic 
development in Thrace. Although more problematic 
encourage Athens to consider how it might tolerate the free 
election of Muslim community leaders in a way that clearly 
separates their role from the quasi-judicial functions of 

muftis. 


Addendum: Comments on Turkish MFA Non-Paper 


12. (SBU) Through the UK Embassies in Athens and 
Washington 

the Turkish MFA that details AnkaraVs concerns over the 
Muslim minority in Thrace: 


ELECTION OF MUFTIS: The Turks complain that Greek law 
defining how the GoG appoints muftis violates the 1923 
Lausanne Treaty 

Human Rights (ECHR) decision on this issue. The non-paper 
advocates for the recognition of the two \"elected\" muftis in 
Thrace in Komotini and Xanthi) 

the state. 


-- The two \"elected\" muftis 

σα 

usurping the functions of the appointed muftis. They took 
their cases to the ECHR 

finding the convictions were in violation of Article 9 

(freedom of religion) of the European Human Rights 
Convention. However the ECHR also found that the state\'s 
actions were justified \"to protect public order\" and to 
\"protect from deceit those whose legal relationships could be 
affected by acts of (non-recognized) muftis.\" The ruling did 
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not call for Greece to officially recognize the \"elected\" 
muftis 

official muftis 

bring the community under unified leadership. In any event 
the \"elected\" muftis continue to practice as religious 
leaders. (GoG officials usually add that muftis in Turkey 
are state-appointed 


-- MP Ahmet 

Director Hunt 

muftis 

government 

elected as lon% !S T(%y 2%ta)& g\"f)cial judicial functions&Q 
B)T3io1 

there should be no leg!d gbqtac 

Vcommunity le!d%r1\" U)T(e5T *Udicial powers 

Jf TOs W+5dd be very complex. 


DEJIAL IF ETHFIC IDEJTITY: The non-paper noT%q Qh!t m%mb%r1Q 
c& the minority are denie$ 4(eir e4hf)c idej4i4y because they 

are f%t allkbe$ 4m Qs% Qh% term \"Turkish\" in tit 

Is3oliaQi+fq due to the Lausanne Tre!TY%s e1T!bd)s(ment gb а 
\"Muslim\" and not a \"TQr+iSh\" ein%riTy in Thrace. 


-- This )3 a Preb 

Ri#htQ R P#2t Greece\'s Supreme Court UO(e 

p2g(ibition in 2005 (ref F) 

the \"TurkiQh U.i)f ob X!nQhi\" To use V'Turkish V" in З t)t 
a2g5i 4h)Q would promote the i.T ReQtQ #& ! V'g2ei!n pcwer. 
The Union has aPpea 

HQma. Ri\'h4S !n$ CoG officials have tol$ 5S 4h!T Qh Y U) 
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respect the decision of the ECHR. We expect the ECHR to rule 
in favor of the use of V'Turkish 

case regarding the Slavo-Macedonian minority was decided in 
that minority\'s favor. 


ADMINISTRATION OF WAKFS: The non-paper accuses Greece of 
interference with the administration of charitable religious 
and social institutions (wakfs) in Thrace. 


- There are 

and on the island of Rhodes (where Muslim charitable 
foundations and land are worth considerably more). The Greek 
State has imposed excessive property taxes and fines on the 
wakfs due to their non-compliance with national land registry 
laws. (Note: Some of these wakfs can trace their origins back 
centuries 
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records were destroyed in the world wars. End Note.) The GoG 
responds that the wakf issue is reciprocal 

been imposed on Greek Orthodox minority foundations in 
Istanbul 

СОТ. On a good note 

the GoG has not sought to collect any assessments or enforce 
land registration requirements (ref E). 


PROBLEMS IN EDUCATION: The non-paper (and the Muslim 
minority) are critical of minority education in Thrace 

namely the inadequate number of schools and low quality 
education. 


-- This is an area that is also valid and we have reported on 
these problems (ref C). Contrary to the non-paper 

we understand that the decision to reduce the number of 
Turkish teachers at minority schools was a reciprocal 
decision based on reductions in the number of Greek teachers 
in Turkey. (In a 1968 cultural protocol 

committed to a specific number of state-funded teachers for 
minorities.) The non-paper\'s claim that compulsory primary 
education is limited to six years for minorities is untrue; 
there is a national mandatory educational requirement of 9 
years for all Greek citizens. Where there are inadequate 
numbers of seats in minority high schools (following six 
years of minority education) 

(i.e. 

Ahmet have proposed -- and we agree -- that opening an 
additional minority high school in Komotini would be more 
than a gesture 

community. 


-- On a related note 

employment and inability to secure civil service jobs are 
partly due to inadequate Greek language ability. To address 
this problem 

promises to introduce Turkish and bilingual classes in 
mainstream schools 

increased acceptance of minority members. For those minority 
members who choose to attend minority schools 

improve the standards of the Thessaloniki Pedagogical 
Academy 

these future teachers have poor Greek language ability and 
are therefore inadequate teachers of Greek. This Academy 
should have instruction for four years 

teaching programs 

Turkey to address the additional complaint of the teachersV 
inadequate ability to teach the Turkish language. 


ARTICLE 19 OF GREEK CITIZENSHIP LAW: The non-paper says that 
Greece stripped tens of thousands of minority citizens of 
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their citizenship from 1955 to 1998 to alter the demographic 
balance in Thrace. While the Turkish МҒА recognizes that the 
1955 law was repealed 

those affected to reacquire citizenship. 


-- The GoG openly admits that it acted in this manner 

has largely rectified the situation. These citizens were 
affected by Article 19 of the Citizenship Law 

they left Greece between 1955 and 1998. Article 19 was 
repealed in 1998 

apply to reacquire citizenship either through a process of 
naturalization or revocation of the administrative order that 
divested them of citizenship. MFA officials have told us 
they are committed to investigate any valid citizenship 
claims brought before them. We follow up regularly to 
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measure how many have had their citizenship restored 
rapidly the process moves. 


CITIZENSY RIGHTS: The non-paper says that Turkish minority 
land has diminished dramatically since 1923 and that 

recently 

world and was restricted even from traveling from one village 

to another. 


-- Restrictions that isolated certain Muslim villages 

especially those on the Bulgarian border 

effect. The non-paper admits that these restrictions appear 
to have been lifted in recent years 

enforcing such restrictions is still on the books. We are 
unaware of any minority complaint on this issue 

claim that minority land ownership has been dramatically 
reduced between 1923 and today through nationalization and 
various administrative measures. 

Countryman 
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BolsheviksY October Revolution). 


Talks with the Maoists a Necessity 


4. (S/NF) Despite this backdrop of apparent Maoist perfidy 
the government has no choice but to move forward on talks 
with the insurgents. The people of Nepal are desperate for 
peace 

solely on the popular assumption that the seven parties 
twelve-point understanding with the Maoists will make peace 
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possible. Even though that appears unlikely 

must show that it is doing everything within reason not only 
to arrange for talks but to ensure the success of those 

talks. That is why the government has lifted the Interpol 
notices against various Maoist leaders 

terrorist tag against the organization. It is also why the 
government is reluctant to be seen as rushing into increasing 
army capabilities at this time. At the same time 

lack of confidence in Maoist intentions 

avoided steps that would overly strengthen the insurgents 
including by denying the Maoist request for the release of 

all detainees. The government also seems to understand the 
need for developing a healthy working relationship with the 
Security services. 


5. (S/NF) At best 

and complicated. Even if the Maoists are inclined to join 
the political mainstream 

they can win a victory at the negotiating table. The same 
will apply if the Maoists have no intention of giving up 

their goal of absolute power. Thus 

clear interest in keeping talks going for a while 

whether they can coerce unexpected gains from the government. 
If the Maoists are entering into talks with the expectation 

of ultimately returning to the battlefield 

working against their own timeline. Their current 
three-month ceasefire expires in the middle of monsoon 
they are unlikely to resume battle 

to string along negotiations until the end of the monsoon 
(mid-September) or until after Nepal\'s major religious 
holidays conclude in early November. If the Maoists extend 
the ceasefire much beyond a few months 

of the movement suggests that they will have a tough time 
keeping their cadre motivated and will suffer massive 
defections. 


What Would Talks Look Like? 


6. (S/NF) If the government is to avoid handing over power 
to the Maoists in negotiations; it must go into such talks 
with a fair degree of unity and a clear understanding of its 
bottom lines. Up until now 

governing coalition agree that the Maoists must give up their 
weapons if they are to participate either in an interim 
government or elections to a constitutional assembly. We 
believe that most of the people in Nepal support this 
position. That said 

clear that they are reluctant to abandon the option of 
violence as the price for coming into the political 
mainstream. Discouragingly 


Column 3 

experts flocking to Nepal to help with the peace process also 
seem inclined to believe that it is unreasonable to expect 

the Maoists to give up their weapons until after a 
constitutional assembly convenes. 


7. (S/NF) Fearful that talks will ultimately lead nowhere 

the GON badly wants an objective outside witness of 
considerable stature to record the progress of the talks -- 

and to be able to point fingers if Maoist intransigence leads 

to a collapse of the talks. Similarly 

any code of conduct for the current ceasefire would have some 
degree of international monitoring 

agreement with the Maoists and elections to a subsequent 
constitutional assembly. Prime Minister Koirala hopes that 

the witness could wear a UN hat and that the monitoring work 
could also somehow be put under a UN umbrella. Given Maoist 
ability to intimidate most Nepalis 

as reasonable. More important 

that he will not be able to start talks until there is 

agreement at least on a witness (Ref. A). 


What Do We Need to Be Doing 


8. (S/NF) We need to be doing everything possible to ensure 
that any talks have as great achance as possible to succeed. 
That means providing technical assistance to the Peace 
Secretariat 


SIPDIS 

during talks 

ideas between the two sides. It also means bucking up the 
government and parties to stick to their principles 

allow armed Maoists into the government or into an election. 
Importantly 


The Indian Conundrum 


9. (S/NF) The GOI broadly shares the U.S. vision of a 
peaceful 

that a successful resolution of NepalVs crisis could stand as 
a template for future U.S.-Indian cooperation. That said 

New Delhi clearly views Nepal as falling within its own 
sphere of influence and feels little need to keep us informed 
of major new initiatives on Nepal. The past few years have 
shown that we can overcome the reluctance on the part of the 
GOI to be open with us on Nepal 

push on matters of importance. The issue right now is Indian 
reluctance to have any sort of external witness present in 

the talks between the Maoists and the government. Indian 
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explanations for that reluctance appear thin 

boil down to New DelhiVs lack of enthusiasm for too much 
outside involvement here. We can probably overcome that 
reluctance if we push hard enough and at a high enough level. 
That said 

some of the proposals apparently floated by the UN in New 
Delhi; we agree that there is no need for a Security Council 
discussion on Nepal and that a UN mediation mission could 
prove positively pernicious (ref. B). (Note: A UN mediator 
would presumably try to guide and influence the talks between 
the Maoists and the government 

fear that such an individual would fail to take into account 
Indian interests in Nepal. A witness 

necessarily have to be from the UN 

the Nepali public on the substance of the negotiations. End 
note.) 


And if Things Go Wrong 


10. (S/NF) The most likely scenario for the immediate future 
is that the insurgents will go back to the bush sometime in 
the next six months. We must work not only to prevent that 
future but also to prepare for it. The key task will be 
working to maintain government unity. That will not be easy 
given the broad political spectrum covered within the 
governing coalition and the reputation for venality 
partisanship 

players in the parties. That said 

greater fear of the Maoists than any of its predecessors and 
understands that the public has given it a very short leash. 
A key question for the government will be the 
loyalty/enthusiasm of the security forces. We will need to 
urge the new government to avoid alienating the security 
forces and reiterate our offers of security assistance to the 
new civilian leadership. Just as important 

stress to the leaders of the security services that flirting 

with the King could prove disastrous to their country and to 
their institutions. 


11. (C) Finally 

will need to encourage the GON to begin looking at how to 
design and implement a coherent counter-insurgency strategy. 
If the Maoists go back to the bush 

have to show them that they have no chance of success. In 
light of the popular backing for the current government 

unity among the major political parties 

international support 

opportunity to consolidate democracy and to roll back an 
insurgency that has caused immense suffering and threatens to 
destabilize South Asia. 
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between the rods and their drive mechanism. However 
rods were physically moved or activated 

function fine. To prevent further sticking until a permanent 
solution could be found 

corrective measure of moving the rods every day for the first 
week after the event and then once a week until the end of 
the current fuel cycle in June. Authorities now are working 
with the reactor\'s Russian designer 

Institute of Metal Science at the Bulgarian Academy of 
Science to determine the precise cause of the sticking and 
develop a long-term solution to the problem. 


3. (C) Sergey Tzotchev 

Regulatory Agency (NRA) 

had explained the incident to the IAEA at the biannual 

meeting of INES (International Nuclear Event Scale) national 
officers in Vienna May 2-5. The IAEA agreed with the plant\'s 
initial decision to categorize the event as a Level 1 event 
(Level 7 being the most dangerous). The NRA later recommended 
the event be characterized as Level 2 (i.e. 

rather than an \"anomaly\") 

because the incident revealed that more than one element had 
failed to react and there had been faults in related 

procedures. The IAEA concurred with this and agreed with 
Bulgarian officials that the population was never in any 

danger. 


4. (C) Tzotchev and his staff reassured us that if there had 
been an emergency and the reactor needed to be shut down 
immediately 

to perform this action. However 

engaged these 39 rods as quickly as necessary (in asecond or 
two) is not clear. If the incident--and the problems of the 
control rods sticking--had occurred a few months later 

quite possible that more rods would have failed and the 
reactor would not have been able to be shut down quickly in 
an emergency. This concern was expressed to us by a local 
representative of Westinghouse 

safety at Kozoloduy. According to him 

was the first time a nuclear reactor had experienced this 
type of problem. He said the event represents a clear decline 
in the margin of safety at the plant. He also said that the 
decision by the plants managers to leave the reactor 
functioning for six hours after discovering the problem was a 
clear violation of safety guidelines. 


GOVERNMENT EVADES FULL DISCLOSURE OF INCIDENT 


Column 3 


5. (C) More troubling 
authorities handled the incident by failing to come clean 
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publicly. From the outset 

about anything out of the ordinary occurring at the plant. 

Initial press reports on March 2 or 3 indicated the reactor 

had to be shut down because of electrical problems that had 
caused one of the cooling pumps to automatically be switched 
off. The authorities never acknowledged a problem with the 
control rods or provided specific details or explanations of 
what had happened. The NRA told us the agency had published 
a short press release on its website summarizing the incident 
two weeks after it occurred. The media 

informed about the press release 

issue--apparently a routine shutdown--disappeared completely 
from the local press until the German newspaper Der Spiel 
published an article in late April quoting the former head of 
the NRA 

Kozloduy had occurred and the government was intentionally 
trying to cover it up. We heard about the incident and the 
problems with the rods a week before the Der Spiel article 
from an Embassy contact involved in the energy field. He 
alleged that the manager of the plant had been told to keep 
the incident quiet or risk being \"knocked off. V" 


6. (C) Even after the article prompted the Bulgarian press to 
probe the authorities for more information 

defensive. Minister for Economy and Energy 

told the press on April 25 that \"nothing out of the ordinary" 
had happened 

the work of people who have done V'everything they could to 
discredit Bulgaria\'s energy sector and the country as a 
whole.\" Ovcharov refused to respond to KaschievVs specific 
allegations 

not be held hostage to \"personal conflicts.\" It was clear 
however 

caught flat-footed. When asked by journalists about the 
incident at Kozloduy 

Pirinski 

from the media. Pirinski added that he believed the 
government had reacted appropriately 

needed to be answered 

of the incident in a timely manner. 


EU NERVOUSNESS A KEY FACTOR IN LACK OF NUCLEAR TRANSPARENC" 
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7. (C) Bulgaria\'s last-minute jitteriness over its EU 

accession bid seems clearly to be behind authorities\' 
reluctance to be fully open about safety concerns related to 
Kozloduy. Ovcharov himself admitted that this was \"the worst 
possible time\" to be spreading \"rumors\" about faults in the 
plant. Many government officials 

still smarting over Bulgaria\'s agreement to close down 
Kozloduy Units 1 through 4 as a condition for its EU 
membership. Officials still claim that most nuclear experts 
would agree that Kozloduy 3 and 4 are now safe following 
recent upgrades 

Bulgaria\'s expense. Ovcharov commented in March that Bulgaria 
is the only country that \"will have to pay a high price for 

EU membership before its accession\" due to the reactors\' 
closure. Recent reports that energy prices may climb as a 
result of the loss of 3 and 4 have renewed calls by some 
critics to hold a national referendum on the units\' closure. 
Any indication that Unit 5 

is unsafe would seriously undermine the assertion of many 
officials that the forced closure of Units 3 and 4 is unjust 

and could begin sowing doubts in Brussels about the safety of 
Units 5 and 6. Moreover 

concerned about a possible delay in its accession bid 
probably fears giving Brussels one more reason to put off its 
EU membership. 

Beyrle 
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attached to efforts to monitor implementation. END SUMMARY. 


UNCERTAINTY ABOUNDS 


2. (C) The controversial amendments to NGO legislation 
(reftel and previous) formally went into effect on April 18 

and the period since then has been dominated by uncertainty 
and confusion. The Justice Ministry has issued implementing 
regulations along with almost one hundred pages of forms for 
NGOs to complete for various aspects of compliance. 
Meanwhile 

the law. AmCham deputy director for policy Tatyana Raguzina 
told the Ambassador 

U.S.-based NGOs working in Russia 

of the FRS office in charge of NGOs had told her the previous 
day that his agency had hired some one thousand new 
employees 

would continue to proceed apace. (By many accounts 

aims to hire a total of six thousand new employees to 
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implement the law.) That official also told Raguzina that 
training had begun for regional FRS officials. Ifthe 

official voiced optimism about his agency\'s workplan 
acknowledged that his office was still ill-prepared to begin 

the task of implementing the NGO law 

the tiny office he currently shares with a skeleton staff 

was likely to be overwhelmed by paperwork for the foreseeable 
future. 


3. (C) Although the implementing regulations are extensive 
they fail to address many practical questions about 
compliance. Atthe May 15 meeting with tne Ambassador 
instance 

uncertain what constituted a \"reportable\" meeting or event 
under the terms of the law. Many activists have told us they 
are uncertain what level of detail they will have to provide 

to comply with the law. American Jewish Joint Distribution 
Committee (JDC) country director Sam Amiel 

told us that while his organization had not been directly 
affected by the new law 

funding are confused about how to proceed 

their effectiveness. In earlier meetings 

us they were stymied in their attempts to get responses to 
their questions about the law from what they described as a 
disorganized FRS 

information. According to Raguzina 

said he would be happy to meet with AmCham members to explain 
procedures 

next week. 


4. (C) Public Chamber member Sergey Ryakhovskiy 

the NGO law 

recently that the Justice Ministry is now preparing 

explanatory notes to supplement the implementing regulations. 
At the May 15 meeting with the Ambassador 

Center Director Rose Goettemoeller speculated that the GOR 
was slow to complete those notes because of infighting over 
bureaucratic turf. Goettemoeller said she was concerned that 
NGOs could be caught in the cross-fire of such infighting 
which she believed had also led to delays in producing the 
implementing regulations. 


5. (С) Aside from specific issues of compliance 
questions persist. Atthe meeting with the Ambassador 


instance 
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the FRS would be sufficient to meet all NGO registration 
requirements 
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Solnick argued that registering with tax authorities and 

others was still required. Similar questions continue to 

swirl throughout the NGO community as lawyers and activists 
work their way through the law and implementing regulations 
and seek clarification from the FRS. 


DIFFERING EXPECTATIONS 


6. (C) Some Western NGOs see reason to hope that the law will 
not adversely affect them. At the meeting with the 
Ambassador 

well-staffed organizations like his 

damaging. Well before the new legislation went into effect 
Ford had been dealing with major bureaucratic burdens 

its accountants felt the new requirements were manageable. 
Solnick also believed that because the FRS would be 
overwhelmed with paperwork 

after organizations like his. Nonetheless 

that the law created potential new threats. Although 
Raguzina said she had been assured by FRS officials that it 
would not punish NGOs that erred in completing some of the 
newly required forms 

noted that an organization could be shut down under the law 
for twice submitting incorrectly completed documentation. 


7. (C) Meanwhile 

reinforced concerns that many independent Russian NGOs have 
long been voicing. Some activists 

Dzhibladze of the Center for the Development of Democracy and 
Human Rights 

the drafting process to eliminate some of the most damaging 
regulations. Nonetheless 

completed and the level of detail that appears to be required 
constitute a major source of alarm. Civil society activists 

such as Open Russia\'s Irina Yasina have told us that even 
sizable organizations like hers will need to hire new staff 

to meet the reporting requirements. Smaller organizations 
including those in the regions 

staff members 

self-censor or risk closure. Michael Harvey of ACDI/VOCA 
echoed that theme 

require completion in ink or on a typewriter 

computer 

the Agency for Social Information told us the forms were 
prepared without consulting with the NGO community or with 
Chair of the Presidential Commission for Assistance to the 
Development of Institutions of Civil Society and Human Rights 
Ella Pamfilova. 


8. (C) Resource implications aside 
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vulnerabilities by requiring a high level of detail in its 
reporting requirements 

use even a minor reporting error to punish an organization 
they argue 

reporting errors to disqualify some political parties from 
running in the March regional elections . 


GEARING UP TO RESPOND 


9. (C) NGOs have begun to prepare themselves to meet the new 
requirements 

the FRS could find technical reasons to punish even an NGO 
that is being meticulous in meeting its reporting 

requirements. They also note that the courts might well 

uphold arbitrary FRS decisions. In that connection 

some are encouraged by recent victories of independent NGOs. 
Most recently 

brought by tax authorities 

not paid its taxes properly. NDI\'s position was upheld after 

it showed evidence countering the tax authoritiesV claim 

it must pay only a small fine for non-payment of a minor part 

of its tax obligations. 


10. (C) Recognizing that fulfilling their reporting 
requirements will reduce their vulnerability 

beefing up their capacities. Some are hiring additional 
accountants 

staff among two or more organizations to cut down on costs. 
USAID is funding several coalitions of NGOs -- including U.S. 
groups like the International Center for Non-Profit Law 
(ICNL) 

Democracy and the Institute for Urban Economics (IUE) -- to 
help identify the specific burdens and threats these new 
regulations pose to NGOs and to coordinate and expand pro 
bono legal aid and other efforts. 


11. (C) Some organizations have found that the law creates 
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new obstacles to receiving direct funding from foreign 
governments. In response 

for instance 

Internews Network (US) rather than directly. Internews 

Russia will then work for the Network on a commercial 
consulting basis 

contacts at the UK embassy told us they are working on 

similar arrangements for their grantees with Internews and 
some others. Internews Russia is among several organizations 
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that may V'go corporate\" because of the new law. IUE head 
Marina Liborakina recently told us her organization has also 
begun considering that option. 


12. (C) Meanwhile 

plans to register in Russia 

Russian organizations. Leonid Stonov of the Union of 
Councils of Jewry of the Former Soviet Union (UCSJ) told us 
his organization had considered opening an office to oversee 
implementation of a major project to monitor and counter 
extremism 

process 

Moscow Helsinki Group to implement that project. 


13. (C) Some activists have begun planning legal challenges 
to elements of the law which they believe to be 
unconstitutional. Boris Pustyntsev 

Petersburg-based Citizens Watch NGO 

effort to prepare such challenges 

initially in lower courts or be taken directly to the 

Constitutional Court if possible. Pustyntsev saw little 

prospect of winning such cases in Russia but saw the move as 
preparing the ground for bringing the cases to the European 
Court of Human Rights. 


14. (C) Various organizations have pledged to monitor the 
law\'s implementation. Among those is the Public Chamber 
whose head 

be a major focus of the recently formed body's work. Several 
Chamber members have sought to take up the mantle. Igor 
Chestin 

recently told the Ambassador that he 

other independent-minded members 

monitoring implementation. Grigoriy Tomchin 

member with a solid reputation for drafting legislation 

during his time in the Duma 

amendments to the law or to the implementing regulations. 
Tomchin added 

conclusions about implementation. Vyacheslav Nikonov 
Chairman of the Chamber\'s Commission on International 
Cooperation and Public Diplomacy 

hold hearings this month with domestic and foreign NGOs on 
the law\'s implementation 

be possible to get a useful overview of implementation 
problems before September 

scheduled. 


15. (C) In addition to our own tracking of the NGO law\'s 
implementation 

effort. A Danish Embassy officer told us that after some 
internal disagreement among EU member embassies 
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established a working group to monitor implementation. 


REITERATING OUR CONCERNS 


16. (C) The Ambassador has continued to reiterate to Kremlin 
officials our concerns with implementation. He highlighted 

that point to G8 Sherpa Igor Shuvalov 

effects that abuse of the NGO law could have on the St. 
Petersburg Summit. Shuvalov acknowledged the point and said 
it is unlikely the Kremlin will initiate a sweeping attack on 

NGOs either before or after the Summit. The Ambassador also 
reiterated our concerns to Presidential Aide Sergey 

Prikhodko 

to make a broad assault on independent NGOs. We also 
suggested to Nikonov that it would be helpful if at least 

some of the prominent domestic and foreign NGOs were 
registered successfully before the G8 Summit. Nikonov took 
the point 

issues in the Presidential Administration were not inclined 

to \"do favors\" for the West 

and continue criticizing Russia with no acknowledgment of the 
positive moves. 


17. (C) The Ambassador has also highlighted our support for 
independent NGOs 

anniversary of the Moscow Helsinki Group. We have also 
underscored that foreign assistance has benefited Russia in 
concrete ways. The Ambassador held a reception for Junior 
Achievement Russia 

latter point 
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head Velikhov. The Ambassador will make that same point in a 
keynote address at a conference 

Moscow Carnegie Center and the Gorbachev Fund 

center on the importance of Western cooperation with Russia. 


COMMENT 


18. (C) There is no question that the new law 

implementing regulations and above all its extensive and 
detailed reporting requirements 

The law includes some vague provisions that leave room for 
arbitrary application. The lack of clarity about 
implementation likely results at least in part from the GORVs 
own confusion about exactly how to apply the law 

also creates vulnerabilities by making it harder for NGOs to 


Column 3 

properly comply with the legislation. Similarly 

extensive reporting requirements 

result of Russia\'s cultural penchant for highly bureaucratic 
procedures 

vulnerabilities for NGOs. However the law ends up being 
implemented 

greater self-censorship and dissuade at least some NGOs from 
working with foreign organizations and receiving foreign 
funding. 


19. (C) Nonetheless 

scenario will play out either before or after the G8 Summit. 
Significant elements of the NGO community are in good faith 
preparing for the new challenges 

their capabilities to fulfill the law\'s requirements. We are 
lending a hand in that effort 

Russians to be seen taking the lead so that a \"Made in the 
USA\" stamp is not attached to independent civil society. We 
will continue reiterating our concerns 

demonstrating our support for independent NGOs and 
highlighting the benefits to Russia of Western cooperation 
and assistance 

conjunction with other governments. 

BURNS 
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already confirmed attendance 

Iranian intentions to participate 

an invitation in January. Attempting to deflect Armenia\'s 
responsibility as conference organizers 

excuses 

sent the invitations (ref A) and that the decision to invite 

Iran V was made\" at the previous Helsinki gathering. She said 
she was unsure whether Armenia had supported inviting Iran to 
the next conference. 


4. (C) Faced with a difficult situation but a plausible 
opportunity to avoid confrontation with both the United 
States and lran 

VVER conference is disappointing. We have repeatedly 
registered with our GOAM interlocutors the importance of 
delivering a strong 

Iran. If 

the Ambassador 

pass responsibility off to Russia -- the next chair of the 
forum -- Kocharian likely played a part in the reversal of 
the decision as well. Nevertheless 
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raise this issue directly with the president at an upcoming 
meeting. 

EVANS 
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Companies of Cyprus\" or KEFEA (from its Greek acronym). 
Members include U.S. giants Merck 

Wyeth 

GlaxoSmithKline (UK) 

Ingelheim (German) 

(French). In January five leading Cypriot professionals 
formed the Initiative for the Promotion of Research and 
Competitiveness in Cyprus (IPRCC) dedicated among other 
things to improve the competitiveness of the Cypriot 
economy by lobbying the government to ensure strong IPR 
enforcement. 


SCHLICHER 


64727 

64728 

Muslims" and threatened eternal war in Afghanistan unless the 
Taliban were taken into the government. English press 
coverage was scanty and mild 

covered in detail in the Urdu press. Indian Muslims 

entertain no sympathy for the Taliban or Rahman and those at 
the reception were a virtual rogues\' gallery of discredited 
hard-liners and fundamentalists. The Rahman visit culminated 
in a May 19 meeting with Prime Minister Manmohan Singh 

we interpret as another facet of his relentless outreach to 

the people of Pakistan 

The Rahman trip is further evidence that a witchesV brew of 
anti-US and pro-Iran Muslims and the Samajwadi Party (SP) of 
Uttar Pradesh is working together to oppose the UPA 
government and the US. End Summary. 


De-Facto Taliban Comes Calling 


2. (U) Fazlur Rahman 

Jamiat-i-Ulema-i-Islam (F) 

Pakistan National Assembly 

Taliban 

the Indian Muslim political organization the Jamiat 
Ulama-i-Hind (JuH). Rahman and a five member delegation 
arrived in India on May 15 and are expected to return to 
Pakistan on May 19. The JuH is the political arm of the 
Deobandi sect of Indian Islam 

doctrines very close to those of the Wahhabi sect of Saudi 
Arabia. While Pakistani Deobandis have been closely enmeshed 
with the Taliban in Pakistan and Afghanistan 
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counterparts have (at least in public) kept their distance. 


And Attends a Reception in His Honor 


3. (SBU) On May 17 

a Delhi five star hotel. In addition to about 200 largely 
Deobandi clerics 

Urdu journalists. The only GOI representative who attended 
was Kashmiri Water Resources Minister Saifuddin Soz. Other 
prominent guests included: former Foreign Minister Natwar 
Singh 

Gopal Yadav 

Yadav. The host was Маһтооа Madani 

clan which founded the JuH. He was recently elected to the 
upper house of Parliament (the Rajya Sabha) with the support 
ofthe Samajwadi Party (SP) 

Pradesh (UP). Although invited to attend 

IslamabadVs counsel and stayed far away. 
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The English Press is Mild and Misleading 


4. (U) The English language press reported that Rahman was 
on a visit to \"boost the peace process 

people-to-people contacts and accelerating cross-border 
solidarity.\" English language reporting on the visit was 

scanty and vague 

detail. Rahman made a short speech at the reception in which 
he urged President Karzai to lift the ban on the Taliban and 
allow it to participate in the Afghan government. In English 
press accounts Rahman purportedly stated that the Taliban is 
\"dedicated to bringing unity to a faction-ridden nation 

Vhas been engaged in all kinds of constructive activities in 
Afghanistan and the region.\" One press account claimed that 
Rahman urged the Taliban to shun violence and become a Afghan 
political party and contest elections. He also supposedly 
urged India and Pakistan to V join hands to promote peace and 
stability in Afghanistan. V" 


Contacts Tell a Different Story 


5. (C) Our Muslim contacts present quite a different 

picture of the Rahman visit than that portrayed in the 

English press. In a May 18 meeting with Poloff 

moderate Barelvi cleric Qari Mian Mazari insisted that he and 
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many others from the Barelvi sect had been invited to the 
reception 

India\'s largest Muslim sect 

virulent struggle with more fundamentalist Deobandi rivals 
(Ref A). Other Muslim contacts 

reception 

prominent Muslims from a variety of sects to attend 

over 70 percent 

failed to show up. The few non-Deobandis that attended were 
from the Wahhabi Ahle Hadith sect and the pro-Wahhabi Jamaat 
Islami organization. The hall was so empty that the JuH was 
forced to fill it at the last minute with its own clerics. 


A Wolf in Wolf\'s Clothing 


6. (C) Mazari derided Rahman as a \"de-facto Taliban in the 
Pakistan government" and a well-known supporter of terrorism. 
According to Mazari 

far more aggressive than portrayed in the English press. 
According to Urdu press accounts 

India 

there would never be peace in Afghanistan unless the Taliban 
were allowed into the government. He also accused the US and 
the western countries of \"butchering Muslims in the name of 
counter-terrorism.\" Mazari dismissed all talk of the visit 

as a \"peace mission 

be on a peace mission while demanding support for the 
Taliban\" and \"this is like trying to protect your house from 

a robber by giving him the key.\" Describing the visit as a 
\"provocation 

hard-line Indian Muslims would condemn Rahman and his 
activities in India. He opined that Indian Muslims have 

never entertained sympathy for the Taliban and the visit was 
doomed to failure. 


Political/Business Mercenaries Backing Rahman 
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7. (C) Ina May 19 meeting with Poloff Congress MP R. Prabhu 
and investigative journalist Sanjay Kapoor (protect) claimed 

that Rahman\'s visit is being bankrolled by independent" MP 
and wealthy businessman Lalit Suri (who is closely connected 

to the SP and UP Chief Minister Mulayam Singh Yadav). Rahman 
and his delegation stayed at the Intercontinental \"The Grand\" 
Hotel 

of 50 rooms open in the hotel to be used by Maulvis from 
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throughout India who were expected to attend the reception. 
However 

empty. Prabhu and Kapoor maintain that Suri pays a monthly 
allowance to Natwar Singh and bankrolls his political career. 
They assert that Natwar attended the reception at Suri\'s 
behest. Suri purportedly assists Rahman and the Deobandis to 
ensure that Islamic terrorists do not interfere with his 
considerable business interests in Kashmir (where he owns the 
nicest hotel in Srinagar). 


Comment - Vultures of a Feather Flock Together 


8. (C) Natwar\'s presence at such a disreputable event can 
only hurt his political future and further alienate him from 
the Congress leadership 

Singh and the other prominent guests share an anti-US 
anti-UPA and pro-Iran orientation and belong to a long list 
of persons tied to Lalit Suri through political and business 
deals. Moderate Muslims are pointing to the guest list as 
further evidence that there is a growing nexus between the 
SP 

Shias) 

Iran. 


9. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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Svoboda reminded the Ambassador that he had gone out of his 
way in recent weeks 

the meetings with Lugar and Secretary Rice 

United States for the balanced and engaged approach the USG 
is taking to extend VWP 

He asked the Ambassador for an explanation of what had 
happened. 


2. (SBU) Ambassador stressed that the amendment was the 
initiative of individual Senators 

represent a change in USG policy. He also noted that the 
fate of the amendment is uncertain 

immigration bill still requires Senate approval and 
reconciliation with a competing House version. He also noted 
the statements of several officials from the region 

including the Czech Ambassador in Washington 

amendment represents an opportunity for further discussion 
with U.S. lawmakers. 


3. (SBU) FM Svoboda expressed great frustration with the 
wording of the amendment 
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address the full contribution of coalition allies to the 

GWOT 

noted that the CR has over 300 troops in total on the ground 
in Iraq and Afghanistan 

commands (Comment: Post also notes that the USG is urging 
allies 

NATO command). When analyzed on a per capita basis 
Czech Republic -- along with other nations 

Baltics -- have a larger troop contribution to the GWOT than 
the Poles. Further 

other ways 

humanitarian assistance in Iraq and elsewhere. 


4. (SBU) Svoboda did not hide the fact that the Senate action 
comes at a very difficult moment. Not only for him 

personally 

the entire government facing elections on June 2-3. But 
beyond the electoral concerns 

public opinion is likely to interpret the Senate vote as a 

sign that the Czech contribution to the GWOT is not valued in 
Washington. Svoboda made clear that the Czech government 
(and he personally) would be active in putting forward a 
positive message and trying to correct misperceptions. But 
he encouraged the Ambassador to do the same. 


5. (U) Post has received numerous press inquiries about the 
Senate vote. There was significant press coverage on May 19 
and more is expected over the weekend. Radio coverage on 
morning of May 19 contained some inaccuracies about the 
status of the Senate bill. Embassy issued a media advisory 
mid-day on May 19 stating that USG policy on VWP had not 
changed and that we remain committed to the visa roadmap 
process 

for the immigration bill. 

CABANISS 
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Uruguay\'s economic interests\". Among the bloc\'s 
shortcomings 

Argentine/Brazilian safeguard mechanism and Mercosur\'s 
failure to conclude trade agreements with any 

significant partners. In an unusual move for Uruguay\'s 
traditionally quiet private sector 

and most influential business chambers issued a joint 
statement very critical of the trade bloc. 


4.(C) The increasing marginalization of Uruguay by 
Mercosur\'s larger countries is taking a toll even within 
sectors traditionally favorable to regional integration 
such as the Uruguayan Ministry of Foreign Affairs. MFA 
officials told us they are incensed by a proposal floated 
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by Venezuela and allegediy supported by Brazil 

would grant it special treatment to facilitate its entry 

into Mercosur. According to this proposal 

next week at a Mercosur meeting 

to adhere to the Common External Tariff nor implement 
intra-zone free trade prior to admission 

utilize an ALADI agreement (ACE #59) instead. Venezuela 
would gain full membership by subscribing to the 
Declaration of Asuncion and a series of Mercosur norms. 
In the view of these officials 

blatant double-standard confirmed once more that 
Mercosur''s obligations apply only to smaller members 
while larger countries bend the rules at will for their 

own benefit (Note: President Vazquez has repeatedly 
complained about a Mercosur with \"first-class\" and 
\"second-class\" members. End Note.) 


5. (Ο) If Venezuela were to be admitted as a full member 
under these conditions 


more political entity and a shift from an imperfect 

customs union to more of a political bloc. Still 

level officials at the Mercosur Secretariat doubted that 

the Venezuelan proposal would go very far and be approved 
by all members. They saw it as a sign of the GOV\'s 
inexperience in international trade negotiations and were 
quite dismissive of the technical capacity of the 

Venezuelan delegations to Mercosur meetings: \"They love to 
talk but are totally useless. V' 


6. (C) Mercosur did not put up a good show at the recent 
Latin American-European Summit in Vienna 

progress on trade issues emerged from the Mercosur/EU 
talks. The meeting was plagued by conflicts and tensions 
among several South American leaders. The local press 
relayed the image of a deeply divided continent 

between \"serious\" governments and populists 

encounter with EU governments more concerned about 
safeguarding their respective investments in Latin America 
than building up relationships. As with other Mercosur 
trade negotiations 

been led and managed by the GOB. According to GOU 
officials 

squarely with Brazil\'s current state of distraction with 
regional events (the nationalization of gas in Bolivia and 
Chavez\'s push for regional leadership) and its resulting 
lack of focus on Mercosur\'s trade issues. 


A Brazilian mea culpa 
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Amorim reportedly admitted before his Senate\'s Foreign 
Affairs Commission that the GOB \"has not done enough for 
Paraguay and Uruguay," and \"especially for Uruguay that is 
now uncomfortable with Mercosur\". Calling for a more 
\"generous\" policy towards its neighbors --one that 
includes credit and increased purchases of goods-- Amorim 
concluded that the GOB \"has talked a lot but delivered 
little. In an interview with the respected Uruguayan 
weekly Busqueda 

Aurelio Garcia said that the possibility of Uruguay 

leaving Mercosur is a V'fundamental concern" for President 
Lula. It would be a \"large loss\" for the bloc and would 
signify a Vresounding failure of Mercosur" in dealing with 
smaller partners. 


A growing lobby for bilateral trade agreements... 

8. (U) The discontent in Uruguay with Mercosur has led to 
renewed calls for an opening to outside trade partners 
through bilateral trade agreements. Astori 

most active proponents of an FTA with the U.S. 

that the GOU needs \"more than ever 

international position outside the regionV'. This vision 

is shared by the four major Uruguayan business chambers 
which recently published a study entitled V'Joint Position 

on the Convenience of Negotiating Trade Agreements with 
Extra-Zone Countries\". Vazquez has stated repeatedly that 
he wants Uruguay to open up to the outside world in the 
same way as Chile has done. He has outlined plans to open 
negotiations over the next couple of years on an ambitious 
series of FTAs with other major markets besides the U.S. 
such as the EU (if Mercosur-EU talks continue to show no 
progress) 

that initial contacts with the governments of China and 

India had been positive. 


...but a commitment to remain within Mercosur 

9. (U) Still 

Mercosur 

best alternative for bilateral free trade talks is to 
negotiate a waiver from its Mercosur partners. Astori 
openly rejected the idea of leaving Mercosur or turning 
into an associate partner 

Vextremely grave mistake\". As for Vazquez 
maintained pressure through a barrage of criticism of 
Mercosur\'s weaknesses and failures 


that Uruguay\'s future remains within the trading bloc. 
VWe want a stronger and better Mercosur" 
Following his trip to Mexico 
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would advocate for Mexico\'s long-standing request for 
associate membership into Mercosur as a counterweight to 
Brazil. 


Comment: Good prospects of Mercosur waiver for FTAs 
10. (C) Vazquez\'s vision is that of an opening to the 
outside world 

Seen as a very serious and responsible country 

Chile." The GOU appears confident it will obtain the 
necessary waiver from its Mercosur partners to move 
forward with bilateral trade talks. Initial signals are 
positive. On May 10 

supported the GOUV's initiative to negotiate a waiver and 
less than a week later 

declared upon returning from Vienna that V'one must be 
flexible (with Uruguay) and let them sign a free trade 
agreement with the U.S.\" While Brazil's Lula has not yet 
opined on the matter 

about the importance of maintaining Uruguay within 
Mercosur may point the way to a positive reply. End 
Comment. 

Nealon 
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to describe an economic class type -- those at the lowest 
rung of the socio-economic ladder -- as it is to describe a 
distinct ethnic identity. All commented that alhough 
Romania has progressed economically since the fall of 
communism 

ocals blamed the lag on Roma themselves while others 
attributed it to discrimination and \"hatred\" frm non-Roma. 
Despite claims by the central governent that conditions for 
Roma are improving 

largely segregaed from mainstream society 

absolutely destitute conditions. End Summary. 


2. (U) In April 

different Roma villages in Mures County 

Bordering the ethnic-Hungarian Szekler Land 

the most ethnically diverse county in Romania. According to 
local contacts 

Country -- ethnic Romanians and Szeckler Hungarians -- co- 
exist peacefully. These same contacts emphasized 

that this was not the case for the ten percent Roma 
population living in Mures. In Hadareni village 

example 

in 1993 when relations broke down between non-Roma and the 
Roma community in that locality. This situation has become 
even more tense in recent months following several court 
rulings requiring reparations for the 1993 violence. (ref) 
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The three nearby Roma communities had not experienced the 
same degree of violence as in Hadareni. Rather 

observed three contrasting views of relations between Roma 
and non-Roma populations 

economic conditions for Roma in Mures 

poverty to nouveau riche. 


3. (U) One Roma community was dominated by three wealthy 
Roma clans which competed among themselves and excluded 
other Roma groups. In another village only four miles away 
from the county capital of Targu Mures 

families live on the outskirts of a wretched village at the 

end of a dirt road. In a third village with an ethnic- 

Szekler majority 

ethnic Hungarians in relative \"peace\"; the villagers 

however 

Roma neighbors. Villagers appeared to liberally use the 

term \"gypsy\" in conversations with Poloff to refer to those 

at the bottom of the economic and social ladder rather that 

an ethnic group per se. 


The Tri-Clan Craciunesti 

4. (SBU) Craciunesti village is a model of Roma wealth. The 
majority of residents in Craciunesti village are Roma 

since 1989 have purchased or constructed numerous large 
houses 

identifying characteristic of affluent Roma homes. One 

local journalist informed Poloff that what appears to be an 
infusion of Roma money had driven up property values. He 
claimed that a house in this small rural community would now 
easily cost USD120 

housing price in the area of USD25 

are buying.\" Local villagers nearby alleged to PolOff that 
\"those gypsies got rich overnight\" and are willing to pay 
\"any price for their mansions.\" The source of this 
unexplained wealth remained the subject of considerable 
speculation. Some residents claim that the Roma obtained 
money by selling silver they had stolen or saved before 
Romania\'s 1989 revolution. Others claimed it came through 
organized crime. None could conceive that the Roma had come 
upon this wealth honestly. 


5. (SBU) Moreover 

status of the Roma in the villagers\' eyes. They vehemently 
insisted to Poloff that they had no desire to \"live with 

these mafia gypsies.\" The villagers stated that three Roma 
clans -- the Burceas 

built huge houses 
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named the streets after themselves. They barred from entry 
to the village other Roma clans and fought among themselves 
bringing a heretofore unknown level of violence to the small 
community. None of the villagers said they had befriended a 
Roma. Several said they were considering moving out of the 
area. 


The Levezeni Village of Shacks 

6. (U) No further than four miles from the modern Mures 
County capital of Targu Mures 

Livezeni could not have been more different. A group of 
Roma lived in abject conditions in makeshift mud shacks at 
the margin of an already poor village. Families with six 
children were crammed into a mud house the size of a single 
room that provided no heat 

sewage; \"windows\" could not be closed because there was no 
glass. An ethnic Hungarian Targu Mures resident informed 
Poloff that these Roma families made a \"living\" by going 
through garbage sites in Targu Mures. Their means of travel 
were carts drawn by similarly malnourished horses. Local 
residents explained to Poloff that these Roma live in a 
permanent vicious cycle -- no one would give them work or 
associate with them because they are Roma; without work 
their living conditions continued to deteriorate 

during the harsh Transylvania winter. 


The Szekler-HungariansY Foi 

7. (U) In the ninety-percent Szekler-Hungarian village of 

Foi (Folyfalva in Hungarian) 

relative harmony next to ethnic Hungarians. Although some 
Roma villagers still lived in houses built from mud 

had built themselves brand new homes. A villager in Foi 
informed Poloff that the so-called Roma middle-class earned 
a decent living through \"trading.\" They acquire goods from 
elsewhere and sell them at flea markets or weekend fairs. 
He complained 

how to save\" -- all the money earned during the summer is 
apparently quickly spent during the winter. By early 

spring 

Roma of \"never paying taxes 

sold at fairs were not declared as earnings. Although the 
Roma villagers spoke Hungarian fluently and mingled with 
other Foi villagers 

Non-acceptance and likely a lack of understanding between 
the two groups appeared to underpin a subtle but real 
segregation of the two ethnic groups. 
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8. (SBU) Further aggravating the situation 

Roma advocate Istvan Haller of the respected NGO Pro Europa 
headquartered in Targu Mures 

\"integrated\" Roma choose to deny their Roma ethnicity. 
Haller lamented to Poloff that instead of proudly displaying 
their heritage 

hide their ethnicity because of the negative connotations of 
the term \"gypsy.\" Haller claimed that this denial further 
reinforces the vicious cycle of stereotyping Roma -- and the 
myth that Roma are either V'poor because they are lazy 

\"rich because they are the mafia.\" The term \"gypsy\" has 
negatively evolved in some parts of Mures County to describe 
anyone who lives in poverty 

in illicit activities. Haller believed that a nationwide 
government-sponsored campaign is necessary to improve the 
social image of the Roma ethnic group and debunk this myth. 
He opined in frustration 

government -- despite repeated declarations to the contrary 
-- is doing precious little on any positive outreach 

campaigns. 


9. (SBU) Comment: The prejudice against Roma in these three 
Transylvanian villages mirrors the prejudice which exists 
across Romania towards this minority that represents an 
estimated eight percent of the total population. 

Irrespective of Romania\'s level of social and economic 
development 

overtly prejudicial attitudes or more subtle 

entrenched 

ostensibly sophisticated contacts of PolOff 

routinely refer to Roma by the pejorative term V'crow. V 
These same interlocutors frequently express the sentiment 
that Roma are 

fully "Romanian." This mentality also reflects that social 
attitudes toward Roma are often based on social class as 
much as 

Regrettably 
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confront this prejudicial attitude. And more often than 

not 

local European Commission diplomat observed to PolOff that 
Romania as a whole had made tremendous progress over the 
past 16 years in terms of human rights and economic 
development. In the same breath 

Roma had somehow fallen still further behind. Addressing 

this issue 

Romania 

EU. While the challenges facing large segments of Romania\'s 
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Roma community 

clan violence 

no country has a higher percentage of Roma in its 

population. The challenge of the Roma community is one feat 
Bucharest can ill afford to ignore. End comment. 


10. (U) AmEmbassy Bucharest\'s Reporting telegrams 
as daily press summaries 
SIPRNet website: www.state.sgov/gov/p/eur/bucharest 


Taubman 
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Cyprus\" (\"TRNC\") 

about one-third of the island\'s area and around a fifth of 
the population (264 

the north on April 30 

results from last month\'s census). The New Turkish Lira 
(YTL) is the main currency 

Pounds are widely used. The economy is largely service- 
based and heavily dependent on imports. Turkish Cypriots 
produce very little and export even less. Businesses tend 
to be small and family-based. 


4. (SBU) Over the past three years 

economy has expanded rapidly 

growth in private consumption. After contracting by 5.4 
percent in 2001 in the wake of the Turkish financial crisis 
real GDP in the Turkish Cypriot community increased by 6.9 
percent in 2002 

and an estimated 10.6 percent in 2005 

Turkish Cypriot V'State Planning Office (SPO).V Key to this 
has been the relative stability of the Turkish lira 

has led to significant reductions in interest rates and 
increased business and consumer confidence. Other 
significant sources of growth have been a boom in 
construction and property sales (often to foreigners -- 
mainly Brits) 

Cypriots in the Greek Cypriot south 

of the universities catering primarily to mainland Turkish 
youth. (Note: Turkish Cypriot statistics should be treated 
as indicative rather than exact. Statistical practices do 

not meet international standards and training of employees 
in the SPO is limited.) 


Around Five Thousand Turkish Cypriots Work in the South 
5. (SBU) Estimates of the number of Turkish Cypriots 
employed in the south -- mainly in construction and tourism 
-- range from 4 

show an average of less that 6 
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the Green Line per day 

to four than to ten. According to a recent EU report 

increased income this has generated had added an estimated 
100 million Euros to the north\'s GDP (or around 9 percent of 
GDP alone). 


6. (SBU) The exodus of Turkish Cypriot workers to the south 
has also created labor shortages in the north (especially in 
construction) 

labor from Turkey (Turks are not allowed to cross the Green 
Line). In some sectors 

also scarce 

increasing Turkish Cypriot discretionary spending but also 
increasing business costs. 


Education: Catering to the Turkish Masses 

7. (SBU) Another source of the rapid economic growth is the 
six universities in the north 

are rapidly increasing their intake of foreign students. 

During the 2005-2006 school year 

enrolled 39 

of which only 9 

were from Turkey and the rest were mainly from Iran 

and the Middle East. Turkish Cypriot Economy Minister\" 
Dervis Deniz described the economic impact of the students 
who pay tuition 

million tourists. The universities are accredited by the 
Turkish authorities and tend to attract Turkish students 

who are unable to get into any university on the mainland. 
Were the Turkish education authorities to withdraw their 
accreditation 

term 


Construction: Fueling Growth but Muddying Property Issue 
8. (SBU) The construction sector 

have boomed in the north since 2002 

percent of the growth in 2004 alone 

Minister" Ahmet Uzun. The increase in property prices has 
also caused a wealth effect 

private consumption. There were over 3 

new building permits in each of the past three years. Greek 
Cypriot legal challenges combined with rising prices appear 
to have slowed down the tourist villa market aimed primarily 
at the foreign (mostly UK) buyer. Imports of construction 
materials 

for the domestic market and in hotels and universities has 
for now 

the land in the north is claimed by private Greek Cypriots 
displaced in 1974 (around 60 percent) or the government (an 
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additional 25 percent). End note. 


9. (SBU) Nevertheless 

have reached its peak and is 

the mid-term. The construction has rapidly outpaced the 
north\'s limited infrastructure 

straining waste facilities 

shortages of water and electricity. Ап upcoming decision by 
a UK judge whether to enforce a Greek Cypriot court order 
against a British couple living on Greek Cypriot land also 
has the potential to crash the market. Much of the 
construction has occurred on Greek Cypriot property 

will make any future reunification of the island 

significantly more complicated. 


Tourism: Big Plans for Future but Stagnant in 2006 

10. (SBU) With some of the best beaches and historic sites 
in Cyprus 

important but largely untapped sector. Efforts to attract 
new tourists are often stymied by the Greek Cypriot Tourism 
Organization (СТО) 

legal threats and financial incentives) international 

tourist operators from sending tourists to the north 

the vast majority of hotels and restaurants are located on 
Greek Cypriot property. While there are many flights from 
the UK to the north (and a few from elsewhere in Europe) 
all must touch down in Turkey in route (due to GoC\'s 
insistence as the sovereign government that Ercan is an 
illegal airport) 

travel. Efforts to bring tourists through the airports іп 

the south have also proven difficult due to problems getting 
seats 

restrictions on Turkish Cypriot buses operating in the 
south. 


11. (SBU) Nevertheless 
community welcomed 652 
(of which 488 


compared to roughly 2.4 million tourists in the south. At 
the end of 2005 

of around 13 

percent. Plans are in place for the construction of an 
additional 30 hotels. The Turkish Cypriot authorities plan 
to increase bed capacity to 30 

eventually rising to 45 

the south). The cornerstone project is a multi-hotel 

bed project at Bafra in the Karpass 

attracting major international tour operators. Another 
10 
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coast north of Morphou. 


12. (SBU) While there are big plans for the future 

tourist arrivals are not expected to increase in 2006. 
According to the association of Turkish Cypriot tour 

operators 

mainly due to fears sparked by the isolated avian influenza 
outbreak in January and lower prices being offered in 

Turkey. Even the usually optimistic 'Economy Minister" Deniz 
concedes that the overall number of tourism arrivals is 
unlikely to exceed last year's number. 


Bloated Public Sector Financed by Turkish Largess 

13. (SBU) The Turkish Cypriot authorities continue to be 
dependent on large scale Turkish transfers. According to 
VFinance Minister" Uzun as much as a third of the \"TRNC\'s\" 
USD 1.2 billion annual budget is financed by Turkey. Turkey 
also regularly obligates over an additional USD 100 million 

a year for infrastructure projects 

remains unspent due to the Turkish Cypriot authoritiesV 

failure to identify promising projects. In recent years 

the Turks have financed the construction of highways and new 
university buildings as well as the renovation of Ercan 

airport. Contracts 

Turkish (and not Turkish Cypriot) firms 

impact on the local economy. The Turkish Development Bank 
has also awarded USD 150 million in low-interest loans 

(again primarily to Turks) to finance construction of 

hotels. According to documents released by the V'Turkish 
Embassy 

2004 and USD 581 million in 2005. 


14. (SBU) Turkey\'s largess is critical to plugging the large 
holes left in the Turkish Cypriot budget due to the bloated 
public sector -- the result of years of make-work schemes 
designed to keep young Turkish Cypriots from leaving the 
island -- and rampant tax avoidance practiced by most local 
firms. Efforts to cut jobs and stem wage increases 

a nominal requirement for further Turkish aid 

regularly failed due to opposition from the powerful Turkish 
Cypriot unions. Most Turkish Cypriot firms keep two sets of 
books and most transactions take place using cash. 
According to Uzun 

are unrecorded. 


Trading with the World Through Turkish Cypriot Ports 

15. (SBU) While tourism and education are the Turkish 
Cypriot community\'s major exports 

heavily dependent on the import of goods. Turkish Cypriots 
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imported almost USD 1.2 billion in goods in 2005 while 
exporting only 67.9 million 

Cypriot \"State Planning Organization.\" Turkey was the 
north\'s largest trading partner accounting for 65 percent of 
the north\'s imports of goods and 50 percent of its exports. 
Despite a 1993 European Court of Justice decision that 
effectively prevents EU countries from giving Turkish 
Cypriot goods preferential treatment 

for 22 percent of imports and 27 percent of exports. In 
2005 

goods from the U.S. (e.g. grains 

etc.) while exporting less than USD 50 

Official Turkish Cypriot trade with the Greek Cypriot 
community is minimal 

in sales and around USD 300 

Informal 

several times higher. 


16. (SBU) Over 99.9 percent of all goods imported or 
exported by the Turkish Cypriot community flow through 
Turkish Cypriot ports 

Turkey. Almost all sea traffic is conducted by a relatively 


small group of cargo ships that ply the Mersin-Famagusta 
route or an even smaller group of truck ferries that sail 
between Mersin and the small tourist port of Kyrenia. While 
transshipment through Turkey on Turkish- or Turkish Cypriot- 
flagged ships is the norm 

officers have observed North Korean and Russian flagged 
vessels in Famagusta. Freight forwarders report that some 
ships carrying citrus regularly sail directly to and from 
Ukraine and Russia (carrying grain on the way back.) There 
are also occasional 

directly to the north from western European ports 

appear to be few and far between. 


Slower Growth Expected in 2006 

17. (SBU) Given uncertainties over the construction boom and 
number of tourist arrivals 

growth in 2006. The Turkish Cypriot V'State Planning 
Organization has forecast growth of around 7 percent. 

Other factors that could lead to even slower growth (or even 

a recession) include an outbreak of AI 

in oil prices 

owners in the north which could collapse the property 

market. 
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include\" discussion of Belarus and frozen conflicts on the 
agenda for the G8 Ministerial. \"There has been no G8 
decision on this 

him closely on the issue 

was clear such a decision had been taken at the April G8 
Political Directors Meeting in Moscow. Kelin stuck to his 
denial 

Nagorno-Karabakh on the agenda 

progress when the Armenian and Azerbaijani presidents meet on 
June 5. He added that letters from the various G8 members 
did not support the U.S. position. (Note: Kelin 
acknowledged that he is not responsible for G8 issues and 
cannot speak authoritatively for the GOR on them. He 
expected 

the U.S. assertion. End Note.) 


2. (C) On South Ossetia 

\"disappointed\" at the \"one-sided\" position of the U.S. The 
letter indicated 

with Georgia against Russia. He found it \"strange\" that the 
letter makes no mention of the recent JCC in Tskhinvali and 
its achievements 

the letter mentioned similar U.S. concerns on Abkhazia 

also found it strange that there was no mention of the 
\"breakthrough\" meeting of the Coordinating Commission in 
Sukhumi May 18. PolMinCouns said the U.S. was well-informed 
about both meetings. 


3. (C) Kelin largely dismissed the letter\'s charges on 

Russian activities in South Ossetia as a \"compilation of 

press statements from the Georgian MFA 

accuracy. Initially 

charge that Russian officials have posts in the \"government\" 
of South Ossetia; that was \"just a reproduction of the 

Georgian line.\" Later 

concurrently hold Russian posts 

that they might be Russian citizens. He claimed the economic 
projects listed in the letter were decided in a public 

meeting of the North and South Ossetian governments in March 
who have \"every right\" to engage in such cooperation 

was \"no secret." PolMinCouns noted that at that very meeting 
an assistant to Russian PM Fradkov had said he looked forward 
to the unification of North and South Ossetia in Russia. 

Kelin replied that the official had \"apologized profusely\" 

for his \"imprudent statements 

intention of incorporating South Ossetia. 


COMMENT 
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4. (C) Kelin\'s immediate reaction after a quick reading of 
the letter -- stressing that it was V'one-sided 

the accuracy of some of its specifics 

and ignoring the rest -- is not a definitive GOR response 

which will come from Karasin (and perhaps Kislyak). We 
expect 

the contours of what we will hear from higher GOR levels. 
BURNS 
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REF: A. MADRID 1231 


B. MADRID 1107 
C. SANTIAGO 1042 


Classified By: PolCouns Kathy Fitzpatrick for reasons 1.4 (b) & (d). 


1. (С) SUMMARY. In a broad discussion on Мау 17 that 
included Spain 

June 

Polcouns that Spain was satisfied with the outcome of the 
recent EU-Latin America/Caribbean (EU-LAC) Summit in Vienna. 
He said that the Summit provoked good discussions on 
increasing ties between the two regions without V'serving as 

an ideological platform for any of the participants. V'. 
Sandomingo said that President Zapatero chose to meet with 
Bolivian President Morales in Vienna (after lengthy 
consideration) in order to encourage him towards moderation 
because Spain won't close the door in the face of one of the 
poorest countries in Latin America 

opposition accusations that Zapatero had allied Spain with 
Chavez and Castro at the expense ties with moderate leaders. 
He praised new Chilean President Bachelet and called her 
visit to Spain a PR event in which Spain reveled in the 

chance to celebrate a good Latin American government. On 
Peru 

become an effective counterweight to Hugo Chavez. Polcouns 
suggested that we think about timing for another US-Spain 
high-level working group meeting on Latin America. 
Sandomingo agreed that with so much happening in Latin 
America 

about the issues and noted that September\'s UNGA might be the 
right setting for the next high-level meeting on Latin 

America. END SUMMARY. 


- THE VIENNA SUMMIT -- 
2. (C) Polcouns met with MFA DG for Latin America Javier 


Sandomingo on May 17 about a range of Latin America issues. 
Sandomingo lamented that most Spanish press coverage of the 
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EU-LAC Summit in Vienna was unfairly negative. He said that 
not only was the timing of the Summit important 

problems within the Andean Community and Mercosur 

need to press Central American integration 

were much better than they might have been. According to 
Sandomingo 

within the Andean Community 

that the door is open to begin negotiations on a trade 
agreement right away 


3. (C) He also pointed to two Summit outcomes that should 
strengthen EU-LAC ties. First 

Spain signed with Chile regarding cooperation in Haiti 

will try to get the EU 

institutions more involved in developing and implementing 
development projects. Second 

creation of a EU-Caribbean-Latin American foundation 

on CEF 

stressed that SpainVs hope is to strengthen ties through 
existing institutions 

Sandomingo also took pains to describe how bad the Summit 
might have been. He said that it was very well attended 

that no one was able to hijack the final declaration for 
propaganda purposes (NOTE: A reference to Cuba and 
Venezuela\'s performance at last fall's Iberoamerican Summit 
in Salamanca Spain. END NOTE). 


-- BOLIVIA -- 


4. (C) Regarding President Zapatero\'s meeting with Bolivian 
President Morales in Vienna 

thought hard about whether to accept the meeting 

Bolivia\'s recent posture towards Spain and Spanish companies 
(ref A & B). He said that Bolivia has shown poor form in 

opting to use brinksmanship for every initiative it pursues 

but the GOS understands the domestic political necessities 
related to the upcoming constituent assembly in Bolivia that 

are driving Morales to take these actions. The GOS finally 
decided that taking the meeting was worth the trouble since 

it would provide Zapatero with another opportunity to try to 
convince Morales to make a deal with Repsol and other Spanish 
companies that have been affected by recent GOB actions. 
Zapatero made the case that the Repsol and airports issues 
need to be resolved properly or Bolivia will lose foreign 
investment and much-needed technical assistance. Sandomingo 
emphasized that Spain maintains dialog with all countries 

and particularly is not going to isolate one of Latin 

America\'s poorest countries. He also said that Spain does 

not see any alternative to Evo Morales right now. Responding 
to an observation of increased Cuban activism in Bolivia 
Sandomingo said he knew newly-designated Cuban Ambassador to 
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Bolivia Rafael Dausa quite well and 

him to be an effective promoter of CastroVs interests in 
Bolivia. 


-- VENEZUELA AND PERU -- 


5. (C) Sandomingo was more upbeat on Venezuela 

a growing number of political alternatives to Chavez. He 

said that the opposition 

beginning to better organize itself. Sandomingo observed 
that Chavez\'s obvious failure to deliver improved social and 
economic conditions despite years of high oil revenues was 
breeding discontent among ordinary Venezuelans 

that the opposition could channel. He also noted that 
Chavez\'s intervention in the elections in Peru and Mexico had 
backfired and suggested that Venezuelan\'s open support for 
Bolivia\'s nationalization of the energy sector had drawn the 
ire of a previously complacent Brazilian government. 
Sandomingo said he was convinced that Alan Garcia had 
purposely drawn Chavez into the Peruvian electoral campaign 
where Chavez\'s comments had rebounded much to GarciaVs 
benefit. He called Alan Garcia a better potential president 
than Lourdes Flores because Garcia can be an effective 
leftist counterweight to Chavez. Sandomingo said that Spain 
hopes that Garcia will be new and improved since his last 
term 


-- CHILE -- 


6. (C) Regarding the visit of Chiles new President Bachelet 
Sandomingo said that what was intended as a working visit 
turned into essentially a state visit and a PR event. He 

said that Spain and Chile have no bilateral problems at the 
moment and Spain was enthusiastic to celebrate BacheletVs 
type of leadership. He complained that the opposition 
Popular Party (PP) and some media constantly accused Spain of 
leading a Сира 

SpainVs closest partners in the region were Chile 

and Mexico 

On the UNSC elections 

forward a clear point for Zapatero to present to Bachelet 
emphasizing that Spain would vote for Guatemala 
Venezuela (ref C). 


-- CUBA -- 


7. (C) Polcouns raised the June EU discussion on Cuba 

if Spain planned any new initiative. Sandomingo said that he 
was aware of rumors that Spain has another initiative up its 
sleeve to seek improved relations with Cuba 

that it does not. He said that Spain and some other EU 
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members would like to gain Cuba\'s agreement to participate in 
official human rights discussions with the EU 

по sign of Cuba\'s willingness to do so. Nor was there any 
sign of CubaVs readiness to release political prisoners or 
otherwise improve political conditions 

for Spain to call for a shift in EU policy. Sandomingo did 

say that Spain would resist efforts to re-impose the 2003 
restrictive measures and since 

view 

conditions and would undermine SpainVs long-term strategy in 
Cuba. Overall 

its current economic and political situation 

unmotivated to negotiate with the EU or anyone else. 


- URUGUAY -- 


8. (C) Finally 

Tabare Vasquez did not ask for EU or Spanish assistance in 
dealing with Argentina. Sandomingo said that he had just 
been in Uruguay 

is there at the moment. He said that Argentine President 
Kirchner had raised the case with Spanish President Zapatero 
as an environmental issue 

obviously right legally" and did not give him any support. 


-- COMMENT -- 


9. (C) The Zapatero government clearly is seeking to 
counter/avoid PP criticism that it has courted the likes of 
Chavez and Morales to no avail. In fact 

has not resulted in avoiding huge detriment to major Spanish 
national interests. This may help us as we seek to temper 
Spanish moves related to Cuba and make them more willing to 
be work with us to balance the image that they have supported 
radicals in the region. We want to continue the high-level 
working group; September could be the right timing for a more 
formal session but we will continue to encourage informal 

ties in between. 

MANZANARES 


64736 

consideration 

Kosovo\'s independence 

sees its role as helping to encourage reconciliation between 
the two sides and creating a positive environment for the 
talks. Bulgaria has a vested interest in the stability of 

its neighbors 

the current negotiations. End Summary. 


2. (SBU) Despite being preoccupied with EU accession 
has been quite active lately in the Western Balkans--with a 
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number of recent trips by the President 

others senior officials to Serbia and Montenegro 
Macedonia. Bulgaria currently maintains good relations with 
all of its neighbors 

seen by both the Serbs and Kosovar Albanians as being 
even-handed and objective on the issue of Kosovo\'s final 
status. Bulgaria has used its status as an unbiased partner 
to encourage initiatives aimed at helping to build confidence 
and mutual trust between Serbs and Kosovar Albanians. 


3. (SBU) The Bulgarian Culture Minister Stephan Danailov last 
December hosted a very successful meeting between his Serbian 
and Kosovar counterparts to discuss the protection of 

cultural monuments. Danailov revisited the subject once again 
on trip to Kosovo May 16 and 17 

Bulgaria\'s possible participation in UNESCO programs for the 
preservation and maintenance of Orthodox churches in Kosovo. 
The GOB has made a proposal to the Swiss government to 
organized seminars on decentralization for mayors in Kosovo. 
Bulgaria also is helping to strengthen Kosovo\'s 

administrative capacity by training Kosovar Albanian 

diplomats and judges. Bulgarian officials highlight the 

purchase of a sheet metal factory in Kosovo by a Bulgarian 

firm as one example of the country\'s contribution to Kosovo\'s 
economic development. Bulgaria also supplies Kosovo with 
electricity during the winter. Moreover 

contributing to Kosovo\'s peacekeeping efforts with 42 

soldiers and 36 (soon to be 52) police officers. 


4. (SBU) Bulgarian officials have emphasized that Bulgaria\'s 
position on Kosovo remains very close to that of the United 
States. Some Embassy contacts believe Bulgaria 

current fixation on EU membership 

question of Kosovo\'s status to the EU and the United States. 
We suspect that the GOB would likely support any agreement on 
Kosovo that is backed by both the EU and U.S. Bulgaria\'s main 
concern regarding Kosovo\'s status is ensuring the continued 
stability of the region. Officials have taken to heart the 

fears of others that the final agreement could lead to the 
destabilization of the region and radicalization of some 
communities 

Bulgarians still have fresh memories of the Balkan wars in 

the 1990s 

particularly for towns along the Danube which have never 

fully recovered. Bulgaria is also sensitive to the impact 

that the talks might have on the delicate ethnic balance in 
neighboring Macedonia. Instability in Macedonia would 
undoubtedly have an impact in Bulgaria. 


5. (SBU) The key factor that Bulgaria believes can stabilize 
the region is EU and NATO integration. Officials reiterate 
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that Serbia 

to have a clear prospect of European integration in order to 
bring stability and economic development to the region. They 
consider a road map for EU integration 

expectations and goals 

countries to begin reorienting themselves towards the EU. 
President Purvanov 

went so far as to say that the borders between the Balkan 
countries 

no longer matter after EU integration 

and separatism would become obsolete. Officials also see 
Euro-Atlantic integration as an important incentive to 
encourage Serbia to make compromises. Our MFA contacts have 
said that a way should be found to preserve Serbia\'s dignity 
and that it would be helpful to somehow \"fast-track\" SerbiaVs 
European integration as a way to soften the blow if Kosovo 
were to become independent. 


6. (SBU) Investment in infrastructure is another important 
factor that Bulgarian officials often mentioned as helping to 
bring stability to the region. Officials have said that the 
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U.S. 

of Serbia by encouraging U.S. firms to invest and participate 
in various infrastructure projects like the reconstruction of 
the highway from Sofia to Nis. 


7. (SBU) Comment: Most Bulgarians do not accept that Kosovo 
will or should be independent in the short term; in this 

sense their \"gut\" position is closer to BelgradeVs than 
Pristina\'s. Yet regardless of the Bulgarians\' generally 

positive feelings toward Serbia 

be counted on to play a constructive role and to support 
whatever outcome the two sides and the international 
community agree upon. 

Beyrle 
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use of the Macedonian infantry company that will be attached 
to the UK-led Allied Rapid Reaction Corps in Afghanistan 
scheduled to deploy in June. The \"limitations 

Macedonian authorities do not consider to be national 
caveats 

self-defense or when the lives of Macedonian troops are 
threatened 


a.) Carry out an order 
constitute a criminal act according to national laws 
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which would violate human rights conventions or the Law of 
Armed Conflict; 


b.) Carry out offensive operations planned with the purpose 
of capturing territory or part of a territory inhabited by a 
civilian population 

of collateral damage; 


c.) Carry out operations with the purpose of demolishing 
bridges 
infrastructure; 


d.) Carry out operations on territory or a part of territory 
where there is a possibility that NBC agents might be present; 


e.) Carry out operations in religious buildings 
cultural or archaeological heritage sites; 


f.) Carry out riot control operations; or 


g.) Train the host country\'s national security forces. 


3. (C) Comment: Macedonian authorities consider that most of 
these limitations either are consistent with rules of 
engagement under the Law of Armed Conflict 

(as in the case of limitations d 

Macedonian troops deployed lack the proper equipment (NBC 
protective gear 

perform the proscribed tasks effectively. To date 

Macedonian troops have operated with U.S. forces in Iraq and 
Afghanistan under similar conditions and have not been 
prevented by the limitations from accomplishing any assigned 
missions. Indeed 

commanders in Afghanistan 

conduct and performance of the Macedonian troops. 
MILOVANOVIC 
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loyal lawyers\" entered the sit-in location in an alleged 
attempt to disrupt the event by \"physical and verbal 
assaults.\" On May 17 

twenty-three lawyers began a one-day hunger strike in protest 
of an assault by security forces against sit-in participant 

Leila Bendebba when she attempted to bring food into the 
location of the sit-in. 


4. (SBU) GOT-owned Channel 7 Television hosted a two-hour 
program on the lawyer crisis on May 16. Presented as a 
debate 

lawyers 
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the proposed training institution as necessary to ensure 
qualified lawyers 

leadership and calling into question the Association loyalty 
due to a pending request for foreign funding. (The BA had 
reportedly suggested outside funding to guarantee financial 
independence for any new training institution.) 


5. (C) Comment: The Bar Association complaints 

consulting with the BA before passing a relevant law and 
attempting to control admission to the Bar 

the Association of Tunisian Judges (AMT) that the GOT did not 
consult with that organization before passing legislation 
relevant to the judgesV profession and has limited the 
independence of the AMT (ref c). Many legal interlocutors 

say that the new lawyers training law is yet another step in 

and effort by the GOT to limit the independence of the 

judiciary 

Many of the same lawyers who are conducting this sit-in were 
involved in the nearly two month sit-in protesting the arrest 

and sentencing of Mohamed Abbou in March 2005 and also led 
opposition to the GOT\'s invitation to Ariel Sharon to attend 

the World Summit on the Information Society (ref b). Among 
the group of lawyers active in the strike are several members 
of the 18 October Movement and other prominent (in the human 
rights community) Tunisian activists and opposition party 
members such as Nejib Chebbi and Radhia Nasraoui. End 
Comment. 


HUDSON 
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studied.\" PLO Chief Negotiator Sa\'eb Erekat told Consul 
General that Abu Mazen had referred the case to the Attorney 
General 

held under the Attorney General\'s authority while the 
investigation is underway. Separately 

official Munir Salameh indicated that Abu Zuhri had collected 
the money during his recent visit to Doha where he met with 
Muslim Brotherhood leaders during a three day conference in 
support of the HAMAS-led PA. Salameh said HAMAS planned to 
use the money to support stipends for imprisoned HAMAS 


members and charitable activities. Abu Zuhri emphasized this 
point in his statement to the al-Jazeera television network 
saying 

were collected by HAMAS to support the Palestinian people.\" 


WALLES 
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and Development" explaining Spain\'s presence in Afghanistan 
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in the conservative daily ABC on May 18. In the article 
they said that Spain is working in Afghanistan because of 
both moral obligation and its own security concerns. 


9. (U) In his opening remarks 

development and reconstruction projects are impossible at 
this point without troops to provide security. He reviewed 
Spain\'s participation in Afghanistan 

troop contribution to Operation Enduring Freedom in 2001 
(under the previous government) and continuing through the 
shift to the UN-mandated 

Spanish support for Afghanistan\'s elections 

Provincial Reconstruction Team (PRT) and Forward Support base 
(FSB) 

Conference pledge of 150 million euros over five years. 
Alonso said that the GOS has been publicly open and honest 
about why and how Spain is involved in Afghanistan 

that the Parliament has voted on the mission seven times 
most recently last week when it approved a 25 percent 
increase in force size. 


4. (U) Foreign Minister Moratinos stressed the wide 
international and Afghan support for the ISAF mission. He 
talked about the reasons for deploying linked civilian and 
military teams that reinforce each other\'s work. He said 
that while Spain\'s PRT has been functioning for less than a 
year 

International Cooperation (АЕСІ) specialists are already 
making progress on their health 

Moratinos noted that Afghani President Karzai applauded 
Spain\'s efforts when he recently visited the PRT. He also 
said that Karzai told him that the Afghani people support and 
appreciate international efforts like Spain\'s. 


5. (U) Afghani Defense Minister Raheem Wardak reiterated many 
of Alonso and Moratinos\' points about the international and 
domestic Afghani legitimacy of the ISAF and ΟΕΕ missions. He 
thanked Spain for its military and financial contributions 

and honored the Spanish troops who died in two 
Afghanistan-related aircraft crashes. Wardak also talked 

about the success story that the Afghan National Army (ANA) 
has become as an able fighting force under elected civilian 
control. He said that the Afghan National Police (ANP) is 
beginning to reform based on the model ofthe ANA. Wardak 
said that the ANA and АМР are already developing local 
intelligence that they share with ISAF 

importance of putting international \"mentors\" with ANA units. 
He also mentioned caveats and national restrictions 

explicitly that countries like Spain give their field 

commanders the ability to move troops where they are most 
needed. Later in the seminar 
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the Afghan people are very experienced with occupying forces 
from Alexander the Great to the Soviet Union 

not/not consider ISAF to be an occupying force. 


6. (U) The final headliner 
Zalmay Aziz 
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project. He pointed out that there are already some 

successes 

women members (28%) than the British House of Commons or the 
US Congress. He compared this to the situation just a few 

years ago when Afghan women were under virtual house arrest. 
Aziz said that Afghanistan has signed strategic partnerships 

with countries like the US 

its bid for a special partnership with NATO. 


7. (U) Other GOS participants expanded on the previously 
presented themes. MFA Political Director Rafael Dezcallar 
pointed out that Spain has felt the effects of both illegal 
drugs and radical terrorism. He said that in the absence of 
international support 

reported that President Karzai had explicitly asked FM 
Moratinos to keep Spain focused on western Afghanistan 
as other ISAF efforts move towards the south and east. 
Dezcallar also set SpainVs contributions to Afghanistan in 
the wider context of Spain\'s efforts to reach out to the 
middle east via the Alliance of Civilizations as well the 
GOS\'s recent focus on Asia 

a major Spanish interest. 


8. (U) MOD Policy Director Francisco Torrente emphasized that 
Spain\'s presence in Afghanistan started under the previous 
administration. Chief of Defense General Felix Sanz said 

that ISAF is the most important NATO mission and can\'t be 
allowed to fail 

the Afghanistan mission has shown weaknesses in NATO\'s force 
generation process. Sanz said that Spain\'s troops have been 
tested and have responded well. He acknowledged that Spain 
still has a caveat (preventing the use of lethal force 

against escaping prisoners) and said that General Jones had 
addressed the need to get rid of caveats in his keynote the 
night before. 


9. (U) AECI Secretary General (U/S equivalent) Juan Pablo de 
Laiglesia told conference participants that his agency would 
disburse 50 million euros of Spain\'s 150 million euro London 
Conference pledge. AECI will spend 10 million euros during 
each of the next five years 
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that AECIVs priority sectors for 2006 moneys were: (1) clean 
drinking water; (2) health-related projects; and (3) road 
building. Among these projects 

include constructing the 57 kilometer portion of the Afghan 
Ring Road that rests inside Bagdhis Province and a major 
bridge at kilometer 0 of that Ring Road. Turning to spending 
priorities for the 40 million euros AECI will disburse in 

annual allotments of 10 million euros in 2007 - 2010 
Laiglesia said Spain planned to focus on: (1) gender 
programs; (2) institutional Development; and (3) rural 
development. De Laiglesia closed by noting that all these 
programs are designed to fulfill the commitments Spain 
undertook in London in late January. He said that it was 
agreed to in London that foreign assistance should be 
predictable 

increase local human capacity. AECIVs 2006-10 programs would 
address all three of these areas. 


10. (U) Spanish NATO PermRep Pablo Benavides complained that 
no Spanish general has served in the ISAF headquarters staff 
even though Spain is one of the top troop contributor. He 

called on the US to remain a strong participant in both NATO 

and Afghanistan 

its PRT in part because the US has a PRT in the same zone. 
Benavides discouraged comparisons of OEF and ISAF 

that they complement and support each other. Benavides made 

a point of stressing the importance of the US role/presence 

in Afghanistan. 


-- COMMENT -- 


11. (SBU) The GOS clearly decided to put on a strong public 
performance to reiterate the reasons for Spaniards to accept 
the country\'s involvement in Afghanistan. At least among the 
chattering classes 

the conference worthwhile. With both major parties 
supporting the troop presence (though the opposition Popular 
Party has questioned deployment decisions in an effort to 
make political points against the government) and a 150 
million euro 

to make clear it wants to remain a player in Afghanistan for 
the foreseeable future. Embassy is following up with the 
Spanish MOD on the caveat issue. On reconstruction 

invited Spanish Ambassador to Afghanistan Turpin 

present at the conference 

week to discuss Ring Road funding 

request in ref A. 

MANZANARES 


64741 
Muslims of Spanish origin 
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Egyptians and Moroccans.\" He added that the new board 

included Shia Muslims as well 

representation. Meanwhile he reiterated that Al Qaeda 

terrorism was \"unlslamic.\" The new leaders have made numerous 
public relations efforts 

and other members of the leadership to speak at press events 

and conferences. 


9. (SBU) The unexpected result of the change at ҒЕЕНІ has 
been increasing pressure from the numerous new grassroots 
Muslim and immigrant organizations to enter the Islamic 
Commission 

signatories of the 1992 accords. According to Embassy 
contacts at the Spanish Ministry of Justice\'s Office of 
Religious Affairs 

Ministry in recent months to inquire how their associations 
might participate. The MOJ has so far refused to interfere in 
what it considers the Muslim community\'s decision on who 
should represent it in government interactions. Nonetheless 
they say 

membership and create a more democratic entity. This will 
certainly make the organization more representative of the 
wide spectrum of Muslims in Spain 
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sort of Pandora\'s Box 
community. 


10. (SBU) But while the Islamic religious organizations 

battle for influence with the national government in Spain 
itis unclear that many of them have a clear understanding of 
the needs of the relatively newly arrived immigrants from 
North Africa and other Islamic countries. In the wake of 
terrorist bombings in Spain and the UK 

following the 2005 riots in France 

loud what path Spain should follow to avoid something similar 
happening here. Some are suggesting that most problems in 
Muslim communities stem from social and/or economic 
exclusion 

integration of these communities into Spanish society. 


11. (SBU) The Spanish government under the Socialist Jose 
Luis Rodriguez Zapatero has approached the Muslim community 
as an issue of economic and social integration rather than of 
religious difference. (Zapatero\'s recent meeting with thirty 
leaders from the Muslim religious community was held 
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primarily for Zapatero to promote his biggest foreign policy 
priority 

government's policies have been favorable to immigration and 
to religious diversity 

and immigration across several different Ministries 

have criticized it for lack of coordination. 


12. (U) The job of trying to integrate the Muslim community 
has therefore mostly fallen to civil society groups 

than to the government or CIE. ATIME has about 35 

and offices all over Spain where it advises immigrants on 
work and school issues 

society in general. ATIMEVs leadership also regularly speaks 
out in support of immigrant rights and engages the media on 
the benefits of immigration. The labor union Comisiones 
Obreras (CCOO) has been particularly active in recruiting 
immigrants of all nationalities 

than 70 offices throughout the country where immigrants 
receive similar services to those of ATIME 

obligation to join the union (though of course there is 

pitch). And there is an increasing number of new 
organizations reaching out to Muslims on a variety of issues 
including women's rights 

labor market. With these secular models 

Islamic religious center in Spain have attempted to reach out 
both to Muslims to facilitate their integration 

to the community at large 

willingness to take part in Spanish society. 


13. (SBU) As Ana Planet 

religious affairs at the Spanish Ministry of Justice 

a meeting with Poloff 

central issue when looking at Spain's Muslims. Тһе MOJ 
attempts to put safeguards in place safeguards to ensure that 
Muslims are not discriminated against based on their 

religion 

will depend to a great extent on its social and economic 
development within Spain. 


14. (SBU) Spain is just coming to grips with the fact that it 

is a country with a large Muslim immigrant population. 

Spain\'s Muslim community 

is looking to identify the path it will take forward. At 

present 

centralizing tendencies -- are moving forward in a 

laissez-faire manner 

groups of Muslims set up their own associations and support 
institutions. The GOS seems to want to do something to create 
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structures to deal with the diverse and quickly growing 
population of Muslims in Spain 

what structures to build and how to go about it. Meanwhile 
there are literally no Muslims in the national government or 

on the national political scene 

the regional and municipal levels. With more and more mumbles 
on the street about the growing presence of Muslims 

mention concerns about the possibility of social unrest or 
terrorism down the road 

face the new challenge of working to integrate the Muslim 
community in a still largely Catholic society and building 
inter-religious and societal tolerance. Embassy Madrid\'s 
active Muslim outreach program has focused on the tolerance 
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theme as an important message. 
MANZANARES 


4. (U) While Italy has dealt with match-fixing 
scandals before 

Juventus and involves rapidly expanding allegations of 
financial fraud 

and collusion between Модді and Italian politicians. 
Italian newspapers are comparing this scandal to the 
Tangentopoli (a.k.a. \"Clean Hands!) anti-corruption 
cases of the early 1990s. Among those under 
investigation is MoggiVs son 

sports agency that represents many Italian soccer 
stars. The younger Moggi allegedly coerced players 
into signing with GEA with the threat that not doing 
so would nix the possibility of career-enhancing 
trades. Other squads 

former Prime Minister Silvio Berlusconi) 

Florentina are also under investigation. 


5. (SBU) While former PM Berlusconi is not a target of 
investigators 

come under scrutiny by prosecutors. According to news 
reports 

between Moggi and former Interior Minister Giuseppe 
Pisanu 

hometown third-division team. Other intercepted 
conversations allegedly include a call by Moggi to 
then-Finance Minister Domenico Siniscalco seeking 
favors for one of MoggiVs friends 

Italy\'s financial police. [Comment: While the leak of 
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these wiretaps is certainly embarrassing for Pisanu 
and Siniscalco 

minister did anything illegal. Moggi is a well- 
connected figure 

government officials with whom he had regular contact. 
End comment] 


The Financial Fallout 


6. (U) Stock in the three publicly-traded teams fell 
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precipitously this week 

losing 42 percent. Although the 20 teams in Italy\'s 
A-division collectively enjoy annual revenue of euro 
1.3 billion 

player salaries. This scandal will certainly hurt an 
already struggling league. 


Calling All Prosecutors 


7. (SBU) Almost immediately after this scandal hit the 
papers 

from Naples and Rome canceling their participation in 

an Embassy IPR conference May 22-24. The magistrates 
said they were unable to take time off to attend the 
popular Embassy-sponsored event due to the ballooning 
scandal 

national proportions. 


Comment 


8. (SBU) This case is rapidly expanding beyond the 
confines of ItalyVs sports world. With so many 

Italian political figures involved in soccer 

a high potential for even more spillover into Italian 
politics. Romano ProdiVs new government will be under 
pressure to clean up this rapidly expanding mess. 


9. (SBU) Perhaps the greatest damage 

to Italy\'s international image. Since the \"Clean 
Hands\" campaign of the 1990s 

present itself as a normal country that has turned the 
page on this kind of endemic 

Italy\'s football league 

Christian Democrats 
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investigation in one piece. 


Spogli 
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earn solid grades for its engagement in the Vienna-based 
final status process and for its outreach to Kosovo 
minorities. In Vienna 

proposal on decentralization that contemplates creation of 
four additional Serb-majority municipalities (vice 18 
proposed by the Belgrade delegation) and is about to table a 
proposal on the preservation of cultural heritage and 
religious sites that they preview as forward-leaning. 


Decentralization: Make The Makings of a Deal 


3. (C) For all its effort 

good name more to comparisons to its dysfunctional 
predecessor than to any achievements of its own. Ambassador 
Wisner should impress on Pristina negotiators that their 
performance has gotten them a tryout in the big leagues where 
the international community will judge them by their success 

in making deals like a real government 

willingness to show up for meetings and table position 

papers. Wisner should acknowledge that their 
decentralization offer shows real movement on their part but 
stress that it's time to close a deal rather than quibble 

over cadastral zones 

should suggest they take advantage of the closing of the 
highly publicized formal decentralization talks to quietly 

work with the Martti Ahtisaari/Rohan team to bring the 

Pristina offer into full conformity with the 2004 Council of 
Europe Charter for Local Self-Government. 


4. (C) Rohan played the bad cop during a May 18 visit 
clearly informing Pristina negotiators that they will have to 
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improve on their offer. The negotiators insisted they had 
reached the end of what they can offer without risking a 

serious public backlash. The local press teed off on Rohan 
alleging that he disingenuously pushed the Unity Team to make 
its best offer only to dismiss that offer when made as a mere 
starting point for discussions. Ambassador Wisner therefore 
has available to him a good cop role that he should assume by 
explaining that Rohan is merely trying to have the Pristina 

side distinguish concessions that may be politically painful 

but doable from concessions that cross red lines into true 
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incompatibility with a unitary Kosovo. Wisner should assure 
Unity Team members 

ensure that Belgrade will not control Serb majority 
municipalities in Kosovo 

price of the USG assuming the role of surety is that Pristina 
remain flexible on all decentralization aspects that do not 
cross red lines. Wisner should push the Unity Team to 
develop a presumption of acceptability for all 
Ahtisaari/Rohan suggestions on decentralization with a view 
to enlisting UN support when real deadlocks emerge. 


5. (С) In conversations with COM after RohanWs visit 

Albanian negotiators Hashim Thaci 

Shala all said that what is at issue for them is not the 

particular new decentralization ideas that Rohan put on the 
table. The negotiators said they could accept all RohanVs 
proposals for creating and enlarging municipalities if they 

had some idea of any further concessions that may be required 
down the road. They said they are in a quandry about how to 
approach this new shuttle phase of talks. Ambassaodor Wisner 
should reassure them that their bottom lines will be 

respected. 


The Serbian Orthodox Church -- Potential Key to the Universe 


6. (C) The news on the Serbian Orthodox Church (SOC) in 
Kosovo is all good and provides a foundation for a real 
SOC-Unity Team deal on the way forward. Since Ambassador 
Wisner\'s last visit 

two-day interfaith conference of Kosovo religious leaders 

the Unity TeamVs conversation with moderate SOC leaders has 
quietly continued 

around the Decani Monastery for another six months 

removed its fixed checkpoint near the monastery 

monastery hosted the first visit by area ethnic Albanian 
students since the war. 


7. (C) During a May 18 dinner 

Hysa 

visitors (Ahtisaari team member and EUR/INR officer) their 
forthcoming paper on the preservation of cultural and 
religious sites. Hysa -- the papers primary author and 
leader of the Pristina delegation to the May 23 session in 
Vienna -- said the paper will fairly reflect SOC input but 

will not include everything the church wanted. Proposed 
protective zones for religious sites for example 

would be \"measured in hectares 

praised the realism of SOC leaders in Kosovo for proposing 
fewer sites for protection than Belgrade may have wished. 
All three negotiators expressed appreciation for the churchVs 
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delicate position with respect to the status talks. Gjini 
particularly hoped that Bishop Teodosije Sibilic would be 
allowed to participate 

there.\" 


8. (C) Ambassador Wisner should tell Pristina negotiators 
that the church\'s predicament gives them an additional 
urgent reason to hold nothing back in their initial offer on 
preservation of cultural and religious sites -- the church is 
a potential ally on this issue and could even emerge as 
Kosovo Serb leaders and spokespersons generally. 


Standards: Not a Four-Letter Word 
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9. (C) The international community has expended a great deal 
of effort in trying to convince Kosovo Albanian leaders that 
the Standards for Kosovo initiative still matters in the 
aftermath of a general recognition that the \"Standards before 
status\" policy has run its course. The Pristina leaders 

the other hand 

been moving goal posts by inventing new lists of action items 
and holding the Provisional Institutions of Self-Government 
(PISG) responsible for shortcomings in UNMIKYs areas of 
jurisdiction. Ambassador Wisner should address this growing 
divide. He should push Pristina leaders to bear down on 
Standards in all its forums 

working groups but 

urge the leaders to become creators rather than absorbers of 
Standards action items. Wisner should note that the PISG has 
recently been given major new responsibilities with the 
creation of the ministries of interior and justice and the 
Kosovo Property Agency and that those new responsibilities 
demand the tapping of Kosovar and international resources 
alike in developing implementation plans. 


10. (C) Ambassador Wisner should remind the Kosovo Albanian 
leadership that the Standards and their action items have 
evolved greatly since SRSG Michael Steiner first articulated 
eight Benchmarks of Good Governance" in April 2003 which 
evolved into the eight \"Standards for Kosovo\" in December 
2003 and inspired the 482-action items of the \"Kosovo 
Standards Implementation Plan\" of March 2004 and the December 
2004 list of 92 \"Priority Action Items.\" These compilations 

the ambassador should point out 

for independence but illustrations of how mature governments 
function 
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should invite the Pristina leaders to become full partners 

with the international community in directing the future 

course of the Standards process by assigning themselves new 
tasks in keeping with their new responsibilities. 


11. (C) Ambassador Wisner should refer to the most recent 
international community efforts 

keep the Standards process dynamic as competencies are 
transferred. These action ideas include: address outstanding 
war-related agricultural and commercial property claims and 
institute a rental scheme for residential properties whose 
owners remain displaced by the war; complete all 
reconstruction of property damaged in the 2004 riots; develop 
and fund a transportation strategy for minorities; and 
conclude a second mobile phone license tender. The 
ambassador should then invite the Kosovo Albanian leaders to 
suggest action items of their own. 


12. (U) USOP clears this message in its entirely for release 
to United Nations Special Envoy Martti Ahtisaari. 
GOLDBERG 
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et al\" formally began its evidentiary phase on May 8 

week after the court agreed to an amended charge of 
Vattempted genocide\" against the defendants (ref A). Nearing 
the one-year anniversary of disputed parliamentary elections 
in which Hailu Shawel and other defendants played a prominent 
role 

Ababa (adjacent to Addis Ababa University 

protests have occurred in the past) to a remote area near 
Kaliti prison 

One notable exception is CUD secretary-general Muluneh 
Eyoel 

defendants 

transferred to an isolation cell at Kerchele. Kerchele is 

the former central prison that was to have been closed last 
year 

for office space 

Muluneh as well as 33 other opposition supporters facing 
similar charges in a separate treason trial. Prison 

officials acknowledged his separate detention before the High 
Court 

detainees and therefore posed a public hazard. 


3. (U) Diplomatic observers have resorted to a rotation to 

cover what has become daily proceedings; in addition to 

family members and local print journalists 

observer from the American NGO Lawyers Without Borders has 
also been granted permission to attend the trial 

remains closed to the general public. A human rights 
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attorney from the Paris-based International Federation for 
Human Rights (FIDH) is also observing the trial for the 
European Commission 

the Ethiopian Ministry of Foreign Affairs. 


4. (U) Prior to this evidentiary phase 

several lengthy pre-trial delays 

delay before a bail hearing; and a seven-week hiatus between 
the denial of bail and the entry of pleas. On May 8 
prosecutors announced the submission of 24 videotapes into 
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evidence 

insistence of defense counsels that any video evidence 
submitted be shown to defendants and the court 

decided to show each videotape in its entirety 

submit excerpts. The result has been nearly two weeks of 
daily video screenings of CUD campaign rallies and/or press 
conferences 

prosecutors 

will substantiate the charges made. Once the videotape is 
played 

they even identify defendants who appear in the tape; in 
fact 

beginning of each day\'s screening. 


5. (U) The first video shown as evidence was a 90-minute tape 
of aDecember 2004 CUD press conference 

Ayalew (who has been neither charged nor detained) 
criticizing Prime Minister Meles Zenawi\'s proposed five-point 
peace plan for the Ethiopia-Eritrea border dispute. 
Defendants Hailu Shawel and mayor-elect Berhanu Nega 
criticize lack of consultation with parliament or the public 
prior to the introduction of the peace plan; they also 

criticize Meles\'s statement that \"any attempt to implement 
this (boundary commission) decision would lead to conflict 
and specifically underscore the need for \"a durable peace.\" 


6. (U) The second video featured a 90-minute CUD press 
conference from January 2005 
Andange reads a written statement detailing harassment 
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detention 

voting card irregularities and alleged inaction by the 

National Electoral Board of Ethiopia to complaints made by 
the CUD. Defendant Hailu Shawel discusses intimidation of 
opposition supporters; co-defendant Mesfin Woldemariam 
complains of opposition supporters \"being hit 

imprisoned 

an \"unjust\" government must struggle against it. Comparing 
the struggle for human rights to that against apartheid 

Hailu states 

black; here the struggle is between racists and the people. 
The time has come for this government to leave.V' Hailu then 
declares that the CUD will not back out of the upcoming May 
2005 elections. 


7. (U) The third video presented as evidence consisted of a 
140-minute tape of a January 2005 rally protesting the 
five-point peace plan. Performances of traditional songs 
dances 

Hailu Shawel speaks for only 10 minutes. Hailu criticizes 
the government for lack of consultation with the public 
dependency on foreign aid 

Selected remarks in Amharic (translated into English by court 
interpreter) include the following: 

-- VWe must unite to overcome slavery.\" 

-- VJust as you overcame fear to come here (i.e. 

public rally) 

you.\" 

--\"If the people make peaceful movement 

fall in four monthsY time.\" 

-- VWe are the ones who can give a solution to the 
governmentVs inconsistent policies; you should speak out.\" 
-- VYou should peacefully demonstrate and call for power. We 
are saying you should go fom a backwards system to a 
progressive опе. \" 

-- VWe cannot rectify the mistakes of this government; we 
must remove it from power.\" 


8. (U) The most recent videos presented as evidence have been 
tapes of CUD supreme council meetings from September 2005 
which prosecutors asserted would show that defendants 1 
through 39 (i.e. 

CUD senior leadership) were responsible for provoking 

strikes; ending peaceful negotiations with the ruling EPRDF 
party; labeling the elections as neither free nor fair; 
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advocating political change through violence; and asserting 

that neither the judiciary nor the National Electoral Board 

were impartial. In one two-hour long video 

Berhanu Nega explains to the CUD council that the EPRDF has 
presented an eight-point agenda for dialogue with a \"take it 

or leave it attitude\" and has refused to entertain any 

additions to the agenda. The video captures a contentious 
debate among 43 CUD members over whether to continue dialogue 
with the government 

members voted against continuing dialogue 

favor 

joining parliament is raised. A majority 

Nega 

persists: recommending that the CUD not join parliament 

citing the government\'s ultimatum regarding the dialogue 
agenda as evidence the EPRDF is unwilling to enter into a 
cooperative relationship. Several members speak out on the 
need to join parliament as the only peaceful 

to move the CUD agenda forward. The meeting concludes with 
reading a letter from Hailu Shawel 

regarding the party\'s next moves await his return the next 

day from the United States. CUD members agree to the request 
and conclude the meeting. 


9. (U) A three-hour video presented оп Мау 17 shows а 
subsequent CUD supreme council meeting in which members 
debate whether to join parliament. In response to a remark 
that change can only be brought about by struggle 

could endanger one\'s life 

is afraid of firearms 


10. (U) Notably 

defendants\' guilt 

critical of the government are made by individuals who have 
not been detained or charged 

former president of Tigray region and ex-TPLF leader Gebru 
Asrat; then-UEDF vice chair Beyene Petros; and former 
president of Ethiopia (and now an independent member of 
parliament) Negasso Gidada. The vast majority of the 
approximately 90 defendants do not appear at all in the video 
evidence presented thus far. 


11. (0) On May 17 

report on state-run Ethiopian Television that allegedly 

stated that the video evidence presented so far was not very 
relevant to the charges 

presiding judge ordered that a copy of the news broadcast be 
delivered to him. 
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12. (SBU) COMMENT: Observers from foreign diplomatic 
missions and NGOs 

representative is among the three defendants being 
represented by legal counsel) 

observation of state-run Ethiopian Television that the 
evidence presented thus far has not substantiated the serious 
capital charges against the nearly 90 defendants. 

Prosecutors are correct that the videos show opposition 
leaders and residents criticizing the government 

removal 

such as the judiciary and electoral board 

whether the 2005 national elections would be free and fair; 
however 

be found in the evidence presented in nearly three weeks of 
evidentiary proceedings. In addition to the 24 videotapes 
prosecutors have listed documentary evidence and audiotapes 
(none of which have been presented so far) 

to 367 prosecution witnesses. There remains a large body of 
\"evidence\" that may or may not back up the government's case; 
so far 

HUDDLESTON 


64745 

populist credentials. Jumblatt agreed that the March 14 
participants must coordinate their response to Nasrallah in 
advance of the June 8 Dialogue session. He seemed open to 
the suggestion that bridges be built to Michel Aoun 

he guessed that Aoun would not be as receptive to the idea. 
(See ref b for Aoun\'s comments.) 


2. (C) Asked about Nasrallah\'s motivation 

that the speech needed to be seen on the context of two other 
developments: permanent Hizballah military installations and 
communications lines currently being installed along the 
Lebanese-Israeli border from Ghajjar to the Mediterranean 
and massive land purchases by the Shia of property in the 
south that had been owned by Christians and Druse. It is 
clear that Iranian money backs both the construction of 
bunkers and the land purchases 

else would they get the money?" In terms of the land sales 
the prices offered are so inflated that the Christian and 

Druse who would normally keep the land are seduced into 
selling. Usually 

purchasers. 


3. (C) All of this V'leads me to conclude 

that Hizballah intends to strengthen its state-within-a-state 
status and make it permanent. The land purchases are 
stretching in the direction of the Biga\'a Valley 

to Jumblatt that the Shia want to establish their own 
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\"canton\" that will stretch along the border with Israel and 
the eastern bordern with Syria. While Hizballah will promote 
cooperation with the rest of Lebanon 

will not exercise control over this canton. And 

the confessional veto Hizballah brandishes due to its 
near-monopoly on Shia political life 

able to stop initiatives proposed by the GOL 

reverse is not true. This is surely by Iranian design 
Jumblatt said 


4. (C) Jumblatt then shepherded his diplomatic guests to 
the main event 

all in traditional dress. Jumblatt gave an impromptu speech 
praising the virtues of UNSCR 1680 and extolling the strong 
support the international community has provided Lebanon 
since the passage of UNSCR 1559. Waving his arms at the 
ambassadors 

institutions represented had played key roles in restoring 
Lebanon\'s sovereignty 

the most important question facing Lebanon today was not 
whether but how to put the arms of Hizballah under the 
control of the state. He also gave a blistering attack on 
Syria 

leaders V'from Kamal Jumblatt through Rafiq Hariri and up 
Gebran Tueni.\" (Comment: Jumblatt clearly used the 
ambassadors as a political message to his own followers. 
Distant-second Druse leader Talal Arslan would have trouble 
persuading even one ambassador to visit him. But 

content of Jumblatt\'s comments 

we don\'t mind lending our presumed prestige to support. End 
comment.) 

FELTMAN 
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Classified By: AMBASSADOR ROLAND ARNALL FOR REASONS 1.5 (B) AND (| 


1. (S) SUMMARY: The debate over Ayaan Hirsi AliVs 
citizenship status continues to divide the Netherlands. 
Immigration Minister Rita Verdonk was roundly criticized 
during a marathon May 16 Parliamentary debate for hastily 
stripping Hirsi Alis Dutch citizenship 

Balkenende has demanded that she reexamine the decision. 
Verdonk remains defiant in her public statements 

a position that resonates with some members of her party 
(VVD) if not with the leadership. Hirsi Ali has confirmed 

her intention to move permanently to the U.S. and has put her 
legal advisors in touch with the Mission to discuss options. 
While the political establishment is siding with Hirsi Ali in 

the current debate 

approach continues to appeal to large segments of the general 
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population. END SUMMARY. 


VERDONK IN THE HOT SEAT 


2. (SBU) The political firestorm surrounding the status of 
Ayaan Hirsi Ali continues to grow. On May 16 

million Dutch viewers tuned in to watch a heated 
parliamentary debate on Hirsi Ali's citizenship status. 
Parliamentarians from nearly every political faction attacked 
Immigration Minister Rita Verdonk\'s hasty 

ill-considered decision to strip Hirsi Ali of her Dutch 
citizenship (ref). The only political party to support 
VerdonkVs decision was the all-but-discredited List Pim 
Fortuyn (LPF) 

Minister Hildebrand Nawijn 

by pushing Verdonk to re-investigate Hirsi Ali\'s case 
following a critical television expose. After standing firm 

for most of the debate 

3:00 a.m. -- to reexamine Hirsi Ali's status in light of 
overwhelming parliamentary support for retaining her Dutch 
nationality. At a VVD party rally in Hardenberg on May 17 
however 

stating that V'rules are rules. V 


3. (SBU) On May 18 

Verdonk and other senior Cabinet members to a closed 
ninety-minute meeting in which he reportedly told her to 
implement Parliament\'s clear instructions to find a way for 
Hirsi Ali to retain her citizenship. According to press 
reports 

personal letter of \"apology\" to Hirsi Ali; instead 

sent a letter to Hirsi restating the conclusions of the 
parliamentary debate. The matter is likely to be addressed 
at the full cabinet meeting on May 19. 


4. (SBU) Within the VVD party leadership 

clearly cost Verdonk considerable support in her bid to lead 
the party into the 2007 elections. Several prominent VVD 
leaders -- including European Commissioner Neelie Kroes 
Second Chamber Speaker Frans Weisglas 

Jan van Zanen 

their support behind State Secretary for Education Mark 
Rutte. Even more ominously for Verdonk 

new rules allowing the almost 10 

cast their vote for party leader by mail to change it by 

e-mail. Not surprisingly 

ruling. Party members who have not yet cast their votes have 
until May 25 to do so; the new party leader will be announced 
on May 31. (Note: Out of 40 

approximately 20 
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WHAT NEXT FOR HIRSI ALI? 


5. (S) In private meetings with Ambassador Arnall on May 16 
and 18 

been handled by Verdonk 

become the center of a media hurricane. She stressed that 

the events of the last few days have made her more determined 
than ever to move to the United States 

or not she is allowed to retain her Dutch citizenship. 

(Note: Her legal team -- which includes prominent Dutch Human 
Rights lawyer Britte Bohler 

Abdullah Ocalan and the Hofstad group -- has since been in 
touch with СОМСЕМ officials to discuss possible options.) 

The Dutch press 

Zoellick\'s statement at a Мау 18 press conference in The 
Hague that Hirsi Ali Vis welcome to come to the United 
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States\" should she choose to do so. 


PUBLIC DIVIDED 


6. (C) Although the political establishment is clearly 

siding against Verdonk in the current debate 

almost evenly split. According to a recent poll by Maurice 

de Hond 

should lose her Dutch nationality if she lied on her 

application 

because of her contribution to Dutch society. And while 47 
percent of the population believe that VerdonkVs decision was 
influenced by political considerations 

that Hirsi Ali's departure would be Va loss\" to Dutch 

society. The perception that Hirsi Ali is receiving special 
treatment has been fanned by emotional news stories comparing 
her situation to those of \"normal\" immigrants who also face 
loss of citizenship. Verdonk herself has argued at political 
rallies that there is a major discrepancy" between 
policy-makers in The Hague and the general public 

rise to speculation that she may be positioning herself to 

run an anti-establishment 

the 2007 national elections. 
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of 2005 distributions. Hopefully his proposal will allow the 
entities to finish the debate over 2005 

even more challenging question of a final formula for 2006. 
End Summary. 


2. (U) On April 28 

charges with the BiH Prosecutor\'s Office against Joly Dixon 
and Kemal Causevic. The charges state that Dixon issued an 
illegal Governing Board decision on March 28 regarding the 
temporary allocation of indirect tax revenues for 2006 
(discussed Ref B). Causevic is included in the charges for 
acting on that Decision 

approved by a required vote ofthe Governing Board. The 
charges also state that both individuals did not perform 

their official duties by failing to revise allocation 

coefficients from the Single Account during 2005 (discussed 
Ref C). Dodik claims that these actions resulted in damages 
to the Republika Srpska government. 


3. (SBU) These charges are part of Dodik\'s push to eliminate 
Dixon from the Governing Board 

which a Bosnian will serve as Chairman in the future. (As a 
result 

arrested or prosecuted.) There is no agreement yet on who 
might assume that position in the near future 

Minister Terzic\'s office has suggested the possibility of 

former RS Finance Minister Svetlana Cenic. Another candidate 
that has been floated is former Central Bank Governor Peter 
Nicholl (who holds Bosnian citizenship). 


4. (SBU) Ina recent meeting on May 15 with the Ambassador 
Dodik said that he would drop the charges against Dixon and 
Causevic if the GB could agree to do an audit of 2005 
distributions. The terms of such an audit would need to be 
agreed upon by GB members. Meanwhile 

functionality of the Governing Board was highlighted at its 

last meeting on May 12 

members did not take any decisions on the agenda items. At 
the next meeting 

decide on an allocation formula for June (Ref А). 


COMMENT 


5. (SBU) Dodik\'s proposal for an audit would simply be a 
face-saving measure for the political agreement that the 
entities still have not been able to reach. The allocation 
formula was not updated during 2005 because the Federation 
representatives would not agree to the validity of the sales 
tax data being submitted by RS 
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would lose out іп a revised formula. To agree on the terms 
of an \"audit\" 

calculation basis that they were unable to agree on before. 
The question of what should have been done is still the same 
but the label of V'audit' may make the decision easier for 
everyone to swallow. End Comment. 

MCELHANEY 
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observe and report on HizballahVs activities along the border 
area. (Note: Walid Jumblatt has in several meetings raised 
alarm bells about a Hizballah \"canton.\" See Beirut 1575 for 
his most recent comments along these lines. End note.) 


5. (C) Pellegrini said UNIFIL has noted a dramatic increase 
in Israeli overflights of Lebanese territory since the end of 
April 2006. The highest frequency occurred in early May when 
there were four violations by 10 aircraft in just one week. 
Prior to April 

always clearly linked to action on the Lebanese side of the 
border. But the recent overflights were not obviously 
justified by that measure. Other violations that were not 
within UNIFILVs area of operations were also observed. In 
February 2006 

triggered an exchange between Hizballah and the IDF that 
Pellegrini described as \"restrained.\" Since March 2006 
Israelis are on high alert 

operations to kill or capture IDF soldiers. The IDF reported 
to UNIFIL that UNIFIL activity probably aborted a Hizballah 
kidnap operation. Pellegrini also noted significant 
construction and improvement of facilities by the Israelis on 
their side of the village of Ghajar. By contrast 

there was no significant recent construction activity in or 
around Ghajar by Hizballah. 


6. (С) In general 
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border to be calm. He and UNIFIL are working to improve 
UNIFIL coordination with the Lebanese Joint Security Force 
(JSF) made up of LAF 

police. Strugar said the JSF was not yet up to its full 
strength of 1 

presently deployed at two posts along the Blue Line. The 
Force will begin operations at a third post with 100 troops 
near the Naquora-Karba area 

launched anti-Israeli operations. UNIFIL expects this new 
position to improve reaction time 

coordination with UNIFIL 
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cross into Israeli territory from time to time. It was 
unclear to General Pellegrini whether the JSF will add an 
additional 100 personnel to their roster or just transfer 
personnel from existing forces already in the south. 


7. (C) Increased cooperation with the Lebanese Army Liaison 
(LAL) 

the commander of the LAL in Nagoura was willing to work with 
UNIFIL 

according to the LAL terms of reference. In the past 

LAL 

been useful in field operations. Pellegrini told the story 

of a LAL patrol that responded to a call that Palestinians 

had attached a cable to the Israeli fence behind the Blue 

Line. The LAL 

dismantled the cable. Pellegrini hoped that this type of 
on-the-ground assistance would continue even if the liaison 
unit withheld formal agreement to such missions. Pellegrini 
said he would also be meeting with Lebanese authorities in 
the near future to push for a joint policy planning staff. 

The Ambassador told Pellegrini that the Security Council may 
want to include additional requirements in any UNIFIL 

rollover 

assuming its responsibility for the south. 

FELTMAN 
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that V'we all share the blame for the Hamas victory.\" Abu 
Sneineh pressed for USG assistance in releasing tax clearance 
revenues being held by the GOI 

alleviate the economic crisis. 


8. (С) Governor Jabari took aim at the Hamas leaders in 
the PA 

their jobs. He asked for USG assistance in strengthening the 
position of Abu Mazen vis-a-vis the Hamas-led government 
underscored the negotiation role that could only be played by 
the President and the PLO. 


WALLES 
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level 

proportional system at the \"mohafaza\" (large district) level. 
The national commission member described this option as 
intermediate phase that guarantees minorities\' rights pending 
the abolition of sectarianism. \" End summary. 
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A 60-40 SOLUTION 


2. (C) On May 19 

the national commission appointed by Prime Minister Siniora 
to rewrite the electoral law (and one of the commission\'s two 
Maronite Christians) 

commission members had finally reached agreement on the 
contentious issues of electoral systems and districts. 

During a meeting on May 17 

а V mixed" electoral system. That is 

Parliament -- a little over 60 percent -- would be elected on 

a majoritarian or first-past-the-post basis 

electoral districts the boundaries of which followed 
Lebanon\'s small \"qada\" administrative districts. Тһе 
remaining 49 would be elected on a proportional basis within 
electoral districts the boundaries of which followed the 

larger \"mohafazat\" or governorates. 


WHAT THE ELECTORAL MAP LOOKS LIKE 


3. (C) Tabet told us that the proposed electoral district 
map will consist of Lebanon\'s five historical \"mohafazat 
governorates: North Lebanon 

Lebanon 

as follows: 


-- North Lebanon: 17 MPs elected within the several small 
districts that make up the governorate 
from the entire governorate. 


-- South Lebanon: 14 MPs from the small districts 
from the entire governorate. 


-- BiqaY: 16 MPs from the small districts 
entire governorate. 


-- Mount Lebanon will consist of two units. The first -- 
made up of the districts of Jbeil 

-- will elect 22 MPs. The second -- made up of the districts 
of Baabda 

addition 


-- Beirut will consist of three units. Each unit will elect 
10 MPs of its own. Beirut as a whole will elect 9 additional 
MPs. 


BACK TO DRAWING BOARD ON VOTING PROCESS 
CAMPAIGN FINANCE 
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4. (C) Tabet noted that 

draft 

(Comment: Past elections have been a staggered process 
taking place in one governorate at a time over the course of 
several consecutive Sundays -- a feature that made elections 
susceptible to manipulation. End comment.) Voters will have 
to cast ballots in two boxes 

the governorate level 

the smaller district of the governorate in which the voter 
resides. 
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5. (SBU) One consequence of this agreement will be that the 
commission members must take another look at some of the 
elements of the draft law on which they agreed some time ago. 
These include regulations on campaign finance 

drafted on the assumption that MPs would be elected on a 
uniform basis. Having now agreed on a mixed system of big 
and small districts 

with two different ceilings for campaign financing: one for 
candidates running at the \"mohafaza\" or governorate level 
and another 

or district level. 


6. (C) Another part of the draft law now in need of revision 
is the gender quota 

group of candidates running together on a parliamentary 
\"list\" be women. This quota will now apply only to those 
candidates running at the \"mohafaza\" level 

Tabet. 


GETTING TO "YES 


7. (C) "Reaching a unanimous agreement over one single 
electoral system was very difficult 

members initially expressed reservations about this mixed 
system. For example 

faculty of Beirut\'s University of Saint Joseph 

bypassing the issue of drawing electoral district boundaries 
altogether. (None of the commission members is a 
topographer 


8. (C) American University of Beirut professor Nawaf Salam 
a Sunni Muslim close to Siniora and the Hariri family 

the main advocate on the commission of a mixed electoral 
system. Salam 
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50-50 split between candidates elected at the \"mohafazah\" and 
\"qada\" levels. Tabet claimed to have \"strongly\" opposed this 
option 

\"qada\" level. Lawyer Ziad Baroud -- the commission\'s other 
Maronite member 

the districting issue -- at first opposed dividing Mount 

Lebanon into two units. Baroud wanted to keep the Mount 
Lebanon \"mohafaza\" united 

effective Christian representation in Parliament. 


9. (C) Tabet told us that the commission 

disagreements now in the rear-view mirror 

final draft law to the Prime Minister by the end of May. 

Until then 

information to the media 

discussions are still ongoing and that no agreement has yet 
been reached. Tabet expected the cabinet to endorse the 
draft law without amendment 

parties.\" He expressed relief that all members were finally 
able to reach agreement 

extremely tough over the past couple of months 

us could take it anymore.\" 


COMMENT 


10. (SBU) This apparent consensus on the commission -- in 
which all of Lebanon\'s major confessional groups are 
represented -- is a relief. The commission\'s work has seen 
several extensions of an original deadline of early January 
as well as the brief 

members (including Tabet). The mixed system they have 
adopted will make for a challenging public awareness campaign 
once the draft law is made public and submitted for approval 
(first to Siniora\'s cabinet 

pressure from grass-roots constituencies for electoral 

reform 

the current electoral law -- will have little incentive to 

change the status quo. We are in touch with civil society 
organizations to develop an aggressive public relations 
strategy to accompany the roll-out of this draft. End 
Comment. 

FELTMAN 


64756 

64757 

checks for more than NIS 5000. If they report any suspicious 
names to the Israel Money Laundering and Terror Financing 
Prohibition Authority (IMPA) 

criminally liable for any connection the funds might have to 
terror finance. 
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5. (S) The banks are also demanding not to be held liable 
for any check not directly written or received by one of 

their customers. For example 

something from an Israeli who is a customer of Mizrahi Bank 
and gives him a shekel check written on his Palestinian bank 
the Mizrahi customer will deposit it in Mizrahi 

send it to BH or IDB for clearing. BH and IDB want Mizrahi 
Bank to bear any liability that may arise as a result of the 
funds represented by that check 

liability themselves. They are only willing to assume 
responsibility for a check written by or to one of their own 
customers. Zaken said that the GOI is likely to agree 

has not yet notified the banks of this. 


6. (S) In addition 

to issue a statement saying that not all Palestinian entities 
should be considered to be terror-supporting 

should be no hesitation to work with those which do not 
support terror. Finally 

Department issue a public statement -- as U/S Levey said he 
would consider doing in an earlier meeting with Fischer. The 
purpose of the statement would be to raise the V'comfort 
level\" of BH and IDB by explaining that the USG is satisfied 
with the efforts of the GOI and the Israeli banks to combat 
terrorist financing 

be held liable by the USG for involvement in such activities. 


7. (S) Zaken said that in preliminary discussions 

have not given the proposed package of measures a very warm 
reception. He explained that the GOI understands that the 
bank managers have a fiduciary responsibility to act in the 
interests of shareholders 

them to explain why it is wise for the bank to remain in a 
low-profit business that exposes it to major risk. Zaken 

noted that the banks may get some unspecified future 
concessions from the GOI on an unrelated issue if they agree 
to serve the national interest by continuing the 

check-clearing service. He expressed great discomfort at the 
BOI being involved in these negotiations at all 

conflict of interest inherent in trying to get such a major 
\"favor\" from those whom the ΒΟΙ supervises and regulates. 


Column 3 


8. (5) When asked directly whether or not the banks will 
accept the package 

major problem is that none of the proposals deals with the 
issues that would arise if a family member of the victim of a 
terrorist attack decides to sue one of the banks. Zaken said 
that no government can indemnify a bank against a private 
lawsuit. When pushed 

would reluctantly be willing to live with that. The package 
will be finalized the week of May 22 

be translated into English and sent to the Embassy. Zaken 
will also contact Treasury then to discuss a possible public 
statement. He noted that he understood how important it is 
to move quickly to resolve the issue well before the BH 
deadline of July 5. He also said that the proposals he 
described are not yet finalized 
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it could pull out of the State Union structures 

a boycott that would hamstring the already 
largely dysfunctional State Union. End Summary. 


2. (SBU) In a private conversation with the 
Ambassador on May 17 

Stojkovic said that if the pro-independence vote 
prevails 

pass amendments (with the force of 
\"constitutional laws\") to the Law on Serbian 
Government ministries creating at least two extra 
ministries ? defense and foreign affairs ? even 
before the new Constitution is adopted in Serbia. 
The three member SaM Supreme Defense Council 
which is the collective Commander-and-Chief of 
the SaM armed forces consisting of members from 
both republics would also have to be 

restructured. The GoS has not been willing to 
pronounce itself on how it will handle either 


Column 3 

outcome. It has refused our offer to discuss 
clarifying a stable post-referendum process while 
privately reassuring us that everything will 

remain calm and there will be no significant 
problems. The prime minister and president\'s 
office 

the MFA have allto some degree assured us that 
there will be no dramatic showdowns. 


3. (U) Earlier this week 

called on Belgrade and Podgorica to begin a 
dialogue on their future relations immediately 
following the referendum 

outcome. Brussels also publicly acknowledged for 
the first time that independence would not hinder 
or slow Montenegro\'s drive for EU membership 
undercutting a critical key argument of the pro- 
Union bloc. 


4. (SBU) If it wins the referendum 

indicated that it will move forward on 
independence as quickly as possible 

patient and pragmatic in order to assist asmooth 
transition. It has communicated to the USG and 
other internationals that it is ready to adopt an 
international persona immediately. Nonetheless 
it remains wary that Belgrade will attempt to 

stall secession negotiations 

as necessary only to deal with \"formalities\" and 
a few \"unsolved issues.\" The GoM will not wait 
long to declare independence -- certainly not 
past July 13 (Montenegro historical 
independence day). According to two close 
advisors to Serbian PM Kostunica advisor 
Belgrade anticipates a protracted secession 
discussion with Podgorica in the event of 
independence 

the mood to compromise. Kostunica himself told 
the Ambassador that he would accept the outcome 
of the referendum and will be prepared to V're- 
model" the relationship between Montenegro and 
Serbia after the referendum. 


5. (SBU) The GoM leadership has repeatedly 
signaled that 

for independence 

capitalize on a V'grey zone\" result. It is very 
likely that they will withdraw Montenegrin cadres 
from State Union institutions after a V'grey zone V 
result 

following a failed effort to negotiate a union of 


Column 3 
independent states with Serbia. 


6. The SaM Foreign Ministry is largely a Serbian 
artifact already; although many SaM embassies 

would see their Montenegrin COMs depart. We 

believe that neither republic would take 
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irresponsible steps endangering the defense 
forces 

military is already effectively divided between 

the republics. The greatest impact would be on 
the SaM Council of Ministers and parliament. 
While assigned a generally marginal function 
institutions have passed a small number of laws 
of interest to the international community and 

the USG (e.g. 

are currently needed to formally fill gaps in the 
leadership of the Defense and Foreign Affairs 
ministries and ratify international agreements. 
Essentially 

dysfunctional to nonfunctional 

new relationship between Belgrade and Podgorica 
could be agreed - or Belgrade abandons the State 
Union as well. 


6. (SBU) Comment: In the case of independence 
legal and political confusion and uncertainty 

will certainly ensue. The US and other 
international actors (especially the EU) could 
play an important role in maintaining calm and 
responsible dialog between the republics as they 
Sort out the myriad items they would have to 
address. The need for international community 
intervention 

even more urgent in the case of a grey zone as 
the two republics move to re-define their 
relationship. 


POLT 
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continuing threat to people\'s lives both in and beyond 
Chechnya 

the entire North Caucaus region brings special dangers with 
it" His discussion of the implementation of socio-economic 
\"rights\" relating 

reflects an approach different from that of the U.S. but one 
that has political resonance here. He also put clear 
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emphasis on some serious problems in the area of civil and 
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political rights. In the section on freedom of speech 

example 

ofthe mass media and the public has problems with access to 
objective information (\"Unfortunately 

VEkho Moskvy\' radio station is no more than an exception" in 
Russia\'s electronic media landscape). He also discussed the 
problem of nationalism and xenophobia in Russia and 
criticized law enforcement\'s response to the issue and noted 
the publicVs lack of trust in the judiciary 

concerns with the objectivity of the courts in cases against 

the authorities. He also highlighted serious human rights 
problems in the military. 


6. (SBU) We would call attention to several comments Lukin 
made in the report that provide a good sense both of his 
nuanced approach to his duties and some of his outspoken 
criticism: 


- VPolitical judgments are beyond the competence of the 
Ombudsman. Nonetheless one cannot avoid directing attention 
to the fact that the restructuring of the system of state 

power that continued in 2005 

the growth of the extremist terrorist threat 

with full understanding in Russian society and was evaluated 
by a part of the citizenry as entailing the destruction of 

their constituional rights and freedoms. However 

Constitutional Court of the Russian Federation did not agree 
with those apprehensions.\" 


- As a conclusion to the \"General Assessment 

\"All this gives grounds for cautious optimism with regard to 
the mid- and long-term prospects for the establishment in 
Russia of a socially responsible democratic state and a 
mature civil society.\" 


- V...representatives of political forces regarded as 
oppositionist systematically encounter substantial hardships 
in trying to communicate their point of view to the broad 
public in the programs of federal television. Once again on 
those channels one point of view is being generally asserted 
with regard to what is happening in the country and the 
world 

is only weakly represented in live programming. This is a 
harmful and dangerous tendency. V 


7. (C) Many human rights activists see Lukin as being 
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insufficiently critical οἱ the Kremlin 

such as Aleksandr Petrov of Human Rights Watch 

doing a better job than expected. In addition 

recognize that he remains among the few channels they have to 
the authorities. Some note that his cautious approach 
sometimes gives them an indication of what can realistically 

be achieved on human rights issues. 


EMBASSY TIES 


8. (C) Lukin is a useful Embassy interlocutor on human rights 
issues. In a January meeting with DRL A/S Lowenkron (ref В) 
he voiced his concerns about the first draft of the 
controversial NGO legislation and noted that his office had 
seen an increase in complaints of human rights violations. 

In а recent meeting 

possible with other governments and to consult with relevant 
GOR officials on USAID\'s more controversial projects. He 
also suggested working on issues of concern to the GOR 

as discrimination against persons with disabilities. He has 
been an important interlocutor on broader issues 

Russia\'s relations with its neighbors (ref C). 


COMMENT 


9.(C) Lukin is not as outspokenly critical as many civil 
society activists would like 

He has taken important stands -- both publicly and privately 
-- on key human rights issues. He has good Kremlin access 
and a well-developed sense of what is realistic in light of 
Kremlin policies. His upcoming U.S. visit will provide an 
excellent opportunity to exchange views with an official with 
some ability to influence developments 

in which we might work constructively on the human rights 
situation in Russia. 

BURNS 
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thought the latter approach would harm democrats in general 
including Kasyanov 

as simply counting on his previous government experience to 
attract support without offering a specific program. It 

would be better 

now with other democrats. 


4. (C) In response to the Ambassador\'s question about 
President Putin\'s May 10 address to the nation 

thought it had been disappointing. While praising Putin for 
raising difficult issues like the country\'s demographic 
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problems 

example 

simply result in the further \"Islamization\" of Russia since 
most of the government\'s subsidies would likely go to women 
who were already predisposed to having large families. 
Corruption also had to be addressed. Belykh said 
corruption\'s effects could be mitigated by increased 
political competition 

societies. In authoritarian systems the problem becomes 
entrenched 

in concert with businessmen seeking official favors. 
Nonetheless 

popular among many Russians because of its emphasis on 
building up the military 

protecting the nation. That was \"scary 

without further comment. 


5. (C) Turning to issues beyond Russia 
the opposition in Belarus had shaken up society there 
had not been fully prepared for the government\'s strong 
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interference during the March electoral campaign or for its 
subsequent onslaught against opposition members. While it 
was true that Aleksandr Lukashenko had cheated during the 
elections 

probably supported him. Much of that support could 
dissipate 

on Belarus 

other economically-related subsidies. Belykh subscribed to 
the view that personal relations between Putin and Lukashenko 
were poor. Nonetheless 

the current state of relations between the two countries\' 
leaders. 


6. (C) On Russian attitudes toward the U.S. 

suggested that Washington should offer a more consistent 
message regarding its Russia policy. In the past 

been relatively simple to distinguish between the Republicans 
and Democrats in Washington 

even among Republicans 

cancellation of the G-8 Summit as an example. Pointing to 
Vice President Cheney\'s speech in Vilnius 

thought it had been crafted for U.S. domestic consumption 
mainly to stem criticism from the Democratic Party. Belykh 
thought that Washington had to decide whether energy or 
democracy was more important in this part of the world. 


Column 3 
IRINA ΚΗΑΚΑΜΑΡΑ 


7. (C) The Ambassador also met with Irina Khakamada of Our 
Choice on May 16. Responding to the Ambassador\'s questions 
about her association with Kasyanov and prospects for 
democratic unity 

politician in the traditional sense 

mobilize resources to achieve goals. He would be able to 

rely upon his previous government experience 

ties to supporters and other contacts 

a positive direction. Khakamada acknowledged that Kasyanov 
had little public support at the moment (roughly one 

percent) 

including constraints on media access that limited his public 
exposure 

more concerned about materialism than politics 

continuing machinations of Presidential Administration Deputy 
Head Vladislav Surkov. 


8. (C) More broadly 

opposition would continue to coordinate its activities 
especially atthe local and regional levels 

genuine unity among the parties was unlikely. She pointed to 
the relative success of the opposition in the Moscow city 
elections last December as an example of tactical 
cooperation 

its supporters in United Russia 

the opposition to compete. She cited specifically the 
imposition of a 10 percent threshold for entering the Moscow 
city legislature. The opposition had encountered similar 
obstacles during local and regional elections in March. 


9. (C) On Putin\'s address to the nation 

that the President\'s remarks reflected the views of the 
\"political-ideological class\" and characterized PutinVs 
leadership style as V'instrumental democracy.\" Although 
Russia\'s economy was doing reasonably well 

momentum could be sustained without corresponding progress on 
building democracy. In the absence of stronger democratic 
institutions 

any case 

majority of Russians would understand all the nuances of 
Putin\'s address and would hear only what they wished to hear. 


10. (C) Asked about the U.S. role in Russia 

that the situation was complicated. The Russian media had 
virtually reverted to the Soviet period when anti-American 
sentiment abounded. The conflict in lraq 

the \"color\" revolutions in Ukraine and Georgia 

U.S. activism on issues affecting Moscow\'s interests rubbed 
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Russians the wrong way. More consistency would also be 
helpful. Khakamada said public criticism of Russian policies 
was not helpful 

structure was less pliable and more self-confident than 
during the Yeltsin era. In spite of the cooler bilateral 
relations 

well as coordination on other practical issues. Maintaining 
mutual trust in these areas could eventually improve the 
atmosphere for discussion of more sensitive political issues. 
BURNS 
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Hamyani allegedly alerted other members of the terrorist cell 

that a Redal vehicle was departing the Redal Company building 

in the Rahma quarter in Sale. Fikri also identified ΕΙ 

Hamyani as being someone whom Fikri met in the Abu Yahya camp 
and who lived in New Jersey and was married to an American 
citizen. 


5. (S) Fikri explained further that ΕΙ Hamyani took part in 

the operations of the cell in order to raise funds to take to 
Afghanistan. Similarly corroborating witness statements have 
been provided by the individuals referenced above. The 
statements associate El Hamyani with other terrorist plots as 
well. Authenticated copies of these statements have been 
provided to Legatt. 


Deportation 


6. (S) The US routinely deports Moroccans 

unescorted 

criminal statutes. The GOM would likely jail El Hamyani on 
arrival and hold him until his trial. Establishing new 

conditions for the deportation of terrorist or criminal 

suspects to Morocco could have far-reaching consequences for 
US law enforcement efforts and cooperation. It could 

establish an important new precedent and set Morocco apart 
from how similar countries are treated by the US with regard 

to deportation. 


7. (S) Based on past experience 

will provide assurances about the possible treatment of El 
Hamyani upon his return to Morocco. The Mission sought 
written assurances from the GOM concerning the return to 
Morocco of detainees from Guantanamo 

two groups in 2004 and 2005. The GOM provided oral 
assurances that the returnees would be treated by the 
judicial system in accordance with Moroccan law (one of the 
Guantanamo returnees is in prison 

on bail pending additional judicial action). The Moroccan 


Column 3 
parliament passed a law criminalizing torture in March 2006 
(reftel). 
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security forces. Yousef said more work would need to be done to 
enforce the rule of law and to purge the government -- at all 
levels -- of corruption. Once the government was formed 
security situation would be solved 

begin its job of providing basic services 

and water 


6. (C) While no specific group will ever be happy with the 
outcome in Baghdad 

anticipate that some sort of solution would come about from 
negotiations in Baghdad. They see problems in Baghdad 
contributing to violence and unrest in the province 

affecting resident\'s ability to receive basic services. While 
adequate representation of minorities in the new government 
remains a concern for many in Ninewa 

contacts is very clear: the hope that a permanent central 
government can help create security and stability in Iraq. 
GRANT 
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hydrocarbons extracted from a field and is calculated on the 
same basis as a royalty. The BRV reserves the right to 

reduce the extraction tax to 20 percent. The extraction tax 

will apply to PDVSA and joint ventures as well as the 

strategic associations. Companies may deduct the amount that 
they pay in royalties from the extraction tax. Thus 

strategic associations will pay a royalty and the difference 
between the extraction tax and the royalty rate. The result 

is a de facto royalty rate that is higher than the 30 percent 
stipulated in the Hydrocarbons Law. The widely respected 
partner of a local Venezuelan law firm that specializes in 
energy law told Petroleum Attache (Petatt) on May 16 that she 
believes the BRV decided to seek the extra three percent when 
the oil companies with Operating Service Agreements (OSA) 
acquiesced in an additional 3.33 percent royalty over and 


Column 3 

above the 30 percent royalty during the migration to joint 
ventures (Reftel A). (NOTE: The bill also created a 30 
percent royalty rate that would be applied to the 
associations with the option of lowering the rate to 20 
percent. Given the extraction tax 

basically irrelevant. END NOTE) 


4. (C) The bill also established an export registration tax 
that is equivalent to .1 percent of the value of all 
hydrocarbons exported from Venezuelan ports. In order to 
comply 
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volume 

prior to sailing. (COMMENT: We have yet to find someone who 
understands the rationale behind this tax. The BRV has 
repeatedly stated the tax is not designed to raise revenue 

and PDVSA is the principal exporter of hydrocarbons in 
Venezuela. Assuming that the strategic associations are 
migrated to joint ventures in which PDVSA holds a majority 
stake 

exports. END COMMENT) 


5. (C) According to the partner at the Venezuelan firm 
strategic associations do not have a legal basis to fight the 
income tax increases or the new extraction tax. An 
ExxonMobil executive also told Petatt on May 17 that his firm 
did not believe it had a legal basis for opposing the tax 
increases. The attorney stated 

strategic association agreements has some form of indemnity 
clause that protects them from tax increases. Under the 
clauses 

increase in taxes. However 

certain level of economic damage must occur. In order to 
determine the level of damage 

formulas that 

current high oil prices 

increases will create significant enough damage under the 
formulas to reach the threshold whereby PDVSA has to pay the 
partners. The attorney speculated that even if the damage 
threshold was met 

ask PDVSA for payment. 


6. (C) Despite the tax increases 

strategic associations still offer a sufficiently lucrative 

rate of return for the IOCs. Klaus Nusser 

PDVSA finance official 

a sensitivity analysis on Cerro Negro and Sincor to review 
the change in internal rates of return (IRR) as a result of 
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tax and royalty increases. According to Nusser 

would have to drop below USD 35 per barrel for the companies 
to earn less than a 15 percent IRR 

royalty and 50 percent income rates. 


7. (C) Under the OHL 

Venezuela is a joint venture in which PDVSA has at least a 
5196 stake. The joint venture under the OHL is subject to a 
30 percent royalty rate 

the new extraction and exportation taxes. As is clearly 
indicated by the forced migration of the Operating Service 
Agreement fields and the recent changes in the tax and 
royalty structures for the strategic associations 

wants to apply the OHL model to existing investment as well 
as future investments. A special National Assembly 
commission that is investigating the Apertura (the 
internationalization and privatization of the Venezuelan 
petroleum sector) issued a report in early May that 
specifically requested that the executive branch V'revoke any 
agreement that prohibits the BRV from controlling the 
operations in the Faja\". At this point 

associations meet all of the modelVs requirements except the 
joint venture structure with majority control held by PDVSA. 


8. (C) It is not clear how great a stake the BRV will want 

to take in the strategic associations. Although the OHL 
mentions a minimum stake of 51 percent 

companies with Operating Service Agreements to migrate to 
joint ventures in which PDVSA had at least 60 percent stake. 

In one case 

venture. What is clear is that that some companies will not 
accept a dilution of their equity. A senior Chevron 

executive told the Ambassador on May 16 that his company will 
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not accept a dilution of its equity. He stated Chevron would 
not accept a dilution under any circumstances even if it was 
offered a significant expansion in its strategic 

association\'s acreage and production. He claimed Chevron is 
not interested in investing significant sums in Venezuela due 
to legal uncertainties. The executive stated his greatest 
fear is that the BRV would offer Chevron a major project in 
the Faja since it would be difficult for Chevron to turn the 
project down. The ExxonMobil executive also told Petatt on 
May 17 that his company is not interested in expanding its 
strategic associations operations and that it would not 


Column 3 
consider a dilution of its equity. 


9. (C) A Statoil executive told Petatt on May 18 he believes 
the BRV will seek to secure at least 51 percent equity in the 
strategic associations. He stated there was a variety of 
incentives the BRV could offer including increased 

production. When Petatt raised the possibility that some 
companies may not be interested in increasing investment 
executive acted surprised but admitted that was possible. He 
speculated that the BRV would engage in negotiations with the 
companies over the issue of equity but declined to speculate 
on what would occur if no agreement was reached. (COMMENT: 
Although he did not specifically say it 

with the impression that Statoil is still interested in 

expanding Sincor and that it would be willing to give up 

equity in order to do so. The official implied that 

increased production would also be an option that Statoil 
would be willing to explore. As reported in Reftels 

has maintained a good working relationship with the BRV and 
definitely would like to see a major expansion at Sincor. END 
COMMENT) 


10. (C) Two additional factors further muddy the waters for 
the strategic associations: acreage and recovery rates. The 
National Assembly report harshly criticized the Sincor 
strategic association for using more acreage than it was 
allotted and overproduction. The report called for the 
executive branch to limit that acreage for each strategic 
association to 250 square kilometers. The Statoil executive 
believes the BRV will make this adjustment to the 
associations\' acreage in the next six months. 


11. (C) According to the Statoil executive 

acreage would also force the strategic associations to 
increase their recovery rate in order to maximize the use of 
their upgraders. (NOTE: Recovery rate is the amount of oil in 
place that will be produced from a reservoir. END NOTE) Тһе 
National Assembly report harshly criticized the recovery rate 
for the associations 

and 10 percent. The report blamed the low recovery rate in 
part on the vast amounts of acreage that the associations 
have. The Statoil executive stated there was truth to this 
since large amounts of acreage allow the companies to rely on 
natural flow 

agreed that restricting the acreage would force companies to 
rely on technology to raise the recovery rate for the smaller 
area. 


Column 3 

12. (C) Both the National Assembly report and the BRV have 
stated the strategic associations must raise their recovery 
rates. The report encourages the executive branch to demand 
that the companies increase in a \"significant and immediate 
manner\" their recover rate. The report notes that Sincor and 
Petrozuata agreed to use steam injection in order to raise 

the recovery rate of their respective fields when they 

secured congressional approval for their respective projects. 


13. (C) Forcing the strategic associations to use steam 
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injection in order to raise recovery rates creates a whole 

new set of problems. The Statoil executive noted that 
although there are technologies that are promising 

them have been tried in Venezuela. As a result 

introduction of these technologies would require a 

significant testing period. The executive also admitted that 
the introduction of steam injection would require a 

significant amount of investment. Given the legal 
uncertainties surrounding Venezuela 

imagine that the companies will be enthusiastic about making 
these investments. In addition 

out that the recent downgrading of the association\'s bonds by 
rating agencies and a sharp drop in their bond pricing will 
make it difficult for the associations to obtain financing. 
Finally 

contract labor are also substantially higher than when the 
strategic association projects were constructed. (COMMENT: 
Increased financing 

the attractiveness of significant expansions in the current 
strategic associations\' operations as well as new greenfield 
projects. END COMMENT) 


14. (C) Up until this point it appeared that the BRV would 
seek to migrate the strategic associations to the OHL model 
before turning its attention to the Exploratory Round 
projects. However 

the BRV may be trying to migrate both groups in tandem. 
According to the executive 

Italian oil company ЕМІ out of the Corocoro project 
(ConocoPhillips 32.5 percent 

percent 

PDVSA would have majority control of the project. It is not 
clear if PDVSA is also negotiating to purchase ENIVs 30% 
stake in the Golfo de Paria Este project. 
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15. (С) Assuming that the BRV\'s goal is to migrate the 
strategic associations to joint ventures with PDVSA holding a 
majority stake 

do it. Ifthe BRV wanted to maintain good relations with the 
IOCs 

migrate. The two incentives that first come to mind are 
additional investment opportunities and additional 
production. Based on the paragraphs above 

at least some of the IOCs are not sure if they are interested 
in either 

Venezuela. Another option is for the BRV to purchase the 
additional equity in the strategic associations. However 
given the sheer size of the projects 

that the BRV would be willing to pay the vast sums required. 
The fact that the BRV was unwilling to pay OSA companies cash 
for lost value during their migration also does not bode well 
for an outright purchase. In the case of the OSAs 

the companies could hope for was a voucher to be used for 
future investment. Bonds or tax credits could also be 
options but it is not clear that the companies would find 
these particularly attractive unless they were liquid. 


16. (C) On the stick side 

firm told Petatt on May 18 that the BRV has a number of 
options. It could 

audits to make life quite uncomfortable for the IOCs. In 
addition 

strategic association agreements violate Article 22 of the 
OHL that specifically reserves the exploration 

and marketing of hydrocarbons to the State. The BRV would 
have to argue that prior congressional approval (as well as a 
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Supreme Court decision in the case of the Exploratory Round 
fields) were somehow invalidated by the OHL. The BRV could 
then argue that it was merely regularizing the agreements. 
Another option would be the closing of a loophole in Article 
57 of the OHL that allows the strategic associations to have 
equity oil and market their production on the grounds that 
syncrude is not a natural hydrocarbon for the purposes of the 
OHL. According to Venezuelan attorneys 

could do this via presidential decree. If the BRV closed the 
loophole 

output to PDVSA or one of its affiliates. (COMMENT: It is 

not clear what impact this would have on the associations 
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long term supply contracts. END COMMENT) 


17. (C) Given the BRV\'s track record and the OSA migration 
we expect them to enter into negotiations with the IOCs. At 
some point 

as the BRV likes or go in the preferred direction 

the BRV to begin wielding a stick. One possible determining 
factor in terms of deadlines is the coming elections in 
December. We believe a speech in which President Chavez 
announced that the BRV was reclaiming title to all of the 
country\'s reserves is too enticing to put off until after the 
elections. We would also note that the BRVVs brinkmanship 
has been remarkably successful. Beginning in September 2004 
with the increased royalty for the strategic associations 

until the recent forced migration of the OSAs 

administration has achieved all of its goals. High oil 

prices as well as the fact that it is difficult for IOCs to 

Secure access to reserves has set the stage for the success 
of these tactics. However 

attest 

stop. The question now is whether the BRV knows its limits 
or not. 
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join the government in the near future and receive the Social 
Welfare ministry currently being held in reserve by PM 
Olmert. He described such a step as V'very important 

it would provide cover for Shas to support convergence as 
well as allow Olmert to consider bringing Meretz into the 
government -- at the minor expense of one ministry from 
Kadima -- without offending orthodox Jewish voters. When 
asked by the Ambassador about the Shas position on 
convergence 

reservations 

agreed to join the coalition on the basis of OlmertVs 
election-night speech 

fended off more far-reaching proposals from Labor 

also made clear to Shas that there will be \"no fooling 
around\" with convergence (which Turbowicz calls the 
Vrealignment plan\"). 


3. (C) Turbowicz described his experience as KadimaWs chief 
negotiator in some detail. He said that PM OlmertVs focus 
had been on Labor from the beginning 

on keeping all options open 

from Labor that they would still serve in the government if 
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Yisrael Beiteinu joined. Turbowicz expressed no regret that 
Yisrael Beiteinu leader Avigdor Lieberman had remained in the 
opposition 

cohabitation\" with Labor. He noted that tne Labor 
negotiator 

for rapid completion of coalition talks. Turbowicz admitted 
that Kadima had leaked news of parallel discussions with 
other parties to increase the pressure on Labor. He 
described negotiations with the Pensioner Party as 
Vrelatively easy.\" 


4. (C) Turbowicz expressed satisfaction that the cost of the 
coalition had been -- in Israeli terms -- extremely low. He 
lauded the new government\'s commitment to maintaining 
budgetary and fiscal discipline 

concessions during coalition talks resulted in V'one of the 
cheapest governments in recent history.\" He admitted that 
the exception to this rule would be an agreement with UTJ 
which would require a more \"generous\" outlay of public 
funding in comparison to the number of votes it will bring to 
the coalition. 


5. (C) Turbowicz said that he had spent four years in the 
United States (1986-90) 

Harvard on an ITT (later Fulbright) scholarship 

a private law firm in New York City. His specialty was 
international trade and contract law. He claimed that the 
experience V'really changed my life in a profound manner." 
Turbowicz said that he had never really considered government 
service until 1990 

become his legal adviser. Turbowicz accepted the position 
under three conditions: the ministry had to air-condition his 
office 

New York to Jerusalem. In 1992 Turbowicz began what was 
originally conceived as a temporary appointment to head the 
GOIVs small antitrust office. After a number of initial 
successes 

excellent English 

when discussing technical political issues. Turbowica is 
extremely affable with a well-developed sense of humor. 
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range of bilateral and international issues during advance 
talks in Washington on May 15-16. Turbowicz maintained that 
\"Iran is an existential threat to the world 

Israel. Despite the Israeli public\'s preoccupation with 

other issues and the fact that they are used to living under 
constant threat 

developing a nuclear weapons capability. He revealed that 
Olmert does not plan to raise specific economic issues 
adding that a GOI proposal to discuss joint development of 
alternate energy sources had been dropped to maintain focus 
on the major issues. 


2. (C) The Ambassador raised a number of other issues that 
remain important 
during Olmert\'s visit: 


-- Agreement on Movement and Access (AMA): Reiterating points 
already made with several GOI cabinet ministers 

Ambassador urged the GOI to name participants for a security 
working group meeting that USSC LTG Dayton has proposed for 
June 7. He also stressed that the EU Border Assistance 

Mission requires Israeli agreement to the customs protocol to 
better control the flow of goods at Rafah. 


-- Anti-trafficking efforts: Noting that he had raised this 
issue with Weissglas 

DefMin Peretz and others 

GOI expeditiously approve pending legislation to criminalize 
trafficking in labor. Turbowicz replied that Olmert had 
already made clear that he expected the government to \"do 
much more\" to combat trafficking and to fully enforce the 
law. Turbowicz welcomed the USG\'s focus on preventing 
trafficking 

because they аге in Israel's own interests 

trafficking from the Sinai remains a problem. 


-- Magen David Adom (MDA): The Ambassador urged the GOI to 
take the necessary steps to facilitate the MDA\'s accession to 

the International Red Cross/Red Crescent Movement. He added 
that there are still a number of issues remaining on internal 

MDA reform and from the MDA-Palestinian Red Crescent MOU that 
need to be resolved prior to the June 20-21 meeting in 

Geneva 

on May 31. Having made similar points with FM Livni and 

others 

progress on this issue 

American priority for decades. Turbowicz replied that he was 


Column 3 
unfamiliar with the details of the MDA question 
check on the status. 


3. (C) Bio notes and Turbowicz\'s views on coalition dynamics 
are reported septel. 
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be undertaken over the next 10 years. The end goal of the 
plan is to eliminate the practice of hiring little girls as 
maids 

re-integrate them into society. 


5. (U) In order to create 

worthy of its children\" the plan of action will require 

broad participation. Delegates from the Ministries of 
Justice 

Secretariat of State in Charge of Literacy and Non-Formal 


SIPDIS 

Education took part in the conference and voiced 
wholehearted support for the project. Also in attendance 
was a representative of the Bureau of National Security who 
spoke at length on his office\'s desire to be involved in the 
effort. He expressed the need for all Moroccan citizens to 
come together and speak out against the practice. 


6. (U) In addition to government entities 

recognized the need for participation of NGOs in the 
endeavor. The GOM is working closely with United Nations\' 
Children\'s Fund (UNICEF) 

Elimination of Child Labor (IPEC) 

States Department of Labor funded child rescue project) 

of which are playing a vital role in the plan by offering 
technical assistance or expertise. 


7. (U) The diverse strategies of the plan of action aim to 
do more that just prohibit the employment of child maids in 
Morocco. The seven-pronged program will include: 
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--new legislation already in the works to regulate all 
domestic help 

--an awareness campaign to enlighten Moroccans about the 
dangers of placing their daughters in domestic servitude 
--development of a specialized program to reintegrate the 
young girls into the national school system and improvement 
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of the system of education overall 

--development of a method to monitor domestic labor 
--establishment of partnerships with organizations already 
withdrawing girls from domestic work 

--lending financial assistance to families of potential 

child maids in economic distress by making available micro- 
credit loans 

--creation of a unit for the \"Protection of Children\" pilot 
program through the INDH in Casablanca followed by units in 
Tangier 

remove girls from the labor market and monitor their 
situation after the removal. 


8. (U) In its December 2005 report 

(HRW) strongly criticized Morocco\'s child labor practices 
claiming that Morocco has one of the highest child labor 
rates in the Middle East and Africa.\" The report documented 
cases of girls 

a week for less than a dollar a day. The GOM itself admits 
that there is a problem and in 2005 released a report saying 
that over 600 

in Morocco 

Secretary Baddou 


SIPDIS 

issue with the report saying that \'HRW\'s figures and 
comparisons are exaggerated and lack credibility" and that 
they sought no input on the subject from the GOM before 
publishing their report. 


9. (SBU) Morocco\'s new plan of action is an ambitious 
attempt to force Moroccan society to examine the all too 
common practice of considering poverty-stricken children as 
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part of the workforce and not the educational system. The 
practice of sending young girls to work as maids is as much 
a cultural issue as an economic one. Baddou\'s plan 
addresses these problems and more 

numerous branches of the government and social sector 
may be assuring wider involvement. Some NGO and civic 
leaders are skeptical that the plan will make a difference 
and cite the fact that minimum age of employment in Morocco 
is already set at 15 and what Morocco needs to do is merely 
enforce its current laws. 


10. (SBU) Since coming into office in 2004 Baddou has been 
an outspoken and well respected advocate of children\'s 
rights. She was one of the forces behind last summer\'s 
media campaign to bring the issue into public consciousness 
joining NGO leadersY efforts to return abused maids to their 
families after withdrawing them from their abusive employers 
homes and marching in rallies to show support of the issue. 
While there is a healthy bit of skepticism 

community and even among mission officers 

feeling that if Baddou can insure collaboration on the 

project it may stand a good chance given other reforms 
recently seen in Morocco. 
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fair elections\" there whose results would be \"acceptable to 
all." Like Haradinaj 

relations firms from Kosovo might be working on the 
Macedonian election. He added that he could not discount 
that Kosovars could have other private and family interests 
in Macedonia. COM countered that even if Thaci could not 
control independent actions of his party members 

know that their actions will be seen as having been condoned 
by the party and as interference in the internal affairs of 
Macedonia. Thaci understood the message. 

GOLDBERG 
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seeking process. She also said that one of the strikers was 
granted asylum and another has been granted leave to remain 
as the father of an Irish-born child. On May 18 the Dean of 
the cathedral joined in the voices of calling for an end to 

the demonstration. With an ebbing of rationale for the 

protest and official calls to end it 

leverage 

will die in this church 

Comment. 
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3. (S) Project Manager for Economic and Humanitarian Aid to 
the PA Eli Avidar took issue with a British proposal to 

create a mechanism for the international community to donate 
to the Palestinian people. According to Avidar 

agrees in principle to the establishment of an 

internationally monitored fund or NGO to channel donations to 
Palestinians not involved with Hamas. He stressed that the 
GOI would not support any plan 

proposal 

reported that British diplomats had recently told him that a 
British delegation would soon travel to Washington to brief 
the USG on their proposal. 


4. (S) Avidar reported that on May 1 

attempted a few electronic fund transfers (EFT) into 
individual Palestinian accounts at the Bank of Palestine in 
Gaza. He characterized this action as a \"test run\" to gauge 
СОІ and international reactions before conducting large scale 
EFT into individual accounts. Avidar asked U/S Levey to warn 
Misr Bank against such activity by declaring that they are 

not operating according to FATF regulations. U/S Levey 
advised that it was not such a simple matter 

was not a designated terrorist organization in most parts of 
the world. U/S Levey asked MFA officials what they 
envisioned as the strategic &end-game 

a specific answer. (Comment. On May 17 

Terrorism Finance Director Udi Levi told Econoff that Misr 
Bank had not/not attempted the \"test run\" EFT that Avidar 
described above. Levi said that the GOI was closely 
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observing Misr Bank and that he would have been the first 
person in the GOI to be notified if 

had occurred. End Comment.) 


5. (S) In a free-flowing discussion that at times resembled a 
brainstorming session 

Directors General of the Foreign and Justice Ministries 

with the Treasury delegation in her Tel Aviv office. U/S 
Levey briefed the Foreign Minister on the Treasury 
Department's plan to include private financial institutions 

in a diplomatic campaign to financially isolate the 
government of Iran 

aimed at individuals or entities supporting terrorism and 
proliferation. Levey said that the USG intended to highlight 
Iranian regime &bad conduct8 to governments and financial 
institutions and underscore the risk to their professional 
reputation from doing business with Iran 

the Government of Iran 

behind front-companies. FM Livni asked if the Treasury 
efforts would occur in parallel to the U.S.-led action 

against Iran at the UN or separately. She suggested that 
Treasury\'s offensive could be a trial balloon for political 
action at the UN 

adopt a resolution against Iran. Livni said that she was 
Vnot optimistic about the international community" and was 
Vvery concerned\" about the Russians\' behavior regarding 
Iran\'s nuclear threat. She revealed that the Russian Foreign 
Minister had told her last week that the GOR would not allow 
the UNSC to give the U.S. permission to go to war against 
Iran. 


6. (S) FM Livni expressed her fear that Hamas will gain 
legitimacy as both a channel for international funding to the 
Palestinians and as a political partner for future 

negotiations with the GOI. To counter the legitimization of 
Hamas 

four months 

very hard line\" against foreign funding of Palestinian 
activities. U/S Levey asked 

a noose around Hamas 

take two to three months before any humanitarian crisis would 
emerge 

pressure and \"wait and see\" how Hamas responds. Concerned 
U/S Levey asked 
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Will there be violence and chaos or are we going to figure 

out a way to avert a humanitarian crisis?8 МОЈ Director 
General Abramovich suggested an international funding 
mechanism to be vetted by the international community to 
ensure that funds go to the Palestinian people and not to the 
Hamas-led PA. (The Israeli officials noted that they would 
not encourage international donors to donate even food to the 
PA because food is as fungible as money 

create the perception that Palestinians are starving.) FM 
Livni admitted that the plan is ambitious and noted there is 
international consensus that funds need to go to the 
Palestinian people 

an internationally acceptable solution. Continuing the 
brainstorming session 

and education systems are extremely problematic and wished 
that the international community 

these PA systems. She expressed her disdain for the 
Palestinian education system 

increase in religious extremist ideology in the curriculum. 
Moreover 

Palestinian system going 

to support the population 

bad options.8 Finally 

divided into phases of action 

should be used to create pressure on the Hamas-led PA before 
coming up with a longer-term plan -- &Let 

out.8 


7. (S) FM Livni remarked that the May 9 meeting of the 

Quartet will likely include a discussion of using the United 
Nations Relief and Works Agency (UNRWA) to transfer funds to 
the Palestinians. Since the UN does not consider Hamas to be 
a terrorist organization 

through UNRWA must have new conditions placed upon it 

as those that apply to assistance provided through USAID. 

She said that she will attend the World Economic Forum (WEF) 
meeting at Sharm el Sheikh on May 20-22 

Treasury Secretary Snow will also attend. She suggested that 
the WEF meeting might be an opportunity for further 

discussion of international donations to the Palestinians. 

The Ambassador remarked that PM Olmert was also scheduled to 
be in Washington on May 23. 


8. (S) Israel Money Laundering and Terrorist Financing 
Prohibition Authority (IMPA) Director Yehuda Shaffer then 
explained that small banks and money-changers in the 
Palestinian territories do not deal with U.S. banks and would 
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not be affected by U.S. Treasury Department actions. He felt 
that an international financial intelligence unit (FIU) must 
monitor those banks. MOJ DG Abramowitz suggested that the 
USG could help the GOI by setting up an FIU in the PA that 
would be monitored by an international body. U/S Levey 
responded that he was very wary of setting up such an FIU 
that Hamas could use as an example of its compliance with 
international demands. 


9. (S) Attendees at the first meeting with MFA officials 
included: 

Strategic Affairs Bureau Director Ambassador Miriam Ziv 
Nonproliferation and CT Department Director Yehuda Yaakov 
Nonproliferation and CT Department member Avivit Bar-llan 
North America Desk Director Dan Arbell 

PA Economic/Humanitarian Affairs Project Manager Eli Avidar 
Treasury U/S Stuart Levey 

Senior Advisor Adam Szubin 

Policy Advisor Kristen Hecht 

Financial Analyst Matt Epstein 

Regional Treasury Attach Brian Grant 

Econ Counselor and 

Econoff. 


The following Israeli and American officials attended the 
second meeting in the Foreign Minister\'s office: 
FM Tzipi Livni 

MFA DG Ron Prosor 

MOJ DG Aharon Abramowitz 

Ambassador Miriam Ziv 

IMPA Director Yehuda Shaffer 

Treasury U/S Stuart Levey 

Ambassador Richard H. Jones 

Senior Advisor Adam Szubin 

Policy Advisor Kristen Hecht 

Financial Analyst Matt Epstein 

Regional Treasury Attach Brian Grant 

Econ Counselor and 

Econoff. 


10. This cable was cleared by Under Secretary of the Treasury 
Stuart Levey. 
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Palestinian Authority (PA) President Mahmud Abbas until at 
least the end of the year 

fails 

negotiations with a partner the Israelis might concede more 
land than they would do through the independent action 
anticipated by the convergence plan. Without a partner 
however 

because by passively maintaining the status quo the GOI will 
significantly increase Israel\'s vulnerability to \"the 

terrorist and demographic threats." \"We\'ve got a good case 
Ramon said. \"We\'re not increasing the occupation 

pulling back and hopefully turning this dispute into one 
merely of borders." Ramon claimed that Abbas may respond to 
Israeli attempts to work with him by seeking to skip to the 
final phase of the road map 

loaded issues such as the release of some Palestinian 
prisoners from Israeli jails. The Israelis will not accept 

these demands 

of their progress with Abbas 

providing humanitarian aid to the Palestinians by delivering 
in-kind assistance (goods) 


2. (C) Ramon said that a special committee is currently 
thinking through various options for the GOI in the West Bank 
after convergence 

substantial Jordanian border passage (\"like Rafah\") in the 
Jordan Valley. He said that the passage arrangements might 
include Israeli and even third party observers. Ramon said 
that it is too early to decide whether or not to destroy West 
Bank settlements after Israel vacates them 

that the GOI will retain west of the separation barrier major 
settlement blocks such as Maale Adumim and Ariel 

claimed comprise approximately one percent of land in the 
West Bank. The Ambassador noted that even one percent could 
inhibit north-south movement for Palestinians 

\"reduction of obstacles to movement is one of our highest 
priorities.\" Ramon defended inclusion of Ariel by arguing 
that it would become like a \"balloon on a string" (i.e. the 
fence would protect both sides of the road leading to Ariel) 
and that tunnels under the \"string\" would allow N/S movement. 
On Maale Adumim 

construct a north-south highway for the Palestinians in the 
E-1 

of a billion dollars. Ramon also said that as part of its 
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aim to complete construction of the separation barrier by 
year\'s end 

number of Palestinians west of the barrier from their current 
level of approximately 6 

to between approximately 2 

acknowledged that this estimate does not include Palestinians 
living in Jerusalem. End note.) 


3. (C) Ramon said that he will move legislation forward to 
expedite the removal of illegal outposts. Firm action on the 
illegal outposts 

to garner international support for the convergence plan. He 
claimed that he will tell settler leaders who oppose this 
action 

promise to the Americans. | can only present compromise 
proposals to the U.S. government 

decide. He mentioned that he will chair a government 
committee that he intends to use to make it more difficult to 
build new outposts. 


4. (C) Other issues covered in the meeting 
trafficking in persons 

property rights 

septels. 
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regime.\" It was essential the GCC send a clear message to 
Iran that its actions were damaging the region. This message 
would be delivered by an Oman-led delegation to demonstrate 
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even though Oman was not as worried about Iran 

position. The delegation will stress the necessity of 

Iranian compliance with IAEA decisions and cooperation with 
the international community. A/S Hillen welcomed the GCC 
Iran initiative and said the U.S. hoped the GCC delegation 
would encourage Iran to behave more responsibly 

not only the GOIVs nuclear aspirations 

interference in the region. 


Column 3 
Kuwait to Press Iranian FM on International Cooperation 


6. (C) Shaykh Sabah Al-Khaled reported that Iranian FM 
Mottaki would visit Kuwait the week of May 21. He said 
Kuwait speaks frankly with Iran and has repeatedly told Iran 
there was no GOK objection to the peaceful use of nuclear 
energy 

with the IAEA. Al-Jarallah mentioned the possibility of 
parties exerting pressure on the regime 

from Rafsanjani during his April visit to Kuwait (and more so 
from his accompanying delegation) that they did not agree 
with the Iranian President\'s approach (ref B). He scorned 
the lack of substance in the Ahmadinejad letter to the 
President. He said in the long-term 

likely diverge from Iran\'s current direction. Shaykh Sabah 
Al-Khaled also mentioned anticipated visits by foreign 
ministers of Russia 

Hillen urged the Kuwaitis to pressure the Russians and 
Chinese on UNSC and international consensus on Iran. The NSB 
Director emphasized the need for UNSC permanent member 
consensus on lran 

distinct disadvantage. 


7. (C) NSC Doran agreed on the need for a common position 
on Iran. He said Iran continued to elude international 
restrictions 

enrichment and ignoring international controls. He briefed 

the GOK on EU-3 work on an incentives package to go along 
with a UNSC Chapter VII resolution. Iran must cooperate with 
the international community and recognize that the pursuit of 
nuclear weapons does not enhance its security. 


8. (C) Shaykh Sabah Al-Khaled advised the group that Kuwait 
would host in December (о/а December 11 - 12) a NATO-Istanbul 
Cooperation Initiative (ICI) meeting with the goal of 

bringing the other GCC states into the partnership. NSB 

Office Manager Shaykh Thamer Ali Al-Sabah added that the 
NATO-ICI meeting would also send a strong message to lran. 
(Note: Shaykh Thamer advised the Ambassador that the GOK was 
planning the ICI meeting to take place just after the 

Institute of Strategic Studies meeting in December in 

Bahrain. He also said that IISS conference head Chipman had 
advised the GOK that Secretary Rice will attend the Bahrain 
meeting. End note.) 


WhatVs Good for Iraq is Good for the Region 


9. (C) On Iraq 
support for the political process. A/S Hillen said the U.S. 


Column 3 

shared Kuwait\'s desire for a good outcome in Iraq and an 

Iraqi government not dominated by any element and free of 
Iranian influence. Al-Jarallah reported Kuwait had recently 
received Sunni delegations from Iraq 

Iraqi ShiVas in the south. He mentioned the GOK had received 
reports President Talabani had reached agreement with groups 
independent of the BaVath party and Al-Zarqawi on lessening 
the degree of violence (ΝΕΙ). A/S Hillen urged Kuwait to 
decisively provide support for Iraq and the new government. 


Assisting the Palestinian People 


10. (C) Shaykh Sabah Al-Khaled noted the Saudi proposal to 
establish an international counterterrorism center in Bahrain 
and said greater cooperation and intelligence-sharing among 
GCC partners was needed. He also raised Israel- Palestinian 
issues and how to deal with Hamas. He said the GOK 
encouraged the Hamas-controlled PA to honor the Arab 
Initiative (from the Beirut Arab League summit) and the 
relevant UNSC resolutions (ref C). He said it is nota 

matter of simply sending money to the PA; donor governments 
must consider the appropriate way to transfer funds and how 
to ensure that financial assistance reached the Palestinian 
people. Al-Jarallah added that the GOK encouraged Hamas to 
open a dialog with Israel 


KUWAIT 00001790 003 OF 003 


reportedly heard from Syrian President Bashar al-Asad. 

Kuwait further encouraged Hamas to honor the Quartet 
conditions and had recently heard that Hamas had decided to 
at least make a gesture towards honoring previous agreements 
(the AL initiative) 


11. (U) U.S. Meeting participants: 


Ambassador Richard LeBaron 
Mr. Ryan Henry 

for Policy; 

Dr. John Hillen 
Political-Military Affairs; 

Mr. Michael Doran 

for Near East and North African Affairs; 
Mr. Frank J. Ruggiero 
Colonel Jennifer L. Graham 
and 

Ms. Natalie E. Brown 


Column 3 
(notetaker). 


12. (U) The delegation cleared this message. 
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guaranteeing that American copyright holders receive the same 
treatment in Israeli markets that Israeli rights holders 

receive. He then asked Ramon to make passage of the draft 
copyright bill a high priority for the new Knesset. Ramon 

said that he will chair the May 21 government legislative 
committee meeting that will decide which bills from the 

former Knesset will advance to the new Knesset under the \"law 
on legislative continuity.\" \"We will approve ІК" for 
consideration by the new Knesset 

asked to receive \"a paper on all U.S. government concerns on 
copyright issues 

with USTR 

22. 


3. (SBU) Other issues covered in the meeting -- including 
convergence 

David Adom 

septels. 
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others receive \"equal treatment.\" \"We will not hide behind 
security requirements 

non-Jews equal opportunities for Israeli citizenship without 
discrimination based on race 

Ramon said 

possibilities of citizenship or residency for applicants from 
enemy states (including 

Authority) 


Column 3 

independence 

customs. \"We will follow tne model of Europe\'s most tolerant 
nations 

Denmark that he claims favors Nordic applicants for 
citizenship 

applicants to respect Dutch customs. 


3. (SBU) Other issues covered in the meeting - - including 
convergence 

David Adom 

in septels. 
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will be approved at the next meeting of CNPE\" schedule for June. 
The Minister of Science and Technology 

is preparing a report about the construction of Angra III for 
President Lula to determine whether works should be reinitiated. 


5. The change of heart is 

Nuclear power is showing itself economically viable against other 
forms of energy. Previously considered an impediment 

producing atomic energy is now in line with the energy supplied by 
thermal and hydroelectric plants. In fact 

power produced by Angra lll is on par with the energy sold during 
previous energy auctions in December of 05. Prior to the gas crisis 
with Bolivia 

compared to R$ 140/MWh when Angra lll would begin operation in 2012. 
Hubner Morreira 

stated 

Angra ΙΙΙ but is also studying the legislative changes necessary to 
commercialize it. 


6. Comment: With a proven capacity to enrich uranium and a continued 
emphasis on self-sufficient energy generation 
closer than ever to embracing nuclear energy expansion. End Comment 
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between Morocco and Algeria 
Polcouns did not refute. 
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Prison Access 


3. (SBU) Pfefferle was also pleased at progress between ICRC 
and the GOM on the issue of prison access. In a recent 
meeting in Geneva 

Kellenberger verbal assurances of GOM approval for a prison 
agreement between the GOM and ICRC. Pfefferle had shared a 
draft MOU with the GOM on his last visit to Morocco in March 
(reftel) 

ICRC had with Tunisia and Mauritania. The agreement would 
give ICRC private access to any prisoner in Morocco 
regardless of offense or sentence 

facility was a prison or a detention center 

of which government entity or security service administered 

the facility. Pfefferle said ICRC would focus on those 
imprisoned on security or terrorism charges. As the 

agreement was written to apply to any facility in Morocco 
Pfefferle said the ICRC took that to include the Western 
Sahara. Pfefferle was uncertain when the agreement would 
actually be signed 

was on the right track. 


Western Sahara: Resolving the Disappeared 


4. (C) Pfefferle said he had visited Tindouf and Rabbouni 
three weeks ago to make further progress on the disappeared 
from the Western Sahara conflict. Abdulaziz had not been 
available 

\"ministers.\" The ministers agreed with the ICRC\'s desire to 
move forward more vigorously on the project and were amenable 
to meetings with the Moroccans 

Pfefferle said he had just concluded a meeting with MFA 
Director of UN Affairs Nasser Bourita in Rabat 

the GOM also agreed in principle to sit around a table and 
review cases with the Polisario. Pfefferle said he wanted 

both sides to form a team or designate an individual who had 
the authority to declare that 

presented 

informed of their status. Pfefferle told Bourita informally 

that former political prisoner and head of the now defunct 
Equity and Reconciliation Commission (IER) was the kind of 
person the Moroccans might consider as their representative. 
Bourita countered that this responsibility was more likely to 
fall to someone from the Royal Council of Saharan Affairs 
(CORCAS) 

top of his head. Pfefferle told Polcouns the ICRC had no 
particular stake in who staffed the delegations from either 
side 
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Pfefferle added that another positive sign of Moroccan 
cooperation was that the IER had given ICRC full access to 
its casefiles concerning the disappeared in the Sahara 
ICRC hada staffer in Rabat this week starting to pore over 
them. Pfefferle said the Polisario also had a lot of 
information they had not yet shared; in Rabbouni he had 
visited a Polisario museum that had many documents from 
Moroccan soldiers on display in glass cases 

the Polisario had not kept written records on who these 
individuals were 

documents had come into their possession. If properly 
collated 


Comment 


5. (C) The ICRC\'s project with the disappeared provides a 
potentially fruitful area of cooperation between Morocco and 

the Polisario 

in making progress. It will be a breakthrough if the ICRC 

can bring the two sides together 

provide a foundation or momentum for the broader engagement 
between the two sides that we are seeking. 
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August 2 

to restrain the GECOM Chairman and CEO from conducting an 
election after August 2. 


3. (SBU) The sense among Georgetown\'s legal/political circles 
is that the GoG overplayed its hand in devising a way to 

amend the constitution and extend the election deadline 

through a simple majority 

opposition\'s acquiescence. Some feel the case may have some 
legal merit and where it goes from here is uncertain. There 

is no direct precedent in Guyana to support the claim 

although there may be regional ones. Regardless of the 
outcome in the courtroom 
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record of using the courts to disrupt previous elections. 

The damage will be done if the lawsuit succeeds in the 
PNC/R\'s real objective -- gumming up election preparations to 
cause further delay. 


4. (SBU) COMMENT. The lawsuit confirms what post and other 
donors feared months ago. The original August 4 
constitutional deadline for holding elections was one of the 
few things that rival political parties could not dispute. 

By failing to adhere to that deadline 

has moved into uncharted territory in constitutional terms. 

The ruling PPP/C wants elections as soon as practicable. The 
PNC/R wants a significant delay. Now that the process has 
meandered off the constitutional path 

unlikely to agree on when the election date should be. A 
credible scenario would see the PPP/C ram elections through 
as close to September 2 as possible -- thereby giving the 
opposition the perfect excuse to disavow the election results 
and tacitly condone civil disturbance and violence by its 
supporters. END COMMENT. 

Bullen 
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Liberal Folha de S. Paulo (5/19) editorialized: “Тһе UN Human Rights 
Committee no longer exists. It was replaced by a new Human Rights 
Council. But everything will remain as was before. The Committee had 
53 members 

violators. An organization responsible for taking care of human 

rights that includes among its members nations such as Saudi Arabia 
China 

seriously.... The farce of the Committee has been changed for by the 
tragedy of the Council. But what would be just one among so many 
setbacks has a bitter taste for Brazil. The GOB has proclaimed that 
Brazil was the second most voted nation among the Council's 47 
members. But such a performance only became possible because the 
Foreign Ministry adhered to a practice of trading votes. It obtained 

so many votes because it made a composition with the worst human 
rights pariahs 

only of the Council 

consists in balancing pragmatism and respect to greater principles. 
When 

sacrifices the second on behalf of the first 

from the pattern that once placed Brazilian diplomacy among the best 
in the world. V 

Wolfe 
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and in line with King Mohamed VIVs vision.\" The group also 
enjoyed an open and frank dialogue with parliamentarians on 
the IER 
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2007 parliamentary elections. Several parliamentarians also 
shared their concerns regarding U.S. involvement in Iraq 
U.S. positions on Palestine 

Sahara. Moudden 

the implementation of the IER\'s recommendations 

judicial reform. END SUMMARY. 


3. (SBU) On May 15 

Director General of Bilateral Affairs Youssef Amrani and MFA 
Director of American Affairs Salaheddine Tazi to review and 
gain a greater understanding of Morocco\'s reform efforts to 
date and plans for the future. Amrani highlighted the GOMVs 
position on several key issues 

NATO involvement 

Iran. Commenting on the Western Sahara 

ongoing internal consultations and discussion on Morocco\'s 
autonomy proposal 

will be V'inclusive 

with King Mohamed V/I\'s vision.\" Changing to another topic 
Amrani explained that Morocco is committed to NATO and has 
always shown interest in having a constructive cooperation 
with members 

month\'s North Atlantic Council (NAC) meeting demonstrated 
Morocco\'s will and level of engagement (reftel a). On 
terrorism 

fanaticism and extremism. He added that Morocco is very much 
concerned by this V'global threat\" and is taking steps to 
combat different sources of support to terrorism 

working on a new law against money laundering. 


4. (SBU) Turning to other issues 

has always been very active in the search for peace between 
Israel and Palestine. While acknowledging US concerns with 
the current HAMAS leadership 

peace a chance in the region." The more than one million 
Israeli Jews of Moroccan descent gives Morocco a V'special 
connection\" to this region 

Morocco\'s views towards Iran 

ofthe U.S.\'s concerns and that Morocco would like the 
international community to aim for a diplomatic and mutually 
agreed upon solution with respect to Iran. Underscoring that 
Morocco does not want Iran to become a \"nuclear power\" in the 
region 

could be \"devastating.\" 


5. (SBU) Amrani explained that the subject of reform is a 
continuous debate for Morocco 
society having different views on the topic. Amrani noted 
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that because of King Mohamed VI\'s courage Morocco has been 
able to realize progress on several fronts 

on political parties 

explained 

the V'new priority\" is human development 

National Initiative for Human Development (INDH). Morocco 
cannot have a strong country without the human dimension 
said. He underlined Morocco\'s commitment to continuing its 
reforms from within 

own specificity. Amrani closed the meeting by adding 
\"Morocco does not want to be a model 

modest.\" 


Exchange Of Views With Parliamentarians 


6. (SBU) The delegation met May 16 with a select group of 
women members of parliament (MPs). The women MPs included 
Khadija Belaftouh 

of the lower chamber\'s Foreign Affairs and Defense 
Commission; Amina Ismaili Idrissi 

(UMP) MP; Jamila ΕΙ Mossalli 

Development (PJD) MP; Rachida Benmessaoud 

Populist Forces (USFP) MP; and Zohra Chagaf 

Union (UMP) MP. While all MPs uniformly relayed thanks to 

the NWC for their visit to Morocco and the high level of 
US-Morocco bilateral relations 

concern about US involvement and violations of human rights 

in Iraq and urged the US to support Morocco\'s claims to the 
Western Sahara. Mossalli explained that Moroccans look at 

the United States with a great deal of admiration 

concerned about US foreign policy. She noted that there is a 
distinction in the minds of most Moroccans between the \"US 
administration\" and the VUS people." Benmessaoud highlighted 
the Vstanding problem of the Western Sahara" and claimed this 
issue concerns all Moroccans. Noting Morocco\'s \"historic 
legitimacy 

position. 


7. (SBU) Following their discussion with women MPs 

group met with Socialist Union of Popular Forces (USFP) lower 
chamber caucus leader Driss Lachgar 

Vice President Lahcen Daoudi 

National Rally of Independents (RNI) MP and president of the 
lower chambers Productive Sectors Commission Moulay El 
Bashir Badalla. The delegation enjoyed a frank and open 
discussion covering a broad range of issues 

Equity and Reconciliation Commission (IER) 

interactions with their constituents 

privatization 

noted that the IER and its recommendations were the result of 
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a long struggle. He added that the road to democracy will 
follow the same path 

for Morocco. Masbahi argued that Moroccan parliamentarians 
play the same role as other parliamentarians do across the 
world. He explained that in addition to being asked to 
respond to local issues 

asked him what the US position is on the Western Sahara and 
Palestine. (NOTE: Masbahi\'s comment was likely meant to draw 
out a response from the delegation 

actual concerns from his local constituents. END NOTE.) On 
privatization 

making industries more competitive. He also commented that 
Morocco is trying to turn once considered \"useless\" parts of 
Morocco into \"useful\" parts of Morocco. Masbahi added that 
Morocco looks to the US for help in learning more about the 
American market. Several of the MPs agreed that as a result 
of the law on political parties and potential alliances in 

the run up to the 2007 legislative elections 

be 5 or 6 political parties left standing after the 2007 

elections. 


Views On Morocco\'s Truth Commission 


8. (SBU) The NWC delegation met on May 16 with Abdelhay 
Moudden to discuss the Equity and Reconciliation Commission 
(IER). Moudden served on the seventeen-member royally 
mandated commission throughout its existence (reftels b and 
C). Like other former IER members 

countries to discuss IER process 

recommendations. With the NWC delegation 

need for the implementation of the IER\'s recommendations 
including judicial reform which will lead to separation of 

the judicial branch of the GOM from the executive and 
legislative branches and necessitate constitutional reform 
(reftel d). The political parties 

willing and capable of acting on the IER\'s recommendations 
through the parliament. He pointed out that the parliament 

is currently working on a bill to propose that the prime 
minister be accountable to the parliament. (NOTE: In order 
for this to happen 

place. END NOTE.) 


9. (SBU) The NWC asked whether or not the King knew what 
changes һе had \"set in motion" by establishing the IER and 
accepting the recommendations. Moudden responded that the 
King is the seventeenth ruler in the Alaouite Dynasty (NB: 

The dynasty began in 1666.) 

the dynasty and knows the only way to accomplish this is 
through a process of democratization. Moudden was positive 
about the changes precipitated by the King\'s acceptance of 
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the IER\'s recommendations. He noted as a professor at 
Mohammed V University in Rabat he feels that he has more 
academic freedom the he had in the past. At the same time 
he recognized that there are those who do not support the 
changes. These individuals or groups are not 

voicing their opposition. Moudden identified these 
individuals as those who benefit from a lack of transparency 
in the judiciary or have illegal wealth. 


Comment 


10. (SBU) This is the fourth year in arow the NWC has sent 
a delegation to Morocco. The Moroccans 

or NGOs 

was no exception. Between the meetings in Rabat and 
Casablanca 

Ambassador 

appreciation of the progress and challenges that Morocco is 
making and faces on the broad range of political 

and social issues 

recurring topic during the visit. 


11. (U) Тһе NWC delegation did not have an opportunity to 
clear this cable. 

Visit Embassy RabatVs Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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Russian-born Roman Lakschin 

citizenship through the Caribbean island-state\'s economic 
citizenship program 

representative to the UN in Switzerland. The Government of 
Switzerland withdrew Lakschin\'s diplomatic status because it 
believes he is a businessman and not a bona fide diplomat. 
Dominica argued in response that the Swiss have no right to 
withdraw Lakschin\'s diplomatic accreditation 

UN and not Switzerland. Lakschin\'s ties to Dominica have 
previously been the subject of a controversy that calls into 
question the integrity of both the country\'s economic 
citizenship program and its diplomats. End summary. 


2. (U) The Government of the Commonwealth of Dominica (GCOD) 
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brought a case against Switzerland before the International 
Court of Justice (ICJ) over what Dominica says is 
Switzerland\'s unlawful decision to withdraw the diplomatic 
status of Roman Lakschin 

in Geneva. In presenting its case to the ICJ in April 

GCOD accused the Swiss of violating the Vienna Convention on 
Diplomatic Relations by removing the diplomatic credentials 

of Lakschin 

to the UN. Dominica argued that as a small country of only 

70 

diplomatic representatives and has the right to send whomever 
it wishes to Geneva to act as its envoy to the various UN 
agencies located there. Curiously 

that it would delay its legal action against Switzerland 

until the matter could be investigated further. 


3. (U) Roman Lakschin\'s diplomatic activities on behalf of 
Dominica have previously been the subject of controversy. 

The Russian-born Lakschin received Dominica citizenship in 
the 1990s through the country\'s economic citizenship program. 
In March 1996 

agencies 

Counselor to the Permanent Mission of Dominica to the UN in 
Geneva. In December 1996 

accreditation 

businessman and not a diplomat. Dominica responded by 
re-appointing Lakschin as Charge dVaffaires in March 1997 
then elevated him to Ambassador in May. The Swiss again 
withdrew Lakschin\'s accreditation in November 1998. Dominica 
does not appear to have taken any further action on 
Lakschin\'s behalf until it filed the current case with the 

ICJ in April 2006. 


4. (U) Despite Roman Lakschin\'s various diplomatic 
assignments to DominicaVs Mission to the UN in Geneva 
Dominica does not appear to have any type of diplomatic 
presence in Switzerland and is represented throughout Europe 
by its Mission in Brussels. Lakschin is a resident of Monaco 
but has business and financial dealings in Switzerland 
according to press reports. 


5. (U) Lakschin\'s diplomatic activities on behalf of Dominica 
are alleged to have consisted solely of selling Dominica 
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passports. These allegations first arose publicly in 2003 

when the integrity of Dominica\'s economic citizenship program 
was being questioned by the international community. Canada 
had recently deported several Dominica economic citizens 
members of the Russian-born Ponomarenko family 

criminal ties. As part of its investigation into how the 

Russians had obtained Dominica citizenship 

General Henry Dyer said the GCOD would look into any 
connection to Roman Lakschin 

sold several Dominica passports to Russians for US$500 
each. The Dominica press also reported in 2003 that the GCOD 
had assisted Swiss authorities in investigating Lakschin for 
selling Dominica passports to two Swiss families. 


6. (U) Note: It is unclear exactly how many passports have 
been issued under Dominica\'s economic citizenship program 
which was begun in 1991 as a means to attract investment to 
this small 

the BBC cited 2 

number closer to 3 

citizenship requires a payment to the GCOD of US$75 

an individual or US$100 

information publicly available on the program does not 
indicate if issuance of a Dominica diplomatic passport 
requires an additional fee. End note. 


7. (U) Questions have been raised in the Dominica press about 
the decision to bring a case against Switzerland eight years 
after Roman Lakschin was last stripped of his diplomatic 
status and after the GCOD had itself accused Lakschin of 
impropriety. According to one account 

sued in Switzerland and invoked diplomatic immunity 

still to be Dominica\'s Ambassador. He then traveled to 
Dominica and convinced certain government officials 

even Foreign Minister Charles Savarin 

case on his behalf against Switzerland for removing his 
diplomatic accreditation. Lakschin may have also retained 

the British attorney who actually wrote and filed the 

complaint with the ICJ in April. Observers believe that the 
GCOD\'s subsequent announcement in May that it would delay 
further action until the case could be investigated is an 
indication that certain members of the Government were not 
aware of the case and have questioned the decision to support 
Lakschin. 


Comment 
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8. (C) Roman Lakschin\'s troubles once again raise questions 
that have surrounded Dominica\'s economic citizenship program 
and the manner in which it grants diplomatic status to 
non-citizens. The GCOD has taken criticism in the past for 
failing to adequately screen those to whom it grants economic 
citizenship 

to avoid financial obligations or even criminal charges in 

other countries. The critics have also accused the prime 
ministers of Dominica and other Eastern Caribbean states of 
accepting bribes in exchange for giving diplomatic status to 
both economic citizens and non-citizens (reftels). In the 

case of Dominica 

issue a diplomatic visa to a non-citizen who had been 
appointed Ambassador-at-Large. The individual 
businessman who is believed to have contributed generously to 
Prime Minister Roosevelt Skerrit\'s 2005 re-election campaign 
may very well conduct legitimate diplomatic activity on 

behalf of Dominica. The more that is learned about Dominica 
\"diplomats\" such as Roman Lakschin 

may be for Dominica to convince other countries that its 
emissaries are genuine. 

PETERS 
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minimum\" he required to complete the legislative races and 
hold the municipal elections by mid-July was USD 10 million. 
He said that preparations and plans for these elections were 
laid and could be set in motion if additional funding becomes 
available. With the current available funding 

he has enough to keep the electoral machinery in place and 
running only until the end of June. After that time 

election administration staff would be dismissed and offices 
closed without any provision for an orderly dismantling of 

the electoral machinery so painstakingly constructed since 
Bernard\'s became the DG in October 2005. (Note: Bernard 
promised poloff an annotated budget outlining his 
requirements. However 

to his recent temporary departure from Haiti. End Note.) 


4. (C) Bernard strongly advocated holding the municipal 
elections in conjunction with the remaining legislative 

races. He outlined the persuasive argument regarding the 
importance of elected mayors versus appointed mayors. The 
mayors in the 142 delimited collectivities are responsible 

for collection of certain local tax revenue. An elected 

mayor is responsible to his or her constituents to use the 
local taxes for the local community. In the case where 
mayors are appointed by the Minister of Interior (and 
Collectivities) 
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population and are 

Interior for their position who expects the majority of 
collected revenues to be forwarded to Port-au-Prince for 
inclusion in the central Interior Ministry\'s budget. This 
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practice undermines the decentralization envisioned in the 
1987 Constitution and sabotages provision of basic services 
and possible community development projects. 


5. (C) Local elections Bernard maintained were not as 
critical as the municipals as the positions lack the noted 
financial concern. Additionally 

results of the local elections would result in 7000-plus 
elected officials all of whom would expect a government 
supported salary as well as associated benefits. It would be 
difficult for the beleaguered Haitian government budget to 
absorb that amount of civil servants as it already unable to 
pay those currently employed. He opined that President 
Preval would likely appreciate not having that burden added 
to the state budget. Bernard also mentioned some technical 
electoral aspects that would need to be addressed prior to 
holding local elections. Ideally 

collectivities/communes is required. Any re-drawing of 
local-level district lines would necessitate revision of the 
associated voter lists. Also 

identified voting center in each commune. Bernard suggested 
that the local elections be postponed to allow for the major 
technical issues to be resolved and for the elections to be 
held at the end of 2007 when the first third of the Senate is 
re-newed for six years. Bernard claimed that the 1987 
Constitution went too far in trying to ensure democracy and 
contained the V'seeds of its own destruction V" with the 
cumbersome and unwieldy local government structure. 


MINUSTAH Election Support Unit 


6. (С) MINUSTAH\'s Election Support Unit (ESU) prepared an 
options papers in which it advocated delaying the pending 
legislative and municipal elections until the 
September-November timeframe. (Comment: DG Bernard did not 
openly oppose or contradict the MINUSTAH plan but clearly 
tried to distance himself from its conclusions. End 

comment.) ESU chief Gerardo LeChevallier outlined the 
conditions associated with the delay. First and foremost 
LeChevallier is adamant about the necessity of replacing the 
current CEP immediately. Citing the April 4th (2004) 
Agreement 

with Preval\'s assumption of power May 14. In the opinion of 
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the ESU 

the difficulty of working with the nine current members 
sufficient to replace the current СЕР. While the \"white 
paper\" paper did provide the gamut of possible options 

did not include a projected budget for its recommendation to 
delay the elections until November while right-sizing the CEP 
staff and keeping those most competent and qualified. (Note: 
While the paper suggests a timeframe of 
September-to-November 

LeChevallier clearly expected a November date to be the most 
likely scenario. End Note.) Additionally 

registration process re-opened to allow for the registration 

of an ESU-estimated one million persons including those who 
have turned 18 since voter registration was completed. 


Provisional Electoral Council 


7. (C) The CEP is trying to move forward and at least 
schedule the remaining legislative races 

(troisieme) round for late June or early July. The 
counselors recognize the budget shortfall and requested 
funding from the interim Minister of Finance. Additionally 
they have requested a meeting with President Preval to engage 
his assistance in concluding the election process. In 
contrast to the CEP DG and MINUSTAH 

seem to have contemplated splitting the local elections out 
from the municipal contests. However 

supportive of the idea in a May 16 exchange with poloff and 
offered to facilitate poloff\'s further discussions with her 
CEP colleagues. 


Other Donors 


8. (SBU) In a May 9 electoral donors meeting 

counterparts from Canada and the EU in calling for a formal 
budget request from MINUSTAH ESU and the CEP. Without the 
underlying specific and formalized request outlining the 

rationale and necessity for the assistance 
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presidential candidate Jose Antonio Alvarado embraced the PLC 
in exchange for the party\'s vice presidential nomination. 

The alliances have until May 31 to register candidates for 
elected positions 

Leal recently informed poloff 
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first national deputy position 

defection from a senior member ofthe PLC. The USG should 
encourage support of democratic candidates by encouraging 
funds to flow in the right direction; promoting defections of 
salvageable individuals from the PLC camp; granting 
Montealegre high-profile meetings in the United States; 
bringing internationally recognized speakers to discuss 
successful reform campaigns; and countering direct partisan 
support to the FSLN from external forces (notably Venezuela 
and Cuba): 


- Directing Funds: After numerous discreet meetings with 
Emboffs and others on the subject 

information from several sources that major Nicaraguan 
financier Carlos Pellas has decided to back Montealegre and 
withdraw support from PLC candidate Jose Rizo. (Note: Local 
media outlets recently reported that Mexican capital is 
contributing to Rizo\'s campaign. End Note.) We should 
continue to encourage Pellas and other Nicaraguan and 
international financiers to V'do the right thing\" by 

supporting Montealegre (or Lewites). The PLC\'s most credible 
talking point on why major actors should back them instead of 
Montealegre is that only they have the \"party structure\" and 
recognition to defeat the FSLN. Montealegre\'s advisors have 
assured us that they too can build an adequate party 
structure with sufficient funding -- an ALN-affiliated NGO 
recently submitted a $1.3 million proposal to IRI to train 

ALN candidates and poll watchers. (Comment: Nicaraguan 
capital typically provides to support to all sides in an 

election -- including the FSLN. This behavior is likely to 
continue. Thus 

majority of these funds to the democratic candidates. End 
Comment.) 


- Promoting Defections: Several high-profile National 
Assembly deputies have left PLC and ally parties for the ALN. 
These include Alfonso Ortega Urbina and Bladimir Pineda 
(formerly PLC) 

Cristiano). More recently 

Baldizon joined the ALN caucus and National Assembly 
president Eduardo Gomez is expected to follow suit after he 
returns from medical treatment abroad. In addition 

the PLC\'s departmental leadership has defected to the ALN 
and several PLC mayors covertly support Montealegre. A 
senior Montealegre advisor recently credited Emboff\'s 
reporting trips to the departments to meet with local leaders 
and explain USG policy as \"very helpfulV in this regard. In 
addition 

Montealegre and Yatama dissidents unhappy with leader 
Brooklyn Riveral's self-serving deal with FSLN leader Daniel 
Ortega. These meetings resulted in a highly publicized 
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alliance between Montealegre and the Yatama group on May 14. 
Poloffs also exploited a break in PLC-APRE alliance 
negotiations to facilitate an APRE rapprochement with the ALN 
that resulted in a last-minute surprise alliance with 
Montealegre. Arnoldo Aleman and other PLC leaders have 
promised positions on the PLC\'s deputy slate to numerous 
Liberals -- reportedly far more than the PLC can accommodate. 
After the PLC is forced to define its slate on May 31 

Emboffs will meet with senior PLC leaders who may be 
disappointed with the results and susceptible to defection. 


- Comment on Primaries Proposal: In April 

presented a proposal for multi-party primaries to all 

factions (including the PLC) that had expressed an interest 
in such a project. Although the proposal was accepted only 
by the ALN 

regarding their real interest in internal reform and 
highlighted the ALN as the only truly democratic Liberal 
force. End Comment. 


- Meetings for Montealegre: The Nicaraguan political class is 
quite savvy reading the V'winds of change\" in Washington. The 
tabloid press has already reported on Jose Rizo\'s inability 

to secure high-level meetings with USG officials. Such 
attention would confirm MontealegreVs status as a candidate 
acceptable to the USG to those Liberals sensitive to our 
preferences. These meetings should be balanced by similar 
parallel offers to Herty Lewites as the other democratic 
candidate. 


- Present Successful Dissident Leaders: A significant 

obstacle for Montealegre and Lewites is the belief among many 
Liberal and Sandinista voters that only the PLC and FSLN 
regardless of the sins of their leaders 

defeat the other. Post would like the Department\'s 

assistance to sponsor a series of \"reformist leaders V" such as 
Vaclav Havel 

President Mikheil Saakashvili 

the Nicaraguan people how their dissident movements were able 
to bring down the corrupt old guard and strengthen democracy 
in their respective countries. 


- Countering External Support to FSLN: In addition to 
Venezuelan president Hugo ChavezV brazen and direct 
endorsement of FSLN candidate Daniel Ortega 

Cuba have been providing increased financial and material 
support to FSLN leaders (ref A). Cuba and Venezuela have 
given programming 

equipment as well as money to Sandinista media outlets. 
Sixty Venezuelan \"trainers\" recently visited FSLN Pacific 
coast mayors to teach them to get out the vote (the Chavez 
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way). In addition 

fertilizer to farmers in FSLN districts 

services 

discounted oil. To assist in electoral fraud 

provided the CSE with poor quality ink (easily wiped off to 
facilitate multiple voting) and has reportedly rigged the 
delegation of Latin America Electoral Council (CELA) 
delegates by \"screening\" the members for the Nicaraguan 
elections. Post does not have the funding and programmatic 
flexibility that the Venezuelans enjoy and would appreciate 
guidance on how to counter Chavez! strategy. 


Remind Nicaraguans of the Perils of Returning to the Past 


4. (C) The official voting age in Nicaragua is 16 

the base-heavy age pyramid in the country 

potential voters do not remember the \"bad old days\" of 
Sandinista rule -- only the corruption and ineffectiveness of 
subsequent Liberal governments. The USG should ensure that 
the electorate is reminded that a return to Sandinismo under 
the un-reformed leadership of Daniel Ortega -- or a party 
controlled by Arnoldo Aleman -- would be tragic for the 

country by advertising the atrocities committed by the 
Sandinista Army against Atlantic Coast indigenous groups in 
the 1980s 

case against stepfather Ortega before the Inter-American 
Human Rights Council 

corruption/money-laundering cases pending against Aleman in 
Nicaragua 

encouraging the European Union and others to declare Aleman 
persona non grata 

to issue a statement warning Nicaraguans of the consequences 
of an Ortega or Aleman-controlled government. 


- Sandinista Atrocities: USAID is funding a CPDH project to 
document interviews recounting Sandinista atrocities on the 
Atlantic Coast in the 1980s involving a dirty war of forced 
marches 

primarily targeting the Miskito Indian population. The 

project 

considerable consternation in the Sandinista ranks (resulting 
in death threats to the organizers) and generated more 
sympathy for the ALN among the indigenous population. Some 
Miskito contacts believe that a press conference announcing 
the preliminary results a few days before the March 5 

Atlantic Coast regional elections may have cost the FSLN 
votes (the party indeed fared significantly worse than polls 
predicted). We should continue to support CPDH and ensure 
that the results are brought to the Nicaraguan publicVs 
attention before November. An ad campaign to remind voters 
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of the past and its impediments in promoting new economic 
opportunities is essential as is the timing of the campaign. 
Post seeks funds for big media buys on radio and television 
beginning in August and peaking in October. 


- The Narvaez Case: Daniel Ortega\'s stepdaughter 

Narvaez 

sexual abuse 

suppressed in Nicaragua for political reasons. Narvaez is 
interested in continuing her case before the Inter-American 
Human Rights Commission (IAHRC). Zoilamerica submitted a 
letter to the IAHRC on April 8 

continuing her case 

with the GON had not succeeded. Subsequently 

Santiago Canton Nelson contacted her in fall 2002 and offered 
his support. According to Zoilamerica 

negotiations with her in fall 2002 as part of its agreement 

with Ortega to support the removal of Aleman\'s immunity. 
Embassy is drawing on its democracy funds to CPDH to assist 
Narvaez in advancing her own case as well as strengthening 
her foundation Sobrevivientes (Survivors) 

domestic violence. Narvaez will visit Miami in June under 

the sponsorship of Vital Voices and then wishes to travel to 
Washington to meet with OAS and State Department officials as 
well as with NGOs possibly interested in advancing her case. 
Post has sought desk assistance in arranging appointments at 
the Department and with NGOs. By our facilitating NarvaezV 
efforts to obtain a hearing 

Ortega\'s character and gender issues in Nicaragua. 


- Aleman\'s Trials: Arnoldo Aleman is currently serving a 
20-year sentence for money laundering and fraud in Nicaragua 
although he has been granted a V'medical parole" by a friendly 
judge that allows him to move freely around Managua. Fervent 
Arnoldistas repeat that his conviction was politically 

motivated and that Aleman is being persecuted by his enemies 
in the FSLN and Bolanos Administration. In addition to his 
current conviction 

subjects of a civil forfeiture trial and criminal 

investigation in Florida 

Dominican Republic 

judge found probable cause at a preliminary hearing on May 
17) 

where prosecutors expect an indictment in early August. 
Nicaraguan investigators will travel to the National Drug 
Intelligence Center in Pennsylvania June 4-17 to analyze 
documents and organize evidence for the case. Nicaraguan 
investigators and prosecutors are ready and willing to assist 
the USG and other governments to pursue the other cases 
against Aleman. The USG should take advantage of these 
resources and pursue convictions against Aleman and his 
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relatives without delay. Foreign convictions would severely 
damage the Arnoldista\'s claims that Aleman\'s local conviction 
was purely a political maneuver and hopefully weaken the PLC 
leadership\'s commitment to this corrupt individual. 


- Declaring Aleman Persona Non Grata: A series of U.S. visa 
revocations against corrupt PLC officials weakened the PLC\'s 
resolve and has caused a few leaders to leave the PLC or 
re-think their allegiance to Aleman. The hard core 
Alemanistas that remain in the PLC 

that further revocations will not weaken the resolve of the 
loyalists and have tied the revocations to USG support for 
Montealegre. Action against Aleman 

supporters from other countries would send an unequivocal 
signal that Aleman is not an acceptable actor on the 
international stage and defray the accusation that he is 
suffering politically-motivated persecution from the USG. 

Post understands that Spain is working to have Aleman 
declared persona non grata in the Schengen Group of European 
countries. The Panamanian court\'s May 15 order of 
preventative detention for Aleman 

farther-in-law Jose Antonio Flores Lobo 

serve to discourage Nicaraguan voter support for the PLC and 
could encourage more politicians to rally around Montealegre. 
The USG should support this initiative and encourage other 
countries 

action. 


- Donor Group Statement: Emboffs have worked with like-minded 
countries to form an Elections Donor Group and coordinate 
funding. The Donor Group has committed to activities such as 
observation 

production and distribution 

Donor Group could send a powerful message by releasing a 
joint statement explaining that Donor Group countries are 
committed to helping Nicaragua conduct free and fair 

elections and will respect the results of such an election; 
however 

current aid packages if a government controlled by Ortega or 
Aleman obtains power. Local officials at the German and 
Dutch embassies have expressed tentative approval for such a 
statement. Emboffs will continue to meet with local 
counterparts 

would also be useful. (Note: Sweden and Denmark recently cut 
off funding to the politicized and corrupt Human Rights 
Ombudsman. End Note.) The Donor Group is comprised of: 
Japan 

Netherlands 

presidency for Luxembourg) 

and the U.S. 
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Encourage High Voter Participation 


5. (C) According to historical trends 

participation in national elections has been high (over 85%) 
which has been a key factor contributing to FSLN defeats. 
FSLN voters tend to be more disciplined and organized 
shown in regional in municipal elections where FSLN 
supporters have provided a predictable core voting base. 
Conversely 

inclination to vote consistently. Disturbingly 

over 200 

undistributed and also faces a significant backlog of cedulas 
yet to be produced. To ensure high turnout on election day 
we must encourage Nicaraguans to obtain a cedula and vote 
while facilitating the production and distribution of cedulas 
to all qualified voters: 


- Get Out the Vote: IRI is sponsoring focus groups 
conferences 

well as funding a voter education campaign that encourage 
citizens to obtain a cedula 

registry 

JUDENIC 

youth voters which make up more than sixty percent of the 
voting population. NDI is working with ET to conduct a 
national review of the official voter lists (padron). 

Potential voters will not only recognize the importance of 
the youth vote. 


- Distribution of Cedulas: IFES has completed an inventory of 
the approximately 200 

recovered by their owners. IFES plans to execute a public 
information campaign to encourage voters to retrieve their 
cedulas and also assist the CSE to transport the cedulas to 
more accessible locations using mobile units. Emboffs are 
encouraging CSE officials to facilitate IFES activities. 

NDI 

issuance process to determine where delays are present in the 
CSE pipeline and whether or not partisan influence factors 

into the efficiency of cedula issuance. NDI is also funding 
through Movimiento por Nicaragua (MpN) 

Centers to help Nicaraguans complete the paperwork necessary 
to obtain a cedula. 

TRIVELLI 
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assessment earlier in the day by DYNCORP fumigation personnel 
operating out of Tumaco that the ELN had become a narcotics 
player in the region. The Bishop explained that narcotics 
trafficking was a logical way for the ELN to support its high 
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operating costs 


3. (C) The Bishop said the fundamental problem facing the 
Tumaco area was illicit crops. He said the drug trade had 
attracted guerrilla groups to the region and now 

illegal groups are here.\" According to the Bishop 

trade normally caused seven killings a week in Tumaco. Other 
problems illicit crops had brought included ecological damage 
(a point that local DYNCORP employees also emphasized) 
damage to peasants who are forced into coca growing 
susceptibility to corruption among local authorities. The 
Bishop said he had been conducting a campaign among peasants 
to highlight the destructive nature of illicit crops 

explained that V'most peasants don\'t want to give up coca 
growing yet. Some do 


4. (C) The Ambassador asked to what extent drug trafficking 
had affected the Tumaco area. The Bishop replied that a long 
coastline with ideal \"hiding spots\" and Tumaco\'s proximity to 
the porous Ecuadorian border augmented the region\'s 
vulnerability to trafficking. The Bishop doubted whether 

local fishermen were involved in drug trafficking as Vall 

they have are small canoes.\" He thought larger scale 
fishermen were possibly involved 

in Tumaco.V He referred to the Colombian Navy\'s (COLNAV) 
presence in the area as \"positive 

that COLNAV had removed a battalion from the Ecuadorian 
border approximately five years ago. With poor mobility 
between Tumaco and the border 

doesn\'t make sense that the border is administered from 
here.\" He spoke well of military-community relations 

said they were \"isolated\" from one another. 


5. (C) The Bishop complained about fumigation 

was hurting other crops 

but agreed with the Ambassador\'s assessment that coca growers 
were hiding their plants among such legitimate crops. The 
Bishop expressed concern that fumigation aircraft were flying 

too high to distinguish between illicit and licit crops and 

requested lower flights. He referred to manual eradication 

as V'ideal 

eradication involved prohibitively high human and financial 

costs. 
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6. (С) The Bishop expressed concern over the plight of 
Afro-Colombians in Tumaco and along the Pacific Coast 
requested U.S. assistance to conduct a \"comprehensive study\" 
of this issue. According to the Bishop 


is of African descent. Afro-Colombians face problems as a 
result of their V'isolation 

organization 

long-term planning.\" The Bishop said he had been assisting 
Afro-Colombians for 12 years in these areas 

was needed. The Ambassador said the United States had a 
\"special interest\" in the African community and wanted to 
explore collaborative possibilities. 


7. (C) In addition to development assistance to Tumaco\'s 
Afro-Colombians 

education and public services. He noted a 40 percent 
illiteracy rate іп Tumaco and said in surrounding towns the 
rate was as high as 90 percent 

even begin to think of economic development when they can\'t 
read.\" He indicated the situation was improving 

that Tumaco\'s adult night schools were full 

of teachers presented a problem of meeting education demands. 
He also expressed concerns over water service. He blamed 
the problem on a damaged aqueduct that does not provide 
sufficient water pressure 

\"very bad. V 


8. (C) According to the Bishop 

\"marginalized\" department 

historic V'policy of isolation\" from department capital Pasto. 
He said he respected Narino Governor Eduardo Zuniga Eraso 
but added 

explained the city\'s former mayors have been extremely 
corrupt 

\"robbed\" the city of approximately 16 million USD 

the current mayor was capable and one of the best in recent 
years. He described church-community relations as V'very 
good 

He was proud of his recruitment of \"native\" priests 
explaining that 13 of his priests were from Tumaco. He said 
another 40 priests were needed to effectively conduct all the 
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church\'s social efforts. 
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will address five topics 

state his respective views 

other\'s statement 

other\'s reply. The five topics are: 


-- Democracy 

-- Economic policy and the fight against poverty; 
-- Social policy and anti-corruption policy; 

-- Decentralization; and 

-- Citizen security. 


4. (SBU) Garcia 

message that he stands for \"responsible change 

dismissing Humala\'s qualifications to handle the presidency 
stressing his opponentVs ties to Hugo Chavez and Evo Morales 
criticizing the UPP\'s economic proposals as populist and 
irresponsible 

government would reduce fuel costs by 30 percent 

accusing the Humala camp of being engaged in dirty tricks. 
The latter accusations were bolstered when 

by Public Ministry and National Electoral Board (JNE) 
officials on a print shop in Lima that resulted in the 

seizure of 60 

appeared claiming to be the printer's attorney. 


5. (SBU) Humala\'s initial attempt to counter his own 


identification with Chavez by trying to drag the USG into the 
campaign over his visa revocation (Ref B) 

the press accurately reported that the revocation occurred 
months before Humala became a candidate and that the 
Humalistas were the ones who raised the issue publicly. The 
Ambassador also took the wind out of Humala\'s sails when һе 
publicly offered to help facilitate the candidateVs 

application for a new visa on 5/12. Humala himself made it 
clear that this was a dead issue on 5/17 

meeting with visiting WHA P/DAS Charles Shapiro and the 
Ambassador. 


6. (SBU) The UPP campaign is unfocused 

Garcia for the failures of his first presidency (1985-90) 

then shifting to launching promises to provide universal 

health care and to lower fuel prices by reducing the 
government's taxation on petroleum and gas products. During 
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the negotiations over a presidential debate 

were put on the defensive over APRA\'s charges that the 
formersY anti-Garcia television ads were \"dirty tricks 

have agreed to discontinue them as part of the debate accord. 


7. (SBU) The two most professional polls 

the Apoyo and DATUM consultancies 

points (Ref A). A recent poll by the University of Lima 

however 

over 23 percent (61.9 - 38.1). COMMENT: Apoyo and DATUM 
carry out polls using more extensive sampling and better 
methodology than other polling firms 

regularity (Apoyo is releasing polls weekly). Consequently 

even though Apoyo\'s and DATUM\'s numbers may not accurately 
predict the final precise voting totals 

reliable indicators of voting trends. As a result 

recommend that Peru observers focus on the Apoyo and DATUM 
figures for assessing electoral possibilities 

recognizing that surveys released by other polling firms can 

have an impact on how the candidates act 

the media and electorate assess the ongoing campaign. END 
COMMENT. 

STRUBLE 
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way with Rosales (although not an official candidate) 
Borges 

their bids to become the unified opposition nominee. While 
opposition parties debate the best way to choose the 
candidate 

it has tentatively set July 16 for a primary to choose a 
unified opposition challenger (septel). So far only Borges 
and some lesser profile candidates have registered to 
participate. Petkoff and Rosales are publicly opposed to the 
idea 

Whatever the opposition decides 

candidates 

Campaign season will run from August 1 to December 1. 


6. (SBU) In addition to registering a candidate 

parties will also have to worry about re-registering 
themselves. The CNE\'s Political Party and Finance Committee 
has announced that political parties that failed to capture 
the one-percent minimum vote share required by the 1965 
Political Party Law to remain registered in the legislative 
election--which includes most opposition parties because of 
their boycott of the National Assembly election--must submit 
their petitions by August 30 (ref b). COPEI says it may 
appeal the decision with the Supreme Court (TSJ) claiming 
that the CNE has misinterpreted the electoral law. Still 
COPEI functionary told poloff that the party does not expect 
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a favorable ruling 

Political Party law says that parties in danger of 
disqualification must renew their registration during the 

first year of the next constitutional period. It does not 
mention a date by which the signatures should be turned in.) 


Audits and Technical Preparation 
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7. (U) The ΟΝΕ has announced it will conduct audits of the 
voting software August 14-31. This will be followed by an 

audit of the encryption codes September 27 - October 21. It 

is unclear whether the CNE will accept EU and OAS observer 
recommendations to give the opposition a more hands-on role 
inthe audits. A voting simulation is scheduled for November 

19. If it decides to take EU and OAS recommendations 

CNE should launch a massive voter education campaign on how 
the machines work in the week leading up to this event. 


8. (C) Rumors are circulating that the BRV may be 
considering postponing the elections to weaken Rosales. 
According to the Constitution 

(other than the current President) planning to run for 
President are required to resign their office upon declaring 
their candidacy. If Rosales declares his candidacy and 
resigns 

Rosales would then lose part of his political base and the 
Chavistas would be able to capture the Zulia governorship. 
While it is possible the BRV could decide to postpone the 
election 

the present. We have also heard that Cuban diplomats have 
implied to at least one electoral NGO (ref c) that elections 
could be postponed because of USG machinations. 


9. (C) This election is shaping up to be similar to that of 
December 2005. Barring some unanticipated development 
Chavez\' victory looks pretty much assured. So the main story 
is the process on the march to election day. What we\'ve 
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presented is a notional schedule of deadlines 

not be met either because of logistical problems or lack of 
political will. The CNEVs ongoing discussions with the 
opposition and the possibility of an impartial audit of the 
registry are good signs 

improve voter confidence in the electoral system. The 
governmentVs track record suggests they will probably not be. 
Internal debates over a candidate 

electoral conditions 

investigation 

probably keep the opposition disorganized and unable to rally 
for much of the electoral year. The CNE will also likely 
continue its tried and true practice of stall 

in negotiations over a REP audit or for improving electoral 
conditions. 


BROWNFIELD 
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and information to both the Chilean Air Force (FACH) and the 
Director General for Civil Aviation (DGAC). Plaza noted that 
the U.S. offer of funding support was new 

invitation stated no APEC funds would be available. 


2. Poloff explained that the USG had decided to provide 
funding to encourage attendance and ensure APEC economies 
could benefit from this training. Once the Chilean 

delegation completed its participation 

the GOC to reimburse up to USD 2 

lodging expenses. 


3. Plaza said he would contact the FACH and DGAC with the 
U.S. offer of funding support for participation in the 

seminar. He committed to inform both APEC and Post as soon 
as the GOC determined who was participating in the seminar. 
KELLY 
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2. (C/NF) Turning to problematic General Assembly (GA) 
resolutions that India is reported to support on the 

selection process for the new Secretary-General and on 
lifting the cap on the UN budget 

Malhotra to consider the negative consequences on the 
U.S.-India relationship in Congress and elsewhere if India is 
perceived to be playing an unhelpful role in New York. 
Malhotra replied that India\'s only real interest behind both 
resolutions is to promote its candidacy to join the UN 
Security Council. He explained that India would much prefer 
a consensus GA resolution on the SYG selection process. If 
it appeared that the resolution would garner support only 
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from Non-Aligned Movement (NAM) delegations 

that India would oppose pursuing it. If Indian PR Sen 
decides to forge ahead despite lack of consensus 

DPR said he personally would obtain instructions from New 
Delhi overturning Sen\'s decision. Declaring that India 
\"doesn\'t care\" about the GA resolution on the UN budget 
Malhotra asked that the USG explain what it wants on this 
issue and on mandate review 

helpful. He added that India had already made its point in 
the previous GA vote on reform and would not necessarily 
benefit from another one. 


3. (С/МЕ) COMMENT: Indian PR Sen is notorious in New York for 
inveighing against Western powers 

supposedly conspire to undermine the interests of the NAM. 
While many other members of the delegation recognize that the 
U.S.-India relationship has progressed considerably since the 
days of the Cold War 

Indian Mission quite challenging. Malhotra\'s comments 
suggest he тау have been instructed to check his bossVs 
antiquated instincts. We will test this possibility in the 

days and weeks ahead to see if we can put U.S.-India 
cooperation at the UN on a firmer footing. 

BOLTON 
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Chavez\" on its possible participation in PetroCaribe. 
Venezuela faces a tough decision in the Eastern Caribbean. 
Allowing private companies to take part in PetroCaribe 
violates the planVs principle of V'direct trade\" or 
state-to-state oil transfers 

out could delay the start of PetroCaribe shipments for years. 
End Summary. 


2. (C) In a May 17 conversation with Econoff 

Executive Director of Barbados-based SOL 

logistical plans for PetroCaribe made by the OECS (Antigua 

and Barbuda 

Lucia 

its April meeting (Ref A). PetroCaribe oil bound for the 

Eastern Caribbean would be refined in Venezuela (not Curacao 
as Post had previously assumed) and shipped on a large vessel 
to Antigua for storage and distribution to the other islands. 

The OECS and the Venezuelan state oil company (Petroleos de 
Venezuela/PDVSA) chose Antigua because it has excess storage 
capacity at a former refinery. St. Lucia 

Oil transshipment facility in Cul de Sac Bay 
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become a PetroCaribe distribution hub. 


3. (C) SOL and the OECS are \"waiting on a final decision 
from Chavez\" to activate the plan described above. Gill 
expressed confidence that the plan would be approved 

did not know when. He noted that the only operational 
difference for SOL would be that the refined petroleum 
products offloaded into the company\'s storage tanks would 
come from Venezuela instead of Trinidad. SOL has lobbied 
OECS countries against erecting state-owned oil import and 
storage facilities that would duplicate existing privately 
owned structures. SOL has offered to import PetroCaribe oil 
using its current infrastructure as a way to keep down the 
cost to governments and speed up implementation of the energy 
deal. 


4. (C) Barbadian businessman Kyffin Simpson created SOL 
(www.solpetroleum.com) when he purchased Shell\'s Caribbean 
downstream business in 2004. SOL uses the Shell brand under 
license at its service stations and sources its oil from 

Shell. SOL operates exclusively in the Caribbean and has 
facilities on each OECS island. The other major oil company 

in the OECS 

so it has much less to lose from PetroCaribe. Gill has 

privately expressed serious reservations about Venezuelan 
President Hugo Chavez\'s motives in the region. Publicly 
however 

the sake of his company\'s survival. Gill is betting the 
Venezuelan energy scheme will implode in three or four years. 
SOLVs strategy is to ride it out until then (Ref C). SOL 

as a Caribbean company 

working with the Venezuelans and the OECS than has the 
American ChevronTexaco. (Comment: ChevronTexaco is out of 
favor with many OECS countries 

politically unsavvy decision to threaten a cut-off of 

Liquified Petroleum Gas (LPG) supplies to St. Vincent at the 
time of its December 2005 elections and pulled out of the 
Antiguan LPG market entirely. End Comment.) 


5. (C) PetroCaribe supposedly will save money in two ways: 
cutting out private oil companies in favor of state-to-state 
oil transfers and providing concessionary financing. In 
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practical terms 

accrue to the Eastern Caribbean microstates. The OECS 
countries run the gamut from tiny St. Kitts and Nevis 
(population 45 

With governments more municipal than national in character 
these countries already struggle to uphold all the trappings 
of nationhood and survive as independent states. They have 
neither the resources nor the expertise to start and sustain 
state oil companies. Furthermore 

some of the highest in the world as a percentage of GDP (Ref 
D) 

financial obligations. 


6. (C) Private participation in PetroCaribe could help the 
recipient countries avoid becoming dependent on Venezuelan 
oil. With state-to-state transfers 

threaten a cutoff in oil supplies to bring regional leaders 

to heel. With private companies involved 

threat would be empty. The private company importing oil 
would simply find another source of fuel. (Note: Gill 
explained that SOL could use its existing connections with 
Shell\'s trading company to quickly obtain petroleum on the 
open market in the event of a Venezuelan supply disruption. 
End Note.) State-run companies set up by PDVSA would not 
likely have the flexibility 

the larger petroleum companies to quickly procure oil 
elsewhere. 


7. (C) PetroCaribe has thus far been a failure in the 
Eastern Caribbean. Despite all its promises 

delivered just two shipments of Liquified Petroleum Gas (LPG) 
to St. Vincent and one oil storage tank to Dominica. 
Venezuela is in a bind: allowing private company 
participation would violate Chavez\'s illusion that 
state-to-state oil transfers would somehow reduce energy 
costs. Given the inherent resource constraints of the OECS 
microstates 

companies and construction of duplicate oil import and 
storage infrastructure on each tiny island could mean the 
Eastern Caribbean countries will not see PetroCaribe oil for 
years. 


PETERS 
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message to the region that would be hard for his 
administration to manage. He suggested that investors would 
go elsewhere. Uribe concluded that he did not even want to 
consider the consequences of failing to pass а bilateral 

trade agreement; he told the delegation that such a failure 
\"would be fatal to our democracies (in the region). V" 


5. (SBU) Burton asked whether extending existing trade 
preferences during the free trade agreement negotiations 

would help 

would be useful 

implementation of a bilateral free trade agreement. Uribe 
added that he had spoken to Costa Rican President Oscar Arias 
about the agreement 


6. (SBU) Meeks and Watson echoed Burton\'s comments on the 
difficulty of passing a free trade agreement. Watson added 
that CAFTA split the Congress 

issues that the House has to resolve prior to approving 
another such accord. She added that Uribe should not 
interpret the House\'s actions as V'being out of sync with what 
you are trying to do. The impact of democracy in the region 
has meaning for us.\" Uribe told Watson that the relations of 
the countries within the region should be the \"number опе 
priority for the U.S. because democracy itself hangs in the 
balance.\" 


7. (SBU) Meeks told Uribe that it was unrealistic to expect 

the Congress to pass a bilateral free trade agreement before 
the U.S. elections in November. Meeks explained that the 
results of the Peruvian presidential elections would also 

likely impact the passage of a free trade agreement 

Democrats on the House Ways and Means Committee want Peru to 
obtain the next bilateral free trade agreement. He added 

that some Democrats would like to combine Peru and Colombia 
and pass one trade agreement including both countries 

other Democrats disapprove of the idea. Meeks said he 
personally would like to see a U.S.-Colombia-Peru agreement 
and he suggested that Uribe speak to the new Peruvian 
president about that possibility. 


8. (SBU) Meeks also expressed his concern about the poor 
living conditions of Colombia 

He explained that the Black Caucus was \"eager to protect 
them\" and ensure that they \"get back the land that was taken 
from them.\" Meeks said that Colombia should match the trade 
capacity-building money the USG is investing to improve the 
living conditions in the Colombian Pacific coastal areas. He 
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told Uribe that the Colombian Ambassador in Washington should 
include these concerns in his message to House Members. 
Uribe responded that 42 

educational subsidies; farmers have received financing to 

help them grow their crops; and work is being done to improve 
the local infrastructure 

and hospitals. He also pointed out that there are 700 
indigenous people out of a total population of 44 million 

and this group holds the deeds to one-third of the total 
territory ofthe country. Uribe invited a Congressional 
delegation of Black Caucus members to Colombia to view 
first-hand the situation of the Afro-Colombian population 

there. 

LANGDALE 
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dilatory tactic to try to isolate Special Envoy Ahtisaari.\" 
Jessen-Petersen concurred with that assessment 

just come from Washington where he heard concerns regarding 
weakening European resolve to deal firmly with Belgrade. 
Jessen-Petersen stated that he shared those concerns about a 
rising European chorus of anxiety arguing for more attention 

to the fragility of democracy in Belgrade. He also agreed 

about the lack of V'available levers\" at the moment 

especially since EU accession talks were on hold and NATO PFP 
was also off the table without Mladic in the Hague. 
Jessen-Petersen assessed that this weakening European resolve 
and the challenge it presented for managing Belgrade\'s 
cooperation with the status process was surmountable 

argued that a display of strong US commitment would be 
essential. 


2. (C) Turning to the issue of standards implementation in 
Kosovo 

along well in Kosovo with Prime Minister Ceku at the helm 
steering reforms. Jessen-PetersenVs recently completed -- 

but not yet officially released -- assessment was positive in 
tone overall because Ceku had accomplished much in the last 
few months. Jessen-Petersen handed Wisner a list of thirteen 
further reforms he thought were needed in the coming months 
as well as a V'U.S. Non-paper\" that analyzed the list of 
recommendations and pointed out which of them were the most 
feasible and necessary. Jessen-Petersen said V'because of the 
strong stance Belgrade is taking it is all the more necessary 

for the Kosovar Albanians to go the extra mile 

extra two miles.\" WI delivered this message in Pristina this 
week telling the Kosovar Albanian leadership that when they 
meet with Rohan they will need to seem ready to offer more 
and that it will be very problematic if they do not 
Jessen-Petersen continued. \"The problem is with the unity 
team 
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not want show all of his cards.\" 


3. (C) Raising the problem of North Mitrovica 
Jessen-Petersen how he thought it ought to be handled. 
Jessen-Petersen said he wanted to take a number of steps 
including: 1) creating a more robust security presence in the 
form of KFOR 

implemented as 40 officers had been transferred to North 
Mitrovica recently) and the Kosovo Protection Corps; 2) a 
better communications approach to counter Belgrade\'s 
propaganda ; 3) and immediate efforts to fund and implement 
quick projects that could be put into place now (e.g. 

building a small community center 

disprove Belgrade\'s propaganda. Wisner said he saw 
Belgrade\'s manipulation of salaries as a potentially serious 
problem because it might precipitate Serb departures from 
Kosovo by the end of the year. Jessen-Petersen agreed 
saying there were even signs that exodus could start this 
summer. Jessen-Petersen noted that Ceku\'s policy of keeping 
the salaries in escrow was a wise move. 


4. (C) Continuing their discussion on North Mitrovica 

asked Jessen-Petersen how he envisioned dealing with the 
problem. Jessen-Petersen replied that he hoped for an 
arrangement that would employ the best points of Eastern 
Slavonia in Croatia as well as some of Brcko in Bosnia. 
Responding to a further clarifying question from Wisner 
Jessen-Petersen said Mitrovica would need an international 
administrator for some time 

not go beyond those of the international representative in 
Pristina. The Pristina international representative would 
not be a double-hatted UN official 

he foresaw following a model similar to the Office of the 
High Representative in Bosnia 

sent from the EU but reports to the Security Council several 
times a year because the position would be created by a UNSC 
mandate. 


5. (C) Bringing the meeting to a close 

noted that he would reinforce Jessen-Petersen\'s message to 
the Kosovar Albanian leadership that strong action was needed 
during his visit to Pristina over the weekend. Wisner 

promised to draw on the points that Jessen-Petersen had given 
him. 

BOLTON 
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whistleblowers. The CFC will also gain powers that similar 
organizations in other countries do not have 

ability to publish rules covering other Mexican regulators 
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thus strengthening the relationship between the judiciary and 
the CFC. Perez Motta mentioned he feels this is the rule 
that will affect Carlos Slim 


LAW WILL REDUCE THE NUMBER OF APPEALS 


4. (SBU) Econ Mincouns questioned how the new law would 
affect court appeals of GFC decisions 
by businesses to prevent them from having to comply with 
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CFC\'s rulings. Perez Motta explained that the new law cannot 
prevent appeals as they are a right guaranteed in the 
constitution. However 

appeals and the probability of winning them. The new law 

fills in may Vblack holes\" in the previous law that companies 
used as justifications for appeals. Perez Motta pointed to a 
growing number of court victories in favor of the CFC. He 
pointed to a meeting he had just left with an association 

that had recently won a seven-year appeal to stop a 
monopolistic merger. 


TELMEX WILL BE MOST AFFECTED BY NEW LAW 


5. (SBU) Telmex has had an appeal pending against the CFC 
for over four years that allows it to withhold information 

from the CFC. Once the new law takes affect 

explained that Telmex would have to re-appeal if CFC were to 
request information again. CFC has taken Telmex to court on 
a variety of issues over the last ten years. Telmex has 
responded with 57 appeals -- making Telmex the company which 
has used the legal system the most to repel the CFC -- 
attacking virtually every article of the competition law. 

Telmex has refused to comment on the issue. Gerardo Soria 
Gutierrez 

that until the Constitution is modified to remove the 

possibility of appeal 

to continue to use the appeal process to protect their 
monopoly position. 


MONOPOLIES MUST CHANGE THEIR PRACTICES 


6. (SBU) Perez Motta pointed to recent changes in the 
Mexican airline industry as positive examples of effective 
anti-trrust regulation. While CFC participated from the 
beginning in the deregulation of Mexico\'s airline industry 
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monopolies 

into being 

regulate. However 

other private monopolies will have to change their practices 
to avoid penalties imposed under the new law. Sanctions 
could be as high as 1 

Mexico City or ten percent of the annual revenue of a 
company. While the CFC had previously investigated CEMEX 
the national cement monopoly 

sanctionable violations 

investigate the company again. 


PUBLIC MONOPOLIES FAIR GAME TOO 


7. (SBU) CFC will also regulate public monopolies 

PEMEX and CFE (Federal Electric Commission) under the new 
law. Although they cannot be divided or sold 

them to be sanctioned for taking advantage of their 
monopolistic position in areas that are not of V'strategic 
importance 

according to Perez Motta. 


COMPETITIVENESS VISITORS FROM U.S. BENEFICIAL 


8. (SBU) Perez Motta commented to Econ Mincouns that recent 
DOS and USAID sponsored visits to Mexico by Federal Trade 
Commission representatives and Justice Ginsberg have helped 
fuse the relationship between the CFC and the Mexican 

judicial system. Perez Motta suggested that in the future 

the CFC hopes to have courts in Mexico dedicated to handling 
economic issues. While Perez Motta could not predict how 
future administrations would handle the new competition law 

he suggested future USG involvement be low profile to avoid 
the appearance that the U.S. is attempting to dictate Mexican 
policy. He suggested combining U.S. support with assistance 
from other countries 

organizations such as the OECD. Perez Motta suggested 
picking sectors that are in need of both structural and 
regulatory reform and organizing symposiums with academic and 
technical participants on necessary reforms. He suggested 
telecommunications and transportation may be ripe for focus 
and believed it would be useful to invite representatives 

from countries which had succesfuly reformed these areas. 
Perez Motta was also receptive to working with the Embassy to 
publicly defend NAFTA as 2008 and the complete opening of all 
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agricultural markets occur. He also agreed that furthering 
relationships with the AMCHAM could assist the СЕС in 
advancing its interests. 


CFC MOVES INTO NEW FIELDS 


9. (SBU) The CFC announced that in the coming months it 
will release to the public opinions on several key sectors. 
These include railroads 

television content. Perez Motta also explained that СЕС is 
currently working with the Bank of Mexico and the National 
Commission for Retirement Savings (CONSAR) to ensure there 
are not barriers to entry and that the market is operating 
efficiently in providing retirement savings accounts. The 
СЕС is also investigating customs brokers to ensure that 
anticompetitive practices are not placing extra costs on 
importers and exporters. 


COMMENT 


10. The willingness of courts to deny appeals to the new law 
will dictate the impact of this law on economic conditions in 
Mexico. This bill 

CFC\'s favor 

promoted in the press may be the right combination to 
demonstrate the advantages of competition to the general 
population. Perez Motta is a staunch advocate of competition 
and is not afraid to fight for it. He will be a key contact 
particularly in the new administration 

economic interests. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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law\") was the most controversial bill enacted during the 
current session. The media law 

by media giant Televisa 

Commission (COFETEL) regulatory and oversight authority over 
broadcasting issues. However it also provides 

that broadcasting frequencies henceforth will be allocated by 
public auction rather than by discretionary concession. Much 
of the controversy surrounding the law is that Congress 

its effort to quickly pass the legislation 

loopholes and grey areas leading many to question how parts 
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of the new law will be interpreted 

the future. One question is whether existing broadcasters 

will be able to keep and utilize highly valuable digital 
spectrum freed up by Mexico 

Current broadcasters could have a significant advantage over 
new market entrants and competitors who have to pay for their 
spectrum. In addition 

opinion from CFC before submitting their bids in order to 
prevent media concentration. Given this 

on foreign investment 

distinct advantage in winning tenders. 


5. (SBU) While we have already reported in detail on the 
substance of the law (ref A) 

circumstances of its passage sheds light on the influence 
wielded in the Congress by powerful private interests. 
Although the average bill spends approximately six months in 
each house of Congress before winning approval 

was unanimously approved by the lower house last December in 
only 10 days (ref B). Although there was lively debate in 

the Senate 

margin primarily due to sponsoring Senators 

close the gaps with a follow-up bill which never passed. 
Weeks later 

the Supreme Court of Justice asking the court to find the law 
unconstitutional. Many Deputies and Senators only became 
aware of the details of the legislation after its passage 
provoked strong public outcry; PAN Senators Cesar Juaregui 
and Jesus Galvan told poloff they suspected that many of 
their colleagues had not even read the complicated bill 
before voting on it while many Deputies publicly admitted 
that they hadn 

leadership sought to push the legislation through as quickly 
as possible to minimize opposition. 


Politics Over Principle 


6. (C) In fact 

support for the law -- and presumably that of the PRI -- was 
based largely on the fear that Televisa would carry through 
on its implied threat to accord poor campaign coverage to 
those opposing the law. Describing the law as a dirty trick 
(Vporqueria V) 

blocked quorum during a scheduled debate on the law 
pulled all of Felipe Calderon\'s advertisements from the air 
that very same night 

should the bill not pass. Juaregui noted that he was one of 
the few members of his party who in the end withstood 
pressure from the party leadership and voted his conscience 
against the law. In retribution 
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leadership removed him 

legislative faction 

Chamber of Deputies in the July 2 election. Juaregui further 
claimed that President Fox himself was among those in the PAN 
who insisted that the party\'s legislative faction vote in 

favor of the bill 

their failure to do so. 


Hints of Economic Nationalism 


7. (SBU) Perhaps not surprising in an election year 

number of bills were introduced that were redolent of 
economic nationalism. For example 

that would give Mexicans preference over foreigners in 
certain bids for public contracts; it also passed a bill that 
would further restrict foreign investment which was later 
rejected by committee in the lower house. Both bills can be 
brought up during the new session in September 

significant changes would be needed to the proposed foreign 
investment legislation since the lower house committee filed 
an official rejection to the proposed legislation. Bills 

seeking to strengthen state control over energy resources 
were also introduced. 


Other Legislative Advances...and Setbacks 


8. (SBU) PRI Senator Carlos Chaurand 

three vice presidents 

he considered Congress\'s other major accomplishments this 
session to include (i) a law regulating private security 
companies 

(still in committee at the lower house) 

strengthening guarantees of gender equality 

legislation seeking to strengthen Mexico\'s law on 
competition. 


9. (SBU) Notwithstanding these modest achievements 
conceded that this final session of the 59th Congress had 
made no progress on the fundamental structural reforms that 
had been a cornerstone of the Fox Administration\'s 
legislative program 

justice sector and public security reform 

sector reforms 

the session left several significant loose ends: a law on 
federalism 

states 

lower house. Meanwhile 

also remains in limbo (ref C). Although it has been passed 
by both houses of Congress 
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has reservations about the bill 
that effectively decriminalizes possession of small 
quantities of drugs for personal use. 


Senate Continues to Press Its Foreign Policy Prerogatives 


10. (SBU) As one would expect in era of divided government 
the Congress sought to enforce the Senate\'s constitutional 
right to \"analyze\" the Fox Administration\'s foreign policy. 

For example 

requiring Senate approval for any decision by the President 

to amend 

international treaties. The Senate showed a particular 

interest in monitoring the GOM\'s conduct of U.S.-Mexican 
relations: it requested Foreign Secretary Derbez to testify 

on the results of the March 2006 Cancun summit and on the 
Partnership for Security and Prosperity. The Senate 
considered a number of measures related to migration 
approving a document entitled \"Mexico Facing the Phenomena of 
Immigration" which for the first time recognized Mexico\'s 
Vshared responsibility" for the problem of migration. Both 
houses of Congress enacted resolutions expressing support for 
migrants demonstrating in the U.S. 


A Look at Legislative Trends 


11. (U) Analyzing the just-concluded legislative session 
recent article in Reforma identified several key trends: 


-- (U) Recent legislative sessions have witnessed a huge 
growth in the number of bills introduced by legislators 
opposed to by the executive. Whereas legislation initiated 
by the President accounted for 22% of all legislation 
introduced into the 56th Congress (1994-96) 

in which the PRI enjoyed an absolute majority 

introduced by the executive branch in the 59th Congress 
accounted for less than 296 of all legislation introduced. 

The overall number of bills introduced rose dramatically from 
250 in the 56th Congress to 2388 in the 59th Congress. 


-- (SBU) In absolute terms 

the Fox Administration declined one third from the first 
congressional session of its sexenio (2000-03) 
introduced 63 bills 

(2003-06) 

Administration submitted no bills whatsoever in last fall's 
session 

initiatives 
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suffering from gridlock. 


-- (U) Given the explosion in the number of bills introduced 

the percentage of bills passed into law declined from 4396 in 
the 56th Congress to 2196 in the 59th Congress. Nevertheless 
in absolute terms 

nearly five-fold from the 56th to the 59th Congress 

to 513. 


-- (U) The percentage of bills initiated by the executive 

that were passed into law declined from 97% in the days of 
PRI hegemony to 75% in the most recent session. However 
while a strong majority of Fox\'s initiatives were enacted 
these largely consisted of routine measures; as noted major 
reform bills remain pending. 


Comment: 


12. (C) While some have suggested a special session of 
congress could still convene to finish outstanding business 
electoral realities make it highly unlikely. The lack of 
legislative progress made in Congress over this sexenio is 
perhaps most tellingly conveyed by the almost frantic public 
service ads being run by both the Chamber of Deputies and the 
Senate 

them. One of the questions most frequently asked of the 
current crop of presidential aspirants -- how will you work 
with Congress? This will be one of the fundamental 
challenges of the incoming Administration. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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and that if there is a third option (other than a nuclear 
armed-Iran or outright war) for the international community 
to pursue 

memo on the proposed options 

concept of targeted financial measures against Iran with 
senior members of the UAEG. Арх also suggested the U.S. 
coordinate a meeting in Europe with the key players to 
develop these ideas. He noted that the participation of 
other Gulf countries would be critical to success. Action 
request contained in para 9. End summary. 


2. (SBU) U/S Levey was accompanied by David Nelson 
Office of Terrorism Finance and Economic Sanctions 
Economic and Business Affairs; Matthew Epstein and Kristen 
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Hecht 
econchief (notetaker). 


3. (S/NF) U/S Levey told AbZ that the USG wants to find an 
option -- other than military confrontation -- in case UN 
diplomacy fails. He said that the USG has developed a plan 
to financially pressure the Government of Iran (GOI) by 
creating a dynamic where the GOI is shunned by the 
international financial community. He explained that the 
U.S. and its international partners could pressure the 
Iranian regime by cutting off access to financial 

institutions in Europe 

regimeVs financial transactions are handled. The initial 
measures would seek to financially isolate entities and 
individuals engaged in proliferation 

activity 

dynamic where typically risk-averse organizations (such as 
banks) perceive that the risk of doing business with such 
entities and individuals is simply too high. He also noted 
that the regime could be further isolated if international 
financial institutions closed GOI bank accounts. U/S Levey 
suggested that if financial institutions cease doing business 
with the GOI and Iran\'s elite 

question Ahmadinejad\'s policies 

on the defensive. U/S Levey declared that \"the goal is not 
to bankrupt Iran 

elites." U/S Levey stressed that 

measures to be effective 

financial centers would be essential. Ultimately 

persisted in pursuing WMD 

financially isolate the regime more broadly. He told AbZ 
that the USG is discussing these options with the G-7 
Austria 

Council (GCC) members. 


4. (S/NF) AbZ 

and focused intently on the U/S while speaking 

number of detailed questions. He inquired whether the USG 
had a timeline for when each of the steps would be 
implemented. U/S Levey responded that the first step would 
be to identify the entities and individuals 

noted that the U.S. would develop an implementation timeline 
that marries up with the UN process. AbZ asked whether 
imposing travel bans on Iran\'s senior officials was an 

option. U/S Levey responded that it was. AbZ inquired 
whether the United Nations Security Council (UNSC) might be 
able to impose such a travel ban. Smiling 

the Secretary General of Iran\'s Supreme National Security 
Council 
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that it could be \"very embarrassing" if people like him 
wanted to come and the Gulf countries told them they were not 
welcome. (Comment: UN mandated travel bans do have 
exceptions for official travel and may not affect all of the 
GOl\'s key players. End comment.) AbZ also asked if 
Hizballah would be on the targeted list of terrorism 
supporters. U/S Levey responded that the USG would like to 
add Hizballah to the list 

involved supported that decision 

Considering the question of whether isolating Iran\'s elite 
would create the right kind of tension within the regime 

noted that Rafsanjani and his son are frustrated with 
Ahmadinejad and they believe that it is already difficult for 
Iranians to do business around the world. V'If Rafsanjani -- 
who is already pissed at Ahmadinejad -- is on the list 

you will just isolate him 

comment essentially confirmed the USGVs belief that there is 
already tension among the lranian elite 

that we would consult with our partners as to who should be 
on the list. U/S Levey and AbZ mused that keeping certain 
regime insiders on or off the list could be perceived by the 
GOI as an insult or as a triumph. Either you are the enemy 
of the U.S. 

individual 

the same effect. \"This is exactly why we need our friends 
around the table to discuss the tactics that can exacerbate 
tensions in the regime 


5. (S/NF) Thoughtfully considering U/S Levey\'s proposal and 
the answers to his questions 

important for Iran to understand that there is V'no way out. V 
\"Senator McCain said the smartest thing when he said that 
going to war with Iran is horrible 

bomb is worse.\" ΑΟΖ said that we must ensure that both 
options (war or a nuclear-armed Iran) are difficult. \"If 

there is a way to get Iran out of this in a face-saving way 
then why not?" AbZ asked whether Iran could get around these 
efforts by going through China 

Latin America. U/S Levey said that Iran could get around the 
measures in their early stages 

Iran would be financially cut off. V'Iran needs access to 
dollars 

the EU 

way for Iran to access sufficient amounts of those 

currencies 

rueful smile 

UAE was not a major financial hub.\" 


6. (S/NF) AbZ suggested that the USG coordinate a meeting in 
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Europe with all of our international partners to discuss 
potential financial measures against Iran and formulate an 
implementation strategy. AbZ said that the UAE would welcome 
such a meeting 

least one or two other Gulf countries involved. V'Having them 
involved will also help them to realize the consequences if 

we do not implement measures such as these. If we do not do 
this 

AbZ also told U/S Levey that GCC involvement was critical 
because if the UAE were to block Iranian entities 

UAE financial markets 

Gulf countries which are currently trying to increase their 

trade with Iran. AbZ suggested that Kuwait and Bahrain would 
probably be the first GCC countries that the GOI would move 
money to if closed off from the UAE. Asking U/S Levey if the 
Europeans are on board with the strategy to financially 

isolate Iran 

presented the strategy to have gone back to their respective 
capitals to discuss the options. 


7. (S/NF) U/S Levey told AbZ that 

hopes the UAE will close any accounts of entities designated 
on the annex to Executive Order 13382. AbZ asked for a copy 
of the list 

passed AbZ the Executive Order 

derivative companies on May 1. End note.) 
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8. (S/NF) AbZ also requested that U/S Levey provide him with 
a memo outlining the proposed actions. He said he would take 
the memo to the UAEVs senior leaders and discuss the issue 
with them. \"The Iranians are patient and will try every 

trick to achieve their objectives. We must delay them and 
make it more difficult. If we can achieve that 

enough 


9. (S/NF) Action Request for Treasury: Please provide a memo 
summarizing the presentation 

and Isolate the Iranian Regime 

timeline 

possible. 


10. (U) This cable has been cleared by U/S Levey. 
SISON 
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grip the world nowadays and have caused countless suffering 
(sic) and unnecessary deaths." He accused the modern mass 
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media of willingly spreading heresy. He warned of further 
and greater acts of violence occurring unless the media is 
contained soon. 


2. (C) He then bewailed the suffering of the Palestinian 
people under the Israeli occupation. He described their 
increasing difficulty in feeding themselves and their 

families 

and deteriorating educational system 

attributed to the American and Western boycott that was 
instituted to punish them for exercising their democratic 

rights 

the Palestinians as \"heroes who deserve everyone\'s support 
and respect. V 


3. (C) He then criticized Arabs and Arab governments for 
withholding food and financial assistance from the 
Palestinians and also for preventing others from offering 

aid. His strongest criticism was directed at Arab banks and 
financial institutions which he accused of being mere proxies 
of the West employed to wage war on the Palestinians. Rising 
to even greater fury 

banks that refuse to transfer money or aid to the people of 
Palestine in this time of extreme hardship and suffering. He 
concluded with the pronouncement that the Palestinians do not 
have much to lose. \"They only have roads to cross. They\'ll 
either come out victorious or they\'ll all become martyrs. 
There\'s nothing else left for them. It\'s the end of the road. V 


FROM MECCA: FAITH WILL PERMIT MUSLIMS TO OVERCOME ADVERSITY 
IN PALESTINE AND IRAQ 


4. (U) On May 12 

Shaykh Abd-al-Rahman called on Muslims to have faith when 
faced with adversity. Muslims 

that there must be an end to misfortunes 

are optimistic of such relief for the sufferings of our 

brothers in Palestine and the Land of the Two Rivers (Ігаа.) 

. The lesson ended with the familiar prayer to strive to 
Vachieve Islamic unity and deprive the lurking enemies of any 
opportunity." 


5. (U) His second sermon mirrored the first in encouraging 
Muslims to maintain their faith and meet adversity with 
\"sweet satisfaction." It concluded with the customary appeal 
to God to V'support Islam and Muslims 

unbelievers 

and other Muslim countries safe and secure.\" 


FROM MEDINA: IMAM CALLS FOR HONESTY IN BUSINESS TRANSACTIONS 
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6. (U) In his sermon from the Prophet's Mosque in Medina on 
May 12 

reminded Muslims that they are bound to deal honestly with 
others in business transactions. Just as the Koran forbids 

the sale of produce before it is ripe 

to overprice or outbid others to increase the price of a 
commodity 
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SUBJECT: MOSQUE SERMONS FROM SAUDI ARABIA MAY 12: 
TECHNOLOGY SPREADS IMMORALITY 

HANDS OF WEST AND ITS ARAB PROXIES 

ADVERSITY IN LIFE AND IN PALESTINE AND IRAQ 

HONESTY AND FAIRNESS IN THE STOCK MARKET 


7. (U) The imamVs second sermon continued his observations 
on proper behavior in Saudi ArabiaVs disconcertingly volatile 
stock market 

pity 

corporations 

to make illicit profit and thus exploit people. He 

condemned this as against the morals of Islam. 


8. (U) Reaching beyond the commercial 

his homily with the prayer to V'God to support Palestinians 
and Iraqis against their enemies. V 

Gfoeller 
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financiers.\" The UAE team agreed to study its charity 
regulations to identify \"loopholes\" in its procedures. 0/5 
Levey again passed the paper on Human Appeal International 
(HAI) to the Central Bank 

Dubai State Security Organization. During the JTFCC 
delegation described its procedures for monitoring the flow 

of cash into the country. Central Bank officials told the 

U.S. delegation that the Bank is vulnerable to lawsuits for 
freezing the funds of proliferators based solely on U.S. 
requests. The two delegations agreed to hold the third JTFCC 
meeting September 12 or 13 

May 1 

organizationVs \"quiet\" approach to preventing extremist 
organizations from gaining a foothold in Dubai 

Chairman of Dubai Ports 

Levey that the international community needs to use both \"the 
carrot and the stick\" against Iran. (For a readout of the 

first JTFCC meeting 


2. (U) Summary continued. Action requests for Treasury and 
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State EB/TFS contained in para 17. End summary. 


3. (S/NF) On April 30 

Coordinating Committee met for the second time. The U.S. 
delegation 

Crimes and Intelligence Stuart Levey 

Director 

Bureau of Economic and Business Affairs; Frank Waikart 
Special Advisor; Joe Gallion 

Section Chief 

and Customs Enforcement (DHS/ICE); Matthew Epstein and 
Kristen Hecht 

Treasury Office of Foreign Assets Control Attache; 
Ambassador; DHS/ICE Attache; Legat; SIMO Deputy Chief; and 
Acting Econ Chief. The UAE delegation 

Governor Sultan Nasser al-Suweidi 

the Central Bank\'s Anti-Money Laundering and Suspicious Cases 
Unit; the UAE Ministries of Interior 

Social Affairs; the federal State Security Department; the 

Dubai State Security Organization; the Dubai Department of 
Islamic Affairs and Charitable Activities (DDIA); and Dubai 
Customs. 


Al-Barakat 

4. (C) After opening remarks 

substantive discussions with a question about Somali hawala 
dealers (hawaladars) and the designated Somali remitter 
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Barakat. He said that during his recent trip to London 

officials expressed concern about money flowing from Europe 
through UAE hawaladars to Somalia. Matt Epstein told the UAE 
delegation that the U.S. remains concerned about certain 
Somali hawaladar networks that continue to operate 
internationally 

noted that the Central Bank has maintained its freeze on Al 
Barakat accounts in the UAE 

ways to transfer money. Al-Suweidi and U/S Levey agreed that 
it would be useful for the UAE 

discuss this issue. U/S Levey said the USG would come 
prepared with specific information that could be shared with 

the UAE and the UK. 


5. (C) Abdulrahim al-Awadi 
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of the Central Bank\'s Anti Money Laundering and Suspicious 
Cases Unit (AMLSCU) 

UAE-based Al Barakat operatives whose assets were frozen 
continues to proclaim innocence 

demonstrating that the cash was used to purchase legitimate 
construction equipment for shipment to Somalia. Al-Awadi 
said that the UAE needs assistance from the U.S. in 
determining which individuals are \"legitimate and which are 
wrongdoers.\" He requested U.S. assistance in reviewing the 
individuals on a case by case basis to identify the innocent. 


6. (S) Al-Awadi said that when the Central Bank froze the 
UAE-based AI Barakat accounts 

coordinate with the UAE\'s security forces to apprehend the 
individuals 

the Central Bank Governor 

away. As far as we can tell 

but what can we do? Our authorities are happy to give them 
to уои.\" U/S Levey explained that if the UAE is unable to 
prosecute these individuals for financing terrorism 

still important to freeze their accounts to prevent them from 
operating. (Note: The UAE\'s law criminalizing terrorist 
financing was passed in August 2004 

accounts were frozen. Thus 

law to prosecute the individuals involved. End note.) 


7. (C) At the conclusion of the discussion on Somalia 

remitters and Al Barakat 

explaining the difference between terrorist financers and the 
\"conduits\" who simply transmit the money. He asked that the 
paper contain a description of the different penalties 

involved for each (i.e. 

closure). Al-Suweidi added that if al-Barakat is only a 

conduit 

can be passed to the judicial system 

Bank would like to drop the case. 


Charities 

8. (C) Prior to the JTFCC meeting 

delegation met with Hussein al-Sheikh 

charities to the Ministry of Social Affairs (MSA). U/S Levey 
and al-Sheikh discussed the U.S. interagency paper on charity 
regulations prepared for the JTFCC meeting (ref B). 
Al-Sheikh noted that the UAE constitution delegates certain 
authorities (like the ability to license and regulate 

non-profit organizations) to each of the UAEVs seven 
emirates. The federal MSA licenses charities in Abu Dhabi 
and those that operate outside of their \"home\" emirate. 
Al-Sheikh told U/S Levey that the MSA does not have апу 
authority over charities licensed by local municipalities. 
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In response to U/S Levey\'s question about who monitors the 
disbursement money 

does. Al-Sheikh also reported that charities must either 
send money oversees through the UAE Red Crescent 
MSAVs approval in order to send money abroad 

unable to say how the Ministry or the Central Bank enforces 
this requirement. He did note 

charities licensed by MSA fund local 

causes. 
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9. (С) U/S Levey told al-Sheikh of the USG\'s concern about 
the Ajman-licensed charity Human Appeal International (HAI) 
and passed him a copy of the paper that had been prepared for 
the January JTFCC meeting. Al-Sheikh said that the MSA has 
no authority to monitor or investigate HAI\'s international 
transfers 

Interior 

Recognizing the vulnerability posed by the emirate-level 
licensing and monitoring system 

discussing this issue at the JTFCC and noted 

good if the committee recommended an amendment to the federal 
law.V (Note: In a recent meeting between Ambassador and the 
Central Bank Governor 

thought the UAE should require that all international charity 
transactions be subject to MSA oversight 

entity licenses the organization. Ref D.) 


10. (С) At the JTFCC meeting 

discussion by observing that the federal MSAVs regulations 
regarding charitable organizations are in-line with the 
FATF\'s Best Practices Paper on Charity Regulation and the 
Interpretive Note 

Paper on Charity Regulation. U/S Levey agreed that the 
federal regulations are strong 

municipalities applied the same guidelines to the locally 
licensed charities. Al-Sheikh responded that the framework 
of the federal laws should be applied to the locally licensed 
charities. He also said that although local governments 
license and regulate the organizations 

abroad 

Al-Suweidi replied that the Central Bank had issued 
regulations stating that charities cannot open bank accounts 
without approval of the MSA. When Ambassador observed that 
the USG is also interested in knowing which body has the 
ability to enforce the regulations 

local authorities must go to the Ministry for a license in 
order to open a bank account. He said that if a charity is 
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unable to get the license 

\"what is the point of a charity with no account?\" (Comment: 
Embassy notes that the Central Bank should be involved in 
more than just ensuring that only licensed charities open 
accounts. It also must be involved in monitoring the 
transactions of charities. The Central Bank\'s regulation 
states only that no financial institution may open an account 
unless it presents an MSA license. It does not stipulate 

that the account cannot transfer money outside of the 
country. The requirement that international transactions go 
through the UAE Red Crescent is a 1999 amendment to the 1974 
Charities law. End comment.) 


11. (S) Raising HAI 

responsible for monitoring where a charity\'s money goes and 
to ensure it is not diverted. Answering 

V'That responsibility falls on the board members of the 
charity and the local government.\" Al-Awadi told the 
delegation that the members of HAIVs board are V'very honest 
with no bad associations. | am sure if there are any 
violations 

will take action promptly. U/S Levey responded that 

it is possible that the board is unaware of HAI\'s illicit 
activities 

Al-Sheikh said that MSA would examine the HAI paper 

it with the Ajman municipality and the Central Bank 
determine what action should be taken. (Comment: Although 
al-Sheikh committed to consult with the Ajman municipality 
the MSA does not have the authority to take any action. As 
al-Sheikh observed during the earlier meeting 

lies with the Ministry of Interior 

Security Department 

comment.) 


12. (S/NF) U/S Levey stressed that he is not only interested 
in HAI 
decentralized charity monitoring regime in general 
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particularly as it relates to charities\' international 
contributions. The representative from the federal State 
Security Department (SSD) said that local charities are not 
allowed to transfer money abroad 

to donate in the form of in-kind aid or project assistance. 
These activities are subject to approval by the local 
authorities and state security. He said that when a UAE 
charity wants to work abroad 

on the charity and checks with the security services of the 
recipient country. If SSD determines that either the 
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donating or recipient charity has questionable connections 
then it does not authorize the organization to work 
internationally. The SSD representative said the UAE would 
prepare a paper describing the process for sending money 
abroad. Agreeing that this was a good idea 

U/S Levey that the UAE would coordinate a paper discussing 
the UAE\'s interagency system. He also noted that the UAE 
team would \"examine the loopholes and see how to address 
them.\" (Note: On May 6 

al-Gargash 

Charitable Activities (DDIA). Al-Gargash 

meeting 

representative did not mention that Dubai has its own system 
to monitor charities. He said that he wrote a letter to the 
Central Bank Governor requesting that the UAE team hold a 
coordination meeting in advance of the next JTFCC meeting 
that the UAE teams can better prepare and coordinate what 
they will discuss. End note.) 


Cash Couriers 

13. (C) The UAE began the discussion of cash couriers by 
providing a copy of a paper al-Awadi prepared for the recent 
EU/Gulf Cooperation Council meeting in Brussels. Al-Awadi 
provided a briefing on the paper. The paper outlined the 
UAE\'s requirement to declare imported cash over 40 
dirhams (approximately $10 

authorities may seize undeclared funds and refer cases to the 
attorney general for investigation and possible prosecution. 
The paper also described customs inspection techniques 

as passenger screening and technical inspection of luggage 
and freight. Al-Awadi reported that the UAE recently placed 
signs in its international airports notifying passengers of 

the cash reporting requirement. Governor al-Suweidi observed 
that even though the UAE law does not include reporting 
requirements for outbound cash 

outgoing baggage for substantial amounts of cash. Al-Suweidi 
told the U.S. delegation that at the point of entry 

individuals are asked to declare their cash. If they do not 
declare money 

then customs officers search the individuals. In response to 
a question about procedures at the land borders 
representative said that they check all incoming luggage 

they do not allow people to carry cash over the border in 
excess of 40 

the Saudi authorities. We turn him back with the money and 
require him to send it via a bank 


14. (S) Ambassador briefed the UAE delegation on the recently 
proposed joint tactical cash courier operation between Dubai 
Customs and DHS/ICE. Ambassador noted that the USG is 
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pleased that Sultan Bin Sulayem 

Customs 

May operation targeting high-risk incoming flights for 
search. Ambassador also reported that she had briefed the 
operation to Abu Dhabi Crown Prince Mohammed bin Zayed 
al-Nahyan and UAE Foreign Minister Abdullah bin Zayed 
al-Nahyan and that they had supported the idea. 


15. (C) Governor al-Suweidi requested a paper describing how 
our customs officers monitor the U.S. land border. He asked 
that the paper identify any difference in approaches at the 
Mexican versus Canadian borders. Waikart said that the FBI 
would discuss this issue with the UAEG during upcoming 
training. Governor al-Suweidi also asked about drug money 
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and how it is smuggled into the United States. U/S Levey 
told al-Suweidi that the U.S. interagency had recently 
published a paper on how money is laundered in the United 
States. (Note: On May 8 

paper to the UAE Central Bank. End note.) 


Proliferation Finance 

16. (S/NF) In a pre-meeting between U/S Levey 

Bank Governor 

al-Awadi raised concerns about the Central Bank being 
vulnerable to lawsuits by individuals whose accounts have 
been frozen at the request of the USG. Al-Awadi again 
requested indemnification 

not be able to indemnify the UAE Central Bank. (Comment: 
This is the first time any Central Bank official has raised 

the indemnification issue since Ambassador delivered U/S 
Joseph\'s letter outlining the UAEVs obligations under UNSCR 
1540 in November (ref E). A separate U.S. delegation held 
the Counterproliferation Task Force Working Group on 
Proliferation Finance on May 1 with Central Bank officials 

and al-Awadi raised this issue in considerable detail - ref 

F. End comment.) The Emiratis provided a document detailing 
Dina Khan\'s frozen assets in the UAE. Al-Suweidi was adamant 
that the UAEG does not have sufficient evidence to maintain 
the freeze 

receive documentation (in the form of affidavits) from her 
lawyers indicating that her funds did not come from her 
father. 


Action Items 


17. (С) At the conclusion of the JTFCC 
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delegations agreed to hold the third meeting either September 
12 or 13 


-- Action Request for Treasury 

discuss the possibility of coordinating a meeting between the 
UAE 

(see para 4). 


-- Action Request for Treasury: please prepare and seek 
interagency approval on a V'conduit versus financier\" paper 
for passage to the UAE at 

(see para 7). 


18. (S) On May 1 

DubaiVs General Department of State Security (ADSS) Chief 
Mohammed al-Qemzi. (Note: the GDSS was formerly called Dubai 
State Security Organization (SSO). End note.) U/S Levey 
who met al-Qemzi in January and passed him a copy of the 
paper on ΗΑΙ (ref G) 

organization. Al-Qamzi reported that HAIVs license for its 
Dubai office will not be renewed 

had alerted the federal SSD about the officeVs closure. 
Al-Qemzi observed that he is worried about HAI\'s connections 
to the Muslim Brotherhood (MB) 

committed to collecting money for Hamas 

MB Supreme Guide Mohammed Akef. However 

HAI is licensed in Ajman 

against the charity\'s headquarters. Al-Qemzi said that Dubai 
has a policy that any MB-linked organization will be closed. 
However 

the UN 

that one of the biggest challenges in investigating charities 

is that they tend to not send money directly to terrorists 

but rather they send money to other charities which then hand 
the money to terrorists. 


19. (S) Turning to a more general discussion of the Muslim 
Brotherhood and countering extremism 
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USG\'s view on ΜΒ. U/S Levey responded that the USG tries to 
differentiate between its organizations that support violence 

and organizations that do not. Matt Epstein added that the 
USG has designated some specific MB entities in Kuwait and 
Bosnia for their direct support to terrorism. Al-Qemzi said 
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that he views the MB as a unified movement that directs its 
associated organizations. \"If we don\'t act today using the 
tools we have 

to stop them 

approach to countering the MB\'s influence is to try to 

isolate them; he said that a person\'s connection with tne MB 
was \"enough\" to disqualify him from holding a senior UAEG 
position. Al-Qemzi said that the GDSS is aware that the MB 
has tried to \"hijack\" charities and force them to contribute 

to the MB\'s causes. He said that when Dubai restructured its 
board responsible for monitoring charitable activities (DDIA) 

in 2005 

reviews the license application for any charity organization 

it reviews the organization\'s board of directors and vets 
whether they have any ties to the MB or other extremist 
organizations. Al-Qemzi said that DubaiVs strategy is to 
isolate the extremists by keeping them out of important 
positions and preventing them from recruiting youth into 

their movement. He reported that he has had good support for 
this policy from the Ruler of Dubai Mohammed bin Rashid 
al-Maktoum 

complained about MB organizations operation in Europe that 
served as conduits for MB funds. After the meeting 

offered to provide a list of these organizations to U.S 

Levey. Treasury also requested a copy of an MB presentation 
al-Qemzi said he presented to Dubai Ruler Mohammed Bin Rashid 
Al Maktoum. 


20. (S) In response to U/S Levey\'s question about whether 
there might be a way to de-legitimize them via a public 
campaign 

the MB is strong and has already penetrated V'many governments 
and international bodies.\" He also said that he thought the 

MB would find loopholes around any public approach. Al-Qemzi 
said that Dubai tries to quietly offer an alternative -- 

particularly for the youth -- by providing government-funded 
activities and clubs. V'We strive to create competition with 

the MB and other extremist organizations by giving children 
other opportunities 


21. (S/NF) Treasury representative Matt Epstein asked 
al-Qemzi for his views on Muhammed bin Surur Zain al-Abideen 
and his MB spin-off organization known as Sururiyya. 

Al-Qemzi stated that GDSS considers Surur a terrorist and 
Sururiyya a terrorist organization. Al-Qemzi offered that 

the Sururis are extreme like Takfiri 

the MB. He was not aware of a significant Sururi presence in 
Dubai. 


22. (S/NF) U/S Levey asked for an update on the status of 
terrorist financier al-Shamsi. Al-Qemzi reported that 
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al-Shamsi is still being monitored by the GDSS 

outside of the country 

any of his businesses. Al-Qemzi reported that al-Shamsi has 
shared all of the information he has on the terrorist 

networks with which he was associated. U/S Levey reiterated 
that designating al-Shamsi would be a good way to hold 
al-Shamsi accountable for his actions and provide a deterrent 
to others. 


23. (C) Іп а Мау 1 meeting with Sultan bin Sulayem (SbS) 
Executive Chairman of Dubai Ports 

U/S Levey thanked SbS for his support in the joint cash 
courier operation that would begin in early May. SbS agreed 
that it was an excellent initiative. He said that Dubai has 
noticed that certain nationalities -- like the Russians -- 
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are often \"embarrassed\" to declare their cash. He also said 
that there have been problems with Russians and Pakistanis 
bringing counterfeited currency into the UAE. SbS reported 
that Dubai Customs is working to counter these problems 
that things like the proposed U.S./UAE cash courier operation 
will facilitate their efforts. SbS said that although there 

are no x-rays along the land borders 

of being installed. He reported that while Dubai customs 
officials used to search for illegal pornography or liquor 

they now concentrate on finding V'dangerous items\" like drugs 
and weapons. V'The peace and safety in Dubai is earned. 
Dubai Police 

itis maintained 


24. (S) During a discussion about Iran\'s proliferation 

efforts 

former GDSS officer to monitor companies in the free zones. 
He said they have a list of materials of concern 

are \"watching\" to see who is importing those items. SbS told 
U/S Levey that Dubai is willing to close Iranian front 
companies 

information from the USG on companies of concern. He said 
that Dubai tries to ensure that the companies do not 
continually re-open under new names 

it is a difficult task. U/S Levey provided SbS with a copy 

of Executive Order 13382 

Korean front companies associated with proliferation 
activities. 
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25. (C) In a general discussion about Iran 

Ahmadinejad is very popular among the Iranian people. 
Because of the smart diplomacy Ahmadinejad is conducting 
among his own people 

difficult for the international community to act against him. 
V'You need to show the carrot and the stick 

SbS also observed that Iran is dependent on Dubai as a source 
of food and other necessities 

here 

Without Dubai 

time getting the things they need. V 


26. (C) The Central Bank Governor expressed to officials in 
Washington during his April visit that he would like for the 

U.S. and the UAE to sign an Memorandum of Understanding (MOU) 
to \"formalize\" the JTFCC (ref H). Embassy does not/not 
recommend entering into an MOU with the Central Bank. If the 
Governor continues to request an MOU 

Washington consider drafting a very general document that 

only commits the two countries to meeting two to three times 

per year in order to discuss issues of mutual concern 

regarding terrorist financing. It should state that the UAE 

side will be represented by federal and Dubai authorities 

and that the U.S. side will be comprised of representatives 

from appropriate agencies. An MOU should not/not be an 
attempt to delineate or \"formalize\" interactions in between 
JTFCC meetings. It is essential that the day-to-day contacts 
between various USG and UAEG agencies continue at the status 
quo. End comment. 


27. (C) U/S Levey\'s meeting with Foreign Minister Abdullah 
bin Zayed al-Nahyan will be reported septel (ref I). U/S 
Levey\'s discussions with Dubai General Department of State 
Security Director al-Qemzi regarding Mayrow and its 
associated Iranian front companies purchasing components for 
improvised explosive devices were reported in ref J. 


28. (U) U/S Levey cleared on this cable. 
SISON 
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sending V'mixed signals\" about its energy policy 

specific issues he cited were the negative impact of U.S. 
environmental regulations on new refinery development and the 
proliferation of different grades of gasoline. He said that 
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Aramco wanted to send a clear message to Washington: \"The 
oil era is not over.\" Не noted that unconventional sources 

of petroleum like tar sands 

heavy oils may have reserves of 3 trillion barrels: \"If 
technology can give us only 10 percent of that 

all of the oil pumped in the world since the beginning of 

time.V 


2. (C) Jumah described Saudi Aramco\'s move into new refining 
projects as \"reluctant\" because V'the returns on refining are 
only 6 to 10 percent 

enter this sector" He mentioned that Saudi Aramco is about 

to sign two large refinery deals with Total and 

Conoco-Phillips. Turning to China 

conservation practices as poor even as Chinese demand for 
energy grows. V'If the Chinese ever reach the economic 
development level of Brazil 

the U.S.V Finally 

thesis: VI know Matt. | think he is a very nice guy. But 

he\'s a banker. He came to Aramco for two weeks and suddenly 
he thinks heVs а geologist. The book is just rubbish. ve 

met him 


3. (C) Comment: It is highly unusual that Jumah would 
attend this sort of dinner 

of ongoing discussions between Al-Bilad and the U.S. firm 
Global SantaFE about a potential deal to supply four offshore 
rigs to Saudi Aramco. Eastern Province (EP) Governor Prince 
Mohammed bin Fahd (MbF) is the owner of Al-Bilad 
attendance probably represents his deference to MbF\'s 
presumed personal and financial interest in this potential 
business deal. End comment. 


4. (C) Bio note: Badr al-Suweidan was born in 1958 and took 
over Al-Bilad in late 1990s. Prior to that 

Saudi MFA employee who served in the Eastern Province during 
the early to mid-1980s as a protocol officer. In 1985 

used his connections to get posted as Saudi Consul in Bonn. 

In 1989 

almost crippled him and required extensive hospitalization. 

End bio note. 
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eager to open his books to the US 

any problems so they could be remedied. Bu Melha also provided 
assurance that millions of dollars of recently announced medical 
assistance to Palestinians would be in-kind 

would be sent. End Summary. 
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Seeking Guidance on HAI 


2. (C) On May 13 Consul General paid a farewell call on Ibrahim 
Bu Melha 

Foundation (MBRE) 

on its squeaky clean record. Bu Melha said he had recently 
become aware (likely from the Dubai Security Services -- see 
reftel) that the USG had concerns with Human Appeal 
International (HAI) 

currently partnered with HAI (which he consistently referred to 

in Arabic ав Hayat al-AVamal al-Khairiya 

Works Organization\") on the construction of schools 

hospitals in Palestine (Jebalya 

MBRE was also on the verge of signing several new agreements for 
joint projects. 


3. (C) Bu Melha said that prior to partnering with HAI (with 

which MBRE had previously worked on humanitarian projects in 
Iraq) he had carefully studied the U.N. and U.S. lists of 
\"banned\" charities 

the lists. Furthermore 

organization 

was working with equally respectable partners in many countries 
including Sudan 

partnership with the United Nations. Bu Melha said he was 
seeking CGVs guidance on the advisability of continuing to work 
with HAI 

cooperation in Palestine 

could not work there without a partner like HAI 

offices and accountable employees here in the UAE 

on the ground in Palestine." CG told Bu Melha it was his 
understanding that HAI was a problematic group. He urged that 
MBRE not proceed with signing any new agreements with HAI until 
further guidance could be obtained from Washington. 


MBRE To Disengage 


4. (C) On May 17 

Department 

that the USG indeed had serious concerns about HAI. While we 
were unfortunately not in a position to make those concerns 
public at this point 

disengage from projects and cooperation with HAI. CG also 
shared with Bu Melha some of the many steps the USG was taking 
to provide increased humanitarian assistance to the Palestinian 
people. Bu Melha immediately agreed to disengage with ΗΑΙ. No 
new agreements would be signed 

Schools and clinics already being built 
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state of construction 

be started. He estimated that it would take \"four to six months\" 
until the remaining projects were completed 

disengagement would be complete. 


HAI Eager to Cooperate with USG 


5.(C) Bu Melha said that he knew HAI SecGen Salem Ahmed Al 
Nuaimi personally 

his organization had been \"100 percent clean\" from the 
beginning. HAI had never knowingly cooperated with any 
extremist group 

them for refusing to cooperate on projects in Palestine 

Melha asserted. Nuaimi had also become aware of USG concerns 
about his group 

all his books\" to the USG so that any problem areas could be 
remedied. Nuaimi\'s message to the U.S. 

was V' please come to те 
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will hold no information back.\" 


Medical Assistance to Gaza to Be In-Kind 


6. (C) On a separate issue 

UAED 10 million (USD 2.7 million) in assistance that MBRE would 
be providing to the Palestinian people would be in-kind 

assistance 

funds would be sent to the Palestinian territories; instead 

funds would be transferred to third-country accounts of 
companies (mainly Egyptian and Jordanian) that had the capacity 
to deliver medical supplies inside Palestine. The possibility of 
purchasing medicines in Egypt and trucking them to Gaza had been 
broached with the Egyptian authorities 

been received. In either case MBRE would insist on 
accountability 

and the receiving clinic or hospital that the supplies were 

actually delivered. 

DAVIS 
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concerns about visa reciprocity. 


VTHE TRAIN IS LEAVING ΤΗΕ STATION\" 


4. (S) The CG emphasized that the full resolution of the 
visa issue would only occur after the SAG had closed the 
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block of Palestine Street which fronts the Consulate 

compound 

non-immigrant visa services in Jeddah were resumed. The CG 
noted the USG\'s continued frustration at the lack of movement 
and bilateral dialogue 

attack occur on the Consulate with visa services operating 
Saudi casualties would mount into the hundreds. By closing 
the street 

increase the number of visa appointments as well as ensure 
the protection of both its staff and the Saudi public. She 

said that the urgency of the security threat was highlighted 

by the May 12 shooting at the Consulate (see reftel B). 

(Note: Contrary to previous SAG accounts of a lone shooter 
Obeid said the government was currently hunting for at least 
four accomplices involved in the attack.) 


5. (S) She further explained that time was \"running out\" for 
the SAG to make a decision 

likely re-allocate resources in the near future should visa 
services in Jeddah not resume. This would mean the permanent 
transfer of personnel as well as a renovation of the consular 
facility so it could be used more efficiently by other 

sections. The CG stated in plain trms that should this 
happen 

soon. \"The trai is leaving the station 

agree that the continued US-SAG dispute on the visa issu 
and the closing of the sreet only served to empower elements 
in the Kingdom that would welcome a rift in the bilateral 
relationship. 


SAUDI INTRANSIGENCE TO SAVE FACE 
6. (S) Obeid explained that the unwillingness of the SAG to 


address the street closure was based primarily on domestic 
political considerations and had Vzero to do\" with any 
inconvenience to Jeddawis of having to detour around the 
closed block. V'Absolutely no one cares about that 

said disdainfully. Instead 

appearance of \"caving in\" to the USG in order to save face 
with its own constituency. Emphasizing that there was 
significant anti-Americanism in Saudi Arabia and Jeddah 
proper 

faced by the Consulate General in purchasing land for a new 
compound. \"I understand that every time you are close to 
clinching a deal 

withdraws his land." 


7. (S) Obeid also hinted that a struggle for influence both 
within the Ministry of Foreign Affairs and the group closest 
to the King was at least somewhat responsible for the SAGVs 
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delay in responding to the Ambassador\'s request. In 
particular 

princes were working to undermine the unpopular Assistant 
Minister for Consular Affairs. Similarly 

rumors that the King\'s advisors were split between 
conservative elements opposed to compromise and more moderate 
voices. Before leaving 

the consular section. Obeid was surprised by its 
considerable size and remarked several times that he had not 
realized how many interview windows would be available for 
visa applicants should the section reopen. 


8. (S) COMMENT: Though the SAG is clearly frustrated by the 
public outcry at visa wait times 

the government have obscured the fact that only the Saudis 
can solve the problem. There seems to be little recognition 
that closing the section of Palestine Street adjacent to the 
Consulate and facilitating the search for land on which to 

build a new Consulate compound are the two most effective 
ways to resolve the issue. END COMMENT 

Gfoeller 
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Qatif. (Note: Cultural symposium is likely a euphemism for 
some sort of political activity. End note.) Ahmed said that 
Hassan had not been involved in the symposium under 
discussion and told that to the Mubahith. According to 

Ahmed 

signed some sort of statement and after someone else provided 
a guarantee Hassan would return for further questioning 

asked. Ahmed further speculated that Nimr Al-Nimr\'s 
detention had something to do with his activity in Bahrain 
contradicting Mohammed Al-NimrVs speculation (ref A). Ahmed 
said that Nimr Al-Nimr and Hassan Al-Nimr are not closely 
related. 


3. (C) Comment: Contacts have described Nimr Al-Nimr as a 
hard-line \"maverick.\" Hassan Al-Nimr 

the most recent National Dialogue and was widely quoted as 
questioning why Saudis should talk about talking with others 
when they could not talk properly with each other 

a smoother version of Nimr Al-Nimr: we have heard both of 
their names in connection with the group Saudi Hezbollah. 
The detention of Nimr Al-Nimr and the questioning of Hassan 
Al-Nimr suggests the SAG thinks something specific is afoot 
and/or wants to send a veiled warning to the ShiVa factions 
least inclined to work within the Saudi system (see ref B). 
End comment. 
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and the state governors\' current terms would be extended by 
two years 

refused to bite the Obasanjo lure 

aide. Tinubu saw Obasanjo\'s request for a two-year extension 
as an attempt to sneak in through the back door what was 
denied through the front. A two-year extension would simply 
move the third term debate from 2006 to 2008 


4. (C) Noted economist and Lagos Business School Dean Pat 
Utomi recounted a conversation with Nasir EI-Rufai 

of the Federal Capital Territory 

Presidents economic team warned the President not to let the 
third term amendment go to a decisive vote in the Assembly. 
However 

feared the defeat would now make the President the lamest of 
ducks 

period of this term 

abandon the President in droves. 


5. (C) While El-Rufai feared the President might suffer a 
mortal political wound 

Obasanjo had enough political ammunition and personal 
gumption to revisit tenure extension 

debate in the National Assembly 

the removal of some key members who opposed this initial 
attempt 

Delta to erupt 

emergency which would \"compel\" him to stay in office and 
postpone elections. For the time being 

thought he would act conciliatory 

unity his political opponents forged against the third term 
campaign. These observers think Obasanjo\'s talk of 
reconciliation is not heartfelt but just a tactical retreat 

to keep the heat off him and give him time to seek another 
opening to press his objective. 


6. (C) Differing opinions emerged regarding how to encourage 
the President to shelve any future moves to extend his 

tenure. Some have discussed engineering a graceful exit by 
offering him a special position for African peacekeeping 

under the joint auspices of the UN and AU 

professorial chair at a university (reftel). Others favor a 

more aggressive approach to contain Obasanjo 

motion of impeachment for various offenses 

bribery and coercion of assemblymen during the third term 
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debate. (The impeachment option was raised by an attorney 
who is a close associate of Usman Bugaji 

Atiku\'s most trusted ally in the National Assembly.) 


7. (C) Even if he does not succeed in extending his stay in 
office 

Observers believed the President would use his position in 
the party to actively block Atiku from the nomination. 


8. (C) The reactions communicated to us following the third 
term defeat indicate that most southerners 

ObasanjoVs Yoruba homeland 

political temperature has eased somewhat. There were actual 
reports of small public celebrations in some southern cities. 
Ironically 

more uncertain than if the obverse had occurred. The 
jockeying for position has already intensified 

the Presidential level but for state governorships as well. 
While everyone is now looking to their political future 

most prudent 

Obasanjo. End comment. 
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and the state governorsY current terms would be extended by 
two years 

refused to bite the Obasanjo lure 

aide. Tinubu saw Obasanjo\'s request for a two-year extension 
as an attempt to sneak in through the back door what was 
denied through the front. A two-year extension would simply 
move the third term debate from 2006 to 2008 


4. (C) Noted economist and Lagos Business School Dean Pat 
Utomi recounted a conversation with Nasir El-Rufai 

of the Federal Capital Territory 

Presidents economic team warned the President not to let the 
third term amendment go to a decisive vote in the Assembly. 
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abandon the President in droves. 
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5. (C) While El-Rufai feared the President might suffer a 
mortal political wound 

Obasanjo had enough political ammunition and personal 
gumption to revisit tenure extension 

debate in the National Assembly 

the removal of some key members who opposed this initial 
attempt 

Delta to erupt 

emergency which would \"compel\" him to stay in office and 
postpone elections. For the time being 

thought he would act conciliatory 

unity his political opponents forged against the third term 
campaign. These observers think Obasanjo\'s talk of 
reconciliation is not heartfelt but just a tactical retreat 

to keep the heat off him and give him time to seek another 
opening to press his objective. 


6. (C) Differing opinions emerged regarding how to encourage 
the President to shelve any future moves to extend his 
tenure. Some have discussed engineering a graceful exit by 
offering him a special position for African peacekeeping 
under the joint auspices of the UN and AU 

professorial chair at a university (reftel). Others favor a 
more aggressive approach to contain Obasanjo 

motion of impeachment or various offenses 

bribery and coercion of assemblymen during the third term 
debate. (The impeachment option was raised by an attorney 
who is a close associate of Usman Bugaji 

Atiku\'s most trusted ally in the National Assembly.) 


7. (C) Even if he does not succeed in extending his stay in 
office 

Observers believed the President would use his position in 
the party to actively block Atiku from the nomination. 


8. (C) The reactions communicated to us following the third 
term defeat indicate that most southerners 

ObasanjoVs Yoruba homeland 

political temperature has eased somewhat. There were actual 
reports of small public celebrations in some southern cities. 
Ironically 

more uncertain than if the obverse had occurred. The 
jockeying for position has already intensified 

the Presidential level but for state governorships as well. 
While everyone is now looking to their political future 

most prudent 

Obasanjo. End comment. 
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5. (C) Al-Qudir\'s words match recent statements from several 
sources that ethnic tensions in Tal Afar are heating up. While 
there are friction points between Shia and Sunni in the city 
PRT contacts believe the recent violence is caused by outside 
actors attempting to take advantage of an already tenuous 
situation in Tal Afar. Groups such as AQIZ appear to be 
exploiting historical tensions between Sunnis and Shia to 
destroy any goodwill that resulted after successful 
counterinsurgency efforts by Coalition Forces and Iraqi Security 
Forces there last fall. Al-Qudir believes problems in the area 
might also be caused by events in Baghdad and the lack of a 
central government. 

GRANT 
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authority to use deadly force.\" He claims that the IP had no 
knowledge of ChilabiVs identity. ΑΙ Moadal said that a full 
investigation had begun and would continue until \"we can verify 
all circumstances surrounding the incident. V" 


5. (C) JaVafer AI Hakim 

branch of the Supreme Council for the Islamic Revolution in Iraq 
(SCIRI) 

Mugtada Al-Sadr\'s principal rivals 

be calm and we ask for Muqtada Al Sadr\'s view of the incident. V 
According to Al Hakim 

actions that might be perpetrated by his followers.\" He went on 
to say that despite the fact that Chilabi was a Sadr bodyguard 

he wasn\'t above the law. Al Hakim noted further that he 
believed the incident was the work of Baathists trying to drive 

a wedge between Sadrists and SCIRI and asserted such attempts 
\"would not work.\" 


6. (C) For their part 

investigation into the incident. Sheikh Hassan Al Adeli 
member of the Shaheed Allah organization 

indication he had was that the victim was unarmed. (NOTE. 
Shaheed Allah is a charitable organization that works closely 
with Muqtada Al Sadr. It is also reportedly a source of 
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financing for licit and illicit Sadrist activity. END NOTE.) 
Reaction by other prominent Sadrists has been restrained as 
well. At the Friday sermon at Kufa mosque 

mosque in the region 

incident. There have been no reported protests or acts of 
violence related to the killing. 


7. (C) COMMENT. It is unlikely that the IPs would knowingly 

kill a Sadr lieutenant. As of May 20 

incident will not cause renewed fighting between the 
SCIRI-associated Badr Organization and Sadr\'s Mahdi Militia. 
SCIRIVs denial and ritual accusation that Baathists instigated 
the incident seems to be enough to satisfy Sadr. This denial is 
less convincing when one considers the Najaf IP are lead by 
SCIRI loyalists and there are no openly Baathist members in the 
provinceVs IP force. END COMMENT. 


MEURS 
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Vunity 

the CoR that he would institute a boycott of any representative 
who was not working for the benefit of all Iragis. He asserted 
that his threat of a boycott was not limited to non-Sadrists. 

Sadr explained that for Sadrist representatives who do not work 
for Iraqis 


3. (U) Begin text οἱ Sadr\'s statement: 

-- | shall stay and speak as a Hawza and refuge for the needy 
and the poor and the aggrieved people and among the young and 
the old. Nothing is above the truth. 


-- We shall stay and defend aggrieved nations and we shall 
demand their rights. Their rights have been taken by unjust 
people and we and the invasion shall remain separated 
father said 


-- We shall continue rejecting all kinds of invasion and we 
shall not believe in it at all 

enemy. We shall reject all the divisive actions 

dividing the country or ethnic conflicts. We shall call always 
for unity 

restore the services for Iraqi people. 


-- Therefore 

have to work for similar interests and perform their duties 
because they have achieved these positions in order to serve the 
people and the public interest 


-- So 
people or the national government is responsible to God and we 
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shall boycott him for good. | exclude no one (this is for 

Shiva 

the Sadrist stream (NOTE: this refers to followers of Muqtada 
and his father) 

shall receive twice the boycott. 


-- | choose no sides. | always say the truth 
myself 
condemnations as you have seen from us. 


End text of statement. 


4. (C) Comment: In recent months 

let a national event pass without making his point of view 
publicly known. The threatened boycott may not mean much to 
individual Sunni and Kurdish legislators 

Sadr\'s large and active Mahdi Militia. However 

what Sadr means by \"boycott.\" With this statement 

seems to be to keep himself in the spotlight and demonstrate his 
influence as a major political player as the new national 
government gets on its feet. End comment. 


MEURS 
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Conspiracy\" that \"stole\" his ministries. When Duleimi asked 
Mutlak to be more polite 

been polite a day in your life" The venom seeped outside 

the room as well. Poloff stepped into a room next door 

during the stand-off and found National Dialogue Council 

member Abd al-Nasser al-Janabi and several other 
parliamentarians surrounding presumptive Sunni Arab DPM Salam 
al-Zawbai. \"You\'ve fallen into an American intelligence 

trap!" Janabi angrily shouted at а visibly stunned Zawbai. 


5. (C) The dispute was ostensibly over the last-minute 
exclusion of Mutlak\'s group from the government 

share of Sunni Arab seats taken by the Iraqi Islamic Party 
and the continued deadlock over the interior and defense 
ministries. But it reflected deeper divisions in the Sunni 
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Arab community that could yet test the bonds of the new 
cabinet. Mutlak and others have never forgiven Tareq 
al-HashemiVs Iraqi Islamic Party for approving the Iraqi 
constitution 

the days of the former regime when Mutlak and BaVathist 
sympathizers were in power and Sunni Islamists like Hashemi 
were in exile or in prison. Mutlak accuses HashemiVs Islamic 
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Party of rigging the elections against him. Meanwhile the 
National Dialogue Council members of the Tawafuq Front 
regularly claim that their supporters won the Front 44-seats 

not the Iraqi Islamic Party. Janabi and others spoke on 

behalf of the entire Tawafug Front repeatedly during the 
confrontation even though their members hold only about seven 
of the Front\'s 44 seats. 


6. (C) The Ambassador 

al-Jafari 

hall waited. The Ambassador urged them to attend the session 
-- even to abstain or vote no on the cabinet -- and focus 

their energies on ensuring that the security portfolios are 
distributed correctly over the next week. The Ambassador 
also offered to bring together the leading members of the 
Tawafuq Front -- Khalaf Alayan 

Adnan al-Duleimi -- for a fence-mending session in the coming 
days. With those assurances 

group to enter the hall. 


7. (C) The dispute spilled over into the parliament hall 
moments after the session was convened 

leader Salah al-Mutlak attempted to steal the spotlight with 

a personal address of opposition to the Iraqi people. When 

he was cut off 

the cabinet for two days 

voted down. Then Tawafuq member Abdul Nasr al-Janabi of the 
National Dialogue Council stood and announced that the final 
minister list was incomplete 

and staged a walkout. He and some 15 other parliamentarians 
-- all from the Dialogue Council and Hewar Front -- filed out 

of the hall. The wide majority of the 58 Sunni Arab 
parliamentarians in the hall remained in the session 

top Tawafuq leaders Tariq al-Hashimi 

Speaker Mahmud Mashadani. 


Maliki\'s Cabinet Shows Accommodation 
With Shia Coalition Rivals 


8. (C) The parliament then proceeded to speedily vote through 
an expanded cabinet list of 38 posts 

security posts of interior 

national security 

negotiations over the next week. The final cabinet list 
showed that Maliki had moved far in the final hours to 
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accommodate his rivals in the Shia coalition. The Da\'wa 
Tanzim Iraq faction seated its top officials in the education 
and trade ministries. Maliki even planned to appoint Da\'wa 
Tanzim lraq official Shirwan al-Waeli to the Minister of 
State for Security Affairs post but held off in the morning 
after the Ambassador made clear that all security 
appointments needed a closer look over the coming week. 


9. (C) Maliki bowed to SCIRI\'s demand to have Bayan Jabr atop 
the finance ministry and put SCIRI veteran Akram al-Hakim in 
the newly-created slot of Minister of State for National 

Dialogue 

-- despite previously expressed deep reservations on the 
subject -- also gave in to Sadrist demands to retain control 

over key service ministries and added a state minister for 
tourism slot to their share. 


Sunnis Ready to Come Back into 
Fold with Progress on Security Files 


10. (C) President Talabani 

Mashadani followed with speeches of their own welcoming the 
new government and warning of challenges ahead. After the 
ministers were sworn in and the session recessed 

Arab walkouts were found still waiting in the cafeteria 

outside. Al-Janabi later told Poloff that the group was 

unhappy that the Minister of Defense had not yet been named 
and left open the possibility of rejoining the government 

within a few days if their grievances were addressed. The 
Ambassador plans to convene the key Sunni Arab leaders in the 
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coming days and drive forward negotiations on the remaining 
security slots. 


11. (SBU) The final cabinet list -- despite its gaps -- 
succeeded in winning the support of the vast majority of 
parliamentary blocs. Even with the Sunni dissidents 

Fadhila Party 

Maliki\'s government has a claim to represent some 235 of the 
275 parliamentarians -- some 85 percent of the parliament. 
The cabinet represents most of the Shia coalition and Tawafuq 
Fronts 
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Kurdistan Islamic Union. 


12. (SBU) The following are the names of the cabinet 
ministers approved by the CoR (with party affiliation if 
known). The list includes four women who will serve as 
minister of human rights 

minister of state for women\'s affairs: 


BEGIN LIST: 
The Prime Ministership: 


PRIME MINISTER: Nuri al-Maliki 
DPM: Barham Salih 
DPM: Salam al-Zawbai 


The \"Sovereign\" Ministries: 


ELECTRICITY: Karim Wahid al-Hassan 

FOREIGN MINISTRY: Hoshyar Zebari 

OIL: Husayn Shahristani 

FINANCE: Bayan Jabr 

INTERIOR: Under the temporary direction of the PM. 
DEFENSE: Under the temporary direction of DPM Zawbai. 


The Regular Ministries: 


WATER RESOURCES: Abd al-Latif Rashid 
INDUSTRY: Fawzi Harriri 

HOUSING: Bayan Dizayee 

CULTURE: Аѕ\аа Kamal Muhammad al-Hashimi 
PLANNING: Ali Baban 

HIGHER EDUCATION: Abid Diyab al-Ajili 
COMMUNICATIONS: Muhammad Allawi 
JUSTICE: Hashim al-Shibli 

SCIENCE AND TECH.: Ravid Fahmi 

HUMAN RIGHTS: Wijdan Salem 
ENVIRONMENT: Narmine Othman 
EDUCATION: Khudayr al-Khuzavi 

TRANSPORT: Dr. Karim Mahdi Salih 

HEALTH: Dr. Ali Shammari 

MUNIC. AND PUBLIC WORKS: Riyadh Ghurayyib 
Organization 

TRADE: Abd al-Falah Sudany 

AGRICULTURE: Dr. YuVarib Nadhim Al-\Abudi 
LABOR AND SOCIAL AFFAIRS: Mahmoud Muhammad Jawad al-Radhi 
UIC 

DISPLACEMENT AND MIGRATION: Dr. Abd al-Samad Rahman Sultan 
UIC. 

YOUTH AND SPORTS: Jasim Muhammad Jafar 
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The \"State\" Ministries: 


NATIONAL SECURITY AFFAIRS: Under the temporary direction of 
DPM Salih. 

PARLIAMENT AFFAIRS: Safa ad-Din al-Safi 

Independent 

TOURISM AND ANTIQUITIES: Liwa Sumaysim 

FOREIGN AFFAIRS: Rafia al-Issawi 

CIVIL SOCIETY: Adil Al-Asadi 

WOMEN'S AFFAIRS: Fatin Abd al-Rahman Mahmoud 
GOVERNORATES AFFAIRS: Dr. SaVad Tahir al-Hashimi 
NATIONAL DIALOGUE AFFAIRS: Akram al-Hakim 


Ministers of State without portfolio: 


-- Muhammad Abbas al-Uraybi 
-- Ai Muhammad Ahmad 

-- Hassan Radhi Kadhim al-Sari 
KHALILZAD 
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VAny American attack against Iran will be political idiocy. One may 
ask why all this American concern with the Iranian nuclear program 
while there are nuclear programs that are closer to the hearts of 
Asian countries and America 

spoiled child Israel possess nuclear warheads that may destroy the 
world at any minute. Why is Iran the only one who is forbidden from 
developing nuclear technology why others are allowed to have nuclear 
weapons? The truth is that despite America\'s control over the 
current international system 

its will on all the people of the world 

with fierce resistance 

In conclusion 

to negotiate with Iran with respect and understanding so that the 
situation can be resolved peacefully.\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait's Classified Website: 
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REF: A. JEDDAH 263 
B. JEDDAH 356 


1. SUMMARY. Al-Sahat 

frequently denounced as extremist 

from April 18 to 22 

caused the site to be shut down. ConGen Jeddah and its 
officers are regular subjects of commentary 

the occasional threat on the site 

access to the site was restored 

accusing ConGen Jeddah of forming a liberal 

Saudi society and of bribing writers to attack a prominent 
Saudi columnist critical of USG efforts to promote womenVs 
rights in the Kingdom. The debate echoed an earlier 
discussion in which Embassy Riyadh was accused of bribing 
journalists to plant stories in the press. END SUMMARY. 


AL-SAHAT: EXTREMIST MESSAGES 


2. Al-Sahatis an Arabic-language website consisting of a 
number of fora in which readers can post their opinions and 
join the debate on such topics as sports 

computers 

Al-Sahat is based in Abu Dhabi 

contributors come from Saudi Arabia. Since its establishment 
in the late 1990s 

the government-controlled Saudi media for the extremist views 
expressed by some contributors. Saudi posters have used the 
site to spearhead harsh campaigns against Saudi officials 
including Ghazi al-Qusaibi 

Madani 

liberal writers and public figures. 


3. According to the Saudi-financed pan-Arab newspaper 
Asharq Alawsat 

and sympathizers have used al-Sahat to publicize their 
activities. For instance 

by the pseudonym Akhu man Tav Allah 

VVoice of Jihad\" and published it on al-Sahat 

to the Ministry of the Interior 

al-Qaeda in Saudi Arabia until his arrest in May 2005. 


4. Al-SahalNs owner Тапа Fares was reportedly offered 

4 

site. Al-Sahat boasts more than 100 

of whom 20 

site is now closed to new members 

\"recommended\" by a current member. According to Asharq 
Alawsat 

members can sell their recommendation or old log-in 
information for as much as 4 
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AL-SAHAT GOES OFFLINE 
INVOLVEMENT 


5. Оп April 18 

the site unavailable. Abdullah Hasim 

of eCompany 

Emirates telecommunications company Etisalat 

site\'s going offline to technical difficulties. Al-Sahat went 
back online on April 22 

unavailable. Access to the political forum was restored on 
April 25 

than usual. By May 1 


6. Rumors circulated around Saudi Arabia that the Emirati 
government had shut al-Sahat down in response to pressure 
from the Saudi government. The King Abdulaziz City for 
Science and Technology (KACST) 

authority responsible for censoring the internet 

past blocked access to al-Sahat from the Kingdom. A few weeks 
ago 

particularly scathing posting accused Ghazi al-Qusaibi of 
\"conspiring against Islam.\" Now that access to al-Sahat has 
been restored 

discussing alternative ways to communicate with one another 
should the Saudi or Emirati government shut the site down 
permanently. 


CONGEN JEDDAH ACCUSED OF \"UNLEASHING HIRED WRITERS\" AGAINS 
SAUDI COLUMNIST 
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7.  ConGen Jeddah and its officers are regular subjects of 
commentary 

al-Sahat contributors. Eyebrows were raised when 

hours of the May 12 shooting at ConGen Jeddah 

carried a biography of the suspected shooter (reftel b). 


8. OnMay3 

formed a liberal Saudi society for men and women that meets 
regularly at the Consulate" and 

agenda and speakers of the Jeddah Economic Forum." He went on 
to accuse the Consulate of bribing writers to attack Nora 

al-Saad 

been critical of USG efforts to promote womenvs rights in 

Saudi Arabia. ConGen Jeddah 

in corrupting the Saudi Woman 

writers to criticize the honorable Dr. Nora al-Saad.V He 
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cited an article published in al-Watan 

Saudi Arabia\'s government-controlled papers 

claimed 

al-Saad and \"terrorized\" her \"by accusing her of belonging to 
al-Qaeda.\" The poster wrote that \"these highly paid writers 
who are influenced by the American Strategic Media and are 
highly ranked in their papers 

Democratic Islam Project.\\" This online debate echoed an 
earlier discussion on al-Sahat 

accused of bribing Saudi journalists to plant stories in the 
press (reftel a). 

Gfoeller 
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Kuchi squatting during the annual migration season. 
Neither the provincial government nor the judiciary 
appears equipped to address land ownership disputes. 
Without some clearer direction from the central 
government on how to move forward 

remain a source of volatility and instability in 

otherwise peaceful Bamyan. End Summary. 


Tajiks and Hazaras Tussle 


2. (SBU) Bamyan Tajiks do not appear to be enjoying 
their minority status. Residents from the Tajik 
community of Jograkhil (Bamyan center) claim that 
local officials distributed their hilltop lands to 

landless Hazaras and returnees. (Comment: Many of the 
TajiksV claims to land came from previous Governor 
Aliyar 

property for the right fee. End Comment.) Local 
Tajik leaders warn that continued government support 
could have consequences similar to last year 

fights between Hazaras and Tajiks led to two Hazara 
deaths. The local Tajik leaders traveled to Kabul to 
complain about their alleged poor treatment to the 
central government 

Qanooni (reftel). 


3. (SBU) Governor Sarabi ordered new Bamyan Mayor 
Zahir-e-Shahidani to establish a commission to 
investigate (and defuse) the issue. The commission 

will be comprised of ten community members including 
Government officials 

UNAMA (as observer). The commission intends to survey 
and verify all new houses that have allegedly been 

built on Tajik lands in Jerstoghai 

Paghman 

Zargaran villages. (Comment: The PRT 
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through US Army Civil Affairs 

USAID\'s funding of the Arzu carpet weaver project 
provides support to returnees in Toopchi village. 

That support received additional impetus from CFC-A 
Commander LTG Eikenberry\'s visit to the village on 
November 11 


16 Tons 


4. (SBU) Coal mine ownership is another area 
generating friction in Bamyan. Two new coal mines 
have been discovered in Khaja Ganj village in Saighan 
District of Bamyan province. The local population is 
already extracting coal from the mines without 
approval from either the provincial government or the 
Ministry of Mines and Industry. Even for pre-existing 
mines 
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individual to approach a local Mines Ministry official 
(the closest office is in Pol-e-Khumri) 

appropriate bribe/\"baksheesh\" 

to the mine. Licenses are supposedly good to extract 
10 tons of coal 

their trucks with 16-18 tons 

on the side for additional profit. 


5. (SBU) While fully aware of the situation 

provincial officials have made few attempts to 

regulate the coal industry 

over the minesY ownership. The two most productive 
coal mines 

side of the Bamyan-Baghlan border 

mines previously were part of Baghlan province. Coal 
trucks would route through Baghlan to reach their main 
market in Kabul 

opportunity to extract tolls or tribute. 


6. (SBU) Since Khamard and Saighan Districts became 
part of Bamyan province 

now travel south (through Bamyan) 

Baghlan warlords 

previous revenue source. (Note: Bamyan ANP officers 
appear to be the principal beneficiaries of the new 

route as they extract \"tolls\" at formal and informal 
checkpoints throughout the province. End Note.) 
Mullah Wali kidnapped two Bamyan ANP officers in 
December in retaliation for his loss of revenue 


Column 3 
has threatened to kidnap other Bamyan residents 
working \"his\" mine in Ish Pesta. 


The Kuchis are Coming! The Kuchis are Coming! 


7. (SBU) Both District Sub-Governor Engineer Abdul 
Rahim of Panjab and Mohammad Amir Mahmoodi of Waras 
have approached the local PRT patrol in the area 
requesting the PRT\'s help to prevent the \"rogue\" 
Kuchis from \"running wild." As Rahim explained 

local Hazara population does not have problems with 
Kuchis who own land (Note: Many purchased land in the 
southern districts a number of years ago and now lease 
the property. End Note.). However 

appear to be unhappy with nomadic Kuchis who arrive 
use land that does not belong to them 

According to Mahmoodi 

Ghazni Province and Behsoud district in Wardak 

have avoided Bamyan the past few years because of 
violence against Kuchis. Mahmoodi believes the Kuchi 
nonetheless plan to travel through southern Bamyan 
this year 


Government Ill Equipped to Handle Land Issues 


8. (SBU) Lack of a government capacity to address 
land disputes only exacerbates tensions arising from 
land disputes. Aide de camp to Governor Sarabi Mr. 
Amir Fooladi told PRToff V'the Governor can convene 
special commissions and shuras 

the immediate 

more permanent to get to the root of these problems." 
Fooladi dismissed the judiciary as a possible 

solution 
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little to do with conflict resolution. 


9. (SBU) Chief Judge Baba Jan Saighani likewise 
admitted to PRToff that the judiciary lacks the 
capacity to address land disputes. Judges in Bamyan 
have little training in property issues beyond their 

own general Sharia training (if they even have that). 
Saighani fumed that the law itself is unclear how and 
why a particular title to a given piece of property 
takes precedence over another: V'if the law cannot 
decide 
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Comment 


10. (SBU) Bamyan faces few security challenges 
relative to other provinces 

frequently involve land (and 

ethnicity). Local officials are allowing land 

disputes to fester 

tools 

Governor Sarabi did not tackle any such dispute until 
land-related complaints reached Kabul 

to Sarabi detractors and weakening her own political 
base. The Governor\'s position likely will remain weak 
until she receives Central Government support and 
direction on where and how to tackle land disputes. 


11. (SBU) Land titling remains a problem throughout 
Afghanistan which hinders refugee return and economic 
development. The issue is extremely complex and 
claims are often overlapping. Resolution of this 

issue has to be an Afghan led process 

require the expenditure of considerable political 

capital. USAID contractor Emerging Markets Group has 
been working with municipalities 

Development Councils (CDCs) 

property disputes in two districts of Kabul. They 

will be partnering with the World Bank to hold a 
nationwide land resolution conference in Kabul in the 
near future. The CDCs developed by EMG and Afghan 
municipalities have been useful in resolving some 
urban land conflicts. Perhaps expanding this concept 
to the rural environment should be considered in 
Bamyan. 

NEUMANN 
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regional players would be more likely to think and act 

jointly - confident that they were “оп the same 

page." Khatib added that he himself wondered if the U.S. was 
planning to make a deal with Iran or if confrontation was 
inevitable. 


Export Controls 


3. (C) A/S Hillen informed Khatib that he and Ambassador had 
met with Haitham Mufti 

and Development Bureau (KADDB) 

promised V'total cooperation" with U.S. export control 
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regimes. Khatib also pledged full cooperation and said that 
Jordan would 

coordinate potential sales with post to ensure compliance. 
HALE 
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Iranian regime claimed to have the U.S. army \"hostage\" in 
Iraq. The Gulf states 

what will emerge in Iraq - a stable 

government 


3. (C) Dhahabi said the best way to thwart Iranian ambitions 
was an \"indirect\" approach -- drive a 

wedge between Iran and its sympathizers in Iraq 
Palestinian territories 

was time to strengthen the Saudi military 

anti-Syrian and anti-Iraninan forces in Lebanon; dissolving 
the ShiVa militias in Iraq would weaken Iran\'s influence 
there. The U.S. must coordinate with Russia and China 
Dhahabi asserted 

Iranian regime 

leverage over both Moscow and Beijing. 

HALE 
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be forced to deal with. Israel 

country in the region with an anti-ballistic missile 
capability and that if the U.S. or Israel were to strike 
Iran 

noted that the governments of Saudi Arabia and Kuwait were 
worried about domestic ShiVa influences 

concern about the prospect of a ShiVa-dominated and 
Iranian-influenced Iraq. 

HALE 
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success in order to serve the Iraqi people and help Talabani 
achieve his goals to build Iraq and lead it to more 

prosperity." Hamid Al-Shareefi 

told post Kuwait was V'the first" country to congratulate the 

new Iraqi government and the GOI appreciated the support. He 
added that he would issue a press statement acknowledging 
Kuwaiti and U.S. support for the political process in Iraq. 


2. The Ambassador issued May 21 a statement congratulating 
the Iraqi Cabinet 

government and people 

humanitarian and political support to Iraq. 
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in Basrah.\" According to Al Musawi 

opportunity to remove the Governor from office when the issue 
failed to be presented and discussed at their weekly meeting on 
Wednesday 

that the Council had the 28 votes needed to remove the Governor. 
He added that he did not think of Hasan Al Rashid as the ideal 
candidate for replacement nor did he believe Al Rashid wanted 
the position. However 

ΑΙ Rashid 


5. (C) Al Musawi categorized Council members as ignorant and 
controlled by either their political parties or their own 

personal agendas. Al Musawi recognized the urgent need for the 
Governor\'s removal stating that the main issue now is the 
removal of the Governor in a lawful manner and that having no 
Governor would be better than continuing under ΑΙ WaevliVs 
regime. Al Musawi\'s recommended that MNF-I continue to meet 
with leaders of various political parties and the Chairman of 

the BPC (when he returns from vacation) and strongly encourage 
them to vote to remove the Governor. He said that both the 
Americans and the British needed to motivate the political 

parties to V'make a courageous decision for Basrah.\" DRC 
responded by saying that the REO and the UK Foreign Commonwealth 
Office had met with prominent PC members 

bring the issue to final resolution by a vote of the Council. 

Al Musawi cautioned though that if a vote is taken and not 
enough votes are received to oust the Governor 

would only get worse. He feared that the coming days could be 
full of hostility and violence in the city. 


6. (C) Al Musawi repeated the oft-heard refrain about the 
Governor's ignorance and corruption and stated that Al Wae\'li 
rules Basrah as a dictator and is worse than Saddam. According 
to Al Musawi 

Basrah will continue to deteriorate. He told the DRC that Al 
Waevli wanted to get rid of the leaders of Iraqi Police and 

Iraqi Army and run Basrah with his own militia. 


The Violence Continues 
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7. (C) In the afternoon of May 18 
there had been an assassination attempt on the life of the 
Basrah Chief of Police Hasan Al Swaidi. An Improvised Explosive 
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Device detonated near his residence at approximately 1030 as his 
convoy was leaving for the office. According to reports 

Al Swaidi was not hurt in the attack and returned to his 

residence. DRC and Poloffs heard explosions during the meeting 
with Sayed Ghali at the time the attack reportedly happened. 

REO confirmed that the Police Chief was unhurt in the attack. 


8. (C) Comment: The two meetings confirmed what the REO had been 
hearing from several different sources; the BPC had failed to 

take final action against the Governor despite the ground swell 
that had been building calling for his removal. BPC members are 
apparently unable to unite and act to remove the Governor 
because they have their own personal agendas. Both Ghali and Al 
Musawi appeared very frustrated with the current situation and 
both repeatedly questioned why the British and Americans were 
not doing more to help in removing the Governor. Meanwhile 
Governor appears to be able to keep his job 

at least. End Comment. 

GROSS 
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Congolese international maritime ports. Two USCG officers 
visited three of the DRC\'s eight listed international 

maritime ports May 1 and 2 to review security conditions and 
commercial capacity. Overall 

the Congolese officialsY commitment to continuing upgrades 
impressed the USCG. However 

Matadi Port and the GDRC\'s seeming lack of attention to this 
problem was of concern. Further 

information indicate that Matadi is not as secure as GDRC 
officials would have the USG believe. All three ports are 
operating below commercial capacity; space management and 
infrastructure deficiencies and a lack of political interest 

are the key factors preventing improvements. End summary. 


2. (SBU) Two officials from the USCG Rotterdam Liaison Office 
visited the DRC April 30 through May 3 to evaluate the 

progress the GDRC has made in securing its international 
maritime ports. EconOff and an Embassy Shipping Section LES 
accompanied them to three ports - Matadi 

EconOff also met with the port security officer and manager 

of SOCOPE 

The USCG did not visit the five other listed ports because it 
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was determined on the previous USCG visit that three were 
largely in compliance with the International Maritime 
Organization\'s International Ship and Port Facility Security 
code (ISPS) 

and another had negligible shipping traffic. 


MATADI - NOT WHAT IT COULD BE 


3. (SBU) Matadi remains the DRC\'s key maritime port 

most problematic. Access and container overcrowding are the 
greatest concerns 

infrastructural deficiencies. Access control remains 
questionable. EconOff and the USCG officers saw many persons 
in the secure zone without required access badges. Port 
security officials claim that all persons in this area have 
badges but have not developed a culture of wearing them 
despite a port police force that in theory has enough 
personnel to enforce this policy. (Note: EconOff continues to 
receive reports from contacts that port officials generally 

do very little to limit access to secure areas. End note.) 


4. (U) The ongoing container overcrowding was even more of a 
concern for the USCG (reftel A). 5000-6000 containers stacked 
three and four high create canyons through which vehicles and 
personnel must navigate. Reference to hand-written records is 
the only way to determine the contents of each container. 
Because empty containers are often atop each stack 

a full container can be like trying to solve the Rubic cube 

with several moves required to get to the one needed. 
Indicative of the problem 

many containers are in the port or whether any plan exists to 
reduce their numbers. Typical of the GDRC 

including the Port Facility Security Officer (PFSO) 

that the customsY agency (OFIDA) is responsible for the 
container management 

that ONATRA charges a storage fee (albeit small) for full 
containers remaining more than four days in port 

assumes at least some responsibility. (Note: Perhaps the 
revenue generating potential of storing the containers 
outweighs the incentive to have them removed. End note.) 
Finally 

themselves in port security and management certainly leads to 
some of Matadi\'s difficulties. 

5. (U) Matadi still meet the commercial demands placed on it. 
It has ten piers 

World Bank reportedly agreed over a year ago to fund the 
rehabilitation of the other four piers. As with Boma 

handles more imports than exports. According to the PFSO 
chief exports include rubber and wood 

large logs are lingering in the port. Imports include 
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consumer goods 

can take as much as a week to unload and process all 
formalities at port 

waiting in long lines both inside and outside the port\'s 
gates. 


6. (U) Funding for Matadi\'s rehabilitation is slow to arrive. 

It has received some funds from ONATRA for its upgrades 
Antwerp 

pier. The Belgian Technical Cooperation Ministry continues to 
lobby the GDRC to install private management in the port. 
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Rail service from Matadi to Kinshasa operates at about ten 
percent of capacity due to the disrepair of the lines and 
locomotives. The PFSO claims that service occurs as often as 
everyday 

containers. (Note: Passenger service is unprofitable and is 
therefore only once per week. End note.) Recently 

company reportedly signed a Memorandum of Understanding in 
connection with its proposal to rehabilitate the 

Kinshasa-Matadi railway. 


BOMA - AN ALTERNATIVE TO MATADI? 


7. (SBU) Boma 

better-known as the Congov's first colonial capital than it is 
for any modern-day activity. The USCG found Boma to be 
generally in compliance with the ISPS. Security improvements 
include new signage 

of visitor holding areas. However 

does not yet exist to keep the public outside of secure 
areas. Pedestrian ingress and egress routes for ferry 
passengers and customs" clients are not clearly delineated. 
The PFSO said that the port has funded all upgrades with its 
own revenues. (Note: The PFSO said that the Minister of 
Transport has never visited Boma and displays no interest in 
supporting its rehabilitation. End note.) 


8. (U) Increased port traffic has certainly increased the 

portVs revenue. In September 2005 

visit 

month. The PFSO said that now three to four per week dock 
there 

said that each boat that unloads at Boma pays ONATRA about 
USD 40 

increase is the result of real economic growth or merely 
captains\' decisions to avoid the overcrowded Matadi Port. For 
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example 
Boma 


9. (U) Boma has promising but limited expansion capacity. It 
is easily accessible from the main road 

(three of which are currently serviceable) 

for at least 1000 vehicles in transit 

appear that those іп a holding area were moving very quickly 
out of the port. It also has some warehouse space and a 1500 
container capacity 

most official Congolese border crossings 

vehicles 

water) and general consumer goods - exceed exports (mainly 
coffee and wood). However 

unloading point remains limited because it has no rail line 

and the road toward Kinshasa cannot safely and efficiently 
accommodate container trucks. Further 

a one-stop customs window (\"guichet unique\"). Despite a 
December 2005 presidential decree that OFIDA be the revenue 
collector at customs points 

obtain the documents for all fees and taxes due and to pay 
ΟΝΑΤΗΑΙς fees 

due to other state services (reftel B). 


ANGO-ANGO: PIPELINE TO WESTERN CONGO 


10. (U) Security arrangements at Ango-Ango also satisfied the 
USCG officers. SEP-Congo 

parastatal 

that the GDRC has approved its security plan since the 2005 
USCG visit. With just 160 employees and one gate into the 
facility 

for the western DRC passes either through this port or the 
SOCIR facility in Banana 

port is shallow 

smaller ships near Banana before completing the journey 
upriver to Ango-Ango. According to the port manager 

three to four ships per week dock at Ango-Ango. Tanker trucks 
and rail cars carry diesel fuel to Kinshasa 

(up to 10 cubic meters per week) 

to 15 cubic meters per week) travel through two pipelines. 


11. (U) Total Fina Elf owns 44 percent of SEP-Congo 

has eight percent and Cohydro (the Congolese state-owned 
retail petroleum company) and the GDRC own the balance. The 
facility has several holding tanks 

capacity. 


Comment 
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12. (SBU) Insufficient political will continues to hamper the 
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security upgrades and port rehabilitation needed to meet the 
needs of the DRC\'s growing economy. Because so few U.S. ships 
transit these ports 

interests. However 

recovery of the Congolese economy 

to press the GDRC to remain focused on this sector and to 
support credible domestic and donor-funded projects. End 
comment. 

MEECE 
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apoplectic.\" Servot speculated that Khartoum would not be 
\"stupid enough\" to organize an attack on WNL. (Note: During 
the war 

promote its political and economic agenda. End note.) 


6. (C) On May 18 CG met with GoSS Legal Affairs Minister 
Makwei 

great frustration that the GoSS had been unable to break the 
Total/WNL impasse. He said that the GoSS had only three 
options. First 

the entire concession to Total or giving part of itto WNL 

and letting Total have the rest. In either case 

would end up in court. Secondly 

and Total to form some sort of consortium and share the same 
area 

A was all or nothing and there was no fallback. Thirdly 
GoSS could leave the oil in the ground for the next five 
years. 


7. (C) Makwei added that the Khartoum Government could not 
use its security services to drive out the local population 

in Bor 

Total also could not force its way in. He said that he had 

told Servot that Total could take legal action against the 

GoSS 

ever gain the confidence of southerners 

people around Bor. He had warned Servot that Total could try 
and force investment if it wished 
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the South go its own way 
could then seek legal remedy against those in the North with 
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whom they had signed the contract in the first place 
exclusion of the South. 
HUME 
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C. KUWAIT 1744: FREEDOM AGENDA - KUWAITYS ORANGE 
REVOLUTION 
D. 99 KUWAIT 4870: REFLECTIONS ON KUWAITVS 
UNPRECEDENTED 91-DAY POLITICAL DRAMA 


1. (U) Summary and comment: On May 21 

decree 146 exercising his constitutional power to dissolve 
Parliament after weeks of contentious debate on reducing the 
number of electoral constituencies reached an impasse with 29 
Members of Parliament (MPs) intent on \"grilling\" the Prime 
Minister unless the Government supported five constituencies. 
Describing democracy as V'deeply rooted in Kuwait\" and 
expressing regret at the failure of discussions between MPs 
and an intergovernmental committee charged with studying 
electoral reform 

make this difficult decision for the sake of KuwaitVs 

security and unity. Per Article 107 of the Kuwaiti 

constitution 

and Amiri decree 147 released after the dissolution scheduled 
elections for Thursday 


2. (SBU) This Parliament has been notable for its inaction 
on important reforms and for focusing instead on pork barrel 
legislation. At the same time 

cabinet did not exercise strong leadership in dealing with 

the Assembly. The upcoming elections will be the first 
national elections in KuwaitVs history in which Kuwaiti women 
will be allowed to participate as both voters and candidates. 
Womenvs participation in the elections will more than double 
the number of voters. In the period before the elections 

the Amir can move forward on pressing legislative matters by 
issuing decrees 

requirement that any Amiri decrees issued during the period 
when Parliament is dissolved are voided unless approved 
retroactively when Parliament is reseated. End summary and 
comment. 


3. (U) Suggested (IF ASKED) Press Guidance: We have 
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followed closely the debate in Kuwait over reforms to the 
electoral law and understand the Amir has exercised his 
constitutional power to dissolve the Assembly and call for 
new elections. This is an internal political matter that we 
trust will be resolved in accordance with the provisions of 
the Kuwaiti constitution. Since May of last year when the 
vote was extended to women 

strides in expanding freedom. As a good friend 

States extends full support to the Government and people of 
Kuwait at this important time in the political history of the 
country. 


The Constitutional Power to Dissolve Parliament 


4. (U) On May 21 

reducing the number of electoral constituencies from the 
current 25 

exercised his constitutional powers and dissolved Parliament 
by Атігі decree 146. In a televised national address 

Amir summarized the weeks of discussion on electoral district 
reform and said he had hoped that an ongoing dialog between 
MPs and an intergovernmental committee would be successful. 
Saying \"There is no doubt that the charged climate in which 
wisdom was absent did allow for practical solutions 
concluded that 

national unity 

Parliament. According to Article 107 of the Kuwaiti 
constitution 

scheduled within two months or the dissolution will be voided 
and the Assembly reseated. Amiri decree 147 set an election 
date of June 29. During the dissolution period 

permits the Amir to issue decrees which will have the full 
force of law. Once elected 

approve such decrees in order for them to remain valid. 
(Texts of Articles 71 and 107 provided below.) 


5. (SBU) Parliament has been dissolved three times 
recently in 1999 for a 91-day period (May 4 - August 3 
1999). Former Amir Shaykh Jaber Al-Ahmed Al-Jaber Al-Sabah 
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concluded that the GOK and Parliament were unable to 
cooperate and strictly followed constitutional procedure by 
dissolving Parliament and immediately scheduling elections. 
Current Amir Shaykh Sabah 

Minister/Foreign Minister 

behind the 1999 dissolution decision. There are also two 
cases of unconstitutional parliamentary dissolution. In 1976 
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and again in 1986 

and failed to schedule new elections within the prescribed 
two-month period. The first dissolution lasted four and 
one-half years; the second lasted for six years and three 
months. 


Dissolution: Not Necessarily a Bad Thing 


6. (SBU) The Amir is acting in accordance with his 
constitutional powers in dissolving Parliament and the 
decision may bode well for Kuwait\'s continued democratic and 
economic reform. The current Assembly has distinguished 
itself by its inability to pass more than a few laws that 
serve the national interest 

legislation such as raising public sector salaries and 
forgiving outstanding electricity bills and interest on 

loans 

Some observers suggest the Amir could introduce a 
redistricting plan during the dissolution period on which the 
upcoming elections would be based. Even if this does not 
happen 

first time in KuwaitVs history will more than double the 
number of voters and reduce the potential for electoral 
corruption. The end result could be a Parliament that is 
less tainted by vote buying and more focused on national 
issues than the previous one. 


7. (SBU) Many Kuwaitis are likely to support the dissolution 
due to their frustrations with the current Parliament and 
their feeling that the debate over electoral reform has gone 
too far. Criticism of the Government has been particularly 
intense and many MPsY personal attacks against Cabinet 
members like Energy Minister Shaykh Ahmed Al-Fahd Al-Sabah 
and Deputy Prime Minister and Minister of State for Cabinet 
Affairs/National Assembly Affairs Mohammed Sharar for 
blocking reform legislation are unprecedented. Others 
however will blame the Prime Minister and a divided cabinet 
for not exercising clear and strong leadership. 


A Last Resort 


8. (SBU) Many see the dissolution as a last resort for the 
Government intent on reasserting its authority over an 

elected assembly seeking to grab a larger share of power. 

From the moment a bloc of 29 Members of Parliament (MPs) who 
support five constituencies 

the Government 

of the Governments proposal 

increasing. In a May 19 rally 
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intention to grill the Prime Minister if the Government 

refused to withdraw its proposal and introduce a five 
constituency plan instead. They also vowed to boycott on May 
22 an extraordinary session of Parliament called by the 
Government to discuss its proposal. Blasting the Government 
Salafi MP Walid Al-Tabtabaei told the demonstrators 

is nothing left for the PM but to resign." Ahmed Al-Mulaifi 
echoed this view 

any negotiations. It\'s either five constituencies or the 
questioning of the premier.\" According to most estimates 
over 1 


9. (SBU) Parliament\'s 18-member Independent Bloc 

claims to support ten constituencies but opposes the 
Government's proposal 

20. The Independent Bloc MPs also criticized the Government 
for demographic disparities between the ten constituencies in 
its proposal and threatened to boycott the May 22 session if 
the Government failed to introduce a \"fair\" reform plan. 


So What\'s Next? 


10. (SBU) Although elections have now been scheduled for 
June 29 
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registration. Potential female candidates who were preparing 
for 2007 elections have already begun to organize for an 
intense one-month campaign. The Amir may use the dissolution 
period to issue Amiri decrees passing legislation that has 
long languished in Parliament and/or to announce a 
redistricting plan. It is unlikely though that he will 

approve highly controversial legislation 

Project (development of the northern oil fields) 

decrees issued during the dissolution period must be ratified 
retroactively by the new Parliament. The one exception could 
be a redistricting plan since the elected MPs would benefit 
from the change and thus be unlikely to reverse it. 

Parliament can also scuttle decrees. In 1999 

failed to approve an Amiri decree 

dissolution period 

Despite support for the measure among some MPs 

to ratify the decision to signal opposition to the decree 
process. 


11. (U) Begin text of Articles 107 and 71 of Kuwait\'s 
Constitution. 
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Assembly Dissolution: Article 107 


The Amir may dissolve the National Assembly by a decree in 
which the reasons for dissolution shall be indicated. 
However 

the same reasons. 


In the event of dissolution 
shall be held within a period not exceeding two months from 
the date of dissolution. 


If the elections аге not held within the said period 
dissolved Assembly shall be restored to its full 
constitutional authority and shall meet immediately as if the 
dissolution had not taken place. The Assembly shall then 
continue functioning until the new Assembly is elected. 


Amiri Decrees: Article 71 


Should necessity arise for urgent measures to be taken while 
the National Assembly is not in session or is dissolved 

Amir may issue decrees in respect thereof which shall have 
the force of law 

the Constitution or to the appropriations included in the 
budget law. 


Such decrees shall be referred to the National Assembly 
within fifteen days following their issue is the Assembly is 
in being. If it is dissolved or its legislative term has 
expired such decrees shall be referred to the next 
Assembly at is first sitting. If they are not thus referred 
they shall retrospectively cease to have the force of law 
without the necessity of any decision to that effect. If 

they are referred and the Assembly does not confirm them 
they shall retrospectively cease to have the force of law 
unless the Assembly approves their validity for the preceding 
period or settles in some other way the effects arising 
therefrom. 


End text. 
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For more reporting from Embassy Kuwait 
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Visit Kuwait\'s Classified Website: 
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London at the invitation of Mayor Ken Livingstone (and not PM 
Tony Blair) 

an academic forum 

Chavez met with Algerian President Bouteflika 

stopover to meet President Qadhafi in Libya 

earlier had been removed from the USG\'s state sponsor of 
terrorism list. Chavez\' message 

anti-capitalist 

he offered funding (including heating oil for poor Europeans) 
or signed vague cooperation agreements. There was plenty of 
Bolivarian-financed hoopla for Chavez to feel loved 

us doubting Chavez will realize that the serious 

interlocutors and media on his agenda were taking a tougher 
line with him than in the past. End summary. 


2. (C) Chavez' trip began with a visit to Pope Benedict XVI 
on May 11. The trip had been scheduled for last year\'s 
European tour 

Press reports and ref a say that the pontiff expressed 
concern to Chavez over state reforms in Venezuela 

of religious education 

mass media 

appointment of bishops. The pope then took the highly 
unusual step of presenting Chavez with a letter re-stating 
these concerns. After the meeting 

propaganda machine spun the meeting as a new high in 
Venezuelan church-state relations. 


3. (U) While in Rome 

Party leader Fausto Bertinotti and a group of 40 other 

persons 

exhaustive press conference in which he plodded through 
explanations of Venezuela\'s recent international spats 
promising that he would fix things up with Peru and Mexico 
once their current presidents had left office. He attributed 
Venezuela\'s international conflicts to V'orders from the 
Empire" There was also an early official media report that 
Chavez would meet with President Giorgio Napolitano 

there was no subsequent mention of it. Embassy Rome reported 
that Chavez also sought a meeting with PM Romano Prodi but 
did not receive it. 
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Austria: EU-Latam Summit and Counter-Summit 


CARACAS 00001449 002.2 OF 004 


4. (U) At the IV European Union-Latin American Summit Мау 
10-12 

anti-populist statements by European and Latin American 
leaders 

Evo Morales. Austrian Chancellor Wolfgang Schuessel spoke of 
the developing countries having two possibilities: either 
wanting open markets or not wanting them (ref b). Open 
markets perform better 

President Vicente Fox 

Chavez at summits 

Vfalse exit from poverty.\" Peru\'s Alejandro Toledo played 
off the point 

great headache in the morning. Chavez told reporters there 
that Latin American leftists were rising up in peace 

with rifles in hand 

support them. 


5. (U) Shedding the subdued tones of summitry 

spoke at an \"alternate summitV of some 3 

socialist groups organized by the \"Hands Off Venezuela" 
movement. Arriving three-and-a-half hours late 

Venezuela and Cuba would not be scared by U.S. military 
maneuvers in the Caribbean (a reference to the USS George 
Washington). Chavez spoke of the eventual overthrow of \"the 
Empire\" through the weapon of public opinion. V'Every pig has 
his Saturday 

Caribbean variation of \"what goes around comes around.\" His 
speech was classic Chavez 

and sung lyrics by John Lennon. He also shared the stage 

with the daughter of Che Guevara and V'Chavez Code\" author Eva 
Gollinger. Even the \"Uh! Ah! Chavez no se уа!" chant was 
borrowed for the occasion. On the Internet 

organizers thanked Bolivarian Republic of Venezuela (BRV) 
officials profusely for help in organizing the event 

including Bolivarian PeoplesY Congress (a BRV-financed 
international movement) 

involved in setting up the rally. 
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6. (U) Chavez stopped in London Мау 14-15 at the personal 
invitation of London Mayor Ken Livingstone 

member of the Labour Party. Chavez 

interaction with PM Tony Blair or HMG officials (ref c). 
Livingstone hosted Chavez for a speech and joint press 
conference. The Bolivarian gentleman\'s thin-skinned nature 
was much in evidence; when a reporter formulated a question 
comparing Chavez to President Bush 

saying he had never been so insulted. Another reporter 
querying why Chavez didn't get to meet Blair or the Queen 
he had done in a 2001 visit 

Vstupid question." Chavez also spoke at a meeting of the 
Trades Union Congress 

Venezuelan forefather Francisco de Miranda had once been 
exiled to England. Later 

included several Labour MPs at the House of Commons. Chavez 
impugned Blair's Third Way 

way between socialism and capitalism and that humanity can 
only move forward via socialism. 


7. (U) Government sources said that Chavez would sign an 
energy cooperation agreement with Algerian President 
Abdelaziz Bouteflika on May 16 

whether it took place. Opposition press reported that Chavez 
remained unexpectedly overnight in Algiers for a second 
meeting with Bouteflika. Later 
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meet with President Mohamar Qadhafi. The visit to Tripoli 
came coincidentally on the heels οἱ Libya\'s removal from the 
state sponsor of terrorism list and Venezuela\'s addition as 

not fully cooperative in the war on terrorism. Nevertheless 
Chavez announced upon leaving his first meeting with Qadhafi 
that he had called on Libya and the rest of the world to take 

a united stand against U.S. hegemony. Both in Algeria and 
Libya Chavez discussed natural gas cooperation. 


8. (U) All told 
for nearly 20 hours during his trip. Messages did not appear 
overly tailored to specific audiences. The key themes were: 
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-- The United States is an empire that has over-reached in 
Iraq 

a new multi-polar movement to resist the United States. The 
end is near for the United States. 


-- High oil prices are the fault of the U.S. President. 
\"Every time Bush opens his mouth 

A U.S. attack on Iran is imminent and it will drive oil above 
$100. 


-- All countries have a right to develop peaceful nuclear 
technology. No country or organization may deny the 
sovereign right of countries to develop such technology. 
Iran is not developing nuclear weapons. 


-- In Latin America 

forming based on the Bolivarian Alternative for the Americas 
(ALBA) and \"People\'s Trade Agreements 
\"complementarity\" instead of competition. The Andean 
Community is dead. Energy will be the basis of this new 
integration 


9. (U) At every stop 

assistance 

Venezuela 

to the public. What follows is Post\'s tally 
not exhaustive: 


-- Italian Industrial Power in Venezuela. The Venezuelan 
Ambassador to Italy announced that five projects for 
\"endogenous industrial centers\" were on the boards 
support of unnamed Italian companies. 


-- Free Fuel for Poor Europeans. Chavez offered Livingstone 
a CITGO-esque deal whereby poor Londoners would receive 
discounted or free heating fuel. He made a similar offer in 
Vienna to \"Europe\'s most poor. V" 


-- Social Fund in the UK. Chavez said he had just V'completed 
the idea\" for a social fund that would be financed with 
microcredits from wheat 

Venezuela. He gave orders publicly for his people to speak 
with Venezuela\'s Finnish partners in two refineries in 

England. Chavez also pitched a \"People\'s Trade Agreement\" 
with city of London. 


-- Commercial Treaty with Austria. Vice Foreign Minister 
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Jenny Figueredo announced progress but no signature on an 
economic 

technological agreement with Austria. 


-- Skyride for Caracas. Chavez said he had reached an 
agreement with Austria on a joint project for cable cars 
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(\"telefericos\") in Caracas\' poor neighborhoods. 


-- Chile in the Pipeline. In a side meeting in Austria with 
Chilean President Michelle Bachelet 

natural gas via the proposed 8 

from Venezuela to the rest of the continent. 


-- Agreements With Algeria. Advance reports said Chavez 
would sign agreements on maritime transportation and 
diplomatic exchanges 

this occurred. 


-- Something With Libya. The Libyan Foreign Minister said an 
education and culture agreement had been contemplated 

the end only an V'agreement of general cooperation" was signed 
with no other details offered. 


10. (C) This trip carried positives and negatives for Chavez. 
On the upside 

leader -- albeit a somewhat infamous one -- than on any other 
previous trip. He was thronged by people and press wherever 
he went 

largely BRV-sponsored. Press coverage 

because many journalists are just looking for the one or two 
sensational quotes that Chavez is guaranteed to deliver 
during his sleep-inducing marathon press conferences. On 
the downside for Chavez 

preoccupation expressed by more serious world leaders over 
Chavez antics 

noticed as well that press coverage was not the romantic 
doting that he normally garners from people not familiar with 
Venezuela\'s political scene -- probably not helped by Chavez" 
verbally abusing reporters like in London. We expect 
however 

will be encouraged in his man-of-destiny meddling in regional 
and world affairs. 
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contracts is driven by their desire to drive down labor 

costs. Inthe absence of a formal employment relationship 
unscrupulous employers not only avoid having to contribute 
to the various mandatory social insurance schemes on behalf 
of their undocumented workers 

liability to pay workers monetary compensation for early 
termination.\" 


Core Change: Regulation of Labor Service Agents 


5. (U) The draft LCL for the first time regulates Labor 
Service Agents (LSA; also known as Labor Dispatch 
Agencies). The law defines these agents as employers 
engaged in providing human resource services by assigning 
workers for employment in other companies. Article 12 of 
the draft LCL requires that an LSA must have registered 
capital of RMB 50 

reserve fund of RMB 5 

guarantee that the assigned worker will receive wages. 
The article also requires that the LSA have a contract with 
the assigned workers 

the company accepting the assigned workers 

the term of employment and job description 

the contract terms required by Article 11. Article 12 
makes the LSA responsible for supervising the company 
accepting the assigned workers 

compliance with labor standards and labor conditions. LSAs 
are required to enter into labor force assigning contracts 
with the companies receiving assigned workers 

required to inform workers of the contents of these 
agreements. 


6. (U) Transasia Lawyers 

describes the problems regulation of LSAs is intended to 
remedy: Y ... Some employers recruit through an (LSA) as a 
means of avoiding their lawful obligations towards staff. 

In some cases 

an (LSA) in order for them to be seconded back to their 
original positions with that same employer. By changing 
the nature of the employment relationship 

able to circumvent various obligations that it would 
otherwise have toward such personnel in terms of wages 
benefits and other entitlements. Some employers have 
simply terminated employees in order to replace them with 
alternative staff seconded by an (LSA). Other cases 
involve irregular employment practices by newly established 
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(LSAs) 

“management fees\" Нот employees\' wages and failure to рау 
social insurance contributions on behalf of employees. In 
the interests of profit 

when (LSAs) sign contracts with employees that clearly 
violate employees" legal rights. For their part 

(LSAs) are unconcerned when employers fail to provide 
adequate safety measures for their secondees 
secondees of their lawful entitlement to rest periods and 
holidays 

(Note: See also Paragraph 7: Violations by Labor Service 
Agencies.) Large LSAs 

Enterprise Service Corporation 

capitalization requirements will be unduly burdensome. 


Core Change: Increased Penalties 
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7. (U) The December 2005 Report to the Standing Committee 
of the NPC on the Implementation of the 1994 Labor Law 
notes the inadequacy of Labor Law enforcement capability by 
the local labor bureaus 

in general 

dedicated to preventing problems 

complaints that are filed. Where complaints are filed 

Report said 

punitive measures sufficiently powerful to deter employers. 
To address the latter problem 

significant increases in civil penalties on certain 

prohibited practices 

penalties for some prohibited practices as well. 


-- Failure to Pay Wages or Other Economic Compensation: 
Draft Article 55 provides that if an employer fails to pay 
wages as required under the contract 

minimum wage 

as provided by law 

order the employer to pay within a stipulated time. If the 
employer does not pay within that time period 

protection authority shall order the employer to pay the 
employee an additional 50 - 100 percent of the amount due. 
Article 55 of the draft increases by 25-75 percent current 
penalties on violations of the wage laws. Currently 

Rules on Economic Compensation for Violating or Terminating 
Labor Contracts 

failing to pay wages in a timely fashion or for making 

illegal deductions from wages 
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unpaid portion plus an additional 25 percent of the unpaid 
amount (Rules 

minimum wage 

portion plus an additional 25 percent of the insufficient 
portion (Rules 

economic compensation upon termination of a labor contract 
the employer shall pay the unpaid compensation plus 50 
percent of the unpaid compensation. Article 39 of the 

draft LCL sets a new minimum payment upon termination at 6 
months of salary 

compensation (limit: 12 months of salary) in the current 
Rules (Rules 

which are intended to give employers an economic incentive 
to obey the law 

identified in the December 2005 Report to the Standing 
Committee of the National Peoples Congress on the 
Implementation of the 1994 Labor Law. The Report stated 
that 12.5 percent of employees surveyed in April 2005 
received wages below the local minimum wage 

percent of employees surveyed experienced wage arrearages 
averaging RMB 2 

in another province where the problem was particularly 
severe 

arrearages 


-- Defaults by Unlicensed Companies on Wages: Draft 
Article 61 provides that if an entity that does not have a 
business license or fails to go through other procedures 
required by law recruits workers 

authority shall impose a fine of from RMB 1 

125-625) per employee. The draft LCL also requires that 
the party awarding a contract to an unlicensed company 
shall be liable for the wages owed by the unlicensed 
company to its employees. 


-- Violations by Labor Service Agencies: Draft Article 59 
provides that a Labor Service Agent that violates the law 
shall rectify the violation upon the order of the labor 
authority. For V'serious cases\" (Note: The draft does not 
define V'serious case.V End Note) a fine of from RMB 1 

to 5 

assigned by a Labor Service Agent has his/her rights and/or 
interests violated 
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receiving entity shall be jointly liable for compensation. 
If a Labor Service Agent fails to deposit a reserve fund 
the labor authority shall impose a fine of from 10 to 50 
percent of the reserve fund to be deposited. If the Labor 
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Service Agency does not pay the fine 

authority for industry and commerce shall cancel its 
business license. 


-- Use by Employers of Illegal Guarantees: Article 14 of 
the draft LCL forbids an employer from requiring an 
employee to provide any guarantee 

seize the ID ofthe employee as security. Article 54 
provides that if an employer performs any act that violates 
Article 14 

shall be returned to the employee and a fine of from RMB 
500-2 

the employer. The Article also provides that the employer 
must compensate the employee for any loss incurred. The 
current regulation governing this issue is Article 3 of the 
Provisions on Economic Compensation for Violating or 
Terminating the Labor Contract 

which provides that the labor inspection authority may 
require any employer who fails to compensate an employee 
with overtime premium pay shall be liable for the unpaid 
amount plus an additional 25 percent of the remuneration. 


-- Violence 

Article 55 provides civil penalties of from RMB 2 

20 

labor contract with an employee through fraud or coercion. 
Article 56 of the draft makes it a criminal offense to use 
violence 

freedom as a means to force an employee to work or to work 
under dangerous conditions which violate the rules and 
jeopardize personal safety. Furthermore 

that the use of insults 

illegal searches or detention of an employee shall be 
investigated 

be punished pursuant to the Criminal Law. 


-- Abuse of Authority by Labor Bureaus: Draft Article 62 
provides that labor authorities in charge of labor 
protection who exercise their authority in violation of the 
law 

shall be liable for compensatory damages and for 
administrative penalties. In addition 

shall be investigated and if their acts constitute an 
offense 


But Draft Leaves Some Penalties Unchanged 


8. (U) The draft leaves unchanged penalties for several 
practices prohibited by the Labor Law and regulations: 
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-- Failure ΟΥ Employer to Provide a Labor Contract: The 
draft LCL makes no change in current penalties 

іп the Regulation on Economic Compensation for Violating 
Provisions Regarding Labor Contracts in the Labor Law 
effective May 1 

contract. Article З of the regulation provides that an 
employer shall compensate the employee for his/her loss in 
remuneration plus an additional 25 percent of the 
compensation for 1) intentionally failing to conclude a 
labor contract after hiring an employee 

renewing a labor contract when it expires; 2) for 
concluding an invalid or partially invalid labor contract; 

3) for infringing the rights of a female or underage 
employee in violation of the regulations; or 4) for 
terminating the labor contract in violation of the 
regulations. 


-- Failure by Employer to Pay Social Insurance 
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Contributions: Article 55 of the draft provides that if 

the employer fails to pay V'other economic compensation 
provided by law 

to pay within a specified time. The regulation Punitive 
Measures for Violating the PRC Labor Law 

1 

to pay the Social Security contribution on behalf of the 
employee shall pay the unpaid contribution within the time 
period imposed by the labor authority plus two percent of 
any unpaid contribution that has not been paid within the 
time period imposed. 


-- Forced or Uncompensated Overtime: Article 11 of the 
draft LCL provides that the contract shall include 

other provisions 

Current regulations governing this issue are the Provisions 
on Economic Compensation for Violating or Terminating the 
Labor Contract 

the regulation provides that the labor inspection authority 
may require the employer who fails to pay overtime premium 
compensation to give the employee the unpaid amount plus an 
additional 25 percent of the remuneration. Punitive 
Measures for Violating the Labor Law 

effective January 1 

labor inspection authority shall pay a fine of no more than 
RMB 100 per hour for forcing a worker to work extended 
hours without negotiating with the labor union. Article 5 

of the same regulation provides for a punitive fine of not 
more than RMB 100 per person for three hours of overtime 
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work per day 

The December 2005 Report to the Standing Committee of the 
NPC identifies uncompensated overtime as acommon 
occurrence and that workers frequently work over 10 hours 
per day without receiving premium pay. 


Could Draft Nullify Portions of Inspection Regulations? 


9. (U) Article 45 of the draft LCL gives labor inspection 
authorities the right to examine and inspect materials and 
to inspect workplaces in connection with the conclusion of 
labor contracts and collective contracts 

the draft specifies that in carrying out inspections 

officials shall enforce the law V'in a civilized way.\" By 
contrast 

Inspection 

inspectors a series of powerful tools to use in enforcing 
the 1994 Labor Law 

site to make inspections 

persons about the issues 

to produce documents and to make statements and 
explanations; the right to collect information by means of 
photocopying 

right to engage an accounting firm to audit the companyVs 
payment of wages and social insurance premiums 

rights. It is unclear whether these provisions of the LCL 
when passed by the NPC 

of inspectors 

inspectorsY ability to enforce the law. 


Stricter Provisions for Employers Draw Company Complaints 


10. (SBU) The drafters also tightened certain provisions 
prohibiting employer practices regarded by some as unfair 

to workers. The changes are opposed by some employers on 
the grounds that they are unduly burdensome. 


-- Non-Compete Compensation and Damages for Breach: 
Article 16 of the draft LCL requires that where a non- 
compete agreement is reached 

providing for economic compensation to the employee must 
also be reached. The article limits the scope of the 
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competes 
years. (Note: A 1996 notice issued by the Ministry of 
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Labor and Social Security ΜΟΙ 55) limits the non-compete 
period to a maximum of three years. End Note.) The 
Article further provides that the compensation provided to 
the employee shall be not less than the employeeVs annual 
wage. (Note: Jiangsu Province 

Zone and Tianjin Municipality all have published 
regulations that establish a formula for the amount of 
employee compensation. Jiangsu requires a payment of one 
third of the employee\'s annual wage 

payment of two thirds of annual wage 

a payment of one half of the employee\'s annual wage. End 
Note.) Article 16 also provides that any damages for 
breach of the contract by the employee shall be not more 
than three times the amount paid by the employer as 
consideration for the non-compete agreement. Transasia 
Lawyers 

Vprovide important clarifications to the current legal 
framework of national law 

inadequate to the task of protecting the rights and 

interests of both employers and employees in a balanced 
fashion.V The law firm newsletter notes that "Some 
employers 

offering competitive remuneration and benefits packages 
attempt instead to prevent employees from leaving to join 
another employer midway during the term of their employment 
contract by insisting that they agree to an unreasonably 
broad and punitive breach of contract clause. Such a 
clause typically requires a prohibitive amount of monetary 
compensation from the employee in the event that they 
terminate the contract prematurely 

the employee of their lawful right to choose alternative 
employment." However General Electric (GE) takes the 
opposite view. In comments to the NPC 

that this provision will force companies to make the hard 
choice between paying high compensation and protecting 
trade secrets 

provide that compensation be not less than 50 percent of 
the annual wage of the employee. (Note: The drafters 
appear to be setting a ceiling while companies want to set 
a high floor for such compensation. End Note). GE also 
recommends that the cap on compensation for breach be 
amended to make the employee liable for all economic 
damages caused by the employeeVs breach of the non-compete 
agreement. 


-- Dispatched Employees: Article 40 of the draft ΟΙ. 
provides that the contract of an employee assigned by a 
Labor Service Agent (LSA 

Agency) to the same company for a full two years shall be 
terminated and a new contract signed. GE Labor Policy 
Counsel argues that corporations need a flexible workforce 
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and should not be forced to convert temporary workers into 
permanent ones. 


-- Probation Period: Article 13 ofthe draft LCL provides 

for probationary periods not to exceed one month for non- 
technical personnel 

six months for senior technical and professional personnel; 
the regulation also provides that the same employer can 

have only one probation period per employee. The December 
2005 Report to the Standing Committee of the NPC notes that 
employers abuse probation periods. Transasia Lawyers says 
in its March 31 newsletter \"Many employers continue to 
misuse the current system of probationary periods as a 
means of maximizing their profits to the detriment of their 
employees\' interests. Under current regulations 

employee can be proven not to meet the criteria for a work 
position during their probationary period 

unilaterally terminate the employment contract with 

immediate effect without having to pay severance. To 
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exploit this system to their advantage 

employees during peak production periods 

relatively long probationary periods 

the employment contract on the day before the probationary 
period expires." GE 

these probation periods are too short to allow an employer 
to judge whether an employee is qualified for the job 
suggest a probation period of six months. The company also 
suggests that the regulation permit one probation period 

for each job to allow for promotions. Under Article 21 of 

the current Labor Law 

six months. 


-- Severance Pay Upon Expiration of Labor Contracts: 
Article 39 of the draft LCL provides that employers shall 

pay compensation to an employee when the employee's labor 
contract expires or terminates according to its terms. 
Currently 

Compensation for Violating Stipulations Regarding Labor 
Contracts in the Labor Law 

that when an employer does not renew a labor contract when 
it expires 

for his/her lost remuneration plus an additional 25 percent 

of such remuneration. The December 2005 Report to the 
Standing Committee of the NPC on the Implementation of the 
1994 Labor Law states that the terms of most contracts are 
not longer than one year 

\"circumvent\" legal obligations to employees. GE argues for 
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deletion of the provision 

inconsistent with the policy of allowing short-term 
contracts. 


-- Effect of Merger on Labor Contracts: Draft Article 26 
provides that following a merger the new employer succeeds 
to the contract of the merged company\'s employee 

the consent of the employee 

contract concluded. GE says the provision conflicts with 
Article 37 of the draft which provides that a labor 

contract terminates when an employer ceases business or is 
dissolved 

labor contracts in a merger are deemed to have the same 
legal effect as under Article 37. 


- Making f Company Rules: Article 5 of the draft LCL 
rovides that the employer shall adopt regulations and 
policies having a direct relation to the vital interests of 
employees through discussion and approval by the trade 
union 

assembly or by equal negotiation. Article 51 provides that 
rules made by the unilateral decision of the employer shall 
be null and void. In contrast 

law provides that employers shall establish and improve 
their rules and regulations according to the law and ensure 
that the workers enjoy their rights and perform their 
obligations. GE claims that making rules should be the 
right of the employer and that such rules should be deemed 
valid unless in violation of laws 

collective contracts. 


Will the Labor Contract Law Improve Enforcement? 


11. (SBU) Comment: A key question is whether the LCL as 
drafted will improve the ability of provincial and local 
governments to enforce the law. New statutory protection 
for workers without written contracts 

with arguably stronger deterrent effect 

regulation of entities providing temporary workers appear 
to be provisions that will help provincial and local labor 
bureaus better protect workers. However 

resolve the longstanding problems that are clearly the 
biggest barriers to improved working conditions in China: 
inadequate numbers of labor inspectors in the labor 
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bureaus; the failure of local governments 
development model premised on cheap labor and steeped in 
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local protectionism 

unwillingness 

force lower levels of government to enforce the law. 


Randt 


64838 

software use on government computers 

of funding for new software. While local trademark and 
copyright registration is high and cases of local company 
versus local company seem to get government attention 
current environment is still not as welcoming as it should 
be for foreign enterprises seeking to produce goods in a 
manufacturing center such as Quanzhou. 


Comment: 
With Such Poor Planning 
How Did Quanzhou Get to Be So Wealthy? 


11. (SBU) Despite its wealth 

with Xiamen in terms of both detailed planning and 
implementation of its next five-year plan. The basic 

building blocks for a prosperous and important city are 

still there but Quanzhou 

together a coherent program for its improvement. Not unique 
among cities visited during the long march 

content to be dependent on foreign direct investment 
especially from Taiwan 

without a backup plan. End Comment. 


12. (U) Officials visited include: 

Zeng Huabin Vice Mayor 

Zhuang Zhimin Deputy Secretary General 

Hong Liangquan 
Bureau and Director of Quanzhou Market 
Order Rectification Office (MORO) 

Xu Qinghai 
Administration of Industries and 
Commerce 

Huang Danping Director of Quanzhou Intellectual 
Property Office 

Zhang Fan Deputy Director of Press and Copyright 
Bureau 

Wang Jinding Director 

Ding Feng Deputy Director 

Huang Decong Deputy Section Chief 

Wu Jihuai Vice President 
Chinese University 

Liu Bin Director 
Overseas Chinese University 
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Xiang Shimin Director 
University 
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Iraq assistance: 

5) GSDF withdrawal from Iraq to start possibly in July 

6) Questionable whether all of the GSDF troops will be out of 
Iraq when Prime Minister Koizumi steps down in September 
7) Koizumi promises to continue assistance to Iraq after the 
GSDF are pulled out 

8) Full-scale ODA planned for Iraq after GSDF leave 


Defense and security issues: 

9) Prime Minister Koizumi confident that US-Japan security 
arrangements will deter North Korea from launching Taepodong 2 
missile 

10) New interceptor missile to be deployed to Okinawa as 
deterrent against North Korean aggression 

11) Revision of defense procurement plan or Chukibo would slash 
front-line equipment in order to pay for some of the USFJ 
realignment costs 

12) US 

space to civilian aircraft 


13) US 
meeting in US on June 29 


14) Sakie Yokota: Would that Koizumi had worked half as hard as 
President Bush on behave of her daughter and other North Korean 
abductees 


15) Budget crunch: government 
in ODA 
years 


Beef issue: 

16) Prime Minister Koizumi: We will go along with judgments of 
experts in deciding to reopen Japanese market to US beef 

17) Minshuto\'s Hatoyama denounces decision to resume US beef 
imports: Priority given President Bush over protecting food 

safety of Japanese people 

18) Fate of 2 

customs is in the air 

19) Japan logs a 27th BSE infected cow 


Articles: 


1) TOP HEADLINES 
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Asahi: 
Slow progress in professional education project for visiting 
nurses as part of steps to promote home medical care 
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Mainichi: 

Japan to purchase emission credits for 100 million tons of 
greenhouse gases shortly 

trading prices 


Yomiuri: 
Toyota to operate 10 new factories abroad by 2010 
produce 10 million units yearly 


Nihon Keizai: 
KDDI to join hands with Sony to develop a \"Walkman-brand\" cell 
phone 


Sankei: 

Government 

unemployment allowance 
decrease with economic recovery 


Tokyo Shimbun: 
LDP mulls excluding grown-up NEETs from dependent deduction 
to encourage them to work by increasing their parentsV burden 


2) EDITORIALS 


Asahi: 

(1) Yokota airspace: Its return is the first step toward safety 
(2) Local tax allocation system reform: Establishing common 
tax\" will be one solution with promotion of decentralization 


Mainichi: 

(1) Resumption of US beef imports: Export conditions must be 
observed without recurrence of sloppiness 

(2) Establishment of permanent government in Iraq: This should 
be linked to a step toward pullout of foreign troops 


Yomiuri: 

(1) Reorganization of NTT: Lack of awareness of international 
competition 

(2) Sri Lanka: Japan 

ceasefire from crumbling 


Nihon Keizai: 
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(1) Ігаді people still face tests for stability 
(2) Japanese firms trying to outdo each other regarding dividends 


Sankei: 
(1) Road-use revenues should be used to constrain tax increases 
(2) Trade talks: WTO and EPA are both useful 


Tokyo Shimbun: 

(1) Measures for job-hopping part-timers: They should have more 
opportunities to work at private firms instead of working as 

public servants 

(2) Completion of Three Gorges Dam: What problems it will cause 
in the future? 


3) Poll: 17% see economy as improving 
as worsening 


ASAHI (Page 1) (Full) 
May 21 
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An increasing number of people are actually feeling that the 
economy has recovered 

growing disparity among the different regions of the country 
according to findings from a poll released by the Cabinet Office 
yesterday. 


The public opinion survey was conducted across the nation from 
January through March on a face-to-face interview basis. A total 
of 10 

and valid answers were obtained from 5 

survey 

areas where they thought Japan was changing for the better and 
where Japan was changing for the worse. 


The proportion of those who picked Japan\'s economy as changing 
for the better sharply increased from 5.3% in last year\'s survey 

to 16.9% in this year\'s survey. The proportion of those who 

picked Japan\'s economy as changing for the worse decreased from 
38.5% in last year\'s survey to 20.5% in this year\'s survey. 


In the survey 

from among the same areas where they thought Japan was changing 
for the worse. In response to this question 

security as worsening 

figure shows a substantial decrease from 47.9% in last year\'s 
survey and went down for the first time since 1998. Those who 
picked JapanVs foreign relations as changing for the worse 
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accounted for 31.3% 

proportion of those who picked local disparities also increased 
from 9.7% to 15.0%. 


4) Poll: Over 50% support gov\'t draft amendment to education law 
on patriotism 


TOKYO SHIMBUN (Page 2) (Abridged) 
May 22 


According to findings from a poll released by Jiji Press 

yesterday on the issue of amending the Basic Education Law 

than 50% of the Japanese public answered \"yes\" when asked if they 
were in favor of the governmentWs draft bill that incorporates 

the idea of patriotism. Broken down into political party 

supporters 

Democratic Party of Japan (Minshuto) also answered \"yes.\" In the 
survey 

amending the law itself 

accounted for a little less than 2096 of all respondents. This 

will likely affect the Diet in its debate on the advisability of 

revising the law. 


The survey was conducted across the nation on May 11-14 after the 
government presented an amendment bill to the Diet incorporating 
the wording \"love our country and its land.V A total of 2 

persons were chosen for face-to-face polling from among those 
aged 20 and over. The retrieval rate was 66.6%. 


5) GSDF withdrawal may begin in July 


NIHON KEIZAI (Page 1) (Full) 
May 21 


In the wake of the inauguration of Iraq's new government 
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will begin seriously studying ways to pull out Ground Self- 

Defense Force troops from Samawah. Prime Minister Junichiro 
Koizumi plans to tell US President George W. Bush of Japan\'s 
basic policy of withdrawing GSDF troops and continuing to provide 
support for Iraq in their summit meeting in late June. The 
government will swiftly undertake coordination with Britain and 
Australia to begin pulling GSDF troops out of Samawah as early as 
July in tandem with their troops. 


A government source indicated on May 20 that a GSDF pullout would 
not occur until after the Koizumi-Bush talks 
\"Coordination with concerned countries will be necessary. In view 
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of the rotational period 
out troops in July or later.\" 


6) Completion of GSDF withdrawal before KoizumiVs departure from 
office uncertain 


ASAHI (Page 2) (Excerpts) 
May 21 


Following the establishment of a unity government in Iraq 
government will begin coordination in earnest to pull out Ground 
Self-Defense Force troops from Samawah. The government has 
concluded that of the four requirements for a pullout 

conditions - progress in recovery and progress in the political 
process - have now been met. But because the remaining two 
conditions - transfer of security authority and the trend of the 
US-led multinational force -- have not been met 

able to withdraw from Iraq while Prime Minister Koizumi is in his 
office 


According to the government 

of concerned ministers including the interior and defense 
ministers will discuss the transfer of security authority with 
the United States and Britain. They will examine the security 
situation 

other factors of each area. 


The transfer of security authority in southern Iraq 

Samawah 

pullout would not occur until then. There is concern in the 
government that as long as Prime Minister Nouri al-Malaki serves 
concurrently as security minister 

leeway to discuss the transfer of security authority. 


Under such circumstance 

replacing the 9th contingency in late May. The government will 
search for ways to pull out Japanese troops before the 10th 
contingency\'s tour of mission ends in August. With a withdrawal 
likely to take a couple of months 

GSDF can completely leave Iraq before Prime Minister Koizumi\'s 
term of office ends in September. 


7) Japan to help rebuild Iraq even after SDF pullout: Koizumi 


YOMIURI (Page 2) (Full) 
May 22 


Prime Minister Junichiro Koizumi said on May 21 that Japan would 
continue to help rebuild Iraq 
Defense Forcers troops from the war-battered country 
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no specific time frame for the withdrawal. During a visit to 
Kanazawa City 


VJapan will continue humanitarian support and reconstruction 
assistance. | think there will be other things to do to help Iraq 

even after the SDF are withdrawn from Samawah. The government 
will decide comprehensively (as to when pull out the SDF 
personnel). 


Koizumi welcomed the launch of Iraq\'s new government 


VA government in the Middle East that is stable and never gives 
in to terrorism will benefit the international community as a 
whole. | think the country needs more time 

see the country\'s enthusiasm to build their country on their own. 
The international community will by all means support the 
country. V" 


8) Government to start GSDF withdrawal from Samawah possibly next 
month 


MAINICHI (Page 2) (Full) 
May 21 


Following the inauguration of the new Iraqi government on May 20 
the Japanese government will soon start coordination with the new 
Iraqi government and the US to pull Self-Defense Force troops out 
Οἱ Samawah in the southern part of Iraq 

Under the Japanese government's scenario 

decide to withdraw troops before the Japan-US summit set for late 
June and complete the withdrawal by the end of July 

with British and Australian troops 

maintaining security in Samawah. 


Foreign Minister Taro Aso issued a statement welcoming the 
decision: \"The political process set under a UN Security Council 
resolution has been completed." The Japanese government sees that 
security authority will be transferred first in southern Iraq. 

Even so 

troops sometime between March and May envisioned by Japan 
Britain 

launch of the new government and the deteriorating security 
situation in Iraq. There is a possibility of increasing 

instability in Iraq that could eventually delay the withdrawal 
further. 


Should the SDF withdrawal process move ahead in line with the 
governments scenario 
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subject to airlift activities by the Air Self-Defense Force 

between Kuwait and southern Iraq to cover Baghdad. By also adding 
United Nations staff members and materials to the airlift 

operations 

assistance for Iraq. The government has also decided to conclude 

a contract with the Iraqi government soon to offer 76.5 billion 

yen worth of yen loans for projects to repair thermal power 

plants and construct port facilities as part of its official 

development assistance (ODA) 


9) Prime Minister: V'Security alliance will deter" Taepodong 
launch 


TOKYO SHIMBUN (Page 2) (Full) 
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May 20 


When asked late yesterday about the signs that North Korea is 
making preparations to launch a Taepodong long-range missile 
Prime Minister Koizumi said: V'Japan is endeavoring to secure 
safety while maintaining deterrence under the Japan-US Security 
Treaty. I think North Korea is well aware of this point." Koizumi 
thus indicated that North Korea is not in a situation where it 

will decide to launch a missile. 


When asked if he would notify the people if the likelihood of a 
missile launch were to increase 

think we are in such a situation 

governments job is to take every possible measure to secure 
safety. V 


10) US military to deploy PAC-3 in Okinawa in current fiscal year 
against North Korea 


NIHON KEIZAI (Page 1) (Full) 
May 21 


The governments of Japan and the United States decided May 20 to 
deploy the US military\'s Patriot Advanced Capability-3 (PAC-3) 
ground-to-air missiles at Kadena Air Base in Okinawa based on 
their final agreement on the realignment of US forces in Japan. 

The aim is to boost US deterrence against North Korean and 
Chinese missiles. Japan and the US will aim at operation of the 
System in the current fiscal year. 


The PAC-3-centered missile defense system is designed to detect 
an enemy missile and intercept it before it lands. A sea-based 
Aegis vessel will first fire a Standard Missile-3 (SM-3) at an 
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enemy missile flying outside the earth\'s atmosphere. In the event 
the MS-3 misses the target 

it in the terminal phase. 


The PAC-3 has greater capability than the current PAC-2 

designed chiefly to intercept aircraft. Japan has decided to 

deploy the PAC-3 at Air Self-Defense Force bases. The ASDF plans 
to deploy the PAC-3 at its Iruma base in Saitama 

in Shizuoka 


There have been signs that a missile-testing facility in 

northeastern North Korea has been preparing to launch what seems 
to be a Taepodong-2 long-range ballistic missile. Japan and the 
United States intend to swiftly deploy the PAC-3 in Japan against 
such an unexpected event. 


11) Gov't to cut spending on front line equipment to raise funds 
for US force realignment 


YOMIURI (Page 1) (Abridged) 
May 20 


The government has decided to review its current midterm defense 
buildup plan (Chukibo) for five fiscal years from 2005 through 

2009 

front line equipment in order to secure resources related to 
Japan's cost sharing for the realignment of US forces in Japan 
officials said yesterday. The government is now coordinating to 
review the plan for the period of five fiscal years from 2007 or 
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two fiscal years from 2008. The government will refer to a review 
of the plan in a cabinet decision to be made soon in order to 
implement a final report on the US military\'s realignment. 


The United States has agreed to redeploy Marine Corps troops from 
Okinawa to Guam in the process of realigning US forces in Japan. 
The US government estimates this Marine relocation at 10.27 

billion dollars 

2006 budget. Japan 

Marine troops to Guam 

billion yen 

to be outlaid from the state coffers and 1.5 billion dollars or 

166.5 billion yen to be invested. 


Meanwhile 

of US military bases in Japan at approximately 1.5-2.0 trillion 
yen 

localities. One official of the agency presumes Japan's share of 
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costs for the US military\'s realignment in Japan will total over 
2.0 trillion yen. In this case 

than 200 billion yen on average each fiscal year so as to 
complete the force realignment in 10 years or so. 


The Defense Agency wants to set up a separate budget slot for the 
government as a whole to make up for these realignment costs as 
іп the case of costs related to the Special Action Committee on 
Facilities and Areas in Okinawa (SACO). However 

Ministry insists that the Defense Agency should handle the force 
realignment within the framework of its own budget slot. 


However 
the midterm defense buildup plan and reducing its budget to a 
certain extent for front equipment. 


The current midterm defense buildup plan requires the government 
to review itself in 2007 as needed for the remaining period of 

two fiscal years. The Defense Agency says it still cannot grasp 

the total amount for Japan\'s cost sharing at this point. For this 
reason 

fiscal 2007 as stipulated in the plan. However 

Ministry has asked the Defense Agency to review the defense 
buildup plan one year earlier than scheduled. 


The Defense Agency thinks that the current defense buildup plan\'s 
spending cuts would be limited because many of the governmentVs 
planned large-scale projects are scheduled for fiscal 2010 or 

later 

at more than 300 billion yen for the relocation of the US Marine 
Corps\' Futenma Air Station in the city of Ginowan 

Prefecture. 


12) Japan 
commercial flights 
to be shortened by 1 minute 


NIHON KEIZAI (Page 39) (Excerpts) 
May 20 


The Japanese and US governments agreed at a meeting yesterday of 
the commercial flights subcommittee under the Japan-US Joint 
Committee to open possibly as early as this autumn a portion of 

the airspace now controlled by the US military in Japan 
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called V'Yokota radar approach control" (Yokota RAPCON) 


commercial flights. This move came as a stopgap measure ahead of 
the implementation of the agreement already reached between the 
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two governments to return a part of the Yokota airspace by 
September 2008 as the numbers of landings and takeoffs by 
airliners at Haneda Airport will increase 

completion of its expansion project. 


According to the Ministry of Land 

and also other government offices concerned 

airspace above Tokyo and eight prefectures 

altitude is about 7 

Airport are forced to pass over it to avoid the airspace 
commercial flights heading for Haneda and Narita airports are 
forced to take a detour to avoid the airspace. 


The United States has now allowed commercial airplanes to fly in 
the upper airspace covering 600 meters ranging from around Eda in 
Yokohama City to around Sagami Bay 

necessities. This move will affect the flight routes of 190 

flights per day departing from Haneda Airport to head for the 
Hokuriku 

this partial opening of the Yokota airspace 

shorten its flight time by one minute or so. 


13) Coordination underway for Japan-US summit on June 29; Chance 
to publicize good bilateral ties to audiences at home and abroad 


SANKEI (Page 2) (Excerpts) 
May 21 


The governments of Japan and the United States are now 
coordinating to set up a summit meeting between Prime Minister 
Junichiro Koizumi and President George W. Bush on June 29 in 
Washington. Koizumi intends to underscore the V'alliance in the 
world" theme in this 

prime minister prior to stepping down in September. 


With the long-standing issue of realigning the US forces in Japan 
now resolved 

imports before the prime minister\'s visit to Washington 

summit will become an opportunity for the two leaders to show 
audiences at home and abroad the good state of bilateral ties. 

The leaders will exchange views on such issues as when Japan will 
withdraw its Self-Defense Forces from Iraq 

situation 

development 


Koizumi will attend a dinner party hosted by the president and 
his wife. The two governments are now looking into a plan for 
Koizumi to visit the residence of his favorite singer 

Presley 


14) Sakie Yokota 
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North Korea 
of the action that US president took\" 


ҮОМІШНІ (Page 4) (Full) 
May 20 


At a meeting on May 19 of a group of nonpartisan Diet members 
working on abductions by North Korea 
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Megumi Yokota 
made a specific request of Prime Minister Junichiro Koizumi: 


\"Even if he only does half of what US President Bush did 

like Prime Minister Koizumi to clearly speak to the public about 
his eagerness to resolve the abduction issue. | want him to take 
visible action.\" 


She then expressed her displeasure with him 
to meet him 


In response to her remarks 

VI have been deeply impressed by the activities taken by Mr. and 
Mrs. Yokota. The government will make its utmost efforts to help 
them. V" 


15) Government mulling continued cuts in ODA 
for another five years starting in next fiscal year\'s budget 


NIHON KEIZAI (Page 1) (Full) 
May 22 


The government and the ruling camp have started looking into the 
possibility of cutting official development assistance (ODA) and 
defense-related expenditures from the general-account budget for 
five years starting in the next fiscal year\'s budget. ODA and 
defense expenditures have been subject to cuts since fiscal 2002. 
The government and the ruling parties intend to maintain this as 

a basic policy even after Prime Minister Koizumi steps down in 
September. Since concerned government agencies and ruling party 
members will likely oppose such a policy 

views of concerned government agencies will likely encounter 
complications. 


The Liberal Democratic Party (LDP) Spending Reform Project Team 
chaired by Policy Research Council Chairman Hidenao Nakagawa 
will launch full-fledged talks on the handling of ODA and defense 
expenditures at by-selective committees 

Minister of Education 
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Takeo Kawamura 

Fiscal Policy will also simultaneously discuss the same issue 

with the aim of having the continuation of the downward trend 
reflected in the 2006 basic policy guidelines on economic and 
fiscal management and structural reforms to be compiled in June. 


The current fiscal year\'s ODA budget has been slashed for the 
seventh year ina row to 759.7 billion yen 

previous year in general account terms. The dominant view in the 
government and the ruling bloc is that the efficiency of ODA- 
financed projects should be enhanced through intensive 
appropriation of funds to strategic areas 

related areas or the use of nonprofit organizations. Talks will 
likely focus on a 3% cut for the next fiscal year. 


The prime minister has pledged to the international community an 
increase in ODA to a total of 10 billion dollars over the next 

five years in terms of the number of projects. As such 
government plans to tap fiscal investment and loan funds to 
finance such ODA projects so that an increase of ODA 
appropriations from the general-account budget can be avoided. 


The fiscal 2006 defense-related budget will likely be cut for the 
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fourth consecutive year to 4.8139 trillion yen 

if appropriations for SACO (Japan-US Special Action Committee on 
Okinawa)-related spending are included. In view of the prospect 
that the total share of Japan in the cost of USFJ realignment 

which is estimated to reach 3 trillion yen over the next six 

years 

in the government and the ruling camp is that it would be 
unavoidable to continue to cut defense-related expenditures 

except for appropriations for USFJ realignment. 


16) Prime minister: \"The government will follow experts\' 
decision 


SANKEI (Page 3) (Excerpts) 
May 20 


Speaking before reporters last night 

Koizumi stated about a resumption of US beef imports: 'We want to 
follow the experts decision. Once both sides agree to import 
conditions 

the governmentVs agreement on May 19 reflects its desire to 
resolve the issue before the Japan-US summit scheduled for late 
June 

a sense a \"political settlement. V 
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In the Japan-US talks held before Japan resumed imports last 
December 

of US beef. This time 

conditions 

processing facilities in the US. 


On the US side 

early resumption of imports 

is also growing. Some government officials are overheard 
murmuring that if the import ban drags on 

safety might develop into a trade dispute between Japan and the 
US. 


Under such a situation 

US in late June. He has envisioned that during their meeting 
and President Bush will reconfirm the Japan-US alliance in a 
global context and underscore the importance of Japan-US ties. 
The prime minister 

with Bush 

resolved and bilateral pending issues minimized before meeting 
Bush. 


17) Minshuto\'s Hatoyama criticizes government for agreeing to 
resume US beef imports: Priority given to US president over the 
food safety of the Japanese people 


TOKYO (Page 2) (Full) 
May 21 


Secretary General Yukio Hatoyama of Minshuto (Democratic Party of 


SIPDIS 

Japan) gave speeches on May 20 in Nakazugawa City and other parts 
of Gifu Prefecture. In them 

government\'s decision to resume imports of US beef in mid-June 
linking it to Prime Minister Koizumi\'s planned visit to the 

United States in late June. He sharply criticized the government 

for its response 

relationship with President Bush and the safety and peace of mind 
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(of the Japanese people) 
the people." 


Hatoyama stated: \"In the previous decision (last November) 
well 

before the President came to Japan. It\'s the same again 
Prime Minister all flustered just before his trip to Japan 
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thinking that there is little time left in order to make the 
decision (of beef) on time. I've never heard of a more stupid 
thing than this!\" 


18) Fate of 2 


YOMIURI (Page 2) (Full) 
May 21 


Тһе government\'s ban on US beef imports in January has left about 
2 

the nation since it cannot clear customs. The government imposed 
a second ban after a specified material risk that could transmit 

BSE was found in a US beef shipment to Japan. 


In a meeting of experts from the Japanese and US governments on 
May 19 

July at the earliest. But they have not yet decided on how to 

deal with the stored beef. A document released after the meeting 
just noted: V'No problem was found with the stored beef as a 

result of an examination of records.\" 


The government expects to set a policy to handle the stored beef 
before it officially decides to resume imports in mid-June. Even 

if the beef were to clear customs and be placed on the market 
however 

The trading firms involved have been in a great quandary. 


19) Dairy cow in Hokkaido identified as 27th domestic case of BSE 


TOKYO SHIMBUN (Page 3) (Full) 
May 20 


The Ministry of Agriculture 

announced that a dairy cow that had tested positive in the first 
BSE test finally checked out positive in the second test. This is 
the 27th domestic case of BSE. 


The cow\'s meat and internal organs have been incinerated. They 
had not been placed on the market. 


The cow is a female Holstein aged five years and eight months. It 
had been bred in Toyosu Town and died on May 16. The first test 
conducted by the Hokkaido Tokachi Livestock Hygiene Service 
Center tentatively turned out positive. The final test at the 

Animal Hygiene Service Center in Ibaraki Prefecture also turned 
out positive. 


The cow was born in August 2000 before the use of meat and bone 
meals was banned in 2001. 
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business daily Nihon Keizai editorialized (5/22): WA 
permanent Iraqi government based on the country's new 
constitution has finally been launched. There had been 
signs of deepening ethnic and sectarian divisions during 
the more than five months since the parliamentary 
elections. The new government has been inaugurated with 
the key cabinet posts of interior and defense left 

unfilled due to difficulty in coordination. Can this 
government bring people together under a concept of Iraqi 
citizenship and realize reconciliation among the 

different forces in order to achieve social stability? 

Though the launch of a permanent government had been 
touted as the end step in the postwar political process 

still larger tests lie ahead. V" 


2. VFormation of Permanent Iraqi Government: Tie This to 
Withdrawal of Foreign Troops" An editorial in the liberal 
Mainichi commented (5/22): WA permanent Iraqi government 
has finally been formed some three years after the fall 

of the Hussein regime. The Iraqi people have overcome a 
number of difficulties and implemented a political 

process based on a UN Security Council (UNSC) resolution. 
We welcome the fact that the Iraqis have finally reached 
this goal. Nevertheless 

are now at a starting point beyond which lie even greater 
challenges. The cabinet portfolios of interior and 

defense 

have been left vacant and will be filled for the time 

being by Prime Minister al-Maliki 

about the unity and leadership of the new government... 
With the political process basically implemented 

the time to discuss the withdrawal of foreign troops 
including Japan's GSDF unit.... An end to what is 
essentially an occupation is necessary for the true 
democratization of Iraq. V 
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Employees (S.A.F.E.) 

can apply to DS to provide their own equivalent 
security training. In the country clearance request 
cable 

training for covered employees will be completed prior 
to travel. For training schedules at FSI contact the 
Registrar?s Office at 703-302-7143; for the training 
syllabus contact Dr. Patricia Schofield at 703-302- 
7267. For other agency self-certification 
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DS/T William Armor at 703-205-2816. 


4. Security assessment: 
- There is currently a travel warning in effect for 


Kenya 

to receive indications of terrorist threats in the 

region aimed at American and western interests 
including civil aviation 

government might not be able to prevent such attacks. 


- Nairobi is designated a critical threat post for 
transnational terrorism and crime by the Department of 
State. The RSO is required to brief all TDY visitors 
staying more than one week 

their arrival at post. 


- There is a high rate of street crime in downtown 
Nairobi 

on the rise throughout the country. Pickpockets and 
thieves carry out \"snatch and run\" crimes on city 
streets and near crowds. Visitors have found it safer 
not to carry valuables 

hotel safety deposit boxes or safe rooms. Walking 
alone or at night downtown is not recommended as 
attacks have taken place on public streets and parks. 
The RSO recommends leaving all important documents 
(passports 

not wearing any jewelry on the street. In addition 
visitors should avoid hanging a camera around their 
necks 

showing large amounts of money in public. 


- While traveling in vehicles 

locked and windows rolled up. Carjackings are common 
in Nairobi and diplomatic vehicles and personnel are 

not immune to these attacks by armed thieves. Highway 
bandits are active on roads leading to the border 

areas. 


- The Government of Kenya (and the Mission firearms 
policy) prohibits the importing and carrying of 

firearms except for U.S. law enforcement officers 
engaged in protective security or investigative duties. 


5. Climate: Weather conditions in Nairobi are sunny 
and mild year-round with daily temperatures ranging 

between 50 and 80 degrees Fahrenheit. In April and 
May 

lower. From June through September 
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cloudy 

through November there is occasional rain 
days are sunny and warm. 


6. Health: Due to the high altitude 

malarial area and malaria prophylaxis is not needed; 
but the risk of malaria outside Nairobi is significant. 
Therefore 

Nairobi 

elevation 

medication before arrival and for four weeks following 
departure. In addition 

use insect repellents 

which discourage/prevent mosquito bites. Travelers 
should also carry immunization records with valid 
yellow fever immunization as well as being current with 
other inoculations. The embassy medical unit advises 
that local tap water is not potable. Bottled water is 
safe to drink and can be purchased in local hotels 
restaurants and grocery stores. Individuals with 

sickle cell trait should carefully consider the 

altitude of this post. Short-term (TDY) assignments 
carry an added risk because of the lack of time for 
acclimatization. Dehydration and stress from exercise 
or illness compound the basic risks of high altitude. 
For more information about sickle cell trait 

your health unit or the medical clearances section of 
the Office of Medical Services. 


7. Internal travel: 


- Due to the dangerous driving conditions in Nairobi 
and in Kenya in general 

TDYers from driving USG or rental vehicles. If riding 
with others or hiring a driver 

inadvisable to travel at night outside well-traveled 
areas due to the lack of lighting 

warning signals on broken down vehicles. Many drivers 
exercise poor judgment and drive too fast. Traffic 
accidents are common. Public ground transportation in 
Kenya 

safety and security reasons. Travel via passenger 
train in Kenya is considered unsafe by the RSO 
particularly during the rainy seasons. The trains and 


tracks lack routine maintenance and safety checks. 


- GSO Ras contracted with Jim Cab Services to provide 
additional transportation services for the mission. In 
the absence of special arrangements for use of official 
vehicles 
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this service for their transportation requirements. 
Because TDY transportation is reimbursed as part of the 
individual?s travel expenses 

transportation directly to Jim Cab when the services 

are rendered. Landline numbers for Jim Cab are 712- 
2565 

0722-711001 


8. Money matters: 


- For better exchange rates 

money changing/accommodation exchange be undertaken 
through our contracted bank 

Africa (CBA). CBA has branches in the US Embassy 
building and the USAID building. CBA?s hours of 
operation are Monday through Thursday 

and 1 PM to 3 PM; Friday 

CBA will cash up to 500 US dollars per day and will 
change cash 

you are using personal checks 

form must be filled in and approved by the Financial 
Management Officer prior to visiting the bank. Your 
control officer will provide the form or you may pick 

up a copy in the Financial Management Center. Certain 
ATM machines in town will accept US ATM and credit 
cards. 


- Credit cards are accepted at major hotels and 
restaurants 
of choice. 


- The current rate of exchange is approximately 72 
shillings to the US dollar. 


9. General: 


- AEA Morale Store: TDY membership in the American 
Employees Association (ΑΕΑ) is available for five U.S. 
dollars per week or one dollar per day. The AEA Morale 
Store offers a limited supply of liquor 

snacks 

products are sold in U.S. dollars. Cash and travelers 
checks are accepted; no personal checks are accepted. 


- APO Use: TDY personnel wishing to use the APO are 
required to present a copy of their TDY/leave orders to 
the APO supervisor. Military members must also produce 
a valid ID card. 


- TDY travelers to Nairobi can be given the option to 
connect to their State Department OpenNet mailbox. 
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Please ask your system administrator for the domain 
name and the IP address/name of your organization?s 
mail server and confirmation that remote access of your 
mailbox is possible. Please give our systems office 
advance notice of the need for remote connection by 
sending an e-mail with the above information to 
iscnairobi@state.gov. 


10. Entry requirements: A visa to enter Kenya is 
mandatory. This applies to U.S. citizens arriving for 
any purpose and regardless of type of passport. 
Travelers may obtain a visa in advance at a Kenyan 
embassy or consulate. Alternatively 

obtained at the airport (for a voucherable charge of 50 
U.S. dollars if traveling on a non-diplomatic passport 
or gratis if traveling with a diplomatic passport) 

lines may be long and processing time slow. Evidence 
of yellow fever immunization is usually requested upon 
entry to Kenya. 


11. Departure: Each person departing Kenya 
(regardless of age or type of passport) must pay a 20 
U.S. dollar departure tax payable in Kenya shillings or 
U.S. dollars 

of your ticket. Further 

(approximate) departure tax imposed on all domestic 
flights. BELLAMY 
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and Faith Civil Group Society (VWPFCGS)\" in Juba from May 
8-12. The topics discussed at this peace rally were 

peace building 

comprehensive peace agreement and human rights 
constitution. The workshop was concluded by a peace 
rally held at Dr. Garang memorial in Juba on May 13. End 
Summary. 


2. The Voice of Women for Peace and Faith (VWPF) is a 
civil society organization dedicated to peace and gender 
equality. It was formed in October 

workshop organized by the Sudan Aid Women\'s Desk Office 
under the auspices of the Catholic Archdiocese of Juba. 
VWPF membership includes representatives from the 
Catholic Church 
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Africa Inland Church 
women. 


3. The peace rally following the workshop was the first 
of its kind in Juba since the formation of the Government 
of Southern Sudan (GoSS) in October 2005. James Wani 
Igga 

(SSLA) 

State (BJS) 

spoke at the rally 

officials from the GoSS and BJS 

200 

which read \"women\'s call for realization of the 25% of 
government position\" (Note: this refers to the CPA 
provision giving 25 percent of government positions to 
qualified women. End Note.) 

women\" and \"give women a chance 


4. During the speeches 

Henry Danga 

25 percent and said that there are 15 women who would 
soon graduate from their training and begin work as BJS 
officials. He promised to raise women\'s participation in 
the state government to 50 percent. 


7. Civil society groups are becoming more active 

getting more firmly established in the nascent southern 
societal structures. There will most likely be more 

civil society celebrations and gatherings within the 
coming months. While still celebratory 

demonstrations may become more contentious if the 
people\'s expectations for development are not met. End 
Comment. 


HUME 
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balanced\" and \"scrupulously careful not to air material 
offensive to the U.S.\" (Ref B). Post believes that OFAC 
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should reconsider the matter 

waiver request for the purchase of spare parts. The win-win 
result would support the more constructive relationship that 
has developed since the signing of the Comprehensive Peace 
Agreement іп 2005 - and the Darfur Peace Agreement of Мау 5 
2006. Embassy Khartoum believes that the importance of 
ensuring the viability of Radio SAWA outweighs any possible 
downside of permitting the spare parts. Radio may be used 
extensively in Darfur 

information about the Darfur Peace Agreement. Gaining broad 
public understanding and support for tne Agreement is of 
paramount importance in ending the atrocities in Darfur 
Presidential priority. 


7. (SBU) Action requested: Embassy Khartoum requests that 
the State Department request Treasury OFAC to reconsider its 
waiver decision and to allow the export of radio transmitter 
spare parts for the SRTC in Sudan. 


HUME 
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ambiguity" to keep Israel somewhat off balance. He said that 
Hizballah tries to balance its Iranian ties with a Lebanese 
agenda. On Sheba\'a Farms 

the territory in question and guarantees of disarmament are 
needed before Israel can be expected to take seriously any 
proposal for withdrawal. Regarding UNIFIL renewal 
expressed hope that the upcoming UNIFIL report might have 
details the UNSC could cite as benchmarks in any new 
resolution. End Summary. 


HIZBALLAH SEEKS CREATIVE AMBIGUITY 


2. (C) Accompanied by the Ambassador and PAO 

on 5/16 recounted for UN Secretary GeneralVs Personal 
Representative for Lebanon Geir Pedersen and his assistant 
Salman Shaikh 

Pedersen affirmed UNIFIL Force Commander General Alain 
Pellegrini\'s assesment of increased construction in Hizballah 
positions on the Lebanese side of the Blue Line. In response 
to A/S Silverberg\'s question about HizballahYs motives 
Pedersen assessed that Hizballah\'s message to the Israelis 
was that the resistance was well funded 

resources 

Pedersen repeated Pellegrini\'s hypotheses that the Lebanese 
Armed Forces (LAF) had not objected to the new construction 
either because they hoped one day to take possession of the 
sites 


Column 3 
quietly cooperating with Hizballah on the construction. 


3. (C) Pedersen noted that Hizballah believed they had 
caused Israel to reduce its overflights during the month of 
April; he did not have an explanation for the spike in 

Israeli overflights in May. Pedersen said he had warned his 
Hizballah contacts against any actions to heat up the Blue 
Line 

action would be used as proof to the Lebanese that Hizballah 
was a tool of Iran 

that Hizballah feared a strong 

against them 

maintain a state of constructive amibiguity. Attempts to 
unnerve Israel rendered the situation more unstable and thus 
more difficult for both Israel and the international 

community to retain the focus on disarmament. Nevertheless 
Pedersen acknowledged that some in Hizballah are begining to 
recognize that for Hizballah to play a role in Lebanon in the 
future 


4. (C) Responding to a question from A/S Silverberg 
Pedersen said that 

with Hizballah leaders 

Lebanon\'s ShiVa on religious issues. Although the extent of 
Iran\'s instuctions for military operations was not clear to 

him 

appear as Lebanese as possible. He reminded A/S Silverberg 
that not all members of Hizballah were loyal to Iran 

some of Lebanon\'s Shia looking toward Iraq 

leadership. In general 

strong links to Iran with а Lebanese agenda. 


SHEBAA FARMS 


5. (C) On options for responding to the Government of 
Lebanon\'s request to resolve the issue of Shebaa Farms 
Pedersen underscored the importance of delineating clearly 
what portion of Shebaa Farms was in dispute. He noted Prime 
Minister Fouad SinioraVs strong pitch to resolve Shebaa as a 
first step towards disarmament of Hizballah. Pedersen 
recognized that without a clear sense of the area to be 
negotiated and without any guarantee that Hizballah would 
disarm 

Shaikh noted three requirements to any negotiation over 
Shebaa: (1) Definition of the exact territory; (2) national 
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consensus that would show that no more territory would be 
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demanded; and (3) realism. The Ambassador emphasized that 
guaranteed disarmament would be imperative. 


6. (С) The Ambassador re-iterated the importance of the 
international community\'s pressure on Syria. Pedersen agreed 
Vwe should keep pushing the Syrians.\" But 

don\'t expect them to deliver. And then what do we do?\" He 
assessed 

feel isolated. Pedersen argued that US should work on the 
Israelis to resolove long standing issues and proposed 

setting up steps and counter steps to build confidence and 
promote movement. 


7.(C) On extending UNIFIL in July 

needed to include benchmarks in the next resolution to 
encourage the GOL to take more steps in asserting authority 
inthe south. He hoped that the UNIFIL report itself could 
give the sort of details the UNSC could use. 


8. (U) This cable has been cleared by A/S Silverberg. 
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tent in the AFEX camp 
2006. 


-- Holland: The single Dutch representative 
Rumbek transplant 

reportedly be replaced. There are talks of creating a 
joint consular facility that would include Holland 

UK and possibly others. 


3. The following countries plan beginning operations in 
Juba in the near future: 


-- Eritrea: CG encountered former Eritrean Charge to 
Khartoum Negash 

Eritrean Charge in Juba as soon as accommodations are 
available. 


- Norway: A lone Norwegian who lived in the AFEX camp 
was medevaced in late 2005 

Consulate is slated to open next month. They have leased 
and are rehabilitating two buildings that belong to the 
Archdiocese of Juba 
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-- South Africa: The South Africans plan to open a 
facility in June. CG met with an advance team in March 
and South Africa's Ambassador to Khartoum visited last 
week to officially announce the arrival. 
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-- France: The French Ambassador and a delegation that 
included Jacques Gerard 

Juba 

in Juba soon but as yet have not accommodations or office 
space. 


-- EU: The EU received permission from the Government of 
Southern Sudan (GoSS) to take back a former EC project 
headquarters formerly held by Eastern Equatoria state 

site adjacent to the USAID office complex. Renovation 

has not begun; the actual arrival date is unknown. 


4. These countries may open some type of facility in the 
near future. 


--India: The Indian Ambassador told the French 
Ambassador that India will open an office in Juba. 
Details unknown. 


Ethiopia: The Ethiopians will send their former 
Ambassador to Kampala to open a consulate in Juba 
according to the GoSS Ministry of Regional Cooperation. 


-- Libya: Negash told CG that Libya plans to open a 
representation in South Sudan. Timing and details 
unknown. 


-- Zimbabwe: CG ran into former Zimbabwean MFA Protocol 
Director and current ambassador to Kampala and another 
official from Harare in March. They confirmed that 
Zimbabwe is interested in opening an office to take 
advantage of potential trade and commercial 

opportunities. 


-- Democratic Republic of Congo: According to the 
Ministry of Regional Affairs 
desire to come to Juba. GoSS Regional Affairs Minister 
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Nhial Deng Nhial will reportedly visit Kinshasa to 
discuss the details. 


5. There could be as many as seventeen diplomatic 
offices of one description or another operating in Juba 

by the beginning of 2007. Currently 

challenge is finding adequate residential and office 

space 

market of Juba. There is increasing informal contact 
between the various countries/groups represented 

Egyptian CG has suggested some sort of ad hoc diplomatic 
group 

four and a half months of Juba experience under his belt. 
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the BPPF-H and Independents to form a government. Chief 
Minister Tarun Gogoi appeared anxious to tie-up with the BPPF-H 
as it was willing to let him retain his position in the new 
government. Gogoi spurned the AUDF as its leaders had publicly 
opposed his remaining as CM. Gogoi\'s willingness to rely on a 
party of former ethnic Bodo militants to retain his position 

could seriously damage the Congress\' long-term prospects in 
Assam by alienating the Muslim vote and opening the door to 
greater ethnic violence and corruption. END SUMMARY. 


2. (U) Assam\'s May 11 assembly election results left Congress 
without a clear majority 

largest party with 53 seats in the 126-seat assembly and easily 
beat its principal rival 

which won just 24 seats. CongressY weak showing was attributed 
to its losing control of the key Muslim vote in 20 

Muslim-majority assembly constituencies. Businessman Badruddin 
Ajmal and other Muslim leaders formed the AUDF in late 2005 to 
tap into Muslim sentiment that Congress was not responsive to 
the community. Congress 

retain power 

seven independents to form a coalition government. Prior to the 
elections Congress 

an unofficial arrangement with the tribal BPPF (H) 

field candidates against it in Bodo-dominated areas. 


3. (U) May 11 election results were: 

Congress: 53 (71 in 2001) 

Asom Gana Parishad (AGP): 24 (20 in 2001) 

Asom Gana Parishad - Progressive (AGP-P): 1 

Asom United Democratic Front (AUDF): 10 

Bodoland PeopleVs Progressive Front - H (BPPF-H): 12 
Bharatiya Janata Party (BJP): 10 (8 in 2001) 
Communist Party of India (CPI): 1 
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Communist Party of India-Marxist (CPM): 2 
Nationalist Congress Party (NCP): 1 

Autonomous State Demand Committee (ASDO): 1 
Others: 11 


4. (U) Congress! difficulties with Muslim voters came to the 
fore in mid-2005 

Migrants Determination by Tribunal Act (IMDT) was 
unconstitutional. The IMDT protected illegal Bangladeshi 
migrants from deportation and CongressY failure to appeal the 
ruling or to immediately offer alternative legislation was 
perceived by many in the Muslim community as a failure to 
protect its interests. Congress finally responded in April 2006 
by amending the Foreigners Act of 1946 with the Foreigners 
Tribunals for Assam Order 

However in late 2005 

supported Congress 

Muslim population of 28 percent 

the election and play a key role in forming a new government. 


5. (SBU) Congress spokesperson B. Sharma (protect) told post 
that the party would have certainly won an absolute majority had 

it not been for the AUDF. She maintained that indigenous 

Muslims voted for Congress 

most affected by the IMDT repeal voted for the AUDF. Press 
contacts added that in lower Assam and the Barak Valley areas 
where the Bangladeshi presence is higher 

the AUDF. However in upper Assam 

mostly for Congress or even the AGP. In as many as 20 
constituencies 

and the AUDF resulted in a Congress defeat. The AUDF\'s 10 seats 
were clearly won at CongressY expense and the AUDF also came 
second in at least 12 other districts. (Note: At least 39 of 

AssamVs 126 assembly segments have more than 40 per cent Muslim 
voters 
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cent.) According to Election Commission figures 

only 28.33 per cent of the total votes and the BJP 10.88 
percent. In effect 

national parties Congress and the BJP. 


6. (SBU) Even though the AUDF now represents the largest bloc 
of Muslim votes and many of its leaders and members were former 
Congress Party members 

Gogoi was clearly motivated by self interest 

Ajmal had said that he might support the Congress to form a 
government 

did not want a coalition with the AUDF 
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leadership was reportedly interested in bringing the AUDF back 
into the fold. An Assam Congress member noted to ConGen that 
the Congress national leadership had pressured Gogoi to work 
with the AUDF. Congress leaders are apparently worried that the 
formation of the AUDF might encouraged Muslims in Uttar Pradesh 
to launch a similar party 

AUDF would send a negative signal to Muslims in other states. 


7. (SBU) However 

with the AUDF and instead put his fate and that of the Congress 
in the hands of Hagrama Mohilary and his Bodo faction 

Bodoland PeopleVs Progressive Front (BPPF-H) because the Bodos 
were willing let Gogoi remain as CM. Mohilary was leader of the 
militant Bodo Liberation Tigers that disbanded in 2003 with the 
signing of a peace accord with the GOI. Mohilary emerged as a 
key Bodo leader in the 2005 local Bodoland Territorial 
Autonomous Council elections. During those elections 

received Congress support and fielded former BLT militants to 
contest against official BPPF candidates nominated by his rival 
faction leader Rabiran Nazary. In the assembly elections 
Congress asked its supporters to vote for the BPPF (H) in Bodo 
dominated districts. The BPPF(H) has proclaimed that solving 
the problem of illegal migration into Assam will be a priority 

for the party because it concerns V'all the indigenous people of 
the state.\" The BPPF (H) now seeks to portray itself as the 
champion of Assamese interests in partnership with the Congress 
usurping the opposition AGP\'s role as protector of the Assamese 
against foreign (Bangladeshi) influence. 


8. (SBU) Gogoi\'s short-term calculus for personal gain in 
aligning with the BPPF-H could have serious negative long-term 
repercussions. The BPPF-H has already been accused of 
corruption in its governance of the Bodoland Council and 
CongressV support of the BPPF-H against the BPPF-R 

tactic of divide and rule 

and has led to violence. In a series of incidents involving the 
two Bodo factions this April 

hacked to death 

shot. 


8. (SBU) Comment: Congress loss of its majority in the Assam 
state assembly was a setback. Through judicious negotiation 
with the AUDF 

potentially won back the Muslim vote. Instead 

to save his own political skin at the expense of the Congress 
Party. GogoiVs alignment with the BPPF reinforced the break 
with the AUDF and its former Congress members 

reconciliation with errant Muslims less likely. This has ruined 
Congress prospects of uniting the Muslim community behind it. 
In addition 

Muslim communities in states like UP that Congress leaders will 
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sacrifice the Muslim vote when politically expedient. GogoiVs 
favoring of the BPPF-H against the BPPF-R is also fueling 
factional violence within the Bodo community and further 
inflaming Assam\'s simmering ethnic tensions. In saving himself 
Gogoi appears to have damned his party. 

JARDINE 
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which are major providers of electricity in Turkey (Izmir 

and Adapazari). A number of these rulings have affected 

ENKA 

exposure remains). An ENKA rep told Energy Officer that 
ENKA gained a temporary blocking measure from the Council of 
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Ministers and noted that it held a Treasury guarantee for 
their payments. Many interlocutors scratch their heads at 
the contrarian Danistay ruling (finding that the facility 
agreements constitute a concession which requires Danistay 
approval) 

Turkey\'s energy investment environment. 


9. (SBU) Over the years the GOT has cancelled a number of 
BOT\'s and Transfer-of-Operating-Rights (TOR) contracts - 
some of which are in arbitration 

environment uncertainty. TOR is the practical model of 
choice for the electricity distribution privatization 

opposed to outright asset sale 

constitutional challenges in the courts. Adding to investor 
concern is a perception of late payments from the GOT for 
electricity and/or -last year- some reductions in off-take 

from BO facilities 

GOT as a take or pay obligation. Finally 

plants 

reductions during the cut-off of gas from Iran last winter. 
Among these corporates is the Turkish conglomerate Zorlu 
whom Exim has exposure. The Energy Ministry and EMRA are 
not viewed as strong institutions with strong leadership by 
our interlocutors and the courts add to uncertainty and 
antagonism in the energy environment. While the GOT seems 
likely to honor existing contracts 

struggle with how to deal with a looming electricity 

shortfall. A growing perception of electricity supply 

crisis could prompt the GOT to step in with new incentives 
adding to the patchwork of old and new models in place in 
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the sector. 
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asked development partners to resume suspended development 
assistance with increased volume 

developing Nepal as a tourist destination. Oli stressed that 
Nepal supported human rights. On Bhutanese refugees 

Nepal still believed in a bilateral solution 

with the international community to find a just solution 
acceptable to all. Oli also insisted that Nepal\'s Maoists 

must abandon violence before they could enter the political 
mainstream. End Summary. 


Continuity in Foreign Policy 


2. (U) Oli assured the gathered diplomats that Nepal would 
continue \"the policy of friendship and cooperation with all 
countries in the world on the basis of sovereign equality and 
mutuality of interest. Oli stated that NepalVs foreign 

policy would be guided by the V'universal values of democracy 
human rights and fundamental freedoms 

addition to the established guiding principles and norms of 
international law.\" He said Nepal\'s policy toward its 
Vimmediate neighbors\" would remain unchanged. Oli said that 
Nepal V'strongly advocates for general and complete 
disarmament\" under effective international control 

wanted a world free of weapons of mass destruction. 


Desire To Play Active International Role 


3. (U) Saying Nepal wanted to \"refurbish\" its \"tarnished 
image\" in the international community 

Vfervent request\" for support for Nepal\'s candidacy for a 
non-permanent seat on the UN Security Council for the 
2007-2008 period. Oli said that Nepal advocated democratic 
decision-making in all multilateral institutions. \"We call 

for a strong 

with the multifaceted global problems of the twenty-first 
century." He said Nepal would remain active in pursuing the 
objectives of the non-aligned-movement (NAM) 

other multilateral groupings V'to further the cause of 
developing counties. He pled for the rights of landlocked 
countries. Oli said that he would lead NepalVs delegation to 
the Ministerial Meeting of the Coordinating Bureau of the NAM 
at the end of May in Malaysia. He said Nepal would continue 
to play an active role in SAARC and BIMSTEC. Oli \"firmly\" 
believed that a multilateral trading regime should be 
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responsive to the needs of least-developed countries. He 
added that Nepal did not want a world divided along 
North-South lines. 


Economic Assistance Needed 


4. (U) Oli said the armed conflict and political instability 
V badly affected" Nepal's economy. He thanked the 
international community for supporting the democratic 


movement and 

asked all development partners in Nepal V'to resume suspended 
development assistance immediately with increased volume." 
Noting Nepal\'s WTO membership 

to world markets 

Vprovide additional trading facilities by adopting 
concessionary measures.\" Oli said Nepal welcomed foreign 
investment \"in almost all\" sectors of the economy. He urged 
the international community to support Nepal as a tourist 
destination 

for Nepalese abroad. He concluded 

positive bearing on our poverty reduction efforts and on 
eliminating the root causes of socio-economic conflicts.\" 


Supports Human Rights 


5. (U) Oli stressed that Nepal was committed to human rights. 
He highlighted the Cabinet\'s appointment of a judicial 
committee (ref B) to probe use of excessive force during the 
April people\'s movement 

\"seriously working on how best to strengthen the capacity of 
the National Human Rights Commission.\" He added that the 
government would work closely with OHCHR \"to create an 
environment in which full enjoyment of human rights by all is 
guaranteed.\" 


Bhutanese Refugees 


6. (U) Oli noted that Nepal was \"determined to seek a lasting 
solution\" to the problem of Bhutanese refugees in Nepal. 
Nepal was \"ready to adopt a flexible approach if Bhutan 
reciprocates with sincerity.\" However 

refusal to V'accept its citizens\" back delayed the solution. 
VWe still believe in a bilateral solution\" to this problem 

he said. He continued 

demonstrate enough courage and determination to take bold 
decisions. However 

the international community to find a just and fair solution 
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acceptable to all.\" In response to questions from both the 
German and Norwegian Ambassadors 

the issue was really between the Bhutanese people and their 
government (ref C) 

alternatives if other solutions can work to resolve the 

issue.\" 


Current Political Situation 


7. (U) Oli said that that the unprecedented people\'s movement 
taught the \"bitter but true\" lesson to autocratic rulers that 
\"people power is invincible.\" He highlighted the May 18 
Declaration transferring sovereignty to the Parliament (ref 

D) until a new Constitutional arrangement was made. He 
explained that Nepali people themselves will write the 
Constitution by electing a constituent assembly. He 
commented that \"this is not the time to bask in victory.\" 
People needed to keep a \"vigilant eye on the remnants of the 
devastated autocratic regime\" as events were still \"fluid\" 

and royalists were \"peeping through sordid holes.\" He said 
the government planned to move ahead based on the six-point 
roadmap of the seven-party alliance 

understanding with the Maoists 

constituent assembly could be an instrument to resolve the 
armed conflict. He said the government was moving ahead with 
trust and confidence 

He stated that the government was ready to \"enter into 
agreement with the Maoists to develop a mechanism to ensure 
strict adherence to the code of conduct governing the 
cease-fire.\" He explained that the government was ready to 
work with the United Nations 

sides \"feel the need of some sort of international 
engagement.\" 


8. (U) In response to a question on Maoist participation in 
an interim government 

interim government with Maoist participation 

Maoists met certain conditions. Those conditions included 
ending the possibility of future violence and intimidation 
and demonstrating a willingness to enter the political 
mainstream. He noted that the Maoists continued extortion 
and intimidation 

the government at this stage. Answering a question 

they were working to name replacements for recalled 
Ambassadors soon (ref B). 


Comment 


9. (C) The new government clearly hopes to gain international 
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support 

Oli and Finance Minister Mahat (ref E) have started to engage 
the international community to plead Nepal\'s case. OliVs 
categorical insistence that the Maoists must forswear 
violence to enter the political mainstream reflects 

increasing GON discomfort regarding widespread Maoist 
extortion 

MORIARTY 
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concerns 

revolve around direct election of muftis 

education and the like (see para 12). While the situation is 

far from ideal 

take to promote goodwill. It could open a second 
Turkish-language highschool and promote economic development 
in Thrace 

openness to the election of Muslim community leaders who do 
not also hold judicial powers. Perhaps the most important 
thing it could do is open a mosque in Athens 

GoG has promised to do for some time and a specific point 
that PM Erdogan raised with Secretary Rice during her recent 
visitto Ankara. END SUMMARY. 


Background 


2. (SBU) Thrace 

borders Turkey 

indigenous Muslims who are legally recognized as a minority 
under the 1923 Lausanne Treaty between Greece and Turkey. 
The minority 

Turkish 

roughly 30 

dialect of modern-day Bulgarian. Officials sometimes 

estimate that Pomaks comprise as much as 40 percent of the 
Muslim minority to downplay the community\'s \"Turkish\" origin 
(ref E reports on the nomination of the first-ever Pomak 
candidate for super-nomarch in the region). Nevertheless 
many ethnic Pomaks 

themselves as members of the Turkish community 

Pomaks. There are several thousand Roma-speaking Muslims in 
Thrace 

more socially desirable label than the derogatory \"gypsy.\" 
Muslims in Thrace are relatively uneducated and poor by Greek 
standards. Most are engaged in subsistence tobacco farming 
which will lose generous EU subsidies starting in 2009. The 
minority\'s chief complaints are inadequate employment 
education 
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infringements of their rights to self-determination or to 
identify themselves as \"Turkish.\" 


Why We Care 


3. (SBU) Apart from our interest in promoting human rights 
and religious freedom generally 

Muslim minority in Thrace and the Greek minority in Istanbul 
offers the potential for Greek-Turkish confidence building 
measures that might not only reduce tension between the two 
(such as in the Aegean) 

to AnkaraVs EU accession process. 


Greek/Turkish Perceptions 


4. (C) Unfortunately 
significantly in how they perceive minority issues. The GoG 
argues that its Muslim minority is a domestic matter 
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subject to any legal obligations other than the 1923 Lausanne 
Treaty 

Turkey as governed both by Lausanne and by Turkish 
commitments in the context of EU accession. In an April 26 
meeting with Ambassador 

re-opening of the Halki Seminary in Istanbul 

was solely a matter of Turkey\'s obligations to the EU 

bilateral issue. She said emphatically that she could Vnever 
put this on the table as a bilateral issue with Turkey.\" 

When Ambassador suggested that 

Erdogan with political cover 

legal and religious duties of muftis to allow direct 

elections of those who would provide only religious services 
the FM was dismissive. She said it would be \"dangerous\" to 
change this status and that the GoG was \"spending millions on 
our Muslim citizens\" for economic development and new 
educational and health projects. 


5. (C) The GoG also argues 

the two minority situations are not easily comparable: in 
Istanbul 

for the very existence of their community 

Thrace the 100 

іп no such danger. GoG officials note that the two sidesV 
populations were not all that different in size when the 
Lausanne Treaty was concluded. 
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6. (C) One area where there could be potential goodwill is 
the opening of a mosque in Athens 

European capital without one. While this would mainly 
benefit the burgeoning South Asian and Arab Muslim 
populations in Athens 

in the issue because he raised it with Secretary Rice during 
her recent visit to Ankara. The GoG has committed itself to 
doing this recently without any quid-pro-quo from the Turks. 
The Greeks view it as their own internal obligation (and an 
embarrassment given the criticism of the foot-dragging from 
the Council of Europe). However 

timetable and funding would no doubt improve the atmosphere 
between the two. 


7. (C) In a May 10 meeting with DCM 

Bitsios 

government's decision to build an Athens mosque from national 
funds. It would not solicit nor accept funding from Saudi 
Arabia. DCM urged the GoG to get maximum benefit from its 
decision by finding some small way to involve Turkey 
accepting a token donation from the GoT for construction; 
inviting a Turkish cultural figure to serve on a design 
committee; or even selecting an architect from Turkey. 
Bitsios was intrigued and said the GoG might consider these 
ideas. 


Turkey\'s Dynamic in Western Thrace 


8. (C) Ankara plays a very influential role in Western 

Thrace 

and is Greece\'s only Muslim MP. He tells us that Turkey 
attempts to label all of the regionYs Muslims as Turkish 

even when a significant part of this minority -- Pomaks and 
Roma -- are clearly not ethnically Turkish. Some Pomaks and 
Roma feel compelled to go along with this to maintain Muslim 
unity and to seek financial rewards from Turkey (ref A 

reports on the controversy touched off by delivery of 
Pomak-language books to a Pomak village). 


9. (C) Indeed 

influential Consul General in Komotini 

between 4-5 million euro annually on \"salaries\" in Thrace for 
certain imams and community leaders. Known as a hardliner 
Gurdum protested to poloffs in December 2005 of V'gross human 
rights violations" in the region 

should not be tolerated іп a country that has \"supposedly\" 
met EU entry criteria. Ahmet is critical of the CGVs (and 
Turkey\'s) role because he believes it does not focus on the 
most important issue facing the Muslim minority: lack of 
economic development. 
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What Next? 


ATHENS 00001304 003 OF 005 


10. (C) While we would all like to see Greece\'s large 
Muslim minority in Thrace serve as a bridge to promote 
greater understanding and cooperation between Greece and 
Turkey 

the EU accession process may provide leverage on Turkey\'s 
treatment of its ethnic Greek minority 

interested in horsetrading on re-opening Halki or other 
issues. They also firmly believe (with justification) that 

their Muslim minority is in much better shape than the tiny 
Greek minority in Istanbul 

holding on by its fingernails. 


11. (C) That said 

make PM Erdogan\'s own minority decisions easier. We should 
focus on getting the Greeks to make good on something they 
have committed to: firm plans for opening a mosque in Athens. 
They could also take some fairly modest steps 

defended as being in Greece\'s own interest 

second Turkish-language school and promoting economic 
development in Thrace. Although more problematic 
encourage Athens to consider how it might tolerate the free 
election of Muslim community leaders in a way that clearly 
separates their role from the quasi-judicial functions of 

muftis. 


Addendum: Comments on Turkish MFA Non-Paper 


12. (SBU) Through the UK Embassies in Athens and 
Washington 

the Turkish MFA that details AnkaraVs concerns over the 
Muslim minority in Thrace: 


ELECTION OF MUFTIS: The Turks complain that Greek law 
defining how the GoG appoints muftis violates the 1923 
Lausanne Treaty 

Human Rights (ECHR) decision on this issue. The non-paper 
advocates for the recognition of the two \"elected\" muftis in 
Thrace in Komotini and Xanthi) 

the state. 


-- The two \"elected\" muftis 
σα 
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usurping the functions of the appointed muftis. They took 
their cases to the ECHR 

finding the convictions were in violation of Article 9 

(freedom of religion) of the European Human Rights 
Convention. However the ECHR also found that the state\'s 
actions were justified \"to protect public order\" and to 
\"protect from deceit those whose legal relationships could be 
affected by acts of (non-recognized) muftis.\" The ruling did 
not call for Greece to officially recognize the \"elected\" 
muftis 

official muftis 

bring the community under unified leadership. In any event 
the \"elected\" muftis continue to practice as religious 
leaders. (GoG officials usually add that muftis in Turkey 
are state-appointed 


-- MP Ahmet 

Director Hunt 

muftis 

government 

elected as long as they retain official judicial functions. 
Bitsios 

there should be no legal obstacle to the election of 
Vcommunity leaders\" without judicial powers 

of this would be very complex. 


DENIAL OF ETHNIC IDENTITY: The non-paper notes that members 
of the minority are denied their ethnic identity because they 

are not allowed to use the term \"Turkish\" in titles of 

associations due to the Lausanne Treaty\'s establishment of a 
\"Muslim\" and not a V Turkish Y" minority in Thrace. 


-- This is a problem and one that we raise in the Human 

Rights Report. Greece\'s Supreme Court upheld this 
prohibition in 2005 (ref F) 

the \"Turkish Union of Xanthi\" to use V Turkish" in its title 
arguing this would promote the interests of a foreign power. 
The Union has appealed the decision to the European Court of 
Human Rights and GoG officials have told us that they will 
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respect the decision of the ECHR. We expect the ECHR to rule 
in favor of the use of V'Turkish 

case regarding the Slavo-Macedonian minority was decided in 
that minority\'s favor. 


ADMINISTRATION OF WAKFS: The non-paper accuses Greece of 
interference with the administration of charitable religious 
and social institutions (wakfs) in Thrace. 
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-- There are 

and on the island of Rhodes (where Muslim charitable 
foundations and land are worth considerably more). The Greek 
State has imposed excessive property taxes and fines on the 
wakfs due to their non-compliance with national land registry 
laws. (Note: Some of these wakfs can trace their origins back 
centuries 

records were destroyed in the world wars. End Note.) The GoG 
responds that the wakf issue is reciprocal 

been imposed on Greek Orthodox minority foundations in 
Istanbul 

СОТ. On a good note 

the GoG has not sought to collect any assessments or enforce 
land registration requirements (ref E). 


PROBLEMS IN EDUCATION: The non-paper (and the Muslim 
minority) are critical of minority education in Thrace 

namely the inadequate number of schools and low quality 
education. 


-- This is an area that is also valid and we have reported on 
these problems (ref C). Contrary to the non-paper 

we understand that the decision to reduce the number of 
Turkish teachers at minority schools was a reciprocal 
decision based on reductions in the number of Greek teachers 
in Turkey. (In a 1968 cultural protocol 

committed to a specific number of state-funded teachers for 
minorities.) The non-paper\'s claim that compulsory primary 
education is limited to six years for minorities is untrue; 
there is a national mandatory educational requirement of 9 
years for all Greek citizens. Where there are inadequate 
numbers of seats in minority high schools (following six 
years of minority education) 

(i.e. 

Ahmet have proposed -- and we agree -- that opening an 
additional minority high school in Komotini would be more 
than a gesture 

community. 


-- On a related note 

employment and inability to secure civil service jobs are 
partly due to inadequate Greek language ability. To address 
this problem 

promises to introduce Turkish and bilingual classes in 
mainstream schools 

increased acceptance of minority members. For those minority 
members who choose to attend minority schools 

improve the standards of the Thessaloniki Pedagogical 
Academy 

these future teachers have poor Greek language ability and 
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are therefore inadequate teachers of Greek. This Academy 
should have instruction for four years 

teaching programs 

Turkey to address the additional complaint of the teachers\' 
inadequate ability to teach the Turkish language. 


ARTICLE 19 OF GREEK CITIZENSHIP LAW: The non-paper says that 
Greece stripped tens of thousands of minority citizens of 

their citizenship from 1955 to 1998 to alter the demographic 

balance in Thrace. While the Turkish МҒА recognizes that the 

1955 law was repealed 

those affected to reacquire citizenship. 


-- The GoG openly admits that it acted in this manner 

has largely rectified the situation. These citizens were 
affected by Article 19 of the Citizenship Law 

they left Greece between 1955 and 1998. Article 19 was 
repealed in 1998 

apply to reacquire citizenship either through a process of 
naturalization or revocation of the administrative order that 
divested them of citizenship. MFA officials have told us 
they are committed to investigate any valid citizenship 
claims brought before them. We follow up regularly to 
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measure how many have had their citizenship restored 
rapidly the process moves. 


CITIZENS\' RIGHTS: The non-paper says that Turkish minority 
land has diminished dramatically since 1923 and that 

recently 

world and was restricted even from traveling from one village 

to another. 


-- Restrictions that isolated certain Muslim villages 

especially those on the Bulgarian border 

effect. The non-paper admits that these restrictions appear 
to have been lifted in recent years 

enforcing such restrictions is still on the books. We are 
unaware of any minority complaint on this issue 

claim that minority land ownership has been dramatically 
reduced between 1923 and today through nationalization and 
various administrative measures. 

Countryman 
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on the plains 

the hotter weather and more austere conditions for their 
livestock. The City of Penjikent also contributed to the 
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project 


5.(U) The U.S.-funded Relief International internet project 
highlighted just how much talent there is in the area. The DCM 
asked how many students spoke English. He then selected a 
volunteer to translate his remarks. The student translator did 
an excellent job. Although he had applied three times for an 
exchange program in the United States 

were V'excellent 
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more remote regions are also given consideration for exchange 
programs 
quality education in Dushanbe and Khojand. 


6. (U) Emboffs had breakfast with the Mayor and his team 

the Mayor also took part in the internet program 

also hosting the Iranian Ambassador and another local 
delegation. Iran\'s Anzob Tunnel project should reduce 
Penjikent\'s isolation and allow locals access to Dushanbe year 
round. Our trip over the pass included a half hour delay to 

repair the dirt road that had washed away overnight during heavy 
rains. Tractors were on the scene and made the repair in good 
time 


7. (SBU) COMMENT: As elsewhere in Tajikistan 

States is seen in a good light in Penjikent. Our cultural 
educational 

difference. And there 

American companies to come. We will put local entrepreneurs in 
touch with the Lancaster company 

opening its Central Asian headquarters in Dushanbe this summer. 
We also hope that relations with Uzbekistan improve and give 
farmers and businessmen in Penjikent access to Uzbek markets. 
Knowledgeable sources in Penjikent worry that Uzbek authorities 
were behind a recent attack on a northern Tajik border post 

that the Uzbeks will find pretexts like the attack to prevent 
relations from improving. END COMMENT. 

HOAGLAND 
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2. (C) When Pol/Econ Chief commented that Russia seemed 
willing to sacrifice its historically close relationship with 
Belarus to exact from Lukashenko economic concessions 
Pavlenko responded that his government would not allow gas 
prices to lead to economic instability in Belarus. He 
explained that Russia was keenly aware of the relationship 


Column 3 

between gas prices and Belarus\'s economic stability 
therefore Belarus would face only a moderate rise in the 

price to at most USD 72/tcm (up from USD 46.68/tcm). 
Pavlenko conceded that Russia is not completely satisfied 
with Lukashenko. However 

\"proved\" Lukashenko is the undisputed leader in Belarus and 
there are no \"realistic challengers 

suggesting that Russia will continue to support the devil it 
knows. 


3. (C) Comment: Pavienko\'s comments seem consistent with 
Russia\'s long-standing approach to Belarus. Against the 
backdrop of the Orange and Rose Revolutions 

afford political or economic instability in another former 
Soviet republic 

fear of \"losing\" Belarus is likely why Moscow waited until 
just after the March elections to announce impending 
increases in gas costs. Moscow now seems to find itself in 
the delicate situation of trying to extract more revenue from 
Gazprom\'s sales to Belarus 

the Belarusian economy. Putin\'s widely rumored dislike of 
Lukashenko is likely to cause Russia to deal sharply with 
Minsk 

to force Lukashenko from power and risk Belarus following 
Ukraine out of Russia\'s orbit. 

Krol 
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2. (C) In a conversation May 20 with the Ambassador 
Jordanian Foreign Minister Khatib said he hoped to be the 
first Arab Foreign Minister to visit his new lraqi 

counterpart. If planning for a Khatib visit moves forward 

we expect the GOJ to request USG assistance with security 
arrangements in Iraq. 


Visit AmmanVs Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
HALE 
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USD to participate in the raid and were told to pick up 
their uniforms at a local mosque the night before the raid. 
They said some had received JAM badges to ease their 
passage through ISF checkpoints on the way to the raid. 


6. (C) Reports indicate the gunmen traveled in vehicles 
covered in mud to match the coloring of Iraqi Army 
vehicles. ISF captured three of these trucks when they 
detained the gunmen 
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pickup trucks and one of which was a new Toyota Land 
Cruiser. Sunni contacts aver that some of the other 
vehicles used were also new Land Cruisers of atype they 
claim is used by the Ministry of Interior. How they ended 

up in the hands of gunmen working for JAM is still unknown. 
(Comment: there are other unverified reports that the JAM 
and Badr militias are in possession of new police vehicles. 
End Comment.) 


COMMENT 
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7. (C) The performance of the ISF in this engagement was 
very good. The local JCC effectively coordinated the 
movements of Iraqi Police and Army units 

a large number of armed men without sustaining casualties. 
Just as encouraging was the willingness of the mixed- 
sectarian units in both the IA and IP to confront a 

sectarian militia mounting an attack against a village that 
has shown itself in the past as no great friend of the ISF. 


8. (S) The wider story of the Khan Bani SaVd raid leaves 
questions open 

uniforms to the Jaysh al-Mahdi 

al-Mahdi badges to ease the attackers\' path through ISF 
checkpoints implies that ISF manning checkpoints in eastern 
Baghdad tolerated the movement of large numbers of armed 
militiamen as long as those men are JAM members. (This is 
a pattern seen in Baghdad too.) The pressure applied on 
provincial ISF from Baghdad to release the detained 
militiamen (septel) also suggests a degree of ISF 
involvement. Septel will report on efforts by officials in 

the ISF to secure the release of the detained JAM members 
and the local political reactions to this JAM raid in 

troubled Diyala province. 

KHALILZAD 


64862 

criminals imprisoned in China. Why did China disclose such a 
document? And third 

Association of Corporate Executives) release at this time 
proposals that urge Prime Minister Junichiro Koizumi to give 
second thoughts to his practice of paying homage at Yasukuni 
Shrine? 


These moves are not unconnected with China having intentionally 
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opted for a more flexible diplomatic tactic toward Japan. 
However 

changed 


To follow up these developments in chronological order 
conceivable reasons for China\'s tactical shift. 


First 

representatives from seven Japan-China friendship organizations 
to Beijing. He there strictly ordered them to work on the 
candidates for Prime Minister KoizumiVs position to give up any 
idea of visiting Yasukuni Shrine. Hu thus has poked his nose into 
Japan\'s domestic affairs. This has made it more difficult for pro- 
China candidates to freely move 

them. 


The Chinese foreign ministry is said to have advised Hu to avoid 


TOKYO 00002803 003 OF 010 


referring to Yasukuni in his meeting with visiting Japanese 
delegations. In fact 

In the end 

officials 

Beijing 


Second 

President Hu ended in failure. Hu 

evidence of a rock-solid Japan-US alliance 

to persuade President Bush to accept ChinaVs stance of decrying 
Koizumi\'s Yasukuni homage. Achieving no significant results 
seems to have realized that it will be difficult for the time 

being to divide Japan and the United States. 


Consequently 

saber rattling to hard thinking. China used to denounce the prime 
minister for his Yasukuni homage. Even worse 

vessels violate Japan's territorial waters. These incidents are 
visible. However 

political and business leaders who are pro-Beijing to skillfully 
maneuver them to move in line with China\'s interests. Such 
tactics are difficult to see. 


Japanese are naive when it comes to intelligence activities 
this tactic is very difficult to counter in point of fact. 


Outwardly 

Seems to be trying to soften the Japanese public s backlash. 
Behind the scenes 

strategic goals through intelligence tactics. However 
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Japanese feelings remain a nice tool for Beijing to use hold 
Chinese people to the communist party. Yasukuni Shrine is 
therefore very convenient for Beijing to use as a target for a 
public that has a grudge with Japan. 


What is an example of Beijing\'s intelligence tactic? One is the 
use of a \"honey trap V" baited with women. Beijing uses Chinese 
researchers and others in Japan. Their targets are the Japanese 
business community and media. 


In Taiwan 

supported President Chen Shui-bian 

apostasy last year. His company had four firms in China 
everybody felt that he was made to change his mind under 
pressure. What happened in Taiwan can also happen to Japanese 
companies as long as they are doing business in China. 


In its May 9 proposal 

reconsider his Yasukuni visits. This reminded me of something 
close to Xu\'s statement. Otherwise 

organization might have changed its mind on its own. 


Anyway 

intervention in the Liberal Democratic Partys presidential 
election and wonder why this timing. This probably tells us a 
lot about how intelligence tactics show their true colors. 


In dealing diplomatically with Japan 

his saber. That is because he knew Tokyo\'s weakness about Japan 
being called the \"aggressor.\" China condemns the prime ministers 
Yasukuni homage as a revival of militarism. However 

Japanese do not believe such charges. 
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China 

has so far been involved in a total of 11 armed conflicts with 
foreign countries 

of Tibet. Nowadays 


What two countries engaged in bilateral relations must do is to 
respect each other-instead of trying to compel the other side to 
submit to it. However 

replace the prime minister of another country. If China wishes to 
cooperate with Japan instead 

side. 


(8) Ruling bloc approves national referendum bill in outline 


Column 3 
ҮОМІШНІ (Page 4) (Abridged slightly) 
May 20 


Following the major opposition Minshuto\'s (Democratic Party of 
Japan) rejection to jointly propose a national referendum bill 
specifying a set of procedures for constitutional revision 

Liberal Democratic Party and New Komeito formally decided 
yesterday to independently submit the bill to the ongoing Diet 
session 

to submit the bill on May 26. 


The bill is designed to set the voting age at 20 and require 
voters to indicate approval or disapproval of constitutional 
revision in their ballots 


The bill is totally free of media regulations 

the media to give \"consideration\" so as not to influence votersV 
views. Television and radio broadcasters will be prohibited from 
airing national referendum-related commercial messages for seven 
days before the poll. 


Minshuto also plans to submit a counter-plan later this month. 
The largest opposition is calling for lowering the voting age to 
18 

vital national issues subject to national referenda. 


The ruling coalition aims for continued talks with Minshuto to 

reach an agreement on a compromise plan with an additional clause 
specifying Minshuto\'s calls as \"future challenges. V But with the 
ruling coalition and Minshuto remaining wide apart 

referendum legislation is unlikely to clear the Diet in the 

current session. 


(4) An outline of national referendum bill drafted by ruling 
coalition 


YOMIURI (Page 4) (Full) 
May 20 


Overview 
All Japanese nationals aged 20 or older shall have the right to 
vote in national referenda. 


Publicity 

When constitutional revision is initiated 

established in the Diet to notify the people of a constitutional 
revision bill. 


Voting 
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Each voter shall mark Ο for approval or X for disapproval of a 
constitutional revision bill. 


Efficacy of national referendum 

Amendments to the Constitution shall be approved with the 
affirmative vote of a majority of all votes cast. The minimum 
voter turnout shall not be set. 


Restrictions 

National and local public servants and schoolteachers shall not 
conduct national referendum-related activities by taking 
advantage of their position. Television and radio broadcasters 
shall not air national referendum-related messages for seven days 
before the voting day. 


Initiating constitutional revision 
Amendments shall be classified by their content. 


Supplementary provision 
Constitutional amendments would go into effect two years from the 
day of promulgation. 


(5) Government to resume US beef imports possibly in July after 
inspecting 35 meatpacking facilities in June 
to fully check safety 


NIHON ΚΕΙΖΑΙ (Page 5) (Full) 
May 20 


The Japanese and US governments reached a broad agreement 
yesterday to start procedures to resume beef trade. The Japanese 
government intends to officially decide in June to resume imports 
and approve imports in July. As part of efforts to alleviate 
consumers\' concern about the safety of US beef 

also prepared a framework for the Japanese government to check 
its safety. Based on this framework 

late June investigating 35 meat-processing facilities in the US 
before resuming imports. 


Procedures 


In the latest three-day talks 

examined the results of the US governments re-inspections of its 
domestic safety-management system and came up with the judgment 
that the US findings were acceptable and contained no problems. 
Japan has finally paved the way for resuming US beef imports four 
months after the imposition of the second ban. Prime Minister 
Junichiro Koizumi told reporters after the end of the talks: 

V'Experts fully discussed the issue and reached a conclusion. So 
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the government will follow their decision. Once both sides agree 
to import conditions 


The Japanese government will first hold public hearings with 
consumers to report on the contents of the agreement at about 10 
locations across the nation 

explaining Japan\'s determination to take its own safeguard 
measures 


Included among the measures agreed on between Japan and the US 
are inspections by Japanese inspectors at 35 meat-processing 
facilities in the US before Japan resumes imports 

their participation in snap inspections by the US to see ifthe 

facilities are observing such requirements as the removal of 
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specified risk materials and the observation of safety 
procedures. 


After detailing the agreement to the public 

government will hold a discussion with the US on how to cope with 
problems that may arise after trade is resumed. In mid-June 
before the prime minister\'s visit to the US 

officially decide to resume imports. Later 

dispatch responsible officials of the Forestry and Fisheries 
Ministry and the Health 

conduct pre-import inspections. 


Japan has decided to allow problem-free meatpacking facilities to 
export beef to Japan in succession. But the US is calling on 
Japan to open its market to all facilities simultaneously. Once 

all facilities are inspected 

formal approval for imports from the 35 facilities as early as 

July. 


After resuming imports 

check the safety of imports by upgrading its quarantine system at 
airports and other places 

accompany US snap inspections. 


(6) Distributors 
of US beef 


NIHON KEIZAI (Page 5) (Full) 
May 20 


The nations food and restaurant industries have generally 
welcomed the agreement reached between the Japanese and US 
governments to resume US beef trade. Based on the view that 
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consumers are taking a tougher look at the United States\' 
management system 

about handling US beef. 


In announcing his company's financial statement yesterday 
Meat Packers 

important to win consumersY confidence. We will be gradually 
importing products in accordance with the needs of our clients 
including distributors and restaurants." Fujii 

took this cautious view: V'It might take a year or so until market 
recovery is set" Marudai Food Co. President Токио Kudara also 
said in an earnings announcement: \"Distributors remain 
considerably cautious. V' 


A member of the marketing department of Colowide Co. 
Japanese-style pub operator 

what responses consumers and our rivals will make. We will take a 
more cautious stance than before about using (US beef) on our 
menus.\" Rex Holdings 

chain store Gyu-Kaku 

domestic beef over the past two years and a half since the 
government imposed a ban on US beef imports the first time. 


Supermarkets are also negative about handling US beef. A 
spokesman of Ito-Yokado Co. said: \"We have no plan to place US 
beef on our store shelves.\" Aeon Corporation President Okada 
said: \"Out of fear of another case of BSE contamination 
consumers might not buy US beef even if the product is put on the 
shelves.\" 
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When the import ban was removed (last December) 
Cogeneration Center (CGC) 

Shinjuku 

promptly began purchasing US beef. This time 

has been decided yet 

the previous case 

we put products on store shelves 

company\'s plans.\" 


In contrast 

import US beef. The company is ready to exchange information with 
suppliers and make preparations to put the beef bowl back on its 
menu. The company has already incorporated earnings from beef 
bowls in its estimate business results in the latter half of the 
business year ending in February 2007. Once imports are resumed 
in July 

September at the earliest after a lapse of two years and seven 
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months 
transportation by ship. 


Matsuya Foods Co. President Toshio Kawarabuki also said in an 
earnings announcement on May 10: \"We would like to use US beef in 
a positive manner 

beef imports. 


(7) Political chaos in Thailand affecting economic relations with 
Japan 


SANKEI (Page 2) (Abridged) 
May 22 


Tomoo Iwata 


A political crisis in Thailand 

parliamentary elections that were subsequently ruled 
unconstitutional 

free trade agreements (FTAs) with Japan and South Korea 
dark clouds on its economic relations with the two countries. 


Although Japan and Thailand reached a broad agreement last summer 
to sign an FTA that would bring about a major turning point in 
trade strategy terms 


Prime Minister Thaksin was initially scheduled to visit Japan on 
April 3to sign an FTA with Prime Minister Koizumi. But the plan 
was called off due to dissolution in February of the lower house 
ofthe Thai National Assembly in the wake of massive protest 
rallies demanding ThaksinVs resignation. 


Following the April 2 elections 

a session in early May. But King Bhumibol criticized the 
elections 

Thais party ran 

Court to rule the polls unconstitutional and annul them. As a 
result 

behind the schedule. 


When Thailand will be able to hold another election remains 
unclear 

recommendation to resign for mishandling the elections 

\"The court is trying to blame the Election Committee." The 
Election Committee proposed new elections for October 22. Even if 
the question of resignation of the Election Committee was 
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settled 
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until November. This means that Japan will not be able to sign an 
FTA with Thailand until the end of this year. \"A further delay in 
signing a pact may force Japan and Thailand to start FTA talks 
all over again 


South Korea also held cabinet-level talks with the Association of 
Southeast Asian Nations (ASEAN) in Manila on May 16 in which 
South Korea signed FTAs with all ASEAN members except for 
Thailand. 


Protracted political chaos in Thailand has begun taking its toll 
on ASEANVs goal of economic integration. 


(8) Government soon to purchase 100 million tons of greenhouse 
gas emissions rights; Early purchase intended out of concern over 
sharp rise in prices 


MAINICHI (Top Play) (Full) 
May 22 


The government will shortly start purchasing rights to emit 
greenhouse gasses 

resort to achieve the reduction target set under the Kyoto 
Protocol 

emissions rights (in CO2 terms) by the 2012 deadline. It intends 
to begin purchasing such rights before the reduction period 
starts in 2008 in order to secure such rights on a stable basis 
at an early date. However 

available in the world. In addition 

of Japan in securing such rights 

that if Japan does not take action quickly 

to secure enough emission rights to reach its targeted amount. 


The government will purchase emissions rights mainly through the 
Clean Development Mechanism. Under the mechanism 
industrialized countries provide technologies and funds for 
projects for developing countries to cut greenhouse gas 
emissions 

developing countries can be credited to the industrialized 
countries. Since most of such projects are carried out by the 
private sector 

from the private sector. 


Japan has thus far approved 49 CDM projects to be carried out by 
domestic companies. Major projects include: (1) collecting and 
degrade HFC23 

process of producing hydrochlorofluorocarbon (China 

etc.); (2) wind-power generation (South Korea 

and (3) collecting methane gas (Chile 


The government will advertise for companies that would sell 
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emissions rights to the Japanese government as early as July 
purchase such rights 

government has thus far secured 12.2 billion yen as funds to 
purchase such rights for a period through 2012. Additional 

outlays are expected to occur in fiscal 2007 and after. The 
government plans to cover approximately 1.6% of the amount Japan 
is mandated to cut under the Kyoto Protocol 

emissions rights. European countries are ahead of other countries 
in securing emissions rights. It is said that the Netherlands has 
already secured emissions rights covering about 80% (or 81 
million tons) of its target for about 71 billion yen. In 
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addition 
seem to have been already sold. 


Demand for emissions rights through 2012 in the world is 
estimated to reach approximately 700 million tons 
amount of such supplies is estimated to be at 500 to 1 
million tons. The average price of emissions right is 5 to 6 
dollars per ton 

five-fold. 


The government intends to stabilize the price of emissions rights 
by paying part of bills in advance so that it can obtain a 

certain amount of emissions rights at low prices and at an early 
date. Chances 

increase in such payments 

the prices. 


(9) Divorce society and children; Sharp increase in discord 
between parents over child support and meetings with children; 
Children with divorced parents top 270 


MAINICHI (Page 3) (Excerpts) 
May 19 


The Supreme Court has made a DVD with a drama urging parents 
facing the crisis of divorce to give priority to their children. 

Behind this unusual effort is the problem of Japan becoming a 
Vdivorce society 

with underage children topping 160 

demographic survey in 2004. Taking social measures has become 
necessary due to an increase in disputes between parents over 
payments of child-rearing costs and arrangements for parents who 
have lost child custody in a divorce case to see their children. 


The drama starts with the mother of Emi 
elementary school 
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quarrels with her husband over how to balance work and child 
rearing. 


The camera follows the efforts of Emi to deal with the issue. In 
an attempt to reconcile her parents 

movie together on TV 

watches TV on her own. On another night 

quarrelling over the sharing of the cost of raising her and which 
side should have custody of their child: \"The one who can afford 
education fees should raise her\" or V'You should pay portions 1 
cannot afford. V" Emi prays: V' This is perhaps my fault. | will 
behave myself. So 


Anxieties stress Emi out. She eventually refuses to go to school 
after throwing a temper tantrum at school. The father on her 
father\'s side advises the couple: V'You can file for arbitration. 

If you continue to have rows 

The drama realistically visualizes physical and mental changes 
that occurred in the child 


According to a demographic survey in 2004 

whose parents divorced like EmiVs topped 270 

Justice statistics of the same year reveal that the number of 
arbitrations of those who newly filed for child custody regarding 
the payments of the cost of rearing children 

for the parent that lost child custody to see its children after 

a divorce reached 22 
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ten years ago. 


The Family Problem Information Center is an organization 
consisting of former family court researchers who help broken 
families by arranging talks for the parent who has lost child 
custody to see his or her kids. Executive Director Akio Nagata 
pointed out: VI suppose that since more fathers now take part in 
child rearing 

fight over child custody or seek arbitration so that they can see 
their children in compensation for their failed attempt to obtain 
child custody. 


The Osaka family court has made an animated movie. It is designed 
to convey to parents changes occurring to children whose parents 
are separated. The court shows the movie to them while they wait 
for arbitration there. Researchers at the family court have held 
orientations using images on a PC since 2004. They have urged 
divorce-bound couples to give consideration to the wishes of 

their children and their relations with their parents 

deciding which side should have child custody. One researcher 
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said 
video ardently. 


This researcher added 

court can only work on people who use us.\" Ninety percent of 
couples divorce amicably. Only 10 % of couples file their case 
with a family court. 


SCHIEFFER 
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stocks\" but stopped short of endorsing the USG position. 


2. (SBU) COMMENT: AFTER DISCUSSIONS WITH KAHANDALIYANAGE 
POST BELIEVES THAT THE SRI LANKAN DELEGATION WILL 
SUPPORT THE US POSITION. NONETHELESS 

THE US DELEGATION DISCUSS THIS MATTER AGAIN WITH SRI 
LANKA\'S DELEGATION AT THE ASSEMBLY. END COMMENT 


ENTWISTLE 
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Human Trafficking Now!" distributed by Mrs. Mubarak\'s anti-TIP 
public awareness campaign 

support in securing the Israeli-Egyptian border against human 
smuggling. Mrs. Mubarak admitted that she had only recently 
begun to focus on the global issue 

the problem regarding Sinai. FM Livni offered no specifics 

on the dimensions or nature of the problem 

that she thought some Russian women had entered Israeli 
illegally via Sinai. Israeli Ambassador Shalom Cohen pointed 
to some initial lower-level Israeli-Egyptian contacts to deal 
with the problem. Mrs. Mubarak pledged to look into the 
GoEVs measures to cope with TIP via the Sinai 

for ways to step up cooperation with the Gol on this issue. 


3. (SBU) FM Livni seized the occasion to ask Mrs. Mubarak\'s 
assistance in including Israeli participation in 

international conferences for women and youth on peace 
issues. Mrs. Mubarak agreed to support Israeli participation 
in such conferences 

issues panel in which she had just participated 

included Israeli and Palestinian women participants. 
RICCIARDONE 
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banner headline on page two Мау 22 that said “То Set up a 
Cross-Strait Anti-Bird Flu Hotline 

Sheng-mou Invites His Chinese Counterpart to Talks." The 
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pro-independence \"Taiwan Daily\" ran a banner-headline news story on 
page four May 22 that read \"[Defense Ministry] May Likely Withdraw 
[U.S.] Arms Procurement Bill and Include It in [Ministry\'s] Annual 
Regular Budget for Next Year.\" 


2. In terms of editorials and commentaries 

pro-status quo \"China Times\" called the National Security Report 
insignificant 

thinking and the measures it will adopt to cope with the challenges 
facing Taiwan. A \"United Daily News\" analysis also described the 
report as a patchwork that has been revised many times without 
coming to the point. An editorial in the limited-circulation 
conservative 

there is nothing new in the report 

inside are unenforceable. \"Taiwan Daily\" Washington correspondent 
James Wang 

Robert Zoellick\'s recent remarks in a congressional hearing. Wang 
said Zoellick has made some serious 

took China\'s position as the United States\' position in terms of 
cross-Strait relations. An opinion piece in the 

limited-circulation 

Times\" said Taiwan-U.S. ties are strong enough to survive the recent 
spat over Chen\'s transit. End summary. 


3. Taiwan\'s National Security Report 


A) \"How Can a National Security Report Be Binding If It Has No 
Influence at All?\" 


The pro-status quo \"China Times\" [circulation: 400 
editorialized (5/22): 


V... A genuinely significant National Security Report that deserves 
everyone\'s attention is not something that [the government will] use 
to teach its people a lesson in international relations or frighten 

its people about how fierce Beijing is. Instead 

clearly tell its people what the governmentVs strategic thinking is 
with regard to coping with the relevant challenges 

government\'s measures are to cope with them. Also 

clearly explain to its people why the measures the government 
proposed are effective and can solve the problems [facing Taiwan]. 
Unfortunately 

Security Report that Vshows nothing new at all. When it talks 
about Vbuilding high-quality 

capabilities 

Vstrengthen an economy of sustainable development and competitive 
edge 

objectives 

objectives that the ruling authorities believe they should 

implement 

already too late 
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should rebuild social relations and make the island\'s economy 
competitive and diplomacy more flexible 

years remaining in its term? Do they really want to promote these 
policies in a hurry in two years? If the government is already 
pushing these policies 

facing Taiwan now? ...\" 


B) V'A Quilt That Has Been Patched Numerous Times" 


Journalist Huang Ya-shih commented in a news analysis in the 
pro-unification V'United Daily News\" [circulation: 400 


V... AIT Taipei Director Stephen Young recently welcomed [TaiwanVs] 
National Security Report and emphasized that it was made from 
VTaiwanVs perspective. But Young also admitted that he had 
exchanged views [on the report] with his Vgood schoolmate\' Chiou 
ІҢеп many times and that Chiou must be very happy 

long-awaited report has finally came out. What Young implied seemed 
to mean that Taiwan has revised its report repeatedly and it finally 
Vpassed the interview.V 


VWhen reading into the report 
has been revised numerous times 


the Vtheory of China\'s threats\' to please the pro-independence 
faction 

deal with those who advocate [cross-Strait] opening. But each idea 
proposed in the report seemed to merely touch upon the issue without 
really coming to the point. Perhaps for the Bian administration 

is better now to remain pointless than to bring about extra 
complications 


С) WA \National Security Report" 


The conservative 
[circulation: 30 


Y... It\'s a non-report 

doesnt tell anything we don\'t know about Taiwan\'s national 
security. It doesn\'t propose anything that can be done under the 
existing circumstances. ... Though itVs a non-report 

document can be considered a political party platform. It seems 
President Chen is laying down the Democratic Progressive Party 
platform long before a candidate is to be nominated next year 
albeit he himself cannot run for a third term. As the party 
platform goes 

which 


4. U.S.-Taiwan Relations 


A) VWhich Country\'s Deputy Secretary of State is Zoellick?\" 
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Washington correspondent James Wang noted in the \"Washington Review\" 
column of the pro-independence \"Taiwan Daily\" [circulation: 100 
(5/20): 


V... In response to some American congressmenvs criticisms of the 
State Departments tactless mistreatment of President Chen 
Shui-bian\'s transit 

a few inappropriate remarks that did not suit his position at all: 
Taiwan is an Veconomy 

Taiwan will keep running into a wall if it keeps bumping up against 
the United StatesV long-lasting “опе China\' policy. As the U.S. 
deputy secretary of state 

President George W. Bush's position 

be the United States position. For a diplomat 

some serious 


\"Taiwan wants to bump up against the United States\' \one ChinaY 
policy because ... doing so is in Taiwan\'s interest and this is 
something Taiwan should do. Washington fails to review new 
situational developments and fails to kindly respond to TaiwanVs 
expectations. Instead 

denounced Taiwan not to bump against the U.S. policy 

China by saying VTaiwan independence means war.V [ZoellickVs] 
hypocrisy and arrogance make people doubt the United StatesV 
sincerity in advocating democracy and freedom.\" 


B) \"Taiwan-US Ties Strong Enough to Survive брай" 


Huang Tien-lin 
the pro-independence 
30 


V... Are Taiwan-US relations really so fragile that the US would 
abolish the Taiwan Relations Act (TRA) because of a simple spat over 
Chen\'s transits? If they were 

long ago... But money can achieve anything. China is not only 
expanding its economic interests into the US 

dominance in Southeast Asia. The difficulties of ChenVs transit 
were a direct result of China\'s economic and military expansion. 
Hence 

that the US may abolish the TRA that if you are really worried about 
Taiwan\'s future 

Legislative Yuan that promote cross-strait economic integration and 
trade.\" 


YOUNG 
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on the right path\" in IraqVs political process. Moussa also 
pointed to an expected gathering in late June of Iraqi 
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leaders at an Arab-League sponsored National Accord 
Conference in Baghdad as an opportunity to move the process 
of political reconciliation further along. 


2. (U) Text of MFA statement on Iraq: 


FM Abul Gheit welcomed the Iraqi Parliament\'s agreement to 
form a new Iraqi government under the premiership of Mr. 
Nouri Al-Maliki. Within the same context 

expressed confidence that all concerned Iraqi parties would 
reach agreement regarding the Minister of Interior and 
Minister of Defense positions 

the new Cabinet to shoulder its responsibilities and perform 
its missions and at the same time enable the Iraqi people to 
achieve their aspirations for security 

prosperity. Abul Gheit stressed the importance of the Iraqi 
people\'s unity in face of terrorist acts and attempts by some 
to sow the seeds of sedition and sectarianism. He also 
emphasized the Egyptian people\'s solidarity with the people 
of Iraq and asserted that Egypt would never spare any efforts 
in extending assistance to them. 


End text of MFA statement. 
RICCIARDONE 
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society and democracy. Another man 

also placed in custody after he hit Chairwoman Park in the 
face and was caught shouting and throwing chairs and 
microphones at the crowd after JiVs attack. 

Fifty-four-year-old Park was found to be a member of the 
ruling Uri Party. The party has since revoked his 
membership. Both suspects were earlier believed to be drunk 
but tests showed that only Park was intoxicated. 


5. (C) Korean police told Embassy RSO they have searched 
both menVs residences and seized their computers. They аге 
investigating whether there is any connection between the two 
men and still determining if there are \"conspirators\" in the 
attack. So far 

arrested men. Ji was found with a cell phone purchased in 
April worth over USD 700. Twenty-six names were found in the 
cell phoneVs address book 

regular basis 

purchased the box cutter he used to attack Park that 

afternoon at a stationary store near the site of the attack. 

Seoul mayoral candidates Oh Se-hoon (GNP) and Kang Kum-sill 
(Uri) have both requested police protection. The police will 
provide six police officers to each of the political parties 

and the parties will determine how they will utilize the 

extra protection. 
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UNIVERSAL CONDEMNATION 

6. (SBU) President Roh Moo-hyun said that such violence was 
unacceptable in the election process of a democratic society 
and called for a thorough investigation. President Roh 
ordered the prosecution and police to set up a joint 
investigation team headed by Lee Seung-gu 

Seoul Western District Prosecution\'s Office. The team has 
five prosecutors and 35 policemen. All the political parties 
have roundly condemned the attack 

terrorism against one of the country\'s top politicians. They 
also called for stern punishment against those involved in 
the attack. 


POLITICAL IMPACT 


7. (SBU) With the May 31 local elections days away 

attack will likely galvanize the country's conservative 

forces and could sway votes in the GNP\'s favor in closely 
contested electorates such as Daejeon and Jeju 

election experts. Even before the incident 

predicted to win 11 of the 16 major contests up for grabs 
including Seoul 

Gyeongsang provinces (reftel). Park was reported to have 
told her aides not to change any of the GNP\'s campaign plans 
as she was moved into the operating room. A leading 
contender for the GNP nomination for next year\'s presidential 
race 

the party's nomination. 


ACTION RECOMMENDED 


8. (SBU) The Ambassador has already sent a sympathy note and 
flowers to Park. Post suggests that the Secretary convey a 
message as well. We recommnend the following text: 


BEGIN TEXT: 
Dear Chairwoman Park 


І was deeply saddened to learn that you were attacked and 
injured on May 20 during a campaign event. While | was 
relieved to learned that the prognosis for your full recovery 
is good 

you must know more than anyone else 

should have no place in the Republic of Korea or anywhere 
else. Please accept my sincere wish for a speedy recovery. 
END TEXT. 

VERSHBOW 
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Chairman brought a security cadre to the meeting and said 
\"God can be in the South 

Giang will never have Protestant groups. Another official 
apparently went to the houses of some of Truong\'s 
congregation to demand they take down crosses they had on 
display 

and that they should stay away from him 


7. (SBU) Truong showed what appeared to be genuine copies of 
summonses he has received from local security officials in 

Bac Giang requiring his presence at the police station 

said that the local authorities have challenged his right to 

reside in Bac Giang. 


8. (SBU) Poloff told Pastor Truong that we take his case 
seriously 

favorably consider his churchVs registration application and 
that we are concerned about reports of possible abuse. 


9. (SBU) Truong was quite agitated at the meeting and 
peppered his discussion with strident criticism of the GVN 
and demands for political change. At one point 

wife became convinced that we were being surveilled by a 
group of V'security agents" sitting nearby in the hotel 
restaurant where we were meeting; a brief encounter with 
Poloff later revealed that the \"agents\" in question were 
fact 

meeting in his home where the commune Chairman had 
supposedly \"tried to beat мт." The photos showed two men 
seated in a living room sipping tea. 


10. (SBU) Comment: For the most part 

have told us that they are able to worship in Vietnam and 

have benefited from the Ordinance on Religion and the Prime 
Minister\'s Instruction on Protestantism. The problems they 
have faced have seemed more bureaucratic than anything else. 
We are reasonably optimistic that their applications for 
recognition and registration will be approved eventually 

but have been pressing the GVN to do so without much further 
delay. As always 

Truong\'s being the main one at the moment. His organization 
in Bac Giang should be granted the same consideration as any 
Protestant organization in Vietnam and should benefit from 
expeditious recognition and be free of GVN interference. 
Truong himself 

His vehement anti-government and anti-Party rhetoric injects 

a problematic political element into what should be a 

relatively routine religious administration problem. It is 

obvious that he has had problems with the authorities in Bac 
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Giang 

reluctance to host a vociferous regime critic who weaves 
politics and religion together or a genuine antipathy 

towards Protestantism and an unwillingness to respect the 
PM\'s Instruction and the Ordinance on Religion is a question 
we need to investigate further. End Comment. 


BOARDMAN 
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equity ownership to 30% from the current official figure of 
around 19%. Over the 35 years of its existence 

has evolved into a pervasive system of government 
interventions designed to tilt the playing field in favor of 

the bumis. These interventions extend into practically every 
corner of the economy 

ownership of individual restaurants. The bumiputera policy 
targets persistent differences in racial income shares. 
Official figures indicate the poverty rate for bumis in 2004 
was 8.3% 

and while many analysts believe the 19% figure substantially 
understates bumi share ownership 

of the equity pie approaches their 66% percent share of the 
population. The policy has fostered a propensity for 
government micromanagement and blurred the lines between 
official favoritism and illegal corruption. 


2. (C) The bumiputera policy will be a critical factor in 

our upcoming negotiations on a free trade agreement (FTA) 
with Malaysia. The new Ninth Malaysian Plan (9MP) sets 
targets that will extend the policy through 2020 

dismantling the bumi preference system would not be a 
realistic goal. Malaysian officials recognize the need to 
improve the country\'s economic performance 

national development goals and to keep pace with regional 
competitors. However 

which the GOM will be willing to compromise on the Bumiputera 
Policy to obtain an FTA that would increase Malaysia\'s growth 
and competitiveness. The best approach for U.S. negotiators 
is not to tackle the policy head on 

preferences it creates on a case-by-case basis. 
Disaggregating the bumi package 

possible to Malaysia\'s WTO obligations and pre-existing 
policy initiatives 

bumiputera policy by name 

meets U.S. negotiating objectives 


The New Economic Policy - Now 35 Years Old 
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3. (U) In 1969 

became a watershed in the country\'s political and social 
development. In 1971 

up Malay support for his government 

Abdul Razak launched the New Economic Policy (NEP). The NEP 
set a national goal \"to correct economic imbalances so as to 
reduce and eventually eliminate the identification of race 

with economic function.\" More specifically 

the objective that Malays would own and operate at least 30% 
ofthe commercial and industrial activities of the country by 
1990. At that time 

of private limited companies (the benchmark measurement 
chosen in the NEP and still used today) was divided as 

follows: Malays 2%; non-Malays 37%; and foreigners 61%. The 
NEP set targets to reduce the foreign share to 30% 

the non-Malay share to 40% and allocate the remaining 30% to 
Malays. By 1990 

succeeded in reducing the foreign share to the target level 

but only thanks to government acquisition of foreign assets. 
Private Malay ownership remained at a very low level. 


4. (U) An important characteristic of the NEP was that it 
was a government policy statement 

legislation. The Second Malaysia Plan (1971-1975) and 
succeeding five-year Malaysia plans were the formal means of 
implementing the NEP 

as the government pursued its economic 

and other policies supplemented and expanded the program. 
This pattern continues to this day. The five-year Malaysia 
plans provide budget resources and set policy targets that 
put muscle on the bones of the bumiputera skeleton 
politicians and bureaucrats strengthen and expand bumi 
preferences in their individual areas of responsibility. 


5. (U) In 1991 
replaced the NEP 
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(NVP; also known as Vision 2020) replaced the NDP. These new 
policy statements expanded on the goals of the NEP 

expanded the beneficiary population to include all 

\"bumiputera\" or \"sons of the soil.\" This formally added the 
Orang Asli (indigenous peoples of the Malaysian Peninsula 

who lived here before the Malay migration) 

Iban 

Sarawak 

continued to receive preference above all because they 
controlled the levers of political and bureaucratic power. 
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6. (SBU) Today at the beginning of the Ninth Malaysia Plan 
(9MP; see Ref A) 

According to 9MP statistics 

2004 was: bumiputera 18.9%; Chinese 39.0%; Indian 1.2%; and 
foreigners 32.5%. Тһе remaining 8.4% are held as nominee 
shares 

to be non-bumiputera. Many analysts question whether these 
statistics provide a good picture of who owns the nation\'s 
wealth. For example 

state government entities (including a sizeable share held by 
Khazanah 

data is massaged 

remains significantly less than would be expected given their 
66% share of the population (ethnic Malays alone account for 
about 54% of the total population). In addition 

statistics indicate that bumiputeras experience much higher 
poverty rates than other population groups. The poverty rate 
for bumis in 2004 was 8.3% 

Chinese population and 2.3% for Malaysia\'s Indian population. 
Chinese incomes in 2004 averaged 64% higher than bumiputera 
incomes 

analysts also dispute these income statistics 

particular that the Indian community suffers from some of the 
most persistent poverty in the country. Malaysian 
policymakers say they cannot ignore a situation in which the 
majority group is perceived to be at such an economic 
disadvantage 

address these disparities. 


The Not-So-New Ninth Malaysia Plan 


7. (SBU) Prime Minister Abdullah announced the new Ninth 
Malaysia Plan (9MP) at the end of March 2006. As reported 
Ref A 

programs 

Most significantly for U.S. economic interests 

the FTA 

ownership to 30% with a target date of 2020. This means the 
bumiputera policy probably will be in place for at least the 
next fifteen years. 9MP also adds a target of increasing 
Indian share ownership to 3% and reaffirms the NEP doctrine 
\"to correct the identification of race with economic 

function.V In addition 

support measures 

entities are sold to bumi owners 

for bumi researchers 

bumiputera direct sales companies. 


8. (SBU) The third of the five \"thrusts\" of the Ninth 
Malaysia Plan is V'to address persistent socio-economic 
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inequalities constructively and productively.\" While this 

9MP element also addresses rural-urban disparities 
predominant aim is to support bumiputera advancement. It 
sets specific targets for balancing income distribution 
restructuring employment 

the nation\'s wealth 

to ensure that their policies and programs take into account 
the implications on (sic) distribution.\" This last 

requirement sets the stage for continued micromanagement of 
the economy to ensure the advancement of bumiputera policy 
goals. 


The Business - As Usual 


9. (C) As noted in paragraph 4 above 

implementation of the bumiputera policy is carried out 
through the day-to-day work of Malaysian ministries and 
agencies in their individual areas of responsibility. This 
has led to a wide variety of approaches in how it is applied. 
Some bumi preferences are a matter of law 

the form of regulations 

Ninth Malaysia Plan does not provide a comprehensive list 
but following are examples from key sectors. 
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10. (C) For example 

central bank) audits foreign financial institutions in its 

role as a regulator 

whether bumiputeras are receiving an appropriate share of the 
jobs at each level ofthe company. In conducting these 
audits 

Vbest practices.\" We аге not aware of any formal legal 
requirement for racial hiring quotas 

willing to jeopardize their relationship with their regulator 

by ignoring its recommendations. Bank Negara also presses 
new university graduates on foreign financial firms 

are expected to hire a certain number and provide them with 
training and experience. Many of these young professionals 
move on to jobs in domestic financial institutions after a 

few years 

local competition. (See Ref B for more details on the 
financial services sector.) 


11. (C) On a broader level 

Trade and Consumer Affairs (MDTCA) drafted new regulations 
governing the distributive trade sector (note: defined as 
activities that channel goods and services to intermediaries 
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or to final buyers) it incorporated bumiputera support 
measures throughout the new guidelines. Its draft required 
hypermarkets to reserve 30% of their shelf space for 
bumiputera-made products and stipulated that 30% of all sales 
receipts must come from bumiputera products. It required 
restaurateurs to increase their share capital to at least one 
million ringgit (about $275 

partner. Initially 

who maintained their own distribution division to spin it off 
as a separate company and allocate 30% of the equity to a 
bumi partner. This idea caused such an uproar 

MDTCA appears to have dropped it. (See Ref C for more 
details on the distributive trade guidelines.) 


12. (C) The effort to comprehensively implement bumiputera 
priorities has fostered government micromanagement that 
penetrates almost every nook and corner of the economy 
increasing costs and discouraging entrepreneurship and 
investment. As one private analyst observed to econoff 
would you want to do all the work of setting up a business in 
Malaysia only to have to turn 30% of it over to someone 
else?" It also blurs the line between official favoritism 

and illegal corruption. The government designed Malaysia\'s 
\"approved permit\" system for the importation of foreign cars 
as a means to encourage the creation of bumiputera car 
dealerships. But the program devolved into a V'middleman V" 
operation where influential individuals acquired the permits 
from the government and sold them to auto importers and 
dealers. The rampant corruption in the program became a 
public scandal 

and forcing the government to reform the national auto 
policy 

for motor vehicles by 2010. (Ref D reports on the 
governments framework for the planned new national 
automobile policy. Septel will provide an update. The 
special case of government procurement also will be covered 
septel.) 


Exceptions Prove the Rule 


13. (C) There are honest business people 

investors 

the bumiputera policy. As the Malaysian head of a 
multinational consumer products company told econ counselor 
V'You can get anything you need here 

require the government to be too obvious about it. You need 
contacts 

exception. Similarly 

facility explained that 

he has no problems getting labor permits for foreign 
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engineers to work in his factory. He has a former senior 
immigration official on his payroll 

labor permits as he needs. 


14. (SBU) It is significantly easier for export oriented and 
high tech firms to do business in Malaysia. Export oriented 
manufacturers can work through the Malaysia Industrial 
Development Agency (MIDA) 

restrictions and can help clear bottlenecks with other 
government agencies. There also are other government 
programs such as the Multimedia Super Corridor (MSC) that 
provide a lighter system of regulation. But even in the 
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mainstream economy 
the status quo 


Why Rock the Boat? 


15. (C) Given the over-riding political importance of the 
bumiputera policy 

into FTA negotiations 

for change? Responding to this question at a May 9 industry 
seminar on the ΕΤΑ 

Chuan said 

believes it has contributed to economic growth by developing 
a bumiputera middle class. However 

MalaysiaVs global competitive position. We believe the FTA 
will help us be competitive 

the U.S.\" 


16. (C) The Ninth Malaysia Plan also cites growing 
competitive pressures: \"The core NEP 

( remain. However 

which the country operates have changed significantly. 
Malaysia is now an open trading economy participating in an 
extremely competitive and fast-moving global marketplace. 
The opening up of China and India has changed the economic 
landscape dramatically for developed and developing countries 
alike.\" Malaysia\'s leadership clearly recognizes the need to 
improve the country\'s economic performance 

national development goals and to keep pace with regional 
competitors 

policy. They suggest that it is essential to raise the 

productive capacity of bumiputeras 

majority of the population. They also note that abandoning 

the bumiputera policy would be political suicide. 
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Let\'s Make A Deal 


17. (C) The bumiputera policy will be a critical and 
omnipresent factor in our upcoming negotiations on a free 
trade agreement with Malaysia. The challenge for the U.S. 
team will be to devise solutions that meet our bottom line 
needs for improved market access 

transparency in decision making 

government able to claim publicly that the final deal 
protects bumiputera interests. This means avoiding attacks 
on the bumiputera policy head on and by name 

adopting case-by-case approach to clearing the obstacles it 
creates to trade and investment. 


18. (C) Bank Negaravs racial hiring quotas in the financial 
services provide an example. So long as the central bank 
continues to use its influence as a regulator to promote the 
governments bumi objectives 

complete stop to this type of practice. It would be 

addressed to some extent by standard U.S. FTA language 
prohibiting restrictions on the nationality of senior 
management and boards of directors. An expansion of the 
scope of this language might be desirable to address the 
deeper penetration of Bank Negaravs affirmative action 
policies. However 

promote bumiputera advancement 

insulate the highest executive levels. Even so 

financial firms would welcome our securing a more transparent 
and rules based approach to affirmative action in employment 
as well as in other applications of Bank Negara\'s regulatory 
authority. 


19. (C) Where feasible 

linked to MalaysiaVs obligations under the WTO and other 
international agreements 

officials to deflect criticism that they conceded to U.S. 
pressure. Similarly 

plans for liberalization 

Plan (Ref C) 

to agree. Disaggregating the bumi preference package 
linking necessary changes to Malaysia\'s international 
obligations and existing domestic plans 

discussion of the bumiputera policy by name 

the impression that the policy is not under attack. This 
will help produce a deal that meets U.S. negotiating 
objectives 

LAFLEUR 
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result of a posting to the Company\'s Ethics Complaint 
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hotline alleging improper activities that involved or 

related to certain of the Company\'s tobacco subsidiaries 
the Audit Committee of the Company\'s Board of Directors 
engaged an outside law firm to conduct an investigation of 
the alleged activities. That investigation revealed that 

there had been payments that may have violated the Foreign 
Corrupt Practices Act. At this time 

appear to have approximated $1 million over a five-year 
period. In addition 

in foreign jurisdictions that may have violated the 
competition laws of such jurisdictions 

believes those activities did not violate U.S. antitrust 

laws. The Company voluntarily reported these activities to 
the appropriate U.S. authorities. The Company has initiated 
corrective actions 


Note: On May 19 Post forwarded the entire press release to 
the Mozambique desk at the Department via email. Copies of 
the press release on May 22 also were sent to EB/IFD/OIA 
Brown 


Background 


3. (U) Last October UniversalVs local subsidiary 

Leaf Tobacco (MLT) 

lucrative Chifunde tobacco growing area (Tete province) 
after the government stripped the concession from MLT\'s 
rival 

In March 2006 Alliance One announced that it was pulling out 
of Mozambique (ref B). In April MLT inaugurated its new 
tobacco processing factory outside Tete city. According to 
MLT 

represent a total investment of USD 50 million. 


Action Request 


4. (SBU) From the press release 

country the alleged improper payments were made. However 
given the Univeral\'s significant investment in Mozambique 
we suspect that they were made here. We would be grateful 
if the Department would follow up with Universal 

appropriate 

and for any further guidance in this matter. 
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global responsibilities commensurate with its standing as the 
world\'s third-largest democracy and largest Muslim-majority 
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country. 


2. (C) We want Indonesia to continue its political 
transformation by building lasting democratic institutions 
firmly rooted in the values of tolerance and moderation in 
this Muslim-majority country. We want itto engage with us 
and other partners in the war on terror 

regionally and globally in a manner befitting a responsible 
democracy without the instinctive non-aligned responses 
inherited from by-gone eras. 


3. (C) DoD\'s extraordinary achievements in the aftermath of 
the devastating December 2004 Aceh earthquakes and tsunami 
in which the American military played a major role in saving 
lives 

for Indonesia. This engagement helped kick off the events 

that led to normalized military-to-military relations 

helped recast our bilateral relations as a partnership. End 
Summary. 


Objectives for Your Visit 


4. (C) We view your visit as an opportunity to affirm the 
Indonesian model and pledge continued support. Building on 
the positive Indonesian reaction to normalized bilateral 
military relations 


a) Confirm DoD commitment to engage in a mix of high-value 
activities 

limited absorptive capacity and that we need to focus 
engagement in areas with the highest return; 


b) Emphasize the value the U.S. places on building a lasting 
partnership with Indonesia to address regional security 
issues and concerns; 


c) Encourage GOI and TNI to redefine Indonesia\'s place in the 
world and to assume responsibilities attendant on the world\'s 
third largest democracy; 


d) Convince TNI and the civilian leadership that the U.S. can 
assist Indonesian efforts to transform TNI into amodern 
professional 

external defense; 


e) Underline your support for an Article 98 agreement and 
explain that such an agreement would benefit both sides and 
assist during discussions with and within Congress this year 
on military relations with Indonesia; 
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f) Affirm our desire to help Indonesia succeed. We see 
Indonesia as a fellow democracy with shared values of 
tolerance and pluralism 

the region and the world 

closely. 


g) State that the U.S. expects Indonesia to address past 

human rights concerns in a way appropriate for a responsible 
democracy -- doing so will set the right tone for Indonesia\'s 
developing democracy and bolster TNI reform. We see the 
outcome of the Indonesia-East Timor Commission on Truth and 
Friendship as important. 


Ensuring Democracy and Moderate Islam Prevail 


5. (C) We have a stake in helping consolidate democracy in 
Indonesia 

Muslim-majority country. Indonesia\'s emerging success as a 
democracy has profound implications for our bilateral 
objectives 

the developing world 
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Muslim-majority countries. Within Indonesia 

created opportunities for a U.S.-Indonesia partnership that 

supports mutual objectives in key areas such as combating 
extremism and terrorism 

cooperation 

provides a strong example for countries that lag in political 

freedom and as proof of Islam\'s compatibility with freedom 
and modernity. 


6. (C) Indonesia has established new foundations for 
democracy over the past seven years. The amended 
Constitution provides more effective checks and balances 
among the executive 

country now has a freely-elected legislature with a chamber 
representing different regions; security forces no longer 

have unelected seats in the House of Representatives (DPR). 
The People\'s Consultative Assembly (MPR) resoundingly 
defeated attempts by Islamist parties to inject ShariVa law 
into the Constitution. The free and fair 2004 national 
elections demonstrated Indonesia\'s new electoral framework 
with vibrant multi-party system. The country's first direct 
presidential election defeated an incumbent President and 
brought reform-minded Yudhoyono into office. Indonesia 
carried out a huge decentralization effort to shift much 
authority from central to local officials. A free 
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often obstreperous press has replaced a tightly controlled 

and censored media. Our aid programs and diplomatic efforts 
support these developments. 


7. (C) Democratic progress has made Indonesia a player in 
the ongoing struggle between democratic modernization and 
militant retrograde Islam. While a diverse multi-religious 

and multi-ethnic society 

Muslim-majority country also suffers the same radical 
hate-filled strains of thought that afflict the rest of the 

Islamic world. Islam in Indonesia -- especially its 

syncretic Javanese version -- has a long history of 

moderation 

outreach to the rest of the world. This has led most 
Indonesians to find democracy and Islam compatible. We have 
worked with civic organizations -- dominated by Islamic 
groups -- to make the point that democracy 

and Islam can work together; Indonesians have adopted this 
view and created one of the world\'s largest democracies. We 
must show that we can forge close 

beneficial ties with this fourteen percent of the Islamic 

world (more Muslims live here -- nearly 200 million -- than 

in all the Middle East). 


Encouraging Engagement in Region and Globally 


8. (C) SBYVs focus on repairing IndonesiaVs image 

building an international leadership position befitting 
Indonesia\'s size 

opportunity to change Indonesia\'s role in international fora. 
We need Indonesia to take the side of democracy in world 
debates and to act as a moderating influence on more radical 
regimes in the Middle East. Indonesia\'s historical 
non-aligned orientation and jealous safeguarding of national 
sovereignty have made it cautious in entering into bilateral 
agreements and reluctant to single out wrongdoers in 
multilateral fora. Indonesia\'s decision to abstain in the 

IAEA vote February 2 to refer the Iran proliferation case to 
the UNSC and its overly solicitous reception of Iranian 
President Ahmadi-Nejad in early May demonstrated its 
continued difficulties when facing issues in which it must 
take a responsible public stand. Indonesia has begun to 
reassert its leadership role in ASEAN and made tentative 
attempts to press for democratic norms in ASEANVs nascent 
political community. ASEAN members made helpful statements 
in Kuala Lumpur about the lack of progress in Burma 

agreed to send Malaysian FM Hamid to Rangoon. With our 
encouragement 

Burmese junta during his visit there late last February. 
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9. (C) Indonesia has worked with Malaysia 

Thailand and the International Maritime Organization to 
improve maritime security in the strategic Strait of Malacca 
but needs more effective measures in this and other areas. 
Indonesia should increase engagement in international 
security efforts 

Proliferation Security Initiative (PSI). Indonesia professes 
strong support for non-proliferation 
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the PSI Statement of Principles. We want itto see PSI as a 
way to enhance cooperation as part of our mil-mil relations 
and an area in which it should tQe greater internaQonal 
responsibility. 


TNIVs Long Road to Reform 


10. (C) SBY 

the Indonesian Armed Forces (TNI) begun after the fall of 
Suharto. His Defense Minister 

strong-willed civilian military expert 

Minister of Defense in Gus Dur\'s cabinet. Juwono\'s 
Department has begun implementation the TNI law enacted in 
September 2004 

Defense for management and procurement issues 

TNIVs disengagement from politics and mandates the end of 
TNIVs private business involvement. The Department of 
Defense has prepared legislation to bring TNI fully under its 
control and to establish an effective NSC-type body in the 
executive; it recently conducted a one-week seminar with 
APCSS to build interagency support for its efforts. Under 
former TNI Chief of Staff Sutarto 

respect for human rights improved; TNI has stayed out of 
politics and submitted to increased civilian control; it has 
observed legal restrictions on domestic CT involvement 
allowing the Indonesian National Police to take the lead; and 
has fulfilled its obligations under the GOI-Free Aceh 
Movement (GAM) MOU ending three decades of conflict in Aceh. 
Although making progress 

business activities or provided TNI a realistic budget -- 
perhaps half of TNIVs budget comes from V'self-financing. V" 


11. (C) While TNI respect for human rights and punishment of 
rights abusers has increased 

scant with respect to 1999 East Timor and other abuses. 
Indonesia and East Timor have established a bilateral Truth 
and Friendship Commission (TFC) to achieve accountability for 
crimes committed in East Timor in 1999 
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assure the TFC performs credibly by insuring the transparency 
of its work 

international participation 

The top military leadership understands the need for improved 
discipline and respect for human rights and has taken steps 

to improve TNI\'s record. Although image at home and abroad 
remain underlying motivators 

Service Chiefs consider discipline and the proper treatment 

of civilians as critical to molding a professional military. 
Headquarters has taken a three-pronged approach to reduce 
human rights abuses in the field: education and training; 
revision of regulations; and increased transparency of the 
disciplinary process. Progress on human rights remains key 
to consolidating democracy and has implications for 

sustaining mil-mil normalization. 


TNIVs New \"Panglima\" Djoko Suyanto 


12. (C) The Presidents selection in February of Marshal 
Djoko Suyanto as TNIYs commander bodes well for further 
reform. For the first time an Air Force officer holds the 

top post 

October 2004 

position among the three services. An academy classmate of 
the president 

early promoter of TNI reform 

Agus Wirahadikusumah in publishing a book outlining the way 
forward for TNI during the uncertain times after the fall of 
Suharto. The U.S.-trained Air Marshal 

eQellent English 

the international community. He appreciates U.S. training 
opportunities and we expect him to seek every opportunity to 
engage with American forces. Although his Air Force 
background will limit his informal influence 

officers have voiced support for Djoko and appear ready to 
work with him in furthering reform and professionalism of TNI. 


Normalized Mil-Mil Relationship 


13. (C) The Administration\'s decision to waive Congressional 
restrictions on FY06 bilateral military assistance and 
normalize mil-mil relations enhances our ability to support 
GOI efforts to develop democratic institutions and reform and 
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professionalize TNI. Congress and we remain keenly 
interested that TNI reform continues 
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Congressional conditions take in FYO7 could depend on GOI 
performance this year. In close consultation with OSD 

have proposed to focus efforts on priority areas: (1) 
maritime security/regional stability/counterterrorism; (2) 
professionalization and modernization of TNI 

civilian control; and (3) TNI ability to respond to domestic 
humanitarian crises 

disaster assistance. 


Near-Term Military Assistance 


14. (SBU) We expect to provide the following bilateral 
assistance in FY 06 and 07: 


FMF/FMS/DCS 


FMF: FY 06 $990K (for TNI-Navy); FY 07 $8 million requested 
(for TNI-Navy for maritime security and TNI-Air Force for 
C-130 complementary support); DSCA recently cleared an 
additional $8 million from IndonesiaVs holding account (from 
old FMF cases). 


Section 1206: FY 06 $19.7 million potentially available (for 
TNI-Navy to construct and equip 10 Maritime Surveillance 
Stations on the Malacca Strait 

and ship communications). 


FMS: December 2005 Indonesia transferred money to open $15 
million case for C-130 parts; further $13 million available 
from old FMS cases for future FMS transactions. 


DCS: Significant GOI interest in C-130 parts and Rolls-Royce 
engines; radios; Bell 210 helicopters. 


IMET and CTFP Training 


IMET/E-IMET: FY 06 $792 

requested (following certification by State Department in 
February 2005 full IMET available; emphasis of courses 
remains on professionalization programs 

and maritime security). 


Counterterrorism Fellowship Program (CTFP): FY 06 $700 
available; FY 07 $525 


Bilateral Security Discussions 
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15. (C) The fourth Indonesia-United States Security 

Dialogue 

26-27 

regional security interests of the two countries and affirmed 

our mutual commitment to the continued growth of our 

incipient strategic partnership. Indonesia expressed its 

intention to participate in a Defense Resource Management 
Study (DRMS) and a National Guard State Partnership Program. 
The DRMS program could increase our ability to engage TNI and 
Defense Ministry to urge reform and modernize management and 
procurement. The attentiveness 

enthusiasm of Indonesian counterparts during the talks 

signaled increased intention to strengthen cooperation and 
improve the quality of our bilateral relations. 


Indonesia\'s Defense Priorities and Procurement Issues 


16. (C) GOI officials have told us that IndonesiaVs 
procurement of weapons should accord with the political 
directive that TNI develop the \"minimum essential force\" 
needed to address threats. TNI and GOI officials have told 
us that bringing the F-16 fleet to mission capable status 
comprises a key aspect of achieving minimum essential force 
but procurement of additional big-ticket items would occur 
over the longer-term 

Despite the lifting of U.S. restrictions 

continue diversifying procurement sources 

development of its own defense industries. The Department of 
Defense (DEPHAN) will likely continue to centralize 
procurement 
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opportunity for corruption; the DRMS program will give these 
efforts a significant boost. DEPHAN over the last year has 
managed to take control of export credit purchases 

Services still procure expendable items. 


The Benefits of Bilateral Cooperation 


17. (C) PACOM will review its V'Theater Cooperation Plan\" 
activities with TNI during the annual \"Bilateral Defense 

Dialogue" June 12-14. PACOM\'s superb response to the tsunami 
and earthquakes in 2004 demonstrated to the Indonesian public 
and TNI 

bilateral military cooperation. The USNS Mercy will reprise 

its extremely beneficial assistance effort during the tsunami 

and Nias earthquakes in 2005 by returning for a several-week 
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visit to Indonesia this summer. PACOM\'s cooperation with 
Indonesia can provide the high-value activities to help us 
achieve our security objectives in Indonesia and the region 
-- from maritime security and interoperability to 

facilitating reform of the TNI. In addition to conferences 
and SMEE\'s addressing СТ 

intelligence 

increased JCETS and bilateral exercises among services 
transitioning to an increased multilateral and joint 
engagement program. Humanitarian Civil Action programs 
as our recent effort in Nias where U.S. forces built a school 
and two bridges 

These activities build on and reinforce the good will won 
during the tsunami relief effort. Future avenues to enhance 
our interoperability and understanding of U.S. forces by 
Indonesia could include: initiatives to expand intelligence 
sharing; U.S. participation in Indonesian senior staff 
colleges; Marines resuming the RECONEX 

CARAT; Naval/Air Force Encounter exercises and Unit exchange 
programs; increased counter-drug training missions via 
JIATF-West. 


Significant Progress on Terrorism; Problems Remain 


18. (C) The October 1 suicide attacks in Bali left no doubt 
that terrorism remains a significant threat 

from Jemaah Islamiyah (Jl) the most active terror group in 
Indonesia and one of the world\'s deadliest. Despite the 
arrests of hundreds of Jl-linked terrorists in the region 

that have eroded the original Jl organizational structure and 
its capabilities 

2000 that have killed hundreds of people. Jl co-founder Abu 
Bakar BaVasyir -- due for release from an Indonesian prison 
in June -- and other JI leaders and sympathizers operate 
schools 

other radical organizations throughout the region. Jl has a 
political presence through the Majelis Mujahideen Indonesia 
(MMI) 

arm of the Jl. 


19. (C) Led by the JI Taskforce (“Теат Bomb\") and the 
U.S.-trained Detachment 88 

the lead in CT. President Yudhoyono included the military in 
his October 2005 call for a more robust interagency CT 
response 

intelligence operations. The Army instituted counter-terror 
desks at all levels of its territorial apparatus to 

facilitate information flow 

with other agencies. Though the Army assures us the focus of 
its territorial system remains intelligence gathering 
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to the INP for action 

make effective interagency coordination and information 

sharing problematic. The Army Special Forces (KOPASSUS) Unit 
81 has had no role in recent counter-terrorist activities. 


20. (C) The CT strategy meeting Embassy Jakarta held in 
January for Ambassadors in the region 

SOCOM 

recommendations with strong military components focused on 
the Sulawesi Sea tri-border area. One of the key 
recommendations called for a multi-country interagency 
security exercise 

region that would include military 

enforcement agencies. We are working to encourage the 
countries of this region to embrace this concept. 
Ambassadors agreed to the overall shared goal to deny 
terrorists physical and ideological safehaven by increasing 
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operational capacities of host nations 
employing a range of \"soft\" methods to counter terrorist 
ideology. We remain engaged with PACOM on ways to do this. 


Economic Reform 


21. (SBU) Although Indonesia\'s record on counterterrorism 
and military reform receive the bulk of attention in the 

U.S. 

rise or fall on the success of his economic reform program. 
Indonesia 

financial crisis 

percent from 1990-96. The crisis triggered the collapse of 
IndonesiaVs state-centered 

the country has since made halting progress toward a more 
open 

office with a ringing pledge to implement a V'pro-growth 
pro-poor 

time 

partner in development. He set the ambitious target of 
raising Indonesia\'s average GDP growth from 2006-09 to 6.6 
from its current 5.5 percent level 

and unemployment rates. The Indonesian and foreign business 
communities responded warmly to Yudhoyono\'s agenda 
continue to support him strongly. 


22. (SBU) Aside from the tsunami disaster 
moment of Yudhoyono\'s first year in office proved his bold 
decision to raise subsidized fuel prices by an average of 126 
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percent on October 1 

to the most significant expansion of GOI social and 
development spending in a decade; Indonesia\'s FY 2006 budget 
shows a 28 percent increase in non-interest 

spending. The subsidy cuts 

millions of low-income Indonesians accustomed to decades of 
cheap gasoline and kerosene 

took some steam out of the economy. In order to raise 
growth 

Economics 

implementing reform packages for investment 

and the financial sector. As Indonesia\'s second largest 
non-oil and gas export market and the leading investor in the 
energy sector 

Economic growth will prove slower in the first half of the 

year 

gradually comes down. 


U.S. Assistance Programs 


23. (SBU) For more than 40 years 

bilateral assistance program in education 

support for democracy 

infrastructure development. In FYO5 the bilateral USAID 
program came in at more than $135 million (appropriated 

dollars and food aid combined) and we actively work with 
Indonesian partners in areas Indonesia has identified as of 
highest priority. The USAID program in Indonesia aims to 

VHelp Indonesia Succeed.\" The USAID country-wide assistance 
program works with GOI 

partners 

education; better delivery of essential public services at 

the community level 

water; create a positive business 

environment to support economic growth that generates new and 
better jobs; promote more accountable and transparent 
governance at the national and local levels; and promote 
biodiversity and environmental protection. 


24. (SBU) These programs help lay the foundation for a 
better future for Indonesia 

requirements as varied as response to the tsunami disaster; 
implementation of the Aceh peace accord; avian influenza and 
polio outbreaks; and a potential HIV/AIDS epidemic. 
Anti-corruption support 

issues 

reform 

issues faced by Indonesia 

With our assistance 

corruption and better delivery of basic services will help 
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Indonesia qualify for full support from the Millennium 

Challenge Corporation. Indonesia has received ΜΟΟ \"threshold 
status.\" 
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Assistance Programs for Aceh 


25. (SBU) The U.S. has provided Indonesia tsunami recovery 
and reconstruction assistance totaling $400.1 million (and 

U.S. the private sector contributed more than $1.4 billion to 

the regions). USAID implemented more than $43 million for 
relief and transition activities in the weeks following the 

tsunami and earthquake. We have directed the remaining $357 


SIPDIS 

million to U.S.-managed reconstruction activities 

relief ($20.1 million) 

Government of Indonesia-World Bank Multi-donor Trust Fund 
($10 million) 

Development Agency ($2.5 million). The U.S. will rebuild the 
road from Banda Aceh to Meulaboh and other vital 
infrastructure 

basic services (health 

environment) while strengthening local governance capacity to 
manage these services. We provide technical assistance to 
develop national and local disaster planning and 

preparedness 

programmed more than $10 million to assist the implementation 
of the landmark peace agreement between the GOI and GAM. Our 
programs promote public understanding and support of the 
agreement 

society and sustain community-based development. 


Avian Influenza 


26. (SBU) The U.S. Navy Medical Research Unit (NAMRU-2) 
located in Jakarta has led efforts to address H5N1 avian 
influenza (Al) outbreaks. IndonesiaVs size and complexity 
complicated its response to ΑΙ 

IndonesiaVs efforts to prepare for a potential pandemic 

work remains. Of a total 44 confirmed human cases since July 
2005 

Since SBY designated Coordinating Minister for PeopleVs 
Welfare 

the GOI has developed an initial Al preparedness framework 
but must improve coordination among health 
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other sectors. Since the first confirmed Al patient in July 

2005 

proven quick to report findings and shared samples for 
confirmation with international laboratories. On March 13 
President Yudhoyono signed a presidential regulation creating 
the National Committee on Avian Influenza Control and 
Pandemic Preparedness (Komnas ҒВРІ) in an effort to provide 
centralized control and response to yet another difficult 

health concern. The Ministry of Health (MOH) has outbreak 
response teams to investigate reported human cases. Health 
care throughout most of the archipelago remains limited 

often the local military offer the only health care 

available. Military hospitals provide care to civilians and 
military. The military will have a prominent medical as well 

as security role in the event of an influenza outbreak. 

NAMRU has supported the Health Ministry through its 
24-hospital influenza surveillance system 

testing for the ΑΙ virus in hundreds of human samples 
outbreak investigations. We have exchanged draft MOU\'s with 
the GOI to re-establish NAMRU-2Vs legal status but have no 
fixed date to negotiate the gaps between the two texts. 
Unfounded suspicions in parts of the GOI that NAMRU conducts 
activities other than research complicate reaching an 
agreement. 

PASCOE 
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2. (C) Over the past six months 

an increasingly vocal critic of Saleh\'s administration 

laying out his concerns in newspaper interviews 
conferences 

discussions among men that take place in homes. Yemeni 
political observers have remarked to poloff how surprised 
they were to see that Hameed is articulate in both Arabic and 
English. In an election season dominated by what many 
contacts view as sterile debates about election procedures 
and fantastical constitutional amendments 

onto the political stage has piqued the interest of 
oppositionists and has become a cause for concern for the 
ruling party. 


3. (C) Hameed''s eloquence aside 

sizeable personal fortune are the primary reasons Yemeni 
politicos take him seriously. Hameed is the son of the 
ailing Sheikh Abdullah al-Ahmar 

Hashid tribal confederation 
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Sanhani tribe is amember. Abdullah 

of the Islah opposition party 

Saleh since 1978. Most observers believe that without 
AbdullahVs tribal support 

remain in power for so long. Similarly 

family would not have been able to amass their fortune -- and 
the friends it has bought -- without SalehVs staunch support. 
As a result of this alliance 

presidential candidate during the 1999 election season 
before Saleh\'s own party had formally nominated him. 


4. (C) According to Hameed 

In a private meeting with poloffs 

that his father's support for Saleh \"is not guaranteed" this 
year 

and others fought for swept away\" during Saleh\'s next term. 
Many observers speculated that Sheikh Abdullah\'s six-month 
stay in Jeddah -- officially for health reasons -- was a 

subtle signal to Saleh and the public that 2006 would not be 
a re-play of 1999. 


5. (C) Brushing aside the issue of his fatherVs lack of 
support for Saleh this election cycle 

is \"now time to look beyond Abdullah and Saleh\" for the 
future of Yemen. A new generation is ready and able to take 
the reins of power 

governments role of serving the people. SalehVs rule has 
increasingly become a personal enterprise 

portfolios and business deals reserved for his family and 
virtually no economic development or political involvement 
for the south. 


6. (C) What Yemen needs now 

presidential candidate backed by the tribes. \"! can deliver 
the tribes 

then stated that if the USG would \"only give the green light 
to the Saudis 

tribal groups in exchange for their support for a southern 
candidate 

General of the Yemeni Socialist Party. 


7. (C) PolChief informed Hameed that the USG would not get 
involved in Yemeni politics in this fashion 
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continue to press the Yemeni Government to produce a free and 
fair election. It is now up to the opposition 

emphasized 

support for him. Hameed replied that a \"relatively fair 

election\" would also result in an opposition victory -- which 
makes USG public support for the process crucial. 


8.(C) Asked what would happen if this year\'s election is 
marred with fraud 

said there was no question that he would lead the opposition 
in calling supporters into the streets in protest. \"We will 

not be violent 

by Saleh\'s Republican Guard would be inevitable. 


9.(C) The problem with Saleh 

is Janus-faced. \"One side of Saleh truly wants to be a 
democrat 

anyone more popular than him -- and that is the side that is 
winning 

has grown to the point that Saleh is no longer the rational 
leader he once was 

take power with the backing of the tribes. 


10. (С) COMMENT: Hameed\'s idea of uniting powerful armed 
tribal groups around a credible southern politician appears 

to be the closest anyone in Yemen has come to suggesting a 
truly national campaign that could present a challenge to 
Saleh. The likelihood that it will happen is slim. Saleh 

will seek to keep the tribes in check by sowing discord among 
them -- a tactic he has successfully used for three decades. 
He may even lean on Sheikh Abdullah to gain the support of 
the Hashid Confederation once again 

want. Whether or not Hameed and his supporters can bring 
protestors into the street if the elections are marred by 
serious fraud is anyoneVs guess. 


11. (С) COMMENT CONTINUED: We suspect that 

bluster 

presidential election 

rumors about how Saleh will engineer putting his widely 
disliked son Ahmed in the presidential chair sometime during 
his next term. Hameed is likely using this election cycle to 
test the political waters and build tribal and political 
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alliances in order to be in a stronger position to oppose 
Ahmed\'s ascendance. 

Krajeski 
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Nabih Al-Ibrahim 

member of Qatif\'s municipal council 

gesturing to his left as the group drove down the main access 
road into his home town of Awamiya off the Dhahran-Jubail 
highway. V'And on the other side there are Aramco pipelines. 
Can you believe the road is in such bad shape 

surrounded by so much oil?\" Al-Ibrahim explained that Aramco 
had paved the road in the 1960s and contributed to the 
community in other ways 

infrastructure. \"Then when government departments took over 
Aramco was no longer permitted to undertake community 
projects. But the government doesn\'t do enough." Al-Ibrahim 
recently petitioned the Ministry of Transportation in Riyadh 

to expand and repave the access road 

them plans and explained why they should do it. | think they 
will fund it. But they should have done it a long time ago 
without being nagged into doing it" Being an elected 
municipal council member 

petitions more weight. \"| have always brought projects to 

the government 

representative of my community 


2. (SBU) The story of Awamiya 

PolOff and PAO on a tour of the town 

growth and government neglect. In the 1960s 

about 4 thousand inhabitants and consisted of a small 
fortress-like warren of palm wood 

linked together by small streets and enclosed alleyways. 
There are 20 to 25 thousand inhabitants now 

parts of the old center remain 

and villas are expanding in several directions. Growth is 
restricted on one side by the oil pipelines and on another 
side by an agricultural area known as the \"ramaz.\" 
Al-Ibrahim explained that his vision is to promote 
development in a stretch of unused land in the direction of 
the coast 

extension of Qatif. Oil may be a stumbling block: according 
to Al-Ibrahim 

stalled as \"Aramco asked the King to halt all construction 
because there is oil underneath 

People who had bought land in this extension were appealing 
to Crown Prince Sultan 

land to an intermediary. 
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3. (C) Al-Ibrahim acknowledged that Awamiya had a reputation 
among Qatifis 

and more volatile than neighboring towns. V'Maybe we have 
always been this way historically 

edge of the oasis and were the first people the bedouin would 
attack. Even now 

can be tense. But we are good people at heart." Relations 
between the government and the Shiva had caused tensions over 
the past 25 years 

compounded by the fact that the government has a minimal 
local presence. The only police station in Awamiya has never 
been staffed 

neighboring town of Safwa. While the town itself was 

relatively safe 

outlying agricultural area were a no-go zone at night 

gathering place for groups of young men from throughout 

Qatif. Another factor contributing to tensions in Awamiya 
according to several of the women in Al-IbrahimVs family 

the religious conservatism of a segment of the population. 
Awamiya is home to Sheikh Nimr Al-Nimr 

more extremist Saudi ShiVa clerics and whom the SAG recently 
detained (reftel). \"He is my neighbor and my friend 

Al-Ibrahim said of Al-Nimr 

differently. He speaks out strongly against the government 

and even against Sunnis. | prefer a more diplomatic 
approach.\" 


4. (SBU) Al-Ibrahim expressed his belief that changing the 
designation of Awamiya from \"village\" to V'town 

which he was actively lobbying the Eastern ProvinceVs (EPVs) 
governor to make 

and resources. “Тһе ministries in Riyadh don\'t know what a 
place is like. When they decide on the budget 

is called a village 

town 

one. Al-Ibrahim took PolOff to a small farm near the town 
center where Awamiya\'s leaders gathered on Friday evenings 


RIYADH 00003974 002.2 OF 002 


\"to make the important decisions about Awamiya.V The group 
gathered that Friday included 

board member of the local charitable society 

of the local sports club 

and the \"sharif\" of Awamiya 

uncomfortable position of being the governmentVs liaison on 
security and police matters. Several were members of the 
Al-Nimr family 


5. (C) Comment and bio note: Al-Ibrahim was born in 1963. 
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He received a BA in civil engineering from King Saud 
University in 1989 and joined Saudi Aramco as a project 
engineer shortly thereafter. He also has a private 
engineering office 

undertakes projects in Saudi Arabia and elsewhere in the gulf 
region. He was elected to Qatif\'s municipal council in 2005 
representing a district that includes Awamiya and several 
other small towns in the Qatif oasis. Al-Ibrahim is married 
to Mona Al-Faraj; they have three sons and one daughter. 
Al-Ibrahim has been to the U.S. several times 

seek treatment for another son 

from a heart condition. Al-Ibrahim\'s extended family boasts 
numerous well-educated professionals; his father worked for 
40 years at Aramco and placed a premium on his familyVs 
education. PolOff\'s and PAOVs trip to Awamiya illustrated 
the diverse but close-knit nature of the Shiva community 
particularly in the smaller towns around Qatif. 
Western-educated professionals and more conservative 
religious leaders interact as neighbors in Awamiya 
differences do not appear to have boiled over into sharp 
divisions. End bio note and comment. 


(APPROVED: KINCANNON) 
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above in a state-owned enterprise\" (SOE) criteria for 212(f) 
determination as specified in the reciprocity schedule. We 
believe this criteria is set too low. Most manager-level 
employees in SOEs earn modest salaries 

members of Burma\'s middle class. Most managers in SOEs do 
not hold enough influence to exploit their positions for 

significant financial gain 

influence on Burmal's transition to democracy or government 
policies. Immediate family members (children) of managers of 
SOEs have jobs and incomes consistent with Rangoon\'s general 
population. We propose granting post discretion to determine 
whether a manager of an SOE and immediate family members 
should be submitted for 212(f) consideration by the 

Department. 

VILLAROSA 
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tribe in the UAE 

of tribesmen. (Background: The Shihuh 

mountainous ares in RAK and Fujeirah in the UAE 
mountains of the Oman\'s Musandam Peninsula 

been difficult to govern. The Shihuh have their own distinct 
culture and several distinct dialects -- see ref A.) Although 
the Shihuh are based in the northern portion of the UAE and 
Oman 
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in all major UAE cities. There are competing stories regarding 

the origin of the Shihuh; according to al-Shehhi 

from Mareb 

almost 1500 years ago. (The Mareb Dam collapsed in approximately 
570 A.D.) 


UAE-Oman Border Fence a Hot Issue 


4.(SBU) The Shihuh we spoke to April 30 said their specific 
grievance with the UAE government (see also Ref A) was that a 
new fence being built along the UAE-Oman border restricted 
freedom of movement across their historical homeland 

spans both two countries. They complained they are now required 
to cross the border at al Jeer and must show identity cards. Not 
only did they dislike the inconvenience 

that they cannot travel freely between their newer homes in the 
UAE and their older homes and lands in the mountains in the 
Omani part of the Musandam. 


Democratic Traditions of the Shihuh 


5.(U) Al-Shehhi proudly pointed out that the leadership of the 
SCHS is elected - not appointed. He and other Shihuh present 
said that democracy is very important them. All of the members 
present were quite proud that any member of the Shihuh could be 
elected to lead the SCHS 

the Vliberal views held by the Shihuh. 


Comment 


6.(SBU) The Shihuh have two cultural organizations in the UAE 
the SCHS 

(SFA) 

difference between the two groups is their location; he claimed 
that the number of Shihuh living in Abu Dhabi was large enough 
to support the SFA. The founder of SFA in Abu Dhabi 

other hand 

established his organization in Abu Dhabi only because the Ruler 
of RAK had forbidden the Shihuh from organizing there (ref A). 
He claimed the SCHS had formed much later than his group 
said his relations with the new group were strained. 


DAVIS 
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and Interior Ministry. Similar rumors in the past 

have proven to be just that. Papadopoulos comes out of these 
elections with a relatively strong political hand to play as 
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he prepares for both a possible confrontation with Turkey in 
the EU this fall and the Presidential campaign in 2008. End 
Summary. 


And the Winner Is... 


2. (SBU) As expected (reftel) 

narrowly edged out the opposition DISY party in the May 21 
parliamentary elections with 31.16% of the vote as compared 
to 30.33% for DISY. While the communists 

retained bragging rights as the largest political party on 

the island 

seats (18) for AKEL and DISY. This represents the loss of 
one seat for DISY and two seats for AKEL. For both parties 
the results represent a loss of approximately 3.5% from the 
2001 elections. President Papadopoulos\' own DIKO party 
finished third 

(17.91%) and picked up two more seats in the House. 


Below are the final results. The numbers in brackets 
represent the change from the 2001 elections. 


AKEL 31.16% (-3.55%) 18 seats (-2) 

DISY 30.33% (-3.67) 18 seats (-1) 

DIKO 17.91% ( 3.08) 11 seats ( 2) 

EDEK 8.91% ( 2.40) 5 seats ( 1) 
EVROKO 5.73% ( 0.58%) 3 seats (1) 
Greens 1.95% (-0.03%) 1 seat (no change) 
United Dems. 1.56% (-1.03) no seat (-1) 

Free Citizens 1.22% (n/a) 

EURODI 0.44% (n/a) 


Emblematic of the lackluster campaigns and the lack of 
enthusiasm surrounding these elections 

abstentions and blank ballots was unusually high. Although 
voting is mandatory in Cyprus 

stayed home. An additional 2.27% cast blank ballots. Both 
abstentions and blank ballots are simply discounted in 
computing the allocation of seats. 


The Big Winners 


3. (C) The big winners in the election were the parties that 
opposed the Annan Plan in the 2004 referendum: AKEL 
EDEK 

to unseat AKEL and claim the largely symbolic title of 
\"largest party 

polled above the psychologically significant 3096 and that 
they are now tied with the communists at 18 seats apiece. 
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ΡΙΚΟ did not do as well as the party faithful had hoped at 

the beginning οἱ the campaign 

pleased at the gains in terms of both percentage and seats. 
EDEK substantially exceeded most observers\' expectations and 
EVROKO posted similarly strong results. The Greens held on 
to what they had 

undoubtedly disappointed with what they will see as a missed 
opportunity to move beyond the margins of Cypriot politics. 
The only unvarnished loser from May 21 are the United 
Democrats and Michael Papapetrou. The failure of the United 
Democrats to secure a parliamentary seat means the loss of 
one of the loudest voices on the Greek Cypriot side in 

support of reunification and reconciliation. The United 
Democrats are not only out of the House; the party also loses 
its seat on the National Council. In the wake of the United 
Democrats poor showing 

stepping down as leader. The party\'s future is uncertain. 


4. (SBU) Atthe candidate level 

faces on the scene -- including the omnipresent face of the 
President\'s son 

spokesman Kypros Chrysostomides secured a seat running on the 
AKEL ticket in Nicosia. Meanwhile 

politicians are out of the House 

and Antonis Karas from DISY 

and Stella Mishialouli from AKEL. 


More Rumors of a Reshuffle 


5. (C) Even before the voting was completed 

cognoscenti in Nicosia were speculating about the likelihood 
of a near-term cabinet reshuffle. The rumor mill holds that 
only Lillikas (Commerce and Industry) 

Georghiades (Education) and Mavronicolas (Defense) are 
Vsafe.V There are as many ideas about who might be in line 
for a particular job as there are commentators. One of the 
more persistent rumors is that Lillikas might move over to 
the Foreign Ministry as part of a broad re-shuffle. Interior 
Minister Christou 

running for mayor of Limassol. There have been numerous 
reports of imminent cabinet reshuffles over the past three 
years. All of them have come to naught. The only one who 
can say with any certainty what will happen on this score in 
the wake of the parliamentary elections is Papadopoulos 
himself. 


Comment 


6. (C) Papadopoulos comes out of the these elections with a 
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relatively strong political hand to play as he prepares for a 
possible confrontation with Turkey in the fall over the issue 
of Cypriot access to Turkish ports and airports. The Greek 
Cypriot public generally supports the President\'s handling of 
the Cyprus issue and that confidence is reflected in the 
outcome of the May 21 balloting. AKEL is not entirely 
comfortable in its relationship with the President 

party leadership is currently under no pressure from its own 
rank-and-file to rethink is support for the government. AKEL 
is at some risk 

might still have over the President. Looking ahead to 
Presidential elections in 2008 

his way towards building a coalition of supporters that could 
put him into a second-round of balloting even without AKEL\'s 
backing. 

SCHLICHER 
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talks about Afghanistan 


3. Fedor also said that while nobody can predict when the 
violence in Iraq will end 

will be able to come home 

their mission 

VALLEE 
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with both the U.S. and China.\" Karimov reiterated to 

Musharraf Uzbekistan\'s support for the Global War on Terror 
adding that Uzbekistan continues this effort not to please 

the U.S. 

Memorandums of Understanding (MoUs) were signed on topics 
ranging from fighting terrorism 

bank cooperation. Kamran told the Ambassador that he does 
not expect any concrete results from these new agreements any 
time soon. 


3. (S) Separately 

that the two sides signed a protocol on counterterrorism. 
This is a follow-up to an earlier agreement on intel-sharing 
that included the possible repatriation of Uzbeks picked up 
in Pakistan. Kamran said last year the Pakistanis 
repatriated a number of Uzbeks terrorists detained in 
Pakistani tribal areas. He believes this had a positive 
effect on the bilateral relationship. 


4. (С) In April 

Pakistan need to work on transportation issues 

reestablishing direct flights and improving customs control. 
The lack of direct flights 

business owners import Pakistani goods mostly by air as extra 


Column 3 

baggage because the land routes are poorly developed. Kamran 
told the Ambassador that flights may resume this summer 

the Uzbeks will have to make the first move. On May 18 

local Pakistani businessman told Pol-Econ Chief that an Uzbek 
Air delegation was currently visiting Karachi and Lahore to 
finalize plans to begin a Tashkent-Lahore flight. According 

to that source 

will originate in Birmingham 

through Afghan airspace to Islamabad 

security concerns. Additionally 

airlines are uninterested in flying to Tashkent as they 

believe it would be unprofitable. According to Kamran 

fears of overflying Afghanistan have been a real stumbling 
block to establishing direct flights. 


5. (C) Uzbekistan and Pakistan do not have a transit treaty. 
According to Malik 

the roads are poorly maintained (especially in Afghanistan) 
and customs regulations are often arbitrary. The DCM 
attributed this problem mostly to the lack of trilateral 
cooperation among Uzbekistan 

mentioned a recent case of a Pakistani exporter who attempted 
to cross the Afghan-Uzbek border with truckloads of 
Pakistani-grown tangerines. The Uzbek authorities initially 
refused to allow the tangerines to enter 

paperwork verifying the fruit was pest-free. Apparently 

fruit was allowed to cross after the Pakistani gave the Uzbek 
authorities an unspecified gift. 


6. (C) Malik said around 100 Pakistanis live in Uzbekistan 
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but few travel home to bring back goods to sell. Most run 

their own small-medium size businesses 

textile factories. According to a press report from the 
VBusiness Recorder" 

incentives to attract Pakistani textile-related businesses. 
These include subsidized electricity and cotton 

export taxes. (Note: No official announcement has been made 
to this effect. End note.) Kamran said 

Pakistan offered a credit line of five million USD to the 

Uzbeks to purchase Pakistani-manufactured textile equipment. 


7. (S) Malik and Kamran each noted that Uzbek-Pakistani 
relations have improved over the past year. Kamran said that 
when Musharraf visited last year 

trust the Pakistanis. This year 

Karimov appeared more at ease with Musharraf. He attributed 
this change to intervention on the part of former Uzbek 
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Ambassador to Pakistan and current Deputy FM Anvar 
Salikhbaev. (Note: Salikhbaev also served as Deputy Chief of 
the National Security Service. End note.) According to 
Kamran 

overtures to the Pakistani secret service 

the relationship. 


8. (C) During the visit 

encouraged the Uzbeks to take a larger role in Afghan 
reconstruction efforts. Kamran 

the meetings in Islamabad 

concerned about Afghanistan\'s stability 

optimistic than the Pakistanis. Nonetheless 

announcements from the GOU that reconstruction of Afghanistan 
is crucial 

play an active role in Afghanistan 


9. (C) Pakistani businessmen 

difficulty getting long-term 

said his Embassy has asked for visa liberalization 
still waiting for the GOU to respond. During the visit 
Pakistan raised the issue 

Kamran 


10. (C) Comment: Karimov\'s visit to Pakistan fits into his 
overall strategy to show that 

and Europe 

the heels of his trip to Seoul and a visit from the Indian 
Prime Minister to Tashkent. Although numerous MoUs were 
signed 

during the visit. Re-establishing air links between 
Uzbekistan and Pakistan would be a significant move and would 
demonstrate whether the Uzbeks are indeed serious about 
improving relations. 

PURNELL 
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has threatened to kick them out of the country and sell the 
tobacco itself if the buyers continue to V'cheat the poor 
farmer. This populist rhetoric will make it difficult for 
Mutharika to back down to prices that might actually move the 
tobacco. 


3. (U) As if this situation needed further complexity and 
confusion 
season may not meet the optimistic expectations for the year 
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anyway. Growers and the GOM had expected good rains and an 
extensive fertilizer subsidy to boost production volumes 
quality 

US-owned AllianceOne and Limbe Leaf (Universal Leaf) 

told us that weak demand and inefficiencies resulting from 

the government price scheme have seriously reduced the 
volumes of tobacco being bought for export. One exporter told 
us the volumes are about 60 percent of the usual flow for 

this point in the season: 12 

a normal 20 

kilograms of a larger-than-average 125-130 million kg. crop. 
At least one source has put the total volume at 45 percent of 
last years volume at this point іп the season. Both major 
buyers estimated early in the season that up to 15 million 

kg. may go unsold. 


4. (SBU) Outside the industry 

buyers are trying to force the government to back down by 
offering deliberately low prices and keeping volumes low. 
While there may be some truth to that view 

the parastatal Tobacco Control Commission privately says the 
governments prices are too high 

back down. It is less clear how the government can get there 
from here. 
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5. (SBU) The centrality of tobacco in Malawi\'s economy would 
be difficult to overstate. Tobacco produces around 60 
percent of the country's export earnings 

the space of a few months of the year. This year 

happens that the IMF is considering Malawi for HIPC 
completion point 

its Poverty Reduction and Growth Facility (PRGF) plan. One 
of the key performance measures is reduction of its import 
backlog and loosening of its foreign exchange policy. With 
pent-up demand for forex 

kwacha to less than 140/USD. However 

effect on the import backlog without a ready supply of 

dollars (usually supplied by tobacco sales) 

a supply to support demand for kwacha 

policy may cause the currency to slip precipitously. In 

short 

showdown with the tobacco exporters. A recent visit with the 
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financial sector in Blantyre confirmed that the seasonal flow 
of forex has not happened this year 

are starting to worry. 


6. (SBU) This latest battle in the tobacco wars has 
highlighted two troubling trends. First is the government's 
poor sense of the connection between tobacco and its 
situation vis-a-vis the IMF: it failed to recognize the 
weakness of its negotiating position 

consider the timing of the all-important HIPC decision in 
deciding to try dictating prices. Secondly 

not to have understood that 

concerned 

mindset has gotten the better of patience and common sense 
and it is proving to have been a spectacularly 
counterproductive lapse. 

EASTHAM 
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offices!" role of the Secretary General 
\"not about sanctions or threats." 


3. (C) Gambari planned to return to New York to report his 
findings to the Secretary General 

Informal Consultative Group on Myanmar (ICGM-see ref C). He 
noted that he consciously had \"piggybacked\" on ASEANVs 
efforts to push for reform 

Kausikan in Singapore immediately before arriving in Rangoon. 
Asked if a special envoy would be appointed soon 

replied that this must be thought through carefully to find 
someone who would be allowed to come regularly to Burma and 
meet with all the relevant parties. 


4. (SBU) Gambari began by listing his meetings over the 
course of his visit: 

--May 18 

Planning 

--May 19 

to learn was not the U.S. Department of Agriculture 
political party (Note: organized by the regime. End note) 
the Minister of Agriculture 

Myanmar Women\'s Federation 

the National Unity Party (all but defunct successor party to 
a previous government-organized party) and the National 
League for Democracy (NLD--see ref A). 

--May 20 
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Chairman Than Shwe 

Soe Win 

Mann. Gambari then had a private meeting with the Than Shwe 
and Maung Aye for one hour 

other generals. He returned to Rangoon and met with Aung San 
Suu Kyi (he had not been told in advance that it would 

happen 

noon that day). 


What Gambari Sought and What He Got 
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5.(C) Gambari decribed the purposes of his visit as follows: 
--to see for himself the situation in Burma; 

--to establish contacts with the government to permit better 
communication with the UN; 

--to open doors and permit greater access for UN agencies; 
--to relay the concern of the international community about 
the pace of democratization and human rights. 


6. (C) Humanitarian Access: Gambari said he got the 
agreement of the GOB to discuss the proposed guidelines with 
the UN agencies to ensure that they facilitate access (see 

Ref D). Petrie added that during the separate meeting he and 
the other UN officials had with the other generals 

explained in Vextensive detail" the difficulties with the 
proposed guidelines. During subsequent questioning 

added that he believed that this greater access would be 
extended to the international community more broadly 
cautioned that it may take weeks or months. He claimed the 
generals have given V'clear instructions" to discuss and 
negotiate the guidelines 

to test this commitment. 


7. (C) UN Next Steps: The UN country team planned to meet 
this week to develop a plan of action on guidelines and 

access 

Ambassador to discuss moving forward on the Three Disease 
Fund as well. Gambari described ASSK as confident in the UN 
but believing that the UN needs to listen more to the people 
and not let the USDA determine where assistance goes. She 
asked the UN to facilitate the \"voice of the people." 


8. (C) Political Issues: Gambari raised the issue of a all 
inclusive democratization plan. The generals described the 
National Convention process 

to include the NLD and other political parties. Gambari 
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cautioned that this will take time 

facilitator 

achieved \"in exploring common ground\" so that NLD could join 
the National Convention. The generals claimed the National 
Convention deliberations would resume in October with a 
possibility of concluding by 2008 or 2009. Gambari added 

that a \"more inclusive outcome\" would be more likely to 
endure than a speedy conclusion. 


9. (C) Karen: Gambari appealed for a suspension of military 
action against the Karen to enable the delivery of 

humanitarian assistance to the Karen people. He also 
recommended dialogue between the GOB and the Karen. The 
regime did not offer much beyond inviting Gambari to see the 
situation for himself in Karen state. The generals mostly 
complained about violence they blamed on the Karen people. 


10. (C) Detained Persons: Gambari said that the GOB 
committed to releasing V'some more of those prisoners who 
won't compromise national security 

sense that the authorities want to work with the UN. 
However 

might include ASSK 

the near future. 


11. (C) ASSK: Gambari described ASSK as mentally and 
physically well 

listens to four hour of news broadcasts a day. Gambari 
called her a \"patriot\" who was \"ready for a serious 
discussion with the authorities.\" She raised a number of 
issues 

might be able to offer guidance to all the parties on \"common 
ground.\" Privately 

complained about the reduced number of visits from her doctor 
(see ref B) and her worries about the health of one of her 
maids. 
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12. (C) General Atmospherics: Gambari modestly admitted that 
he could not resolve all problems in a two day visit 

could he say yet whether it was a success 

beyond his expectations. While the GOB has shown a 
willingness to engage 

in the eating 

willingness. He had the opportunity to deliver messages 
directly to the highest level 

generalsY commitment in following up. During questioning 
described the conversations with the generals as 
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businesslike. Than Shwe outlined the challenges he faced 
particularly along the borders with five countries 

described his history in the armed forces. Gambari concluded 
that the generals appear to want to reengage with the 
international community and understand that \"some compromises 
need to be made. Why now? Perhaps 

the generals had decided it was time to send different 

signals to head off UN Security Council discussions of Burma 
to increase Official Development Assistance (ODA) 

attract Foreign Direct Investment. Gambari repeatedly 
emphasized the need to keep testing and pushing the generals 
saying we \"cannot let the momentum slip.\" 


Reactions 


13. (C) Most of the Ambassadors who attended the briefing 
have been here long enough to understand that periods of hope 
in Burma are often followed by longer periods of despair. 

That the generals finally agreed to permit Gambari to meet 

with ASSK was seen by most as an encouraging sign. 
Interestingly 

the UN offices on his first day 

without permission. The Japanese Ambassador 

surprisingly 

on the briefing. The British Ambassador expressed regret 

that she would be leaving now that the first ray of hope had 
appeared after a year of discouraging news. The NLD Central 
Executive Committee members characterized their own meeting 
as well as that of ASSK 

specifically in searching for a common ground for discussions 
with the regime. They appreciated Gambari was in a Vfact 
finding" mode 

situation with him 

recorded. NLD Secretary U Lwin summed up the reaction as 
Vslowly 


Comment 


14. (C) Gambari must have impressed the generals 

did end up seeing ASSK 

expected. The fact that they were willing to spend over an 
hour talking with him is also notable 

short his meeting with the Indonesian President after ten 
minutes and refused to even meet the ASEAN envoy 
Foreign Minister Hamid. AT the same time 

controlled his movements 

Gambari rather than letting him travel around freely even in 
Rangoon. Gambari appeared to understand the situation here 
sufficiently to recognize that the few positive signals he 
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received during this visit ultimately requires major 
substantive changes in a number of areas. 


15. (C) Gambari should be commended for his efforts and 
encouraged to stay engaged. We should support UN efforts to 
find some common ground between the regime and its political 
opponents 

should continue to work with interested countries to make 

sure that a genuinely inclusive political dialogue 

on the National Convention 

public discussion as well as more representative 
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participation. The new Three Disease Fund 

the Europeans 

access will be provided to humanitarian assistance. And we 
must continue to push for release of all political prisoners 

and the cessation of all hostile action against unarmed 

ethnic minorities 

labor 

detention order expires May 27; releasing her would be a much 
more powerful statement of willingness to engage than 
permitting a 45 minute meeting with her. Change that gives 
more lasting hope to tne Burmese people must go far beyond 
the symbolic. 

VILLAROSA 


64885 

64886 

warns Arabs against counting on America because its policies have 
always served Israeli interests. An editorial in English daily 

\"Gulf News\" rejects the concept of a regional missile defense 
system. End Summary. 


2. Under headline “Ап Appeal from Al-KhaleejW 
pan-Arab daily V'Al-KhaleejV (circulation 85 
unsigned editorial: 


V'This is another appeal 

in Iraq 

Nuami so that he can return safely to his family and resume his 
work helping the Iraqi people with the disastrous situation they 
face today... This appeal 

spiritual 

they can help release Al-Nuami. Hopefully 

could open a new era of stabilization 


3. AUAE columnist 
5/22 in Abu Dhabi-based Arabic daily \"Al-Ittihad\" (circulation 
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\"Humanity appeals to those who kidnapped Naji Al-Nuami to examine 
the humanitarian deeds this person has accomplished 

what his country has given to Iraq and Iraqis whom they strongly 

love without discriminating between one faction and another. The 
UAE... is proud to belong to the Arab nations and is waiting for 

an initiative to save its innocent son Naji Al-Nuami and return 

him safely to his mother and his family. V 


4. Under headline \"Naji Al-Nuami\" 
Mohamed Al-Rashed 
VEmarat Alyoum\" (circulation 20 


\"Naji Al-Nuami is simply a soldier following UAE\'s ideologies 

who is concerned with his brothers concerns. He and his friends 
are messengers of love and support; their simple goal and mission 
in Iraq is to help orphans and widows and try to meet the basic 
needs of Iraqis. We hope that the UAE\'s role is not swept from 
Ма] and his colleagues..." 


5. Under headline “Тһе futile reliance.. and the conciliation V" 
an Egyptian columnist 
based Arabic daily \"Al-Bayan 


\"Since the beginning 

counting on Washington. The USA knows more than anybody else 
that its political disagreement is with the Arab countries and 
that these countries will not swallow the American policies that 
its regimes are swallowing. The Arabs will not accept to have 
their fate being decided by others. Moreover 

will not forget Palestine 

the American policy... Also not to be forgiven 

crimes committed daily against Iraq 

more than 100 

submerging the region in a sea of hatred and factional wars. 
This all serves the main political criminal 

governing Washington and Tel Aviv... V" 


6. Unsigned editorial in English language daily V'Gulf News\" 
under the headline V'An American offer we must refuse 
(circulation 95 


VAs if the region was not volatile enough 

install an advanced missile system in GCC states. Officials 
argue that with such a system it will be able to deter any 
expansion plans in the region by Iran brought about by the 
development of any nuclear capacity. 

The U.S. is concerned that if there was any additional strife in 
the region 

of oil 
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nations\' economies. However 

concern by the U.S. was totally altruistic. More realistically 

it is for purely selfish reasons and the desire to suppress and 
contain Iran from its development of nuclear energy that Iran all 
along claims to be for peaceful purposes. 

In the absence of any information to the contrary 

have been content to accept Iran\'s claim not only because they 
cannot prove otherwise 

ratchet up the equation to confrontation levels. Yet it appears 
the U.S. is least concerned about increasing tensions in the 
region 

friendly Gulf countries will ensure acceptance of the proposed 
missile system and other security measures. 

Gulf countries already have enough problems trying to walk a 
narrow path between the various positions adopted by people of 
differing political persuasions and beliefs. So there is no need 
to exacerbate things further by introducing into the region such 
controversial measures as heightened security controls and 
advanced missile systems. Having such material can be seen as 
an act of aggression towards a neighboring country. Once a 
nation adopts a more aggressive stance to its neighbors 
chance of relations escalating out of hand increases. And with 
the increased armaments 

frightening. V 
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military and psychological victories.\" In addition to the 

large number of militia reportedly killed 

said the FARDC recovered 13 AK-47 rifles and six mortar 
launchers. General Mahboob also said Ituri Explorer had been 
the largest UN military offensive ever conducted. 


4. (C) Comment: The capture of Tchei 

southern Ituri 

anti-militia operations in the region. While a militia threat 

still exists to the south of Bunia in Irumu territory 

FARDC now needs to carry their momentum forward by launching 
offensives to the north in Mahagi territory and eliminating 

the forces of Peter Karim and the MRC. End comment. 

MEECE 
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approved a new coalition government. The Iraqi people 
deserve to have a broad and inclusive government that can 
undertake all the difficult challenges confronting the 
country 
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\"An improvement in the serious security situation demands 
that Iraqi authorities are anchored іп and supported by the 
people. We must hope that the National Assembly\'s approval 
of the coalition government can contribute to this 

Stoere. 


\"It takes time to build democracy and Iraq has a long way to 
0ο. But elections have been conducted and the establishment 
оға government is a decisive first step.\" 


\"An improved security situation is a prerequisite for 
reaching the goal on a united and stabile Iraq. Norway will 
continue to support the effort to democratize and rebuild 
Iraq 


End translation. 


Visit Oslo\'s Classified website: 
http://www.state.sgov.gov/p/eur/oslo/index.cf m 
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He said that his position as court interpreter made it 
difficult for him to press the issue personally. 


2. (C) During a May 21 conversation Ambassador raised the 
matter with MbZVs international affairs director Yousef 
al-Otaiba 

on the status of the request and get back. 

SISON 
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other UN agencies to focus on providing technical assistance 
and influencing the policy making process and implementation 
of key program activities related to malaria 

reproductive health among others; and 


5. In collaboration with USAID 
more prominent role in advocating for Family Planning and 
Contraceptive Security 


Collaboration with USAID and other donors 


6. The UNFPA Reproductive Health program is implemented in 
close collaboration with USAID 
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from the different agencies serve on the Reproductive Health 
Technical Working Group of the Ministry of Health. The 
activities from all agencies are reflected in the MOH annual 
operational plan. 


7. Collaboration between the USG and UNFPA has been 
excellent in the areas of Reproductive Health 

procurement and youth services. UNFPA and USAID procure all 
the contraceptives for MOH. 


8. UNFPA plays also a key role in donor coordination and has 
been a very active member of the Health SWA. Collaboration 
has included joint planning in areas like Reproductive 

Health 


9. Atthe provincial level 
have coordinated closely in order to reduce duplication and 
increase coverage and access to health services. 


10. UNFPA has been a key partner to INE in its effort to 
prepare the 2007 Census 

collaboration with other donors providing technical 
assistance 


Comment 


11. We appreciate the outstanding leadership provided by the 
UNFPA Representative in Maputo 

active participation in the Health SWA. We appreciate this 
opportunity to comment on the UNFPA program in Mozambique. 
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within the framework of the good relations between our countries.\" 
Mr. al-Ahkmar and other officials of the Baath Party arrived in 
Minsk on May 17 on a three-day visit at the invitation of the 
Communist Party of Belarus (CPB). President Lukashenko visited 
Syria in March 1998 and in December 2003. 


3. Lukashenko Makes Diplomatic Appointments 


On May 16 

diplomatic appointments. The appointments include: Valery 
Brylev as ambassador to Kyrgyzstan; Vyacheslav Kachanov as 
ambassador to Bulgaria; Igor Leshchenya 

adviser to the Presidential Administration 

Israel; Nikolai Patskevich ambassador to Azerbaijan; and Ruslan 
Yesin as consul general in Gdansk 

Mr. Leshchenya should focus attention on the Middle East region 
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and maintain contacts with prominent Belarusian expatriates in 
Israel and that Mr. Patsekevich increase bilateral economic 
cooperation with Azerbaijan. According to Lukashenko 

would be the main criterion for assessing the performance of 
the diplomats. 


4. Lukashenko Makes Government Appointments 


On May 16 

new government. He appointed Aleksandr Ageyev 

Energy 

Rybakov 

Krashevsky as chief of the Main Reconnaissance Department and 
Deputy Head of the Armed Forces\' General Staff; Aleksandr Apatsky 
as First Deputy Minister of Natural Resources and Environmental 
Protection; Galina Volchuga as Deputy Minister of Natural Resources 
and Environmental Protection; Valery Kazakevich as Chief of the 
Council of Ministers\' Secretariat; Aleksandr Bagel as Chairman of 
the Glusk District Executive Committee; Nikolai Andrianov as 
Director General of state-run Belarusian Steel Works. 


5. Youth leaders Dashkevich 


On May 18 

Dmitry Dashkevich and Artur Finkevich 

jail in Minsk\'s Moskovsky District Court. The judge found them 
guilty of \"petty hooliganism\" under Article 156 of the 

Administrative Offenses Code after police officers charged that the 
two had spoken obscenities. Special task police officers arrested 
Dashkevich and Finkevich as soon as they and other youths arrived 
at the court to support opposition activist Yury Radivil who was 
standing trial. Some 10 people were reportedly apprehended. 
Dashkevich and Finkevich were taken to the detention center on 
Okrestina Street where they spent the night. Five days earlier 
Dashkevich had been released from jail after serving a 14-day 
sentence for participation in an opposition demonstration on the 
20th anniversary of the Chernobyl nuclear accident. On May 10 
Finkevich was sentenced to two years of restricted freedom for anti- 
Lukashenko graffiti. On May 18 

months in jail for alleged violence against a police officer. 


6. Valery Levonevsky Released After Serving Two Years 
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On May 15 

a correctional facility in Brest region after serving two years in 

prison. According to Levonevsky 

railroad station in Grodno in the early morning. Relatives picked 

him up a few hours later. In September 2004 

Grodno declared Mr. Levonevsky and his associate Aleksandr Vasilyev 
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guilty of defaming Lukashenko under Article 368 of the Criminal 
Code 

protest which they organized 

holidaying in Austria 

expense.\" Mr. Vasilyev was released under an amnesty on July 7 
2005. Mr. Levonevsky was denied early release. 


7. Belarusian Reporter Warned Against Defamation 


On May 17 

journalist Irina Khalip against defaming Aleksandr Lukashenko in 
articles published in Russia\'s V'Novaya Gazeta.\" According to Ms. 
Khalip 

the Criminal Code and could warrant a prison term or a \"restricted 
freedom\" sentence of up to four years. Khalip stated 

opinion 

stories is evidence that | work well. And | will try not to 

disappoint them. | will continue working the way I\'m doing it now.\" 
Khalip is closely connected with Charter 97. 


8. Police and BKGB Seize Copies of Pavel Severinets\' Book 


In the last two weeks 

book by youth opposition leader Pavel Severinets to determine 
whether it meets with anti-defamatory regulations. The book 
discusses Belarusian geography and history 

lived Belarusian National Republic 

nuclear accident. However 

Belarusian Popular Front and Malady Front 

organization. In May 2005 

politician 

restricted freedom for staging a series of unauthorized protests 
against the official results of the 2004 parliamentary elections 
and national referendum. The sentences were reduced by one year 
under an amnesty law. 


9. Belarus Seeks Technologies To Reduce Energy Dependence 
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On May 17 

Belarus\' primary goal is to develop new technologies to reduce 

energy dependence and increase consumption efficiency. According to 
Semashko 

$1 

kilograms. He said that Belarus\' draft state program of energy 

saving for 2006-2010 requires U.S. $5.3 billion in investments 
including $2.7 billion for upgrade of energy-generating facilities. 


10. Minsk to Consider Buying Crude Oil from Azerbaijan 


Following a meeting of the Belarusian-Azerbaijani commission for 
trade and economic cooperation on May 15 

Andrei Kobyakov said that tne government of Belarus will consider 
buying crude oil and petroleum products from Azerbaijan. Kobyakov 
explained the possible move by noting that the while the price of 

oil has risen 

percentage of oil prices. 


11. Minsk Tractor Works Reports 30% Increase in Exports 


On May 17 

exports in the first four months of 2006 over the same period in 
2005. From January through April the plant exported about USD 
190.9 million of products 

Russia 

reportedly increased by 15.4% and 10.5% 

company was established 

countries 

Iraq 

reportedly controls about 10% of the world tractor market and is 
seeking new markets in Latin America 

Europe. MTZ reportedly built 42 

than in 2004. 


14. Belarus\' Culture Ministry Gives The Da Vinci Code Adult Rating 


On May 17 

decided that people aged under 18 should be banned from watching 
the film The Da Vinci Code. The commission has not yet decided 
whether to screen the movie in Belarus 

movie were suspended on May 16. The Belarusian Exarchate of the 
Russian Orthodox Church has strongly condemned the release of The 
Da Vinci Code 

Dan Brown on the grounds that it injures the religious feelings of 
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believers. 


15. Alexander Lukashenko offered the following insight regarding 
democracy and the relationship between local and national 
governments: 


\"The main thing in this discussion should be inviolability of the 
vertical of power from the top to the lowest level 

should be no ‘exercises in democracy. If we destroy this 
foundation -- and the primary level is the foundation of the 
vertical of power - then we could start a game of democracy 
government and so on.\" 


KROL 
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affair aimed at smearing Interior Minister Sarkozy 

circle of suspicion continues to tighten around Prime 
Minister de Villepin. A key player and Villepin confidant 
has now admitted to having furnished the documents that 
implicated interior minister Sarkozy in the scandal 

also insists that someone else must have added Sarkozy\'s 
name. Although these new revelations may push public opinion 
to come to its own conclusions about Villepin 

clear that they may yet force President Chirac to reconsider 
keeping Villepin (assuming that Sarkozy does not leave the 
government first). Indeed 

French electorate alienated from a discredited political 
class simply does not care. Pending some dramatic new 
revelation or a breakthrough in the judicial proceedings 
therefore judge it no more likely than before that Chirac is 
preparing to dump his prime minister. End summary. 


The Stakes 

2. (C) Ref A laid out the basic facts of the \"Clearstream\" 
scandal that has become a classic French V'affaire dVetat 
with implications for a variety of leading industrial 

political 

however 

corruption and money-laundering in a 1991 sale of frigates to 
Taiwan than about the attempt many years later to manipulate 
the facts for political gain. The stakes are high 
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high 

three leading figures 

Minister Dominique de Villepin 

Sarkozy. It is politically explosive in that Chirac and 

Villepin are suspected to have been behind the manipulation 
with the aim of blocking the ascension of Sarkozy as ChiracVs 
successor to the presidency 

cherished hopes to rise himself and 

become an alternative to Sarkozy. 


Villepin\'s role growing 

3. (SBU) Ref A reported the May 12 revelation 

the meticulously kept notebooks of the spymaster Villepin 
asked to investigate the scandal 

instigated the investigation of Sarkozy 

on continuing it even after the spymaster had concluded that 
the Clearstream listings containing his name had been 
falsified. The notebooks also suggest that Chirac was aware 
of the ongoing investigation 

public declaration that Chirac was never involved. The clear 
implication of these early revelations was that Villepin was 
only too eager to investigate Sarkozy; what they do not 
indicate with clarity was who had put Sarkozy\'s name there. 


4. (SBU) In the latest revelations of May 19 

vice-president and Villepin confidant Jean-Louis Gergorin 
finally admits that he was indeed the source of the anonymous 
letters that conveyed to an investigating judge a list of 
individuals purported to hold accounts at Clearstream 
including Sarkozy. However 

good faith in relaying information given to him by an 
unidentified V'source 

corruption rather than political figures 

else\" must have put Sarkozy\'s name on the list (the computer 
expert working with Gergorin denies he did so). Although 
Gergorin does not implicate Villepin directly 

press interviews that Villepin was eager to pursue Sarkozy 
and that he wanted to keep Sarkozy in the dark as long as 
possible about the ongoing investigation against him. 


No proof 

5. (SBU) None of the above proves that Villepin was actually 
behind the smear on Sarkozy. But the circle of suspicion 
continues inexorably to tighten around him. It appears more 
or less established at this point that he exceeded his 
authority as foreign minister in ordering a spymaster to 
investigate French nationals -- and political figures in 
particular -- and that he failed to inform Sarkozy of the 
investigation even after it had exonerated Sarkozy. 
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Moreover 

responsible for the computer hacking that produced the list 

of names was acquainted with both the spymaster investigating 
Sarkozy as well as Villepin. The link to Chirac remains much 
less clear 

that Chirac was 

investigation. 
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Comment 

6. (C) There is still a difference between eagerly searching 
under all possible rocks (in order better to stone your 

rival) and actively placing something under a rock. And it 

is not clear that the full truth will be established any time 
Soon. From our perspective 

manipulated the data divert attention away from the main 
question about VillepinVs role as overzealous prosecutor or 
actual perpetrator 

knew what was going on. Although stories that Sarkozy knew 
more than he is letting on suggest he also was not entirely 
innocent of exploiting the situation for political purposes 
these are diversions -- perpetrated by those who themselves 
have an interest in lumping Sarkozy with Villepin and Chirac 
50 as better to defeat the center-right in the 2007 
presidential elections. 


7. (C) For the moment 

Sarkozy is determined to remain in the government pending the 
results of the ongoing judicial investigations. The latest 
revelations are likely to persuade public opinion that 
Villepin not only went too far in pursuing Sarkozy 

himself have instigated the Clearstream falsifications. 
However 

really cares. Students and labor unions took to the streets 
to protest against the First Employment Contract (CPE) 
because it would have had a direct impact on their lives. In 
this instance 

internecine struggle among corrupt politicians of all parties 
and one more disappointment with Chirac 

relevance for the issues about which they care most. 


8. (C) Chirac will likely hold on to Villepin absent some 
dramatic new revelation that more directly implicates him. 


Please visit Paris\' Classified Website at: 
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http://www.state.sgov.gov/p/eur/paris/index.c fm 
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system\" that existed prior to 2000. Within the first three 
months of the lifting of the ban on brothels 

closed 10 to 20 brothels for violations of license 
requirements; they continue to close 2 to 3 every year for 
various crimes 

illegal or trafficked worker. Less severe violations are 
penalized with warnings or with a temporary closure of the 
establishment 

ітровев temporary closures three to five times per year 
as these penalties impose a major financial burden on the 
owners 

Coster said that The Hague was one of the strictest cities 
іп the Netherlands when it comes to enforcing regulations on 
legalized prostitution. Other municipalities 

rural ones such as Groningen 

regulating the sex industry 

suggested that The Netherlands should adopt a national 
enforcement policy to prevent criminal enterprises from 
simply relocating to areas where enforcement is weaker. 


8. (SBU) Police controls in The Hague police district are 
conducted by a specialized force comprised of 19 officers 
who receive nearly one year of training in areas such as 
document screening 

pornography. These officers team with local police to cover 
the 16 municipalities in the district. The police conduct 
unannounced investigations of sex establishments at all 
times of day. Some visits are more in depth than others; 
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according to Coster 

establishments require closer scrutiny. Inspections can 
include questioning the owner 

compliance with health and safety codes 

prostitutes and checking their documents. If there is a 
question about the validity of a document 

go to Schiphol airport to consult with Immigration document 
experts. When asked about the large number of foreign-born 
prostitutes with apparently legitimate documentation 
conceded that it was possible that a large number of such 
women are potential victims. He added that many women 
attracted by the money they could make 
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false documentation. [Comment. As noted by other contacts 
not all foreign-born prostitutes with false documents have 
been trafficked. End Comment.] 


9. (SBU) According to Coster 

prostitution controls spend a lot of time on the street 

order to build trust with the prostitutes. Immediately 

after legalization 

establishments every day. Now that city officials and 

police are confident that they have very good control over 
the sector 

that the police across the country receive the same training 
on how to conduct controls 

himself as National Police Coordinator on Trafficking and 
Prostitution. Coster and Ludwig both felt that The Hague is 
effectively controlling the sex industry and added that some 
sex businesses 

moved out of The Netherlands because of the strict 
requirements they face under regulation. Coster also 
acknowledged that legalization means the government has two 
sectors to deal with (the licensed and unlicensed) instead 
of just one illegal industry 

additional capacity and alternative strategies to deal 
effectively with the unlicensed sector. He noted that 
government failure to adequately investigate and prosecute 
violations in the unlicensed sector would result in the 
licensed sector facing unfair competition and losing the 
incentive to comply with licensing restrictions. 


National TIP Center Highlights Police Techniques 


10. (SBU) Warner Ten Kate 

Nuijten 

Police 

Center for Human Trafficking and Smuggling (EMM) 
interagency resource center for TIP investigations and 
prosecutions that opened in mid-2005. Hank Werson 

of the unit responsible for training police to conduct 
prostitution controls and detect trafficking victims stated 
that police nationwide are required to make surprise 
inspections of licensed operations at least six times per 
year. Over 500 police officers have been trained to conduct 
the inspections. He said that an interview kit had been 
developed in 2004 to train officers on appropriate methods 
to question prostitutes to gain their trust and avoid 
degrading them. 


11. (SBU) Echoing The Hague officials 
spending time on the streets to build credibility with 
prostitutes was crucial. Werson added that the high 
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mobility of some prostitutes made building trust more 
difficult. He expressed hope that the Expertise Center\'s 
centralized database of police reports on potential TIP 

cases would improve coordination between police districts to 
reduce the adverse impact of mobility on investigations. He 
stated that each time police inspect a licensed sex 
establishment 

establishment and provide them with their business cards 
with a phone number where they can be reached at all times. 
Werson reported that he recently had accompanied The Hague 
police on brothel inspections and was present when they 
received a tip from a prostitute about a minor working in 
another club. As a result of that tip 

to remove the minor and close the club. Werson attributed 
the success of the investigation to the trust built up 

between the police and the prostitute. 


National Victim Registrar Helps Train Police 


12. (SBU) When police discover a TIP victim 
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the Foundation Against Trafficking in Women (STV) 
national registration office for TIP victims. STV registers 
the victims and coordinates with a network of service 
providers to place them in appropriate shelters and provide 
social services. STV also participates in police training 

to instruct the police on how to deal with trafficking 

victims. Director Maria de Cock stressed that STV 
considered trafficking to be totally different from 

prostitution. She said that STV does not request the police 
to provide information on the type of establishments (i.e. 
licensed or unlicensed) in which trafficking victims are 
found. She said that legalization is an ongoing process 
noting that prostitution had always been linked to criminal 
activities 

\"clean\" business. She said that the increase in the number 
of identified victims since 2000 was not necessarily an 
indication that there were more TIP victims in the country. 
Rather 

government authorities and the STV since 2000 had helped to 
better identify those victims that are here. 


National Government Perspective 


13. (SBU) Goodrich asked officials from the Ministries of 
Justice (MOJ) and Foreign Affairs (MFA) 
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MOJ study on the impact of the lifting of the ban on 

brothels in 2000. MOJ Senior Policy Advisor Sasja Hulscher 
who sits on the study steering committee 

are not yet available 

expected by July. She added that the committee is already 
trying to anticipate some of the findings 

develop legislative proposals to rectify possible weaknesses 
in the current legislation. 


14. (SBU) Andre van Wiggen 

Terrorism and New Threats division (which handles TIP 
issues) protested attempts to link prostitution with 

trafficking 

a domestic policy matter. The government would continue to 
assess the policy as needed to ensure that it was working as 
intended. Refering to the recent United Nations Office on 
Drugs and Crime (UNODO) report on global trafficking trends 
he further stated that because the Dutch are so open and 
maintain and publish such thorough statistics 

often unfairly singled out for criticism and analysis. The 
focus 

combat TIP 

bilateral "Next Steps" law enforcement action plan as a good 
example of such cooperation. 


TIP Rapporteur: No Rise in TIP victims in Sex Sector 


15. (SBU) Asked about municipal regulation of prostitution 
businesses 

Rapporteur for Trafficking in Persons stated that 
municipalities are free to keep licensed sex businesses out 
through administrative licensing policies 

reasons alone. They also stated that the question of 
whether prostitution had increased or decreased as a result 
of legalization was irrelevant - if it is regulated and 

legal 

concern. The Rapporteur does not report on the number of 
TIP victims identified in the legal and the illegal 

prostitution sectors; the Rapporteur relies on information 
from public prosecutors and police 

information 

request it. The staff noted that 

the trend in trafficking within the sex industry as a whole 
was of more interest 

trend. Referring to the rise in the number of TIP victims 
registered by STV since legalization in 2000 

staff stated that it was unclear whether this rise was due 

to the inclusion of Dutch victims in the more recent 
statistics 

sector 
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Under Dutch TIP law 

statistics. End Note.] They stated that they are 
increasingly realizing that \"numbers are relative 

it is very difficult to discern actual trends from available 
statistics. The staff stressed that all economic sectors 
are susceptible to TIP and that all should be looked at 
evenly 
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placed on prostitution. 


Scarlet Cord: Prostitutes Attracted by the Money 


16. (SBU) Toos Heemskerk of the Scarlet Cord 

NGO that provides assistance to prostitutes 

that high prices for prostitution 

Netherlands make prostitution an attractive option for women 
from foreign countries who want to make lots of money in a 
short time. The problem 

many women attracted by the money actually end up with large 
debts 

or to profit as much as they had expected. This could be 

due to a variety of factors 

that depend on the money 

get false documents 

trafficker who assisted them 

that it was difficult for the police to detect those who had 
come voluntarily 

prostitution because of debt. Heemskerk 

with prostitutes in the red light district of Amsterdam for 
almost 10 years 

in the number of window prostitutes over that time. She 

said she did not know whether there had been growth in sex 
clubs. Heemskerk appreciated GONL funding of programs to 
help prostitutes get out of the business 

government should provide more such funding. She echoed 
Schaapman\'s criticisms that too few police work in the red 
light district and that many prostitutes and brothel owners 

do not pay taxes; she suggested that the BIBOB law would 
improve the situation. Heemskerk suggested the government 
should assist prostitutes by imposing a requirement that all 
brothel owners post a sign with a number prostitutes can 

call for help 

establish a program to help prostitutes leave the sex 

industry. She echoed the comments of several others that 
government programs like the campaign to educate clients 
about TIP and the anonymous TIP reporting line were positive 
steps. 
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Criminologist: "Loverboys\' are Pimps 


18. (SBU) Utrecht criminologist Frank Bovenkerk told 
Goodrich that Dutch women exploited by \"loverboys\" аге 
essentially victims of trafficking by modern-day pimps 
whom they have a complex 

sometimes involving physical violence. He was critical of 
police controls on the legalized prostitution sector 
particular their capacity for detecting \"loverboys.\" He said 
that police have sufficient powers to take action against 
\"loverboys 

prosecutions under current laws would help deter the 
phenomenon. He added that some of the beat police who 
patrol Amsterdam\'s red light district complain that there is 
insufficient follow-up to criminal complaints received from 
prostitutes and passed on to the vice squad. 


19. (SBU) Comment. Dutch officials have consistently 
maintained that the lifting of the ban on brothels in 2000 
was intended as a tool to fight trafficking in persons in 
the prostitution sector. While government 

contacts acknowledged that the regulated sector is not 
completely free of trafficking victims 

even among those critical of police controls 

controls had resulted in the reduction of overall 
criminality 

that sector. None suggested that the legalization of 
prostitution had led to any measurable increase in the 
number of TIP victims or prostitutes in the country. End 
Comment. 
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Forum.\" The new organization would be more global in scope 
and less Eurocentric. (The ECMT currently has 43 member 
countries 

associate member countries.) The transformation would begin 
with next year\'s annual ministerial in Sofia 

process achieving completion in five years. 


2. U.S. Undersecretary of Transportation for Policy Jeffrey 
Shane recommended that the ECMT take up 

theme for next year\'s ministerial 

U/S Shane noted that this recommendation followed on May 
15-19 National Transportation Week events in the United 

States that highlighted transportation bottlenecks as an 
impediment to economic growth and job creation. U/S Shane 
added that congestion in the movement of people and goods was 
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a problem that was shared globally and therefore an 
appropriate subject for the ECMT 

international in scope. ECMT participants supported the 
recommendation 

transportation \"congestion\" or \"efficiency\" would be the 
better term for the focus area. Participants also asked 
whether the United States could take a leadership role within 
the ECMT in preparing the groundwork for the next 
ministerial. U/S Shane reserved on whether the USG would be 
in a position to accept this responsibility pending 
consultations with colleagues in Washington. (Note: The 
request for U.S. leadership in this area was noteworthy in 
that the United States is an associate 

the ECMT.) 

Kenny 
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Ironically 

a protest on the lack of press freedom that was blocked by 
police. End Summary. 


Usual Rhetoric 

2.(U) In a May 3 

communicators 

expression and that of the press are fundamental rights of 

the individual. He went on to reaffirm his support of the 
Tunisian media with V'a view to make it better equipped to 
reflect the deep changes our society is undergoing in its 

march towards democracy and modernity\" and to promise that 
\"we will strive to further strengthen freedom of the press. V 
The President expressed his support for a \"free 

and objective press\" and previewed a further opening of the 
national media to the private sector. This was the same 
message that he passed to journalists on World Press Freedom 
Day in 2005. (Ref A) Several journalists expressed their 
disappointment that the President did not use the opportunity 
to announce any new press initiatives; many were hoping that 
he would announce the licensing of new private media 

initiative which was rumored to be in the works as of 
November 7 


Tunisian Journalists Association (AJT) Report 

3.(C) On May 3 

released its annual report on the situation of the press in 
Tunisia. As opposed to last year 

simultaneously published by two different factions of the AJT 
(resulting in police interrogations and public 

recriminations) (Ref B) 
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unified report that repeated the usual criticisms of the 

financial and administrative situation of Tunisian 

journalists. As in past years 

of the challenges facing Tunisian journalists 

fact that no new newspapers were licensed and noting the near 
absence of investigative reporting or editorial comment on 
local issues. While the AJT report criticized the government 
owned-television s programming and also mentioned 
Vcensorship 

coverage of some events 

direct criticism of the GOT. In a subsequent AJT communique 
published on May 20 

his support for journalists in Tunisia. 


Tunisian Journalists Union (SJT) Report 

4.(C) Lotfi Hajji 

Journalists Union 

the press in Tunisia. Given the illegal status of his 
organization 

Tunisian journalists 

embassies. This years report is more straightforward than 
last year\'s SJT report (Ref B) in its direct accusation of 
GOT harassment of journalists and control over media outlets 
such as nominally private V'Ash ShourouqW (the most widely 
read newspaper in Tunisia). The report provides a level of 
detail not previously seen as it mentions specific cases of 
journalists who face financial hardships 

and unfair treatment. On May 12 

police headquarters and interrogated for four hours about an 
\"illegal\" meeting of \"civil society representatives" at his 
home in Bizerte. The list of representatives presented to 
him by the police included the names of his wife and brother. 
Hajji confided to Embassy personnel his belief that this 
interrogation was a further attempt to intimidate him given 
his public criticism of the GOT. 


GOT Blocks Demonstration for Greater Freedom of Expression 
5.(C) On May 3 

(Ref C) called for a demonstration in support of greater 
freedom of the press and expression in front of the 
headquarters of the government-owned Tunisian radio and 
television. Security forces blocked the would-be protesters 
from reaching the planned site. An October 18 communique 
stated V'Security forces in large numbers closed the entries 
leading to the assembly place and violently attacked several 
of the participants ... and arrested a number of young men 
who were released later.\" One Tunisian newspaper 

paper \"Al Mawgif\" reported on this event. 
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Media Coverage Diplomatic and Mostly Positive 

6.(C) On May 3 

supporting the idea of a free press. None dealt directly 

with the situation in Tunisia as all focused on general 
principles of a media sector \"free from ideological and 
political exploitation\" and committed to people\'s concerns.\" 
On May 4 

to the journalists with three government-owned newspapers 
publishing editorials praising GOT efforts to promote freedom 
of the press in the country. 


7. (SBU) In its May 11 issue 

bilingual weekly magazine \"Realites\" published a series of 
articles that cited specific challenges faced by the press in 
Tunisia. The first was an editorial in French entitled “Оп 
press freedom 

would improve the financial and professional aspects of 
Tunisian media to include transfer of ownership from one 
individual to a company 

making it easier to establish a new media outlet. The second 
was an editorial in Arabic on the need for greater debate and 
discussion in the local media. The magazine also featured 
two long and detailed articles (one in French entitled \"The 
Sad Destiny of Tunisian Journalists\" and another in Arabic 
entitled \"Addressing the Financial and Professional Needs of 
Journalists\") on the AJT report; both articles covered the 
report\'s presentation of the variety of problems faced by 
Tunisian journalists 

usually only discussed in media circles. The same issue of 
\"Realites\" also published a pointed interview with a retired 
GOT official 

which the official described the important role of the press 

in Tunisian independence and criticized Bourguiba for not 
having permitted greater democracy and political openness in 
the country. (Comment. This is the first time in memory 

that a Tunisian news outlet has so widely and clearly 
addressed the situation of the media in the country. Through 
the use of pointed 

managed to expose the weakness of the media environment in 
Tunisia 

GOT. End Comment.) 


Freedom of the Press in Tunisia -- Where does it Stand? 

8.(C) Comment. Tunisia\'s observance of World Press Freedom 
Day and the resultant series of events -- Presidential 
proclamations in support of a free press 

support of the President 

balanced AJT reports 

independent journalists such as Lotfi Hajji -- are a simple 
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repetition of events from previous years. The only new 
development is the willingness by some journalists 

those in V'Realites 

discuss the reality of a tightly controlled and handicapped 
Tunisian media. These journalists 

number and will likely continue to be limited in scope and 
power until GOT actions begin to match its rhetoric. 
HUDSON 
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6. (SBU) Charge Hume commented that the USG expected the UN 
to lead the humanitarian efforts and that the international 
community must support the African Union. The Charge and the 
UK representative expressed their support for a V'Friends of 
Darfur" group. The UK representative stated that it was 
contemplating providing the SLA offices in Khartoum and 
English language training. The Nigerians 

British 

training to the SLA. The Indian and E.C. representatives 

stated that even if the GNU supported the UN there would be 
\"groups\" 

the international community has to make sure terrorist groups 
do not find refuge in Sudan. The Pakistani representative 

as a troop contributing country 

peacekeepers would have the mandate to arrest the Janjaweed. 
Pronk responded that the mandate had not yet been issued. 
HUME 
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deportation notice soon thereafter 

suspended 

intervention of her employer 

Al-Dossari Hospital in Khobar. Yet Dr. Isaac recently 
received a notice from the Eastern Province (EP) branch of 
the health ministry 

medical license was suspended and that she had to leave the 
Kingdom before June 16. According to Markara 

the hospital director to Mohammed bin Naif 

of the Interior 

Isaac and her family were resigned to the fact that they had 
to leave the Kingdom 

shortly after they hosted a meeting of five or six fellow 
Christians in their house 

an unknown person who told her 

meeting in your house.\" 


2. (C) Markara and a friend of his 
resident expatriate Indian Christian community in the EP and 
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who was atthe meeting with PolOff 

of their knowledge 

several years where an expatriate Christian resident in the 
EP was asked to leave the Kingdom because of alleged 
religious activities. 


(APPROVED: KINCANNON) 
GFOELLER 
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deputy 

(Note: In the east 

Government- and LTTE-controlled territory are ill-defined. 
Vavunithivu is about three or four km from the nearest 
Government security forces installation.) 


3. (SBU) On May 22 Sri Lanka Monitoring Mission (SLMM) 
Spokeswoman Helen Olafsdottir told poloff that truce monitors 
had been unable to reach Vavunithivu the previous day to 
inspect the site but were currently en route. She confirmed 
that SLMM had received a request from the LTTE to bring 
Ramananvs family from the north to Batticaloa for the funeral. 


NGOS TARGETED; 
ONE EXPATRIATE INJURED 


4. (SBU) Also on May 21 grenades were lobbed into the 
offices of three foreign NGOs--the Belgian-based Nonviolent 
Peace Force 

Muttur in Trincomalee District. One Serbian employee of the 
Nonviolent Peace Force and two local civilians were injured 
in the incidents. The injured Serbian national (who had 
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apparently just stepped outside the office at the time of the 
attack) was airlifted to Colombo for medical treatment and is 
reportedly out of danger. 


5. (C) On May 22 Amin Awad 

and Acting UN Resident Co-ordinator 

share his concern that the Muttur incident 

targeted humanitarian agencies 

steadily worsening security situation. He reported that his 
office would draft a press statement condemning the attacks 
for local release and a suggested statement for possible 
issuance by the UN Secretary General. Awad said a U.S. 
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statement would be greatly appreciated. He added that he 
would be calling on other Co-Chair Chiefs of Mission to seek 
support 
doubted that the LTTE 
demeanor 
humanitarian agencies 
Tamils have suffered the most from the recent escalation and 
thus are more often the beneficiaries of international 
humanitarian aid in the area 
ethnic groups and even at certain levels in the Government of 
Sri Lanka (GSL) is that INGOs are \"pro-Tamil\" and even 
Vpro-Tiger 
Because UNHCR\'s mandate is to work with refugees and 
Internally Displaced Persons (IDPs) 
recently have been Tamil 
that UNHCR \"favors\" Tamils. For this reason 
encouraged aid workers in the area to target some 
representative portion of total assistance to Sinhalese 
communities as well 

He highlighted growing unease among the NGO community in 
Sri Lanka at recent reports of GSL intimidation of NGO 
workers 
German aid agency 
District interrupted by police who demanded to know the 
identities of Tamil and Muslim participants in the program. 


6. (C) Contacts at the Nonviolent Peace Force and at ZOA 
said that mission directors were traveling from Colombo to 
Muttur on May 22 and still had not assessed the situation 
completely. SLMM Spokeswoman Olafsdottir told poloff that 
monitors in Trincomalee believe that the culprits may have 
been disgruntled members of the local Muslim community who 
were \"not happy\" that these NGOs were working with Tamils 
often in LTTE-controlled territory. She said that her 

monitors had heard rumors that the NGOs had received threats 
before the attacks. Olafsdottir reported that the three NGOs 
had decided to close their offices in Muttur for the time 

being. 


7. (C) While Awad did not want to speculate about who might 
have perpetrated the attacks in Muttur 

disappointment at the GSL reaction in general to the 
escalating violence and increased flows of IDPs and refugees. 
Local Tamil residents who fled communal mob violence 
following the April 12 bombing of a market in Trincomalee 
(Ref A) told UNHCR they did not feel secure enough to return 
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primarily because police had stood by and watched as their 
homes were burned. Under UNHCR procedures 

will facilitate the return of those who express a desire to 

go back to their communities 

Governor of the Northeast (a former Sri Lanka Navy Commander) 
is demanding that all IDPs return to their homes within three 
days--whether they want to or not. Awad also noted with 
concern press reports that in the course of the inquest into 

the May 13 shooting deaths of nine members of the same family 
in Kayts (Ref B) 

could not provide security to local residents. (Note: Sri 

Lanka Army Spokesman Brigadier Prasad Samarasinghe told 
poloff he was still trying to confirm what was actually said 
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in court 

forces could not guarantee the security of all residents in 
areas like Kayts.) Some Kayts residents were reportedly 
fleeing to LTTE-controlled territory 

Olafsdottir confirmed that truce monitors had received 

reports of either 150 residents or 150 families--unclear 
which--staying at a church in Government-controlled territory 
in Jaffna awaiting passage into LTTE-controlled territory 

from Kayts. SLMM had received unconfirmed reports from some 
IDPs that the Sri Lanka Army had attempted to stop them en 
route 

hundred would-be refugees in the northwestern district of 
Mannar awaiting transportation by boat to India. UNHCR was 
still trying to confirm press reports that a boat with 

refugees en route to India from Sri Lanka had sunk over the 
weekend 


UNHCR CONSIDERS THRESHOLD FOR 
LOW-INTENSITY WAR JUST ABOUT MET 


8. (C) UNHCR has activated its contingency plan for 
low-intensity war (based on a threshold of 50 

IDPs) 

numbers of displaced) already.\" He noted that his agency\'s 
assessment of the need to begin contingency planning tracks 
with ICRCVs (Ref C). (Note: According to UNHCR\'s best 
estimates 

for India since January. Trincomalee District has the 
greatest number of recent IDPs 

still displaced after ethnic violence and GSL aerial and 
artillery strikes in April. End note.) The UN systemVs 
security level for Sri Lanka remains at three (out of a 
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possible five) 
Awad reported. 


9. (U) Text of the statement issued by the Office of the UN 
Resident Co-ordinator in Sri Lanka on May 22 follows below. 


Begin text: The United Nations Resident and Humanitarian 
Coordinator in Sri Lanka is appalled by the continuing 
despicable attacks on humanitarian workers in the north and 
east. 


Yesterday\'s grenade attacks on three international 
non-governmental organizations in Muthur 

District 

staff member and two civilians. Last week an employee of the 
Norwegian Refugee Council was shot dead in Vavuniya while 
returning home from work. 


We strongly condemn these attacks which undermine the ability 
of the humanitarian community to freely conduct operations 

and which instill fear into the thousands of men 

children to whom we provide relief and assistance. These 
attacks must be investigated and the perpetrators brought to 
justice. 


The Government of Sri Lanka and all parties to the conflict 
must ensure the protection and safety of all humanitarian aid 
organizations workig in the country. 

All parties must urgently hal the current escalation of 
violence which is affcting innocent civilians 


urgently towads a peaceful solution to the current impasse. 


End text. 


US EMBASSY STATEMENT 
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10. (U) Begin text: 


The United States condemns the grenade attacks committed 


Column 3 

Sunday 

organizations (INGOVs) in Muttur. The unprovoked attacks 
against Inter SOS 

resulted in injuries to several people 

expatriate NGO worker. These INGO\'s are working in Sri Lanka 
to meet humanitarian needs and bring people together in the 
search for a lasting peace in the country. Violent attacks 
against such organizations are deplorable and undercut 
efforts to lay the groundwork for a resumption of talks 
leading to a final settlement. 


COMMENT 


11. (С) Ramananvs killing is a setback for the LTTE; in the 
ongoing tit-for-tat violence 

reciprocate--and not necessarily with commensurate 
force--against GSL 

It is hard to say who may have decided to throw a few 
grenades into NGO offices in the ethnically polarized 
district of Trincomalee. There is a strong undercurrent of 
resentment against NGOs perceived as \"soft\" on the Tigers in 
some of the Sinhalese community; the same could 

be true in the Muslim community as well. But the more 
frequent the incidents of violence in Government-held 
territory--and the more obvious the failure of the GSL to 
provide security to local residents--the less the Government 
seems to be in control and the more it seems like only an 
ineffectual observer of the recurring bloodshed. 
ENTWISTLE 
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changed their positions so many times and have been co-opted 
by the government 

used to 

sheikhs 

used to be a truly independent thinker 

clear that the government was using him as a mouthpiece 
people don\'t trust him any more either." (Note: Al Mulla is 
ardently secular although he comes from a religious family. 
His former father in-law 

Vkind of a communist." End Note.) 


3. (C) AI Mulla thinks that the most interesting Saudi 
sheikh today is Sheikh Ibrahim al-Bleihi 

educated at Imam Mohammad bin Saud 

a long beard 

Al-Bleihi addressed a Shia forum in Qatif about two months 
ago that Al Mulla attended. Al-Bleihi\'s message is that the 
reason the Muslim world has problems is not because of a 
Zionist-Crusader conspiracy 
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of speech 

thinking 

learning. Al-Bleihi went on to say that the only way the 
Muslim world is going to get out of its rut is to learn from 
the West about accountability 

power of the free debate of ideas. \"He drives the al-Sahwa 
sheikhs crazy because he\'s right and yet there\'s no way they 
can attack him as a kaffir 

liberal 

weak spots they can attack.\" 


4. (C) Al Mulla volunteered as the campaign manager for the 
women\'s ΑΙ Watany slate of candidates in the February 2006 ЕР 
Chamber of Commerce and Industry elections. (reftel) He noted 

to the CG that he was not surprised that no women were 

elected 

appoint any women to the EPCCI board. He claimed EP Governor 
Mohammad bin Fahd and EPCCI Secretary General Abdul Rahman 
al-Rashed intervened to block the appointment of any women. 
(Note: Although not represented on the EPCCI board of 

Directors 

removing the former Secretary General of the EPCCI and have 
been very critical of al-Rashed\'s leadership. End Note.) 


5. (C) Bionote and Comment: Ahmed AI Mulla is a Sunni 
cultural activist and the elected spokesperson of the EP 
Literary Society. Born in 1960 

Sociology from King Saud University in Riyadh in 1982. He 
has written for many Saudi newspapers and published three 
books of poetry. Although a Sunni 

ShiVa activist/leader Jafar al-Shayeb and is working with him 
on human rights issues. He is also close to pardoned Sunni 
activist Ali al-Dumaini. He is a good example of the growing 
tendency of Shia 

in the EP to increasingly cooperate and support each other 
rather than simply focusing on V'their issue. V 


(APPROVED: KINCANNON) 
GFOELLER 
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out." Sujata Koirala (NC) noted that the Cabinet had many 
new faces. She noted that NC had wanted to retain the 
Education and the Local Development Ministries because those 
portfolios showed people that NC was working for them and 
thus NC would benefit from their work in those ministries in 
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the next election. She explained that working with teachers 
and local development workers helped expand the grassroots 
base of the NC organizational structure. She added that the 
Cabinet would include two or three other Ministers 

would be announced after the remaining smaller parties turned 
in their candidates. 


Civil Society Happy to See Fresh Faces 


5. (C) Subodh Pyakurel 

was happy with the expansion. He explained 

is that all these people have a good track record and now 

have the opportunity to be a Minister for the first time. V 

However 

minorities in the Cabinet. He wanted Yadav to remain as 

Deputy Speaker and hoped the government would appoint another 
woman as Water Minister. 


Business Worry About Ministries Still Vacant 


6. (C) Arun Kumar Chaudary 

of Commerce 

worried that the Ministry of Industry 

remained vacant. He commented 

smaller 

industry minister would be a bad match to business." He 
noted that V'much work needed to be done" for Nepal to meet 
full implementation requirements of the World Trade 
Organization by January 2007. He added that it would also be 
difficult for a non-business person with communist sympathies 
to deal with the ongoing Maoist extortion and threat to the 
survival of many industries. \"We need someone who 
understands the difficulties of the business community 
lamented. 


Comment 


7. (C) With the new Cabinet in place 

will focus on getting services to the people 
what the government can do for them 
legitimacy of the government in rural areas. 
MORIARTY 
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Pos\" 

last Saturday 

victim was reportedly hospitalized May 9 but died before he 
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could be transferred to Dr. Sutomo Hospital 

hospital. According to Siloam Hospital officials 

patient was admitted with pneumonia and high fever. As his 
condition worsened 

and took blood samples which they sent to the MOH laboratory 
in Jakarta. In addition 

production of shuttle cocks used in badminton fell ill 19 

May and passed away May 21 atthe Infectious Diseases 
Hospital in Jakarta. In both instances 

identified H5N1 infection in the diagnostic samples. 
Confirmation is pending at the U.S. CDC and the UHK. 


Human Al Case Profile 


7. (U) The recent activity in the past week has brought the 
number of confirmed H5N1 cases in humans in Indonesia to 44 
with 34 deaths. An additional 6 cases are probable. All 

told 

confirmed or probable 

percent). 


8. (SBU) NAMRU-2 data indicates the following Al-related 
case profile as of May 22: 


-- Number of laboratory confirmed (positive PCR and/or 
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serology) human Al cases: 44 
(fatality rate of 77 percent). 


-- Number of probable Al cases: 6 
rate of 67 percent). 


-- Number of cases awaiting verification by the US CDC: 4. 


-- Number of possible Al cases under investigation: 
approximately 18. 


-- Number of excluded Al cases: 302. 
PASCOE 
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VArgentine Miracle.\" (Note: there will be no Weekly 
Report for the week ending May 26 due to American and 
Argentine holidays. The Weekly Report will be resumed 
with a bi-weekly special edition on June 2. End 
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Note.] 


bonds. 


1. On May 11 

2012 (a USD-denominated bond maturing in 2012) 
market value of USD 200 million 

Venezuela (GOV). The GOA sold the bonds at market 
prices that translate into a yield of 7.59 percent. 

With this purchase 

Argentine bonds worth USD 1.5 billion (at face value 

or USD 1.2 billion at market value) in 2006. In 2005 

the GOV purchased USD 1.9 billion of GOA bonds (USD 
1.6 billion market value). 


GOA runs an ARP 1.5 billion primary fiscal surplus in 
April -- lower than expected. 


2. The GOA announced a primary fiscal surplus of ARP 
1.5 billion in April 

1.7 billion 

same month last year. April\'s surplus brings the 
accumulated fiscal surplus for the first four months 

of 2006 to ARP 6.4 billion 

ARP 5.2 billion target for the period. The lower-than- 
expected April surplus is the result of rapidly rising 
spending levels -- mainly debt interest payments 
transfers to provinces 

expenditures -- as well as lower revenues due to the 
extension of the income tax payment deadline to May. 
Ambito Financiero reported that the April surplus 
figures were padded by ARP 600 million that the GOA 
received from the Central Bank (BCRA) in April for 
profits that the BCRA earned in 2005. (No detailed 
data is yet available to confirm this report). The 

primary fiscal surplus decreased 31% у-о-у. The BCRA 
consensus forecasts an ARP 22.3 billion (or 3.5% of 
GDP) primary fiscal surplus for 2006. 


Planning Minister De Vido delays negotiations with 
Bolivia on gas prices. 


3. On May 18 
Planning stated that Minister Julio De Vido had 
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postponed his trip to Bolivia to negotiate the price 

at which Bolivia will export gas to Argentina. The 
Minister's trip had originally been scheduled for Мау 
16. No further details were provided as to when the 
Minister will travel 

provided on the status of negotiations. Argentina 
currently imports 5% of its gas consumption from 


Bolivia at a \"solidarity\" price of USD 3.20 per 

million cubic meters 

ranges from USD 2.00 to USD 8.00 per million cubic 
meters. According to reports 

wants a 6596 increase to more than USD 5 per million 
cubic meters the price of gas. 


Congress approves the creation of the state-owned 
water company AYSA. 


4. On May 17 

decree approving the creation of the state-owned water 
company AYSA (Agua y Saneamientos Argentinos SA). The 
bill received 37 positive votes 

one abstention. [The Chamber of Deputies approved the 
creation of AYSA at the beginning of April.] AYSA had 
been providing water and sewage services to the city 

of Buenos Aires and fourteen suburban areas of the 
province of Buenos Aires since March 

rescinded Aguas ArgentinasY concession contract. 
According to the decree 

will belong to the GOA 

will be given to AYSA\'s employees union. The company 
will have an initial capital of ARP 150 million and 

will be managed by the Ministry of Planning 

also will be responsible for designating its board of 
directors. 


GOA sends а bill to Congress to modify UIF\'s 
structure. 


5. On May 16 

would modify the structure of the Argentine financial 
intelligence unit (UIF). Highlights of the bill 

include: 

- The UIF will be run by a President and Vice- 

President 

confirmed under the same process as a Supreme Court 
Justice 
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According to media reports 

Rozas 

will be the GOA\'s candidate for President of the UIF. 
- The UIF will have a Council of Advisors 

represent 7 GOA agencies including the Central Bank 
AFIP 

Economy 

Commission; 

- The UIF President will make all decisions 
consulting with the Council of Advisors 

not need to accept their advice; 


6. We expect that the bill will be approved without 
major opposition. However 

similar or related bills pending or about to be 
introduced 

finance a crime 

be amended or merged into a larger bill. The UIF 
currently is operating with only one of its five 
directors in place. 


Wheat exporters agree to limit exports to supply the 
domestic market and avoid price increases. 


7. On May 18 

considering a 30-day freeze on wheat export permits -- 
similar to the 180-day meat export ban implemented at 
the end of March -- to avoid domestic price increases 
in bread and flour and thus keep inflation under 

control. However 

denied those rumors later that day. Wheat producers 
must register any planned exports with the GOA 

has the right to temporarily suspend wheat exports to 
guarantee domestic needs. The 2005/2006 wheat crop 


dropped to 12.5 million tons -- compared to 16.0 
million the previous year -- which analysts believe is 
not sufficient to supply both exports (mainly to 
Brazil) and domestic demand. The slide in wheat 
production was partially caused by drought weather 
conditions 

soybeans 

exported 8.7 million tons of wheat in 2005. Exports 
this year (to May 15) were 3.3 million tons. 


8. After a meeting with the Minister of Economy 
Miceli on May 18 

export association and the flour miller association 
committed to supply the domestic market with 5.5 
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million tons of wheat this year 

sufficient to guarantee that domestic flour prices 
remain unchanged. 


March monthly economic activity index up 7.7 percent 
у-о-у - weaker than expected. 


9. The monthly economic activity index increased 7.7 
percent y-o-y in March -- well below the BCRA market 
survey forecast of 8.6 percent. This was the weakest 
growth rate in the past eight months 

deceleration from the 9.5 percent increase in 
February. However 

low point in the first quarter of 2003 and 9.8 

percent above its pre-crisis high 

quarter of 1998. The growth in the index came from a 
7.2 increase in goods (mainly from industry and 
construction) and an 8.5 percent increase in the 
Service sector (mainly from the financial sector). 

The index increased 0.1 percent m-o-m. The latest 
BCRA consensus survey estimates 7.6 percent economic 
activity growth for 2006 

its previous forecast of 8.6 percent. The monthly 
economic activity index is viewed as a reliable 

leading indicator of GDP. 


Unemployment fell 1.6 percent y-o-y to 11.4 percent in 
the first quarter 


10. The GOA announced that the unemployment rate 
dropped 1.6 percentage points y-o-y to 11.4 percent 

in the first quarter of 2006. However 

increased 1.3 percentage points q-o-q from 10.1 
percent in Q4 2005 due to seasonal factors. According 
to the GOA survey 

unemployed out of a workforce of 10.8 million. 
Excluding participants in the Head of Households 
income supplement plan 

14.1 percent 

quarter of 2005. The GOA projects that unemployment 
will be below 10 percent at the end of 2006. 
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11. Industrial production index increased 7.7 percent 
y-o-y in April 

7.4 percent and a slight acceleration following a 7.5 
percent increase in March. During April 

growing sectors were car production (+21 percent) 
metallic minerals (+17 percent) 

percent) and chemicals (+11 percent). There was a 
slight decrease in paper and cardboard 

percent. The index decreased 2.1 percent m-o-m 
without seasonal adjustment and increased 0.3 percent 
m-o-m when seasonally adjusted. The BCRA consensus 
survey forecasts 6.8 percent industrial production 
growth for 2006 -- unchanged from last month\'s 


forecast. 


12. The industry-wide capacity utilization index 
reached 71.6 percent in April 

percent in April 2005. The sectors with the highest 
capacity utilization rates were metal-based industries 
(96 percent) 

(83.6 percent). The sectors with the lowest capacity 
utilization rates were auto production (50.6 percent) 
tobacco production (60.1 percent) and minerals (62.6 
percent). 


GOA beef export ban has caused USD 180 million in 
losses. 


13. According to the meat industry 

has caused USD 180 million in losses since it was 
implemented at the end of March. The sector estimates 
that if the ban remains in effect until September 
(when the ban is scheduled to end) 

USD 600 million 

contracts that were broken by GOA delays in issuing 
permits for exports to the European Union under the 
Hilton quota and for other products sold before the 
ban went into effect 

from the ban. Chief of Cabinet Alberto Fernandez 
recently reiterated the GOAVs position that the export 
ban will remain in effect until domestic beef prices 
stabilize. The export ban has also forced 
slaughterhouses to lay off thousands of workers. 


GOA warns oil companies to invest or lose their 
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concessions. 


14. On May 16 

warned oil executives that the GOA will withdraw 
concessions on oil fields where companies are not 
exploring. The hydrocarbons law (N 17.319) 
establishes minimum investments for oil fields 
including requirements to explore fields covered by 
the concession. In January 

issued a resolution requiring companies to submit 
detailed exploration reports for 2005 and the first 

half of 2006. The GOA will withdraw concession from 
companies that do not invest or reallocate those 
concessions to other companies who are willing to 
invest. Oil and gas production dropped 5 percent and 
1.4 percent 

estimates have fallen to 10 years of supply. 


15. On May 18 

provinces -- especially Neuquen the largest oil and 
gas producer province -- envision that cancelled 
concessions will be transferred to the provincial 
government instead of to the federal government. 


16. The BCRA announced a 0.5 percent increase in its 
repo lending rates 

to 7.50 percent (rate at which the BCRA offers 
financing and adds liquidity to the system) and its 
passive rates to 5.00 percent for one-day and to 5.50 
percent for seven days (rates at which the BCRA 
borrows funds and absorbs liquidity). According to 
BCRA officials 

not generate an increase in the cost of credit for 
individuals and enterprises. This is the first 

increase in passive repo rates and the second increase 
for active repo rates since the beginning of the year 
and it continues the current upward trend in domestic 
market interest rates. 


BCRA may sell its Boden 2011 holdings to sterilize its 
intervention in the foreign exchange market. 


17. In an interview on May 12 
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Martin Redrado said that the BCRA may sell its 
holdings of Boden 2011 to supplement the BCRAVs 
absorption capacity. The Boden 2011 is a peso- 
denominated bond adjusted by CER (CPI-linked index) 
with a 3.5 percent coupon. The BCRA received ARP 6 
billion of these bonds from the GOA in compensation 
for its repurchase of provincial quasi-monies in 2003 
and is the only holder of this bond. Some analysts 
have argued that the BCRA may have problems containing 
the money supply this year as the BCRA continues its 
policy of rebuilding reserves. However 

downplayed any concerns about the BCRA having 
difficulty sterilizing the pesos it emits when as it 
intervenes in the FX market. 


BCRA rolls over its maturities and increases rates for 
some of its Lebacs. 


18. The BCRA received ARP 1 billion in bids at its 
May 16 Lebac and Nobac auction 

800 million in Lebacs that came due during the week. 
Lebac accepted bids totaled ARP 667 million 
representing 84 percent of the total 

accepted for the remaining 16 percent. The yield on 
the 28-day Lebac increased 25 basis points from 6.50 
percent to 6.75 percent 

Lebac decreased slightly from 6.86 percent to 6.80 
percent and the yield on the 84-day Lebac increased 
from 7.00 percent to 7.15 percent. The yield on the 
longest term instrument 

10.20 percent. Lebacs for maturities of more than 280- 
day were withdrawn due to lack of interest. The 
spread on the one-year Nobac decreased from 2.16 
percent to 2.14 percent 

remained in 3.39 percent. The Badlar rate (the base 
rate for Nobacs) is currently at 8.9 percent. 


Banks present profits of ARP 225 million in the first 
quarter of 2006. 


19. Several banks listed on the Buenos Aires stock 
exchange presented their balances for the first 
quarter of 2006. Most reported profits 

Banco Patagonia (ARP 76 million 

Banco Macro Bansud (ARP 73 million 

Banco Frances (ARP 41 million 

Banco Hipotecario (ARP 64 million 
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However 

million 

previous quarter. Galicia\'s negative results were 
primarily produced by its decision to accelerate its 
discount lending repayments to the BCRA. 


GOA reportedly will delay gas tariffs increase for 
industrial and commercial users until next year. 


20. On May 16 

delay gas tariff increases for industrial and 
commercial users supplied by Gas Ban -- one of the 
main providers of natural gas in the city of Buenos 
Aires -- until 2007. This delay comes despite an 
April 10 decree that authorized a 15 percent average 
tariff increase for Gas Ban customers (including 
commercial 

The same day that the decree was published in the 
Official Gazette 


Planning said that tariff increases for residential 
consumers would not go into effect until 2007 

the published decree. Now it appears that gas tariff 
increase will not go into effect for industrial and 
commercial users either. Local experts also predict 
that the Argentine government will be reluctant accede 
to tariff increases in 2007 


21. On May 18 

(including the banking 

rural transportation and industrial sectors) met with 
deputies from the Labor Committee to voice their 
concerns about changes to labor legislation that are 
being considered in Congress. The business sector has 
two major concerns: (1) an amendment to article 66 of 
the Labor Law that would define an employee as being 
fired if the employer changes his labor conditions 
without his prior agreement 

eliminate the maximum threshold for severance pay in 
case of layoffs. After the meeting 

associations jointly issued a press release saying 

that these proposed changes would negatively affect 
employment rates and economic activity. 
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Consumer Confidence Index up 5.1 percent m-o-m. 


22. The consumer confidence index -- measured by 
Torcuato Di Tella University -- increased 5.1 percent 
m-o-m in May to 56.8 points 

April. Two of the three index components increased: 
consumer willingness to purchase durable goods and 
real estate (+15.3 percent m-o-m) and personal 
situation (+4.0 percent m-o-m). There was a slight 
decrease in the third component of the index -- 
consumer sentiment towards the macroeconomic 
environment -- down -0.7 percent m-o-m. The index 
increased 3.3 percent in the first five months of 2006 
compared to the same period last year and 10.4 percent 
у-о-у. The index is based on surveys of individual 
economic sentiment and consumer willingness to 
purchase durable goods 


week 


23. The peso depreciated 0.3 percent versus the USD 
during this week 

higher than last Friday\'s close. The peso\'s 
depreciation this week is attributed to the BCRA\'s 
intervention in the foreign exchange market as well as 
higher private demand for dollars due to rumors about 
a wheat export ban (see story above) and some 
contagion effect from international markets. The BCRA 
purchased USD 323 million in the FX market in the 
first four days of the week 

million and lower than the daily average of USD 102 
million during the first three weeks of May. The peso 
exchange rate has depreciated 0.7 percent since the 
beginning of the calendar year. The BCRAV's reserves 
now (as of May 16) stand at USD 23.9 billion 
increased USD 5.4 billion 

GOA prepaid all of its IMF debt on January 2. 


Commentary of the Week: \"Obstacles to the VArgentine 
Miracle" 
published in La Nacion on May 14 


24. Argentinas economic indicators have turned in a 
spectacular performance 
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ofrecovery. The cumulative GDP increase during that 
time was 39 percent 

rose 47 percent; it is confirmed by the 43 percent 
increase in the volume of exports and the 163 percent 
increase in imports 

increased 53 percent and construction 122 percent. 
Furthermore 

exceed 7.6 percent. 


25. There are various factors that explain this 
strong recovery: 


- An extraordinary external context 

growing above its historic average rate for the fourth 
year іп a row 

could stay in place for the long term due to the 
insertion of China and India in the international 
scene as major consumers of primary materials; 


- The \"technical bounce\" that occurs after any 
collapse; and 


- Correct macroeconomic management by this government. 
On one side 

fiscal surplus and sensibly reduced financial 

obligations for the next few years in the debt 

restructuring. On the other side 

a high surplus in the current account by maintaining a 

high and competitive exchange rate. Thus 

has experienced an unheard of three consecutive years 

of twin surpluses (fiscal and current). 


26. Because of this 

happened in the past 

verge of any sort of macroeconomic explosion 
irreversible crisis. In fact 

opposite situation. The Government has the 
opportunity to reach an \"Argentine miracle.\" But 
there are at least three obstacles to the country 
reaching a high and sustained growth rate. 


27. First 

doubt 

impressive 

to 22 percent today. However 

functional linkage between the level o investment and 
growth in the economy 

insufficient to sustain a robust rate of growth. In 

reality 

capital of the economy (13 percent of GDP) from gross 
investment (22 percent of GDP) 
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investment figure (increase in the stock οἱ capital) 
of 9 percent of GDP. This flow of investment has a 
productivity (marginal and average) of approximately 
0.4 (i.e. 

produces a 0.4 percent increase in GDP or 

the ratio of capital to production is 2.5). Clearly 

by investing 22 percent of GDP 

percent ((22-13) x 0.4). However 

per year 

percent of GDP. In short 

points of GDP short of what we need to grow ata 
significant pace (5-6 percent per year) 

particularly lacking investments by large companies 
in public service companies 

investment. 


28. Concerning investment in privatized public 
utilities 

contracts and the pesification and freezing of 

tariffs. Four years later 

created a new regulatory framework 

no other choice but to limit their investments. The 
sector today has an inefficient division: old 
investments with sunk capital and frozen tariffs run 
by the privatized contract holders 

investment is being made by the Government 
money from fiduciary trust funds that receive special 
tax and surcharge revenues. This Argentine invention 


has all of its incentives backwards. The private 
concession holders don\'t invest due to the lack of 
profitability and the risk of an V'Evo-ization 

the State does everything at a much higher cost and 
over a longer period of time. It will be very 

difficult to improve the productivity of capital and 
increase investment with this system of perverse 
incentives in place. 


29. Concerning foreign direct investment 

share of the total flow of foreign direct investment 
into Latin America is falling 

of the total versus 14 percent in 1996-2000. 
Furthermore 

profits generated from this investment is being re- 
invested 


30. This lack of significant national or foreign 
investment is due to the governmentVs excessive 
intervention in the market 

rules of the game 

all of which prevent a predictable investment horizon. 
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The response of the Government to this lack of 
investment has been to revive the archaic idea of the 
States supplementary role as a substitute for private 
investment. The State 

directly making the needed investments 

the conditions needed to attract private investment 
that would produce a qualitative leap in productivity 
and thereby consolidate the strong quantitative growth 
of the last few years. 


31. Secondly 

are accumulating. Particularly worrisome is the use 
of the price system and trade policy as anti- 
inflationary tools. The current system of \"political\" 
prices and subsidies is perverse because it stimulates 
demand and reduces supply 

and what is abundant 

distortions no longer fulfill their role reflecting 

the relative scarcity of goods and inputs 
disequilibria between supply and demand 

and poor allocation of resources 

growth prospects. 


32. Lastly 

obstacle. Countries that have reached high and 
sustained levels of growth have governments that: (1) 
work from an strategic plan and don\'t try for short- 
term political gains that detract from their long-term 
objectives; (2) stimulate social mobility by promoting 
equality of opportunity in the education system 
rewarding hard-work 

increase their investment in research and development; 
(4) work actively to obtain greater openness of 

foreign markets and to generate externalities for the 
development of productive clusters; and (5) create the 
mechanisms for the efficient use of resources and 
increases in productivity. Unfortunately 

Argentine State has caused considerable delays in all 
of these areas. 


33. In conclusion 

environment and the macro stability it has reached 
Argentina has the possibility of a brilliant future 

after 30 years of mistakes. Nevertheless 

economic policy of the current government 

faces significant barriers to reaching the V'Argentine 
miracle." | hope | am mistaken. (Note: We reproduce 
selected articles by local experts for the benefit of 

our readers. The opinions expressed are those of the 
authors 
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believed the joint secretary level of the GON contained very 
competent officers 

given from their political masters. Ghani noted that the GON 
did an impressive job of tracking government revenue and 
expenditures down to the district level. Ghani commented 
that he thought the GON leadership was realistic and 


understood its weakness and past failures. 


DIFFERING VIEWS ON MAOIST INVOLVEMENT WITH TRANSITION 


5. (C) The Norwegian Ambassador suggested that donors should 
wait for Maoist agreement before pressing ahead with 
development projects. Ghani reiterated however 

needed to gain legitimacy by delivering services. Ambassador 
Moriarty and Ghani agreed the GON would have to consider 
pushing forward the constituent assembly process regardless 

of whether Maoists were on board or not 

the European Ambassadors visibly uncomfortable. Ambassador 
Moriarty commented that donor mentality in Nepal was geared 
solely at economic development and not toward bringing 

political stability. He noted that economic aid programs did 

not limit the influence of the Maoists. He suggested that 

the GON and donors may have to force the Maoists to make 
choices which would reveal their true intentions rather than 
seeking Maoist approval for development work in the country. 
He said donors should support the GON\'s priorities (reftel). 


COMMENT 


6. (C) Ghani stressed the need for the GON to push forward 
regardless of Maoist intentions 

GON setting and accomplishing three or four priority 
development goals 

of Nepal. Ghani continued to reiterate his positions 
throughout the evening of conversation 

prove helpful in persuading other donor countries of the need 
to support the GON during this critical transition period. 
MORIARTY 
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that he 

Iraqi oil minister 

indicated that the GOI had invited al-Shahristani\'s 
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predecessor to visit Delhi and suggested MEA would now like 
to revitalize that channel. D/PolCouns will also deliver 

reftel demarche at the working level in the Foreign Ministry 
on May 23. 


3. (C) COMMENT: That India so quickly issued a warm statement 
of support for the new Iraqi government is not only a welcome 
endorsement for the Maliki government but also signifies that 
India recognizes that it has clear equities in Iraq -- 

including in the oil sector -- and that instability in Iraq 

also has a direct impact on India 

Muslims 


4. (U) BEGIN TEXT OF INDIAN STATEMENT: 


The Government of India welcomes the formation of a new 
Government in Iraq headed by Prime Minister Mr. Nouri K. 
Al-Maliki 


The Prime Minister has sent a message of congratulations to 
Prime Minister Al-Maliki wishing him success in carrying out 
his new responsibilities and wishing the people of Iraq 
success in their efforts to bring peace 

stability in Iraq. Prime Minister has conveyed that India 
looks forward to further strengthening the traditionally 

close and friendly relations betwen the two peoples and 
countries in all fields 

willingness to continue its assistance in the reconstruction 
of Iraq and to cooperate with Iraq in areas of mutual 
interest. 


New Delhi 
END QXT. 


5. (U) Visit New DelhiVs Classified Website: 
http://www.state.sgov.gov/p/sa/newdelhi/ 
MULFORD 
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looked into Mayrow-associated company linkages within the ОАЕ 
and the Gulf region. AbZ reiterated several times that the 
UAEG took the information provided by the USG \"very 
seriously" and was taking \"all necessary steps\" to 
investigate the companies in question 

individuals associated with them and the linkages among the 
firms 

such activities on UAE soil. He asked that the USG \"not 
place the UAE in an awkward situation\" while such 
investigations were underway. Three of the companies had 
been shut down 


Column 3 
remaining Mayrow-associated companies and individuals \"in a 
week or so." END SUMMARY. 


2.(S) Embassy and ConGen have briefed federal and Dubai 
Emirate senior officials on the urgent need for updated 
information on actions taken to shut down the activities of 
Mayrow and associated Dubai-based companies suspected of 
acquiring IED components since the April 30 demarche to 
Foreign Minister Abdullah bin Zayed and May 1 demarche to 
Dubai State Security Director Mohammed αἱ Qemzi (refs A 


3. (S/NF) The following summarizes Embassy and ConGen 
actions and UAEG responses: 


--On May 19 and 21 

Abdullah bin Zayed (AbZ) 

information on Mayrow and associated companies. On May 19 
she noted that three Dubai companies had been reported as 
closed and another two as being V'on the way\" to being closed 
(ref B). The status of the latter two 

others (Yaghmaie and Ghasir) 


--On May 21 

concern that Mayrow 

continued to operate since the April 30/May 1 demarches. She 
informed AbZ that Embassy and ConGen officers had contacted 
State Security Dubai directly on the need for a status 

report 

specific individuals was important as these individuals 

should not be permitted to relaunch their activities under 

new company names. AbZ agreed to follow up with SSO Dubai. 
Не reiterated how seriously the UAEG took these reports 
especially in view of the UAE Special Force presence in 
Afghanistan (250-strong). 


--Per ref C 

shipment of components destined for Atlinx Electronics to the 
United States and to enter Mayrow and associated companies 
into its data base. On May 22 

Department informed DHS/ICE attach that Dubai Customs had 
discovered that another shipment (digital components and 
silicone) related to the May 6 seizure had been discovered. 
This second shipment had arrived in Dubai on May 2 and was 
subsequently released to Atlinx before Dubai Customs had 
entered of Mayrow or associated companies its database (ref 
C). Note: as of May 22 

attach has any information of subsequent U.S. 
origin-shipments arriving in Dubai destined for Mayrow or 
associated companies. 


--On May 20 
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against Mayrow and related companies and the individuals 
associated with them. However 

provided a response. Further details are being reported via 
separate channel. 


-- Ambassador informed Foreign Minister AbZ May 22 afternoon 
that -- although three companies have been reported as closed 
-- the lack of updated information could well result in 

public and media scrutiny of why two (and possibly more) of 
the eight companies named in ref A demarche were still 
apparently operating three weeks after federal and Dubai 
authorities were notified of USG concerns. An hour later 

the Foreign Minister telephoned Ambassador to report that 
details on the remaining five Mayrow-linked companies would 
be provided \"within a week or so." He requested Washington\'s 
forbearance as the UAE authorities looked into 
Mayrow-associated company linkages within UAE and the Gulf 
region. AbZ reiterated several times that the UAEG took the 
information provided by the USG V'very seriously" and was 
taking all necessary steps to investigate the companies in 
question 

the linkages among the firms 

prevent the reappearance of such activities on UAE soil. He 
asked that the USG \"not place the UAE in an awkward 
situation\" while such investigations were underway. He added 
that \"20 of the 24 Iranian companies in Dubai" of concern to 
the U.S. and UAE had been closed. 

SISON 
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5. (C) Ambassador Loftis commended the Czech Republic for its 
contributions in the fight against terrorism in Iraq 

Afghanistan 

done by Czech troops in the Balkans. He shared current U.S. 
thinking on the necessity for a substantial civilian 

component as a part of an effective strategy for combating 
counterinsurgencies (Note: this prompted several welcoming 
nods from MOD officials who have previously shared their 
frustrations at getting other ministries to commit civilian 
personnel to Czech deployments in places like Afghanistan. 
End note). Smigolova believes the gradual transfer of 
operations in Afghanistan to ISAF is the appropriate 

strategy. While the crucial security situation had not 
improved 

reassert control over the entire country. 
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6. (C) Smigolova predicted the Czech Republic 

contribution of 100 MPs for training Iraqi forces would 
continue in 2007. The Parliament is likely to approve an 
extension of the deployment 

language referring to a possible eventual transfer of command 
to the NATO structure would have to be retained. Ambassador 
Loftis underscored the importance of early discussions with 
the United States should the Czech Republic ever consider to 
withdraw from any of its troop commitments in support of the 
fight against terrorism. The U.S. goal is to have a 

controlled transition in Iraq 

our allies. Both Smigolova and Jahoda made a similar request 
asking for early U.S. information-sharing and consultations 

on any exit being considered by Coalition partners. As a 

small country 

problems stemming from changes in the deployments of allies 
particularly ones that provide the Czech Republic with 
logistical and other support. 


7. (C) Ambassador Jozef Braun 

Counterterrorism 

position 

foster flexible and effective communication structures within 
the GOCR to facilitate the fight against terrorism. Smigolova 
shared her belief that intelligence exchange within NATO is 
not working well. She suggested increased bilateral 
intelligence-sharing 

intelligence structures at NATO. OSD Principal Director for 
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European and NATO Policy James Townsend agreed that 
information and intelligence sharing are issues commonly 
heard among the Allies. While he acknowledged there is much 
work to be done to address these issues 

the progress that has been made over the past few years. He 
told the Czech representatives that battlefield intelligence 
sharing among deployed coalition or Allied forces is a high 
priority for the U.S. and invited them to raise any specific 
problems in this arena for our review. 


8. (C) Smigolova looked forward to the Riga summit as an 
opportunity for the alliance 

by the Czechs at Sofia that members also meet at the 
Political Directors level to carry the goodwill of leadership 
meetings into the working levels of the ministries. 
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9. (C) Smigolova listed two priorities for the Czech Republic 

in the area of NATO enlargement: (1) Democratization and laws 
should be considered a more important criterion than military 
capacity when considering the admission of new members (i.e. 
Ukraine and Georgia); (2) NATO enlargement should not weaken 
the alliance by diluting members 

Smigolova drew the conclusion that before the next round of 
talks on NATO enlargement 

internal strategic discussion about whether to concentrate on 
collective defense or security cooperation. Smigolova also 
cautioned about the possible need for a Riga communique on 
NATO enlargement 

summit that little had been achieved. 


10 (C) Smigolova commented on the inconsistencies in NATO 
association agreements 

explain in the Balkans how countries such as Belarus could be 
PFP members. She cautioned about the possible negative 
reaction in Belgrade if future applications from Montenegro 

or Kosovo were approved before Serbia 

for a long time. (Note: The policy of the Czech Government 
remains that Belgrade must cooperate with ICTY before further 
international linkages can be made. End note). Smigolova said 
the Ukrainian elections had been a good signal 

need to clarify if Ukraine actually wanted to join NATO 

if it just saw NATO as a necessary step for joining the EU. 

She thought that NATO could discuss a Membership Action Plan 
for Ukraine in 2008 but not full membership. Smigolova said 
transformation in Georgia was slower than had been hoped 
believed that Georgia should be granted an intensified 
dialogue when NATO deemed it ready. She praised the U.S. 
paper on partnerships and recommended that partnership 
initiatives should be concentrated on countries with shared 
values. Ambassador Loftis highlighted the U.S. view that 

the context of NATO 

obligations. He noted the United States might place even 
greater emphasis on military capacity when making membership 
decisions. The Czech side remarked that NATO needs to review 
the Strategic Concept as it considered the next round of 
enlargement 

scope and the goals of the Alliance we are enlarging. 
Townsend acknowledged the need to look carefully at NATO 
strategic concept 

however 

in a few years 


11. (C) MFA Political Director Povejsil shared his view that 
another Foreign Ministers 

summit would be worthwhile. Povejsil supported the idea that 
the Riga summit use the examples of the NRF and the ISAF 
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presence in Afghanistan as examples of how the alliance has 
been transformed. He also questioned the utility of the 

formal ongoing NATO reform initiative. In response 

warned of the risk of military transformation at NATO and in 
Allied nations shuddering to a halt if pressure to reform was 
not maintained. 


12. (C) Political Director Povesil explained that the Czechs 
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view NATO as the prime pillar of security in Europe 

approach the ESDP agenda from that point of view. He said the 
Czech Republic 

double sets of forces to meet obligations under both systems. 
He said the EU was engaged in ongoing \"theological\" 
discussions 

an available alternate force. He saw the need for more 
lower-level meetings with no fixed agendas as a possible 
mechanism to break deadlocks on the role of ESDP vis-a-vis 
NATO. Povejsil said that 

at least on EU member 

ESDP on EU defense 

order. He said the EU still had to learn to act together in 
relation to its immediate neighbors 

history of the Balkans as an example of how EU division 
delayed effective action. 


13. (C) Smigolova underscored that NATO is the cornerstone of 
Europe 

supplement NATO capacities. Forces must not be double-tasked 
under competing structures. She shared that the EU is not 

united on the correct approach to ESDP. Some members want to 
accelerate the project 

the new members 


14. (C) In a surprisingly brief session 

took a cooperative and positive tone on VERA. The Czechs 
thanked the United States for SECDEF Rumsfeld 

the successful results of U.S. testing of the VERA-E 
demonstrated that the systems was as effective as claimed by 
the manufacturer. 
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15. (S) Ambassador Loftis thanked the Czechs for consulting 
with the United States before transferring the technology to 
others. He recognized that the СОСН is bound by its law to 
respond to license requests within 30 days 

USG would do try to work as &expeditiously as possible8 

with that timeframe in mind. However 

might not always be able to meet the 30-day deadline because 
of the need to comply with U.S. law covering VERA components 
of U.S.-origin. 


16. (S) Jahoda said the Czechs remain committed to bilateral 
agreement to consult with USG before transfer of the 
technology to others. The Czech delegation welcomed the 
possibility of U.S. interest in joint research and 

development efforts 

business-to-business. Ambassador Loftis indicated the first 
step towards such cooperation would involve the appropriate 
preliminary framework to allow such cooperation to begin. 
Embassy Prague 

lead in working with the GOCR to explore this initiative. 


17. (C) Explaining the U.S. Global Defense Posture 
Realignment 

process should not be interpreted as a diminished commitment 
to Europe. Cooperation with allies would be even more 
important 

to deploy troops to meet new challenges. After receiving a 
EUCOM briefing on the implications for U.S. forces in Europe 
Smigolova said the Czech Republic highly appreciates the U.S. 
presence in Europe 

contexts. SheQoted the Czech Republic 

air policing policy 

driving force behind the Czech Republic 

Gripen fighter aircraft. Smigolova also underlined the Czech 
Republic 

crucial and hoped the U.S. commitment to the region would not 
diminish. Ambassador Loftis confirmed the United States 
recognizes the importance of the area itself and its 
significance for the stability of Europe. Townsend shared 

that the U.S. would have to look closely at its force 
commitments to the region after the conclusion of the final 
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status talks for Kosovo. 
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18. (C) Ambassador Loftis queried the Czech side about the 
Czech Republic 

Reconstruction Team (PRT) in Afghanistan. Smigolova responded 
that the financial aspects of such a deployment were proving 
difficult and the Czech Republic might need support from 

allies. The current parliamentary mandate would allow for the 
Czechs to lead a PRT under ISAF. Czech MOD representatives 
warmly welcomed the U.S. observation that civilian components 
of PRTs in Afghanistan were crucial. 


19. (C) Jahoda said the Czech goal for transformation is to 
develop \"small 

ceiling for the total number of deployable Czech troops is 
likely to increase from 1 

of the ongoing defense reform effort. The armed forces plan 
to reach \"initial\" operational capability by the start of 

2007 (\"initial\" means that some but not all troops would be 
fully operational). Full operational capability would be 

reached by 2011-2012. However 

shortfalls in funding are proving to be a challenge to the 
reform effort. The 2006 budget puts the defense ministry at 
just 1.76 percent of GDP (55 billion crowns or USD 2.2 
billion) and Jahoda stated this was insufficient. He 

predicted defense spending in 2007 would be 1.68 percent of 
GDP. Jahoda noted the Czech Republic still had to fully 
address the financial aspects of the EU Battlegroup that the 
Czechs have promised to field in 2009. Jahoda said Czech 
commitments to both NATO and EU commitments would be met by 
careful scheduling. EU Battlegroup troops would be trained to 
operate at NRF standards. In response to U.S. questions and 
concerns about \"double hatting 

the preparations for the EU Battlegroup would increase the 
total pool of Czech troops which had been trained to the 
requisite standard. These troops would be available for NRF 
duty in the future. The Czechs did not provide a convincing 
answer to a U.S. question about diminished availability of 
Czech personnel for the NRF if soldiers were returning from 
EU missions. 


20. (C) Jahoda acknowledged the Czech Republic suffers from 
an airlift deficit. Jahoda raised the idea of further NATO 
common funding. However 
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not want common funding on all activities 

all member states of NATO would be open to the idea of common 
funding for airlift. Principal Director Townsend reviewed 

the idea of a consortium purchase of C-17s to help meet both 
national and NATO strategic lift shortfalls. The Czech side 
seemed unaware of the proposal and was urged by the US side 
to engage their NATO delegation with Assistant Secretary 
General for Defense Investment Marshall Billingsly 

provide further information. 


21. (C) Pavel Klucky 

and Disarmament Unit 

functioning of the PSI. He believed that effectiveness could 

be enhanced by the designation of amember-state as a \"point 
of contactV for future PSI meetings 

preparatory documents made it to all of the meetings 
participants when they were circulated for comment. Klucky 
suggested that Poland would be the appropriate choice for 
preparations for the PSI meeting in Warsaw. Klucky 

idea was for an internet-based information sharing system for 
PSI along the lines of that employed by the Nuclear Suppliers 
Group. He noted that the NSG password-based system was based 
on U.S. technology 

crucial in setting up a similar system for PSI. Ambassador 
Loftis responded that Washington would examine these 
proposals and respond. Ambassador Loftis also thanked the 
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Czechs for their excellent ongoing engagement in PSI 
including their co-hosting of the 2005 Bohemian Guard 
exercise. 


22. (C) In the interests of time 

training was largely deferred until the May 17 visit of COL 
Thomas Vandal 

would work with tne Czech Republic to explain U.S. training 
priorities and to examine concrete opportunities for training 
exercises between the Czech and U.S. forces. 


VENEZUELA 
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29. (C) Ambassador Loftis thanked Czechs for their 

restrictions on arms sales to Venezuela and urged them to 
persuade their EU colleagues to adopt a similar position. 
Thanks to a USG tip-off 

investigating the activities of Calibrate 

that allegedly has an agreement with a Venezuelan company to 
manufacture pistols. The activity is unauthorized by the 

Czech government and presumably illegal. The MFA 
representative for arms licensing promised to keep the 
Embassy informed of the status of the investigation. 


24. (U) Ambassador Loftis formally invited the Czechs to send 
a team to Washington to attend a seminar with USG officials 
tailored to explain U.S. end-use monitoring for export 
controls. The Czech delegation welcomed this initiative and 
informally expressed their interest in participating. The 
Embassy will seek a formal reply from the GOCR. 


25. (C) Due to Czech MOD political concerns in advance of the 
June 2-3 parliamentary elections the issue of missile defense 
basing was not raised at these talks. MOD representatives 
continued to privately predict the Czech Republic will seek 

to participate in missile defense once the election has 

passed. They maintain the divisive issue is the election 

itself rather than missile defense. 


26. (C) The positive and open mood of the talks reflected the 
state of our overall bilateral relationship. The Czechs will 
continue to embrace the transatlantic security relationship 
and to ensure its promotion within Europe. It appears that 

the GOCR was unwilling to change the collaborative atmosphere 
of the talks by talking tough on the VERA issue. The new U.S. 
ideas on closer cooperation between the U.S. and the Czech 
Republic are likely to assist in maintaining the consultative 
relationship we currently enjoy with many parts of the GOCR 
on VERA. However 

GOCR asks the United States for an opinion on a real-world 
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VERA sale. Prompt response times will be crucial to 
demonstrate the new level of commitment from the U.S. side. 


27. (С) Bilateral relations are strong 

parliament remains more open to approving expeditionary 
deployments when they are done under the auspices of a 
multilateral structure. Several times during the talks 
Smigolova mentioned that while the GOCR would be ready to 
deploy troops as part of future ad-hoc coalitions 

be easier to get the parliament to authorize expeditionary 
operations in support of operations under alliance 

structures. 


28. (U) This cable has been cleared by Ambassador Loftis and 
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Mr. Townsend. 


CABANISS 
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participants to endorse the Arab League Initiative and the 
Quartet conditions 

agreement he will V'take the matter to the people 

via a national referendum. 


3. (C) Abed Rabbo predicted that there is V'zero percent 
chance\" that the National Dialogue would produce an 
agreement. Abed Rabbo explained that he didn\'t believe Hamas 
would accept the idea of a referendum 

as calling into question the Hamas victory in the January PLC 
elections. However 

useful political ploy to corner Hamas and give Abu Mazen an 
excuse to dissolve the government if Hamas refused a 
referendum. In the unlikely event Hamas accepted a 
referendum 

Palestinians would vote in favor. Abed Rabbo said these 

steps would expose the V'widening gap\" between HAMASY program 
and the Palestinian national agenda. Abed Rabbo predicted 
that after the National Dialogue 

Palestinians that HAMAS has no solutions to the current 

crisis and is only interested in holding on to power. 


Abed Rabbo: Abu Mazen\'s 
Advisors Don\'t Get It 
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4. (С) Abed Rabbo complained that some of Abu Mazen\'s closest 
advisors do not understand how the National Dialogue fits 

into the broader strategy to isolate HAMAS and unify Fatah 
around Abu Mazen\'s political agenda. Abed Rabbo noted that 
Fatah PLC member Ahmad VAbd al-Rahman had proposed that the 
National Dialogue serve as a permanent committee when \"the 
point is for it to meet and fail.\" Likewise 

had put forward unpopular Fatah figures such as PLC member 
Nabil ShaVath and former PM Ahmad Qureia to serve as Fatah\'s 
representatives. In contrast to the failure of Abu Mazen\'s 
advisors to understand the strategic aspect of the dialogue 

Abed Rabbo said the HAMAS leadership appears to have already 
begun strategizing for the dialogue. Abed Rabbo noted that 

the HAMAS leadership have downplayed the dialogue\'s 
importance in their public statements and begun jockeying 

behind the scenes for a discussion on HAMASY political 

priorities 

on HAMASY entrance into the PLO. 


5. (C) Fayyad concurred 

HAMAS will not necessarily translate to \"increased support 
for Fatah\" if Abu Mazen fails to articulate FatahVs political 
program and bring the movement \"back on the offensive. V" 
Fayyad quipped that the entire strategy for the National 
Dialogue will fail if Abu Mazen merely gives a speech and 
\"goes back to Europe. V 


6. (C) In response to the Consul General\'s question 

and Abed Rabbo discussed plans to reinvigorate Palestinian 
civil society. Fayyad said he had been in touch with PLC 
member Muhammad Dahlan regarding a proposal to strengthen 


civil society and create alternatives to HAMAS institutions. 
Abed Rabbo described parallel efforts underway that will 
focus on three sectors: sports and youth; cultural 
organizations; and womenVs issues. Fayyad suggested that an 
umbrella organization should be established for each of the 
three sectors that would coordinate funding 

policies. Abed Rabbo said he is working to develop a list of 
strong contacts and appropriate institutions for the 

proposal. The Consul General replied that the USG is eager 
to support Palestinian civil society and the EU and others 
would likely follow the US lead in such an effort. Abed 
Rabbo promised to put together a concrete proposal for 
discussion within the next two weeks. 


WALLES 
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values enshrined in our constitution." BJP and VHP 
hard-liners pointed out that other states had successfully 
passed similar legislation 

move was unconstitutional 

forward. Rajasthan Law Minister Ghanshyam Tiwari 

an RSS hard-liner 

decision resulted from a power struggle in the Rajasthan BJP. 
The Rajasthan events have attracted international attention 
with the Pope on May 18 characterizing the Bill as a 
\"disturbing\" development. The GOl response was measured and 
mild 

silence. End Summary. 


Governor Refuses to Sign Anti-Conversion Bill 


3. (SBU) In a welcome surprise move 

decided against signing the Rajasthan anti-conversion bill 
instead returning it to the state cabinet with a 
recommendation that it be sent to President Kalam 

the judgment that parts of the bill may be unconstitutional. 
The cabinet must submit arguments back to the Governor 
explaining why the bill is constitutional and does not need a 
Presidential review. If the bill does go to Kalam 

President will have three options: 


-- Assent to the bill 
-- Reject the bill 


-- Refer it back to the Governor with recommendations 
requiring further debate and another vote in the State 
Assembly. The President would then again review the law and 
decide whether or not to approve. 


4. (C) Our Rajasthan-based media contacts predicted that the 
bill will be referred to President Kalam 
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send it back to the State Assembly. All India Catholic 

Council (AICC) Secretary General John Dayal argued on May 22 
that the rejected bill will likely see much debate in the 

State Assembly 

air. V 


Secular India Cheers Decision... 
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5. (U) Dayal\'s M'y 19 letter to Calam 

published in the press 

triumph of the democratic and secular values enshrined in our 
Constitution.\" Rajasthan Christian Fellowship Chairman 
Father Coelho called Patil\'s move a \"bold step." 


... But Hindutva Elements Vow to Press On 


6. (U) The press reported on May 22 that radical BJP and VHP 
members vowed to continue the push for anti-conversion 
legislation in Rajasthan and other states. Tiwari told us on 
May 22 that he and other RSS members were very upset with the 
Governor 

was unconstitutional and that she was obliged \"to sign the 

bill passed by the legislative assembly." (Note: Other 
interlocutors asserted that the Governor\'s action was 
constitutional. End Note.) Tiwari reaffirmed his support 

for the bill and promised a second attempt to get it through 

the State Assembly. 


Battle for Power in the Rajasthan BUP 


7. (C) Tiwari suggested to us on May 22 that the battle over 
the anti-conversion law is an outgrowth of an internal feud 
brewing in the state BUP. He noted that Chief Minister 
Raje\'s opposition to the anti-conversion bill has become a 
major point of contention between her and hard-line members 
of her party. Our interlocutors opined that Raje would 
prefer that the President reject the bill 

Vface saving way out.\" She could claim to the hard-liners 
that she successfully got the bill through the legislature 

and blame the Governor and President for the its death 
Tiwari remarked. 


Repercussions in Rome 


8. (SBU) While accepting the credentials of the new Indian 
Ambassador to the Vatican on May 18 

pointed to \"the disturbing signs of religious intolerance 
which have troubled some regions of the (Indian) nation 
including the reprehensible attempts to legislate clearly 
discriminatory restrictions on the fundamental right of 
religious freedom.\" The Pope urged the GOI firmly to reject 
such legislation \"not only as unconstitutional 

contrary to the highest ideals of India\'s founding fathers. 

In its low-key response 

\"acknowledged universally as a secular and democratic country 
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in which adherents of all religious faiths enjoy equal 

rights.\" The Hindutva proponents of the RSS and BJP have so 
far remained silent regarding the Pope\'s remarks. 


Comment: Constitutional Controls Check Radical Hindutva 
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9. (C) The checks and balances built into the Indian 
Constitution have so far successfully blunted this piece of 
anti-conversion legislation. This episode demonstrates that 
an active civil society 

percentage of the population (Christians make up just over 
one tenth of one percent of Rajasthan\'s population) 
influence policy. The GOl\'s mild reaction to the Pope\'s 
remarks reflects the sensitivity of the current UPA \"secular\" 
government to religious minorities and their concerns. The 
rejection of the legislation 

remarks 

the BJP. We expect that it will take time for the Hindu 
zealots to marshall their forces and mount a 
counteroffensive. We will continue to follow the case 
closely 

freedoms clearly known. 


10. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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an unnamed senior GOP official who believes the talks will 
give final shape to a pact agreed upon by officials from both 
countries during recent V'informal talks.\" There has been no 
comment in the press on what stance the GOP delegation will 
take in New Delhi. 


4. (SBU) Pakistani experts from three Islamabad think-tanks 
were overly optimistic about the outcome of the upcoming 
talks on Siachen. Khalid Mahmud 

Studies 

dam design as a sign that India realizes that it must 
compromise to achieve progress on other 

issues such as Kashmir. He added that the willingness of PM 
Singh to take on India Vs military hawks on the Siachen issue 
shows that the Indian government is determined to hammer out 
a solid 

recent grumbling by senior GOP officials on the usefulness of 
the Composite Dialogue process as a factor pushing the 
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Indians to make concessions. Tanveer Anmed Khan 

of Strategic Studies 

meetings will determine whether PM Singh will visit Islamabad 
this summer 

23-26 meetings are positive and produce results. 
Interestingly 

discussing possible resolution of the Sir Creek boundary; 
Pervez Iqbal Cheema 

noted that Sir Creek is of minimal strategic importance and a 
solution will be easy to formulate as Indo-Pak relations 
normalize. 


5. (SBU) Comment: Pakistani press reports have focused on 
Indian internal debate over Siachen 

that public debate and process is a natural element of Indian 
democracy. Instead 

\"struggle\" with the Indian military as a signal that India is 

is ready to meet Pakistani demands on Siachen. Post\'s 
think-tank contacts were on the mark in relation to Pakistani 
frustrations with the Composite Dialogue process: even 
President Musharraf has publicly called for an acceleration 

of the talks 

issues such as Kashmir. Poloffs regularly hear similar 
sentiments expressed by working-level GOP officials 

claim the Composite Dialogue process has only establishes bus 
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links instead of tackling the \"real issues\" of Kashmir 
Siachen 
CROCKER 
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before a sheikh and two witnesses at al-Azhar mosque 

less onerous than in Saudi Arabia. Conversion in Saudi 

Arabia 

to confirm one\'s study of Islam and the Quran 

several months. The Binladen Group has reportedly arranged 
similar conversions before 

to expand the Grand Mosque in the early 1980s. According to 
the source 

the conversion of non-Muslim experts when needed for projects 
in Mecca and Medina. Other sources have said the Saudi 
government has furnished non-Muslims with iqamas (residency 
permits) stating that the holder is Muslim when it was 
expedient to do so (reftel). 


AL-WATAN: MINISTRY OF JUSTICE TO ESTABLISH BAR ASSOCIATION 
AND GRANT LICENSES TO FEMALE LAWYERS 


Column 3 

2. (U) On May 4 

Ministry of Justice is planning to issue new regulations for 
the legal profession. The regulations will establish a bar 
association 

participate in setting qualifications for the practice of the 

law in Saudi Arabia and organize legal training programs for 
Saudi lawyers. 


3. (С) In addition 

the first time 

Saudi newspapers have reported that women will be permitted 
to practice law on a number of occasions in the past two 

years 

reports. The Ministry has neither confirmed nor denied this 
recent al-Watan report. One Consulate contact in the 
Ministry\'s Jeddah office 

of the new regulations 

statement has been issued by the Ministry in Riyadh. 


4. (C) The Ministry has been considering reform of the 
legal profession for the past three years in response to 
developments such as Saudi ArabiaVs accession to the World 
Trade Organization 

will need 11 

noted that several local universities have established law 
departments for women 

specialists annually in two years\' time. However 

Dalbouh 

consultant in the A.Z. Yamani Law Office for the past three 
years 

year 

that if this recent report turns out to be untrue 

move to Bahrain in order to be able to practice her 
profession freely. 


MEANWHILE 
OF WOMEN IN LINGERIE SHOPS 


5. (U) Saudi cultural mores--in this case 

prohibition against mixing between men and women 
particularly in the workplace--have resulted in a glaring 
anomaly: lingerie shops staffed entirely by men. According to 
the newspaper Okaz 
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regulations to fix the problem. Lingerie shops will be 
permitted to employ women 

guardian has authorized her to work 

strict segregation of the sexes 


Column 3 

way as to prevent passersby from catching a glimpse of female 
employees and shoppers 

suitable in light of her feminine nature. Moreover 

employee\'s work must not hinder her performance of her 
domestic duties 

She must work with decency and integrity by 

things 

effect on June 19 

implementation will be delayed by a month because businesses 
have appealed for more time to replace their foreign staff. 


SAUDI TRIBUNAL OVERTURNS MINISTRY OF COMMERCE DECISION 


6. (U) The Diwan al-Mazalim (Board of Grievances) 

appellate tribunal outside the sharia system established in 

the 1950s to adjudicate commercial disputes 

first time in its history overturned a decision of the 

Ministry of Commerce and Industry. The case began three years 
ago 

Commerce and Industry ended in a draw between two candidates 
Ahmed al-Amoudy and Abdullah al-Qadi. The Ministry stepped 
into the fray and demanded that the two settle the election 
between themselves. When the two could not agree on which one 
of them would become chairman 

and appointed a third man 

late April 

ordered new elections 

riyals (approximately $5 


DECOMPOSED BODIES CONTINUING TO PILE UP IN DESERT OUTSIDE 
RENYA 


7. (U) The number of corpses found in al-Hamman desert 
west of Renya 

to 36. Since the decomposed bodies began turning up several 
months ago 

the dead were illegal immigrants who died of hunger or thirst 
while crossing into the Kingdom through the remote desert to 
avoid detection. An official Interior Ministry investigation 

in March concluded the same. According to reports 

the locals suspect foul play. The bodies have been found in 
close proximity to one another 

tire tracks nearby 

the desert. 

Gfoeller 


4. (SBU) The May 21 attack follows a series of grenade 
attacks in the Valley in the past week that has injured 
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dozens. The latest attacks occurred May 22 

various locales of Srinagar. Authorities have also raided LeT 
hideouts and seized explosives and weapons 

more attacks were in the pipeline. The rising crescendo of 
terrorist strikes follows a relatively quiet winter 

seemingly corresponds with the snow melt and consequent rise 
in infiltration. Defense Minister Pranab Mukherjee was plain 
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about the possibility of ISI involvement when he told a 
reporter May 22 that \"maybe\" it was involved. Added 
Mukherjee 

terrorists want to demonstrate to the world that they exist. 
It\'s high time Pakistan stopped aiding and abetting them." 


THE HURRIYAT DRAWS THE WRONG LESSON... 


5. (C) May 21 is a day full of import for the moderate 
Hurriyat 

1990 

21 

being killed on May 21 

sacrifices for the cause 

used the terrorists\' actions as a justification for going 
ahead and meeting the Prime Minister on May 24 in Srinagar. 
Unfortunately 

attend the Prime Minister's roundtable 

Singh\'s dialogue effort. In the end 

been the fear of themselves being killed that also stayed 
their hands. 


...АМО ITS INFLUENCE WANES 


6. (C) The real reason for the Hurriyat\'s decision 

told 

Omar Abdullah to quit the roundtable talks if the Hurriyat 
were given a separate meeting with the PM -- which had been 
planned as the face-saving way out for both the GOI and the 
Hurriyat. With the National Conference flexing its muscles 
following its strong showing at the April 24 by-elections and 

in the face of a deepening split between Congress and PDP 
over a sex scandal 

Abdullah or lose the Hurriyat. In the end 

afford to alienate a mainstream party and its elected Members 
of Parliament. Journalists in Srinagar said that the Home 
Ministry was still pressing for a separate meeting for the 
Hurriyat 


Column 3 

such a meeting much higher than anyone in Delhi was prepared 
to pay. The upshot for the Hurriyat is that it reinforced 

its image as a talking shop with no proven constituency. And 
now 

interlocutor 


TERRORISTS THE ONLY WINNERS 


7. (C) COMMENT: The only winners in this latest round of 
Kashmir intrigues are the terrorists. They scared the heck 
out of the Congress 

that VIP security in Srinagar is weak 

eve of the PM\'s roundtable talks 

Kashmiris. The Prime Ministers dialogue with the Hurriyat 
is on hold for the foreseeable future 

the roundtable process may not give Kashmiris confidence. 
Meanwhile 

Hurriyat down at least a couple of notches. For the PM and 
his relentless vision for peace with Pakistan 

developments will be a discouragement. For his opponents in 
Delhi 

peace with Pakistan is folly as long as Pakistan launches 
proxy war against India using terror. With Siachen talks 
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starting again May 23 

harder for Manmohan Singh to make any concessions to 
Pakistan. In that regard 

orchestrate their bloody acts have succeeded famously. END 
COMMENT. 

MULFORD 
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development" bills in Congress. When Congress approved CAFTA 
in March 2005 it committed to approving a rural development 
law among other V'compensatory measures. Several bills 
propose different institutions and solutions. Some propose 
the creation of a new ministry 

program of rural development; others focus on investment 
programs. All are indicative of the failure of Q current 
institutional framework 

Agriculture and the social funds 

lack of economic and educational opportunities in rural areas. 


Institutional Problems 
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8. (SBU) The Ministry of Agriculture is nominally in charge of 
land management policies and programs. Fontierra 

Fund 

The Secretariat of Agrarian Affairs was created as a buffer to 
confront and solve the most pressing problems raised by 
peasant organizations. These institutions are caught between 
the most belligerent protagonists of Guatemala\'s internal 
armed conflict: the conservative Agrarian Chamber versus the 
radical peasant organizations such as Conic and CUC 

which began as guerrilla support groups. 


9. (SBU) In April 

decided to no longer support CONIC\'s purchase requests even 
though CONIC has a place on the Fund\'s Board of Directors. 
Minister Aguilar claimed that CONIC\'s typical behavior was to 
demand the purchase of land at inflated prices and then later 
demand that the Fund forgive the outstanding loan. 


Comment 

10. (SBU) The GOG has taken little substantive action on this 
issue during its three years in power 

greatly frustrated civil society. The Land Fund has never had 
the budget or the capacity to address the volume of land 
purchase requests. Furthermore 

policy and institutional action regarding rural development 
will stimulate still more migrants to head for the United 
States. 

DERHAM 
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ENTREPRENEURS\" WHO TRAVEL TO TURKEY TO BUY TURKISH GOODS 
AND RESELL THEM IN TURKMENISTAN\'S MARKETS. A POLICE 

OFFICER FROM THE LEBAP PROVINCE ADMINISTRATIVE CENTER 
TURKMENABAT TOLD POLASST\'S RELATIVES THAT OVER 11 

CITY RESIDENTS HAD LEFT THE CITY TO LOOK FOR JOBS ABROAD. 


FINDING JOBS THROUGH \"SIRKETS\" 


4. (SBU) POLASST TRAVELED TO ISTANBUL MARCH 23-26 AND 
OBTAINED A RELIABLE PICTURE OF THE CITY\'S TURKMENISTANI 
LABOR MARKET THROUGH RELATIVES WORKING THERE. LABOR 
MIGRANTS FROM TURKMENISTAN PRIMARILY FIND JOBS THROUGH SO 
CALLED \"SIRKETS\" (TURKISH FOR COMPANY) -- EMPLOYMENT 
AGENCIES THAT MATCH JOB-SEEKERS WITH FAMILIES LOOKING FOR 
A HOUSEMAID OR WITH TEXTILE FACTORIES AND OTHER 
ENTERPRISES NEEDING UNSKILLED WORKERS. RELATIVES OR 
ACQUAINTANCES USUALLY MEET LABOR MIGRANTS AT THE AIRPORT 
AND INTRODUCE THEM TO A SIRKET. THE SIRKET PROVIDES 
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CLIENTS WITH LODGING DURING ΤΗΕ JOB SEARCH PERIOD AND 
CHARGES A FEE FOR ITS SERVICES BASED ON A PERCENTAGE OF 
THE JOB SEEKERVS FIRST ΜΟΝΤΗΝΟ PAY. MOST MIGRANTS STAY 
IN ISTANBUL 

OUTSIDE ISTANBUL. HOUSEMAIDS AND UNSKILLED LABORERS 
GENERALLY FIND JOBS STARTING AT $350-400 PER MONTH AND 
TRY TO MOVE UP TO BETTER-PAYING JOBS ONCE THEY LEARN 
TURKISH. (NOTE. ІМ CONTRAST 

IN TURKMENISTAN IS $40-60 PER MONTH. END NOTE.) 

ACCORDING TO POLASSTVS RELATIVES 

MIGRANTS OVERSTAY THEIR TOURIST VISAS AND BECOME ILLEGAL 
RESIDENTS. 


5. (SBU) JOB SEEKERS ARRIVING IN ISTANBUL WITHOUT LOCAL 
CONNECTIONS OFTEN FALL PREY TO TURKMENISTANI MIDDLEMEN 
WHO MAY HAVE TIES TO SIRKETS OR EMPLOYERS. NEWCOMERS ARE 
OFTEN HAPPY TO SEE THEIR FELLOW COUNTRYMEN AND GLADLY 
ACCEPT PROPOSALS TO HELP FIND A JOB FOR A USUAL FEE OF 
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$100. MIDDLEMEN 

NEWCOMERS TO A SIRKET FOR ADDITIONAL FEE-FOR-SERVICE 
ASSISTANCE 

TO DIRECTLY CONNECT THEM WITH EMPLOYERS. 


PROSTITUTION: SEX COMMUTERS 


6. (SBU) А TURKMENISTANI AIDS SPECIALIST RESEARCHING 
TURKMENISTAN\'S SEX INDUSTRY TOLD POLOFF IN FEBRUARY THAT 
SOME OF THE COUNTRYYS PROSTITUTES REGULARLY ҮСОММОТЕУ TO 
TURKEY ON TOURIST VISAS AND DO NOT OVERSTAY THEIR VISAS 
WHICH ALLOWS FOR THE REPEATED \LEGALY TRAVEL. (NOTE: 
ACCORDING TO THE TURKISH EMBASSY IN ASHGABAT 
TURKMENISTANI WOMEN MAY ONLY ENTER TURKEY AS PERSONAL 
GUESTS OF TURKISH CITIZENS 

DURING VISA INTERVIEWS 

NOTICED THAT SINGLE TURKMENISTANI WOMEN APPLYING FOR U.S. 
TOURIST VISAS OFTEN HAVE TURKISH TOURIST VISAS IN THEIR 
PASSPORTS. END NOTE.) A SEX WORKERVS LABOR CONDITIONS 
AND JOB SEARCH DIFFER FROM THAT OF REGULAR LABOR 
MIGRANTS 

HIGHER THAN THAT OF REGULAR HOUSEMAIDS. FRIENDS ALREADY 
WORKING IN THE TURKISH SEX TRADE OR IN THE HOSPITALITY 
INDUSTRY NORMALLY INVITE NEW TURKMENISTANI SEX WORKERS TO 
THE COUNTRY. ACCORDING TO POLASST\'S CONTACTS 
TURKMENISTANI WOMEN WHO COME TO WORK AT NON-SEX JOBS 
SOMETIMES DECIDE TO CHANGE THEIR VPROFESSIONV ONCE IN 
TURKEY TO PROSTITUTION. 
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TRAFFICKERS OFFER EMPLOYMENT BUT TAKE MUCH MORE 


7. (SBU) ACCORDING TO POLASST\'S LOCAL CONTACTS 

WITH WELL-INTENTIONED RELATIVES AND ACQUAINTANCES AND THE 
ANGLING MIDDLEMEN 

TRAFFICKERS ALSO TROLL FOR NEWCOMERS AT THE ISTANBUL 
AIRPORT. THE TRAFFICKERS CLAIM GOOD CONTACTS WITH BARS 
HOTELS 

POLICE 

A TRAFFICKER OFFERS TO HELP A LABOR MIGRANT FIND A JOB 
AND 

MONEY AND THE MIGRANTS PASSPORT. NEWCOMERS USUALLY 
TRUST THEIR COUNTRYMEN AND HAND OVER THEIR DOCUMENTS. 
MEN END UP WORKING IN FACTORIES ONLY QUICKLY TO LEARN 
THEY WON'T BE PAID AND WILL HAVE TO VWORK-OFFY THEIR 
PASSPORTS TO GET THEM BACK. ALISHER 

FROM TURKMENABAT 

HE PAID А MIDDLEMAN NAMED ВЕЛК (SEE PARAGRAPH 12) TO GET 
A JOB AT A TEXTILE FACTORY 

MONTHS WITHOUT BEING PAID AND WITHOUT GETTING HIS 
PASSPORT RETURNED. ALISHER FEARED GOING TO 
TURKMENISTAN\'S ISTANBUL CONSULATE TO GET A NEW PASSPORT 
BECAUSE HE HAD OVERSTAYED HIS TOURIST VISA AND WASN'T 
SURE THE CONSULATE VISIT WOULD BE OF ANY HELP. STILL 
WITHOUT HIS PASSPORT BUT FREE FROM REJIKYS TRAP 

NOW WORKS AS A DELIVERY BOY AT AN ISTANBUL RESTAURANT. 


8. (SBU) THERE IS ALSO EVIDENCE 

ACTUAL 

PROSTITUTION WITH THE HOPES OF EARNING SIGNIFICANT 

INCOMES BECOME VICTIMS OF TRAFFICKING. SOME WOMEN COMING 
TO WORK AT NON-SEX JOBS REPORTEDLY ARE DECEIVED AND 
TRAFFICKED INTO THE SEX BUSINESS. AS WITH MEN 

THE TRAP THESE WOMEN ARE NOT PAID AND ARE BLACKMAILED 
INTO VWORKING-OFFV THEIR PASSPORTS. MEMBERS OF THE 
TURKMENISTANI COMMUNITY IN ISTANBUL APPEAR AWARE OF THESE 
SCHEMES. POLASST\'S RELATIVES TOLD STORIES OF TRAFFICKED 
TURKMENISTANI PROSTITUTES AND OF A MAN NAMED MURAD FROM 
TURKMENABAT WHO WAS 

DEALINGS IN ISTANBUL.\" POLASST\'S RELATIVES SAID THEY 

KNEW NOT TO LOOK FOR A JOB THROUGH MURAD 

GOOD CONNECTIONS TO SIRKETS AND POTENTIAL EMPLOYERS 
BECAUSE HE WAS ALSO KNOWN FOR \"FOOLING PEOPLE AND SELLING 
THEM.\"(NOTE: ACCORDING ΤΟ POST\'S INFORMATION 
TURKMENISTAN\S REGISTERED TRAFFICKING CASES (UNDER 10 
TOTAL) WERE TRAFFICKED TO TURKEY. END NOTE.) 


TURKMEN LAW ENFORCEMENT ACTIVE IN ISTANBUL? 
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9. (SBU) SEVERAL ОҒ POLASST\'S RELATIVES IN ISTANBUL 
RECOUNTED THE FEBRUARY ARREST OF A LARGE ORGANIZED CRIME 
GROUP COMPRISED MOSTLY OF TURKMENISTANIS FROM 
TURKMENABAT. LED BY A GANG CHIEF NAMED MUHAMMET (ALSO 
FROM TURKMENABAT) 

TRAFFICKING TURKMENISTANI MEN AND WOMEN. ACCORDING TO 
POLASSTVS RELATIVES 

POSSIBLY ASSISTED BY THEIR COUNTERPARTS FROM 
TURKMENISTAN 

ALONG WITH GUNS AND DRUGS 

CONFISCATED 34 PASSPORTS BELONGING TO TURKMENISTANI 
CITIZENS BELIEVED TO HAVE BEEN TRAFFICKED BY THE GANG. 


10. (SBU) THE TURKMENISTANI LABOR MIGRANTS INTERVIEWED 
BY POLASST IN ISTANBUL BELIEVED TURKMENISTANI LAW 
ENFORCEMENT AGENTS WERE ACTIVELY ENGAGED IN 
INVESTIGATIONS 

TURKMENISTANI CRIMINALS WANTED IN THEIR HOME COUNTRY 
WELL AS CRIMINAL GROUPS AND PROSTITUTES WORKING IN 
ISTANBUL. LABOR MIGRANTS CLAIM PLAIN-CLOTHES LAW 
ENFORCEMENT AGENTS FROM TURKMENISTAN WORKED AT THE 
ISTANBUL AIRPORT TO DETECT TRAFFICKERS RECRUITING 
POTENTIAL VICTIMS NEWLY ARRIVED FROM TURKMENISTAN. 


11. (SBU) ACCORDING TO ALISHER (SEE PARAGRAPH 7) 

WAS THE METHOD USED BY TURKMENISTANI AGENTS IN EARLY 2006 
FOR DETECTING AND ARRESTING REJIK 

TRAFFICKED HIM. POLASST\'S CONTACTS DID NOT KNOW IF REJIK 
WAS PROSECUTED IN TURKEY OR DEPORTED TO TURKMENISTAN FOR 
PROSECUTION. 


GOTX ATTEMPTS TO REGULATE LABOR MIGRATION 


12. (SBU) THE GOTX HAS TRIED TO PREVENT LABOR MIGRATION 

TO TURKEY WITH UNOFFICIAL REGULATIONS APPARENTLY AIMED AT 
REDUCING TURKMENISTANI CRIME AND PROSTITUTION IN TURKEY. 
THE STATE SERVICE FOR THE REGISTRATION OF FOREIGN 
CITIZENS 

IN 2004 AN UNOFFICIAL REQUIREMENT FOR ALL CITIZENS 
TRAVELING TO TURKEY TO CARRY AT LEAST $500 TO PREVENT 
\"YOUNG WOMEN WHO DISHONOR TURKMENISTAN AND WHO MIGHT 
BECOME VICTIMS OF TRAFFICKING\" FROM TRAVELING (REFTEL). 
WHEN TRAVELING TO ISTANBUL IN MARCH 

PROOF OF MEETING THIS UNOFFICIAL REQUIREMENT 

IT IS STILL IN FORCE. 
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13. (580) ANOTHER UNPUBLICIZED RULE THAT IS WIDELY 
BELIEVED TO BE IN FORCE 

SEVERAL YEARS 

ALLOWED TO LEAVE THE COUNTRY WITHOUT PERMISSION FROM 
THEIR PARENT(S). EVEN WITH PERMISSION 

WOMAN\'S TRAVEL CAN BE DENIED. THE MIGRATION SERVICE 
DENIED PERMISSION TO POLASSTVS YOUNG FEMALE RELATIVE IN 
DECEMBER 2005 TO TRAVEL TO TURKEY 

TRAVELING WITH HER MOTHER. LATER 

TRAVEL TO ISTANBUL VIA IRAN. ACCORDING TO THE DECEMBER 
2005 MIGRATION LAW 

CITIZENS FROM TRAVELING ABROAD IF THE GOTX BELIEVES THE 
TRAVELER MAY FALL VICTIM TO TRAFFICKING. (NOTE: THIS 
PROVISION IS WIDELY VIEWED AS YET ANOTHER MEANS FOR THE 
GOTX TO PREVENT FOREIGN TRAVEL IN GENERAL 

BENEVOLENT WAY TO COMBAT TRAFFICKING. END NOTE.) 


14. (SBU) THE MIGRATION SERVICE REPORTEDLY PUTS CITIZENS 
RETURNING FROM TURKEY WHO HAVE OVERSTAYED THEIR ONE-MONTF 
TOURIST VISA ON A VBLACK LISTY OF PEOPLE WHO ARE МОТ 
PERMITTED TO TRAVEL TO TURKEY FOR A CERTAIN PERIOD OF 
TIME. A SIMILAR LIST ALLEGEDLY EXISTS FOR THOSE DEPORTED 
FROM TURKEY 

PROSTITUTES. FOR THOSE ON THIS LIST THE TRAVEL 
RESTRICTIONS ARE LONGER IN DURATION 

SERVICE MAKES A PHOTOGRAPHIC RECORD OF THE OFFENDERS ON 
RETURN AT THE AIRPORT. THE MIGRATION SERVICE SOMETIMES 
TAKES PROSTITUTES TO A MEDICAL FACILITY FOR HIV/AIDS AND 
SEXUALLY TRANSMITTED DISEASES EXAMINATIONS. 
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COMMENT 


15. (SBU) OBSERVATIONS FROM LABOR MIGRANTS IN ISTANBUL 
SUGGEST THAT TURKMENISTAN\'S LAW ENFORCEMENT MAY BE 
COOPERATING WITH TURKISH COUNTERPARTS TO INTERDICT 
TURKMENISTANI CRIMINAL GANGS AND PROSTITUTION IN TURKEY 
ALTHOUGH THE GOTX PREDICTABLY HAS NOT PUBLICLY 
ACKNOWLEDGED THIS WORK. ADMITTING THE TABOO OF LABOR 
MIGRATION 

TIP 

IMAGE OF TURKMENISTAN AS A PROSPEROUS 

WHICH THE GOTX TRIES HARD TO MANUFACTURE AND PRESERVE. 


16. (SBU) TURKMENISTANI LABOR MIGRATION TO TURKEY AND 
ELSEWHERE WILL CONTINUE AND COULD BECOME A SERIOUS SOCIAL 


Column 3 

AND HUMANITARIAN PROBLEM UNLESS JOB OPPORTUNITIES AND 
LIVING STANDARDS SIGNIFICANTLY IMPROVE INSIDE 
TURKMENISTAN. RESTRICTIVE TRAVEL MEASURES WILL NOT STEM 
THE FLOW OF PEOPLE LOOKING ΤΟ IMPROVE THEIR FAMILIES\' 
LIVELIHOODS. MEANWHILE 

CARRYING OUT A PUBLIC AWARENESS CAMPAIGN WOULD BE THE 
MOST FITTING REMEDY. UNFORTUNATELY 

ADMIT THAT 5ОСІО-ЕСОМОМІС PROBLEMS EXIST. A BOLD 
MINISTER WHO RISKS THE DIRECT APPROACH WOULD MOST LIKELY 
EARN A \"GO DIRECTLY TO JAIL\" CARD FROM THE PRESIDENT. 

END COMMENT. 


BRUSH 
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nothing\" since it was established more than one year earlier 
due to the CNE deadlock and 

opposition RENAMO 


3. (SBU) The abolishment of the ad-hoc committee moves 
responsibility for revising electoral legislation to a 

standing committee in the National Assembly that Gamito 
heads 

Public Administration and Local Power. There FRELIMO 
deputies have ten seats and RENAMO only five (mirroring 
FRELIMO\'s nearly two-thirds hold on the National Assembly). 
Decision-making will be done by majority vote -- meaning 
FRELIMO will be able to entirely ignore RENAMO input 
wishes. Comment: This represents a significant setback for 
RENAMO. In the ad-hoc committee 

reached by consensus. End comment. 


Finger Pointing 


4. (SBU) The stumbling block was disagreement between FRELIMO 
and RENAMO on the number of political party representatives 
to sit on the CNE. RENAMO proposed a 17-member body 
which 16 would be appointed by the parliamentary parties on 
the basis of parity (8 for FRELIMO and 8 for RENAMO) 

the final member coming from civil society. FRELIMO took the 
other extreme 

of civil society members. (Comment: In the end 

reportedly unwilling to grant parity on CNE to RENAMO 

holds only 90 of the 250 seats in the Assembly. RENAMO 
balked at the FRELIMO proposal 

was \"entirely under FRELIMOVs thumb.\" End Comment.) 


5. (SBU) Both FRELIMO and RENAMO continue to point fingers at 
one another. FRELIMO has claimed that RENAMO delegates did 
not have the political will or confidence from their leader 
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to take decisions 

18 conversation with Emboff 

Alexandre blamed FRELIMO for the stalemate 

FRELIMO brought \"completely unacceptable\" proposals to the 
table on purpose in order to cause the deadlock. He asserted 
that the FRELIMO had demonstrated its \"dictatorial character\" 
by voting to abolish the ad-hoc committee 

could have continued work on other important electoral reform 
issues despite the CNE stalemate. 


Election Donors Worried 


6. (SBU) The decision to disband the ad-hoc committee has 
raised concern within the donor community 

foot most of the bill for the past three general elections. 

In 2004 

December general election. When Mozambique\'s Constitutional 
Council in January 2005 issued a series of recommended 
changes to the electoral law to address shortcomings in the 
2004 general election -- changes very similar to proposals 

made by EU observers 

the election -- the donor community believed the GRM was 
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serious about reform. Now 

by consensus 

to act only from narrow FRELIMO interests. In a luncheon 

with the Ambassador on May 18 

commented that donors would be far more reticent about future 
election support if FRELIMO deputies in the committee ignored 
last year's recommendations. 


7. (SBU) In a May 10 informal donor discussion hosted by 
USAID 

may have been a stall tactic employed by both parties in 
order to force the postponement of the provincial elections 
scheduled for late 2007. (Comment: It is commonly believed 
that Mozambique will have an extremely difficult time 
managing the three consecutive elections scheduled for 2007 
2008 and 2009. Folding the 2007 provincial elections into 
either the 2008 municipal or 2009 general elections would buy 
the GRM time for better preparation. End Comment.) 


Comment: RENAMO Played into FRELIMO\'s Hand? 


8. (SBU) RENAMO\'s stubborn insistence on political party 
parity appears to have been a serious mis-step. With 
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electoral reform moving to a \"majority rules\" environment 
seems likely that the main opposition party\'s input will be 

far more muted than before. The question now is to what 
extent FRELIMO will use its majority power to shape the 
electoral law to its advantage. Perhaps RENAMO\'s strategy is 
to force the donor community to police FRELIMO. In any 
event 

RENAMO clearly will be playing catch up. 

La Lime 
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Votes in favor of the budget included some conservative MPs 
including Mullah Salam Rocketi. Other possible Karzai allies 
(such as Jamil Karzai) abstained from the vote. The budget 
was voted on twice 

time. The first vote was on three options: reject 

or defer 

between the GOA and Parliament (this option got 30-40 votes). 
After Government Oversight Committee Chair Ranjbar noted 
that only an up or down vote is allowed by the Constitution 

a vote was taken again on rejecting or accepting the budget. 


3. (SBU) Parliament resumed debate on the budget on Saturday 
May 20 after Qanooni sent a letter to the President outlining 

the WJVs suggested changes to the budget. The primary 
suggestions were a pay increase for all government employees 
(of around USD 13 each) and a 100% increase in the payments 
(now around USD 7 a month) to the disabled 

orphans. The letter itself was a laundry list of the Wolesi 
Jirga\'s ideas on changes that should be made to the regular 
budget (everything from civil service salaries to the budget 

for the National Assembly) and the development budget 
(prioritizing hydroelectric power and mines as 
income-generating projects for the country). (COMMENT. The 
WJ did not suggest offsets for its programs - the letter was 

a document of consensus 


4. (C) The Ministry of Finance (MOF) had approached the IMF 
World Bank 

similar proposal for an across-the-board civil service salary 
increase 

among other things 

civil service reform (REFTELS). Donors reiterated their 
stance in a meeting with the MOF after it received 
Parliament\'s suggestions. Faced with the inability to 
accommodate Parliament\'s requests 

decided to invoke Article 98 of the Constitution 

declare the budget in force without approval by Parliament 
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(he had the legal right to do so since Parliament did not 
vote on the budget within the 30 days required by the 
Constitution). Before this took place 
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unfavorable press coverage in the media for holding up the 
budget 

earlier than expected. It called in the Minister of Finance 
for additional questioning on May 20. 


Debate Focused on ParliamentVs Rights 


5. (SBU) While Deputy Minister Shahrani appeared before 
Parliament on May 20 

Parliament on May 21 

could not be revised were not satisfactory to Parliament. 
The two main points made (by MPs across the political 
spectrum) were: 


- Why should the budget be passed without having ParliamentVs 
views taken into consideration? (Other similar comments 
focused on MPs as representatives of the people 

peopleVs views need to be considered.) 

- Why should the International Community (IC) dictate what 

civil service salaries should be? (While many MPs accepted 
that the IC can determine where development money is spent 
IC conditions on the regular budget were rejected.) 


6. (SBU) During debate 

Ahadi affirmed) that what is at issue was not a lack of money 
on the part of the GOA 

international community wants civil service reform to precede 
civil service salary increases 

assistance on that. Fazlullah Mojaddedi (Laghman) received 
rare applause for his speech stating that the GOA should take 
responsibility for its own budget 

to the IC. Several statements were much harsher in their 
comments on the IC. For example 

rejection of the budget 

international development projects and said that 
Afghanistan\'s lack of development was a result of its lack of 
independence. Another MP stated that the GOA has caved to 
international pressure and that the independence of the 
nation rests in Parliament\'s hands now. Several other MPs 
linked the budget to security 

salaries for the military and police are needed to improve 
security for the nation. The few members who spoke in favor 
of the budget noted that the Parliament should have an 
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alternate proposal to present or that delaying passage of the 
budget would hurt Afghanistan\'s economy. 


7. (C) It is unclear what steps the GOA will take next. 
According to a Ministry of Finance advisor 

GOA\'s legal advisors\' opinion is that Article 98 can still be 
invoked. In other words 

budget in effect 

While meetings within the GOA on this issue are still 
ongoing 

Parliament from President Karzai invoking Article 98. Karzai 
would also lobby MPs as well in an attempt to smooth over 
this disagreement. 


Comment 


8. (C) Parliamentarians view this vote as a bargaining 
process with the GOA: when their initial position of higher 
salaries and other benefits was rejected by the GOA 
rejected the GOA budget in response. Qanooni made clear 
before and after the vote that the rejection of the budget 
was not intended to be final 

negotiations between the GOA and the WJ. Parliament also 


KABUL 00002323 003 OF 003 


believes it is representing its constituents in the debate - 
MPs meet with delegations from their province on a daily 
basis and many ask for higher pay. 


9. (C) The impasse over the budget exemplifies the poor 
communication between the executive and legislative branches 
-- for example 

Parliament until Post called for a reaction. The GOA appears 
not to have put much energy into working the WJ floor to seek 
support for the budget 

backing the no vote. The vote on the budget also exemplifies 
and increasingly nationalist/populist trend in its debate. 
Parliament sees itself as a guardian of Afghan independence 
and democracy 

the GOA will remain dependent on conditioned donor funding to 
support its day-to-day operating expenditures for years to 
come. END COMMENT. 

NEUMANN 
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Column 3 
EXTREMISM 


Classified By: Consul General Tatiana Gfoeller 
reasons 1.4 (b) and (d). 


1. (C) SUMMARY: On May 16 

Chief met Prince Fahad 

discussion of Middle Eastern and domestic conditions 
Fahad singled out the Palestinian problem as the most 
critical issue and a fundamental cause of extremism in the 
region and called for U.S. and world support for the Peace 
Process. Fahad strongly backed the administration\'s Iraq 
policy and lauded President Bush personally. The Governor 
insisted that the Saudi-Jordanian border was secure. He 
discussed his support for improving the position of women 
but advocated measured change to permit social attitudes to 
evolve. Fahad supported dramatically increasing travel 
between the U.S. and Saudi Arabia 

facilitate issuance of student visas. In response to the 

CGVs advocacy of greater cooperation in the education field 
he introduced the prospect of seeking a U.S. university as a 
joint operator of a new university in Tabuk. Prince Fahad 
keeps close control of affairs in the region. END SUMMARY. 


TABUK OCCUPIES SENSITIVE POSITION IN THE MIDDLE EAST 


2. (C) On May 16 

with long-serving Tabuk Governor Prince Fahad bin Sultan bin 
Abdulaziz. The meeting was held in the executive office of 
the Governor\'s Palace in the city of Tabuk. The Governor 
inaugurated the meeting with a lengthy summary of his 
observations on the Middle East situation. He first 
accentuated his role as Governor of a province occupying a 
critical location in the Middle East 

Al-Haq| 

Aqaba 

the Gulf to the Egyptian Sinai and between the two lay 

Israel. Although stressing its geographical proximity to 

other important parts of the Middle East 

Governor avoided any reference to the large military presence 
in Tabuk. In fact 

army and air force commands guarding northwestern Saudi 
Arabia 

Saudi-Jordanian border and 700 km. of coastline. 


PALESTINE PROBLEM THREATENS TO INFECT THE REGION 


3. (C) Prince Fahad voiced great concern over the 
Palestinian debacle. He warned that continuing disorder 
there could inspire extremism throughout the Middle East. He 
assured the CG that Saudi Arabia was doing everything 
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practicable to eradicate extremism in the Kingdom 
cautioned that solving the Palestinian problem was the only 
decisive way to undermine the call of extremists. He 
strongly endorsed the \"Road Map 

international efforts to end the сопһісі 

advanced by King Abdullah 

Arab League. 


ISRAEL AND THE PALESTINIANS MUST \"SIT AND TALK!" 


4. (C) Elaborating on Palestine 

solution ultimately depended on negotiations between the 
Israelis and the Palestinians. They must \"sit and talk.\" 

The Governor was quick to add that all of the problems must 
be solved 

that all parties will be satisfied and not create obstacles 
which could derail an agreement. 


DEMOCRACY WILL FORCE HAMAS TO NEGOTIATE OR RESIGN 


5. (C) The Governor conceded that HAMAS will be reluctant to 
negotiate 

brought them to power could force them to act responsibly. 

In voting for HAMAS 

voting for a government that functioned 

corrupt 

maintain government services which discredits its claim to 
authority. Ifthe Palestinian President negotiates 
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HAMAS-dominated Palestinian Authority will have the choice of 
collaborating in negotiations or resigning and calling for 

new elections. Fahad believed that this will ultimately be 
beneficial for the Peace Process. 


BUSH MUST PUSH ISRAEL TO ENGAGE PALESTINIANS 


6. (C) The major powers 

other influential powers such as Japan and China 

Arabs 

support the Peace Process. He noted that President Bush is 
soon to meet with new Israeli Prime Minister Olmert 

pleaded that the President push the Israelis to engage in the 
Peace Process. V'Abu Mazen (Mahmoud Abbas) 

V'is the legitimate representative of the Palestinians and the 
Israelis should negotiate with him. If the Palestinian 
Authority does not support his agreements 

\"they should call new elections and allow the people to vote." 


Column 3 
WORLD MUST PREVENT ΤΗΕ SUFFERING ΟΕ ΤΗΕ PALESTINIAN PEOPLE 


7. (C) While the Peace Process continues 

community must 

people. He warned that continued suffering by the people 
would be a catastrophe 

but for other nations whose populations are sympathetic to 
the Palestinians. Anger against the West and Arab 
governments seen as indifferent to the lot of the 
Palestinians is growing rapidly in those states. There 
followed a passionate soliloquy questioning how anyone could 
sleep knowing of the terrible suffering endured by the 
innocent people of the Palestinian territories. 


IRAQ: HISTORY WILL VINDICATE PRESIDENT BUSH 


8. (C) In reference to Iraq 

constituted a very dangerous threat 

cost was justified. He pronounced Saddam Hussein \"probably 
the worst ruler in the Middle East in 2 

Continuing 

opportunists and blamed the media for exaggerated reports and 
propaganda that encouraged the insurgents. As an example 
cited the fact that the preponderance of the violence is 

Iraqi on Iraqi violence 

Although concerned about the situation 

President Mubarak\'s assessment that a pull-out now would be 
disastrous. He ended by extolling George Bush (as a leader 
who) had the will to make tough decisions and the strength to 
see the mission Qugh. He commeQd the President for his 
steadfastneQ and expressed confidence that \"History will 
support his decision.\" 


JORDANIAN BORDER PEACEFUL AND WELL PATROLLED? 


9. (C) After the Governor had concluded his remarks 

inquired about conditions along the border 

there had been any problems with weapons smuggling 

media had reported arms connected with HAMAS being discovered 
in southern Jordan. The Governor responded positively 
stating that he had no knowledge of any smuggling or arms 
trafficking in the border region. He said that King Abdullah 

is doing his utmost to secure the border which is closely 
monitored and patrolled. He also expressed his satisfaction 

at the degree of cooperation between Jordan and the Kingdom 
in ensuring border security. He ended by saying there were 
no border troubles in Saudi Arabia. NOTE: On the following 
day 

that Police in Tabuk seized five rifles 

machine gun and ammunition. END NOTE. 


Column 3 
TOURISM 


10. (C) The CG next asked the Governor about the prospects 
for tourism in the region. Fahad answered that tourism was 
viewed as an important sector for economic growth in the 
region. Domestic and religious tourism represents the 
primary target 
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non-Muslim tourists. He reported that representatives of a 
German academic institution had just visited Taima in 
connection with archaeological researches. He recommended 
the many archaeological sites within the state and invited 

the CG to visit the region's museums and ruins. 


ROLE OF WOMEN 


11. (C) Prince Fahad also expressed his support for 
improving the status of women. He has proposed that the 
local cultural society should be opened for women and noted 
that in many fields women had already made important strides 
although this has gone unnoticed by the press. He said that 
that very night 

present awards sponsored by the Kingdom recognizing the ten 
best farms in each state. These awards were among the most 
prestigious awards in the agricultural sector 

10 awards in Tabuk were being presented to women. 


U.S.-SAUDI WOMEN'S NETWORK 


12. (C) The CG brought up the prospective visit of NEA 

Senior Advisor Elizabeth Walsh to Saudi Arabia in June or 

July in order to promote a network between Saudi Arabian and 
American women. The Governor expressed a willingness to 
support such a program 

visit to the Kingdom in June or July. Domestic custom 

results in a substantial portion of the key figures being 

away from their homes during this interval. He personally 
recommended that Ms. Walsh consider the dates September 9-23. 


REFORM MUST OVERCOME CUSTOM 


13. (C) Continuing on the theme of the role of women 

said he personally disliked making a distinction between men 
and women. People are people in his estimation 

false and useless to attempt to make artificial distinctions 
between them. However 

deeply held social customs prevailing in the Kingdom that 
limit the freedom of women. He lamented that the West 
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typically ascribes this condition to the Islamic religion 

rather than social custom. He cautioned that government 
should not attempt to emancipate women through laws. He felt 
it was unwise to attempt to legislate changes in social 
attitudes. While delaying reform now 

changes in social attitudes will occur in the fullness of 

time. He volunteered that this change would be beneficial to 
the society and economy. He observed that there were 
approximately 1.3 million foreigners employed as drivers in 
Saudi Arabia. \"If women were able to drive 

\"600 

could be sent home 

more useful activities here.\" 


MUST BURNISH IMAGE OF SAUDI ARABIA 


14. (C) The Governor deplored the poor image Saudi Arabia 
endured in the West. For this 

media 

increased interchange between academics and business-people 
and strongly supported travel by Saudis to the United States. 
Recalling his own student days 

Saudis visited the U.S. 

cities 

the U.S. 

Arabs and Muslims. 


15. (C) The Governor was very pleased that there were now 
more than 10 

reminded us that when he was studying at the University of 
Southern California in the early 1970\'s 

40 

vital to reach that figure again. He then advised us that 
\"The Embassy must be gentle with visas 

added that there could be no compromise on security. 


FORGING NEW SAUDI-AMERICAN CONNECTIONS 
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16. (C) The Consul General asked the Governor if there was 
any assistance the Consulate could offer to help promote 
development. The Governor promised that at that night's 
awards ceremony 

people to employ its resources. The CG also informed the 
Governor that the Consulate had hired a new Education Adviser 
and offered her services to interested Saudi students to help 
them make better decisions involving educational 

opportunities in America. Accepting this offer with 
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gratitude 

had just agreed to permit construction of a new private 
university in Tabuk. The initial phase would be a 
polytechnic teaching computers 

phase would be followed by medical and engineering faculties. 
The college\'s supporters plan to approach an American 
university to act as joint operator. According to the 
Governor 

he requested assistance from the Consulate in pursuing this 
plan. 


THE GOVERNORYS LEGACY APPARENT AROUND TABUK 


17. (C) The meeting was followed by a short tour of Tabuk. 
The guide insisted on showing the CG a new auditorium and 
convention center 

managers proudly stated could hold more than 2 

was available to all government organizations for assemblies 
and conferences. The CG agreed that it would be a suitable 
venue for large gatherings. In response to the CG\'s inquiry 
the manager stated that theatrical or other entertainment 
events were not contemplated. 


18. (C) There followed a tour of a new social and cultural 
center 

rooms 

sports and а swimming pool. The Director 

told the CG that patrons are required to undergo a physical 
examination to ensure they are free of dermatological and 
contagious conditions before they may swim in the pool. 
Although open to all residents without cost 

requires all potential patrons to first join the association 
managing the complex. While presently open only to men 
managers are currently considering establishing alternating 
days in which women will be permitted to use the center and 
its facilities. 


BIOGRAPHICAL NOTES 


19. (C) Born in Riyadh on October 20 

Sultan bin Abdulaziz is the full brother of former Ambassador 
to the United States Prince Sultan. Fahad obtained a B.A. in 
History from King Saud University in Riyadh in 1970 and 
earned a postgraduate degree in History from the University 
of Southern California. He has headed several UN social 
welfare commissions and has been the Acting President of the 
Saudi Youth Welfare organization. He is Vice President of 

the Saudi Soccer Association 

President of the Saudi Athletics Association and Arab 
Athletics Association. He headed the Saudi mission to the 
Los Angeles Olympic Games in 1984. He has been governor of 
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Tabuk since about 1987. He is reputed to be very proud of 
Tabuk\'s agriculture 


GOVERNOR CALLS ΤΗΕ SHOTS 


20. (C) Prince Fahad is indisputably a modernizer who sees 
change as essential to the future of the Kingdom 

inclined to push development faster than he believes social 
attitudes will easily accept. He is also known as an 
iron-fisted administrator 

sobriquet \"Stalin\" among some of his less admiring 
countrymen. A glimpse of this controlling attitude may have 
been provided by the CG 

to visit Prince Sultan Air Force base in Tabuk 

American officers are stationed. After weeks of hesitation 
MFA intimated that the visit would be permitted. As the day 
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of the trip approached 

offered to the Consulate that the visit would be approved 
although probably only on the morning of the visit. Only 
after the CG was in Tabuk was the visit finally denied. 
Sources hinted that the visit was canceled because the 
Governor did not approve. It was also suggested that an 
earlier request to visit the commanding officer of the Tabuk 
border command had also been denied at the instigation of the 
Governor. Also worthy of passing comment is the fact that 
for the first time during her numerous trips around the 
consular district 

soldiers. 


21. (C) COMMENT: This Governor 

modernization. However 

evidence 

only likely to cooperate with initiatives that appeal to him 

and is unlikely to accede to and would probably obstruct any 
initiatives with which he does not agree. Consequently 
efforts to promote U.S.-Saudi cooperation in Tabuk will have 
to be pursued very carefully 

arouse the Governor's opposition. END COMMENT. 
Gfoeller 
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Palestinian Authority. Grandi argued that some technical 
interaction is necessary to ensure the safety of UNRWA 
personnel operating in the West Bank and Gaza Strip. On 
UNRWAV's internal reforms 

release next month a draft document outlining a series of 

reform measures to its Advisory Commission. Grandi welcomed 
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\"creative ideas\" to increase vetting of beneficiaries who 
would be supported by the agency\'s expanded emergency 
programs 

USD 190 million this year. End Summary. 


2. (SBU) ΙΟ A/S Silverberg on May 12 met with UNRWA Deputy 
ComGen Filippo Grandi 

Custer 

Department 

in Jerusalem. ΙΟ DAS Mark Lagon 

Kaneshiro 

meeting. 


Grandi: UNRWA To Maintain Minimal 
Contact With Hamas-led PA 


3. (SBU) Grandi noted that the PLO remained UNRWA\'s 
primary contact on Palestinian refugee issues through the 
PLO\'s refugee department. However 

necessity 

officials from the PA ministries. A/S Silverberg responded 

that contact should be minimized and focused on the technical 
level only 

meeting last month with a Hamas cabinet minister had raised 
serious concerns. Grandi assured A/S Silverberg that UNRWA 
would maintain only those relations that will ensure that 
UNRWA employees can work safely and efficiently in 
Palestinian refugee camps. UNRWA would handle this situation 
carefully 

said. 


Reform Process Ongoing 


4. (SBU) Grandi noted that UNRWA 

externally-funded (Canada 

launch a substantial reform program designed to overhaul the 
agency\'s management structure and introduce significant 
reforms to its human resources and planning systems over the 
next three years. Grandi indicated that a draft reform plan 
would be available for donors to review in early June. A/S 
Silverberg noted that Congress is seeking more transparency 
from UNRWA and that UNRWA should be proactive in addressing 
congressional concerns. Grandi responded that the reform 
program would help address congressional concerns by helping 
the agency prioritize its needs and produce comprehensible 
budgets. 


5. (SBU) Grandi said he wants to improve UNRWAV's capacity 
to plan and monitor its emergency programs 
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had secured UK funding to help it conduct an external review 
of the agency\'s existing emergency interventions. Additional 
critical internal reforms -- such as re-grading the positions 

of UNRWA\'s 26 

inconsistencies -- are also on his agenda. 


Emergency Appeal to Double in Size 


6. (SBU) On the growing humanitarian needs in the West 
Bank and Gaza 

challenges as it attempted to ramp up assistance to cover a 
greater number of refugees applying for assistance. 
Deteriorating economic conditions have resulted in a growing 
number of applications for emergency assistance 

in Gaza. While the situation is dire 

wants to avoid perceptions that he is \"crying wolf.\" He 
nonetheless expected a protracted crisis. 


7. (SBU) He confirmed that UNRWA planned to maintain its 
current mix of interventions (food aid 

creation 

the scale of those programs. He noted that UNRWA is still 
calculating the cost of those expanded programs 

predicted that the agency would revise its emergency appeal 
to USD 190 million 


Asked about UNRWA\‘s selection criteria for its cash 
assistance programs 

socio-economic factors (single-parent households 

and the disabled). UNRWAVs social workers conduct regular 
end-use checks 

caseload of 250 families which made frequent home checks 
impossible. Grandi said that UNRWA is already appealing for 
resources to expand its social worker program to ensure the 
quality of the emergency assistance program. 


8. (SBU) Grandi said that UNRWA is open to suggestions on 
how to vet the large number of refugees applying for 
emergency aid. He noted that the USG-funded Operational 
Security Officers (OSO) program -- meant to secure the 
integrity of the UNRWA installations -- has done a good job 

in the West Bank and Gaza camps and might represent an 
adequate model to report political activities that may occur 

in UNRWA schools. Grandi hoped to use the OSO program as an 
additional monitoring tool. A/S Silverberg noted that 
monitoring activities on the part of UNRWA are critical to 
alleviating international donor concerns over the integrity 

of UNRWA services. 


Some Positive Developments 
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In Lebanon Refugee Camps 


9. (SBU) Grandi said that there have been positive 
developments in Lebanon with respect to the Government of 
Lebanon\'s attitude toward the Palestinian refugee camps. The 
Lebanese Prime Minister had recently chaired a meeting of 
foreign ambassadors in which he welcomed contributions to 
UNRWA. Grandi said that the Prime Minister is ready to 
present legislation to the Lebanese parliament that would 
enable refugees to work outside the camps. Other measures 
under consideration included proposals to ban the display of 
weapons outside of the camps. Grandi noted his \"shock 
however 

inside the Shatila Refugee Camp during a recent visit. 


10. (U) A/S Silverberg cleared this cable. 
WALLES 
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cried wolf.\" Lukin offered to discuss the NGO law during his 
meetings in the U.S. He also repeated his determination to 
keep a careful eye on implementation of the NGO law. 


7. (C) Action request: As reftel noted 

observer of the human rights situation in Russia and an 
excellent interlocutor. We recommend that the Department do 
its best to arrange the meetings he has requested. 

BURNS 
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4. (SBU) A parallel financial investigation focusing on the 
Stathopoulos DTO\'s drug-related assets identified two bank 
accounts held by Skouras and Samsonidis 

total of 920 

frozen and are subject to seizure pending the outcome of the 
trial. A search or Skouras\' and SamsonidisV residence led to 
the seizure of a loaded automatic weapon and two cars. 
Dalton\'s residence contained approximately 920 

, 

laundering drug-related proceeds). From May 2004-May 2005 
the Stathopoulos DTO purchased in excess of 282 bank drafts 
totaling 1 

Warrants were obtained prior to all searches and Hellenic 
authorities will seize accounts pursuant to Hellenic Laws 


5. (SBU) COMMENT: Combating international trafficking in 
narcotics by effectively identifying 
eliminating drug smuggling is an MPP performance objective. 
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This challenging year-long investigation by Greek law 
enforcement agencies clearly contributed to this MPP 
performance objective. Moreover 

collaboration and information sharing between Greek 
authorities and the Athens Drug Enforcement Administration 
office 

enforcement institutions 

successful case is a testament to Greek authorities\' 
commitment to cooperating with U.S. DEA authorities to 
disrupt criminal organizations. 

Countryman 
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offer explicit American support for the plan 

timetable will be set for its implementation. However 
in the main point of its lead story 

senior US administration official as saying this week 
that the administration will present V'new ideas for 
advancing the peace process 

officials will present these ideas to Olmert during his 
visit. The official was quoted as saying that among 
other things 

countries\" into the circle of those supporting the 
peace process. HaVaretz further quoted the official as 
saying that the administration will make it clear to 
Olmert that America believes the way to solve the 
Israeli-Palestinian conflict is via the Roadmap and 
direct negotiations with the Palestinian leadership. 
The official was quoted as saying that at the same 
time 

Hamas government \"is not an address for negotiations 
and that PA Chairman [President] Mahmoud Abbas has not 
lived up to expectations -- and may therefore not be 
able to serve as such an address either. Havaretz 
(today) and The Jerusalem Post (Sunday) wrote that the 
US is also worried about the effects of OlmertVs 
convergence plan on Jordan 

this clear to the PM during his visit. Havaretz said 

that administration officials plan to insist that 

Olmert present ideas on how to prevent the PA from 
degenerating into total chaos. Nevertheless 

senior administration official was quoted as saying 
that Washington is even less enthusiastic about 
funneling aid to the PA 

the salaries of PA employees 

reason for us to do so now.\" Maariv quoted senior 
Israeli officials as saying that during 2006 

Bush will announce his support for the convergence 
plan. 


Major media (banner in The Jerusalem Post) cited an 
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interview Olmert granted CNNVs Wolf Blitzer before his 
departure for Washington. Olmert was quoted as saying 
in the interview that Iran is much closer to mastering 
nuclear technology than previously thought 

Iran was only a few months away from acquiring the 
technology needed for building a nuclear bomb. On 
Sunday 

Bush would be that Iran is accelerating its uranium 
enrichment process. Israel's Ambassador to the US 
Danny Ayalon 

The Jerusalem Post that Iran\'s nuclear program was 
expected to be a major issue on the agenda of OlmertVs 
meeting with President Bush. On Sunday 

reported that Olmert would request that President Bush 
coordinate steps vis-a-vis Iran with Israel. Leading 
media reported that -- in Yediot\'s words 

the US model" -- Olmert intends to create a \"forum of 
prime ministers" (including former PMs Shimon Peres 
Ehud Barak 

one another on the issue of coping with Iran\'s nuclear 
race. 


Yediot reported that following Iranian President 
Mahmoud AhmadinejadVs call to destroy Israel 
diplomats will soon file a suit against him at the 
International Court of Justice in The Hague 
conspiracy to carry out crimes against mankind. 


Major media reported that on Sunday 

with Abbas at a World Economic Forum meeting in Sharm 
el-Sheikh 

the meeting as important and positive 

as saying that the next step would be a meeting between 
Abbas and Olmert. However 

to CNN that although he respects Abbas 

and unable to conduct negotiations with Israel 

Radio quoted Olmert associates as saying that OlmertVs 
remarks constitute a harsh strike in the fight against 
Hamas. Israel Radio said that an official in AbbasVs 
bureau told the station that an Olmert-Abbas meeting is 
not on the horizon. The station later quoted 

Palestinian sources as saying that on Sunday 

Israeli 

would be a three-way meeting between Olmert 
President Hosni Mubarak 

in two weeks. On Sunday 

Peres as saying: \"We will not discuss with Abu Mazen 
renewing negotiations until the PM returns from 
Washington.\" Israel Radio quoted Egyptian PM Ahmed 
Nazif as saying with the London-based Ash-Sharq Al- 
Awsat that he expects positive developments after 
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Olmert\'s return from Washington and his expected 
meeting with Mubarak (according to Yediot 

Sheikh in two weeks) 

and US efforts toward the resumption of the Israel- 
Palestinian dialogue. HaVaretz quoted Livni as saying 
Sunday that the route of the separation fence can be 
changed during negotiations on a final-status agreement 
with the Palestinians. HaVaretz and The Jerusalem Post 
reported that on Sunday 

transfer of 50 million shekels (around USD 11.2 

million) worth of medical supplies to Palestinian 

medical centers. 


Turki al-Faysal 

quoted as saying in an interview with Yediot that the 
Saudi peace initiative is the only solution to the 
Israeli-Palestinian conflict. 


The Jerusalem Post and Israel Radio reported that 
Olmert has named Justice Minister Haim Ramon Chairman 
of a new interministerial committee that will deal with 
illegal outposts. 

HaVaretz reported that over the past few weeks 
authorized the expansion of the municipal boundaries of 
four settlements -- Givat Zeev 

Oranit 

Maskiot 

ШІН 

that the expansion of Betar Illit is meant to create 
contiguity between Jerusalem and the Green Line. The 
Jerusalem Post also reported on the issue. 


Over the weekend 

fired by IAF planes slammed into a jeep in Gaza City 
Saturday evening 

Islamic JihadYs most senior military commander in the 
Gaza Strip. Three members of his family were also 
killed in the strike. All media reported that four 

Qassam rockets were fired Sunday from the Gaza Strip 
into Israel 

one slammed into an empty classroom in Sderot. Leading 
media reported that the IDF responded with a massive 
artillery bombardment against areas thought to have 
been used to launch the rockets. Two Palestinians were 
reportedly injured in the retaliatory attack. HaVaretz 
cited claims by Palestinians that a 48-year-old woman 
was killed by IDF fire at the Balata refugee camp in 
Nablus on Sunday. HaVaretz cited an IDF denial. 


On Sunday 
attempt on Gen. Tareq Abu Rajab 
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intelligence service in the Gaza Strip. Abu Rajab\'s 
nephew Ala Abu Hasira was killed in the blast. The 
media cited assessments that Hamas was behind the 
operation. Over the weekend 

last Tuesday 

attempted to smuggle approximately USD 900 

Gaza Strip in an attempt to evade the economic blockade 
imposed on the PA since the movement came to power. 


Maariv reported that the US has decided not allow 
Israel to upgrade the Joint Strike Fighter plane (F- 
35). The newspaper said that this constitutes a 
problem for the Israeli military and aeronautical 
industries 


The Jerusalem Post reported that Israel will boycott an 
EU-sponsored conference on \"Racism 

Media\" being held Monday in Vienna because the issue of 
anti-Semitism is not on the agenda. 

The Jerusalem Post reported that on Sunday 

Menashe Amir discredited a report widely cited over the 
weekend 

require Jews 

colored ribbons on their clothing to distinguish them 
from Muslims. On Sunday 

denial of those reports. 


Yediot reported that this week 

proclaimed a reform in US immigration policy 
\"would allow tens of thousands of Israelis staying 
illegally in the US to regularize their status.\" 


HaVaretz reported that on Sunday 
Ovadia Yosef asked Olmert to request that the US 
release convicted spy Jonathan Pollard. 


HaVaretz reported that Yad Vashem Chairman Avner Shalev 
has called on Olmert to grant political asylum in 

Israel to refugees from the Darfur genocide. 

The Jerusalem Post reported that NASDAQ will launch an 


Israeli stock index within the next few weeks 
will be the first ever foreign index on the market. 


Column 3 
Summary: 


Diplomatic correspondent Aluf Benn wrote in 
independent 

[President George Bush and his aides] 

plan is not a fully matured idea; it has many 
shortcomings and is certainly not a \ifeline.\\" 


Diplomatic correspondent Ben Caspit wrote on page one 
of popular 

great deal of respect now. On the other hand 

needs to be determined 


Chief Economic Editor Sever Plotker wrote in the 

editorial of mass-circulation 

Aharonot: \"Foreign Minister [Tzipi Livni] was right 

when she said some two months ago that Abu Mazen had 
become an irrelevant political figure. The contrived 
meeting at Sharm el-Sheikh on Sunday did not change 
that assessment; it only reinforced it. V" 


Mark A. Heller 

University's Jaffee Center for Strategic Studies 

in the conservative 

\"Israel will have to satisfy American concerns about 
the political context in which convergence takes 
place.\" 


Senior columnist Haggai Huberman wrote in the editorial 
of nationalist 

keeping at least one of the promises to his voters this 
term: he will not determine Israel\'s permanent 
borders.\" 


Block Quotes: 


|. \"Olmert in the US / First Lesson іп Diplomacy" 


Diplomatic correspondent Aluf Benn wrote in 
independent 

Olmert presented his plan to withdraw from most of the 
West Bank and evacuate tens of thousands οἱ settlers as 
a Vlifeline for ZionismV.... President George Bush and 
his aides support Israel 

withdrawal from the territories and an evacuation of 
the settlements; but their priorities differ. In their 

view 

it has many shortcomings and is certainly not a 
VlifelineV.... Olmert views Palestinian Authority 
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Chairman Mahmoud Abbas as an ineffectual nuisance; the 
US sees him as the final barrier in the way of complete 
chaos in the territories 

to Jordan and Egypt.... The conceptual disparity is 

also evident when it comes to the Iranian issue. The 
public in Israel is expecting an aerial assault that 

will wipe out IranVs nuclear facilities and put an end 

to the apocalyptic threats of Mahmoud Ahmadinejad.... A 
bellicose Israel sounds logical; but the US has 

different considerations 

It is now trying out a complex and long-winded 
diplomatic approach that will most likely lead it to a 
direct dialogue with Iran. The differences in views 

will not mar the visit 

succeed. From Olmert\'s point of view 

a test of his approach 

interpersonal relations between leaders as the key to a 
successful foreign policy. For Bush 

be his first with Ariel Sharon\'s successor 

chance to display involvement in external affairs -- 

and perhaps even capitalize on Jewish support for 
Republican candidates in the Congressional elections in 
November." 


Il. \"Initiation Ceremony" 


Diplomatic correspondent Ben Caspit wrote on page one 
of popular 

administration that welcomes Olmert in May 2006 is far 
from that which welcomed Ariel Sharon in April 2004. 
The President is the same one 

has become one of the most ridiculous people of the 
modern era. He is in trouble in Iraq 

up in Iran 

China. The Americans are stuck with him until January 
2009. Olmert is 

lasts until then. The six hours that they spend 

together on Tuesday will indicate the way things will 

go. Will there be the famous chemistry that Arik had 
that Rabin had 

not? Will a relationship be formed? At the moment 
nobody knows. Olmert would do well to let Bush talk 
and not take over the conversation. To abandon his 
characteristic arrogance and know-it-all tone for a few 
hours 

deal of respect now. On the other hand 

to be determined 

liked about Sharon most of all was his credibility. 

The feeling that with him 


Ш. “Тһе Great Missed Opportunity" 


Column 3 


Chief Economic Editor Sever Plotker wrote in the 
editorial of mass-circulation 

Aharonot (5/22): "Оп Sunday 

Livni popped over to the World Economic Forum meeting 
in Sharm el-Sheikh for a few hours 

festive opportunity to meet with the president of the 
Palestinian Authority 

was also attended by Minister Shimon Peres 

political significance: in the months that have passed 
since the Palestinian parliamentary elections 

Mazenvs grip on the reins of power has grown 
perpetually weaker 

as the only legitimate authority. Even though Yasser 
Arafat left behind a regime that grants extensive 
powers to the elected president 

use any of these powers even once. He could have 
example 

since its policies contradict his own -- but he chose 

to recognize it and to give it his blessing. He 

Mazen 

police officers in the Palestinian Authority to disarm 

all the armed organizations and groups that are not 
directly subordinate to the presidentVs authority -- 

but he failed to lift a finger to exercise that power. 

He made do with issuing vague warnings and repeated 
calls for \'dialogue\' and Vnational unity 

interpreted by Hamas as defeatism and capitulation.... 
Like Abu Mazen 

date for bringing about -- by means of a combination of 
pressure and temptations -- the downfall of the Hamas- 
led government and new Palestinian elections. Now 
nothing else can be done but to begin to grow 
accustomed to the reality in which there is no 
government in Palestine except for the Hamas 
government. The Foreign Minister was right when she 
said some two months ago that Abu Mazen had become an 
irrelevant political figure. The contrived meeting at 
Sharm el-Sheikh on Sunday did not change that 
assessment; it only reinforced it. V 


ІМ. “Мг. Olmert Goes to Washington" 


Mark A. Heller 

University's Jaffee Center for Strategic Studies 

in the conservative 

\"If Israel hopes to get some political and/or material 
compensation for its withdrawal 

satisfy conditions that meet American requirements. 
These include the actual extent of withdrawal and its 
character: whether along the Gaza model of extracting 
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both civilians and the army 

model of pulling out settlers only. Most importantly 
Israel will have to satisfy American concerns about the 
political context in which convergence takes place.... 
The idea of negotiating with Abu Mazen has gained a lot 
of currency in the weeks just before Olmert\'s 

departure 

by the time he walks into the White House.... There is 
no logical contradiction between coordinating with the 
Americans first about the possibilities of renewed 
Israeli-Palestinian negotiations and then discussing 

with them the requirements for convergence if further 
negotiations are judged to be futile. But moving to 
stage two would almost certainly necessitate American- 
Israeli agreement about when and how that judgment is 
to be made. And that issue seems guaranteed to provoke 
some serious differences of opinion. V 


V. VOImert Will Not Determine the Permanent Borders\" 


Senior columnist Haggai Huberman wrote in the editorial 
of nationalist 

Minister Ehud Olmert will meet with the President of 

the US in two days 

tried to foist on the Israeli public melts away. 

Olmert will not be keeping at least one of the promises 
to his voters this term: he will not determine IsraelVs 
permanent borders.... [Mr. Olmert] 

additional commitment from Bush that he will recognize 
the separation fence 

borders except for tiny deviations of settlement blocs 

as Israel's permanent border? After all 

promised that in his letter to Sharon 

is good that nobody asked Olmert that question 

then he would have been compelled to blush and admit 
that it is all deception: Bush made no commitment then 
Bush will make no commitment two days from now. It is 
all alie. The US will not oppose any lsraeli 

withdrawal 

policy since 1967 is that Israel must withdraw to the 
Green Line. It will not oppose the withdrawal 

neither will it give in exchange what Olmert hopes to 
receive. No textual or verbal virtuosity issued by the 
White House two days from now will succeed in covering 
up this fact. V 
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May 22 
post-election strategy 


Column 3 

relations to NGOs 

regime 

The strategy will also stress efforts to defend Belarusian 
independence against Russian pressures for unification. 
Milinkevich said if necessary he would even work with 
Lukashenko to defend Belarus\' independence. Meanwhile the 
opposition faces continued pressure from the regime and even 
some allies. A Milinkevich activist in Schuchin is being 

falsely charged with terrorism 

the prosecutor over 

a Polish newspaper interview 

Lithuanian government is angry with him for thwarting their 
plans to \"export\" revolution to Belarus. End summary. 


Lebedko a \"Medium\" Problem 


2. (C) Ambassador opened the meeting by explaining that 
rumors the USG supports potential rival 10 Plus leader 
Anatoly Lebedko (who traveled to Washington the week before 
with IRI) are false. The USG advocates there be a single 
united opposition. Milinkevich stated he just finished a 
one-and-a-half hour private talk with Lebedko 

many months. After this meeting Milinkevich acknowledged the 
coalition had some differences with Lebedko and his United 
Civic Party 

problem. The main difference 

be that Lebedko insists the 10 Plus hold a new Congress of 
Democratic Forces 

leadership and a strategy for the coalition. Milinkevich 

argued the coalition needs a new strategy now so as not to 
lose the momentum and the people it gained during the March 
elections. On May 22 the 10 Plus will vote on a 

post-election strategy; Milinkevich thought nine of the 
coalition\'s ten member groups (exce 

pting the UCP) would support the plan. 


3. (C) Milinkevich stressed that he can work with Lebedko 
even though Lebedko has his own ambitions. He did not fear 
Lebedko would attempt to quit the coalition. Claiming some 
want to dissolve political parties into one movement 
Milinkevich argued that the parties must continue to exist 
because once Belarus becomes democratic it will need various 
parties for parliament. However 

parties has made it hard to run the coalition and divvy up 
high-level positions within the opposition. 


The New Strategy 
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4. (Ο) Promising to privately present the opposition\'s new 
strategy once it is approved 

coalition might be doing. He admitted the coalition did a 
poor job working with NGOs during the election campaign 
too many party leaders unsuccessfully trying to give orders 
to NGO activists. The 10 Plus will now try meeting monthly 
with interested NGOs 

NGOs 

bringing them into the coalition while still allowing the 

NGOs their independence. Milinkevich is also trying to build 
cooperation with newly forming youth groups 

those responsible for recent flash mobs. He stated that the 
coalition now realizes NGOs can operate in ostensibly 
non-political fields and still promote democratic development. 


5. (C) Under the new strategy the 10 Plus will undertake 
three broad campaigns. First 

pressure on the regime 

internationally. In Belarus the coalition is trying to 
create conditions to impeach Lukashenko 


strikes in some businesses. Second is distributing 
independent information. The coalition is working with 
donors to expand access to free radio and newspapers. 
Milinkevich claimed the Polish government recently approved 
USD 1.5 million for television broadcasting to Belarus (out 

of USD 7 million in total aid). The coalition will 

strengthen its negative campaign against the regime 
something Milinkevich said was done poorly during the 
elections 

(For Freedom) 

contract system. Last 

for \"independence.\" This includes independence from threats 
-- for example defending activists who face regime pressures 
as 

well as independence for Belarus. 


Russia Threatens BelarusV Independence 


6. (C) Milinkevich stated that Russia is applying heavy 
pressure on Belarus to join the Union State 

Russia wants to incorporate Belarus into the Russian 
Federation. He said that the vast majority of Belarusians 

are against full union with Russia. While a majority might 
support economic union 

surrender Belarusian independence. Most Belarusians know 
that people live worse in Russia than in Belarus. 

Milinkevich said that he has contact with many in the 
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nomenclatura 

would erode their authority. Milinkevich even admitted if 
necessary he would even work with Lukashenko to preserve 
Belarusian independence 

would never initiate such contact 

weakness. Arguing that people cannot freely vote without 
free information 

any future referendum on the Russia-Belarus union. 


Problems with Some Donors 


7. (C) Responding to Ambassadors question 

many donors are being very helpful 

Norwegians 

(Milinkevich guessed at USD 1 million) to the Belarusian 
opposition. These donors do not have to give support 

directly to the 10 Plus 

still support a single democratic strategy. He stressed the 
importance of donor coordination. However 

complained at length that many unspecified \"imitators\" among 
international donors cause problems. Without naming names 
he maintained some problem donors are more interested in the 
act of providing aid than in seeing any good come from their 
assistance. 


Differences with Kozulin 


8. (C) Milinkevich plans to meet soon with one of rival 
presidential candidate Aleksandr Kozulin\'s deputies. He 
thinks he can work together with Kozulin 

has different goals. This difference is most clearly seen in 
the names of the campaigns. Milinkevich explained he is the 
leader of a coalition 

not his personal coalition 

more power 

supporters are more V'radical 

\"peaceful 


Local Activist Charged with Terrorism 


9. (C) Milinkevich explained that the head of his campaign 
team in Schuchin (Grodno district) has been charged with 
terrorism and goes to court on May 25. Milinkevich stated 

that before the March elections a young man asked the 
campaign team if he could campaign on Milinkevich\'s behalf in 
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Schuchin 

arrested this person for allegedly fighting with a police 
officer and stealing construction material. In custody the 
young man allegedly told police that Milinkevich\'s local 


campaign team was preparing to conduct terrorist attacks. 
Poloff may attend the trial. (Note: Post believes these 
charges to be falsifications by the regime to pressure the 
opposition. There is no known or suspected connection 
between the Belarusian opposition and terrorist acts or 


groups.) 


10. (C) Milinkevich is not without his own legal problems. 
He explained that he had to go to the prosecutor\'s office 
after his meeting with Ambassador to most likely receive a 
warning. He said this stems from an interview he gave to a 
Polish newspaper 

Polish diplomat in Grodno was suspicious. 


Vilnius Mad at Milinkevich 


11. (C) Milinkevich mentioned privately that he knows the 
Lithuanian government is angry at him because he spoiled 
their plans to create a revolution in Minsk. He claimed (and 
Post has heard from several other sources) that members of 
the Lithuanian government were pushing the Belarusian 
opposition to use the crowd that came out Election Night in a 
bold gesture 

оп Lukashenko\'s office 

popular feelings against the regime. Milinkevich believes 
such actions could only have ended in ruin and bloodshed 
resisted this pressure. He believed Belarusian society was 
not ready for such revolution 


Comment 


12. (C) Despite many successes in unifying and campaigning 
several problems continue to threaten opposition unity. The 
main problem continues to be the internal power struggle 
between Milinkevich and Lebedko. Their differences however 
seem surmountable 

after Milinkevich departed the Embassy Lebedko contacted Post 
asking for a meeting. Ambassador will once again stress to 
him 

importance of unity. Influenced by the Lebedko-Milinkevich 
divide 

inexperienced coalition 
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groups that wanted to help during the campaign and wasted two 
months developing a post-election strategy. It remains to be 
seen ifthe strategy to be approved May 22 will finally allow 

the opposition to take maximum advantage of the opportunities 
presented by Lukashenko\'s clearly falsified electoral 

victory. 

Krol 
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such a person would not be accepted in the same way by the 
opposition or have as much influence as Guleid. (Comment: 
Any new director would not be as fully steeped in Bahrain\'s 
political culture as Guleid is 

immediately effective in promoting political participation at 
this late stage in the election process.) 


4. (C) NDI has been the object of a virulent press campaign 
against it that peaked in the week following Guleid\'s May 12 
departure. Newspapers and columnists opposed to ΝΡΙ 
particular the Sunni-dominated Al Watan and Akhbar Al 
Khaleej 

the United States. (Other papers have taken more balanced or 
even strongly supportive positions 

columnist Sawsan Al Shaer of Al Watan.) A May 20 article in 
Arabic daily Al Watan 

to the Royal Court 

intelligence institutions\" lay the groundwork for a new kind 

of international interference in countries called \"colored 

coups 

Georgia and Ukraine. Columnist Hafedh Al Shaikh from Arabic 
daily Akhbar Al Khaleej wrote on May 16 that he is pleased 

NDI departed Bahrain because the institute had gone too far 

in inciting various groups against each other and \"playing a 
dirty and destructive role with an imperialist flavor.\" Al 

Watan accused ΝΡΙ of \"being controlled by Jewish leaders who 
are known to have Zionist inclinations.\" Akhbar Al Khaleej 
columnist Sayed Zahra wrote on May 14 that V'NDI is nothing 
more than a tool of U.S. sabotage and destruction and 
interference in countries domestic affairs. V 


5. (C) Another organization to face GOB harassment is the 
Bahrain Transparency Society (BTS) 

Transparency International headed by Jasim Al Ajmi. BTS has 
received several MEPI grants and periodically co-hosted 
conferences and workshops with NDI. Registered as an NGO 
with the Ministry of Social Development (MSD) 

on election monitoring and transparency in political 
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decision-making on issues such as funding election campaigns 
and drawing electoral constituencies 

Bahrain. BTS monitored elections for the board of the 

Bahrain Chamber of Commerce and Industry (ВССІ) in early 
2006 

Shaikh Khalifa bin Salman Al Khalifa. It also monitored the 
2002 parliamentary elections with the last-minute approval of 
the government. 


6. (C) Even before the ВССІ elections 

Development Fatima Al Baloushi announced that BTS had 
violated its own charter by deciding to reduce the number of 
members of its board from nine to five without the approval 

of her ministry 

elections. She also stated that the ministry was 

investigating alleged financial improprieties committed by 
BTS. (Note: We later learned that the funds at the heart of 
the investigation were from a MEPI small grant that 
bureaucratic reasons 

MSD apparently believed someone at BTS had stolen the money.) 
Multiple investigations conducted by MSD auditors failed to 
turn up any wrongdoing and Al Baloushi was eventually forced 
to admit publicly that BTS\'s books were clean. In doing so 
however 

chairman 

it held new elections for the board. The society acted 
promptly and within weeks a new nine-member board was elected 
and Al Ajmi was again named chairman. The net result of this 
drawn-out incident was the status-quo-ante 

and energy wasted. 


7. (C) As an organization that is outspoken in its support 
for political reform and openness 

in certain newspapers. On May 17 

Vhelped create 

vehicle for its suspicious activities in the country. On May 
13 

monitor Bahrain\'s elections. It continued 

the elections and Al Wifag and Al Waad (Note: Two opposition 
political societies) did not get a majority in the 

parliament 

elections results as tampered with?" 


8. (C) BTS was the leading election monitor for the 2002 
elections and MEPI awarded BTS a grant in anticipation of it 
doing so again later this year. In an apparent attempt to 
preempt requests 
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Bahrain will not allow independent election observers 
international or domestic. Her ministry has informed BTS and 
the Bahrain Human Rights Society (BHRS) that they cannot 
monitor elections because doing so is not among the groups\' 
stated goals in their articles of association. She said 

know that they monitored previous elections 

charge then. Now that I\'m in charge 

that everything is done by the book.\" 


9. (C) BTS Chair ΑΙ Ajmi told Pol/Econ Chief that his group 
would monitor the elections with or without the governmentVs 
approval. He explained that 90 percent of the work of 
monitoring is done well in advance of the elections and is 
based on research on constituencies 

candidates access to the media 

expects election day to proceed smoothly 

argument to the government immediately prior to the elections 
that allowing his staff to observe the polling stations will 
enhance the credibility of the elections. BHRS Assistant 
Secretary General Abdullah ΑΙ Durazi said publicly that his 


SIPDIS 

organization will monitor the elections even if it is not 

allowed to see what is happening behind the scenes. \"We will 
still be at the polling booths 

observing what is happening as well as we can. Not having 
anyone monitoring the elections will create doubt in peopleVs 
minds." 


10. (C) Al Watan newspaper has also directly attacked the 

U.S. Embassy in Bahrain. In a provocative April 30 article 

titled WAmerican Eyes 

the Embassy \"adopts the negative rhetoric of the opposition 
bs8cY7zzlt also slammed the Press and Political FSNs at the Embassy 
questioning why these (unnamed) individuals provide such poor 
guidance to American officers. Per septel 

that the political editor at Al Watan takes instructions from 

the Royal Court. 
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11. (S) The King has repeatedly called for the participation 
of all of Bahrain\'s citizens in elections 

Wifaq\'s decision to take part 

the Royal Court to pass along his personal message of 
congratulations to Al Wifaq Secretary General Shaikh Ali 
Salman. However 

Johnny Young (strictly protect) met with the King during a 
late March - early April private visit to Bahrain 

said he could not trust Bahrain\'s Shia as full and equal 
partners in the political process because their ties to Iran 
were too strong. The British Ambassador to Bahrain (strictly 
protect) told the Ambassador that the King had told a 
visiting UK Minister of State that it was fine if NDI worked 
under the auspices of the Bahrain Institute for Political 
Development 

unrestrictedly push American-style democracy. 


12. (C) The King is faced with a dilemma. He believes in 
reform and has expended political capital to promote policies 
in favor of openness and compliance with international norms. 
He is 

participation by the opposition in the elections and the 
prospect of a large opposition bloc inside the lower house of 
parliament. In the context of Iran\'s aggressive regional 
policies and Shia empowerment and sectarian strife in Iraq 
elements within the ruling family and government 

using closely allied newspapers 

undermine the credibility of the opposition. U.S. advocacy 
for greater democratization in the region is interpreted by 
some in Bahrain to mean promoting the opposition at the 
expense of the government. This perception has resulted in 
the Embassy and civil society groups linked to the USG 
through programming or shared policy objectives to also 
become targets of criticism. 


MONROE 
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and the world.\" Stoltenberg noted that Norway supplies 
France and Germany 

cent of their domestic natural gas. Norway supplies the UK 
with 26 percent of its oil 

is completed -- \"Norway\'s moon landing 

the technology -- Norway will provide a significantly 
increased proportion of Britain\'s natural gas too. 
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8. (C) Norway has proven to be a stable supplier 

with the U.S. on the importance to European energy security 
of Europe diversifying its energy sources. Stoltenberg noted 
that one real constraint in Norway\'s ability to serve as an 
alternative supplier of gas to European markets is ownership 
of the delivery infrastructure. Russia still owns the 

pipelines 

infrastructure 

commodity 

noted that the price of Norwegian participation in the huge 
Shtockmann field in the Russian Barents would be Russian 
access to Norwegian infrastructure. Stoltenberg also noted 
that Norway is currently producing at near capacity 

order for Norway\'s deliveries to increase 

to be found. One of the problems associated with exploration 
in the offshore arctic environment is the high cost and risks 
to companies. Also 

away from markets and would require a substantial investment 
in infrastructure. Added to these difficulties 

Russia still have not managed to resolve their 30-year old 
maritime border dispute 

there is no settlement in sight. 


9. (C) Stoltenberg also commented on the situation in 
Bolivia and Venezuela 

nationalize industries was surprising 

dangerous. It is right and natural that governments should 
reap financial benefits from profitable extractive industries 

in their countries 

national income from oil and gas than nationalization. For 
example 

has good relations with foreign energy companies 

time as Norway has strong public ownership in the energy 
sector and very high taxes. Stoltenberg also noted that 
Norway\'s energy dialogue and assistance to other countries 
Norway works hard to promote sustainable development and 
poverty reduction as necessary corollaries of the energy 
business. U/S Shiner thanked Norway for its involvement with 
the Extractive Industries Transparency Initiative (EITI) 
including Norwegian hosting of an upcoming fall 2006 EITI 
ministerial. She also shared the U.S. emphasis on energy 
security as a critical component for the G-8 Summit. 


10. (U) After their two hour (plus) meeting 

PM Stoltenberg met together with Norwegian journalists. They 
were asked to comment on the news that earlier on May 16 the 
Norwegian MFA had decided to issue a Schengen visa to Hamas 
parliamentarian Yahya el-Abadza. With U/S Shiner at his 
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side 

discussed the Middle East situation and then said that Norway 
is fully in line with the international community\'s demands 

on Hamas 

exist and that Hamas renounce violence. U/S Shiner also 
noted that while we disagree on the subject of issuing visas 

to Hamas 

undermine the many areas where the U.S. and Norway work 
together well 


11. (С) U/S Shiner is the highest ranking USG official to 
visit Norway since the Stoltenberg government came to power 
last October. The scheduled one-hour meeting with the PM 
meant to focus on UN panel issues became an over 2-hour 
affair as Stoltenberg was eager to discuss bilateral issues; 

in particular 

promoting energy security and the growing importance of the 
Arctic V'High North." Stoltenberg was recently stung by 
public criticism that he is not paying sufficient attention 

to the relationship with the U.S. on the heels of two press 
reports 

StoltenbergVs decision to pull-out of Irag has meant that a 
meeting request with the President was rejected 

other that Stoltenberg chose not to meet a group of six U.S. 
Senators last fall. 


12. (C) The fact that the PM decided to do a joint press 
appearance with U/S Shiner and spend so much time with her 
was a clear attempt to quiet his critics. While we welcome 
his effort 

prepared to muzzle the far-left Socialist Left party junior 
coalition partners anti-Americanism. Having failed in his 
first stint as PM in 2000 

his majority coalition in power and has so far chosen to 
distance his government from us in order to appease the 
far-left domestically. We are encouraged 

Stoltenberg and FM Stoere are starting to realize that they 
cannot take partnership with the U.S. for granted and that to 
maintain our historically strong ties requires more effort 

and less criticism on their part. We see the issues of the 
High North and energy as an area where we have common 
interests and where we can both benefit from closer 
engagement 

Russia\'s potential use of energy as a political tool. 


13. (U) U/S Shiner cleared this message. 
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Visit Oslo\'s Classified website: 
http://www.state.sgov.gov/p/eur/oslo/index.cf m 
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institution of government has supremacy over the others. 
Instead 

through a system of checks and balances. In this way 
crises can be overcome in a short time through a culture of 
conciliation and a tradition of pragmatic consensus. Viewed 
from Washington 

this stage of political maturity. In Turkey 

most important reasons for political tension is the fact 

that the legislative and executive authorities are more 
religious 

when | spoke last week to a former US Ambassador to Turkey 
he said that with last week\'s attack against the Danistay 
Turkey is entering a period in which secular-religious 
tensions will be intensified. In the US vision 

Turkey that is both secular and democratic. The Americans 
say this both publicly and in private. They argue that 
secularism and democracy are not principles that contradict 
one another 

another. Washington doesn't want Turkish secularism to harm 
its democracy 

The Americans want to see a solution 

question of the presidential election 

conciliation. 


Before the Issue Comes to the Agenda Again 

Sami Kohen commented in the mainstream daily Milliyet 
(5/20): “Тһе French Parliament did not pass the bill that 
would ban the denial of the Armenian Genocide. Armenians 
were deeply disappointed that the draft bill was not 
approved. Of course 

but just for the moment.Because this draft was not rejected 
by a parliamentary vote. The Socialists in France could 
bring the issue on the agenda once again next fall. There 
are lessons to be learned from this latest development in 
the French parliament. First of all 

clearly stated that it did not support this bill. This 

shows that if the government is energetic in its opposition 
itis possible to prevent the such bills from winning 

approval. The French governments stance also shows us that 
Turkey has an important place in French foreign policy. As 
in many other countries 

way in France on the Armenian issue. But the possibility 
that this bill could pass the French parliament roused the 
Turkish government and Turkish people 
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taken to block it. This proves that with some creative 

efforts 

Armenian issue can be changed. What Turkey needs to do is 
to face the world with a new strategy and a new image on 

this issue.\" 


TV News 
(NTV 


Domestic News 

- Foreign Minister Gul told a provincial AKP gathering the 
deadly attack on the Council of State (Danistay) was an 
attack against the state and the government 

Turkey must not go back to the chaos of the past. 


- Former Prime Minister Bulent Ecevit remains in acoma 
after being operated on following a brain hemorrhage on 
Friday. 


- Prime Minister Erdogan told the World Economic Forum 
meeting on Sunday that his government plans to increase 
Turkey\'s national income to 800 billion USD by the year 
2012. 
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- This week the Turkish parliament will discuss a draft law 
that would task the Prime Ministry with coordinating the 
fight against terrorism. 


- Turkey\'s main Kurdish party DTP co-chairman Ahmet Turk 
called on Prime Minister Erdogan to launch a dialogue with 
his party in an effort to solve the Kurdish problem. 


International News 

- Israeli Prime Minister Olmert warned that Iran is just a 

few months away from acquiring the technological know-how 
that will allow it to produce nuclear bombs. 


- On Sunday 

according to unofficial results. Belgrade will reportediy 
not object to the outcome. 

Visit Ankara\'s Classified Web Site at 


http://www.state.sgov.gov/p/eur/ankara/ 
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Cutting Edge of Change 

strides made by Saudi women in social and professional 
integration as well as the obstacles they continue to face. 

Her attendance had been previously approved by the Ministry 
of Higher Education (MOHE) per direct request from King 
Abdullah that Mission officials receive concurrence from the 
appropriate SAG agency before public engagements. She was 
joined by Nashwa Taher 

board of the Jeddah Chamber of Commerce and Industry (JCCI) 
in landmark 2005 elections; Majed Gharoub 

the Saudi Law Training Center and a prominent Jeddah lawyer; 
and Qusai Filali 

Municipal Government. 


3. (U) In her speech 

experiences and emphasized the importance of perseverance 
when proving her ability as a professional woman. She also 
noted the difficulty that women face in balancing their 

careers and their personal lives. In the subsequent 
Arabic-language roundtable 

made by Saudi women as they increasingly enter the work force 
and underscored that women should have the opportunity to 
exercise choice over their careers and personal lives as well 

as have the support and confidence of their communities. 


4. (U) Speaking from her own personal experience 

joined the CG in applauding the women who continue to develop 
themselves professionally while also succeeding as mothers. 
The well-known businesswoman praised the government for its 
recent support for increased female participation in society 

and drew on the example of Muhammad\'s wife 

a merchant and property owner. Taher said that initiatives 

such as the Khadija bin Khowailid Center at JCCI 

provides job training and employee placement for young women 
served as an example of the types of programs that should be 
developed in the Kingdom. 


5. (U) Gharoub 

for women professionals and recommended a more targeted 
approach to the integration of women into the work force 
which would include both a revision of workplace regulations 
to allow women access to better jobs and community-wide 
discussions about which opportunities were \"appropriate.\" He 
said that women should focus on fields that were V'suitable to 
their dignity 

science 

contrast to Taher\'s remarks and in particular to the example 
of Muhammad\'s wife\'s status as a merchant. 
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6. (U) Following up on Gharoub\'s mention of labor 
regulations 

from the municipal labor offices in Riyadh 

would begin visiting companies to verify that women\'s 
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positions were in compliance with government regulations. 
Despite this adherence to what could be perceived as limits 
to women\'s professional freedom 

for their continued integration into the work force and said 
that this is an essential element of Saudization efforts to 
decrease the reliance on expatriate workers. 


7. (U) The May 6 event and the CG\'s attendance in particular 
won widespread praise from both the Saudi and the regional 
press in the following day\'s editions. The Jeddah daily 
\"Okaz\" reported on the CGVs call for society to have 
confidence in the abilities of women and to trust that they 

will maintain their values while simultaneously pursuing 

their careers. The pan-Arab daily \"Al Hayat\" and the 
Abha-based \"Al Watan\" summarized the speakers\' comments 
though the former also reported on a series of technical 
workshops held later in the day. ConGen contacts expressed 
satisfaction at the CG\'s ability to participate in Arabic. 


8. (C) By contrast 

message board Al Sahat 

extremist Islamist outlet (see reftel A) 

College\'s decision to include the CG in the program and its 
encouragement of women\'s employment 

the substance of the CG\'s speech and subsequent remarks. 
Derisive questions posted by different site members included 
\"Why was the American ambassador attending?\" \"Does this 
college respect the constitution of this country or is it 

above the constitution?\" and \"The college is practicing a 
suspicious act to expatriate our girls like the American 
university?\" (Note: Though difficult to translate directly 

the final comment is a figurative criticism of efforts to rob 
Saudi women of their traditional culture by exposing them to 
foreign influences. END NOTE) 
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9. (Ο) Ina May 14 follow-up meeting with Dr. Haifa Jamal Al 
Lail 

the College\'s patron and founder 

criticism from Al Sahat. She added that the web site had 
published a photo from the May 12 shooting in front of the 
Consulate (see reftel B) and questioned how it was obtained. 
Princess Lolwa vigorously condemned many of the radical 
site\'s postings (including denunciations of her personally) 

and noted that one member had previously demanded the recall 
of former Saudi Ambassador to the US Prince Bandar bin Sultan 
for not condemning the Danish cartoons published last year 
that depicted Muhammad in a negative light. 


10. (C) The CG inquired about the decision to include 
Gharoub in the May 6 panel 

professional women was somewhat tentative. Al Lail indicated 
that Gharoub had pressured the organizers to include him 
after a previously scheduled panelist 

Majed 


11. (C) Princess Lolwa also highlighted the importance of 
women being able to express themselves 

whether or not to wear the \"hijab\" (the traditional head 

scarf for women). She linked this freedom of expression to 

the continuing development of women\'s education and proudly 
described to the CG her plans to build on Effat\'s success by 
opening three more womenVs colleges. She said that she is 
still awaiting preliminary approval from the Royal Diwan (the 
King\'s administrative office) and will then submit the 
appropriate paperwork to the MOHE. 


12. (C) The CG noted the USG\'s continued interest in holding 
a Saudi-American WomenVs Conference 

tabled during the inaugural US-Saudi Strategic Dialogue 
meeting in November 2005. Princess Lolwa said that Effat 
College would co-sponsor the event and asked for the USG to 
coordinate with the Ministry of Foreign Affairs and the MOHE 
on the proposal. She also requested that the USG wait to 


JEDDAH 00000380 003 OF 003 


organize the event until after she could discuss it with the 
Saudi Ambassador to the US 


13. (C) NOTE: Princess Lolwa is the sister of Prince Turki 
and of Foreign Minister Prince Saud Al Faisal 

to be two of the more progressive princes in the upper 
echelons of the government. All three are the children of the 
late King Faisal 

system in the 1960s by introducing universal primary and 
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secondary education for women. END NOTE 
Gfoeller 
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were pumped onwards from Pump Station Four in northern 
Turkey on May 5 and the project is still on target for 

first tanker loading on May 27. BP told us that there 

will not likely be a big public affairs announcement to 

avoid competing with the July 13 event 

anticipate press coverage. BP tells us that there is 

still no resolution with BOTAS in the dispute over cost 
over-runs (refs) 
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holding up completion. 
WILSON 
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secret\" - only to be exposed by a chance White House sighting 


SIPDIS 

by a Jazeera correspondent 

from different quarters. Both the Egyptian commentariat and 
the Egyptian \"street\" are convinced that Gamal is determined 
to succeed his father 

and willing to \"install\" him. The outcry prompted by the 

trip is evidence of public concern and animosity toward a 
perceived Gamal succession plan. Gamal and advisors 
mishandled the public relations angle of his visit 

visit by him to Washington was bound to stir up controversy 
no matter how carefully packaged. End summary. 


2. (C) Cairo is still buzzing a week after news broke over 

Gamal Mubarak\'s \"secret\" visit to the United States. We һауе 
been (informally) approached by many of our contacts 

what the \"real purpose\" of GamalVs visit to the U.S. was. 
Although the fact that Gamal was renewing his pilotVs license 

in the U.S. was reported 

this was the main reason for the visit (although this was 
presented as a primary purpose for travel when Gamal\'s staff 
first raised the visit with the Embassy several weeks ago). 


3. (C) Instead 

number of Embassy contacts 

to get U.S. V'approvalV to succeed his father 

(have come closer to the truth) by writing that Gamal went to 
Washington to convince the USG that the ruling NDP is serious 
about political reform. Some of our contacts have voiced 
surprise 
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Bush 

few if any appreciate the distinction between the POTUS 
drop-by and an Oval Office call. Indeed 

pro-government daily Al-Ahram played up Gamal\'s encounter 
with the President. Its banner headline on May 17 read 
VGamal Mubarak meets President Bush 

National Security Advisor.\" 


4. (С) Оп May 17 

Counselor to push the GOEY's line on the visit. The aide 
asserted that Gamal went to Washington to discuss the issue 
of reform in the region 

emphasized that his visit came in the context of a series of 
U.S. visits by senior NDP/GOE figures. The aide seemed 
unconcerned about the fact that GamalVs Washington visit 
coincided with major developments in the Judges Club and 
Ayman Nour controversies at home. It was apparent that the 
concern in Gamal\'s camp was about whether it would be 
perceived at home as an attempt to plead for U.S. approval 
for his succession. 


5. (SBU) Gamal was savaged in the independent press for his 
visit - particularly because of the perception that the GOE 
wanted to keep it secret. Many noted that the story only 

broke when an Al-Jazeera correspondent assigned to cover the 
White House noticed Gamal and Ambassador Nabil Fahmy walking 
through the visitor\'s gate. Writing May 18 in the 

Independent daily Al-Masry Al-Yom 

was scathing about the perceived secrecy of the visit. While 
there is nothing wrong 

visiting Washington and meeting with USG officials 

argued 

which raises \"1 

and its objectives. 


6. (SBU) Other observers quoted in the press took a still 
harsher tone. Political analyst Nabil Abdel Fattah said that 
Vthe U.S. and Israel want the current regime and its 
successor to remain in place 

Government was succeeding in using the MB to scare the west 
into support for Gamal as a successor. Cairo University 
Political Scientist professor Hassan Nafaa 

cited the \"secrecy\" of the visit as \"proof\" that the regime 

is pursuing GamalVs succession. The flamboyant MP Talaat 
El-Sadat 

more colorful comments \"І reject a President who comes to 
power riding on an American tank. | would rather it run me 
over.\" 


7. (C) A leading civil society activist complained to poloff 
on May 22 that Gamal\'s visit to the White House 
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perceived as secret 

commitment to democratic reform in Egypt. She linked the 
visit to other mixed messages\" from Washington to EgyptVs 
democracy community 

May 17 congressional testimony 

GOE\'s regional role as V'irreplaceable 

strong criticism of the GOE on May 18. 

8. (SBU) Al-Masry Al-Youm ran a banner headline on its May 22 
edition quoting A/S Welch as denying that Gamal\'s visit to 
Washington signaled U.S. support for his succession to the 
presidency. The piece also quoted the Deputy Secretary 

the margins of the WEF event in Sharm el-Sheikh 

the U.S. position that the selection of EgyptVs next 

president should be left to the Egyptian people. 


9. (C) Comment: This episode underlines the sensitivity of 
the succession question on Egypt\'s domestic political scene 
and the depth of public sentiments against Gamal 

against his perceived ambition to succeed his father. The 
attempt by Gamal and his circle to keep his Washington visit 
low-key was clumsy and obviously backfired. But even the 
most astute public relations strategy probably could not have 
prevented the sort of domestic criticism and speculation 
inevitably prompted by a Gamal visit to Washington. End 
comment. 
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Free Fertilizer. 


5. (U) The GOB allocated USD 1.3 billion for the 2006 
spring sowing campaign 

increase (and nearly five percent of GDP). Out of this 
USD 80 million reportedly went to Russia for 82 

of phosphate fertilizers and 245 

fertilizers that Belarusian manufacturers failed to 
produce. According to Pavlovsky 

percent more chemical fertilizers to their fields in 
2006 

per acre in 2005) to \"prepare\" the topsoil that 

time the sowing campaign started 


inches deep. 


.And Fuel. 


6. (U) On March 23 
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diesel fuel to farmers 

tons of diesel and 70 

to complete the sowing campaign. On April 4 

authorities ordered Belarus\' two oil refineries in Mozyr 
and Novopolotsk (Naftan) to supply the needed gasoline 
and diesel free of charge. The \"agreement\" was that out 
of every 1 

produce 

charge. Naftan was to supply 2 

Mozyr 2 

tons of diesel 

produced. The joint venture Slavneft-Start was to 

supply an additional 4 

owned petrochemical holding company Belneftekhim was to 
supply 60 


‚And Machinery 


7. (U) Тһе GOB on April 18 issued a USD 59 million loan 
to the state-run equipment company Belagroservice to 
lease Belarusian tractors to farmers 

farmers repay half the tractors\' cost. The Fund for 
Support of Agricultural Producers would pay for the 

rest. Belagroservice leased 1 

trucks 


The Results 


8. (U) On May 4 

informed Lukashenko that the sowing campaign had 
finished (except for corn and sugar beet) 

acres of winter grains were reseeded. Lukashenko 
\"expert\" in agriculture 

control over spring fieldwork in order to attain good 
results. 


Complications 


9. (SBU) Weather during the sowing campaign was not 
always favorable. At first 

still wet from the snow thaw and had not completely 
drained. Afterwards 

topsoil 

the ground and a month without rain. Farmers told 
Emboffs that erosion was a large problem 

those farming in hilly areas. Once it did rain 
hills--which are planted from top to bottom rather than 
in a contour and lack terraces--form downhill rivers 
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washing away much of what is planted and flooding the 
lower areas. A visiting U.S. farm specialist added that 
the soil quality of many Belarusian fields was very poor 
and many fields lacked topsoil. He also mentioned that 
farms were experiencing problems with lodging 

crops were lying on the ground rather than standing 
upright 

Belarus is one of the world\'s largest exporters of 
potash fertilizer 


10. (SBU) Although they face a number of obstacles 
several private farmers told Emboffs that they expect to 
double their crop output this year because of better 
farming practices and technology. However 

private farm or state-owned collective 

success lay with the labor force which 

of the Soviet collective farm system and its 
preservation in Belarus 

farmers and specialists whom Poloff has spoken to agree 
it will take at least one more generation 

privatization 

efficiently. 


LukashenkoVs 2005 Quota Unrealistic 


11. (SBU) According to initial results 
\"yielded\" approximately seven million tons 


harvest 

million-ton quota (reftel). Regardless 

celebrated the results and Lukashenko declared it was an 
indicator of BelarusV national security. But after 
processing plants and mills dried the crops (much of 
which was water heavy and not yet ripe) and removed 
foreign material (added to grain loads to meet weight 
quotas) 

tons. Only in the end of 2005 were the final totals 
briefly mentioned in the state press 

manipulated yield statistics and complaints of low- 
quality grains. 


Comment 


12. (SBU) Judging from Belarus! latest agriculture 
history 

increase its total grain yield by two million tons. The 
cold snap was a rocky start and government interference 
hinders the development of the agriculture sector. 
Although Lukashenko\'s quota may be too high 
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and farmers will employ their same tactics to \"produce\" 
a yield that may fall short of the quota 

than last year. Unfortunately 

authorities have little choice. They can either report 

the true yields and be blamed for undermining the 
harvest 

possibility of someone calling foul. 


KROL 
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international partners!" 
and democractic development of Iraq. 


3. (U) Newly-elected PM Romano Prodi issued a message to 
Iraqi PM Al Maliki stating 

Government and me personally 

congratulations for the formation of the new government. The 
choice for reconciliation under the mark of inclusivity of 

all the most representative elements of the country is an 
important premise in the difficult path to rebuilding a 
democratic Iraq. Italy will support Iraq in this." 


4. (U) Newly-appointed FM Massimo DVAlema sent a 
congratulatory note to Iraqi FM Hoshiyar Zebari stating that 
the new Iraqi Government \"is a source of hope for the 
pacification 

your country 

national unity between all political 

groups can prevail.\" 

SPOGLI 
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criticism of the court\'s decision. The acting head of Nour\'s 
Ghad Party said the party V'rejected the interjection (of 
Nour\'s case) into Egyptian-American relations.\" A prominent 
liberal columnist 

international pressure in reaction 

saw the Nour case for what it is - a politicized settling of 
scores rather than a legitimate criminal prosecution. Nour\'s 
conviction has also been followed by some public backbiting 
between members of his defense team. Nour\'s legal options at 
this stage are assessed as either negligible or long-shots. 
End summary. 


2. (SBU) Egypt\'s Ministry of Foreign Affairs reacted (in the 
media) on May 20 with indignation to the May 18 U.S. 
statements criticizing the Court of CassationVs rejection of 
the appeal of jailed opposition leader Ayman Nour. Al-Ahram 
Egypt\'s leading pro-government daily 

spokesman expressing \"amazement\" at the U.S. statements 
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which impugned the independence of the Egyptian judiciary. 
The spokesman also rejected U.S. criticism of police actions 

to \"confront infractions of the law\" under the \"pretext of 
freedom of expression.\" (Comment: We expect this is only the 
beginning of a series of defensive nationalist reactions to 

U.S. criticism of the Nour verdict. End comment.) 


3. (SBU) Ghad Party President Nagui Ghatrifi (who replaced 
Nour after his conviction) told the independent daily 
Al-Masry Al-Yom on May 20 \"We do not bet on U.S. 
support...and strongly reject interjecting Dr. Nour\'s case 
into Egyptian-American relations 

political compromises and private interests.\" Atthe same 
time 

Vinternationalize Nour\'s case and work with all political 
forces for the \'departure\' of the current regime.\" 


4. (C) The question of how to react to international pressure 
on the Nour case has been the subject of intense debate 
within the Ghad Party since Nour was first arrested in 
January 2005. Disagreement on this point prompted the 
resignation of prominent political personality Mona Makram 
Ebeid from the post of Party Secretary-General later in the 
spring of 2005. The party\'s more nationalist faction 
currently led by Ghatrifi 

itself from foreign and particularly American pressure in 
support of Nour 

Secretary-General Wael Nowara and Nour\'s wife Gameela 


SIPDIS 
quietly encouraged international pressure. 


5. (SBU) Prominent liberal columnist Magdy Mehanna attacked 
Nour\'s conviction in a column appearing in the May 21 issue 
of Al-Masry Al-Yom. Mehanna argued that the Nour verdict 
\"flings the door wide open\" to international criticism of the 
GOE as the U.S. and others can clearly see that Nour\'s case 
is political 

parallel with the 2000-03 criminal case of Saad Eddin 

Ibrahim 

pressure and was ultimately forced to climb down. 


6. (SBU) Following the Nour verdict 

who led arguments for the defense during Nour\'s May 18 appeal 
hearing (reftel) 

Al-Youm against human rights activist/attorney Amir Salem 

who has had the overall lead on Nour's defense team. Al-Deeb 
contended that the high profile activism of Nour\'s wife 

Gameela 

such as organizing demonstrations in solidarity with the 

Judges Club 
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7. (SBU) Al-Deeb said that Nour\'s circle ignored his advice 
to keep a low profile and let the hearing focus on the legal 
merits of the case 

test for the regime. Reached for response by the article\'s 
author 

advice 

imperative and a matter of conscience 

husband Ayman\'s wishes. 


8. (C) With few exceptions 

since Nour''s verdict agree that the case has reached a legal 
impasse. A presidential pardon 

humanitarian grounds (given his bad health) may be the only 
form of legal relief open to Nour at this point. Nour could 
theoretically challenge the constitutionality of the process 

by which his parliamentary immunity from prosecution was 
stripped 

a Ghad Party central board member and member of Nour\'s 
defense team 

which rejected his appeal 

practicality of this approach. 

RICCIARDONE 
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property in the U.S. to serve as an endowment for CAIR.\" 
DCM 

meeting. 


2. (U) The group expressed ideas about countering negative 
stereotypes about Muslims in the U.S. (\"Islamophobia\") and 
addressing anti-Americanism in the Middle East. They 
mentioned previous meetings with State Department officials 
U/S Karen Hughes and A/S David Welch 

Secretary\'s Iftar 


SIPDIS 
President Bush in the future. 


3. (U) Mr. Don Myers 

relations firm Hill & Knowlton 

demonstration of a PR campaign designed to support CAIR\'s 
overall organizational objectives defined as: 1) political 
empowerment of Muslims 

improve community relations with non-Muslims 

an effective 

campaign to counter negative stereotypes about Muslims. 


4. (U) Members of the CAIR delegation included: Hon. Larry 
Shaw 
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Findley 

D.C. public relations firm Hill & Knowlton; Nihad Awad 

Executive Director and Co-Founder; Cary (Ibrahim) Hooper 

CAIR Communication Director and Co-Founder; Dr. Parvez Ahmed 
CAIR Board Chairman; and Dr. Nabil Sadoun 


5. (U) CAIR delegation also paid a call earlier in the day on 
Sheikh Sultan bin Muhammad al-Qassimi 
which was covered in the press. 


6. (U) Sheikh Ali al-Hashemi 

Islamic affairs 

evening 

PolOff to attend. Al-Hashemi also thanked the Ambassador for 
receiving the CAIR delegation. 


7. (SBU) Comment: CAIR Executive Director Nihad Awad told us 
that while they were pleased with the results of the meeting 
with Sheikh Hamdan bin Rashid 

information on the size of the endowment or when it might be 
forthcoming. Awad also mentioned that the Bin Hamoodah 
Group 

Emirati brothers and representing Haliburton 

Corporation and General Motors 

the UAE. One newly-rich stock trader 

national of Iranian origin) 

million dollars to CAIR. 

SISON 
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interest on IEVs part to move on ΤΩΙ. Papageorghiou noted 
that funding for the Italian leg of TGI would be provided by 
the EU 

did not express any worries that adequate funds would be 
forthcoming. 


4. (C) As for Turkey 

they were disappointed with the lack of responsiveness of 
their Turkish counterparts. Papageorghiou said he had 
received no reply to a letter he had sent to the new Acting 
Director of BOTAS 

found this particularly disappointing since he wants to nail 
down something on natural gas supplies with the Turks before 
meeting Italian Edison on May 31. Although Stefanou also 
expressed disappointment with his Turkish counterparts 
noted Development Minister Sioufas will be meeting with 
Turkish Minister Guler June 21 

sides are to discuss energy issues. 


Column 3 
Azerbaijan 


5. (C) In the meantime 

talks with the Azeris. Papageorghiou said Sioufas had 

directed him not to approach the Azeris 

not want such a meeting to take place before the next energy 
committee meeting with the Russians. 'We can meet the Azeris 
in the fall 

asked Papageorghiou to explain why no Greeks were willing to 
get into direct contact with the Azeris 

\"they (i.e. at the Ministry of Development) are scared the 
Russians will get angry if we meet the Azeris first. V 

Although Economic Counselor repeatedly recommended the GoG 
move forward on contacts with the Azeris 

speculate on when this would happen. He did emphasize 
however 

alternative sources of natural gas for Greece and for onward 
sale to Italy. 


6. (C) Stefanou admitted Greece approached its energy 
discussions with Russia with a bit of trepidation. He 

claimed that the Greeks are \"buying time" in their talks. 
\"Although they want to discuss a range of issues including 
putting Gazprom gas into TGI 

to our domestic market.\" Papageorghiou told us that there is 
supposed to be a Greek-Russian Ministerial in Athens on June 
9 during which time he was concerned the Russians would 
threaten not to extend their bilateral agreement on the 
provision of natgas through Bulgaria that runs out in 2016. 
(Note: As reftel reports 

in a conference in Athens May 17 that the extension of the 
2016 agreement was close to finalization. End Note.) 


7.(C) The Greeks clearly want to obtain a meeting of the 
minds with their Turkish and Italian colleagues before 
opening supply agreement negotiations with the Azeris. As 
Stefanou noted 

where the new Italian government stands. GoG officials are 
also concerned over the Turkish lack of responsiveness to 
Greek approaches on energy issues. We hope the upcoming 
Greek-Turkish and Greek-Italian meetings will set the stage 
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for direct GoG-GoAZ contacts on energy supplies. In order to 
prime the pump 

Ambassador to probe ways to get the two sides together sooner 
rather than later. 

Countryman 
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Iraqi parliament of the government headed by Prime Minister 
Nuri Al-Maliki. This will be the first constitutional 
government of the Republic of Iraq appointed by the 
parliament elected in general democratic elections. 


VWith the beginning of the term of this new government the 
period of the transitional political process has ended in 
post-war Iraq and a decisive stage has begun in the 
consolidation of the state and people concerning the 
resolution of burning everyday problems and the strategy of 
building a stabile 

national unity government of Al-Maliki has a great task ahead 
of it and will need the support not only of the broad range 

of lraqis but also of friends of Iraq worldwide. Poland for 

its part intends to continue to support through its actions 

the stabilization and reconstruction of Iraq. This will be 

one of our foreign policy priorities in the Middle East. We 
believe that the new government in Iraq will contribute to 

the intensification of traditionally friendly Polish-lraqi 

relations and to the strengthening of mutually beneficial 
economic cooperation. This conviction has been expressed by 
Prime Minister Kazimierz Marcinkiewicz and Foreign Minister 
Anna Fotyga in congratulatory cables to their Iraqi 
counterparts. 


VWe wish the new government of the Republic of Iraq the 
greatest success in the realization of its historic task to 
introduce lasting peace 

soil that has experienced much hardship 

a unified state 

aspirations of all its citizens. V" 


End unofficial translation. 
ASHE 
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NOTE.) Media sources on May 22 reported that Abu Rajab 
sustained serious injuries but is in stable condition at a 

Tel Aviv hospital. 


Possible Assassination 
Attempt on Abu Shabak 
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4. (C) In the wake of the attack on Abu Rajab 

in Gaza discovered a 70 kilogram roadside bomb on May 21 that 
had been placed near Interior Security Chief Rashid Abu 
Shabak\'s home. PSO experts diffused the bomb. PSO and 
Mukhabarat investigators are reportedly working to determine 
whether the two devices had been assembled by the same 
person. 


5. (C) In response 

formation of a new group 

al-Aqsa Martyrs Brigades and the Abu al-Arrish Brigades that 
will support the work of the PSO. Initial reports indicated 
that as many as 1000 Fatah gunmen have volunteered. 
(COMMENT: Fatah militants have been patrolling with forces 
loyal to Abu Mazen in Gaza since the latest HAMAS-Fatah 
standoff began on May 17. The formation of a new 
PSO-endorsed group appears intended to formalize that role 
and show strength. END COMMENT.) 


Abed Rabbo and Fayyad: This Could Be 
the Tipping Point For Gaza 


6. (C) PLO Executive Committee member Yasir Abed Rabbo told 
the Consul General at a May 20 meeting that the assassination 
attempt against Abu Rajab threatened to push events &beyond 
politics.8 PLC member Salam Fayyad emphasized the political 


and security implications of the incident stating that 
Palestinians &always knew it would take only one event to 
set things off in Gaza. This may have been it.8 Abed Rabbo 
added that it is highly likely that officers and individuals 
linked to the Fatah-dominated security services will 

retaliate. &They aren\'t going to just sit by after this 

Abed Rabbo said. In a subsequent conversation with Consul 
General on May 21 

after the bomb had been found near his home and described him 
as VresignedY to whatever may happen. Fayyad said he is 
deeply troubled by the apparent pattern of attacks and 
attempted attacks on pro-Abbas security chiefs. 


HAMAS Denies Responsibility 
Unknown Group Taking Credit 


7. (C) Spokesman Ghazi al-Hamad released a statement on 
behalf of the PA government denying HAMASY involvement in the 
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attacks and condemning statements by Fatah officials that he 
said were intended to \"cause confusion and further tension.\" 
Separately 

Palestine 

Rajab. Several PA intelligence officials and PLC member 
Muhammad Dahlan responded with public statements strongly 
denying the existence of any al-Qaida cells in Palestinian 
areas. 


WALLES 
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Pessoa expressed appreciation for the assistance the U.S. has 
given thus far for relief and rehabilitation 

that it is now very important that accurate information be 
conveyed to the petitioners residing in the western districts. 

With this goal in mind 

delivering newspapers and repairing community radio stations. 
Charge suggested that the Commission prepare an informational 
pamphlet that could be inserted into the newspapers or otherwise 
distributed to the petitioners. Pessoa agreed and promised to 
follow-up on the suggestion of a pamphlet with commission 
members. END SUMMARY. 


2.(C) Pessoa stated that many of the petitioners are young men 
who have little formal education and are thus easily manipulated 
by others. Much of the information these young men receive is 
misleading and transmitted to them by their older colleagues and 
leaders who often have their own motives and goals. Many 
petitioners 

FDTL is imminent and have been told that the group needs to 
stick together for protection. Few have a correct understanding 
of the work of her commission. Therefore 

U.S. assistance in getting correct factual information conveyed 
to these petitioners and their families. She suggested that the 
U.S. help in sending newspapers to the areas where petitioners 
reside and requested that the U.S. assist in repairing community 
radio stations so they can disseminate information. (Note. The 
GOET has no funding this fiscal year to help repair radio 
stations 

End Note). 


3. (C) Charge informed her that USAID has been assisting in the 
delivery of newspapers to those in IDP camps for several days 
now. Pessoa expressed thanks but said since the IDP situation 
has improved 

residing in the western districts. Charge suggested that the 
Commission prepare some sort of fact sheet in pamphlet form that 
could be inserted into newspapers. Pessoa appeared to support 
this idea and promised to discuss it with commission members in 
a meeting later today and possibly even prepare the pamphlets 
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for distribution within the next couple days. 


4. (C) COMMENT. The meeting with Pessoa was facilitated by 
Foreign Minister Jose Ramos Horta who is spearheading the GOET 
response to the dissident military groups. When Charge 
suggested to Horta during a meeting on May 20 that an 
information campaign might be useful to correct the 
misinformation that is received by petitioners 

immediately telephoned Pessoa. Having now received Pessoa\'s 
formal request for assistance 

community radio stations located in the western districts and 

will send the two portable radio stations previously funded by 
USAID to those areas identified by the GOET as having the 
greatest need. END COMMENT. 


STEIN 
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world 

told an enthralled audience - including Ayad Allawi\'s aunt 

Aida Ussayran and Nasir ChaderchiVs son Kamal - how he was 
once broke and alone in China 

money. The Council of Representatives member 

China as well at the time 

money. Later 

had ordered him last week to postpone the meeting. 


3. (C) PolOff heard Karadaghi and Presidency Council Media 
Advisor Hiwa Othman joking throughout the whole May 20 
program. When Sunni Arabs loudly protested the lack of a 
complete government and the allocation of ministries 
Karadaghi leaned over and mocked 

leadership?" Later 

names of new ministerial nominees 

laughing because he accidentally called for the Minister of 
\"Maliya\" (Financial) Resources 

(Water) Resources. \"It can be both 

PolOff. Later 

all sides to renounce their sectarian prejudices and 

sternly reminded the COR that 

by coincidence! Karadaghi 

Islamists 

three-quarters of the members wandered here by accident. V 
Newly-appointed Ministry of Industry and Minerals Fawzi 
Hariri 

still did not know for which Ministry he was being 
nominated 

called up to take a seat with other ministers and mouthed 
\"Can you believe this?\". 


Column 3 


4. (C) Hewar\'s Saleh Mutlak told Poloff immediately before 
the Assembly session that he had accepted PM MalikiVs 
proposal for his inclusion in government. He denied 
reports that Hewar was excluded from the government after 
he refused to sign a written pledge to support the 
government program. V'After all 
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developed the program 

sign a statement that he would change his public 
pronouncements - which he refused to do. Mutlak said that 
PM Maliki had called him May 20 morning and asked if Mutlak 
wanted to be in the government on terms agreed to and 
Mutlak agreed. (Note: The reported agreement would have 
given Mutlak the Ministry of State of National Dialogue and 
the Ministries of Environment and Womenvs Affairs. End 
note.) Mutlak later learned during the morning of May 20 
that he had been excluded from the cabinet deal. During 
the CoR seQon Mutlak Q attemptedQ make an appeal to 
the parliamentarians to vote their conscience and not their 
party but pointedly did not threaten to go into opposition. 

He left the CoR with Tawafuqvs National Dialogue only after 
the cabinet names were read out. Mutlak later told the 
media that he refused to be part of the government because 
he was asked to renounce his principles which he would 
never do. (Comment: In the end 

to get to the very end 

leadership to exclude him and divide up the spoils. End 
comment.) 


5. (С) Iragiyya insider Saad Janabi called Poloff on the 
morning of May 20 and said that Ігааіууа sent a letter to 
PM Maliki with a new slate of candidates for ministerial 
posts listing him as their number one choice for the 
Ministry of Communication. Iragiyya CoR member Safia 
Suhail told Poloff later that morning that the Iragiyya 

letter also demanded that an Assistant Prime Minister 
position for Safia be created with the same powers as those 
afforded DPM Barham Salah or she would not accept the 
position. The letter was reportedly the subject of a last 
minute negotiating meeting with PM Maliki that delayed the 
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11 A.M. planned start of the CoR session. (Comment: The 
letter may have been a ploy by Ayad Allawi to placate 
inconvenient demands from Saad and Safia. E.g. 

one of the Iraqiyya CoR candidates barred from running by 
the De-Ba\'thification Committee 

precluded him from holding a ministerial position. Knowing 
that the demands would be rejected 

he had tried. End comment.) 


6. (C) After the cabinet names were read and Suhail saw 

that she was not named as an Assistant Prime Minister she 
began to loudly protest the lack of women in cabinet 
leadership roles and demand a vote count for each minister. 
Though ignored by Speaker Mashadani 

demanded a vote count and when FM minister Zebari\'s name 
was read 

nomination. She later told Poloff that she was happy that 
she embarrassed FM Zebari on international TV - \"| got my 
revenge\" she added. (Note: Safia Suhail has publicQand 
pQtely aQcked FM Zebari on two issues. First that he 
withdrew her nomination to be IraqYs Ambassador to Egypt in 
2005 after she received agrement. Moreover 

that Zebari kept on in the Foreign Ministry and promoted a 
Ba\'thist official who she thinks was implicated in the 

murder of her father in Lebanon in 1994. End note.) 


7. (C) New Minister of Human Rights Wijdan Mikhail Salim 
told PolOff May 20 that she was unaware that she had been 
chosen to be the new minister. She received a call 
notifying her right after the Council of Representatives 
meeting started. Surprised 

arriving almost an hour late; she slipped into the back row 
of ministers on the podium. 


8. (C) Deputy Minister of Human Rights and Council of 
Representative member Aida Ossairan told PolOff in a 
subsequent May 20 phone conversation that she had assumed 
that she was being nominated as the Minister of Human 
Rights. Ossairan 

she was told the night of May 19 that she would be the 

Human Rights Minister. Ossairan complained that she only 
found out during Maliki\'s announcement on the podium that 

it was not to be. V'Even President Talibani congratulated 

me today before the session!" she said. 


FIRST CABINET MEETING 
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9. (C). In a phone conversation May 21 with РОПОН 
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Minister of Human Rights Wijdan Salim said that the Council 
of Ministers meeting was uneventful and focused on 
introductions and general house business items. Salim said 
that during the ninety minute meeting 

made of both former and new Ministers followed by general 
remarks from Jaafari and Maliki which included a message 
that the new Ministers should \"work for Iraq" and not for 
their respective parties. The rest of the meeting 

according to Salim was focused on IZ badge issues 

and other logistical matters. According to Salim 

new ministers were no shows 

for Women\'s Affairs and Housing and Construction. 


10. (C). It should not be a surprise that Iraqi political 
figures finalize their deals in closed meetings while aides 
and allies mull around waiting for decisions. Many 
developing democracies 

such a fashion. Over time 

into one which is more transparent; many political figures 
already are demanding this. Many also argue that it would 
be better here if the political bloc leaders had a smaller 
role choosing ministers and the prime minister had a bigger 
role. The Iraqi process in 2006 

also notable for the Iraqi political leaders Y preference to 
postpone final decisions until the last possible moment 
and then perhaps even a little after that. 

KHALILZAD 
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away.\" He noted that Oranit 

Green Line 

settlement or would prevent such a settlement from 
expanding. Instead 

made part of a land swap that he said would inevitably be 
part of any final status agreement. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 
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You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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vandalism of four homes belonging to ZANU-PF supporters and 
the assault of ZANU-PF supporters who attended anti-Senate 
MDC rallies. A Japanese diplomat who attended Tsvangirai\'s 
rally in Budiriro on May 14 was also surrounded 

threatened by anti-Senate youths who reportedly believed the 
diplomat was Chinese. 


7. (SBU) The three candidates were generally allowed to 
conduct rallies. However 

widespread media attention but had no impact on the election 
results 

with Chaibva and dozens of other party members on May 19 for 
allegedly campaigning without permission. The pro-Senate 
organizers were released later that day 

ordered to return to court on May 22. 


8. (C) The anti-senate MDC probably had the most at stake in 
the by-election. A loss to ZANU-PF in what it considered a 
&safe8 seat would have been a sharp setback. Although it 
dodged that bullet and for the first time successfully 
conducted a parallel vote count 

supporters have to be disappointed with the relatively low 
voter turnout 

major obstacle to their efforts to press for political and 
economic change. 


9. (C) That said 

the results. The ZANU-PF candidate\'s defeat came despite 
Mugabe\'s personal appearance in the district two days before 
the election. Moreover 

stronghold would have justified the party 

that the MDC was \"doomed.\" However 

party has to be the pro-Senate faction of the MDC 

a significant hit to its legitimacy. Its meager showing will 
further marginalize the faction 

attract popular support and which has begun to bleed 
supporters in recent months. The faction has yetto be heard 
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from publicly following the election and will have a 
difficult time spinning the results as anything other than a 
disaster. 


10. (C) Arguably the best showing in the by-election was put 

in ру ZESN 

last March and emerged from the by-election both stronger and 
more independent. ZESN also successfully conducted a 
parallel vote count for the first time. Moreover 

and private statements were timely and firm 

forthright condemnation of opposition-led violence. 
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Mohammed both expressed concern about the number of photographs 
taken at the Irbil conference by the University of Salahaddin 

fearing the photos might show them with American civilian and 

military personnel and put them at risk once they return to 

Mosul. 


4. (C) Qibi 

PolOff about the increasing number of medical doctors migrating 
from Ninewa due to growing threats of violence against them and 
their families (septel). He informed PolOff that a number of 
doctors had been killed recently in the Mosul area and that many 
more had immigrated with their families to Jordan 

Europe or America for safety. Qibi was particularly disturbed 
that the migrating doctors were leaders in their fields of 
specialization and 

available in Ninewa was declining. 


5. (C) Notwithstanding the risks 

to open communications with the PRT via email. They say they 
want to look for ways to work with the PRT to make their 
expertise and that of their University of Mosul colleagues 
available to assist in joint efforts to improve the economic and 
living conditions in Ninewa. They claim they are willing to 
consider further meetings but only outside of Ninewa. The PRT 
and the REO before that 

Mosul for some time 

security situation on campus. We hope that this engagement will 
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be the first step towards a more fruitful collaboration. 


Column 3 
GRANT 


64960 

pact favors a large European market that would V'increase liquidity 
and reduce costs for users within a safe and reliable system.\" That 
group did not want EURONEXT to be forced to adopt DB\'s vertical 
structure that includes post-trading services 

and settlement 

exchange move its headquarters to Frankfurt. 


6. On April 21 

Dubai International Financial Center (DIFC) confirmed it had 

acquired a 1.6796 stake in EURONEXT. DIFC said on May 22 that it had 
raised it stake to 3.48%. DIFC commented that investment has been 
made \"with the full knowledge and agreement of the board and 
management of EURONEXT.\" DFIC spokeman Charles Skeeles said V'our 
investment in EURONEXT fits well with our long term strategy that 
consists in developing the Dubai center in addition of financial 

centers in Europe 

EURONEXT already had ties through a technical cooperation agreement 
involving Atos EURONEXT Market Solutions. 


Paris Financial Community Wants to Keep its Role 

7. In April 

Paris Europlace association 

financial market insisted V'we are not opposed to a merger with DB 
but conditions are not met." Europlace members are well aware that 
EURONEXT controls a sizeable portion of the French financial 
community. The community understandably fears Paris could lose its 
role as a financial center 

historically has been crucial for growth of the financial sector. 
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8. The French securities regulator (AMF) 

Association of Financial Economics (\"Association d'Economie 
Financiere\") expressed the same worries in a conference attended by 
post\'s local economist. Pierre de Lauzun 

the French Association of Investment Companies (AFEI) said it was 
\"necessary to be aware about the strong link between Paris Europlace 
(the financial community) and EURONEXT since the presence of a stock 
exchange has an impact on regulations." He also warned that 

vertical structure of a stock exchange V'does not allow any 

flexibility 

delivery and settlement requires harmonized regulations. Michel 
Didier 

and also EURONEXT\'s scientific advisor 
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Οἱ astock exchange was a source for efficiency for a financial 

center 

Bertrand Jacquillat and Dominique Leblanc from Ғіпіпіо acknowledged 
that consolidation of stock exchanges was inevitable 

that the \"clustering\" effect specific to a financial community was 
beneficial to all users. Michel Prada 

preventive measures would be necessary. 


Businessmen Call the Government to Intervene 

9. On April 27 

of BusinessmenVs Finance Commission (\"Commission des Finances - 
MEDEF\") stressed that international consolidation of stock exchanges 
was inevitable and desirable since V'it will allow us to expand our 
financial resources and to reduce costs. However 

our interests to keep a geographical proximity with the stock 
exchange. MEDEF called on Finance Minister Breton to listen to the 
needs of a regulated market. MEDEF also joined Paris Europlace and 
the French Association of Private Companies to invite the European 
Commission to play a central role by examining V'competition 
conditions as soon as possible" and the V'consequences of a possible 
transatlantic merger 

Belgian industry representatives emphasized the efficiency of the 
EURONEXT model that \"allies economic advantages of an international 
stock exchange (scale savings 

accessibility) 

capacity of local markets. V 


Paris Europlace and the Ile-de-France Region Signs a Charter 
10. Jean-Paul Huchon 

that \"all countries that lost their financial industry declined" 
saying that the region 

protect and to reinforce its financial industry in order that V'it 
remains a recognized financial reference at the European and 
worldwide levels." He indicated that the financial sector in Paris 
accounted for 15% of regional GDP and 6.8% of employment. 


French and German Government Views 

11. Quizzed by the financial daily Les Echos 

Ministry officials have said they V'are vigilant 

Paris role. Many financial market participants have expressed their 
interest in EURONEXT. For sure 

any cost." On April 30 

in favor of federated structure 

exchange was not adapted to European integration. He said he would 
talk about this issue during the examination of the white book on 
financial services at the May 5 meeting of EU Finance Ministers. 
German Finance Minister Peter Streinbruck noted that \"the 
capitalization of stock exchanges has to play a decisive role in a 
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possible merger 

of headquarters for the new consolidated stock exchange.V It is 
worth noting that DB has greater market capitalization (12 billion 
euros) than EURONEXT (8 billion euros). 


12. DB posted 257 million euro operating profit in the first 

quarter 

much higher than that expected by analysts. Euronext announced that 
its first-quarter net profit has more than doubled 

trading in cash in Paris and derivatives markets on the LIFFE. Net 
profit in January-March was 107 million euros 

euros in the same period of 2005. 


Comment 

13. Although the merger with the NYSE is not what EURONEXT may have 
initially envisioned when thinking of European consolidation 

does fit into the interests of virtually all major French 

participants. EURONEXT\'s shareholders would benefit from the cash 
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premium offered 

Euronext headquarters moved to New York 

community and the French government believe Paris will remain an 
important international financial center. Transatlantic regulatory 
supervision will 

likelihood of other possible merger/alliance options will be 
examined in a separate message. 
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uniformly positive terms 

government 

inclusiveness and GoF readiness to work with it. 
Chappedelaine confirmed that the GoF was open to initiating 
high-level exchanges with the new government 

no decisions yet 

coordination meetings within the EU to discuss European 
engagement with the new Iraqi government. 


3. (C) Comment: Notwithstanding the gratuitous reference to 
Iraqvs \"return to full sovereignty 

a welcome step. The MFA announcement on the new government 
was overshadowed somewhat by May 22 allegations in the UK 
press that France paid 25 million dollars in ransom to secure 

the release of three French journalists held hostage in Iraq 

in 2005 and 2004. (Italy and Germany were similarly 

accused.) The MFA 
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welcoming the new гад! government 
such ransom was paid. End comment. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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since the December 15 CoR election (reftels B-E). The 
tensions exploded on May 20 in the presence of Ambassador 
Khalilzad (who was attempting to mediate the dispute 
immediately before the CoR session). Khalaf Alayan 
al-Nasir al-Janabi and Hewar\'s Saleh Mutlaq ganged up on 
Adnan Dulaymi and shouted him down. Al-Janabi lost his 
temper 

represent the Sunnis!\" Mutlak yelled at Dulaymi that \"you 
stole two of my ministries\" and after being asked by 

Dulaymi to be civil responded \"you have not been civil a 

day in your life.\" (COMMENT: The significance of this 
shocking performance cannot be overstated. The public and 
rude rebuke of the octogenarian Sunni leader broke many 
taboos and was unacceptable in this culture. Outgoing 
Prime Minister JaVfari 

was visibly stunned. END COMMENT) Al-Janabi pinpointed 
the nature of the conflict when he fumed V'we will never 
allow the ПР to take over Iraqi Sunni Arabs and bring in 
imported leaders\". (Note: The latter was a reference to 
IIP\'s Tariq Hashimi 

Saddam period. It also reminds of the tensions between 
Iraqi political figures who took refuge abroad and those 
Iraqis who stayed inside Iraq throughout the Saddam era. 
End note.) 


3. (C) The ПР won 26 of Tawafuq\'s 44 СОН seats 

455 offices around Iraq 

infrastructure necessary for a political party. Neither 
DulaymiVs General Conference nor AlayanVs National Dialog 
Council can muster any such organization. Yet the IIP\'s 
primacy in the Tawafuq was never accepted by junior 
partners INDC and GCIP who believe that the Tawafuq owes 
its popular support to backing from Adnan Dulaymi and 
Sheykh Khalaf Alayan. Al-Janabi told Poloffs on May 20 

that the ПР is \"nothing\" - Wwe represent the street and 

the insurgents.\" Al-Janabi was still visibly shaken hours 
after the confrontation with Dulaymi 

eyes when he spoke to Poloffs. GCIP leader Hassan Bazzaz 
blustered to Poloff on May 21 that Sunni Arabs did not know 
anyone from the IIP list and voted on December 15 for known 
names like Adnan Dulaymi. 
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Tawafuq Partners Unhappy with ПР Leadership 


4. (C) The specific issue that led to the fallout in 

Tawafuq was the charge that ПР dominated the negotiations 
for government positions and did not consult with the other 
two parties. Abd al-Nasir al-Janabi said on May 20 that 

the INDC was not consulted on positions. Bazzaz told 
Poloff on May 21 that the IIP\'s Ali Baban led the 
government negotiations for the Tawafuq 

also not consulted on the ministries. Bazzaz was still 

angry that on the morning of May 20 

that Bazzaz would be Minister of State for Foreign Affairs 

a job that went to IIP\'s Rafia al-Issawi a few hours later. 
Echoing al-JanabiVs sentiment 

away with most of the ministerial slots. Bazzaz said that 
Dulaymi was also unhappy with the IIP but would not 
publicly oppose the ПР since they shared the same Muslim 
Brotherhood roots. Poloff countered that Deputy Prime 
Minister Salam al-Zawbai was a Dulaymi nominee. Bazzaz 
laughed and said al-Zawbai is quote 2/3 ПР and 1/3 Dulaymi 
General Conference end quote and repeated the claim that 
all the Tawafuq people who got positions were from the IIP. 


5. (C) IIP negotiator Ali Baban dismissed their account and 
told Poloff on May 21 that he consulted with the Tawafuq 
leaders \"from time to time.\" He said he could not take 
everyone to the negotiating meetings and he could not make 
everyone happy. He seemed little concerned about the split 
within Tawafuq ranks. 


6. (C) Janabi announced the withdrawal from the government 
on May 20 in the name of Tawafuq though only he and his 
friends from the National Dialog Council (INDC) actually 
walked out of the chambers 

and several of his Hewar members. Janabi held out the 
possibility of re-joining the government but only if Khalaf 
Alayan becomes Minister of Defense. Poloff May 20 reminded 
al-Janabi that Mahmud Mashadani 

Speaker of the CoR 

Bazzaz dismised al-JanabiVs threats and said the INDC was 
only interested in positions for themselves. 
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7. (C) Ahmed Mashadani 

Poloff after the CoR session on May 20 that his father had 
lost a lifetime friend (referring to al-Janabi) when he did 

not join in the INDC walkout. Mahmud Mashadani later 
called Poloff May 20 and said that the INDC and Mutlak must 
be brought back into government. The street is very 
unhappy 

Mashadani seemed desperate for a \"win\" that would appeal to 
the more sectarian elements on the Sunni Arab street. He 
said that the May 20 session presented a conflict between 
his heart 

which dictated that the government must be installed. He 
said that if the Sunni Arab leaders in office failed to 

satisfy their constituency 

replace them. Mashadani pleaded for USG support for Shaykh 
Khalaf Alayan as Defense Minister 

fair exchange for the Shia Islamist Coalition putting V'a 

killer" like Bayan Jabr into the Finance Ministry. Не 
remained silent when PolOff said that both the Defense and 
Interior Ministries should be led by competent 

professionals with cross-sectarian credibiliy. Mashadani 
further argued that Alayan would have greater motivation 
and ability than any other candidate to mobilize support in 

his native Anbar against foreign fighters and terrorists. 

He charged that Sunni Arabs were fearful of the presence of 
around a dozen \"Iranian agents\" among parliament and 
alleged that Minister of State Hasan Radhi al-Sari also 

took his orders from Tehran. 


8. (C) Abd al-Nasir al-Janabi claimed Poloff on May 20 that 
Mashadani was told to stay in the government for now and 
that is why he did not join the boycott. (Comment: Based on 
what Mashadani and his son said immediately after the 
session 

save face. But should the walkout not be resolved 

the INDC remains out of government 

more pressure from his own immediate political allies to 
resign the Speakers post. End comment.) Mashadani said on 
May 21 that he being asked why he is not with his brothers 
- even being accused of being an American agent. 
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IIP Not Concerned 


9. (C) Poloff asked ПІР negotiator Ali Baban on May 21 what 
the ПР was doing to resolve the conflict. Baban said that 
the ПР hoped to resolve the situation within a few days - 

\"if we get to nominate Defense and Interior.\" He said 

that Tariq al-Hashimi called Khalaf Alayan late on May 20 
and other meetings were held with IIP and INDC leaders. 
Khalaf will come back into to government 

He will eventually see that he will have to work with the 

ПР 


10. (С) The tensions within Tawafuq reflect the intensity 

of competition among Sunni Arab leaders for popular support 
within the relatively narrow base of Iraqvs Sunni Arab 
population. The Tawafuq split could have consequences for 
the national unity governments ability to reduce Sunni 

Arab support for the insurgency. While Alayan 

and their colleagues in the parliament are only seven in 
number 

Baghdad and north Babil. A breakup within the bloc could 
leave Tarik al-Hashimi and the IIP are vulnerable to attack 

of having sold out to the \"occupation\". Mutlak in 

opposition alone (we expect that most of his Hewar CoR 
members will join Tawafuq) is inconvenient but manageable - 
especially if the government acts to stem sectarian 

violence and government human rights abuses. Mutlak re- 
joining forces with Khalaf's INDC 

just the government but also the parliament 

problematic. The Ambassador has met several times with 
Khalaf Alayan and his allies to urge them to be reasonable 

in their expectations and accept compromises. Moreover 
can mitigate the negatives by helping Sunni Arab leaders 

in the government demonstrate the advantage of their 
participation to their constituents. Part of this will be 

working to ensure the new government takes concrete steps 
on de-Ba\athification 

abuses 

promote national reconciliation. 
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Although Geneva Group members welcomed these proposals 
France stressed the importance of a realistic and effective regular 
budget. 
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3. Regarding the 2006-2008 budget 

limited progress had been made in mobilizing donations to the 25 
million USD supplemental fund; looking forward to the 2008-2010 
exercise 

devoted to fixed costs (salaries) highlight a limited margin of 
maneuver. 


4. Mission requests guidance/comments on DG\'s action plan (174 
Ex/inf.4). Given the Geneva Group\'s interest in pursuing issues 
relating to overall UN reform 

abreast of USG objectives and positions regarding relevant issues. 
End Summary and Comment. 


Extrabudgetary Director Previews Action Plan 


5. DCM and Science Officer attended the April meeting of UNESCOVs 
Geneva Group 

Extra-budgetary contributions. The presenter 

director of cooperation with extra-budgetary funding sources 

reminded the group that the action plan had been unveiled before the 
last Executive Board in response to a report from the Canadian 
External Auditor. That report highlighted the need for a strategic 
approach to mobilizing and use of extra-budgetary resources 
(document 174/EX inf.4). 


6. In her briefing 

budget document for 2008-10 (C/5) will feature strategic frameworks 
for each program 

funding opportunities 

vision for all UNESCO activities. Regarding the feasibility of 
advance planning in deploying extra-budgetary resources 

evoked the idea of holding a \"unified donor event\" atthe General 
Conference 

one-on-one consultations. She noted that in the current situation 
one half of UNESCO\'s resources аге deployed without any policy 
debate 


Geneva Group Welcomes Strategic \"Shopping List\" 


7. The Geneva Group co-chair (UK Ambassador) cited overall UN 
reform efforts 

well run that member states are willing to finance regular budgets 
adequate to their needs. He expressed the hope that inclusion of 
extrabudgetary fund in strategic frameworks would enhance oversight 
by member states. The other Geneva Group co-chair (Japan DCM) 
stressed the \"voluntary\" nature of extra-budgetary contributions 
but said that a V'good shopping list" of \"specific well-structured 
proposals\" could increase donor confidence (Japan is a major 
extra-budgetary donor to UNESCO). Japan stressed the difficulty in 
obtaining un-earmarked multi-year extrabudgetary donations; many 
agreed 
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million dollar supplementary fund (established to enhance the 
2006-2008 Zero nominal growth regular budget). 


8. Sweden spoke in favor of a General Conference donor\'s event 
of associating extra-budgetary project planning with UNESCOVs 
overall programming exercises. Italy 

donor 

would allow flexibility while facilitating planning 

need to track results of extra-budgetary projects. France and the 
U.S. stressed the importance of a realistic core budget in financing 
UNESCO priorities 

large volume of extrabudgetary funds. 


25 Million Dollar Budget Fund: As Yet 


9. On the 25 million supplementary fund 

experience as \"inconclusive.\" So far 

Japan 

victims in Pakistan. France has pledged 400 

100 

given up 

could perhaps press the account more determinedly in its meetings 
with potential donors. (Note: at a separate event 

officer Kulikowski queried science officer on USG intentions 
regarding the fund. End Note.) 


Field Offices in Search of Strategic Coordination 


9. Inresponse to a U.S. question on oversight ofthe use of 
extra-budgetary resources by field offices 

a major challenge 

field with the development of UN country plans. UNESCO is present 
in many countries 

a tendency to try and do too much. There is a problem of control 
she acknowledged; V'if a donor wants to pay 

activity." This results in a plethora of small of small activities 

that don\'t necessarily fit with overarching goals. Efforts to 

restore order sometimes inspire a negative reaction from field 
offices 

major challenge is to find the right balance between a global and a 
\"bottoms-up\" approach. The first step is for headquarters to talk to 
field offices 

on the medium-term strategy (2008-13) in workshops that the 
strategic planning bureau is holding on programming. 


UN Agencies Engaged in Price Cutting Competition? 


10. In response to a question posed by Switzerland as to whether 
evaluation/audit costs associated with extrabudgetary projects could 
be paid out of the 13 percent overhead fee UNESCO normally charges 
Moller acknowledged competition among UN specialized agencies 
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resulting in price cutting on overhead fees. UNESCO is ata 
disadvantage 

communication and personnel are normally not worked into its 
extrabudgetary contracts. The real cost for overhead is in fact 30 
percent 

contributions represent more than 50 percent of UNESCO funding. With 
greater harmonization between extrabudgetary and regular budget 
projects 

posited. 


UNESCO Geneva Groups to Engage on UN reform? 


11. Japan co-chair briefed on his participation in the recent ELM 

(experts meeting) and CLM (representatives from capitals) meetings 

in Geneva 

most active in the UN system. The UK co-chair suggested that the 
UNESCO Geneva Group might be more forward leaning in engaging other 
groups within UNESCO 

swiftly countered by France and Canada 

character ofthe Geneva Group. 


12. The UK co-chair suggested that the group might also explore 
issues relating to broad UN reform efforts that would have impact on 
UNESCO: during her briefing 

had described the DGYs engagement in this issue 

to the distinction drawn by some in New York between UNESCOVs 
normative work and its efforts in the field. The UK suggested that 
the UNESCO Geneva Group would have a big stake in the issue of 
system-wide coherence 

KOSS 
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Mexican border" 


Conservative VLa Prensa" reports (05/19) Yesterday 
US President George W. Bush promoted his immigration 
reform plan in Arizona and supported the construction 

of fences in some parts of the US-Mexican border. For 
this purpose 

billion dollars from the US Congress. He is also 

planning to use this money to temporarily deploy 
National Guard troops. 


V... Bush\'s trip coincided with an intense debate at 
the US Senate to reach consensus about the most 
ambitious immigration reform in the last twenty 
years." 


- VVenezuelaVs scam invasion of the US\" 


Business-financial Ambito Financiero" reports (05/19) 


Column 3 

VHugo Chavez had at last the invasion he imagines day 
after day. Of course 

exercise to train Venezuelan military forces and 
community for a supposed war with the US. 


\"... 4 

participated in the operation called Patriotic Armed 
Overall Defense Operation in the Paraguana peninsula 
two days after Caracas denounced Washington to be 
preparing an attack against Venezuela.\" 


- "Venezuela is mistrustful about the US\" 


Leading \"Clarin\" reports (05/19) \"According to the 
Venezuelan Ambassador to Washington 

the US is politicizing issues such as the struggle 
against drugs and terrorism as part of its actions 
against Venezuela 

seen\ in some other cases 

invasion. 


\"Alvarez pointed out that after a meeting with US 
Assistant Secretary Thomas Shannon in March 
intended to pave the way for a fluent dialogue between 
Caracas and Washington 

its campaign against Venezuela.\" 


- VThe Nlittle Davos\' summit and the end of Mercosur\" 


Daily-of-record \"La Nacion\" carries an op-ed piece by 
Juan Manuel Forn 

Plata 

Latin American meeting of the World Economic Forum 
called \'the Little Davos summit\' 

Pablo. 


\"Businessmen of the region were able to listen to the 
opinions of prestigious bankers and economists about 
what is happening in the region and the world 

as those of important businessmen from other 
countries... They discussed globalization and regional 
integration or 


V... Mercosur seems to have passed directly from its 
childhood to its old age in just a few years of 
enforcement in between. This did not happen only due 
to its own shortfalls but because the world has 
changed at an unthinkable speed. Globalization turned 
many regional blocs obsolete at least with their 
current rules and configuration. V 
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- VA banker will succeed Anne Krueger at the IMF top 


brass\" 


Ana Baron 

\"Clarin 

yesterday some new faces appeared at the IMF. IMF 
Managing Director Rodrigo Rato named the successor of 
Viron Lady\' Anne Krueger. It will be the current VP of 

the JP Morgan Investment Bank and former IMF official 
John Lipsky. 


\"Rato also announced the creation of a committee that 
will analyze how the IMF can do to win more money in 
order to make up for the financial gap in its budget 
caused by the advanced payment of the debts of Brazil 
Argentina and Uruguay...\" 


3. EDITORIALS 
- \"Italy\'s political renewal" 


An editorial in leading \"Clarin\" reads (05/19) \"The 
presentation of the new Italian government 
Romano Prodi 

open a new stage in the Italian policy. 


\"... After more than one decade of right-wing 
majorities... 

wing. Both ideological trends are deeply rooted in the 
Italian society and history. 


\"... The election of Giorgio Napolitano 
communist 
historic evolution.\" 


To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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SUSCEPTIBILITY AND RESISTANCE MECHANISM\" NO. AI067608. 
REF: STATE 78905 

From the standpoint of U.S. foreign policy implications 


has no objections to NIHYs proposed award of research project 
entitled \"Towards Tuberculosis Control: Pyrazinamide 


Column 3 
Susceptibility and Resistance Mechanism\" as described іп 
reftel. 


Post would appreciate a brief semiannual status report on 
this project and affiliated American citizens in country. 
Please email to both of the officers below. 


--Environment 
(currently Hal Howard: HowardHH@state.gov) 


--Chief of the USAID/Peru Office of Health (currently Susan 
Thollaug: sthollaug@usaid.gov) 


Post appreciates the NIH\'s assistance. 


STRUBLE 
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DVDs and CDs 

Importados (i.e. 

police officers and closed down 95 retail outlets. Despite the 
raid 

with widespread sale of pirated goods. End Summary. 


2. (U) On May 17 Econoff and Econ Assistant visited Brasilia\'s 
notorious pirate marketplace - the Feira dos Importados (i.e. 
\"Import Fair\") - to determine whether after recent Federal Police 
raids pirated goods were still being sold there. Atthe main 
entrance to the market 

make-shift stalls. Inside 

business 


3. (U) The offering of pirated DVDS included movies currently 
showing in Brasilia cinemas 

Code\" was being advertised as available the following week. The 
quality of the Capote" DVD was good 

its photocopy cover and low price of 5 reais (about US$2.40). 
Pirated Nike athletic shoes were on sale for 5096 below the price of 
a genuine pair. Low-priced Disney logo toys were also for sale with 
tags indicating they were imported through a company in Ciudad del 
Este 

for R$5; legitimate copies are priced at hundreds of reais. A 
number of stores also sold \"unblocked\" Sony PlayStations capable of 
running pirated DVD games. If you already had a genuine 
PlayStation 


4. (U) Notwithstanding the presence of private security guards (but 
not police) ostensibly performing \"inspections\" at the fair 
clear that vendors were openly selling pirated goods. While the 
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GOB\'s recent raids may have taken а dent out of the piracy trade 
is clear that the government failed to stop the sale of illegitimate 
products at the Import Fair. 


Chicola 
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with seven votes in favor 
state-level police director Novic (Serb) abstaining. 


3. (C) RS PM Dodik 

Cavic 

would eliminate the RS Interior Ministry. He also has 
challenged the EUVs interpretation of the earlier V'police 

reform principles agreement signed last October 

accept any PRD decision not reached by consensus (rather than 
majority vote). On May 10 

backing DodikVs stance. 


OHR AND EC CAVING 


4. (C) While the High Rep sent a letter to Dodik on April 27 
noting V'growing concern in Brussels about some of the 
positions taken by the RS on police reform 

month OHR and the EC have begun to reconsider. Among 
themselves 

Dodik\'s demands -- no cross-entity police districts. EC 
Ambassador Humphreys has told us that the EC is concerned 
about Serbia and Montenegro (SAM) Stabilization and 
Association (SAA) negotiations and does not want to face 
political crises in two countries at this time. As a result 

the EC does not want to stop the Bosnian SAA talks -- the 
likely cause of their increased flexibility vis-a-vis RS 
demands. 


AMBASSADOR MEETS WITH DODIK 


5. (C) On May 16th 

a wide range of issues including police reform (septel). 
Dodik argued that he lacked a real interlocutor from the EU 
side. In his view 

to OHR 

without getting a sense of their real bottom line -- either 
collectively or individually. Dodik told the Ambassador that 
he had no problem with one police law at the state level 

did he have any problem with a single budget at the state 
level -- provided funds were passed through RS structures in 
accordance with designated line items. Dodik also wants to 
preserve a role for the RS entity in policing 
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three police zones contained within the current boundaries of 
the RS. 


6. (C) Dodik told the Ambassador that he had criticized the 
police directorate\'s non-consensus procedure because any 
report adopted in that way would never be passed by the 
members of entity and state parliaments. The Ambassador 
countered that Dodik was arguing for an RS veto (Dodik 
claimed he was not). However 

that he would not pull his representative out of the 
directorate 


COMMENT 


7.(C) With general elections approaching in October 

will be hard for Dodik (or any RS politician) to show 

flexibility on this hot-button issue in the coming months. 

But he may not have to. Recent discussion among Steering 
Board Ambassadors indicates that the Europeans -- with their 
focus on stability -- are willing to Show considerable 

flexibility themselves when it comes to interpreting whether 

an agreement meets EU standards. Dodik\'s determination to 
preserve the RS entity\'s role in policing even if this means 
stalling the SAA talks has been more successful than it would 
have been a year ago; EU countries may well be satisfied with 
half a loaf. 


8. (C) Despite calls by some to postpone further talks until 
after the October elections (violating the timeline laid out 

in last yearVs political agreement) 

PRD chugging along with the goal of producing a reform plan. 
It may well be that the problem is solved not by RS 
concessions 

a more playable field. End Comment. 

MCELHANEY 
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on Time - arms transportation 

human rights" includes several allegations of clandestine 
U.S.-instigated SA/LW exports from Bosnia to international 
trouble spots including Iraq between July 31 

31 

V proper public oversight" and challenges whether the weapons 
remained in Iraq. While shipments of SA/LW from BiH to Iraq 
did occur 

and unsubstantiated. The Bosnian Government abided by the 
proper procedures for arms exports and EUFOR issued the 
appropriate forms to transport the weapons 

any legitimate SA/LW sale. 


Column 3 


3. (C) To fill DOD-sponsored contracts in support of 
Coalition efforts in Iraq 

international companies procured weapons through regional 
intermediaries from 2004 to 2005. In BiH 

contracts were for surplus military weapons purchased from 
the entities. The BIH MOD 

sale of surplus SA/LW held buyers to a series of regulated 
procedures and deadlines. Due to bureaucratic delays 
MOD repeatedly pushed back the timeline 

false public perception of questionable oversight. The issue 
was further complicated by local reports of SA/LW being 
shipped to China. In actuality 

Chyna held one of the contracts to provide SA/LW to Iraq. 
Despite all the confusion 

based on legitimate end-user certificates and followed BiH 
and international regulations regarding the export of 
weapons. 


4. (C) Comment: Regrettably 

cherry-picked sensational reports that have bounced around 
the Balkans press for the last year. Furthermore 

OSCE 

claim that Al never approached them to confirm any of the 
information. The allegations of mishandling most likely 
originated among members of the international community based 
on speculation regarding several U.S.-BiH bilateral programs. 
The Embassy is working with EUFOR and NATO HQ 

the BIH MOD and MOFTER 

subsequently received a clear 

that the sale of SA/LW was both legitimate commerce and 
undertaken in accordance with established procedures. End 
Comment. 


MCELHANEY 


64972 

Others accused the Government of failing to take reform seriously 
and expressed embarrassment at the political in-fighting. End 
summary. 


Mixed Reaction to Dissolution 


2. (U) The news that the Amir was to dissolve Parliament spread 
through Kuwait hours before the official announcement was made. The 
dissolution forces new elections which many hope will bring fresh 

faces and new views to Parliament. (Note: In every Parliamentary 
election in Kuwait 

people expect the pattern to continue this time out.) The 
announcement was met with little surprise as the intensity of the 
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recent debate had for many reached a point of no return. Kuwaiti 
Society is almost evenly split on the decision to dissolve 
Parliament. According to a spot poll conducted by Arabic daily 
Al-Qabas 

percent opposed it. In addition 

ample time to prepare for the June 29 elections. 


Dissolution the Only Solution 


3. (U) A typical pro-Government view was expressed by MP Issam 
Al-Dabbous 

desire to \"protect the country against practices which disunite\" 
Kuwaitis. A ruling family member noted that dialogue had broken 
down 

opposition voices also welcomed the Amir\'s decision. Parliamentary 
candidate Dr. Rola Dashti 

said that there was \"a lack of wisdom in the [constituency] debate" 
and welcomed the V'AmirVs wisdom...in taking the right decision. V 


Disappointed by Dissolution 


4. (SBU) While avoiding direct criticism of the AmirVs action 

other Kuwaitis are expressing unhappiness with the decision 

that Kuwait is embarrassed by the fact that the Government could 

not resolve the electoral dispute. One of the sons of late Amir 

Shaykh Jaber said he was \"shocked\" a deal had not been brokered to 
ensure the Parliament was not dissolved. Even some of those who may 
benefit from the upcoming elections expressed concern with the 
handling of the impasse. Parliamentary candidate Aisha Al-Reshaid 
said 

the problem wisely." Dashti\'s campaign manager 

chided the Government for not calling for resignations rather than 
opting for dissolution." Parliamentary candidate Khawla Al-Ateeqi 

a member of the conservative Kuwait Teacher\'s Society asked 

is democracy if a big government can\'t solve a small problem like 
this? It is both parties fault that the Parliament was dissolved. V" 

A Kuwait Stock Exchange representative who previously predicted the 
dissolution expressed disappointment with the GOKVs decision 
asserting that \"this is not the way to solve a political impasse 
particularly one that involved the demands of the people." 


A Real Lesson in Democracy 


5. (U) A number of MPs have tried to put a positive spin on the 
dissolution 

political interests. Pro-government ShiVa MP Saleh Ashour argued 
that the June 29 elections would help Parliament learn to be more 
\"realistic\" about how to affect change and it would \"ripen the 
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Kuwaiti arena politically." Islamist MP Dr. Nasser Al-Sane noted 
that the current political turmoil is unifying disparate groups in 
the campaign against corruption. 


6. (U) Popular involvement in the political debate is another 

trend that several observers hope will be sustained. Pro-reform MP 
Abdul Wahab Al-Haroun called on his colleagues to V'capitalize on the 
popular tide that was supporting us during our rallies... to make 

sure that this support continues.\" Reinforcing this view 

Al-Sane stated: 

\"What we have won is the confidence of the people. We are now 
strongly supported by the people in our campaign to combat 
corruption. We will witness a great wake-up.\" 


Off and Running 
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7. (U) The dissolution is providing women an early opportunity to 

run for a seat in the 50-member Parliament. According to a May 22 
poll 

revamp elections. While there is not great optimism that a woman 
will be elected 

assembling her advisors and campaign staff hours before the official 
dissolution announcement. She is joined by several other women 
including journalist Al-Reshaid 

in more conservative neighborhoods; educator Adela Al-Sayer; media 
activist Iqbal Al-Ahmad; political activist and Kuwait Oil Company 
executive Dr. Fatima Al-Abdali; ShiVa and Islamic National Consensus 
Movement candidate Khadija Al-Mahmeed; and newcomer Fatima 
Al-Mutairi. 


8. (U) Among the men 

Al-Zalzalah announced he will resign his Cabinet post and again run 
for a Parliament seat. Dr. Saad Bin Tefla 

linguistics professor and former Minister of Information 

press he too would run for office 

five electoral districts. 


Beat the Heat 


9. (U) While parliamentary dissolution came as no surprise 

five week period to prepare for the June 29 election has caught some 
candidates off guard. The constitution requires that elections be 

held within two months of the dissolution. The June 29 date is 
probably dictated by practical considerations. A significant 
percentage of Kuwaiti society vacations during the summer months 
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when temperatures often exceed 120 degrees Fahrenheit. Holding 
elections before the peak travel season maximizes the opportunity 
for the Kuwaiti people to actively participate in the electoral 
process. 
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Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access the site through the 
State DepartmentVs Classified SIPRNET website 
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to present his candidacy for a third term. Our contacts tell 
us Belkhadem understands that the proposal is not 
particularly popular with the broader public due to questions 
about Bouteflika\'s health. They explain 

rallying around Bouteflika -- and a third term for him -- 

goes over well with the disparate FLN membership 
conservative Islamists to Western-oriented bourgeoisie 
serves to unite FLN members in a way that nothing else can. 
Talk of a third term for the President also reassures the 
party faithful (and the public in general) that Bouteflika 

is 

mandate would be keeping the two-mandate limit while 
extending an individual term from five to seven years. Under 
this French-style system 

years rather than 15 with three terms. Atthe end ofthe 
day 

time in office may be moot because few people think he will 
be physically able to govern beyond the end of his current 
mandate 

office. 


CHANGE IN SELECTION OF PRIME MINISTER 
NEEDED IN ADVANCE OF 2007 ELECTIONS 


7. (С) The politically ambitious Belkhadem has recently 
claimed he does not want to be Prime Minister. However 
wants to position himself for the presidency 

Ouyahia\'s current hold on the prime ministership since the 
FLN has the majority of Assembly seats 

Ouyahia out of a position that might give him and his RND 
party an advantage in the 2007 elections. In this regard 
ΕΙΝ and MSP have called for a technocrat to lead the 
government in order to ensure the neutrality of the 2007 
voting process. Minister of Water Resources Abdelmalek 
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Sellal and Minister of Finance Khelil are the most frequently 
mentioned technocratic candidates for the post. BelkhademVs 
push for constitutional revision and giving the majority 

party the top leadership within government under the 
president would seem to be part of this strategy. In this 
regard 

confidence that the FLN will emerge as the dominant party in 
the 2007 elections. 

ERDMAN 
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decision. Consequently 

position that the USG was defending terrorists. She added 
that the BRV interpreted the USGi\'s failure to detain Colina 
and Varela as U.S. collaboration with terrorism. 


3. (C) The Ambassador responded by noting that the BRV had 
denied four U.S. extradition requests (Note: all wanted on 
narco-trafficking charges) in the past two years. The USG 
had declined to move on three. Clearly there was a 
fundamental problem on extradition between the two 
governments. We could try to solve it 

politicize the differences. He said the MFA would receive a 
definitive response on Colina and Varela. The Ambassador 
warned 

an alleged witness who had retracted his statement. 

Stressing that Posada Carriles remained in a U.S. detention 
facility in El Paso 

active 

current form. The USG could provide guidance to the BRV on 
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preparing an adequate request 
BRV public declarations complicated the matter. 


4. (C) Hernandez asked if the USG would prosecute those 
officials it refused to extradite. The Ambassador replied 

that if the USG judged there was insufficient evidence for an 
extradition 

for a trial 

constitutionally prohibited from extraditing the four 

officials mentioned by the Ambassador because the USG had not 
provided guarantees that they would not receive more than 
30-year sentences. The Ambassador added that the U.S. 
decisions on extradition would likewise be made in accordance 
with domestic laws. The USG remained ready to dialog on a 
legal level but not on a politicized level 


Column 3 
Terrorism Determination 


5. (S//NF) Hernandez said her government rejected the 
Secretary\'s March 15 determination that the BRV was V'not 


SIPDIS 

fully cooperating\" against terrorism. The action was 

politically motivated 

that besides the reasons for the decision outlined in the 
country report 

Embassy requests for information on the movement through 
Venezuela of people with suspected ties to terrorism over the 
past four years. Hernandez asked for an informal list of 
concrete examples of such requests for information. She said 
she wanted to find out whether the requests were rejected 
because of human error or because they came from the Embassy. 
Noting that such correspondence was supposed to go through 
intelligence 

Ambassador agreed to look into sending a sanitized non-paper 
of a few requests she could check. 


6. (C) The Ambassador said that the Barinas Government had 
told us it would not be responsible for tne Ambassador\'s 
security during his trip to the state May 18. Rather 

referred the Embassy to Venezuelan intelligence (DISIP). The 
Ambassador noted that his experience from previous travel 
suggested that when state governments eschewed 
responsibility 

said that she could not give orders to the state government 

but would work through other channels to ensure there were no 
incidents. (Note: DCM reiterated concern for the 
Ambassador''s security in a call to the Vice PresidentVs chief 

of staff 

government on the issue. The Barinas Government did provide 
security during the May 18 visit (SEPTEL).) 


7. (C) The Ambassador raised the MFA\'s lack of response to 
the Embassy\'s March 20 diplomatic note 

reimbursement for vandalism to the Chancery committed during 
protests on March 8. The Ambassador emphasized that the USG 
was asking for repayment for the first time because the BRV 
through the Ministry of Communications and several other 
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senior government officials 
this march. The Embassy had not protested the damage left by 
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several other marches. Hernandez said the MFA had been 
silent on the issue because no standard operating procedure 
existed for repaying an Embassy for vandalism. She added 

that the Foreign Ministry was not involved with the marches. 

The Ambassador indicated that the USG would be forced to take 
some reciprocal action to recoup costs incurred by the BRV if 
the BRV failed to respond. 


8. (C) The Ambassador also raised the issue of our April 12 
diplomatic note 

consulate in Maracaibo. He noted that we were facing some 
concrete issues that were becoming more urgent as time 
passed. First 

settled. Second 

other issues surrounding the arrival in a few months of two 
new employees had to be resolved. Ambassador said there 
would be \"certain pressure\" from the USG on the BRV ifa 
response were not received within another month. Hernandez 
took note of the request without response. 


9. (C) The Ambassador brought Hernandez up-to-date on the 
issue of the unprotected Cobalt-60 device that had exposed 
several NAS and BRV employees to radiation (REFTEL) in Puerto 
Cabello. He said that Oak Ridge medical personnel--in 
consultation with the IAEA--visiting Post had determined that 
affected U.S. and Venezuelan personnel had undergone a 
negligible risk of radiation poisoning. Hernandez noted that 
some Venezuelan personnel had been exposed for days. The 
Ambassador assured her 

radioactivity 

be almost touching the source for such an extended time to 
have been in danger 


Column 3 

10. (C) Hernandez said her government still had a problem 
with the latest version of the counternarcotics addendum 
transmitted to MFA by dip note in March. The Spanish 
document was an inaccurate translation 

proposed that her ministry translate the English version of 
the text and provide its version to the USG as early as next 
week for approval. 


11. (C) Vice minister Hernandez was on her best behavior. 
Charged only with raising the extradition issue 

much better spirits this time. She may have wagered that the 
Ambassador would have difficulty explaining why Venezuela had 
not received replies to its extradition requests. She joked 

that the \"not fully cooperating\" designation was intended to 
place Venezuela in \"purgatory.\" The forthcoming response to 
the extradition requests on Colina and Varela will clear an 

issue off our bilateral agenda 

that the BRV has also been nonresponsive on extradition. 
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do new things!" to help bring democracy to Cuba. When asked 
about a recent overture from Martha Beatriz Roque 

away from making any reciprocal gesture. Meanwhile 
independent journalist Guillermo Farinas stretched his hunger 
strike to Day 111 

drain water and air from his lung. He did not rule out the 

idea of some day ending his hunger strike even if the GOC 
fails to grant his wishes. At least three political 

prisoners are waging separate hunger strikes 

food privileges are being restricted because he refuses to 
accept reeducation. Activist Felix Bonne 

hosted last years Мау 20 dissident Assembly 

taking no chances with the property this year. Roque reports 
continued harassment. End Summary. 


2. (C) Cuban dissident Oswaldo Paya told COM on May 18 that 
to promote democracy in Cuba 

to engage in new thinking 

will have to be neutralized. The COM said he had discussed a 
number of ideas during a recent visit to Washington 

noted that GOC hostility toward USINT had increased since the 
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January debut of USINT\'s electronic billboard. Paya then 
asked 

muddy field? What\'s needed is a change of style 

language. However 

the GOC on a number of fronts 

accountable 

promises made prior to the HRC election. Paya also said he 
and his colleagues would contact foreign churches and labor 
unions and urge them to V'get their governments to demand 
accountability" for the Cuban GovernmentVs actions. The COM 
observed that Martha Beatriz Roque recently sent Paya\'s wife 
the mother of three children 

said it was important to show solidarity at times like these. 
However 

Roques \"credibility.\" 


FARINAS UP TO DAY 111 


3. (C) Hunger-striking dissident Guillermo Farinas extended 
his hunger strike to Day 111. Speaking to us May 19 from his 
hospital room in Santa Clara 

weary following an operation to drain water and air from his 
left lung. He is being kept alive with intravenous fluids. 

He said he had received no recent communication from the GOC 
which has refused to meet his demand to provide Internet 
access to all Cubans. He called the hunger strike V'the only 
way | have to protest ' against the GOC\'s injustice 

\"We\'re showing the world what a liar the Cuban Government 
is.V In a slight step back from earlier statements 

he indicated he would die for his cause 

out an eventual end to his hunger strike 

is not met. V'Up to this moment 

the hunger strike 

is being considered for a prize from a New Jersey-based 
organization. (We had not.) 


“АСТ OF REVOLUTIONARY REAFFIRMATION\" 


4. (C) Felix Bonne 

in March 2003 for peaceful activity (but later released on 
health grounds) 

his half-acre back yard 

The GOC is converting it into a park 

already calling it "Assembly Park.\" Bonne said a 
twenty-something neighbor named Rigoberto was one of many 
people who 

of Bonne\'s house and yelled 

never identified 

2006 
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them high school students - gathered outside Rigoberto\'s 
house and held an \"act of revolutionary reaffirmation\" (aka 
V'act of repudiation\"). Participants sang songs and shouted 
slogans against Rigoberto 

\"terrorist.\" Rigoberto 

Communist Party official 

placing his radio near the window and turning the volume up 
full blast. According to Bonne 

got bored 

authorities ended the event abruptly. 


ROQUE EXPECTS ABUSE TO CONTINUE 
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5. (C) Martha Beatriz Roque 

of semi-permanent siege 

evening of May 17 

some of the pro-regime \"artwork\" that decorates the wall in 
front of Roque\'s housing unit. Two suspected State Security 
agents visited the vacant unit next to Roque\'s 

within earshot of Roque 

more work remains to be done. Roque viewed this as a cryptic 
message that the GOC will continue to harass her 

she has informed the GOC 

prepared to turn herself in for re-incarceration 

face continued abuse. Roque told us May 21 that a neighbor 
warned her not to leave her housing unit without permission. 
She also said she received a message from a self-described 
Interior Ministry official warning her that she would be 
murdered. 


POLITICAL PRISONERS CONTINUE PROTESTS 


6. (C) Political prisoners Luis Enrique Ferrer Garcia 
Rodriguez Fernandez 

their hunger strikes to three weeks on May 18 

against their incarceration and inadequate prison conditions 
according to Paya. A fourth political prisoner 

Santiago Medina Salabarria 

restricted because he has not taken part in reeducation 
activities. His wife 

Taco Taco prison on May 8 that limits will be placed on the 
amount of food supplies she can bring during her visits 
every three weeks. 

PARMLY 
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Sao Paulo for his handling of the crisis 

admitted that some innocent bystanders may have been killed by 
police during the street conflicts. Various government agencies and 
human rights groups seek the identification records of those killed 
as suspects 

be made public to protect the privacy of grieving families. Prison 
officials are striving to maintain control of their facilities. 
Meanwhile 

what needs to be done to prevent its recurrence moved to the 
forefront of the political debate. END SUMMARY. 


2. (U) A week after a brutal wave of violence orchestrated by the 
organized criminal gang the First Capital Command (PCC) wracked Sao 
Paulo city and state and resulted in over 150 deaths (see reftels) 
police reported only two new PCC-led attacks on police stations over 
the weekend 

northwestern part of the state. A prison riot in the interior was 

also quelled without injuries; meanwhile 

the riots last week died in the hospital. A smattering of other 
somewhat \"sensational\" crimes were reported over the weekend 

is becoming increasingly difficult to differentiate between 

\"routine\" criminal acts and acts associated with what has become 
known as the \"Wave of Violence\" that nearly crippled the city for a 
day last week and left residents on edge every evening. 


3. (U) As of Monday 

the PCC in retaliation for the transfer of 765 of its leaders to 
isolated and more secure prison facilities (see reftels) is reported 

at 299. The number of deaths associated with street confrontations 
reached 154 

Of the dead 

identified by state officials as innocent bystanders. The State 
Secretary for Public Security reports that 109 suspects were killed 


SIPDIS 
in street confrontations with police 
arrested; 149 weapons were confiscated. 


4. (U) Somewhat surprisingly 

visit to Sao Paulo since the disturbances 

Lembo over the weekend for his handling of the crime wave. Lembo 
meanwhile 
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state Military Police 

were killed by police during confrontations last week. Several 
governmental bodies and human rights groups are investigating 
are seeking to obtain the identification records of the dead from 
the Sao Paulo Coroner\'s office (Institute for Legal Medicine - IML). 
The Brazilian Bar Association wants the list as well 

Lembo said the state will not release the names publicly for privacy 
reasons. (NOTE: The names of police officers killed in action were 
released last week. END NOTE.) 


5. (U) Ofthe 109 suspects killed in the state 

identified 73 bodies. The IML is working to identify 11 more 

last week it buried one without identification as a pauper because 
under law 
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Another twenty-two bodies were processed by ΙΜΙ 5 in other parts of 
Sao Paulo state 

According to officials 

over-burdened during the crisis; the IML has 24 refrigerated body 
drawers 

official. 


6. (U) Meanwhile 

judicial order that cellular traffic be blocked near a prison within 

its municipality (Ref A) because of the impact on local residents 
and telecommunications authorities report that they have not been 
able to block all signals into the six prisons covered by the order. 
Industry experts estimate that the cost of blocking cellular 

signals to all 144 penal facilities in the state - an effort the 

industry would likely resist if the government were to try to force 
companies to provide this service - would be more than 100 million 
reals (roughly USD 50 million). 


7. (U) Prison officials also suspended visitation rights for the 
weekend at prisons that were the sites of riots during last weekVs 
melee across the state. Riots broke out in 71 of 144 facilities 
with hostages in each 


8. (SBU) As government officials make the transition from 
operational police action to post-operational fact-finding in the 
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wake of the PCOVs crime spree 

roots of crime in Sao Paulo and Brazil as a whole 

ills that may spawn it. President Lula 

to Sao Paulo Governor Claudio Lembo -- whom the president said did 
all he could to deal with the attacks -- said on Sunday said that 
these acts of violence represent a societal problem. The president 
said the problem of violent crime does not lie with the governor 

the presidency or the mayor 

He said 

want to resolve this 

we will take. Y" Last week 

\"white elite\" for being \"perverse\" and \"cruel\" toward the less 
fortunate in Brazilian society. Commentators also have been looking 
at a larger societal problem as more days pass without major PCC 
attacks 

targets.\" There is a growing recognition the gang\'s newly-flexed 
muscle places all citizens at risk. 


9. (U) A new study released over the weekend shows a majority of 
Sao Paulo\'s youth are \"at risk\" according to such indicators as 
family income 

of adolescent pregnancy. And last week 

in 2004 

government aid. In that vein 

Alckmin announced that he would continue President Lula\'s famous 
Bolsa Familia cash aid program for the poorest Brazilians 

currently benefits an estimated 8.8 million families and which the 
Lula administration is seeking to expand further. 


10. (SBU) COMMENT: Renewed attention to the root cause of 
criminality in Brazil may be good and necessary for efforts at crime 
prevention and social justice 

weekly news magazine Veja 

ever-present and expensive reality for Brazilian communities like 

Sao Paulo. The magazine reported that the state incarcerates on 
average 652 new prisoners per month 

should be building a new prison every 30 days in order to house them 
at acceptable capacity level. This data again illustrates the 
double-edged sword over which Brazilian society teeters; Brazil 
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needs to find a way to commit resources simultaneously toward fixing 
its ailing education system and providing a safety net to the poor 

and toward maintaining and improving its criminal justice and prison 
systems. END COMMENT. 


11. (U) This cable was coordinated with Embassy Brasilia. 


WOLFE 
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system for the region. Although Stallworth was clear that 
this was still merely a proposal 

distributed draft notes of the Мау 19 session that reflected 
firm USG commitment to the proposal and its funding. In 
response to Econoff protest 

replaced it with phrasing that more accurately represented 
StallworthYs comments. End summary. 


3. (SBU) On May 19 and 21 

Security and senior regional law enforcement officials met in 
Kingston to discuss security issues relating to the 2007 
Cricket World Cup. 


Primary Participants: Barbados Deputy Prime Minister Mia 
Mottley (Chairwoman); Jamaica Minister of National Security 
Peter Phillips; Trinidad and Tobago Senator Martin Joseph 
Minister of National Security; Dominica Minister of National 
Security Rayburn Blackmoore; Wesley Wharton 

Director 

Development 

Phillip Goddard 

Quintyne 

Dottin 

Thorinton-Powlett 

Joan Massiah 

Tobago; Gilbert Scott 

National Security 

Metropolitan Police 

Foreign and Commonwealth Office 

Forbes and Lance Selman 

Crime and Security (IMPACS); Jeremy Collymore 
Caribbean Disaster Emergency Response Agency (CDERA); 
Grantley Watson 

Security System (RSS); Jacqulyn Joseph 

Office of the Deputy Secretary-General 


056 participants: Charles Stallworth 
Foreign Operations Division 
Officer 


4. (SBU) Econoff delivered ref. A talking points to CARICOM 
security ministers on the margins of the Ministers of 

National Security Meeting in Kingston on May 19 and May 21. 
All ministers expressed strong support for the proposed 
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programs 

addressed some of the critical needs of the region. They 
were particularly interested in the communications equipment 


proposal 

units and airport security equipment and training as well. 

Barbados Deputy Prime Minister (DPM) Mia Mottley noted 

sharply that while this assistance is greatly appreciated 

great deal more clarity on specifics is required. Which 

countries are eligible for the Third Border Initiative (TBI) 

funds was a concern 

OASV Inter-American Committee Against Terrorism (CICTE) would 
work with the region to identify priority countries. 


5. (SBU) Darwin Dottin 

Barbados Police 

regarding regional security for Cricket World Cup 2007 (CWC). 
He presented a draft Regional Security Plan 

ministers accepted that document as a basis for further 
detailed planning and coordination. The final draft of the 

plan is due to be completed by 23 June. Post will report 
septel on the substantive components of the regional security 
strategy and its implications for international assistance 

the details of the border security strategy as they relate to 
customs and immigration 

developing an intelligence-sharing mechanism. 


6. (SBU) The ministers agreed to proceed with the 

introduction of a CARICOM Multiple Entry Visa for the period 
January 15 to May 15 

obtain a visa for any one CARICOM State must obtain this visa 
before entering the region. In discussions with a United 

Kingdom delegation in April 2006 

a rubber stamp format under consideration by CARICOM would be 
easily replicated 

ministers further committed that by May 28 the CARICOM 
Secretariat would confirm the visa requirements of all member 
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states 
countries of special interest identified by the USG. 
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\"Smart Card\" Update 


7. (C) On May 19 

the Foreign Operations Division 

a possible V'Smart Card. He outlined a card that would 
capture a digital photograph 

data as outlined in Ref. B. Two changes from that time 
arose: first 

partnering with a financial institution 

favor and was not mentioned. Second 

then her opinion that only visitors attending CWC should 
receive smart cards 

passengers who require a CARICOM visa are required to obtain 
a swipe card. V 


8. (C) With respect to financing 

USG funding was not yet in place for a smart card system. He 
noted that there may arise the need for the region to partner 

in some of the costs. Nevertheless 

recommendations and conclusions from the May 19 session that 
was distributed for comment on May 21 stated both that 
Stallworth V'outlined the (USG) offer to provide" a biometric 

card system 

the installation 

December 2008." Econoff reminded the ministers at the May 21 
session that the funding for such a card was not yet 

obligated 

presentation at the previous meeting. The notes were amended 
to reflect this 

recommendations to ensure that Stallworth\'s comments are 
accurately portrayed. 


9. (SBU) Participants discussed the benefits to the region of 
staying V'ahead of the curve" on this technology. In addition 
to its future potential as a secure travel document 
facilitating regional movement ) a key goal under CSME ) 
Stallworth pointed to the Western Hemisphere Travel 
Initiative 

any potential requirements far ahead of the rest of the 
hemisphere. Former Senator Goddard of Barbados 

Special Advisor for Technology 

Barbados Office of the Prime Minister 

could be used as a national identification card. 


10. (C) Although V'International Support Required to 
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Complement National and Regional Resources\" was prominent on 
the agenda 

extensive document that detailed the region\'s requirements 
and identified possible source countries was dismissed by 
Minister Phillips and DPM Mottley as V'embarrassing to the 
region.\" They noted that a \"wish list\" of items ) the 
document 

guards for riot protective gear ) would only dilute 

attention from the critical resource needs. They tasked the 
police and military chiefs to come up with a list of critical 
needs 

appropriately be under the purview of regular procurement. 


11. (SBU) At the suggestion of the UK\'s Jarrett and Flessati 
there will be an international advisory committee ) Mottley 
called it an \"International Support Group\" ) which shall 
comprise representatives of likely donor countries. That 
group will then liaise directly with Minister Phillips 

is the Regional Resource Coordinator 

capabilities and prevent duplication of efforts. Ata 
breakout session on May 21 

been \"sporadic\" contacts between 

regional parties and SouthCom and the ΕΒΙ. Phillips 
therefore emphasized the need to channel communication more 
effectively. 


12. (С) MinistersY receptivity to the TBl-funded 
CICTE-operationalized proposals is heartening. Embassy 
Bridgetown and Embassy Port of Spain should expect DPM 
Mottley and Minister Joseph to be hungry ) and impatient - 
for details 

TBI funds for certain countries. 


13. (C) Comment (cont 

misrepresentation of his comments in the draft summary 
distributed on May 21 are illustrative of how badly the 

region wants the USG to take on the entry/exit card system. 
Mottley noted to Econoff during a break that CARICOM had been 
talking to the UK and Canada about a \"smart card-type\" 
system 

\"offer.\" While the DPM seems very clear that this is not a 
done deal 

\"when we get the swipe cards V" and \"this will happen.\" This 
left the impression that the chatter on the margins was not a 
matter of if 

contact Ambassador Kramer immediately on her return to 
Barbados to inquire about the potential visit of Secretary 
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Chertoff. 


14. (C) Comment (cont 

strict vertical line of communication to coordinate requests 

for international assistance is a welcome departure from the 
piecemeal approach that has characterized the process until 
now. Flessati and Jarrett commented to Econoff that a 

benefit of the \"International Support Group\" approach was not 


only that efforts were not duplicated 

country could play to its strengths in training and equipment 
provision. Atthe same time 

example 

have negative repercussions. Instead 

support group gives its recommendations and responds to 
requests for assistance. End comment. 
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Commission 

reading of chapters one 

articles outside these chapters) was postponed. 


2. (U) Two articles dealing with the jurisdiction of the 

Services Committee and the Independent Commissions Committee 
were also referred to the Bylaws Committee for review. Some 
members wanted to expand the authority of the Services 
Committee to include labor and employment 

the Independent Commissions Committees jurisdiction 
overlapped with that of other committees. 


3. (C) After the session 

Committee 

not believe the issue of the speaker\'s authorities would be 
resolved before the next session 

postponed from its scheduled date of May 23. He said a 
decision on these authorities must be made by the leaders of 
the parliamentary political blocs. He added that the 
disagreement on the authorities revolves mainly around the 
issue of who controls Council staff appointments 

alone or the Council's Presidency Commission. (NOTE: At a 
May 21 meeting with PolOffs 

he wanted to be in charge of hiring Council staff. END NOTE) 
Subsequently 

the Shia Coalition and Tawafuq continued to disagree on this 
issue. The Shia Coalition (with the support of the Kurdish 
Alliance) would like to have most authorities invested in the 
CouncilVs Presidency Commission 

Deputies collectively 

Tawafuq would like the Speaker to retain the independent 
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authorities he had in the TNA. 


4. (C) COMMENT. The disagreement over the authorities of the 
Speaker does not appear to be having any outward affect on 
the regular meetings of the Council\'s Presidency Commission. 
The Speaker and the two Deputies continue to meet almost 
daily 

started. END COMMENT. 
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in Christ) to provide resettlement services and a cigar 
manufacturer of Cuban descent in the department of Esteli 
offered to provide employment in his factory. The Bahamas 
never responded to the Nicaraguan offer 

believes the migrants were sent back to Cuba. Poloff offered 
that perhaps the network established in 2004 could be 
reactivated to accommodate some of the Cubans mentioned in 
reftel 


3. (U) Post will report additional developments. 
TRIVELLI 
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example 

civilians and soldiers 

ideologues and crooks. Nonetheless 

isolated; they have not divided Chavez movement. Because 
all Chavista officials ultimately depend on Chavez for 
influence 

impact on the stability of the administration. Government 
officials even have an interest in \"staging\" differences 
within the ruling party to try to establish that the branches 
of government are independent. 


2. (C) Pro-Chavez Venezuelans protest regularly throughout 
the country over government failures to provide services 

public employees 

Demonstrations have been especially common in Chavez home 
state of Barinas 

came to blows. Chavez has adeptly silenced internal 

wrangling in his government for the time being. In the long 

run 

the absence of a unifying opposition threat. We can not rule 

out the possibility that the aforementioned fault lines in 

the party could become more serious; indeed 

incapacity of the current opposition 

for a viable political counterpart to Hugo Chavez is a 

breakaway faction within Chavismo. SEPTEL examines Chavez 
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strategy for handling the divisions and dissent. End 
summary. 


3. (C) The \"Bolivarian Revolution\" of Venezuelan President 
Hugo Chavez suffers from divisions and dissent 

has thus far remained firmly in control. In addition to the 
festering morale issues in the Venezuelan Armed Forces and 
the Foreign Ministry reported in REFS A and B 

within the BRV have appeared throughout the country. Public 
disputes among pro-Chavez leaders and frequent Chavista-led 
protests against the government have led to speculation among 
Embassy contacts and the media about the causes and extent of 
the divisions 

military officials. We do not want to overplay these 

fissures; Chavismo as a whole does appear solid. That said 
there is something here. This cable attempts to distinguish 
between the wishful thinking by Chavez opponents and the true 
weaknesses of the revolution. 


4. (C) The ruling Movimiento Quinta Republica (MVR) party 
is not the source of ChavezV power. Rather 

depends on the President for influence and resources. MVR 
National Assembly deputy Luis Tascon told us last year that 
the MVR had no weight other than what Chavez lent it 

leaders had no independent support. MVR deputy Roberto 
Quintero told poloff in August 2005 that without Chavez 

MVR would disintegrate. Because party members lack their own 
power bases 

overplayed. MVR differences are settled when Chavez 
intervenes. Chavez wields almost unquestioned authority over 
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other pro-Chavez political parties 
trying to maintain a separate identity from the MVR. 


5. (C) Battle lines do not extend across Chavismo on any 
particular issue. As such 

disputes within the government tend to be 
oversimplifications. The MVR is a chaotic party organized 
around personalities 

alliances 
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\"pre-candidate\" Teodoro Petkoff added during an August 2005 
meeting that the MVR lacked solid organizational structures 
and was racked with personal divisions. Although these 
competing sources of authority and personality conflicts 

rarely come to light 

friction. Tascon 

temporarily suspended last year for commenting publicly about 
internal party machinations 

were naked disputes over power. Given the separate and 
diffuse power centers 

necessarily representative of broad trends. None of the 
differences examined below permeate the movement. 


6. (C) CIVILIAN vs. MILITARY. Former opposition legislator 
Pedro Diaz Blum 

Electoral Council who remains plugged in with Chavistas 
makes much of civilian-military tensions. According to Diaz 
Blum 

Carles 

with soldiers and bringing in some competent opposition party 
officials to keep the state running. There is much 
speculation as well over the civil and military factions in 

the National Assembly 

Nicolas Maduro and former president Francisco Ameliach 
respectively. Such strains exist; the pet holdovers and 

fellow coup-plotters from ChavezV military days probably do 
arouse some resentment. Nevertheless 

exaggerate the splits to try to condemn Chavez for the 
\"militarization\" of Venezuelan society and to assure 0.5. 
interlocutors that their cause is not lost. According to MVR 
deputy Quintero 

defining axis of division. 


7. (C) IDEOLOGY vs. VENALITY. Reporters attempt to discern 
divisions by hyping differences in Chavista officialsV 

character traits. Chavismo contains 

who appear extremely ideological 

Iris Varela 

William Saab 

includes less reactionary officials who appear to be devoting 
considerable energies into getting rich 

Governor Diosdado Cabello and Interior Minister Jesse Chacon. 
All of these politicians have had public disputes with other 
pro-Chavez officials 

officials are aligning against the V'true believers" or vice 

versa. On the other hand 

prioritizes the fight against corruption 

attempting to undermine their personal enemies in the 
revolution by accusing them of graft (REF C). 


8. (U) DEMOCRATS vs. \"TALIBANES.\" Experiments with 
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internal democracy have caused some disenchantment in the 
party. Media headlines have suggested a war between 
\"democratic\" Chavistas and hard-line \"Talibanes\" who impose 
electoral candidates from above. Yet 

exposed by elections have cut across the entire movement 
either. For instance 

determine candidates for the August parochial elections 
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touched off disputes over candidacies 

isolated instances. In perhaps the most notorious example 
Chavez silenced a public row between Caracas metropolitan 
mayor Juan Barreto and the city's Libertador municipality 
mayor Freddy Bernal over candidacies. The nature of the 
insults swapped suggested the two may have harbored personal 
grudges before the elections. In other isolated examples 
the MVR expelled Trujillo State Governor Gilmer Viloria and 
two Portuguesa State mayors from the party for promoting 
unsanctioned candidates for the December 2005 National 
Assembly elections. 


9. (C) DIVISIONS AMONG CHAVISTA PARTIES. Divisions between 
the MVR and other pro-Chavez political parties are perhaps 
the only ones that Chavistas themselves have an interest in 
hyping. Following Chavez sweep of the National Assembly 
elections in December 2005 

rattled off a laundry list of pro-Chavez parties with seats 

to try to show that the legislature remained an independent 
branch of government. These parties\' public and private 
statements 

Pro-Chavez parties Podemos and Patria Para Todos (PPT) 
announced in early May 2006 that they backed Chavez! threat 
to hold a referendum asking voters to allow him to remain in 
office until 2031. Although Podemos and PPT announced they 
would form a legislative V'opinion bloc 

reporters they did not seek to compete with the MVR. PPT 
secretary general Jose Albornoz told poloff in March that the 
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PPT would criticize inefficiencies in the revolution but 
would always remain a part of it. 


10. (U) The resolution of a few highly public rifts between 
Chavista parties have displayed the cohesion of the Chavez 
movement. The PPT and Podemos parties\' annoyance over the 
MVRv's failure to consult with them over National Assembly 
leadership positions appeared to end quickly. A dispute 

between the PPT and the MVR over candidates for the Amazonas 
State gubernatorial elections in August 2005 appeared to 
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fizzle once the parties conducted a poll and settled on the 
incumbent PPT candidate. Implicated in human rights abuses 
in his states 

emerged from a National Assembly interior politics committee 
inquiry with no more punishment than a declaration of 
\"political responsibility." National Assembly president 
Nicolas Maduro effectively silenced MVR critics of Manuitt 
when he demanded an inquiry into whether their \"political 
enmity\" motivated the committee\'s report. 


11. (C) Elements of Chavez" support base--Venezuelans 

reliant on government services--protest regularly throughout 

the country. During the first week of May 

recorded 11 demonstrations in several states over poor 
government service provision and various labor disputes 

of which blocked traffic. Anti-Chavez peasant association 

leader Manuel Gomez told us in mid-2005 that the dismal state 

of health care and government services in the Caracas suburbs 
where he lived was approaching a boiling point. He noted 

that government development bank BANDES was having difficulty 
handling all of the people requesting grants. Indeed 

delayed government disbursements have been the source of many 
Chavista protests. In particular 

website articles and our opposition and Chavista contacts 

have begun to report breakdowns in the BRV social missions\' 
ability to reach the people. 


12. (C) BARINAS DIVISIONS AND DEMONSTRATIONS. Both 
divisions among pro-BRV politicians and local Chavista 


CARACAS 00001468 004.2 OF 005 


protests have plagued Chavez" rural home state of Barinas. 
Rafael Simon Jimenez 

Barinas who attempted to remain a member of both the 
opposition party MAS and its pro-Chavez offshoot Podemos 
identified for poloff rival political factions that came to 
physical blows during Barinas marches on May 1 

Jimenez said that one faction backed the President\'s family: 
Governor Hugo de los Reyes Chavez (the Presidents father) 
and secretary of state Argenis Chavez (the PresidentVs 
brother) 

National Assembly deputy Pedro Carreno 

legislatureVs investigation of the USD millions stolen from 
Barinas\'s BRV sugar mill construction project 

other camp 
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Reyes. 


13. (C) Discontent among Barinas residents erupted into 

regular demonstrations in March 2006. According to press 

reports 

decree prohibiting protests on public roads after 15 marches 

took place in less than a month. In another example of 

Chavista political divisions 

legislators claimed the decree was illegal. Two of these 

marches trapped the Governor in his residence. Protests 

arose over issues such as road conditions 

construction 

Government workersY demands for back payments have also been 
a theme of Barinas demonstrations. In mid-March 

pro-Chavez oil workersY union took over a Barinas rig to 

demand raises promised them in 2005. Two weeks later 
education workers picketing the offices of the 

Governor--himself a former teacher--demanded nearly USD 50 
million in delayed payments of bank-held trust funds 

the government has commonly used to hold employees wages and 
retirement plans. 


14. (C) Protests have also been common in other 
MVR-governed states throughout the country. Some of the most 
notable have occurred in: 


--ANZOATEGUI. Marches over water supply 
and political differences among Chavistas with Governor Saab. 


--BOLIVAR. Protests over housing 

employment 

public workers. Demonstrations blocked so many local traffic 
arteries in September 2005 that they disrupted Chavez! trip 
to the state. 


--CARABOBO. Roads blocked to demand the construction of 
low-income housing. (Note: Governor Acosta Carles faces 
dissent for action as well as inaction 

deputy Diaz Blum. Powerful pro-Chavez interests have opposed 
his expropriations of land for public works projects 

Blum says.) People also take to the streets regularly in 
Carabobo over delays in government compensation for damages 
caused by the flooding of Lake Valencia. 


--MIRANDA and the FEDERAL DISTRICT. Most of the problems 
mentioned above have triggered demonstrations in greater 
Caracas. In addition 

opponents and poor Chavistas--who suffer most from crime--to 
the streets. Popular leftist tabloid Ultimas Noticias 

is sympathetic to President Chavez 
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discontent with the lack of security and government services 
in metro Caracas. 
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15. (C) Without question 

movement. Disciplinary actions enacted by Chavez through the 
MVR last year appear to have silenced those officials 
challenging authority for the time being (SEPTEL). Because 
Chavez is his movement\'s only electoral candidate this year 
wrangling over political positions is less likely to surface 

in the near term. On the contrary 

channeled his followers toward the singular goal of getting 

him 10 million votes. 


16. (C) Despite Chavez\' current firm hold 

internal divisions and dissent are likely t0 become more 
apparent. Failure to meet popular expectations 
breakdowns in government service provision 

Chavez\' biggest political vulnerability. We cannot discard 
the possibility that the fault lines mentioned above could 
eventually span the entire Chavez movement. Now that Chavez 
lacks an opposition to blame 

on the favored tactic of blaming the United States. 
Eventually 

own government. Moreover 

likely to turn on each other in the absence of a common 
opposition threat. Because of the incompetence of the 
current opposition 

political counterpart to Chavez is a breakaway faction within 
Chavismo. 

BROWNFIELD 
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In early 2005 

thousands of lives in Vargas State on countries who had not 
ratified the Kyoto Protocol. Never mind that Venezuela had 
not yet ratified it 

in August 2005 

its own problems by claiming the USG failed to respond 
quickly. Never mind that the ΒΗΝ still has not rebuilt from 
the 1999 Vargas disaster. 


Scapegoats and Enforcers 
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3. (U) Another tried-and-true Chavez strategy for dealing 
with BRV failures is to blame subordinates. Chavez has taken 
several of his ministers to task publicly. Most notably 

Chavez berated former Housing Minister Julio Montes in August 
2005 on his V'Alo Presidente" program for failing to fulfill 
Chavez\' promises to build public urban housing. Chavez 
often shuffles his cabinet with little explanation 

Montes soon afterwards. Chavez! fault-finding sometimes 
benefits him politically. For instance 

positive feedback from the public when he chastised mayors 
Juan Barreto and Freddy Bernal for their public squabbling 
over pro-Chavez electoral candidates (REFTEL). 


4. (C) Chavez has also delegated disciplinary actions 

within his party to prominent lieutenants. For instance 

Chavez appears to have entrusted much MVR discipline to 
Communications Minister William Lara and Vice President Jose 
Vicente Rangel 

These officialsY unpopular responsibilities as BRV enforcers 
raise the question of whether Chavez charged them with such 
roles to offset their positions of influence. Similarly 

September 2004 
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head the Interior Ministry 

make enemies in the government. Indeed 

butted heads with senior public officials such as Supreme 
Court Justice Luis Velazquez Alvaray and Attorney General 
Isaias Rodriguez. The Interior portfolio also puts Chacon in 
the thick of Venezuela\'s out-of-control crime problems 
putting a brake on his popularity. Why Chavez would allow 
the popular Diosdado Cabello to take the Miranda State 
Governorship--where he could conceivably develop a power 
base--is unclear. Cabello has largely withdrawn from the 
national stage as he works on his state administration 

gets high marks even from the opposition. Yet 

Alfredo Keller\'s surveys indicate Cabello\'s popularity 
declined gradually throughout 2005. 


5. (U) Chavez shows the public he is bringing his 
administration in line regularly by summoning senior federal 
and local leaders to watch him outline comprehensive plans 
and goals for governance. Plans such as Chavez\' V'New 
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Strategic Map\" and goals such as his \"10 million votes\" 
instantly become unquestioned priorities throughout his 
movement. Chavez, rallies to hail these new strategies help 
cement the impression that every initiative in the government 
is his own brainchild. To carry out his plans 

the chain of command by tasking trusted lieutenants at lower 
levels of government. 


6. (SBU) The success of Chavez finger-pointing is 
apparent. Snowed by Chavez\' charisma 

have refused to believe that their President could be to 

blame for their problems. Keller\'s surveys show the paradox 
between Venezuelans\' solid support for Chavez and their 
criticism of BRV performance on issues of most importance to 
Chavez" base of voters. Anecdotal examples of Chavez! 
ability to escape blame abound. For example 

pro-Chavez website 

cooperative in Bolivar State said they could not get support 
because Chavez was not aware of the BRV footdragging that 
vexed them. In their desire for justice from Chavez 

personally 

The Caracas leader of the armed group Tupamaros told the 
press he had information on Colombian paramilitary treachery 
that had to be taken directly to Chavez to protect the 
President from members of his entourage who would have him 
overthrown. 


7. (C) Notwithstanding his deflection skills 

careful to protect his image as benefactor of the poor 

often failing to develop institutional solutions. Simon 

Bolivar University political science professor Friedrich 
Welsch 

that the largest component of the presidential offices at 
Miraflores was called the \"follow-up\" section. This section 
of more than 400 people worked to ensure that ChavezV 
promises were fulfilled and that individual requests sent to 
Miraflores were attended 

Miraflores 

missions. While Chavez maintains control over the missions 
he nevertheless pays lipservice to streamlining and cleaning 
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up the bureaucracy. 


8. (C) Chavez is not blind to the shortcomings of his 

diverse movement reported SEPTEL 

campaign strategy lists the need to increase the efficiency 

of ministries 

and local governments. The MVR campaign strategy also lists 
\"internal disturbances\" as an obstacle to the party. To 
protect himself 

officials. He ensures these officials loyalty by allowing 

them access to kickbacks. 


9. (C) The \"if Chavez only knew..." phenomenon has lasted 
for a long time 

indefinitely. We suspect Chavez enjoys a significant amount 
of fair-weather support that record-high oil prices have 
helped him maintain thus far. Also 

leadership style punishes initiative 

senior staff does not make a move without his blessing. By 
prizing loyalty over competence 

mediocre performance from his subordinates. Thus 
manages to remain in power over the long run 

among Venezuelans will suffer. 

BROWNFIELD 
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resolve other pending commercial disputes involving other 
U.S. companies 

company 

settlements of these disputes 

compensation. 


Comment 


4. (C) We expect Carrion to faithfully convey the substance 
of the USG reaction to President Palacio. We are hopeful 
that the potential costs to the GOE are beginning to sink in. 
Although there is little or no chance of a policy reversal 

by the GOE on the Oxy caducity issue 

lead the GOE to seek resolution of unrelated commercial 
disputes 

rejection of a supposed Ecuador-Venenzuela-Bolivia axis. 
Please advise whether USDel will accept Carrion\'s request for 
a bilateral meeting at the OAS General Assembly. 

JEWELL 
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criticism of the PRC handling of the Falungong and other 
human rights issues 
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were а \"closet\" independence supporter. The point 
explained 

the PRC. Shyu added that no matter who was elected in 2008 
from whatever party 

about them \"selling out\" Taiwan to the PRC; it was 
inconceivable that any elected Taiwan president would 
willingly give up Taiwan\'s political autonomy. 


Government Structural Reform 


7. (C) All four of the legislators said they believed that 

the Taiwan government is moving towards a parliamentary 
system wherein the executive branch would be led by tne LY 
(although they noted KMT Chair Ma opposes this change). When 
asked about Ma\'s ability to lead the КМТ they responded that 

Ma must learn to listen to them. They believed that the 

DPP\'s efforts to change the constitution will fail 

the KMT will win a landslide victory in the upcoming 

legislative election in late 2007. 


Cross-Strait Educational Exchanges 


8. (C) Legislator Lu noted that on the morning of May 18 

the LY Education Committee had voted on two education bills 
she had sponsored. The committee had voted down her proposal 
to recognize diplomas from PRC schools 

proposal to permit Taiwan schools to admit PRC students. She 
said that Taiwan\'s Education Ministry and most DPP 
legislatures supported the second bill 

Taiwan address its surplus of educational facilities and 
promote democratic thinking among PRC students. However 
admitted 

study in Taiwan were slight. 


Chiropractic Services 


9. (C) Legislators Hsu and Shyu have both been promoting a 
law to regulate chiropractic services in Taiwan. Hsu 

requested more information about the U.S. regulations 
governing these services. AIT has provided Hsu and Shyu with 
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information on the U.S. position on this issue. 


10. (C) Comment: Though we billed the lunch as a discussion 
of economic issues 

political topics. This is par for the course as all 

conversations on economic policy quickly lead to discussions 
of the political aspects. End comment. 

YOUNG 
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spiritual suport.\" Vietnam has sent messages of 
congratulatins to IraqVs interim governments even when 
othercountries did not 

will issue its congratulations to Iraq \"soon.\" 


4. (SBU) \"Vietnam will do whatever it can to restore 
friendly 

been \"proactive\" in inviting Irqi officials to visit 

Vietnam already; the GVN etended invitations to the 
Minister of Trade to viit Vietnam in November 2004 

2005 and most ecently in March 2006 during the visit of an 
Irai government delegation from the Ministry of Finane. 
VWe hope there will be a visit from senior Iraq officials 
Soon 
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reintegration process. BRA\'s 80 members include 
representatives from GOI 

figures and various NGOs. The GOI pays Rp. 25 million 
(about USD 2 

payment 

each which submit funding proposals to BRA 
understand individuals can submit proposals. A typical 
proposal might involve setting up a fish farm or buying 
boats 

Affairs in Jakarta provides the funds through the Post 
Office 


4. (SBU) GAM formed the Commission for Change in Aceh (KPA 
for \"Komisi Peralihan Aceh") to provide advice and proposals 
on how to reabsorb the 3 

the Helsinki peace MOU. KPA screens the names of ex- 
combatants and the bona fides of ex-combatant groups making 
proposals. Proposals from GAM members must have a KPA 
recommendation for approval after which Social Affairs 

follows a KPA-recommended procedure. It provides 50 percent 
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οἱ the request as a down payment 

the venture does not fail 

percent. Ifthe venture fails 

discusses the matter with the group in question. GOI 
usually avoids direct contact with these ex-combatant 
groups 

that the first 300 proposals 

formed 

accepted; of those 

50 percent.) 


5. (SBU) Asmara told us the Ministry of Social Affairs has 
approved payment to 2 

these 

from the rest. He added Jakarta has approved payment for 
some of the other 1 


TNI East Aceh District Commander: Violence On The Upswing 


6. (SBU) We heard a commonly-expressed fear that some GAM ex- 
combatants will find the old days of living off extortion at 
gunpoint preferable to a quiet life as farmer or fisher; 
armed gangs ravaging the countryside would challenge law 
enforcement efforts and even threaten the peace process 
itself if not brought under control. The TNI\'s Commander 
for Aceh\'s eastern region 

told us violent crime seems on the rise in the regencies of 
East Aceh 

strongholds. He attributes two recent incidents to GAM 
members 

wielding AK-56s and pistols attempted to rob the regional 
health office in the southeast Aceh city of Langsa. They 
apparently knew that a load of cash had arrived earlier in 
the day. Police recovered two AKs and two pistols. 


7. (SBU) In the second incident 

motorbikes followed the car of a man who had just withdrawn 
Rp. 55 million 

Pidie Regency 

roadside stall. In this case 

two pistols 

Vhome made\" rifles. He said only GAM possesses arms of that 
make and quality. Chairawan sees GAM ex-combatants as 
responsible for much of the rise in violence; V'they just 

don\'t want to give up their arms 

surrendered all 840 of the arms called for in the MOU 

(reftel A); they say they have no other arms 

military 

believe they have retained a few. End note.) 
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8. (SBU) Chairawan said GAM-related thugs continue to extort 
workers and businesses in the countryside. He said his men 
recently caught thugs extorting plantation workers 

transporting crude rubber at a rate of Rp. 1 

U.S. dollar) per kilo. He said simply not enough police 
maintain order in the countryside; they need three times the 
manpower they now have. Chairawan said thugs easily 
intimidate the police; they need TNI back up but TNI cannot 
make arrests. 


North Aceh AMM Chief: Unemployment The Greatest Obstacle 


9. (SBU) AMM Lhokseumawe and North Aceh Team Leader Jorma 
Gardemeister told us the greatest obstacle to reintegration 

remains unemployment. He saw the GOIVs recent reopening of 
the nearby Iskandar Muda Fertilizer (PIM) plant as a helpful 

step. He said GAM had established KPA offices in the area 

to offer training and guidelines for ex-combatants re- 

entering civil society 

part of the GAMV's planned political party. 


10. (SBU) Gardemeister said GAM members in the area 
increasingly establish themselves as small traders 

taking advantage of the poor farmers they once extorted with 
arms. Farmers who sell their products to GAM traders lose 
money 

for a kilo of crude rubber which would formerly have sold 

for Rp. 4 

from what these affiliated traders make. Sometimes 
members just stop trucks and extort money directly 

added; at times police have caught them in the act. 
Gardemeister believes GAM secretly retains a certain number 
of weapons. GAM 

nanggroe\") from local officials 

before. 


North Aceh Militias Change Name 


11. (SBU) Before the MOU 

unarmed anti-GAM civilian militias as a provocation. They 
regularly murdered militia members (ref B.) Acting Governor 
Mustafa Abu Bakar appointed Sofyan Ali 

major anti-GAM militia umbrella group Anti-GAM Front to the 
BRA in an April 14 decree to encourage reintegration of 
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militia members into society; militia members will receive 
Rp 10 million (about USD 1 

following a process similar to that used for GAM ex- 
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combatants. GAM protested the move; they see one-time GAM 
official Ali as a turncoat. 


12. (SBU) We asked Gardemeister whether anti-GAM militia 
members returned to their homes. He said that the old local 
militia group \"Acehnese People Against Separatism\" 
(BERANTAS) has reformed with a new name 

Acehnese People (BEURATA.) The new organization operates 
in the same locations with the same personnel as the old 
one. (Note: The organization rejects the term V'militia 

and like other such groups denies having weapons 

we have heard reports of members carrying arms in the 
villages. End note.) He said local members number about 
75 

GAM retribution. V'They live in exile 

problem most acute in the North Aceh community of Nisam 
long one of the most violence-prone hot spots in Aceh. 


13. (SBU) Gardemeister said BEURATA ought to have a 
representative on the BRA since BRA seeks reintegration of 
all parties. He said GAM rejects this reasoning pointing 

out that the MOU did not mention BEURATA. Gardemeister 
said BEURATA plans to re-establish a field office 

asked the Regent of North Aceh for representation in each 
subdistrict. Gardemeister could not say whether TNI had 
created the two groups 

to the local military base in Lhokseumawe and that BEURATA 
today V'offers its services to TNIA" TNI and the police have 
urged members to return home. 


14. (SBU) Aceh\'s sizable population of Javanese 

transmigrants declined sharply during the conflict 

of thousands became IDPs in neighboring North Sumatra. GAM 
targeted the Javanese for expulsion or death 

presence as a GOI attempt to dilute support for separatism. 

Today GOI encourages them to return; GAM opposes BRA helping 
reintegrate transmigrant IDPs. Gardemeister said IDPs of 
Javanese descent returning to the area still do not feel 

secure from GAM attacks and actively seek TNI protection. 

Many IDPs refuse to return. 


Bireuen Regent: Violence Down 
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15. (SBU) The Regency of Bireuen 

Regency of Pidie 

strong support for GAM; GAM leader Hasan de Tiro hails from 
Bireuen 

Regent of Bireuen 

biggest impediment to reintegration in Bireuen remains 
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unemployment. He said GAM extortion had dropped 
common thugs (\"premans\") rather than GAM ex-combatants 
commit most of the violence in his area. IDPs 

Javanese 

conflict 

population 

fear GAM reprisals. No anti-GAM militia exist in Bireuen 

now 

Front Chief Sofyan Ali. 


Bireuen GAM Ex-Combatants: Payments Not Fast Enough 


16. (SBU) We spent part of an afternoon with 12 GAM ex- 
combatants led by Husaini 

(\"Panglima\") for the Bireuen region replacing Darwis 
Djeunieb 

Bireuen AMM office. Husaini expressed discontent with 
efforts to use GOI reintegration funds for militia 

anyone other than GAM. \"The MOU dealt with GAM alone 
with anyone else. We believe GOI should follow the MOU as 
written; just follow the MOU. Even public service radio 
advertisements about reintegration only mention GAM.\" 
(Comment: Following the MOU has become a sort of GAM 
shibboleth. We find they reject ideas they don\'t like as 
inconsistent with the MOU. In this case 

of the MOU calls for compensation for \"all civilians who 
have suffered a demonstrable loss due to the conflict\" 

just GAM. End comment.) 


17. (SBU) Husaini guessed that thousands of militia members 
still live in Bireuen. He characterized the militias as 

\"totally the creation of the GOI 

Acehnese sentiment. He said he did not oppose payment to 
the militias and IDPs 

payments to GAM ex-combatants. He said Bireuen\'s GAM has 
pushed for a big meeting of all elements of society 

including the militias to discuss the situation. He said 

the militias fear this idea. 


18. (SBU) Nasruddin complained about the slow pace of 
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reintegration payments. V'GOI has long promised each of our 
3 

is it?" Only about half of the promised payments have yet 
been received 

told us 

has kept money from getting delivered in timely fashion. 


Bireuen AMM Chief: Militia Also V Victims Of Violence\" 
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19. (SBU) Bireuen AMM chief Denis Pacis told us militia 
members should take part in reintegration efforts as 
\"victims of violence." He said inclusion of a militia 
representative on the BRA has not become a major issue in 
Bireuen. He saw growing confidence in the local police and 
their ability to control violence. He said police recently 
discovered a big marijuana field 

helps produce GAM needed revenue. (Note: GAM 

police have all had links to marijuana cultivation in Aceh. 
End note.) He saw a continuing role for AMM in Aceh to 
assure success of reintegration. Despite the growing 
confidence in police and declining levels of violence 

said Vno one knows what will happen when AMM leaves.\" He 
expressed doubt about Aceh\'s capacity to maintain security 
without AMM. 


Ex-Bireuen GAM Field Commander: Not Enough Police 


20. (SBU) Former GAM Field Commander of the Bireuen region 
Darwis Djeunieb has moved to Banda Aceh where he sits on 
GAM\'s 30 member board while staying in close touch with 
events in Bireuen. He told us that at least 500 militia 

members live there. He said he does not oppose GOI paying 
militia members to reintegrate just as it pays GAM ex- 
combatants 

that most ex-combatants in Bireuen become small farmers. 


21. (SBU) Djeunieb said recently-arrested thugs in Pidie and 
Langsa do not belong to GAM 

identify the background and affiliation of criminals before 
venturing such an opinion. (Comment: Like many GAM ex- 
combatants 

before joining GAM; the two organizations have long since 
become mortal enemies. We suspect Djeunieb has a thorough 
insider\'s knowledge of crime in Bireuen. End comment.) 
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22. (SBU) Djeunieb 

Commanders 

the forest during the years of the conflict and expressed 
distaste for efforts to tighten implementation of Islamic 
law in Aceh 

the presence of an attractive young woman clinging to his 
side during our meeting. He steadfastly refuses to run for 
office. \"The young should run for office\" said the 45 year 
old Djeunieb 


Aceh TNI Commander: Aceh Is Safe 
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23. (SBU) General Supiadin 

that he sees a three-pronged approach to ensure success of 
reintegration: negative attitudes such as the GAMVs must 

end; the economy must improve; and Aceh must have better law 
enforcement. His assistant told us of 402 violent incidents 

in Aceh since the MOU. 


24. (SBU) Supiadin said the militias should sit on the BRA. 

He said GAM should not complain about GOI plans to pay Rp. 
10 million to 6 

million payments to 3 

said 

and put it into the MOU.\" The conflict also victimized 

militia members. 


25. (SBU) Supiadin commented on how safe Aceh has become 
noting the absence of roadblocks on any of the highways. On 
April 5 

Banda Aceh 

highway open 

drive from Medan to Banda Aceh 

report no roadblocks on roads in Central Aceh and Bener 
Meriah regencies. End comment.) 


GAM \"Ргіте Minister": We\'ll Run Our Own Candidates 


26. (SBU) GAM \"Prime Minister" Malik Mahmoud and Spokesman 
Bachtiar Abdullah told us GAM would choose to run its own 
candidates for Governor and Vice Governor rather than 

endorse those of an established party. They said GAM plans 

to hold a major meeting late in May to choose candidates and 

take steps towards creating a party. Mahmoud said GAM\'s 

party would participate in AcehVs 2009 elections. He does 
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not expect to move to Aceh permanently 
regularly between Banda Aceh and Stockholm. 


27. (SBU) Mahmoud has delegated Abdullah to handle 
reintegration matters. Abdullah said GAM does not oppose 
GOI funding reintegration of militia members 

opposes Anti-GAM Front leader Sofyan Ali sitting on the BRA 
and will resign from the body if he continues. \"Why the 
special treatment for the militias? V" 

Mahmoud said GAM\'s most pressing problem at the moment 
remains medical services for Acehnese wounded in the 
conflict. He said lines form around GAM headquarters every 
morning seeking health care as increasing numbers of wounded 
Acehnese come forward. 
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Anti-GAM Front Leader: Watchful 


28. (SBU) Sofyan Ali seemed nervous. The top militia figure 
in Aceh and now a member of BRA lives in semi-secrecy at a 
small Banda Aceh hotel with some of his men. He said the 
Acting Governor appointed him to BRA because the GOI 
requested it. He had just come from the body's first 

meeting 

relative difference between its 3 

receiving payments and 6 

because \"3 


29. (SBU) Ali does not use \"militia members;V he prefers 
\"Front members.\" He said his men do not fear returning to 
their villages despite what our interlocutors told us; they 
exercise caution. Ali 

met even though 

assassinated as had happened until the MOU signing. 


Police Intel Director: Reintegration V'Not Yet Begun\" 


30. (SBU) Aceh Police Intelligence Director Nasikin told us 

that 

begun. GAM has not provided the names of its 3 

combatants. He said security remains a problem in Aceh 
because of a lack of coordination between GAM leadership and 
members on the ground. He said some GAM members turn to 
crime because they have no other source of income. 

Recently 

involved in illegal logging. 
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31. (SBU) Nasikin said he did not believe GAM members had 
given up all their guns 

up the number specified in the MOU. He estimated GAM might 
still have as many as 200 

out the Langsa and Pidie robberies. 


New BRA Chairman: Optimistic 


32. (SBU) State Islamic Institute Ar-Raniry (IAIN) Rector 

Yusni Saby had just become BRA Chairman when we met. He 
concurred with the prevailing judgment that bureaucracy 

caused the slow pace of reintegration payment. He pointed 

out BRA itself does not control purse strings 

only oversight to the reintegration process. He said he 

would recommend BRA meet on a regular basis. Saby said IDPs 
need compensation. He knew of the controversy over Sofyan 
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AliVs position on BRA 


Comment: Reason For Optimism 


34. (SBU) Despite obstacles to reintegration 

moves forward. All sides seek to address problems in good 
faith. We remain optimistic reintegration will continue to 
advance. Pascoe 
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inserted into revised education law 

6) 84% of public clueless about USFJ realignment 
explanation 

\"unconvincing\" 


Defense and security issues: 
7) JDA haggling with Cabinet Office 
realignment funding and timetable 
8) Central government 
realignment decision 
9) Government\'s proposed cabinet decision on USFJ realignment 
to include consultative body to deal with Futenma relocation 
10) Hatch falls off during flight of USFJ transport aircraft out 
of Atsugi 
11) Government coordinating GSDF pullout from Iraq with Britain 
Australia 


12) Prime Minister Koizumi to travel to Canada before his US 
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trip 


13) Hamas-connected Palestinian official 
Yomiuri 


14) Prime Minister Koizumi announces 40 billion yen aid package 
to Pacific Island states as part of effort to counter ChinaVs 
growing influence in area 


Political agenda: 

15) 40% of Mindan local bodies refuse to go along with Chosen 
Soren\'s policy of refusing to assist North Korean escapees 

16) Minshuto head Ozawa exchanges views with Japan Business 

Federation leaders in bid for campaign contributions 

17) Ozawa\'s Minshuto (Democratic Party of Japan) to make big 

effort to attract the female vote in next Upper House election 

recruit more women candidates 

18) Agricultural Minister Nakagawa suffers severe back pains 

while attending Diet: Result of back-breaking decision on US 

beef? 


Articles: 
1) TOP HEADLINES 


Asahi: 
19 social insurance offices illegally waive pension premium 
payments for 42 


Mainichi: 
Education Ministry eyes strict measures for problem students in 
elementary and middle school 


Yomiuri: 
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Welfare Ministry estimates 7396 increase in payments for social 
security services in FY2025 over the level in FY2006 


Nihon Keizai: 
BOJ Governor Fukui: Adjustment to interest rate levels will be 
made slowly 


Sankei: 

Osaka District Court to arrest executives of companies involved 
in bid-rigging scheme for project to construct sludge disposal 
facilities 


Tokyo Shimbun: 
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Yokohama District Court orders Yokohama to pay compensation over 
plan to privatize four nurseries 


2) EDITORIALS 


Asahi: 
(1) New Iraqi government launched 
(2) Companies reap profits 


Mainichi: 

(1) Revenue and expenditure reform plan: Visible results must be 
produced 

(2) Lay judge system: Changes in citizens\' consciousness 
necessary 


Yomiuri: 

(1) Cuts in tax grants to local governments should be main 
purpose of reform 

(2) Give priority to improvement in security situation in Iraq 


Nihon Keizai: 

(1) Government 

challenges of economic growth 

(2) Thorough debate necessary on Asia currency 


Sankei: 

(1) Improvement in public safety and livelinood must be pursued 
simultaneously in Iraq 

(2) Local banks at a turning point 


Tokyo Shimbun: 

(1) New Iraqi government expected to do its best to ensure 
security 

(2) On multiple loans 


3) Prime Minister's Official Residence (Kantei) 
Prime Minister's schedule 


NIHON KEIZAI (Page 2) (Full) 
May 23 


09:00 

Attended a meeting to discuss comprehensive reform of finances 
and the economy. Later 

Suzuki. 


10:55 
Met with Justice Minister Sugiura. 
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19:01 
Attended the Upper House plenary session. 


15:10 

Met with Deputy Foreign Minister Yabunaka at Kantei. Later 
joined a study meeting for the upcoming Japan-Pacific Islands 
Forum Summit Meeting together with Yabunaka and others. 


17:00 
Attended an LDP executive officers\' meeting held in the Diet. 


18:37 

Dined with former Prime Minister Mori 

Chairman Kyuma 

Finance and Financial Affairs at a Japanese restaurant at Shiba 
Park. 


20:14 
Had a hair cut at a barber\'s shop in Capitol Tokyu Hotel. 


22:38 
Returned to his residence. 


4) Poll: Abe stands at 41% 
Margin narrows over last month 


ASAHI (Page 1) (Abridged) 
May 23 


Chief Cabinet Secretary Shinzo Abe ranked at the top of all post- 
Koizumi candidates with 41% 

telephone-based nationwide public opinion conducted May 20-21. 
Yasuo Fukuda 

ranked second at 29%. In a previous survey last conducted in 
April 

time 

rising. Foreign Minister Taro Aso was at 3% 

Sadakazu Tanigaki at 1%. 


Respondents were asked to pick one from among four likely 
candidates in the ruling Liberal Democratic Party plus someone 
else among others. Among LDP supporters 

Fukuda at 26%. In the last survey 

Fukuda at 16%. In the latest survey 

Among those who support the Koizumi cabinet 

Fukuda 

support the Koizumi cabinet 
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5) Poll: 56% favor including patriotism in education law 
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May 23 


A government bill to amend the Basic Education Law is now before 
the Diet. A majority of the Japanese public 

of incorporating the wording \"love Japan and its land\" in the law 
as an objective of education 

recent public opinion survey. However 

better to continue discussions without taking a vote on the 
amendment in the current Diet session. As seen from this figure 
an overwhelming portion of respondents indicated that there was 
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no need to hurry. 


The focus is on how to describe patriotism. Respondents were 
asked if they were in favor of incorporating the wording \"love 
Japan and its land" as a goal of education. In response to this 
question 

those in their 60s and over 

7096. Among those in their 20s 

affirmative figure accounting for 42% and the negative one 
reaching 4396. 


6) Poll: 84% see gov\'t as failing to fulfill accountability for 
US military realignment; Japan\'s cost-sharing burden unconvincing 
to 77% 


ASAHI (Page 3) (Abridged) 
May 23 


Japan and the United States agreed early this month on the 
realignment of US forces in Japan. In a recent nationwide public 
opinion survey conducted by the Asahi Shimbun on May 20-21 
however 

fulfilled its accountability to the public for this US force 
realignment. In the survey 

Japan\'s burden of sharing costs for the US militaryVs 
realignment. In response to this question 

unconvincing. The figures show the general public\'s severe view 
of the US force realignment. The approval rating for the Koizumi 
cabinet was 45% 

conducted in April. The disapproval rating for it was 39% 

from 36% in last month\'s. 


\"Do you think the government has fulfilled its accountability for 
the realignment of US forces in Japan?" In response to this 
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question 

support the Koizumi cabinet and those who support the ruling 
Liberal Democratic Party 

10% 


On the side of sharing costs for specific realignment plans 
Japan has agreed to build new facilities at its expense along 
with base relocation. In this cost sharing 

approximately 700 billion yen for such facilities to be built in 
Guam. In the survey 

cost sharing was convincing. In response 

more than 17% 

the Koizumi cabinet 

negative figure reaching 69%. The US government has indicated its 
estimate of Japan\'s payment at 3 trillion yen. However 
Japanese government has yet to show any figure for JapanVs 
burden. As seen from these figures 

be growing doubtful about JapanVs cost-sharing burden. 


The force realignment features alleviating Okinawa\'s base-hosting 
burden. In the survey 

would lessen Okinawa\'s burden. In response 

split 

accounting for 45%. 


Asked about the impact on Japan\'s national security 
would be a plus 
а considerable portion of the respondents 
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no answer. In an earlier Asahi Shimbun poll conducted May 13-14 
in Okinawa Prefecture 
ones 


7) US force realignment brings discord to government; Cabinet 
approval for realignment plans likely to be delayed until May 30 
or after 
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The government now faces internal discord over the question of 
when the cabinet will give the green light to the realignment 

plans for US forces in Japan. The Defense Agency (JDA) has called 
on the cabinet to approve the plans as quickly as possible 

the Cabinet Office 

municipalities that will be forced to bear a new burden 

reluctant to agree. The Ministry of Finance (MOF) 

about a new financial burden 
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coordination of views in the government. Cabinet approval for the 
realignment plans is likely to be delayed until May 30 or after. 


\"The sooner the better 

idea.V At a news conference yesterday 

Defense Minister Takemasa Moriya expressed this frustration with 
a delay in cabinet approval for the realignment plans. 


The JDA appears somewhat isolated in the government. Deputy Chief 
Cabinet Secretary Masahiro Futahashi said in a cool tone at a 

press conference: V'The first thing to do is to speed up the 

process of coordination between local municipalities and the 

central government. It will take more time to do so before the 

timing for cabinet approval is determined.\" 


The JDA had initially insisted that cabinet approval be given on 
May 19. But Prime Minister Junichiro Koizumi 

progress in coordinating views among ministries and agencies 
called a halt to the JDAVs call. Koizumi is to attend the Japan- 
Pacific Islands Forum Summit Meeting that will take place in Nago 
City 

relocation site for the US Marine Corps Air Station Futenma (in 
Ginowan City 

cabinet approval will be given to the realignment plans before 

this summit. 


One reason for the delay in cabinet approval is that Okinawa 
Prefecture has toughened its attitude. On May 11 

Inamine conveyed his intention to accept the Futenma relocation 
plan from Ginowan to Nago to JDA Director-General Fukushiro 
Nukaga. 

However 

anti-base sentiment in the prefecture 

to the government's plans. His real feelings are that it would be 
troublesome if the relocation work were facilitated at a faster 
pace. 


VWe hope to see our prefecture\'s idea of constructing a temporary 
helipad reflected in the governmentVs plans." Deputy Gov. 
Hirotaka Makino made this request to Deputy Chief Cabinet 
Secretary Futahashi yesterday. Gov. Inamine has asserted 


SIPDIS 
central government will decide where to relocate 
relocate will be decided through consultations with Okinawa." If 
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the central government moved to make the governor lose face 
consultations would only drag on. 


Column 3 


The delay in consultations with the Okinawa prefecture would 
delay the process of creating relevant bills 

process of creating local economic stimulus measures to be used 
to persuade local municipalities. 


The JDA intends to incorporate \"carrots\" in relevant bills in 

order to allocate new subsidies in proportion to the degree of 

local governments\' cooperation. But the Cabinet Office 

jurisdiction over the existing subsidies 

move because it may lead to reducing the Cabinet Offices budget 
itself. State Minister in Charge of Okinawa Yuriko Koike 
commented: \"A hasty cabinet approval would only have a negative 
impact. V 


How will Japan manage to pay the relocation-related cost 

estimated by US Deputy Under Secretary of Defense Lawless at 
three trillion yen 

economic stimulus measures? MOF takes the view that such a cost 
should be paid from the defense budget. MOF has called on the JDA 
to find a financial source by reviewing the Mid-term Defense 

Buildup Program (Chukibo) 

plans and others. The JDA is opposing MOF 

to maintain deterrent force would be putting the cart before the 
horse. Discussions between the two offices have now stalled. 


8) Cabinet decision on US force realignment likely to be delayed 


YOMIURI (Page 2) (Full) 
May 23 


Calling on Deputy Chief Cabinet Secretary Masahiro Futahashi at 
the Prime Minister\'s Official Residence yesterday 

Governor Hirotaka Makino briefed him оп Okinawa\'s plan to build a 
temporary heliport on the land portion of Camp Schwab in Nago to 
relocate the US Marine Corps" Futenma Air Station from Ginowan. 
Makino asked that Okinawa\'s plan be reflected in a cabinet 
decision to be made by the government shortly for the 
implementation of US force realignment. In response 

simply said 


In a press conference after his meeting with Makino 

indicated that a cabinet decision would be deferred 

government must first speed up coordination with local 
communities. We need a little more time to determine a timeframe 
for a cabinet decision." 


The government originally planned to make a cabinet decision in 
mid-May. But that has been delayed due to Okinawa\'s strong 
opposition to the government-drafted text for a cabinet decision. 
The dominant view is that a cabinet decision will come May 30 or 


Column 3 
later. 


9) Futenma alternative facility: GovernmentVs draft plan for 
cabinet decision calls for discussion panel to come up with 
construction plan by October 


MAINICHI (Page 2) (Full) 
May 23 
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The contents of the governments draft plan for a cabinet 
decision for implementing the Japan-US final agreement on US 
force realignment were revealed yesterday. The plan does not 
specify the construction of two runways in a V shape in deference 
to Okinawa 

replace Futenma Air Station. The plan incorporates a policy 
course to establish a panel by the central 

affected local governments to discuss concrete construction plans 
to come up with specific plans by October. 


The relocation site for Futenma Air Station is described as 
Vwaters connecting Cape Henoko 


Characterizing the final report as a significant achievement 
pushing the Japan-US security setup into a new phase and 
describing US troops in Japan as the core of the bilateral 
security system 

forces in Japan for maintaining the peace and stability of Japan 
and the Asia-Pacific region. The draft then lists specific 
realignment plans mentioned in the final plan 

the number of US Marines by 8 

Kadena Air Base. 


10) US warplane drops hatch 


YOMIURI (Page 34) (Full) 
May 23 


A US warplane mistakenly dropped its fuselageVs ejection hatch 
yesterday morning when it was in flight over the Tanzawa 
mountains in Kanagawa Prefecture after taking off from the US 
Navy\'s Atsugi base in the prefecture 

Facilities Administration Agency. The missing hatch was 60 
centimeters square and 13 kilograms. The DFAA received a report 
from US Naval Forces Japan (USNFJ) that evening and transmitted 
the information to the Kanagawa prefectural government. At the 
same time 

incident and take steps to prevent similar incidents. The hatch 
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contains no hazardous materials or explosives 
DFAA. 


According to the DFAA 

is a 0-2 transport deployed to Fleet Logistics Support Squadron 
30 Detachment 5. The hatch is believed to have dropped a little 
after 7 a.m. However 

is expected to search for it today and afterward with cooperation 
obtained from local police. 


11) Pullout of GSDF troops from Iraq: Government intends to speed 
up coordination with Britain and Australia 


NIHON KEIZAI (Page 2) (Full) 
May 23 


The government is of the view that if the responsibility for 
providing security in Muthana Province is turned over to the 
Iraqis in line with Prime Minister al-Maliki\'s vision 

conditions will be right for a pullout of Ground Self-Defense 
Force (GSDF) personnel involved in reconstruction there. It is 
already making arrangements with the possibility of withdrawing 
GSDF troops as early as July. If British and Australian troops 
get in line with Japan 
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persuade the US 
mission. The government wants to speed up coordination of views 
with Britain and Australia over future arrangements. 


Foreign Minister Taro Aso will meet with his Australian 
counterpart Alexander Downer 

attend the Japan-Pacific Islands Forum Summit. Tokyo is also 
exploring the possibility of holding four-nation talks involving 
the US. If it can obtain understanding 

GSDF troops from Iraq after the Japan-US summit to be held in 
Washington in late June. 


However 

some are concerned whether the transfer of authority will go as 
smoothly as Prime Minister al-Maliki has predicted. A senior 
Defense Agency official took a cautious view: \"We want to take 
the move as a great leap forward. However 

whether the actual situation permits the transfer of authority." 


The government plan is that even if it pulls out GSDF troops 
will have Air Self-Defense Force (ASDF) troops continue 
transportation activities out of consideration to the US and the 
UN 
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operations. Tokyo intends to have the ASDF\'s transport operations 
cover Baghdad 

likely have to watch the security situation there up to the last 
minute. 


12) Prime Minister Koizumi to visit Canada before visiting 
Washington 


SANKEI (Page 5) (Full) 
May 23 


The government is now arranging a schedule for Prime Minister 
Junichiro Koizumi to visit Canada ahead of his scheduled trip to 
the United States in late June 

yesterday. Koizumi is expected to meet in Ottawa with his 
Canadian counterpart Stephen Harper. He will likely to depart on 
June 26 for Canada and stay overnight in Ottawa. He plans to 
arrive in Washington on the 28th. 


13) Interview with PA foreign minister prior to Asia tour: Hamas 
places expectations on China as counterforce to US 
Japan\'s freeze of aid 


YOMIURI (Page 7) (Full) 
May 23 


Palestinian Authority (PA) Foreign Minister Mohmoud al Zahar 
senior member of the Islamic fundamentalist group Hamas 
responded to an interview with the Yomiuri Shimbun in Gaza prior 
to his planned tour of Asia. He expressed a strong eagerness to 
establish relations between the PA and China 

expectations on China as a counterforce to the US.\" 


Foreign Minister Zahar is scheduled to visit Indonesia 

China 

expressed expectations particularly for the China visit 

remarking: V'China 

nations 

diplomatic challenges." He added: V'Although the US and Europe 
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have suspended assistance to us 
for a project to construct Foreign Ministry buildings on the West 
Bank." 


On Japan's freeze of its assistance to Palestinian Authority in 
line with the US and Europe 

saying: \"Japan has taken a stance of siding with Israel. Such a 
stance is likely to have some effect on relations between Japan 


Column 3 
and the PA in the future.\" 


In reference to a meeting held between PA Chairman Abbas and 
Israeli Foreign Minister Livni in Egypt on May 21 

\"There was no prior notice about the meeting.\" Although 
indicating that he would not oppose the PA chairman\'s getting in 
touch with the Israeli side 

seriousness of the rift between Chairman Abbas and the Hamas 
group 

decided on his own.\" 


On a response to Israel 

members of the Fatah and Hamas groups reached an agreement to 
recognize IsraelVs right to exist: \"This is a view held by some 
persons and is not a final decision." He thus admitted the 

existence of perception gaps in the Hamas organization. 


14) Prime Minister to announce outlay of 40 billion yen in ODA to 
Pacific nations in rivalry with China 


TOKYO SHIMBUN (Page 3) (Full) 
May 23 


The 4th Japan-Pacific Islands Forum Summit is to be held in Nago 
City 

final coordination of views on the outlay of over 40 billion yen 

in ODA to 12 Pacific countries and two territories over the next 
three years in order to help them strengthen measures against 
tsunamis. Prime Minister Koizumi will announce the plan during 


SIPDIS 
the summit. 


In early April 

3 billion yuan (approximately 44 billion yen) to island countries 
in the region. In recent years 

billion yen a year to those countries. It appears to have decided 
to boost that amount 

increase its influence in the region. Chinas ODA will be 
extended in the form of loans 

grant aid and technical cooperation. 


15) 18 Mindan branches do not support MindanVs decision to 
suspend assistance for North Korean escapees 


MAINICHI (Page 2) (Full) 
May 23 


Following its reconciliation with the pro-Pyongyang General 
Association of Korean Residents in Japan (Chongryun) 
Seoul Korean Residents Union in Japan (Mindan) has decided to 
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temporarily halt the activities of the Center to Support North 
Korean Escapees. However 

have decided not to follow this decision 

learned through its nationwide poll. The survey points to strong 
criticism in Mindan against its decision. 
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The survey also has learned that in addition to the Nagano and 
Niigata prefectural headquarters 

will not follow Mindan\'s reconciliation with Chongryun 
headquarters have taken a position of not supporting Mindan\'s 
decision to suspend support activities for North Korean escapees. 


The poll was conducted of senior members of all Mindan regional 
headquarters across the nation 
answer questions. 


16) "We will compile basic policy properly 
Ozawa during meeting to exchange views with Nippon Keidanren 


NIHON KEIZAI (Page 2) (Full) 
May 23 


The Democratic Party of Japan (DPJ = Minshuto) yesterday held a 
meeting in Tokyo to exchange opinions with members of Nippon 
Keidanren ((Japan Business Federation). During the meeting DPJ 
head Ozawa stressed 

same views 

intention to quickly map out a basic policy on such matters as 
foreign relations and security 

criticized as lacking unity. 


The meeting is the second following one in April last year 

Katsuya Okada was the party head. Ozawa reiterated: V'It cannot be 
said that the Liberal Democratic Party\'s reform is true reform. 

It is time for a party with a broad international perspective 

free from any restrictions by central government agencies to 
assume the reins of government. V 


However 

whether Nippon Keidanren would cooperate with the DPJ as well 
President-elect Fujio Miterai after the meeting gave an evasive 
answer: \"| am not yet sure about that. | need more time.V Chief 
Cabinet Secretary Shinzo Abe made an ironic comment on the 
contact between the DPJ and Nippon Keidanren 

for the DPJ to learn things. V" 


17) Minshuto making serious efforts to increase support from 
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women 
female candidates 


MAINICHI (Page 5) (Full) 
May 23 


In preparing for the House of Councilors election and unified 

local elections next year 

the largest opposition party 

increase the number of female candidates. Setting numerical 
targets for female lawmakers to win seats in both chambers of the 
Diet 

female candidates essential know-how for their election 
strategies. 


VI would like to see female candidates exhibit their real power 
in the unified local elections next year 

Ichiro Ozawa said in a speech before the network conference of 
female lawmakers yesterday. He also indicated that his party 
would increase the number of female candidates running in the 
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local and Upper House elections next year. 


Ozawa\'s comment reflects Minshuto\'s need to boost female support. 
In a nationwide telephone-based poll conducted earlier this month 

by the Mainichi Shimbun 

20-percent level. By gender 

while that from women was 14%. 


One of the reasons is ascribable to the small number of female 
lawmakers from Minshuto. Of Minshuto\'s 113 Lower House lawmakers 
only nine 

Liberal Democratic Party\'s 8.84%. In fact 

the lowest among the major parties. 


Given that situation 

of female lawmakers to 20% aiming at the next Lower House 
election; and (2) field female candidates in principle in Upper 
House constituencies with three seats or more. 


Male Minshuto lawmakers are also scheduled to hold a two-day 
lecture session on cooking and childrearing on May 27 in Kashiwa 
Chiba. The purpose is to sell the party as an attractive party to 
female voters. A party gender equality promotion headquarters 
member also noted 

event wearing an apron.\" 


18) Agriculture Minister Nakagawa exits Upper House plenary 
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session due to backache 


SANKEI (Page 5) (Full) 
May 23 


Agriculture 

to leave the plenary session of the House of Councillors 
yesterday afternoon due to his old backache problem. He stepped 
forward to answer questions about a bill revising the Securities 
Exchange Law 

text. Amid getting catcalls from opposition lawmakers 

to answer all questions. He then left the session supported by a 
security guard. 


According to the ministry 

the past several days 

the US beef import issue. Since he attended the session taking a 
pain killer 

Paris to attend an informal ministerial meeting of the World 
Trade Organization (WTO). His aide expressed concern 

VCan he negotiate with other countries in such bad condition?" 


SCHIEFFER 


64991 

to extend Iran\'s influence in the region and to create a 
network of supporters that could be called upon to serve as 
\"mujahedeen\" in the event of a US attack on Iran. He cited 
recent moves by the Iranian government to downplay the 
long-standing Sunni-ShiVa rivalry as the opening shot of this 
public campaign. END SUMMARY 


2. (S) Jeddah businessman Meshari AI Sairi (please strictly 
protect) called ConGenoff to his office on May 20 to disclose 
that he had been approached by representatives of the Iranian 
government to assist in a new strategic media initiative to 
foment anti-US sentiment in the GCC 

on Saudi Arabia. A former journalist and participant in a 

2002 USG-sponsored International Visitors Program to the US 
ΑΙ Sairi said that he subsequently left journalism out of 
frustration at the self-censorship and lack of creativity in 

the Saudi news media. He also claimed that he had been 
arrested in 2004 on the orders of Minister of the Interior 

Prince Naif bin Abdulaziz ΑΙ Saud after criticizing the 

Ministry for not providing adequate accommodations and food 
for its employees in the Hejaz (the Western part of Saudi 
Arabia 
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however 

newspaper is well-known and presumably accounts for the 
alleged approach by Iranian envoys. 


3. (S) According to AI Sairi 

supplanting US influence in the region with its own. An 

overt and well-coordinated public diplomacy program would 
include the placement of anti-US articles in the regional 
Arabic-language press; the production of documentary films 
detailing US \"atrocities\" in Iraq 

Palestine; and SMS broadcasts to mobile phones describing the 
US \"сгиѕаае\" against Islam. AI Sairi said the Iranians who 
approached him had asked him to produce some of these 
materials. 


4. (S) In addition to generating anti-US sentiment in the 
region 

network of supporters that Iran could draw on to serve as 
\"mujahedeen\" in the country\'s defense following a US 
invasion. He drew a comparison with the groups of Arab men 
who flocked to Afghanistan to fight the Soviet Union in the 
1980s. When ConGenoff reminded AI Sairi that the Afghan 
\"mujahedeen\" had received US and SAG assistance that proved 
essential to their struggle against the Soviets (assistance 
from the latter which would presumably not be available in 
the event of an armed conflict between the US and Iran) 
remarked that the aim of IranVs outreach campaign in the 
Kingdom would be to create a ground swell of public support 
for fellow Muslims that the SAG would be unable restrain. 


5. (S) AI Sairi also noted that the Iranian government had 
obtained access to a list of dual US-Saudi nationals in the 
Kingdom and would undertake efforts to find those who felt 
they had not been treated as full citizens by the USG. 

Though vague 

vulnerable to Iranian coercion and would conceivably be used 
as a V'fifth column 


6. (S) AI Sairi said that a critical element in the success 
of such a campaign would be the Iranian governments ability 
to downplay the long-standing Sunni-ShiVa rivalry. He 
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claimed that the Iranian envoys he met were aware of this and 
planned to de-emphasize any sectarian disputes as part of the 


Column 3 

initiative. Al Sairi indicated that Iran had instructed 

several ShiVa Imams in Iraq and Saudi Arabia to set aside 
their differences with Sunnis in the interests of fighting 

their common enemy 

Iran\'s encouragement for Moqtada Al Sadr to moderate his 
position vis-a-vis Iraqi Sunnis was an example of this 
posture. 


7. (S) COMMENT: Given that Al Sairi would not disclose any 
details on the Iranians who had approached him 

difficult to assess the credibility of his claims and equally 
unclear if he is trying to convey a message on behalf of a 
third-party or is 

USG for having sent him to the US in 2002. He does 

deny any interest in working for either \"side\" in the US-Iran 
conflict 

such a discussion with a low-ranking Consulate staff member. 
END COMMENT 


8. (C) Born in 1977 

degree in journalism from King Abdulaziz University in Jeddah 
in 1999. He subsequently worked for the Jeddah-based daily 
\"Okaz\" and 

the US in 2002 for a USG-sponsored International Visitor\'s 
Program to examine American media coverage of the Middle East 
and explore the interaction between press and politics in the 
US 

processes in Arkansas. Hailing from an upper-middle class 
family 

chairman of Roushn Al Arabia Holding Company 

over a construction firm 

market investment group 

holdings. 

Gfoeller 
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pole for a bit.\" Home Affairs Minister Vosanibola 
clashed repeatedly in the past with RFMF Commander 
Bainimarama 

Attorney General Bale and Minister of Finance Kubuabola. A 
couple of previous ministers allegedly tied to the coup of 
2000 have been dropped 

remains 

person reportedly involved in 2000 

(currently High Commissioner to Malaysia) apparently will 
take a Senate appointment and become Minister without 
Portfolio. 
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Labor accepts Cabinet portfolios...in the end 

3. (C) The Fiji Labor Party (FLP) accepted Qarasevs offer of 
9 seats in the multi-party Cabinet 

deliberation. FLP leader Mahendra Chaudhry declined a 
portfolio 

it is allowable for him to take the opposition role when his 
party has accepted Cabinet posts is unclear under the 
Constitution and could be subject of a legal challenge. We 
are told Chaudhry\'s inclination was for the FLP to reject 
Qarase\'s offer 

Labor-oriented responsibilities; however 

FLP leaders insisted that the party really must make a good 
faith attempt to work with Qarase for the future of Fiji. If 
down the line things don\'t work out 

the offer would offend a hopeful public. Thus 

offered a list of nominees with suggested portfolios. When 
Qarase shifted some names around 

boycott the formal swearing in this morning 

shortly thereafter he announced FLP would accept the deal. 


Comment 

4. (C) Qarase named nearly half of Parliament plus three 
Senators as Ministers or Ministers of State. The multi-party 
cabinet requirement of the Constitution 

Qarase owed all 14 Fijian provinces 

Having the highly respected Tavola continue in Foreign 

Affairs will be welcomed throughout the region. The 
reappointment of Vosanibola to Home Affairs appears a direct 
slap at Commodore Bainimarama. We hear the Commodore takes 
some heart from the appointment of Jioji Konrote as Minister 

of State for Immigration and Ex-servicemen 

Affairs portfolio 

of the RFMF and has dealt comfortably with Bainimarama in the 
past. Still 

appointment suggests Qarase is not looking for compromise in 
his governmentVs effort to resolve friction with the 

military. 


Fiji Cabinet list 

5. (C) Prime Minister and Minister for Sugar Reform: 
Laisenia Qarase. (Qarase has kept the sugar portfolio 
important set of issues for Fiji and one in which he has 
taken a personal interest.) 
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Attorney General & Minister for Justice: Qoriniasi B. Bale. 
(Bale 

conservative-nationalist lawyer 

drafting the Reconciliation Bill. He has told us the revised 
bill to be submitted to Parliament soon will be much 
improved. We reserve judgment.) 


Minister for Finance & National Planning: Ratu Jone Y. 
Kubuabola. (An incumbent.) 


Minister for Education 
female incumbent 
Fiji.) 


Minister for Tourism & Transport: Tomasi Vuetilovoni. (Former 
Minister of Commerce.) 


Minister for Fijian Affairs 

Ratu Naiqama Lalabalavu. (Former Minister of Transport 
one of the three highest chiefs of Fiji. He was convicted 
and served a sentence for obstructing justice during the 
events of 2000.) 


Minister for Fisheries & Forests: llaitia Tuisese. (Former 
Minister of Agriculture.) 


Minister for Home Affairs & Immigration: Josefa Vosanibola. 
(An incumbent 
RFMF Commander Bainimarama. See para. 4) 


Minister for Information & Communications: Isireli 
Lewenigila. (Former Minister for Youth and Sport.) 


Minister for Public Enterprises & Public Sector Reform: 
Savenaca Draunidalo. (Former Minister of Works and Energy; 
former RFMF Colonel; recently implicated in planning for the 
2000 coup.) 


Minster for Women 
(Former Minister for Multi-ethnic Affairs 
ethnic-Indians who won SDL seats in 2006.) 


Minister for Multi-Ethnic Affairs & National Reconciliation & 
Unity: Ratu Meli Saukuru. (A well-liked high chief from Nadi 
in FijiVs west 

ethnic-Indian community there.) 

Minister for Public Utilities & Infrastructure Development: 


Robin Irwin. (One of two independents to win seats in 2006; 
ethnic-British but has been a businessman in Fiji for many 


Column 3 
years.) 


Minister for Environment: Poseci Bune. (Deputy head of the 
FLP 

government; an ethnic-Fijian who is rumored to be the 
illegitimate son of the late Ratu Mara; Chaudhry proposed him 
for Minister of Agriculture 


Minister for Labour & Industrial Relations: Krishna Datt. (A 
former school teacher 

leader 

Minister in 1987; served as a majority floor leader in 
Parliament in 1999.) 


Minister for Curative Health Services: Dr. Gunasagaran 
Gounder. (A medical doctor; was FLP Assistant Minister for 
Health in 1999.) 


Minister for Agriculture: Gyani Nand. (A former senior 
official in the Ministry of Foreign Affairs who won an FLP 
seat in 1999.) 


Minister for Energy & Mineral Resources: Lekh Ram Vayeshnoi. 
(An FLP stalwart from Fiji's west; speaks fluent Fijian; was 
Minister of Information in 1999.) 


Minister for Primary & Preventative Health Services: Udit 
Narayan. (Won an FLP seat in 1999.) 


Minister for Local Government & Urban Development: Chaitanya 
Lakshman. (A lawyer and FLP newcomer.) 


Minister for Employment Opportunities & Productivity: Ragho 
Nand. (A school teacher. Qarase named FLP unionist Felix 
Anthony for this portfolio 
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Anthony for Labor. Inthe end Anthony declined cabinet 
perhaps in part because his current position as General 
Secretary of the Fiji Trade Union Congress has better perks 


SIPDIS 
which he can retain as an MP but not as a Minister.) 


Minister for Commerce & Industry: Sivia Tora. (Anew FLP 
member 


diplomatic mission in Australia.) 


Minister for Foreign Affairs & External Trade: Kaliopate 
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Tavola. (An incumbent who retired from politics this year 
but Qarase plans to name him for the Senate and is bringing 
him back.) 


Minister without Portfolio: Adi Samanunu Talakuli Cakobau. 
(Currently Fiji High Commissioner in Malaysia and one of 
Fiji's highest chiefs; she is alleged to have supported the 
Speight coup of 2000. This appointment via the Senate 
presumably settles a Fijian political debt. We hear her 
cabinet responsibilities are still under consideration.) 
DINGER 
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REF: A. MANILA 2096 
B. MANILA 2060 
C. MANILA 1965 
D. MANILA 1179 
E. MANILA 0695 
F. 05 MANILA 5506 
G. 05 MANILA 3788 
H. 05 MANILA 0410 


Classified By: Acting Pol/C Joseph L. Novak for reasons 
1.4 (b) and (d). 


1. (C) Summary: The so-called \"legal\" left parties 
include Bayan Muna 

important aspect of the Philippine political scene. Most are 
linked with the Communist Party of the Philippines/New 
People\'s Army (CPP/NPA) and 

Opposition 

groups are on the defensive 

Congress threatened with arrest or already incarcerated for 
\"sedition 

been slain. Considered focused and dedicated 

is dynamic 

its overall impact on the body politic is relatively limited. 
That said 

whether the leftist parties should be banned outright. End 
Summary. 


2. (C) The legal left is an important aspect of the Filipino 
political scene. The dozen or so groups in this political 
basket are all closely linked to the underground CPP/NPA 
which observers believe oversees their activities through a 
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CPP unit called the National United Front Committee. They 
are also linked to the National Democratic Front (NDF) 
negotiating arm of the CPP/NPA. In a classic Communist 
tactic 

groups to further its own ends (see ref F) and all of the 
groups mentioned below follow a \"party line\" congruent with 
that of the CPP. The groups include: 


-- BAYAN (for \"Bagong Alyansang Makabayan\" meaning V'New 
Alliance for the PeopleV): BAYAN is an umbrella organization 
that links all of the leftist groups. 


-- Bayan Muna (\"People FirstV): This is the most well-known 
militant organization. In its mission statement 

says: VWe stand on a platform of change that addresses the 
basic problems that have plagued our country -- foreign 
domination 

Muna was the first leftist group to field candidates under 

the party-list system. (Note: Party-list candidates 

are supposed to represent \"marginalized constituencies 

not compete head-to-head for congressional seats 

need to garner two percent of the separate party-list vote 
nation-wide for a maximum allocation of three seats for any 
single party. End Note.) The party is led by Congressman 
Satur Ocampo and holds two other party-list seats in the 
House. Poe Gratela 

Malacanang 

professional operatives directing the groups activities. 


-- Gabriela: Gabriela is a radical womenVs organization. 

Liza Maza is its lone party-list representative. The group 

has led small rallies against the Visiting Forces Agreement 

and the GRPYs and USGVs handling of the case of the four U.S. 
Marines accused of rape. 


-- Anakpawis (WToiling MassesV): This organization is linked 
to the KMU (see below) and another small organization 
Kilusang Magbubukid ng Pilipinas (\"Peasant Movement of the 
Philippines). Anakpawis has two representatives in 
Congress 

remains in police custody on sedition charges. 


-- KMU ("Kilusang Mayo Uno\" or \"May First Movement"): The 
KMU is a militant labor organization. Its operatives are 

active in sponsoring strikes and work stoppages. KMU 
operatives 

Luisita 

Manila in November 2004. Observers claim that KMU\'s main 
focus is not to assist workers obtain higher wages or 

improved conditions 

which it then gives to the CPP/NPA (see ref H). 
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-- Migrante: This group organizes among the millions of 
Filipino Overseas Foreign Workers (OFWs). It is also small 
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but it has activists spread out in key locations where OFWVs 
Work 


-- Suara Bangsamoro (\"Voice of the Moro Nation\"): This is a 
small group made up of leftist Muslims. It has run on the 
party list 


3. (C) Other important legal left groups include the League 
of Filipino Students 

(see ref G) 

government employees. The group \"Akbayan\" is also a 
left-wing group with representatives in Congress. Akbayan 
however 

linked to the CPP/NPA. Representative Etta Rosales 
leader of the party who had formerly been linked to the CPP 
but then turned against it 

list. V" 


4. (C) The legal left is fully committed to undermining the 
government of President Arroyo to the full extent possible. 
The statements of the left\'s leaders (and their websites) are 
full of invective toward the President. Teodoro \"Teddy\" 
Casino 

meeting that V'Arroyo and her family are corrupt; her 
administration has ordered the killings of my party's workers 
and has blood on its hands. She must resign. The left\'s 
stance in favor of the ouster of Arroyo has made for strange 
bedfellows: in 2001 

resignation of then-President Estrada insisting that he was 
corrupt 

the anti-Arroyo effort. As reviewed in ref B 

Opposition is badly fractured and ineffective. On the 
contrary 

considered to be an effective 

anti-Arroyo effort. It often provides some of the more 
rambunctious participants at anti-Arroyo rallies 

leaders -- who are articulate and press savvy -- are 

effective at slinging barbs at Malacanang. The fact that the 
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left has a significant profile in public demonstrations is 

not always seen as a blessing 

Leader Francis \"Chiz\" Escudero told Acting Pol/C on May 8 
that some Opposition supporters 

class or higher 

there was a sizable leftist presence. 


5. (SBU) Along with most of the mainstream Opposition 
left supports a second try to impeach President Arroyo on 
corruption and abuse of power charges (the left\'s 
representatives in the House supported last year\'s 
unsuccessful impeachment effort). It has also come out 
against Malacanang\'s Charter Change plans. Re the latter 
issue 

shift from a presidential to a parliamentary system will not 
resolve in any way the current crisis we the people are 
facing. Should it happen 

people who hail from the same ruling 

whom self-serving interests are paramount." 


6. (C) Though it remains active in politics 

the defensive. The government has charged that its 
representatives in the House are involved in seditious 
activities 

Beltran in February during the State of National Emergency. 
Beltran remains in custody on sedition charges. The 
government has also promised to press the case against five 
other leftist representatives in the House of 

Representatives. These five remained on the premises of the 
House compound from late February until early May 

only when Malacanang -- in response to an adverse court 
ruling -- announced that it would not arrest them at this 

point (ref C). The left has repeatedly denounced the 
government 

pressure on its House representatives is illegal and based on 
unfounded charges. GRP contacts have told us that they 
believe that the representatives are working closely with the 
CPP/NPA 

barrel\" funding to the NPA 

that amount to \"rebellion.\" 


7. (SBU) There have also been many killings of the left\'s 
activists. So far this year 
activists have been slain in the Philippines (ref A). The 
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latest killings add to the total of 40 for the whole of last 

year. Many of those killed were members of Bayan Muna. The 
left has harshly criticized the GRP 

retired military and police elements are responsible for the 
attacks in a deliberate bid to silence the left and hobble 

its political efforts. Teddy Casino of Bayan Muna told 

Acting Pol/C that the killings have forced his party to 

restrict its activities out of fear of violence. He added 

that the amount of threatening messages that activists are 
receiving has gone way up in recent months 

more attacks. The GRP has denied the charges of involvement 
recently forming a task force to coordinate the criminal 
investigations. Some in the government have attributed the 
attacks to an ongoing NPA \"purge.\" Over the course of years 
there have been very few arrests and even fewer convictions 
related to the attacks. Mission continues to urge the GRP to 
reinforce the rule of law and to end the culture of impunity. 


8. (C) Considered focused and dedicated 

dynamic 

(perhaps only several thousand in total) and its overall 
impact on Philippine politics is relatively limited (its 
representatives in the House have had virtually no impact on 
legislation 

are clearly worried about its activities 

publicly and privately wondering whether its activities 

should be banned outright and the left kicked out of 
Congress. That said 

the decision taken after the end of the Marcos regime to 
allow the left into overt politics was a good one 

way to co-opt its more moderate elements and bring them into 
the mainstream. A significant threat to this experiment with 
the left 

its activists 

volatile Philippine political situation. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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The top-circulation 

(5/23): “А permanent Iraqi government has finally been 
launched after much delay. The political process 
stipulated in a UN Security Council resolution has 
basically been completed. Nevertheless 

should have been celebrated was greeted by disinterest on 
the part of the Iraqi people 

which is looking to create a stable democracy 

an extremely difficult situation. 


2. \"The new government should give top priority to 
improving the security situation 

do so 

various sectarian and ethnic groups. Until these problems 
are solved 

economic reconstruction will never be realized... 

Support from the US and other nations in improving 
security and the economy is a precondition for drawing up 
an Vexit strategy. V 


SCHIEFFER 
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Erdogan\'s earlier criticism of the Council of State\'s 
decision on headscarves 

attack. Erdogan did not attend the funeral 

wife - with headscarf - paid a condolence call on the judge\'s 
family the following morning). At least one minister 
(Justice) was shown on television fleeing from the crowd. 


--The difficulty the Kocatepe Imam had in gaining control of 
the crowd so he could proceed with the funeral ceremony 
the absence of women\'s head coverings at the mosque - 
normally a must. 


4. (C) Opposition politicians 

(CHP) leader Baykal in the lead 

to leverage this incident for political gain. President 

Sezer 

May 19 Youth and Sports Day message to the nation (the 
anniversary of Ataturk\'s landing at Samsun 

the post-WWII Turkish war of liberation) 

attack on the Council of State as \"an attack on the secular 
Republic\" and asked all who contributed to the attack to 


Column 3 
review their behavior. 


5. (C) TGS chief Ozkok sparked the loudest war of words on 
May 19 when he stated that the people\'s reaction to the 
Council of State attack \"should not be for a single day 

a reaction to a single incident. It should have continuity 

and must be followed by everyone constantly.\" Some 
interpreted Ozkok\'s statement as a call for further 
demonstrations. PM Erdogan responded 

find the TGS chiefVs statement \"chic 

risky\". He further described it as wrong: \"The Turkish Armed 
Forces report to the Prime Minister. One can never find such 
behavior and reaction rational 

continuation.\" 


6. (C) Turks\' reactions to the court shooting can be likened 
to a Rohrschach test: people see what they are disposed to 
see. But this and other recent events 
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mis-steps by the AKP since early this year 

the Erdogan government and may increase the odds of an early 
parliamentary election. The secularists have seized on last 
week\'s events as a way to weaken the AKP and complicate the 
election of Erdogan 

Islamist and anti-secularist 

What remains to be seen is whether they can translate this 

into political success at the ballot box or maneuver the 

military and the government into a more profound 

confrontation similar to that which removed Islamist PM 
Erbakan in 1997; both of these seem unlikely. Indeed 
secularist efforts may galvanize the AKP\'s base 

remains strong and has by far the most effective grassroots 
organization of any party in Turkey. This society remains 
schizophrenic - Erdogan continues to far outstrip all comers 

in political popularity 

most respected institution. If it wasn\'t obvious 

political season is now launched here 

long-running secular-Islamist battle is alive and well. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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to be held in Gaziantep 

MFA requested that we V'make a demarche to the Multinational 
Force and the relevant lraqi authorities to take the 


Column 3 
necessary security precautions\" within Iraq for Iraqi 
businesspeople traveling to Turkey for the fair. 


3. (SBU) ACTION REQUEST: We propose to respond to the GOT 
that the type of security it has requested is an Iraqi 

responsibility 

GOI on this matter. Unless we hear otherwise by Мау 25 

will respond to the GOT accordingly. END ACTION REQUEST. 


4. (U) TEXT OF DIPLOMATIC NOTE: 


2006/IEGY/173463 
April 26 


1. The Ministry of Foreign Affairs of the Republic of Turkey 
presents its compliments to the Embassy of the United States 
of America and has the honour to inform the Latter that Expo 
Gateway to Iraq\" (The Iraq International Fair) will be held 

on June 

contributing to the reconstruction of Iraq. The fair will be 
organized under the auspices of the Iraqi Ministry of Trade 
State Company for Iraqi Fairs 

and Forum Fairs 

Undersecretariat of the Prime Ministry for Foreign Trade 
Union of Turkish Chambers and Commodity Exchanges (TOBB) 
Governorship of Gaziantep 

various non-governmental organizations. 


2. Significant participation 

countries is expected in this fair. It is anticipated that 
many lraqi businessmen will make daily visits to meet with 
their Turkish counterparts. 


3. The Ministry kindly requests the Embassy of the United 
States of America to make a demarche to the Multinational 
Force and the relevant lraqi authorities to take the 

necessary security precautions 

route of Baghdad-Habur for representatives of companies who 
will visit the above-mentioned fair in Gaziantep. 


4. The Ministry of Foreign Affairs of the Republic of Turkey 
avails itself of this opportunity to renew to the Embassy of 


the United States of America the assurances of its highest 
consideration. 


END TEXT 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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the MC is ambiguous. Naval vessels 

several explicit restrictions regarding passage through the 
Straits and presence in the Black Sea: 


TRANSIT 


-- All naval vessels must be notified to the GOT in advance 
(at least eight days in advance for littoral powers; 15 days 
for non-littorals who must also specify destination and the 
date of their planned return passage); 


-- All naval vessels must transit the straits during daylight 
hours; 


-- Non-littoral countries submarines may not transit; and 


-- An individual nation\'s daily passage of V'war ships V" 
(including auxiliaries except oilers) may not exceed the 
lesser of 15 

statesV ships of greater than 15 

two-destroyer escort. 


PRESENCE IN THE BLACK SEA 


-- The total tonnage of non-littoral naval vessels (except 
oilers) in the Black Sea at any one time is 45 


-- The total tonnage that any one non-littoral navy may have 
in the Black Sea at one time is 30 


-- Non-littoral naval vessels may remain in the Black Sea no 
longer than 21 days and must then transit south through the 
Dardanelles. 


None of the restrictions apply to foreign naval vessels 
visiting ports in the Straits (e.g. 

leave the way they came 

through the Straits. 


4. (C) The MC obliges Turkey to enforce these limits. During 
the Cold War 

surging into the Mediterranean. However 

the US Navy\'s operations. In June 

complete its planned mission of over 21 days 
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exit the Black Sea 

go through the Straits again. Similarly 

recently had its passage through the Straits delayed because 
its presence in the Black Sea would have exceeded the 45 
ton aggregate limit on non-littoral naval vessels; it passed 
several days later after a German naval vessel exited the 
Black Sea. MFA officials are transparent with us when these 
situations arise 

within the limit of the Convention. However 

that Turkey notify the other signatories of the movement of 
non-littoral navies through the Straits and into the Black 

Sea. If it appears that Turkey is breaking the rules 

would have to answer to the other signatories; Russia in 
particular uses these notifications to monitor USN traffic. 


5. (C) Over the past several months we have explored 
informally with MFA whether there is flexibility in the 

application of these limits 

owned vessels chartered to the USN. This month we were told 
that GOT legal experts view long-term leased ships under the 
command of the Maritime Sealift Command as auxiliaries under 
the MC and 

short-term 

fleet duties 

auxiliaries and are therefore not subject to the tonnage and 
duration of stay restrictions of the MC 

personnel are on board provided they have no formal authority 
over the shipYs master. This interpretation was how military 
hardware could be shipped through the Straits from Romania to 
Iraq prior to the Iraq War. Pointing to this precedent 

MFA official told us that he was confident a ship hired to 

carry humanitarian relief equipment and supplies next year as 
part of EUCOMVs SEA BREEZE 07 exercise would normally be 
approved. 


6. (C) The Turkish military\'s extreme sense of sovereignty 
and profession pride forbids foreign forces from exercising 
visible force protection measures 

contact. This combination of pride and nationalism 
manifested itself during a March visit to Marmaris of the USS 
Theodore Roosevelt. When the TR wanted to fly a helicopter 
as it was coming into port as a force protection measure 
Turkish General Staff balked; flying it for other purposes 

was less of a problem. Similarly 

carrying war materiel for the Irag War carried US armed 
forces personnel assigned to protect the cargo 

kept out of sight during the passage through the Straits at 
the GOT\'s request. Future passages of like vessels would 


have to do the same. MFA tells us 
Turkish military or coast guard escorts for the passage would 
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be granted. 


7.(C) Comment: Although the restrictions on non-littoral 
naval passage through the Turkish Straits and presence in the 
Black Sea constrain possible USN operations in the region 
the importance of the MC to Turks\' definition of their 

country predisposes Ankara to oppose any revision. Besides 
the emotional reaction and the arguments for changes in the 
Convention that would permit greater regulation of commercial 
traffic 

exert more control over management of the waterway or dilute 
Turkey\'s authority to regulate traffic. We defer to Embassy 
Moscow 

wrestle some control over the Straits from our NATO Ally. 


8. (C) Comment (cont.): Turkish defense and enforcement of 
the Montreux Convention should not be mistaken as GOT 
opposition to US engagement in the Black Sea region. Turkey 
has welcomed US and NATO involvement in the littorals 
strongly backing PfP participation and the membership of 
Romania and Bulgaria. Turkey\'s concerns about the Black Sea 
are narrowly focused on naval activities. Turkey sees itself 

as the naval leader in the region and believes NATO 
operations in the Black Sea might provoke the Russians to 
withdraw from Black Sea maritime security cooperation. It 
therefore takes a cautious view on NATO (and US) naval 
activities in the region. After discussions here in April 

(ref a) and between Turkish Navy and the Pentagon earlier 
that previewed ref b points on the Black Sea 

appears less concerned by USN and even limited NATO naval 
engagement there 

exercises in the eastern Black Sea earlier this year 

accepting the visit of the USS Porter to the Black Sea port 

of Samsun last month 

participation in the Romania-hosted NATO exercise BREEZE next 
month. Remaining transparent and including Turkey where 
appropriate in our Black Sea activities should further put 
Ankara at ease and build Turkish support for our own 
engagement in the region. End comment. 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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Multi-Language Environments\" to European Social Forum in Vienna. 
Separately 

Hozat district mayor in Tunceli 

he delivered at a festival in Germany. 
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OZGUR GUNDEM: Thousands 

of the weekly Kurdish language newspaper Azadiya Welat 

Nusaybin administrators 

SES (Health Laborers\' Union) members 

members 

Nusaybin Municipality. Police 

green-yellow-red colored scarves from women and demaned copies 
of the identities of two musicians. 


OZGUR GUNDEM: Ап investigation has been started against 
seven people including DTP Nizip district chairperson in 
Sanliurfa on charges that they \"praised criminals\" and \"chanted 
illegal slogans" during a January 25 dated youth festival in 
Sanliurfa\'s Birecik district. 


CUMHURIYET / EVRENSEL / OZGUR GUNDEM: Local DTP congresses 
have been held in Van 

Ibrahi Sunkur 

and Ibrahim Binici have been elected provincial chairmen of Van 

Mardin 

DTP also held two congresses in Diyarbakir and Istanbul. DTP 
co-chairperson Aysel Tugluk made a call to authorities to act 

more bravely to reach a democratic solution for the Kurdish 

problem in Diyarbakir. 


YENI SAFAK / ZAMAN / OZGUR GUNDEM: A 4.8-magnitude earthquake 
hit Bitlis and Siirt yesterday morning. The epicenter of the 

earthquake is reportedly Bitlis\'s Hizan district. No casualties 

or material damage has been reported. 


OZGUR GUNDEM: The ministry of education in England has 
reportedly begun revising its policies about languages being 
taught at schools in England. Among current discussion topics 
are integrating new languages in school programs including 
Kurdish language and its dialects. 
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YENI SAFAK / RADIKAL / BOLGE / HURRIYET (CUKUROVA): Gaziantep 
Security Directorate conducted operations and seized four 

undocumented shotguns 

business place and a storage house in Gaziantep. Thirty-six 

tons of smuggled diesel fuel 

100 kilograms of sugar have also been seized. A total of 26 

people 

during the operations and police have started monitoring the 

Kilis border gate closely. 
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RADIKAL: A bee keeper 

that a wild animal entered his apiary 

officers who mistook the bee keeper for a terrorist in the dead 
of the night in Erzincan\'s Pulumur district. 


EVRENSEL: Adana branch of Chamber of Electrical Engineers 
(CEE) held a panel against nuclear power plants. Tuncay Ozkul 
ΟΕΕ chairperson; Tacidar Seyhan 

nuclear engineer 

attended the panel discussion. 


EKSPRES: AGIMAD (Clothing Brands Association in Adana) will 
protest the Industrial and Commercial Fair of Adana this year 

and 22 companies under the umbrella of the association will 

boycott the fair unless the organizers of the fair are chosen 

from among more professional companies. 


ZAMAN / BOLGE / EKSPRES: With the coming of wheat harvest 
inthe Cukurova region 

government to announce incentives to support wheat buying. 

Fethi Coskuntuncel 

said that the government should provide regional incentives for 
wheat buying instead of buying wheat from the farmers; a measure 
which would trigger self generated agricultural planning 

according to Coskuntuncel. 


SABAH (GUNEY): Efforts reportedly gained momentum іп 
Gaziantep as the day for the International Iraqi Fair 
will be held on June 7 


SABAH (GUNEY): Hatay Governor Ahmet Kayhan said that the 
bidding process of the airport project for Hatay had begun and 
the airport would be completed in the following year. 


EVRENSEL: Youth for Labor group in Diyarbakir remembered Deniz 
Gezmis 

friends 

on the 34th anniversary of their execution. 


ZAMAN: PM Erdogan met with Deputy Secretary of State in 

Egypt's Sharm El-Sheikh city where World Economic Forum is being 
held. Erdogan sent a message to the U.S. to start fighting 

against the PKK. 


CUMHURIYET: Patriotic Front against Imperialism protested in 
Hatay\'s Iskenderun district the reported U.S. aspirations to use 
the port of Iskenderun as a military base. 


CUMHURIYET: Seven terrorists 
conducted in Nigde province on May 16 
arrested. The terrorists are reportedly members of TKP-ML TIKKO 
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(Liberation Army of the Workers and Peasants of Turkey) 
terrorist organization. 
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late" to negotiate with President Idriss Deby {по 

least without the significant involvement of and pressure 
from the international community. One of the opposition 
leaders discussed the reasons why Deby would not 
relinquishing power without sustained international 
pressure and spoke favorably of the prospect of a coup 
by Sudanese-backed rebels 

knew and could work with to form a democratic government. 
The Opposition leaders outlined their roadmap for a 
post-Deby transition 

Van alternativeV to France and greater involvement by 
the United States. End summary. 


2. (SBU) During two May 10 meetings 

announcement of preliminary presidential election results 
two opposition leaders of the CPDC coalition 

Garba and Ibni Oumar Mahamat Saleh 

May 3 presidential election was a farce and said it was 
\"too late\" to negotiate with President Idriss Deby Itno 

at least without the significant involvement of and 
pressure from the international community. \"We have been 
trying since 2001 to establish a national dialogue that 
would foster credible elections and a democracy 

today there is nothing left to discuss 

matter-of-factly. \"We 

but Deby is not a democrat. He wants to be a dictator.\" 


3. (SBU) Despite his deep pessimism over prospects for 
Opening up a national dialogue to foster a transitional 
government 

possibility of joining the rebel movements 

they and their colleagues in the opposition would 
continue to fight for peace and democracy without 
resorting to violence. While both Garba and Ibni 

Oumar lamented the \"illegitimate path\" taken by the 
rebels 

favors must include the armed opposition 

society and the political opposition. Ibni Oumar 
cautioned that while civil society must be included 
groups such as CASCIDOH who were created by and are 
financed and influenced by Deby should not be allowed 
to participate (NOTE: CASCIDOH was one of three local 
umbrella groups 

who observed the May 3 election. In a joint statement on 
May 5 

overall 
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rules regarding nomad voting and the presence of children 
at polling stations. The statement asserted that turnout 
was poor in NYDjamena but strong in other parts of the 
country 

dialogue. The election assessment of these three groups 
was harsher than that of the international election 
observers 

Faso 


4. (SBU)In addition 

about promoting peace and to offer cushy positions in 
the government to opposition members 

any power-sharing arrangement offered by Deby (in the 
absence of international pressure) would not provide the 
opposition with any real decision-making power. To be 
meaningful 

on security issues 

and the establishment of transparency in the budgetary 
regime 

strongly compelled by the international community. 


5. (SBU) During an October 13 

conversation 

die in office. Garba said that because Deby did not see 
any promising post-presidential future for himself 

only way Deby would leave power was \"with a bullet to 
the head." He said he thought Deby would not relinquish 
power voluntarily 

international pressure 

is very conscious of international efforts to prosecute 
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former President Hissene Habre for crimes against 
humanity. Deby realizes 

serious problems" and would be vulnerable to 
international prosecution efforts if he were to step 
down. 


6. (SBU) Garba\'s point was underlined a few days later on 
May 19 

Torture 

power 

alleged they were victims of abuse during Habre\'s rule 
between 1982 and 1990. The committee also ruled that 
Senegal was breaking international human rights law 
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outlined in the UN Convention against Torture 

trying to extradite Habre on charges of mass murder and 
torture. A Belgian arrest warrant for Habre was issued in 
September 2005 by a Brussels magistrate under the 
country\'s universal jurisdiction law 

Belgian judges to prosecute human rights violations 
regardless of where they are committed. In November 2005 
Senegalese President Abdoulaye Wade turned the matter 
over to the African Union 

consult а committee of African lawyers. The committee\'s 
recommendation on how to handle the Habre question is 
expected in July. 


7. (SBU) Second 

the loss of the protection of the presidency 

particularly since his departure from power would expose 
him to vendettas from victims and the families of those 
he was responsible for killing. Garba cited the example 
of Adoma 

Adoma appealed his conviction; however 

his fellow Zaghawa would share information about 
killings Deby condoned 

Adoma executed 

appeal. This and other cases in which Deby eliminated 
potential threats to his survival as president would 
continue to haunt Deby and prevent him from stepping 
down. 


8. (SBU) Third 

and as president he has access to quality medical care 
including large quantities of morphine 

not likely have if he were to step down. 

Fourth 

of numerous presidential or personal villas abroad 

he has refused to pay for. If he were to leave power 
would be subject to a wave of lawsuits and prosecution 
for failing to pay. Fifth 

what Garba called \"mafia-esque affairs 

operations focused on money laundering 

of counterfeit money 

business deals with Charles Taylor) 

severe corruption. Garba said Deby knows that his 
departure from power could usher in an era of increased 
transparency 

light of day. In addition 

presidency 

associates whom he had wronged or cheated over the 
years. 


Sudan: Drinking the Dirty Water 
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9. (SBU) On Deby\'s imminent election victory 

Deby would be lucky if he were able to serve two more 
years as president (barring the occurrence of a 
meaningful national dialogue and serious reforms) 

the rebel threat as well as the possibility that a 

popular non-rebel uprising might abruptly end his rule. 
When asked if а coup by Sudanese-supported rebels and 
a potential puppet government controlled by Khartoum 
might be worse for Chad than five more years under Deby 
Garba laughed and explained that although Sudan and 
Libya still represent a threat to Chad 

nonetheless a need for an external force to end Deby\'s 
rule. In the absence of concerted international pressure 
on Deby 

Chadians to a thirsty man walking in the desert. Weakened 
by the desert sun 

oasis offering dirty water is going to drink the dirty 

water to survive 

risks. V Sudan offers dirty water 
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are dying of thirst." Besides 

been behind Deby\'s and Habre\'s rise to power 

puppet governments were established by Khartoum in those 
cases. If the rebels succeed in overthrowing Deby 

will not try to control Chad\'s government; rather 

extent of manipulation by Sudan would be limited to 
contracts and business 


10. (SBU) The opposition knows the rebels very well 
Garba said. \"We can talk with them 

will listen to us-they will have to since we represent 
what they will have to work with to make a new government 
work.\" He explained that if the rebels came to power 
would not be similar to Deby\'s rise to power in 1990 
when there were no political parties and no civil 

society to form a base for democracy. This time 

said 

made it very unlikely that another dictator would emerge 
from the change of power. Garba said he believed the 
rebels would allow for a national dialogue and a new 
transition that could potentially be good for Chad. 
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11. (SBU) Garba said he wished that the United States 
would become a stronger partner for Chad. Because civil 
war could break out in the very near future 

essential that the U.S. continue to take an active 
interest in fostering peace as well as democratic 
governance in Chad 

that the U.S. 

increasingly through the EU) 

agreeing to form a transitional government that would 
be under international (U.S. and French) supervision. 
The first step would be a strong statement from the U.S. 
expressing disappointment over the presidential 
election. Under U.S. and EU pressure 

establish an inclusive national dialogue 

existing constitution and National Assembly 

army under international supervision 

electoral code 

new and truly independent electoral commission 

a credible national census 

minister from the opposition to serve under President 
Deby 

said the ideal scenario would be to install an 

opposition prime minister within the next year or two; 
he envisaged a prime minister who would hold the real 
power of the government while Deby served out his five 
years as a figure who was president in title only. When 
asked if the opposition could agree on a single leader 
to be prime minister 

a problem but declined to speculate on who it would be. 


12. (SBU) Chad direly needs \"ап alternativeV to France 
Garba said. Citing the scandal involving Elf Aquitaine 
that culminated in the 2003 conviction of two top oil 
executives 

increased transparency in the oil sector and that 
\"mafia-esque\" arrangements concerning Chadian oil 
continued to provide secret funds for political parties 

in France. With oil as its motivation 

clearly behind the coup that brought Bozize to power 

and Deby\'s attempt to destabilize Sudan 

(NOTE: This view seems to be shared by many Chadians. 
Another variation involves accusations that France 
somehow secretly encouraged the FUC\'s April 13 attack 
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on N\'Djamena in order to sow instability that it hoped 
would eventually help scare off Esso (Exxon) 

Chad\'s oil sector open to French control. END NOTE.). 
Garba said he hoped the departure of Chirac 

nearing the end of his tenure and whose personal ties 
to African leaders are not shared by his successors 
would change the nature of relations between France 
United States. 
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11. (SBU) On the presidential election 

viewed the boycott as a tremendous victory for the 
opposition since it helped expose to the world the 
farcical nature of the country\'s electoral system. He 
said Deby did exactly what the opposition was hoping 
he would do when the CENI announced a voter 
participation rate of more than 60 percent 

Vclearly exposed the election as a fiction to the 
world.\" He added that the overwhelming majority of 
African Union member states refused to send election 
observers to show their disapproval of another rigged 
Chadian election. The four AU member countries that 
did send AU election observers 

were pressured into doing so by current AU Chairman 
and Congo-B President Denis Sassou Nguesso 
under considerable pressure from Chirac 

Garba. 


14. (SBU) On the Darfur peace agreement 

accord had “по impact V" on the opposition or the current 
impasse in Chad. Except for the agreements potential 
effect on the refugee situation 

agreement had \"nothing to do with us.\" 


15. (SBU) While Ibni Oumar offered little 
new information 
favorably the prospect of a Sudanese-supported coup 
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suggests that the opposition is far from convinced that 
the international community is willing and able to 

apply enough sustained pressure on Deby to effect a 
meaningful national dialogue and a transition to a 
democratic government. In addition 

and lengthy explanation of why Перу would prefer death 
over relinquishing power belied his assertion that the 
international community was capable of convincing Deby 
to agree to serve as a figurehead while an opposition 
prime minister held the real power of the government. 


16. (SBU) Garba\'s comments on the likely diminishing 
role in Africa of a post-Chirac France underlined the 
increasing hope held by many Chadians that the United 
States will play a larger role in ChadVs 

affairs 

human rights. His disdain for French support for Deby 
and his perception that the French will go to ruthless 
lengths to pursue oil interests in Chad are not uncommon 
complaints among average Chadians. It is not just the 
rebels who claim that France is propping up a dictator. 
Many Chadians say France\'s calls for democracy in 
Africa are severely undermined by its track record of 
friendly relations with despots over the years. 
Regardless of his less than positive view of France 
Garba 

a significant role to play and its significant influence 

in Chad and Africa is not going to disappear. His 
comments underline the need for the international 
community to apply sustained and concerted pressure 
on Deby with a view to fostering a democratic transition. END 
COMMENT 
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Lahoud\'s stance 

putting an end to any foreign intervention in Lebanese internal 
affairs 

some Lebanese parties 

campaigns 

recover.\" For his part 

Lebanese seek excellent ties with sisterly Syria 

VLebanon will be stronger through Arab solidarity". Lahoud 
pointed out that his country welcomes every effort to enhance 
security and stability in Lebanon 

restoring distinguished relations with Syria. 


Syrian newspapers continued to criticize UNSC Resolution 1680 as 
a Vviolation of the UN Charter" and \"interference\" in the 
domestic affairs of Syria and Lebanon. Ahmad Dawwa said in Al- 
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Thawrah that Resolution 1680 shows US \"despotic hegemony\" and 
indicates that the US Administration has not learned from its 
mistakes. Papers also reported that tne Arab Bar Association 
criticized UN Security Council resolution 1680 as a flagrant 
violation of legal principles and state sovereignty. Papers also 
reported Lebanese criticism of the resolution 

Raad 

and Suleiman Franjieh 

that Resolution 1680 is an intervention in internal Syrian- 
Lebanese affairs and sovereignty. 


End of summary. 
2. Selected Headlines: 


VPrime Minister Ottri congratulates Iraqi PM al-Malki on forming 
the Iraqi government and Italian PM Prodi on forming the new 
Italian government. Ottri: Syria supports Iraq in all fields" 
(Government-owned Tishreen 


VPresident Mubarak confers with President Lahoud in Sharm αἰ- 
Sheikh. Murbarak: There are foreign sides seeking to destroy 
Lebanon. Warnings against the repercussions of UNSC resolution 
1680 on Syrian-Lebanese relations\" (Government-owned Tishreen 
5/22) 


\"The Arab Bar Association condemns UN Security Council Resolution 
1680. A new cycle in the American plot to weaken SyriaVs 
steadfastness\" (Government-owned Al-Thawra 


VRussian Foreign Minister Lavrov: Preventing the arrival of 
assistance to Palestinians is unacceptable and the West is 
afflicted with megalomania\" (Government-owned Al-Thawra 


VAbbas meets Peres and Levi in Sharm al-Sheikh. A Palestinian 
woman is martyred in Nablus. The Palestinian resistance shells 
Sedrot settlement" (Government-owned Al-Ba\'th 

\"Scores of Iraqis killed in various attacks in Iraq. A security 

force is formed to keep security in Baghdad" (Government-owned Al- 
Thawra 


3. Editorial Block Quotes: 
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Isam Dari 

commented (5/22): \"Issuing а UNSC resolution asking a country to 
establish diplomatic relations with another sets a precedent in 
international relations... 


\"Who will guarantee that the Bush administration will not ask 
the Security Council to force Arab countries to establish 
diplomatic 

though it occupies their lands 

practices aggression and terrorism at the highest levels...? 


VSyria did not oppose the establishment of diplomatic relations 
with Lebanon. It publicly informed the Lebanese side of this. 
Nor did Syria object to the demarcation of the border 

with the north 

occupation... 


\"Syria announced this without UNSC resolutions 

threats 

the two countries and peoples for thousands of years are 
hundreds of times deeper than any diplomatic relations 
are relations of family bonds 


\"If diplomatic relations are imposed through the force of 
international resolutions resulting from American and French 
pressure 

relations between the two countries 

relations will not be broken off tomorrow or the day after due 
to incitement by Lebanese groups that have publicly declared 
their hostility toward Syria and received anti-Syrian forces 
that harbor evil intentions with respect to this country and its 
people...? 


\"Syria wishes everything good for Lebanon. This is why it paid a 
heavy price with the blood of its people and the sweat of its 
workers for the sake of Lebanon and its unity and prosperity. 
But in the current situation and in light of the blatant 

hostility that some Lebanese are declaring 

establish diplomatic relations immediately. When these 
individuals stop their hatred toward Syria 

become possible 

interference that target Lebanon more than Syria.\" 


Ahmad Dawwa 
wrote (5/22): \"UNSC Resolution 1680 shows the power of US 
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hegemony and indicates that the Bush administration has not 
learned from its mistakes.... 


\"The Bush administration is mistaken if it believes the policy 
it adopts toward the Security Council 

hegemony and despotism 

direct Middle East policy.... 


\"The drafters of the resolution drove another wedge into the 
body of the Security Council 

the Council\'s interference in sovereign issues 

UN Charter. And by failing to ask Israel to discontinue its 
land 

proved by words and deeds that they have no credibility with 
regard to the paragraphs on Lebanon and Syria in the 
resolution... 


\"The Lebanese political forces that welcomed the resolution 
miscalculated its internal and external risks because the 
internationalization of the Lebanese decision in this way is a 
grave violation of sovereignty 

resolutions that might greatly endanger Lebanon.... 


\"The American failures require that the Bush administration not 
show further stubbornness and ferocity in its approach to the 
region 

interests. To resolve existing differences 

shorter and more effective than the policy of dictates 

often produces negative and disastrous results... Y" 


Maha Sultan 
(5/22): \"Palestinians have the right to be worried about Israeli 
Prime Minister Ehud Olmert\'s upcoming visit to Washington.... 


\"The US Administration has not hidden its intention to support 
Olmert\'s unilateral withdrawal plan 

not only on Palestinians but also on the international 
community... 


\"American statements that have tried to play down the importance 
of the visit in the past two days were meant for European 
consumption 

with Iran.... The US Administration actually does not need this 
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diplomacy 

subservience to American policy 

especially when it comes to the Palestinian question....\" 


Seche 
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Trafficking between Myanmar and China 

campaign including both Chinese and Vietnamese police 
on cross-border trafficking of Vietnamese women. 
China\'s delegates also reported that transit centers 

for trafficked women and children have been 

established 

foreigners. 


4. Laos: Laotian delegates reported that the Lao 

People\'s Democratic Republic has signed a Memorandum of 
Understanding with Thailand on cooperation to combat 
trafficking in persons 

and has approved the Lao Women\'s Union (LWU) law- 
implementing decree on the V'Protection and Development 
of Women\" law. The report noted that dissemination 
workshops have been held countrywide by LWU to promote 
the Protection and Development of Women law. LWU has 
also officially opened a Counseling and Protection 

Center for victims. Laos reported on establishment of 

a special trafficking unit called the Lao anti-people 
trafficking unit (LAPTU) 

five provinces and plans for a National Workshop in 

Human Trafficking and Labor Migration in Vientiene. 


5. Burma: Burmese delegates reported the signing of a 
Regional Treaty on mutual Legal Assistance in Criminal 
Matters (Malaysia 

strengthening of relationships with Thailand and China 
through multiple bilateral meetings. Other reported 
progress included enacting an Anti-Trafficking in 
Persons law 

the implementation 

screening checklist for V'victim identification 
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related training in its use 
country workshops on Child Sex Tourism. 


6. Thailand: Thai delegates reported signing 
Memoranda of Understanding (MOU) for cooperation of 
anti-trafficking of women and children with Cambodia 
and Laos 
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finalizing a MOU with Vietnam on elimination of 
trafficking in children and women and on the rescue of 
victims of trafficking. Also reported was: Thailand 

has signed aMOU on Employment Cooperation with 
Cambodia 

approved a national policy and plan on prevention 
suppression and handling of trafficking in children and 
women in domestic and cross-border situations; the Thai 
government has passed a resolution and opened the 
region\'s first integrated anti-trafficking center; in 
December 2005 

approving a special scheme for employment of illegal or 
undocumented migrant workers from Burma 
Cambodia; the Thai government has established a one- 
stop service center to document and provide work 
permits for undocumented migrant workers from Burma 
Lao and Cambodia. Also reported was that 

Thailand is currently using an existing law on 
prevention and suppression of trafficking in women and 
children to fight trafficking 

a new bill on prevention and suppression of trafficking 
in persons and the bill is now being considered by the 
Judicial Council. And finally 

U.S. Embassy in Thailand 

is planning an international conference on trafficking 

in Greater Mekong Sub-region for 22-24 May 2006. 


7. Vietnam: Vietnamese delegates reported signing of a 
Bilateral Cooperation Agreement with Cambodia 

a Bilateral Agreement with Thailand on V'Elimination 
Against Trafficking in Women and Children and Support 
for Victims" is being finalized. Delegates supported 
China\'s country report by noting that Vietnamese and 
Chinese Ministries of Public Security carried out 

border province campaigns to rescue and return victims 
and apprehend traffickers. The Vietnam presentation 
also noted publication in September 2005 of a handbook 
to help prepare \"intending migrant workers 
development of standards and standard operating 
procedures for victim identification and for providing 
protection and support 

Vietnam-Cambodia border provinces. 


Comment 


8. The Secretariat for the COMMIT Process -- the UN 
Inter-Agency Project on Human Trafficking in the GMS -- 
organized and funded the COMMIT SOMA with Cambodia\'s 
Ministry of Women\'s Affairs. The event gave 

governments and partners a chance to review priorities 
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demonstrate action taken 

activities in the coming year. The COMMIT Sub-regional 
Plan of Action hopes to set the standard for anti- 

trafficking work in the Asian region 

establishment of the legal framework to support anti- 
trafficking efforts. The hosting of the event in 

Cambodia helped Cambodia\'s Ministry of Women\'s Affairs 
demonstrate its lead role in fighting trafficking. 

MOWA ss Secretary of State chaired both the Cambodia 
COMMIT Task Force and the SOM4 Organizing Committee for 
this event. The event also drew attention to the 

challenges that Cambodia faces in developing and 
implementing a legal framework to combat anti- 

trafficking in humans. With the anti-trafficking law 

of Cambodia still in a draft and review stage 

is challenged to compete with neighboring countries 

that have already established anti-trafficking laws. 

End Comment. 
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democracy" discussion (ref b) may give the pan-democrats ап 
opening 


3. (C) The pan-democrats are working now to prepare to 
challenge Tsang in the next round 

Executive on March 25 

already beginning. (The members of the Election Committee 
will be chosen this coming December.) They have no hope of 
defeating him 

Kong 

challenger -) which some hope will be the formidable and 
popular Anson Chan. A campaign which produced a \"win\" for 
Chan in public opinion polls despite Tsang\'s (and Beijing\'s) 
control of the CE selection process would be a powerful 
symbol. 


4. (C) While Tsang may be sincere in his expressed desire to 
see movement toward universal suffrage during his time as CE 
given what he himself calls his \"masters\" in Beijing 

continuing political priority is likely to be to cow the 

unruly pro-democracy forces that Beijing sees as a threat to 
Hong Kong 

as a threat to Hong Kong\'s economic future. As in December 
the struggle between the pan-democrats and Tsang for 
political power is likely to take precedence over finding 
agreement on a way forward on democracy. End summary 


Not prepared for Failure? 


Column 3 


5. (Ο) The Tsang Government failed both strategically and 
tactically: strategically by never articulating a vision and 
tactically by seeking to split off the votes of the six 
pro-democracy 

broader support among the pro-democracy legislators 
particularly the two largest organized parties 
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the Article 45 Concern Group. Tsang\'s refusal to articulate 
an independent vision 

challenged him to do so 

really called the shots and set the limits. All reports 
indicate that Tsang only ever made an effort to get the six 
independent 

passage. This is all the more striking in that the elements 
of a compromise 

direct election of the Chief Executive in 2012 and agreement 
by Beijing to (albeit later 

proposal) formulate a timetable for universal suffrage 
seemed achievable. 


6. (C) We believe that until the very end Tsang thought he 
would prevail 

pan-democrats to take credit for success would be worse 
politically than for his proposal to fail outright. Indeed 

an outcome perceived as strengthening Hong Kong\'s 
pro-democracy forces would have been hard to swallow in 
Beijing. In the event 

from the proposalVs defeat 

doubts about his competence and political skills in Beijing 
and it has driven him (at Beijing 

closer to the pro-Beijing political parties. The 
pan-democrats 

disarray. The new Civic Party (CP 

Article 45 Concern Group) 

to the center 

the pan-democracy forces. 


Why did Tsang fail? 


7. (C) Why did the GovernmentVs plan fail? It was striking 
that 

including Beijing representatives -- came within a 
hairsbreadth of offering the pan-democrats what they wanted. 
Tsang was quoted on a number of occasions as saying he 
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personally wanted universal suffrage 

and would devote his next term to it 

speculated about possible universal suffrage for the election 
of the Chief Executive in 2012 

of elections to the Legco deferred until 2016. Andata 
December 2 

Secretary General Qiao Xiaoyang told Legco members that 


SIPDIS 
Beijing would agree to a timetable -- but not to setting a 
timetable before the Government proposal passed. 


8. (C) It is clearer now that neither the HKG nor Beijing 
were ever willing to present these concessions in a way that 
the pan-democrats could take as a \"victory 

willing to strengthen them to the point where Beijing really 
did appear to be compromising. Nor were the pan-democrats 
willing to advance their own proposal for acompromise way 
ahead. Tsang\'s decision to not lobby all 25 
democracy-identified legislators 

\"undecided\" six 

need or want majority support from the Democrats 

share political credit for success. And from the 
pan-democrats\' perspective 

and maintaining the status quo was clearly preferable to 
allowing Tsang to co-opt their most important 

argue 

suffrage. 


Not enough stakeholders in the concept 


9. (C) On the Government side 

enthusiasm within Legco among the so-called pro-Government 
parties. It was no secret that neither the DAB nor the 

Liberals really liked the proposal. In fact 

concern among some of them that the Legco reforms would 
actively disadvantage their parties in the next elections 
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and both parties likely would have lobbied strongly against 
any additional concessions to the democrats. (Interestingly 
some younger 

wanted to support the Government proposal 

believed it would have enhanced their own chances to win 
Legco seats in the future. But the party leadership 
concluded from the outset that their political influence 
would be diluted under the Tsang proposal.) From the 
so-called pro-Government parties point of view 
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thought 

whether the proposal passed 

unchanged. (Some here believe 

senior leaders in Beijing were unhappy with the proposal 
failure 

the Tsang administration had prestige or power at stake in 
the success of the proposal. 


10. (C) The large turnout at the December 4 march was 
important 

legislators was probably even more important in cementing 
their commitment. The unexpected participation of former 
Chief Secretary Anson Chan 

herself with pro-democracy efforts 

placing at the movement\'s head a figure as clearly 
\"mainstream\" and popular as the CE himself. This had a 
powerful impact on public opinion and provided pro-democracy 
legislators with broad political cover. 


Counting the votes 


11. (C) The Government needed to secure six votes in addition 
to the Democratic Alliance for the Betterment of Hong Kong 
(DAB) and Liberal Party (LP) members that Beijing presumably 
told to line up behind Tsang. Those votes existed in a block 

of six pro-democracy but independent Legco members 

Tsang focused all his lobbying effort. To prevail 


SIPDIS 

Democrats merely needed to hold at least one of them. The 
pro-democracy independents 

themselves to the slogan of democracy 

constituents. If they stayed in opposition to Tsang 

could be seen as standing for a simple 

universal suffrage 

hard to win them over to his incrementalist approach 

that defeat of a proposal that Beijing accepted would be a 
serious setback to democracy in Hong Kong. Before the vote 
the mainstream Democrats were keeping watch on the waverers 
ready to intervene at the slightest sign of weakness. 


12. (C) Most of our sources agree that Tsang had long 

believed he would get the six additional votes 

had convinced 5 of the 6 to support him. One of them 
pro-democracy Tsang confidante Albert \"Taipan\" Cheng 

eve of December 4 pro-democracy march 

veiled protest at pressure from within the democracy movement 
to maintain a united opposition to the plan. 

Then-independent 

represents the accountancy functional constituency 
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sixth vote and seemed just before the vote to be moving to 
the Tsang side. But at the last minute she withdrew from 
negotiations with the Government after an emotional meeting 
with a close Democratic colleague. Tam has confirmed this to 
us 

others for the proposalVs defeat. When it became clear that 
her vote would defeat the government 

back into opposition so as not be charged with betraying 

their democratic principles. 


Who won 


13. (C) Immediately after the December 21 failure of the 
Government's plan (ref a) 
Chief Executive (CE) Donald Tsang had been hurt 
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Democrats had only won a \"small victory. In retrospect 
Tsang has emerged unscathed and even strengthened. He 


SIPDIS 

retains his public popularity and has been able to win 
convincing testimonials of support from key tycoons 

as the Beijing leadership 

newly arrived Foreign Ministry Commissioner in Hong Kong. 
His greatest political challenges have come from his putative 
supporters 

to some of his personnel decisions and his V'go-it-alone 
autocratic governing style. The DP and Civic Party are not 
enthusiastic about being pushed into opposition status 
Tsang seems tempted to do 
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will support the government on specific issues. 


14. (C) Within the pan-democrat camp 

seems to be slowly but surely passing from the Democratic 
Party to the newly formed Civic Party. The Civic Party is 
consciously positioning itself closer to the center 

also presenting itself as a potential negotiating partner for 
Beijing. It pointedly omitted criticism of the June 4 1989 
Tiananmen massacre from its founding platform 

criticism of the HKGVs budget 

argued that the proposed tax cut was too small. Thus 

this process continues 

to lead the majority of pro-democracy voters towards a better 
relationship with Beijing -- assuming that Beijing 
reciprocates in some way. 
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What does this mean for future of Hong Kong\'s democracy? 


15. (C) No one has yet offered a concrete vision of what 
universal suffrage and democratic politics in Hong Kong might 
look like 

\"roadmap\" for universal suffrage late this year or early in 
2007. That report is likely to present a series of issues 
which need to be resolved 

or constructive. In part because of the conflictual nature 
of the discussion 

Because the pro-democracy camp has the simpler 
position -- despite their own lack of concrete detail -- they 
are likely to retain the initiative in the overall debate. 

But it is also not very likely that either side will be able 

to propose reforms that are acceptable to the other. 


16. (С) The Democrats will try to deflect Tsang\'s reelection 
campaign 

future of Hong Kong. For now they seem confident that they 
can get the 100 out of 800 votes in the CE Election Committee 
needed to nominate a challenger. Anson Chan is probably the 
candidate who could best confront Tsang on both political and 
governance issues and efforts are underway to persuade her to 
run (in public she says she\'s not interested). The 
pan-democratsV goal will be to turn the reelection into a 

virtual referendum on universal suffrage. Beijing apparently 

is already working to thwart this by trying to stack the 

Election Committee membership even more strongly in Tsang\'s 
favor. Tsang will probably be able to win reelection without 
making any specific commitments. Tsang will instead seek to 
strengthen ties with the pro-Government parties. Beijing 

Hong Kong\'s tycoons 

satisfied with the status quo. 


17. (C) We expect the democrats will again attempt to force 
Tsang and Beijing to make a commitment to a timetable for 
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universal suffrage. If they were to succeed in fielding a 

strong candidate and campaign which triumphs in the public 
opinion polls even as the Chief Executive is securing 
re-election in the Beijing-dominated Election Committee 

would provide a powerful symbol of the political limitations 
under which Hong Kong operates. Tsang and Beijing will 
continue to undermine Democrats who they regard as opposing 
them. As in December 

reward their political opposition and a continued struggle 
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for political power is likely to take precedence over finding 
а compromise to move forward on democracy. 
Cunningham 
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powerful impact on public opinion and provided pro-democracy 
legislators with broad political cover. 


Counting the votes 


11. (C) The Government needed to secure six votes in addition 
to the Democratic Alliance for the Betterment of Hong Kong 
(DAB) and Liberal Party (LP) members that Beijing presumably 
told to line up behind Tsang. Those votes existed in a block 

of six pro-democracy but independent Legco members 

Tsang focused all his lobbying effort. To prevail 
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Democrats merely needed to hold at least one of them. The 
pro-democracy independents 

themselves to the slogan of democracy 

constituents. If they stayed in opposition to Tsang 

could be seen as standing for a simple 

universal suffrage 

hard to win them over to his incrementalist approach 

that defeat of a proposal that Beijing accepted would be a 
serious setback to democracy in Hong Kong. Before the vote 
the mainstream Democrats were keeping watch on the waverers 
ready to intervene at the slightest sign of weakness. 


12. (C) Most of our sources agree that Tsang had long 
believed he would get the six additional votes 

had convinced 5 of the 6 to support him. One of them 
pro-democracy Tsang confidante Albert \"Taipan\" Cheng 

eve of December 4 pro-democracy march 

veiled protest at pressure from within the democracy movement 
to maintain a united opposition to the plan. 

Then-independent 

represents the accountancy functional constituency 

sixth vote and seemed just before the vote to be moving to 
the Tsang side. But at the last minute she withdrew from 
negotiations with the Government after an emotional meeting 
with a close Democratic colleague. Tam has confirmed this to 
us 

others for the proposalVs defeat. When it became clear that 
her vote would defeat the government 

back into opposition so as not be charged with betraying 

their democratic principles. 


Column 3 


Who won 


13. (C) Immediately after the December 21 failure of the 
Governmenti\'s plan (ref a) 
Chief Executive (CE) Donald Tsang had been hurt 
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provincial government help to isolate growing Islamist militant 
groups in the tribal zone. The GOP is preparing to staff key 
Tribal Agency positions with serving or retired Pakistan Army 
officers to back up the new Governor and to assure a 
military-led unity of command 


ANY ONE BUT ORAKZAI 
2. (C) President Musharraf will shortly name Defense Production 
Secretary (and former 11th Corps Commander) Lt. General 
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(retired) Ali Mohammed Jan Orakzai as the new NWFP governor 
according to Rehman. Rehman confirmed his resignation had been 
approved by President Musharraf in March (REF A) 

for his successor coupled with lengthy deliberations on a new 
Federally Administered Tribal Areas (FATA) strategy delayed the 
leaked news of his resignation (REF B). Serving only fourteen 
months on the job 

over his imminent departure and lost no time in condemning his 
successor. 


3. (C) Rehman claimed Orakzai is \"the wrong person at the wrong 
time\" for his job: 


--Orakzai led the 11th Corps in 2003-2004 

operations commenced against al Qa\'ida and other Islamist 
militants in South Waziristan. His experience is \"a drawback.\" 
Orakzai got \"his clock cleaned\" in several operations and 
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frequently bumped heads with then NWFP governor Iftikhar Hussein 
Shah 

general carrying this baggage of \"touchy disagreeableness?\" 
Rehman asked. 


--Orakzai is an Orakzai tribal member. As such 

perceived to be too close to those particular tribal interests 
and therefore biased in his judgments. More importantly 
Orakzai opposed large-scale military offensives in South 
Waziristan during his Corps tenure 

now 

Rehman. 


--Orakzai is V'not a political animal\" and will not obtain 

support from NWFP Chief Minister Durrani and his JUI-F party to 
constitute tribal jirgas (councils) needed to drain local 

support away from Islamist militant groups in Waziristan. 
Rehman maintained he had such support 

away at a critical juncture. 


NEW FATA STRATEGY- 

4. (C) Rehman said the new FATA strategy outlined by former 
Chief Secretary Sahibzada Imtiaz (REF B) empowers the Governor 
as the director of FATA policy 

negotiations 

Rehman stressed this strategy defines military action as V'the 

last resort 

eventually paving the way for Frontier Corps and local levies to 
replace regular Army units as security guarantors. 


^DIRECTED BY ARMY OFFICERS 

5. (C) While charting a course towards a smaller Army footprint 

in the FATA 

serving Army officers to conduct FATA affairs. Rehman claimed 
this decision was recently approved by President Musharraf and 
reflects GOP thinking that the Army should be in the lead to 

prevent policy disagreements emerging between civil and military 
authorities and to assure a military-led unity of command. 

Rehman suggested it may be Ya long wait" before the Army shrinks 
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its profile in the FATA because it is now assuming a much larger 
presence. At the same time 

unlike their British Raj counterparts 

experience required to promote badly needed political 
negotiations with tribal elders or to prevent new policy 

disputes from flaring up. Long-time serving civil bureaucrats 
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represent the best chance to carry out tribal negotiations 
Rehman opined. 


COMMENT 

6. (С) Rumors of Rehman\'s departure have been rampant for 
several weeks 

development 

shake off corruption allegations. Most observers here are now 
betting that OrakzaiVs military background 

relationship with Musharraf 

him to do a better job than his predecessor. They write off 
Rehmanvs criticism as sour grapes 

questions that will help us assess GOP performance in the FATA 
over the longer term. End comment. 

SPANGLER 
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Papadopoulos administration." With his Greek Cypriot 
interlocutors 

economy of the north in order to help the Turkish Cypriot 
community distance itself economically and politically from 
Ankara. Kyprianou and MFA Cyprus Question and EU Affairs 
Director Ambassador Erato Marcoullis agreed 

effort in this direction that amounted to V'advancing the 
economy of a state. V 


2. (C) In the north 

Rasit Pertev stressed Turkish Cypriot disappointment at the 
lack of progress towards a solution as well as growing 
reservations about the UNVs role. Erkut Sahali 

Secretary to the VTRNC Prime Minister" predicted that 
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municipal and parliamentary bi-elections in June would not 
undermine the ruling CTPVs pro-settlement policies or its 

grip on power. Representatives of the Turkish Cypriot Chamber 
of Industry expressed frustration with trade restrictions on 

the north\'s economy and called on the United States to take 
the lead in easing Turkish Cypriot economic isolation. End 
Summary. 


ROC Elections and Beyond 
3. (C) AKEL spokesman Andros Kyprianou began by outlining 


the party\'s expectations for the May 21 parliamentary 
elections. AKEL considered winning at least 30 percent of 
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the vote \"to be of vital importance." DISY and ΡΙΚΟ 
course 

positions. This was particularly true for DISY 

increase their numbers to form a government coalition to 
exert pressure on the President and alienate AKEL. Even so 
Kyprianou expected AKEL to maintain its position and again 
win the largest percentage of the vote. Kyprianou noted that 
even in a campaign focused largely on domestic issues 
parties would seek to use their handling of the Cyprus issue 
to build support. AKEL 

largely on its advocacy for a Cyprus settlement. The party 
firmly backed the technical talks agreed to in Paris by 
President Papadopoulos and UNSYG Annan 

parties should discuss issues of political significance as 
well as matters of daily life. Kyprianou noted that after 

the elections 

for the beginning of negotiations by 1) continuing its 
dialogue with the north\'s ruling CTP party and 2) increasing 
its sponsorship of and participation in bicommunal events. 
Improving strained relations with CTP was particularly 
important. 


4. (C) DISY deputy leader Averof Neophytou was more careful 
in speculating on the election outcome. DISY was prepared to 
take an electoral hit if it meant advancing the prospects for 
reunification. AKEL 

efforts to negotiate a settlement in pursuit of votes. 

Neophytou noted his party\'s disappointment at the way in 
which President Papadopoulos V'used the international 
community" and \"misleadingly represented the February Paris 
talks as an initiative towards the island\'s unification 

in actuality the talks did not serve the ROC\'s interests. V" 
Neophytou also expressed his party\'s hopes that new efforts 
towards a settlement would begin after the election. The 
future of the settlement was 

to the outcome of the May 21 vote. 


Annan Plan: In ROC 


5. (C) All of our Greek Cypriot interlocutors outlined 

their main objections to the Annan Plan 

property 

remain 

return 

the plan would be implemented as agreed. Still 

Cyprus Question Division Director Erato Marcoullis began her 
meeting with Hunt by expressing her optimism with regard to 
the future of the Cyprus issue. Marcoullis was strongly 


critical 
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negotiations and the UNSYGVs \"misuse\" of his arbitration 
authority. Because of the way in which the negotiations were 
handled 

as an imposed solution analogous to the 1960 treaties of 
guarantee that established the discredited guarantor system. 


6. (C) Neophytou pointed out that his party had suffered 
dearly for its \"Yes\" vote in the Annan Plan referendum. DISY 
supporters had been labeled \"traitors\" and had been accused 
of forming a coalition with the \"Anglo-Americans\" and Turkey. 
For this reason 

the Annan Plan.\" Although he is willing to acknowledge 
privately that the Plan remained the only viable basis for 
reunification 

and his supporters had successfully demonized the Plan to the 
point where it was now political poison. In terms of future 
settlement efforts 

\"Annan\" name should be removed from any plan; 2) there should 
be no future \"Yes/No\" referenda 

public should be reassured that the EU was playing a central 
role 

have a tendency to show defiance to the international 
community as a symbol of patriotism 

in such scenarios are generally viewed as a national 

triumph. The power and purity of NOW or \"OXI\" was deeply 
ingrained in the Greek psyche 

celebration every October 28 of Metaxas\' rejection of 
Mussolini\'s ultimatum on “ОХІ Day. 


Economic Development for Turkish Cypriots 


7. (C) With his Greek Cypriot interlocutors 

the importance of building up the Turkish Cypriot economy 
and enabling Turkish Cypriots to distance themselves 
politically and economically from Ankara. Kyprianou was 
quick to point out AKELVs support of the 259 million euro EU 
aid package for the Turkish Cypriot side. AKEL would 
however 

Cypriot firms be conducted through \"legal harbors\" (in the 
south). The Greek Cypriots also had a \"sensible\" proposal on 
the table that would legitimate trade through Famagusta. 
While expressing his support for Turkish Cypriot economic 
development 

north became economically self-sufficient 

Cypriot side would lose interest in a solution. 


8. (C) Marcoullis articulated the GOC view that Talat and 
the Turkish Cypriots were simply not in control in the north 
and this was the most serious drag on efforts to reach 
agreement on a Cyprus settlement. According to Marcoullis 
it was the Turkish military that exercises effective control 
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over the Cyprus issue. Expressing sympathy for the Turkish 
Cypriots\' position and their V'deprivation suffered as a 
function of Turkey\'s military occupation of one-third of 
Cyprus 

ofthe Turkish Cypriot community.\" She made a point to 
distinguish this 

\"boosting the economy of a separate state.\" Marcoullis also 
credited the ROC with offering Turkish Cypriots a range of 
benefits since the opening of the crossing points in April 
2003. Turkish Cypriots were entitled to free medical care in 
the south. They could (and did) claim ROC passports and the 
benefits of EU citizenship. Turkish Cypriot income had 
effectively doubled in the three years since the crossing 
points opened 

she claimed. 


UN \"Disappoints\" the North 


9. (С) \"President\" Talat\'s Undersecretary 

told Hunt that there were \"worrying signals\" that the Greek 
Cypriot political leadership was trying to \"annihilate the 
Annan Plan.\" The UN had repeatedly failed to take a strong 
stance in its dealings with Greek Cypriots and had 
inexplicably backed off its previous (and in his view 

correct) insistence that the Annan Plan be used as the basis 
for further settlement talks. Pertev agreed with Hunt that 
the Plan had been effectively \"demonized\" on the Greek 
Cypriot side. Hunt suggested that the Turkish Cypriot side 
be flexible in its terminology and not lock itself in to the 
name \"Annan.\" It was important 

Cypriots to retain the moral high ground and keep from doing 
harm to the pro-solution image they had earned in the 
international community. Pertev said the Turkish Cypriots 
could be flexible with regard to use of the term \"Annan 

Plan 

apparent rejection of a bicommunal 

9 interview the French publication \"L\'Express.\" This cast 
doubt over Greek Cypriot commitment to the long-standing and 
universally accepted goal of a shared federation 

Vextremely troubling for the Turkish Cypriots 


still trying to overcome the negative fallout from the 
February 28 Paris meeting between Annan and Papadopoulos. 


10. (C) Pertev maintained that the Turkish Cypriot side was 
disadvantaged in its dealings with the Greek Cypriots 
because UN SRSG Michael Moeller was not an impartial 
mediator. Moeller spent more time on the Greek side 
Greek Cypriot sources for information 

Greek language 
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of view with regard to the Cyprus issue. Because of the 
general Turkish Cypriot perception that "UN sympathies lie 
with the Greek Cypriots 

Cypriot leadership needed to increase its efforts to 
familiarize Moeller with their positions 

sensitivities. The Turkish Cypriots would try to set up 
meetings in the weeks ahead between Moeller and 
representatives of the north\'s civil society 

community 

result in more evenhanded dealings on the part of the UN. 
Pertev feared that UNSYG Annan 

office 

result in a guaranteed victory" for his Good Offices 
Mission. This 

so reluctant to visit the island. 


Little Change Expected After \"TRNC\" June Elections 


11. (C) Erkut Sahali 

predicted that June 25 municipal and parliamentary 
by-elections would not shake the pro-settlement CTP\'s grip on 
power in the north. Because the opposition was so 
disorganized and demoralized 

consolidate its dominant political position by winning both 
vacant V parliamentary" seats and increasing the number of 
municipalities it controlled. He suggested that after the 
elections 

reorganize several \"state\" agencies. For example 

electricity authority "KIBTEK 

\"Ministry of Agriculture\" (and therefore controlled by the 

TP\'s nationalist junior partner 

would move to the CTP-run \"Ministry of Finance.\" Sahali said 
these changes were designed to streamline the functioning of 
the \"state 

He pointed out that other planned shifts would either be 
zero-sum swaps (with Serdar retaining control of the \"Office 
of the Environment\" as it moved from the DP-run \"Ministry of 
the Economy\" to \"Agriculture\") or losses for the CTP (with 
the public citrus company \"CIPRUVEX\" moving from \"Finance\" to 
\"Agriculture\"). He was less clear whether any 
\"cabinet\"-level reshuffles were in the works 

that none of the anticipated changes would derail the Turkish 
Cypriots\' broad pro-settlement policy orientation. 


Economic Optimism 
12. (C) Outgoing President of the Turkish Cypriot Chamber of 


Industry Salih Tunar (who had resigned from his position the 
day before his meeting with Hunt to run as a DP candidate in 
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the June parliamentary Elections) joined incoming chamber 
president Musa Sonmezler and chamber secretary Galip Yuksel 
in stressing the paramount importance of economic development 
inthe Turkish Cypriot community. Sonmezler outlined the 
expansion of the \"TRNC\" economy during the last two years 
citing tourism 

the key growth factors. He added that the \"TRNC\" was 
enjoying low inflation coupled with low interest rates 

stressed that international economic isolation remained the 
significant barrier to real 

Absent this isolation 

Cypriots could V'catch up with\" their Greek Cypriot neighbors 
in a few short years. According to Sonmezler 

Cypriots continued to insist on unjustly isolating the 

Turkish Cypriots. Even as they insisted all the northVs 

trade pass through the ROC-controlled south 

Greek Cypriots had not overcome their political and 
psychological barriers to trading with Turkish Cypriots. 

These continued to be the most significant obstacles to 
north-south trade. 


13. (C) All of Hunt's Turkish Cypriot interlocutors 

expressed satisfaction with the Austrian Ambassador\'s May 8 
V Europe Day" speech in the north in which she said that the 
EU would seek to restore the 120 million euros of aid that 

had been lost when the parties had failed to reach agreement 
on the modalities of implementation before a key deadline 

(ref c). Even so 

anticipated the Greek Cypriots would V'create difficulties\" by 
imposing serious restrictions on Turkish Cypriot access to -- 
and use of -- EU aid. Hunt\'s interlocutors were unanimous in 
predicting that Turkey\'s implementation of the Ankara 
Protocol (the opening of Turkish ports and airports of 
Cyprus-flagged vessels) would be a \"disaster\" for the Turkish 
Cypriot economy. Turkey was currently the north Vs only 
conduit for external trade. According to Sonmezler 

door were opened to Greek Cypriots 

Turkish Cypriots.\" As an example 

Cypriots have been able to block McDonalds from opening 
franchises in the north by threatening to withdraw concession 
licenses in the south. Sonmezler urged the United States to 
set an example to the international community by supporting 
the north\'s economic development and taking V'more concrete 
steps to ease Turkish Cypriot isolation." Yuksel outlined 
plans by foreign investors to expand and diversify the 

tourism sector through the construction of nine new hotels in 
the Karpass region 

capacity to approximately 30 
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superpower.\" MbZ offered to provide information about 

Iranian \"investors\" who have been sheltering millions of 

dollars in small Gulf businesses in order to shield 

themselves from expected economic sanctions against Iran. MbZ 
predicted \"a long struggle\" in Iraq 

in expanding its military contingent in Afghanistan to as 

many as 1000-plus troops. End Summary. 


2. (C) А DOD-State-NSC-USCENTCOM delegation 
Ambassador and Polchief (notetaker) 

MbZ and his International Affairs Director Yousef al-Otaiba. 
The USG interagency team was composed of PDUSD Henry 
Hillen 

Affairs Michael Doran 

Policy Admiral Robert Moeller 

Frank Ruggiero 

Graham. 


3. (C) PDUSD Henry explained that U.S. team had traveled to 
speak with Gulf allies in order to underscore U.S. commitment 
to the long-term stability and security of the region 

address concerns about Iran\'s nuclear capability. Henry said 
the U.S. is willing to commit its capabilities and forces to 
make certain the Gulf is secure over the long-term. The U.S. 
also is interested in launching a dialogue with each of the 

Gulf Cooperation Council (GCC) states about ratcheting up the 
bilateral security dialogue with each of them. He said that 
DoD\'s recently completed Quadrennial Defense Review 
emphasizes the need for the U.S. to develop its defense 
capabilities in the region. \"We want to let our friends know 
that we are more willing to do our part and want to help them 
do their part 

signal to Iran 


Gulf Security Dialogue 


4. (C) A/S Hillen underscored the USG\'s goal of seeking to 
solve any conflict with Iran peacefully and diplomatically. 
However 

understand that no one is V'going to be bullied\" by its 

nuclear ambitions. Hillen told MbZ that the U.S. would be 
sending a proposal to the UAE MFA for a security dialogue 
that would cover defense cooperation 

security 

counter-terrorism. \"We want to have a regular 

dialogue with your country 

kicking off such a dialogue this coming fall in the United 
States when UAE officials are in New York for the UN General 
Assembly. MbZ responded favorably. MbZ also supported the 
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concept of planning security needs for the next 20 years. He 
urged the U.S. to move swiftly with its proposal for a 

security dialogue. 


5. (C) Hillen and Henry both emphasized that the Gulf 
Security Dialogue should build on existing bilateral 
cooperation 

possible. MbZ urged the U.S. to come back with a proposed 
timeframe 

much time because the \"we are good at buying time.\" Echoing 
what he told NEA A/S David Welch in Abu Dhabi in March 
said it was not necessary to wait for all GCC states to agree 
all at once to an initiative vis--vis Iran (ref A). 

VWhoever does not want to join in 

catch up later on 
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to the timeframe set. MbZ made clear his priorities: \"This 
is the future of my country ... There is nothing | would be 
more delighted to help you with.\" When asked whether he 
thought the U.S. should state publicly its declared security 
policy in the Gulf 

discuss the plan first 

later. 


Defense Cooperation and Counter-Proliferation Proposals 


6. (C) A/S Hillen also briefed MbZ more fully on defense 
cooperation and counter-proliferation proposals 

ways to bolster air and missile defense 

and unconventional and counter-proliferation capabilities 
MbZ was most keen to learn more about the Littoral Combat 
Ship suited to Gulf waters. V'What is it?" he asked 

sitting up in his chair. After hearing Admiral Moeller\'s 

brief description of the vessel 

dimensions and air defense capabilities. Hillen explained 
that the Littoral Combat Ship was a \"potent vessel 

it could figure in a broader 

would like to initiate with the UAE Armed Forces about 
developing maritime capabilities and a common air defense. 
Hillen also cited the РАС-Ш Patriot missile. V'We want to 
listen to your Armed Forces to see how they want to expand 
their capabilities 

for his governmentVs decision to privately endorse the 
Proliferation Security Initiatives Statement of Interdiction 
Principles. A/S Hillen encouraged immediate UAE 
participation in upcoming PSI exercises. 
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Diplomatic Options 


7. (C) NSC Senior Director Doran briefed MbZ on the various 
diplomatic options that are available to pressure Iran to 
change course 

be faced with a stark decision of either accepting Iran with 
nuclear weapons or going to war with the Iranians to prevent 
them from obtaining nuclear weapons. The best route 
suggested 

Council with pressure in the region and through the 
international economic system. He briefed on EU and U.S. 
discussions on a possible incentives package to go along with 
a UNSC Chapter VII resolution. The economic incentives would 
send a positive message to the Iranian people. Conversely 
the U.S. would reject enrichment of uranium on Iranian soil 
Doran said. \"The U.S. believes there have to be sticks as 
well as carrots 

diplomatically 

economic system. At the same time 

solidarity from the region that lets Iran know that the 

pursuit of nuclear weapons will make them more vulnerable. V 


A Nuclear Iran 


8. (C) MbZ said he believed Iran would have nuclear weapons 
Vunless somebody stops them.\" He said \"it was a matter of 
time.V Iran has long had nuclear ambitions and Iranian 
leaders have been planning the program for years. V'We һауе 
been taken for a ride 

relations campaign that Iran has waged over the years to 
promote its interest in nuclear energy. The Iranians want to 
have nuclear power in order to be a superpower like they were 
3 

know how to bargain 

with either India or Pakistan being nuclear powers because 
\"they are friends 

also demonstrated his usual disdain for Hizballah 

they are more dangerous than al-Qaida. Hillen replied that 
\"greatly enhanced\" defense cooperation between the U.S. and 
the Gulf allies V'will put us in a strong position to follow 

and counter Iran 

the U.S. had no intention of abandoning its friends. 


Iranians Preparing for Sanctions? 


9. (C) MbZ also reported that Iranian \"investors\" were 
sheltering hundreds of millions of dollars in small Gulf 
businesses and elsewhere as insurance against expected 
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economic sanctions against Iran. Such investors have 
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businesses in the UAE 

that the UAEG found out about them \"by accident.\" MbZ said 
the Iranians are \"trying to get their money out 

are keeping the funds in other Gulf countries apparently 
believing that the U.S. will not investigate. \"They are 

always one step ahead. This is why | like the U.S. 20-year 
plan 

offered to provide to us more information on this phenomenon 
in the future. 


10. (S) During the course of the conversation 

thoughts on Iraq and Afghanistan with the visitors. On the 
former 

Arabia and the UAE continued to work together to help support 
Iraqi \"nationalists.\" The Iraqi moderates required some 
$50-60 million each month 

regional countries had only been able to furnish ten percent 
of that amount (ref B). This amount was less than the $7 
million the UAE estimated was coming monthly through 
Qatar-based Egyptian cleric Yousef al-QaradawiVs group and 
other Muslim Brotherhood linked charities into Iraq. V'It is 
going to be a long struggle 

reaffirmed his interest in deploying additional UAE troops 

in Afghanistan (UAE Special Operations troops number 
approximately 250 at present). He said that the UAE Chief of 
Staff 

the process of forwarding a request to offer a battle group 

of 1000-plus men for Afghanistan and asked for U.S. support 
in ensuring that his men V'see action." (Note: Although MbZ 
did not specify whether he was referring to Special Ops or 
conventional land forces in discussing the battle group 

offer 

Special Ops troops have rotated through Afghanistan over the 
past two and a half years. End Note.) 


11. (U) A/S Hillen 
message. 


SISON 
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Intellectual Property Rights V" (IPR) to promote positive 
initiatives to improve IPR protection in the 
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Philippines 

the private sector 

and the USG. The program was divided into two parts. 
During the first part 

participants discussed the state of IPR protection in 

the Philippines since its movement from the Special 301 
Priority Watch List to the Watch List in February 2006. 
The Ambassador opened the second part of the program 
for which the GRP joined the Embassy and private sector 
participants in the roundtable. Intellectual 

Property Office Director General Adrian Cristobal 
delivered a presentation on GRP accomplishments and 
strategies for improving IPR protection 

followed by general discussion. Other GRP participants 
included officials from the Justice Department 

Customs 

well as the Chief State Prosecutor 

Optical Media Board Chairman Edu Manzano 

known judge 

background in IPR cases. 


3. (SBU) Industry participants acknowledged progress 
but pointed out that enforcement remains a major 
problem because of lengthy judicial delays 
transparency 

cited a decade-old case that the GRP just now will 
begin prosecuting since the courts over the last ten 
years have had to address interlocutory appeals. Many 
noted that prosecution of IPR violators lacks 
transparency: judges often quash search warrants 
without explanation and issue rulings inconsistent with 
other cases. Venue is another issue 

often tried in provincial courts 

susceptible to local influence. Participants also 
expressed concern that the judicial process and 
sentencing provisions do not serve as effective 
deterrents to IPR violators. 


4. (SBU) Participants said that GRP support for IPR 
protection has been lukewarm 

to copyright protection. Participants reported mixed 
results in dealing with the Intellectual Property 

Office (IPO) 

agencies. Participants commented that most senators 
and congressmen appear to recognize the value of IP 


MANILA 00002160 002 OF 004 


Column 3 


rights 

interest groups. Representatives of the Pharmaceutical 
and Healthcare Association of the Philippines (PHAP) 
said that the GRP has been largely unresponsive to its 
key issues 

as the Roxas Bill (ref A) and the implementing rules 
and regulations to Executive Order 51 

Code\" (ref B). Microsoft reported tepid local business 
support for IPR enforcement efforts due to fear of 
negative political ramifications. However 

participants 

Satellite Broadcast Association of America (CASBAA) 
successfully engaged the IPO on programs where they 
collaborate and provide funding and/or technical 
assistance to GRP agencies. 


5. (U) Industry presenters highlighted strategies for 
improving IPR in the Philippines 

initiatives on enforcement 

greater cooperation with the GRP. CASBAA\'s anti-piracy 
program is aimed at disrupting illegal programming 
through judicial and police activities. Beginning in 
September 2005 

cable companies and repeat raids on two. All companies 
quickly resumed broadcasting 

airing illegal programming. CASBAA noted that many in 
the cable industry took notice and CASBAA hopes the 
raids serve as a deterrent to other would-be pirates. 
CASBAA is also filing criminal and administrative 
complaints against cable pirates 

while the judicial process is arduous 

disruptive to the pirating company. CASBAA commenced a 
public relations campaign in October 2005 aimed to 
persuade companies using illegal programming to \"go 
legit 

piracy 

newspaper articles and television commercials. CASBAA 
has proposed a joint \"Cable Piracy Summit\" with the 
GRP. CASBAA said that the Mission\'s support has been 
essential to their efforts. 


6. (U) The heart of Microsoft\'s IP approach is to 
build a \"strong IP ecosystem\" by focusing on 
development of the local software industry in order to 
create local demand for IPR protection as well as 
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opportunities for economic growth. One example is the 
\"Fly High 2010\" campaign 

collaborative growth plan for the Philippine software 
industry 

strategy. Microsoft also targets enforcement efforts 
both independently and through the Business Software 
Alliance (BSA). In August 2005 

the National Bureau of Investigation (ΝΒΙ) 

and the Philippine National Police (PNP) on a 
\"Countdown-Crackdown\" campaign 

enforcement raids on software pirates. BSA also 
spearheaded licensing compliance efforts with less than 
desired results. Microsoft noted that collaboration 

with the GRP can improve the net result; Countdown- 
Crackdown resulted in a much higher magnitude of 
compliance 

quarter of 2006. 


7. (U) Levi Strauss Company\'s self-described 
aggressive brand protection strategy includes trademark 
registration 

education. Through its \"Show No Mercy\" program 
company pledged to make infringement as economically 
unfeasible as possible through relentless enforcement. 
Levi Strauss actively lobbies the GRP 

NBI 

Justice (DOJ) and is participating in many anti- 
counterfeiting coalitions. In training and education 

Levi Strauss conducted brand protection workshops with 
Customs familiarizing officials with trademarks 

designs 

Levi Strauss will be embarking on a project with IPO in 
October 2006 to increase brand awareness and engage in 
further education through participation in public 

events and advertisements. 
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8. (SBU) With the RP\'s removal from the Priority Watch 
List 

build and ensure transparency within the RP judicial 
System are imperative since this is where enforcement 
of IP laws tends to break down. Embassy officials 
encouraged the industries to identify both alleged 
infringers 

enable them. That information 

now be included in the Embassy\'s consular lookout 
system. While such lookouts may not necessarily result 
in a visa denial 
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for consular officers. 


9. (U) Cisco Systems described tactics that have been 
successful in Singapore 

companies 

their principal officers 

assets for children\'s programs. Embassy officers 
encouraged private sector participants to share best 
practices from ASEAN countries with the GRP. 
Participants agreed that creating IP courts would help 
eliminate the current practice of trying cases in 
provincial courts. 


10. (U) Іп her remarks 

common economic interests of the U.S. and the RP in 
achieving stronger IPR protection. She congratulated 
the GRP for recent improvements and initiatives that 
led to its removal from the Priority Watch List but 
noted that there is still work to be done. The 
Ambassador encouraged the private sector to continue 
working with both the U.S. and the Philippine 
governments. The Ambassador noted that effective 
teamwork would strengthen enforcement critical to new 
investment 


11. (U) IPO Director General Adrian Cristobal\'s 
presentation focused on defining achievements and 
outlined strategies for sustaining those improvements 
in order to strengthen the RPVs intellectual property 
system. Cristobal emphasized that there is political 
will to improve IPR protection at the highest levels of 
the GRP 

policy statements linking IPR protection to the GRPVs 
war against poverty and tying IP to the RP national 
interest. Cristobal told participants that creative 
strategies to maximize resources are necessary 
resources for IPR enforcement are shared with other 
enforcement priorities. He suggested that IP owners 
look at increased investment in public education and 
brand protection. 


12. (U) Cristobal cited a number of recent policy 
directives and initiatives that further clarify 
responsibilities and strengthen government agencies in 
charge of IPR enforcement. He said that there is an 
increased awareness of IP issues in the general public 
and within certain public sectors. CristobalVs 
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highlighted successes: 28 convictions for IPR 
violators between 2004 and the first quarter of 2006; 
targeted training for judges and prosecutors on IPR; a 
public outreach campaign; and public-private 
partnerships with various companies and industry 
associations. IPO\'s ongoing goals include creating an 
IP Academy 

stakeholders 

Cristobal said that the GRP\'s continued work on key IPR 
initiatives will ensure further improvements in the 
Philippines\' IP system. 


13. (SBU) In a follow-on discussion 

detailed plans for the IPO\'s unclassified 

IPR enforcement database 

operational in June 2006. Case details 

information on prosecutors 

status 

website is already partially constructed. However 

may take several months before it is fully operational 
due to interagency procedural concerns that need to be 
addressed. End Note.) 
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14. (U) With respect to pharmaceutical patents 
Cristobal reassured the group that the Philippines 
protects all patents for the full duration of those 
patents 

importation of IPR infringing goods 

that the Bureau of Customs recently signed a Memorandum 
of Understanding with China 

cooperation and detailing specific procedures for 
handling such goods. The GRP noted difficulties in 
coordinating with IP rights holders on suspected 
infringement cases. The IPO is developing a database 
of IP owners 

efficient mechanism for contacting them. 


15. (SBU) The general tone of the discussion was 
positive and forward-looking. While many private 
sector representatives acknowledged a heightened level 
of GRP attention and progress since the 301 Priority 
Watch List decision in February 2005 

concern about ongoing problems 
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Several participants commented that the Embassy 
roundtable assured them that the USG is maintaining 
pressure on the GRP. Cristobal\'s presentation also 
conveyed that the GRP is looking to build on 
improvements it has already made and not rest on its 
laurels. Many private sector participants said that 

the event was helpful and constructive 

that the Embassy also facilitate smaller roundtables to 
focus on specific issues. 


16. (SBU) By having industries focus on successful 
strategies for engaging the GRP 

encourage a sharing of ideas and further collaboration 
across industry sectors and with GRP agencies. Those 
industries and companies who have clearly defined 
strategies that includes positive cooperation with the 
GRP 

express more optimism about the prospects for improved 
IPR protection within their industry sector. A common 
IPO complaint is that some of the most vocal critics of 
the quality of IP protection in the Philippines 

as the International Intellectual Property Alliance 

(IIPA) and the Association of American Publishers 

not engaged the GRP on any level. Private sector 
involvement is an important component of PostVs 
strategy to improve IPR. Roundtables are a useful tool 
for defining problems 

reinforcing GRP commitments to progress. 


17. (SBU) The GRP remains highly engaged on IPR and has 
a defined strategy for moving forward in 2007. GRP 
attendance at Post\'s roundtables have been high 

key enforcement agencies have not consistently 

attended. The unprecedented participation of several 

senior Department of Justice officials 

Chief State Prosecutor 

and a senior judge 
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would be victorious in his reelection bid. Ina May 15 
conversation with poloff 

concerned about economic issues 

the new administrative capital 

jeopardy ifthe GNP won the 2007 presidential election. Yum 
who defected from the GNP to join Uri in 2005 

as strong on all three issues. 


2. (SBU) Park acknowledged that Yum\'s success could not 
necessarily be seen as a measure of the Uri Party\'s 
popularity. Pointing to local polls that showed the GNP\'s 
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towering support rate and the GNP\'s lead in the five other 
local seats that are at stake 

Daejeon 

party. (NOTE: Park said that a critical race would be 
Gwangju 

resources. END NOTE.). 


3. (SBU) Chungnam University (located in Daejeon) Political 
Science Prof. Yoo Byeong-seon agreed that Yum\'s success was 
more personal 

Yoo said that when Yum switched from the GNP to Uri 

brought with him 5 

chapter. In one stroke 

political loyalists in his favor 

the local GNP chapter. 


GNP CONFIDENT ABOUT FIVE OTHER REGIONAL SEATS 


4. (SBU) That said 

Kang Chang-hee told poloff May 15 

out a GNP victory for mayor. He said that Yum enjoyed a 
large lead at the moment 

incumbent candidate. The biggest challenge in the region 
would be to overcome the misperception that the GNP was 
against the planned administrative city. He said that some 
party members from Seoul were opposed 

position was to support the initiative. Once the voters 
understood this point 

candidate Park Sung-ho. 


5. (SBU) In fact 

has narrowed over the past few days in the aftermath of the 

May 27 attack on GNP Chairwoman Park (Ref B). However 

has not increased in popularity; rather 

decreased in popularity. In the latest polls 

the public supported Yum while 23 percent supported the GNP\'s 
Park. In polls previous to the attack 

percent approval rating. 


6. (SBU) Kang expressed more confidence 

five other Daejeon-area races. Kang echoed Park\'s 
observation that 

higher support in general pre-election polling and was likely 
to win all other regional race in contention. 


PEOPLE FIRST PARTY FACES FIRST ELECTORAL TEST 


7. (SBU) Shim Dae-pyong 
governor and Co-Chairman of the new People First Party (PFP) 
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told poloff May 15 it was too early to predict the election 
because as many as 65 percent of voters were still undecided. 
He said that because central province citizens trusted 

neither the GNP nor the Uri Party 

create his party \"to give hope to the region.\" Shim said 

that the two larger parties had no real interest in local 

politics and only traveled out of Seoul at election time. 

Despite the focus on regional issues 

a party with nationwide appeal. 


8. (SBU) Dismissing talk of a merger with any other party as 
premature 

credibility in the local elections. Asked about his 
widely-reported efforts to recruit former Mayor and Prime 
Minister Goh Kun to his party 

circles would have to \"wait and see.\" 


9. (SBU) Political circles 

concerned about the PFP\'s prospects. Тһе GNP\'s Kang said 
that the country had moved beyond the regional politics that 
the PFP represented. He said that although there was initial 
speculation that the party could signal a resurgence of 
regionalism 

and failure to attract any high-profile candidates were 
preliminary signs of failure. The Uri Party\'s Park likewise 
believed that tne PFP did not represent a formidable 
challenge 

PFP were able to win even one seat. 


10. (580) Chungnam University Political Science Prof. Cho 
Chan-rai concurred. Cho told Poloff on May 16 that the PFP 
was an effort to resurrect the golden years of the United 
Liberal Democrats under Kim Jong-pil. However 

Jong-pilVs charisma and organizational ability 

likely to fail. Cho also said that the major parties clearly 
understood the importance of central province voters and were 
paying more attention to their needs 

need for a regional party. 


COMMENT 


11. (SBU) Daejeon is one of the few major races that the Uri 
Party might win in the May 31 local elections. However 
success there should not be read as an indicator of general 
support for the party 

rates in the low 20s. Mayor Yum 

ballot 

running solely on his own 

Despite YumVs apparent strength 
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Chairwoman Park Geun-hye 

Province and proved herself to be a regional force during the 
2005 bye-elections 

projected. The race may also be the first 

final 

anything 

disappear. END COMMENT. 

VERSHBOW 
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defense chief; Flight paths to be improved instead 


(5) Yosano masterminds establishment of Council on Unified Reform 
of Fiscal and Economic Systems; Panel will likely have great 

impact on post-Koizumi administration; Takenaka\'s influence on 
wane 

(6) Post-Koizumi race: Researching Taro Aso (Part 4) 


ARTICLES: 


(1) Poll on Koizumi cabinet 
candidates 


ASAHI (Page 4) (Full) 
May 23 


Questions & Answers 
(Figures shown in percentage 
results of the last survey conducted April 22-23.) 


Q: Do you support the Koizumi cabinet? 


Yes 45 (50) 
№ 439 (36) 


Q: Which political party do you support now? 


Liberal Democratic Party (LDP) 34 (38) 
Democratic Party of Japan (DPJ or Minshuto) 19 (17) 
New Komeito (NK) 3 (9) 

Japanese Communist Party (JCP) 2 (2) 


Social Democratic Party (SDP or Shaminto) 2 (2) 
PeopleVs New Party (PNP or Kokumin Shinto) 0 (0) 


New Party Nippon (NPN or Shinto Nippon) 0 (0) 
Liberal League (LL or Jiyu Rengo) 0 (0) 
Other political parties 1 (0) 

None 37 (34) 

No answer + don\'t know 2 (4) 


Q: As likely candidates for the next prime minister after Mr. 
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Koizumi 

Aso 

Who do you think is appropriate for the next prime minister? 


Taro Aso 3 (4) 
Shinzo Abe 41 (45) 
Sadakazu Tanigaki 1 (3) 
Yasuo Fukuda 29 (20) 
Other persons 16 (17) 
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Q: What would you like the next prime minister to prioritize in 
particular? (One choice only) 


Improve Japan\'s foreign relations 14 


Economic stimulus measures 21 
Fiscal reconstruction 14 

Low birthrate countermeasures 25 
Correct economic disparities 21 


Q: The Japanese and US governments have agreed on the realignment 
of US forces in Japan. To what extent are you interested in the 
US military\'s realignment? (One choice only) 


Very interested 23 
Somewhat interested 49 
Not very interested 21 
Not interested at all 5 


Q: The Japanese and US governments have decided to relocate 
Futenma airfield to another site in Okinawa Prefecture and 

redeploy US Marine Corps troops from Okinawa to Guam in order to 
alleviate OkinawaVs base-hosting burden in the process of 
realigning the US military presence in Japan. What do you think 
about the US militaryVs realignment this time? (One choice only) 


Appreciate very much 7 
Appreciate somewhat 41 
Don\'t appreciate very much 35 
Don\'t appreciate at all 10 


Q: According to the agreement reached this time 

for new facilities to be built along with US military base 
relocation. Japan\'s cost-sharing burden includes a fiscal outlay 
of about 700 billion yen for infrastructure construction in Guam. 
Is this cost-sharing burden convincing to you? 


Yes 17 
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Νο 77 


Q: Do you think the government has fulfilled its accountability 
to the Japanese people for the realignment of US forces this 
time? 


Yes 6 
No 84 


Q: Do you think this US military realignment will be a plus to 
Japan\'s national security 


minus? 
Plus 39 
Minus 26 


Q: The government has introduced a bill to the Diet to amend the 
Fundamentals of Education Law 

The DPJ has also worked out its counterproposal. To what extent 
are you interested in revising the education law? (One choice 


only) 


Very interested 33 
Somewhat interested 44 
Not very interested 18 
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Not interested at all 4 


Q: Patriotism is now a point of contention over the issue of 
revising the education law. To what extent do you think you have 
patriotism in you? (One choice only) 


Very much 28 
Somewhat 51 
Not very much 14 
Not at all 5 


Q: Are you in favor of including the wording \"love Japan and its 
land\" in the education law as an objective of education? 


Yes 56 
No 29 


Q: What do you think should be done about the education law? (One 
choice only) 


Amend the law at the current Diet session 12 
Continue discussions without taking a vote at the current Diet 
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session 73 
No need to amend the law 9 


Polling methodology: The survey was conducted May 20-21 across 
the nation over the telephone on a computer-aided random digit 
dialing (RDD) basis. Respondents were chosen from among the 
nation\'s voting population on a three-stage random-sampling 
basis. Valid answers were obtained from 1 


(2) Outgoing Keidanren Chairman Okuda expresses eagerness to 
restore strained Japan-China relations; Resumption of donations 
likely to affect politics 


YOMIURI (Page 11) (Full) 
May 19 


Hiroshi Okuda held his last press conference as chairman of the 
Japan Business Federation (Nihon Keidanren) before leaving office 
at the regular general meeting on May 24. Okuda said that the 
prime minister and he were “оп the same wave length.\" However 
expressed eagerness to repair Japan-China relations that have 
been strained over the prime minister\'s visits to Yasukuni 

Shrine. Some have labeled Okuda as a \"giant among Keidanren 
chairmen 

Fujio Mitarai to tackle. 


\"When | assumed the chairmanship 

uncertainty loomed over the Japanese economy. Later 

politics and the economy were put back on the right course and 
both are now in considerably good shape. | was lucky. V 


Summarizing seven years in office 
his final press conference. He gave his own achievements a mark 
of 70 or 80 out of 100 points. 


Backed by the strength of Toyota Motor Corporation 

hailed 

chief executive in Japan\'s business world. Business circles 
always paid attention to his candid remarks. 


Okuda has supported Prime Minister KoizumiVs reform initiative. 
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Regarding mergers and acquisition (M&A) 

line with the American M&A style that lets the strong prey on the 
weak and he placed importance instead on a conventional Japanese 
management style. Keidanren allowed Livedoor Co. to become a 
member even after the discovery of its violation of the 

Securities and Exchange Law. Asked about this 
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\"That was a mistake.\" Regarding recent takeover cases 

a business tie-up between Rakuten and TBS 

\"lazy\" the executives of such companies for not paying attention 
to the moves of their companies\' shares." 


\"(Japan-China relations) have been cold politically but hot 
economically. It is also necessary for the business sector to 
work on the political world in order to bring about a thaw in 
relations with China. We in the private sector would like to do 
our best to attain that end.\" 


Many former business leaders cite as Okuda\'s greatest achievement 
his efforts to make it easier to relay the business world\'s views 

to the government. Regarding his ties with Prime Minister 

Koizumi 

same wave length regarding structural reforms 

with each other.\" He has never criticized the prime minister\'s 

visits to Yasukuni Shrine 

down 


Keidanren resumed political donations іп 2004 

donations as \"а part of our contribution to society," The total 
amount of political donations by Keidanren member companies 
increased from about 1.9 billion yen in 2003 to about 2.5 billion 
yen in 2005 

politics. 


V'To my regret 
after another. | was unable to demonstrate leadership as 
chairman. V" 


Okuda also made the above statement. He reviewed KeidanrenVs 
Business Behavior Chapter and set up a system to enable Keidanren 
to urge problem members to leave the organization. He added: "We 
were able to get many hits 

reform 

on investments in such areas as research and development 
information technology 

lowered 

Keidanren\'s call for holding down the insurance rate to 15% was 
also unsuccessful. Senior Keidanren members were chagrined at the 
result 

January 2003 proposed raising the consumption tax 

proposal has also been left unattended. 


(3) China may attempt to divide Japan 


SANKEI (Page 3) (Full) 
May 21 


China experts see changes in China\'s policy toward Japan. Some of 
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them are pointing to China\'s changeover to a flexible stance of 
dealing with Japan 

a tactic of dividing Japan 

delegations from the government and ruling coalition this year to 
visit China. 
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In February 

visited China 

Commerce Minister Bo Xilai. In March 

Tanigaki visited that country to meet with Finance Minister Jin 
Renqing 

Takenaka also went over to China. Meanwhile 

has also sent delegates to China. In February 

chairman of the LDP\'s policy board 

attended a meeting in Beijing of officers from the Japanese and 
Chinese ruling parties. In March 

friendship between Japan and China sent their members to China 
including former Prime Minister Ryutaro Hashimoto 

over the Japan Association for the Promotion of International 
Trade (JAPIT) 

chairs the Japan-China Friendship Parliamentary League. 


In the meantime 

to Japan 

and few others 

her meeting with Prime Minister Junichiro Koizumi and returned 
home in May last year. 


As seen from those visits 

pilgrimages from Tokyo to Beijing. V'China is probably thinking to 
shake up the post-Koizumi candidates expected to run in this 
September\'s LDP presidential election 

March 

China would continue a strategic dialogue with Japan 
private-sector exchange programs 

relations. Once the Chinese economy falls into minus growth 
they will need Japan\'s cooperation 

China relations said. This source added 

crisis 

attacking the prime minister for his Yasukuni visits 

be able to find a way out.\" 


Meanwhile 

the equidistance line of Japanese and Chinese exclusive economic 
zone (EEZ) waters in the East China Sea. As is well known 

are still many difficult problems Iying between Japan and China. 
One of these pending issues is disposing of poison gas shells and 
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other chemical weapons that reportedly were left behind in China 
by the Imperial Japanese Army. Another problem is China\'s claim 
over Japan\'s inherent territory 

there is the question of how to demarcate EEZ waters. ChinaVs 
military spending is also unclear. 


How will Japan face up to China? Japan will now have to conduct 
its own strategic diplomacy. 


(4) Cabinet decision on Futenma relocation will not specify 
\"elimination of danger" on grounds that it was confirmed by 
defense chief; Flight paths to be improved instead 


OKINAWA TIMES (Page 2) (Full) 
May 23 


TOKYO - Turning a deaf ear to Okinawa\'s strong call 

government has decided not to specify the V'elimination of the 
danger" of Futenma Air Station in the planned cabinet decision on 
the implementation of the Japan-US final report on US force 
realignment 

The official explained that the decision was made based on the 
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perception that the matter has been confirmed by an agreement 
between Okinawa and the central government. 


ASTERISK ASTERISK ASTERISK ASTERISK ASTERISK 


The official played up the governments plan to reduce the risks 
by such measures as making corrections in the flight paths at 
Futenma Air Station until it is completely relocated to the 
coastal portion of Camp Schwab in 2014. 


Touching on Okinawavs strong reaction to the wording of the 
cabinet decision 

\"(The last ten years) has been an accumulation of such responses. 
That kind of reaction from Okinawa will not result in reducing 

the burden on the prefecture.\" The official underscored the 
governments plan to advance work based on the agreement with 
Okinawa. 


In a regular press conference yesterday 

Defense Minister Takemasa Moriya indicated that a cabinet 
decision would not be made until after the 4th Pacific Islands 
Summit to be held in Okinawa on May 26-27 

the better. But given the local circumstances 

deadline." 
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He alluded to the government\'s possibly making the cabinet 
decision next week 

possible by obtaining local understanding and cooperation.\" 


Cabinet Office 
race to hasty cabinet decision 


NAGO -- Yoshinobu Higashi 

of the Cabinet Office 

at his office yesterday. The two leaders shared the view that the 
government should avoid a hasty cabinet decision on US force 
realignment 


After the talks with Higashi 

the Defense Agency that a cabinet decision would be made on (May) 
30 or (June) 2. But we agreed with that side (Cabinet Office) 

that a decision must not be made hastily.\" He also explained that 
Higashi had not briefed him on the proposed cabinet decision in 
detail. 


Tokyo and Washington has agreed to build 1 

relocate the heliport functions of Futenma Air Station to the 

coastline of Camp Schwab. Nago in reaction demanded that the size 
of the runways be reduced to 1 

Hirotaka Makino also conveyed his opposition to the two-runway 
plan to Deputy Chief Cabinet Secretary Masahiro Futahashi. Many 
Okinawa residents are opposed to the cabinet making a decision on 
the assumption that the prefecture will approve it. 


Shimabukuro commented about proposed economic packages: We will 
discuss the matter thoroughly with the central government. V 


(b) Yosano masterminds establishment of Council on Unified Reform 
of Fiscal and Economic Systems; Panel will likely have great 

impact on post-Koizumi administration; Takenaka\'s influence on 
wane 


MAINICHI (Page 3) (Excerpts) 
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May 23 


The Council on Unified Reform of Fiscal and Economic Systems 
(CURFES) of the government and ruling parties yesterday held its 
first meeting. It is a supreme decision-making panel launched by 
State Minister for Economic and Fiscal Policy Hajime Yosano. The 
Council on Economic and Fiscal Policy 

the Koizumi reform initiative 

panel. Yosano has relegated a major task of cutting government 
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spending to Liberal Democratic Party (LDP) Policy Research 
Council Chairman Hidenao Nakagawa 

in a fierce tax hike argument. In the meantime 

Economy 

an outline of an economic growth strategy 

dug in his heels. Yosano has thus created a new role-sharing 
system 

Communications Minister Takenaka. 


Close-up 2006 


Many members of the government and the ruling parties are 
surprised to see key officials replaced in only a couple of 
months. They attribute it to Takenaka rapidly losing power and 
Yosano expanding his role in policy discussions in the 
administration. 


Fierce debates between Yosano and Sadakazu Tanigaki on one hand 
and Nakagawa and Takenaka on the other have continued since last 
year over such issues as raising the consumption tax or an 

economic growth rate to be targeted. 


On May 11 

headquarters and signed an agreement document delegating Nikai to 
finalize an outline of an economic growth strategy. Discussing 
economic growth strategy is one of the areas for which the CURFES 
is responsible. The launching of the panel stems from this 

concept 

shrewd effort is his desire to leave Takenaka out and to bring 

Nikai into the fold. 


On the other hand 

of Chief Cabinet Secretary Shinzo Abe 

to elect a successor to Koizumi 

fiscal reform by using the CURFES. Though he is lined up with 
Yosano 

tax still remain between the two. During the first meeting on the 
22nd 

government should fully discuss the issue with the party. Their 
relations are like those of enemies who were placed by fate in 
the same boat. 


The next administration will have to come up with a policy of 
succeeding 

compiling the fiscal 2007 budget 

reconstruct the foreign policy line from October through 

December. Due to the limited time available 

the panel reaches on package reform of expenditures and revenues 
will likely be respected as is. Discussions by the panel will set 

a direction for economic policy and budget compilation by the 

next administration. The development of discussions by the panel 
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and the fate of leadership could set the political agenda for the 
post-Koizumi administration. 
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(6) Post-Koizumi race: Researching Taro Aso (Part 4) 


NIHON KEIZAI (Page 2) (Full) 
May 20 


Taro Aso started playing golf after becoming a politician. In 
defiance of his father 

golf. But he changed his mind on the advice of Susumu Nikai 
veteran politician from the Kyushu region 

from. Nikai told Aso that politicians should either play mahjong 
or golf. Aso is now a player with a single-digit handicap. 


Failure of business 


He has a sense of pragmatism that was cultivated from his 
experience of being a businessman. He failed a foray into the 
food services industry and a venture into ore mining overseas. He 
once said that those who listened to other persons\' advice should 
be suitable for a company president\'s post 


During the 2001 Liberal Democratic Party (LDP) presidential 
campaign 

Kamei 

public works projects such as the construction of a Tokyo outer 
ring road underground 

improvement in international airports. Drawing a line with 

Koizumi 

anesthetics to ease the pain caused by reforms. Economic recovery 
is needed for fiscal reform.V' He went along with KoizumiVs reform 
drive only after Koizumi won big in the presidential race 

he has raised opposing views from time to time. 


Regarding the widening social disparity issue 

campaign issue in the September LDP presidential election 

said 

rapidly. But | don\'t think the social gap has widened.\" He has 
criticized the idea of placing priority on fiscal reconstruction 

by an early consumption tax hike 

things for the worse. Consideration should be given to regional 
areas.\" He is now consciously playing up differences between his 
reform policy and KoizumiVs. 


He has made controversial remarks 
Korean people were willing to change their Korean names to 
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Japanese ones; that Taiwan is a country; and that China\'s 
military power is a \"threat\" to Japan. One of his aides said 
has little conception about watching what he says.\" 


Aso has the image of being a hawk politically 

is able accept the reality. He wrote this in a local newspaper 
about the Japan-US alliance 

is good to get along with a strong person if you have a dangerous 
person around you.\" He said 

inthe war as the end of the war. He also clearly stated: \"The 
Self-Defense Forces are a military.\" This kind of his thinking is 
similar to that of Koizumi 

security argument. 


Refrains voluntarily from visiting Yasukuni Shrine 


The major issue is whether he will visit Yasukuni Shrine (if he 
becomes prime minister). Aso first visited the Shinto shrine at 
the age of 11 on April 28 
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came into effect 

Shigeru Yoshida. He never forgets his grandfather who always 
bowed his head at the shrine. His grandfather told him 

the day when Japan becomes independent. V" 


Aso continues to support KoizumiVs shrine visits 

countries should not interfere in the prime ministerVs visits to 
the shrine. V" There are differences in specifics between Aso and 
Shinzo Abe 


Aso has visited Yasukuni Shrine every year since he became a 
politician 

foreign ministers post. He explained: \"! must give preference to 
national interests over personal beliefs. It is problem to 

entrust to one religion the important task of honoring the 

spirits of the nation s war dead." He indicated in his remarks 

that he might continue to refrain from visiting the shrine. He 

also indicated that he was looking into making Yasukuni Shrine a 
secular organization or having Class-A war criminals removed from 
the shrine where they are enshrined. 


However 

now a double-edged sword since forces opposing Abe have turned to 
supporting Yasuo Fukuda. Aso is now looking for ways to play up 

his own political identity in between Abe and Fukuda. 


Asia diplomacy 
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Improvement in the transparency of ChinaVs military power is 
important 

East Asia. The US military\'s deterrence power will be maintained 
and strategic ties with India and Australia will be strengthened. 
Regarding the North Korea issue 

South Korea will make efforts in unison. (Speech delivered in May 
in Washington) 


Yasukuni Shrine issue 


We should think of a system under which the war dead would 
appreciate our visits to the shrine. It is a significant problem 
that (Class-A war criminals) who were not killed in the war are 
enshrined. (Speech in May in Tokyo) 


Social divide 


Those who live in regional areas feel more a sense of remoteness 
than those living in urban areas. Consideration should be given 

to local areas. | wonder why everybody thinks all of Japan should 
be like Tokyo. (interview in May by the Nihon Keizai Shimbun) 


Consumption tax hike 


| am not a fundamentalist when it comes to fiscal reconstruction. 
When the economy is rising 

something that will nip recovery in the bud. The targeted 
consumption rate should be 10%. (Interview in January by the 
Nihon Keizai Shimbun) 


Constitutional reform 


The Constitution should be amended. It was established under the 
US Occupation. Japan and the international situation have greatly 
changed since then. Since environmental issues have now come up 
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| think Article 9 is not the only one that should be amended. 
(Press conference in January) 


SCHIEFFER 


3. (SBU) AII interlocutors said they expected the Kuwait 
Project to pass the National Assembly (NA) eventually. 
However 

Managing Director of KP at the Oil Development Company 
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(subsidiary of Kuwait Petroleum Company) was not optimistic 
about prospects for approval in the near future 

approval process was too slow 

uncertain 

entangled in heated public debates on electoral reform and 
redistricting. (Note: On May 21 the Amir dissolved 
Parliament. While legally he could issue a decree to approve 
the Kuwait Project 

decision or independent approval would not occur before July 
(Ref B).) 


4. (SBU) Al-Rifaai noted that the GOK\'s decision to forego a 
parliamentary vote in December was a missed opportunity at a 
time when approval appeared imminent following extensive 
consultations with relevant parliamentarians 

former heads of the NA\'s Finance and Economic Committee. The 
January 15 death of Amir Shaykh Jaber Al-Sabah and the 
ensuing political developments 

on electoral reform 

consideration and approval for the foreseeable future 

added. He predicted that the project might be approved in 
November 2006. 


5. (SBU) PIC Chairman Al-Shuwaib said he expected it to be 
voted on \"soon 

political football even after passage. KNPC Chairman 
Al-Rushaid explained that the main concern of the NA is a 
fear that the KP would disproportionately benefit the 
international oil companies (IOCs) instead of Kuwaitis. KOC 
Chairman Al-Zanki said the GOK V'already has the votes\" to 
pass the project 

\"insists on getting all the votes." 


Privatization: Joint-Ventures and Filling Stations 


6. (SBU) PIC Chairman Al-Shuwaib 

responsible for all privatization efforts at the Kuwait 

Petroleum Corporation 

venture with Dow has encouraged PIC to look for other 
opportunities abroad 

envisions PIC\'s future as becoming a holding company 

all future projects being via joint-venture including private 
sector equity participation. KNPC Chairman Al-Rushaid noted 
that the privatization of gas filling stations is \"going 
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well 
should be completed soon 
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completed by the end of 2006. Al-Rushaid said that although 
future filling stations will be private 

the location of any new stations in order to ensure that 
remote areas are served. KOC Chairman Al-Zanki said that the 
assistance of IOCs is needed to exploit Kuwait\'s smaller 
undeveloped oil reservoirs 

in through joint-ventures rather than a tendering process to 
avoid controversy like that surrounding the Kuwait Project. 
(Note: KOC has started detailed talks with all the big IOCs 
on how to partner 

particular technical issue.) 


Gas Find Encourages Third Petrochemical Venture 


7. (SBU) KNPC Chairman Al-Rushaid was \"very pleased\" with 
the recent natural gas discovery (Ref A). He said the gas 
would supply both power plants (demand for electricity will 
double in 10 years 

KOC Chairman Al-Zanki said that IOCs would be needed to 
extract the gas 

them through joint-ventures rather than an open tender 
process. Al-Zanki also noted that since the gas is 

classified as V'gas condensate 

count against Kuwait\'s OPEC quota. PIC Chairman Al-Shuwaib 
said the find has encouraged him to pursue a third EQUATE 
petrochemical facility 


Fourth Refinery 


8. (SBU) According to KNPC Chairman Al-Rushaid 

refinery 

located in Al-Zour 

site in terms of environmental 

transportation considerations. Al-Rushaid touted several new 
technologies to be used in the new refinery 

that will produce low-sulfur fuel oil for Kuwait\'s power 

plants 

Vclosed loop\" cooling system to ensure that no effluent water 
is released back into the sea. All four stages of the 

project have been tendered 

receive bids by August 2006. (Note: Chevron is still hoping 
that an alternative site will be chosen. The planned 

refinery is now slated to abut their Neutral Zona 

joint-venture compound.) 


Looking Abroad for Investments 


9. (SBU) PIC Chairman Al-Shuwaib said that PIC and Dow 
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Chemical are pursuing a 50/50 joint-venture with the Chinese 
government. The project would combine a refinery with a 
petrochemical facility on the EQUATE model. KNPC Chairman 
Al-Rushaid said Kuwaiti investment in a new U.S. refinery is 
\"still a prospect 

enter into international projects alone 

be a joint-venture between Kuwaiti Petroleum International 
(ΚΡΙ - a KPC subsidiary) and the IOCs. Al-Shuwaib also said 
that he has heard about upgrades to existing U.S. refineries 
that could add 1.5-2.0 mbpd of capacity 

\"not sure that there is room for Kuwait" (Note: Separately 
we have been advised that the KPC is actively exploring 
feasibility of adding refining capacity in the U.S.) 


Courtesy Call on Head of New Services Subsidiary 


10. (SBU) Ambassador called on Shaykh Talal Khaled Al-Ahmed 
Al-Sabah 

Company (OSSC). Shaykh Talal\'s deputy Ali Ahmed Al-Obaid 
also attended the meeting. OSSC was formed to take control 

of all non-core services in the oil sector including 

security 

transportation. (Note: Ahmadi township houses oil sector 
employees working at the Burgan Field.) The company has more 
than 500 employees. Shaykh Talal said there are \"many gaps\" 
in the security scheme 

that he has consulted with American and British companies 
about installing towers and sensors to fill these gaps. 

According to Al-Obaid 

300 bed hospital in Ahmadi at a cost of 90 million dinars ($ 
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315 million) this year. Al-Obaid also said OSSC is 
finalizing plans to rebuild 3500 Ahmadi houses as part of a 
Build-Operate-Transfer (BOT) scheme. 


Bio Notes 


11. (SBU) Hashim Al-Rifaai is a long-standing senior GOK oil 
official 

industry. Prior to assuming his duties in October 2005 as 

the Deputy Chairman and Managing Director of the Oil 
Development Company and head of its Kuwait Project 

initiative 

Planning Group and Major Projects Group. He speaks excellent 
English and holds a B.Sc in electrical engineering from 

Seattle University (class of 1980) and serves on Kuwait 
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University\'s External Advisory Board and the Council for 
Private Universities in Kuwait. 


12. (SBU) Shaykh Talal Al-Ahmed Al-Sabah is the cousin in 
Energy Minister Shaykh Ahmed Fahed Al-Ahmed Al-Sabah. He is 
a graduate of Georgetown University and speaks excellent 
English. 
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For more Embassy Kuwait reporting 
http://www.state.sgov.gov/p/nea/kuwait/index. cfm?cables 


Or Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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analysis. The lab can only identify discs produced on 
legally registered production lines. On-site inspectors 
from the General Administration of Press and Publications 
(GAPP) are posted at every optical disc replicating facility 
in China in order to monitor disc titles and production 
equipment. А GAPP official criticized the accuracy and 
timeliness of the list of suspected counterfeiting lines 
provided by the USG in late 2005. The lab\'s director 
though open in discussing technical and procedural issues 
expressed no interest in formally cooperating with foreign 
industry groups. End summary. 


2. (SBU) On May 19 

Robert Luke 

Economic-Political Chief 

DPSIC to learn about the labs technical capabilities 
documentary requirements 

cooperation. The meeting had been in the works since 
November 2005. Many of the questions raised were submitted 
by the Embassy beforehand 

representatives of International Federation of the 
Phonographic Industry (ІЕРІ) and the Motion Picture 
Association (MPA). Attending on the Chinese side were Lin 
Cang 

Zhou 

Printing and Reproducing Industry Management in Beijing; Lin 
Zhaonan 

Division\'s International Cooperation Department in Beijing; 
Zhang Jun 

Beijing; Liu Zhuo 

Publication Office; and Wang Xiaoyin 

officer of Shenzhen Zhicheng Wei Optical Disc Production 
Ltd. 
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Background on the Lab 


3. (SBU) DPSIC falls directly under the Ministry of Public 
Security (MPS). It was founded in December 1997 and began 
operations in February 1999. DPSIC moved to a new facility 
in Shenzhen in early 2006. The facility occupies two floors 

of an MPS-owned office building on the edge of the city. 
DPSIC contact information is as follows: Address: No. 1 

Xia Meilin Street 

518049; Tel: 0755-8319-6000 

discgov@vip.163.com; Website: www.discgov.com. 


SID Etching and Identification 


4. (SBU) According to Lin Cang 

etches SID codes onto production dies for optical disc 
manufacturers in China 

SID codes since December 2000. An MPS lab in Shanghai also 
etches SID codes. DPSIC has a library that includes all 
exemplars in China 

lab. The Shanghai lab does not store exemplars. The 
General Administration of Press and Publication designs and 
authorizes SID codes for use. SID codes help authorities 
identify factories where optical media is produced. The SID 
code is stamped on each CD produced by the die with the SID 
etched on it. It does not reflect the media content on the 
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disc. Manufacturers are required to submit 10 disc samples 
to DPSIC within 15 days after the SID code has been etched. 
If the manufacturer does not submit samples 

and Publications office will deny its annual registration. 

If a SID codes wears out from repeated use 

die receives the same SID code. However 

not responsible for ensuring that moulds with worn SID codes 
are replaced 

substituted. That is the responsibility of the GAPP 

personnel located in each production facility. 


Forensic Analysis: \"Fingerprinting\" and Sound Spectrum 


5. (SBU) DPSIC is the only lab in China that uses forensic 
analysis to identify source dies and issue inspection 
certificates 

lab ideally completes an analysis within 22 working days of 
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application. However 

correct documentation and fees 

difficulties in disc analysis 

longer. (Note: U.S. media representatives have complained 
that delays average three months and sometimes much longer. 
End note.) Since opening in 1999 

approximately 2 

applications. In 2005 alone 

certificates. Lin said the number of cases involving 

foreign rights-holders was very small. When asked for a 
more exact figure 

ten percent of the total. 


6. (SBU) Lin said up to 90 percent of the discs they receive 
have no identifiable SID code 

been intentionally rubbed off. Discs originally produced as 
blank discs do not have SID codes 

produced at underground lines do not have SID codes. In 
these cases 

the die used in production. DPSIC conducts forensic 
analysis through both \"fingerprinting\" (identifying unique 
markings on the die) and sound spectrum analysis 
(determining differences in sound quality). To conduct 
\"fingerprinting\" forensics 

software analysis is not conclusive 

began providing sound spectrum analysis and issuing 
identification certificates in May 2003 

made approximately 50 such analyses. The DPSIC facility 
houses two sound spectrogram machines. When asked about 
DPSIC\'s ability to analyze pirated discs made overseas 
said the lab does not have foreign data and thus could not 
handle such cases. DPSIC can only identify discs produced 
on legally registered production lines in China. DPSIC 
officials appeared equally reluctant to accept Chinese discs 
seized overseas 

Chinese courts made it impossible to guarantee the chain of 
custody. 


7. (SBU) Those discs that have been submitted by foreign 
rights holders have been submitted through a Chinese law 
office. DPSIC staff indicated that this would continue to 

be the required procedure in the future. When Legat 
inquired whether the USG could submit suspected counterfeit 
discs to the MPS requesting the Center\'s analysis 

replied that the Center would not accept them 

take instructions from the MPS. 


8. (SBU) All of the DPSIC staff have university degrees in 
either computer science or forensics. They must also pass 
an MPS certification exam. Occasionally 

are called in to assist in difficult cases. 


Column 3 


Replicators and On-Site Inspectors 


9. (SBU) DPSIC keeps a record of every optical disc 
production machine imported into China. Approximately 90 
replicators currently operate in China 
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lines. Press and Publications employs at least one on-site 
inspector at every replicating facility in China. These 
inspectors verify that the titles and content of discs are 
approved 

replacements of dies and other equipment. On-site 
inspectors are rotated every two to three years and the 
replicating facility has no say in their selection. 

Companies must receive approval from Press and Publications 
Ministry of Commerce 

machine. (Note: However 

lines seized underground have been resold at auctions 
tracking of which is unknown. Twenty-one illegal production 
lines were seized in Guangdong Province in 2005. End note.) 


Case Submission and Fees 


10. (SBU) Only domestic entities can submit optical discs 
for analysis 

legal representative. When asked why this requirement 
exists 

SPDIC requires four separate items in order to accept a 
case: three copies of the pirated disc; legal identification 

of the submitting entity; copyright registration; and 

business registration. DPSIC does not require any copies of 
genuine discs 

foreign industry representatives. However 

these be provided when possible for comparison. When asked 
why clients must submit identification 

business evidence 

a repeat client of the lab 

procedures must be followed by all clients 

asked why three copies of a pirated disc are required 
sometimes difficult requirement to meet 

improves the accuracy of lab analysis. 


11. (SBU) The cost of submitting an application is RMB 100 
(USD 12). This fee covers an initial exam 

whether the lab will be able to reach a conclusive result in 
the case. If the lab decides to accept the case 
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an additional RMB 1 

analysis. Ifthe lab accepts the case but fails to reach a 
result 

instructions for filling them out are now available on-line. 


12. (SBU) DPSIC does not pass test results to Chinese 
authorities or initiate cases on behalf of rights-holders. 

It merely passes the results back to the submitting entity 
which must then pursue action on its own behalf through 
administrative or criminal channels. 


No Coordination with Foreign Associations or Governments 


13. (SBU) When asked whether DPSIC is interested in 
cooperating with foreign industry groups 

not. In particular 

to release exemplars in its library to foreign associations 

for use in forensics analysis overseas. He said DPSIC has 
not worked with foreign law enforcement agencies 

customs offices in the past. As an explanation 

several times that DPSIC must maintain strict independence 
in its work and must not be influenced by outside forces. 

He said MPS\'s Foreign Affairs Office controls all of the 
lab\'s contacts with foreign entities but acknowledged he had 
met foreign industry association representatives on an 
informal basis. When asked about coordination with domestic 
organizations 

briefings from them but also avoids close cooperation. 
Interestingly 

company was present at the meeting. 


2005 USG List of Suspected Counterfeit Production Lines 


14. (SBU) When asked about the Chinese response to the USGVs 
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submission of lists of suspected counterfeit optical disc 
production lines in 2005 

representative from Beijing 

be handled through the JCCT process 

information should be more accurate and timely. Lu said 
some of the 2005 information was more than five years old 
and some was mistaken and/or repetitive. He said 46 percent 
of the documents information was unreliable. Lu added that 
he welcomes industry groups to provide up-to-date 
information on which Chinese companies foreign media 
companies have contracts with who are authorized to sell and 
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produce in China 

He added he had made this suggestion to U.S. industry groups 
on two separate occasions 

response. 


15. (SBU) Zhang Jun 
Division 
counterfeit optical disc production lines in China thus far. 


Recommendations for Foreign Rights-Holders 


16. (SBU) Lin and DPSIC staff recommended that foreign 
rights-holders collect evidence with the utmost care 

sealing items until court proceedings and hiring notaries 

(in China notaries are public officials whose testimony in 

court carries official weight) to corroborate information. 

Lu added that companies should not accumulate cases and send 
them to DPSIC in batches -- rather 

as they develop in order to reduce bottlenecks in the 

system. 


Comment 


17. (SBU) Foreign industry groups and company 
representatives have described DPSIC as opaque and 
uncooperative. In discussions leading up to this visit 
industry representatives were even uncertain as to what 
types of forensic analysis the lab conducts. Industry is 
particularly frustrated with DPSIC\'s requirement that only 
domestic entities submit cases 

requirement for submissions 

results (one year in at least one case). Though the visit 
request took months before MPS finally approved it 

lab director expressed an unwillingness to cooperate with 
industry groups 

to future dialogue with this important link in China\'s 
copyright enforcement chain. DPSIC officials now understand 
that industry and USG interest in the lab is not malicious 
but rather aimed at clarifying technical and procedural 
issues that have caused unnecessary confusion. 


18. (SBU) Embassy Beijing has cleared this cable. 

DONG 
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Times\" ran an exclusive front-page story with the headline: \"Lu: 


Will Resign As Vice President If Corrupt Practices Cannot Be 
Eliminated within Three Months.\" The pro-independence \"Taiwan 
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Daily 

said \"U.S. Assistant Secretary of State for East Asian and Pacific 
Affairs Urges China to Engage in Direct Dialogue with President 
Chen.\" The same newspaper also ran a story inside with the 
headline: V'Taiwan-U.S. TIFA [Talks] to Kick off Day after 
Tomorrow.\" 


2. In terms of editorials and commentaries 

mass-circulation \"Apple Daily\" said Chen\'s move to specify a policy 
in Taiwan\'s first National Security Report to increase the island\'s 
national defense budget can be viewed as a plan that kills two birds 
with one stone. On the one hand 

move is akin to making a written commitment to the United States 
which will evidently help improve Chen\'s interactions with 
Washington. On the other hand 

pressure the opposition parties to pass the defense budget proposed 
by the Chen administration - a move that will help augment Chen\'s 
performance with regard to national security. A separate opinion 
piece in the \"Apple Daily\" asked the United States why it left out 
Taiwan when it has signed Free Trade Agreements (FTA) with major 
anti-terrorist countries in the world. End summary. 


A) VBian and U.S. Each Has Something to Gain from [TaiwanVs] 
National Security Report" 


Professor Chang Tzu-yang 
International and Mainland Affairs 
VApple Daily" [circulation: 500 


\"The National Security Report has come out 

Taiwan think there is nothing new in the report. But such a view 

might overlook some of the details that are closely related to 

future political developments: First 

extraordinarily quick. AIT Taipei Director Stephen Young's comments 
appeared in the newspapers before the report came out. Young 
assessed the report as Vconstructive 

from Taiwan\'s Vtransparency of information.\' Even though Young did 
not indicate which part of the report is constructive 

the Taipei American Chamber of Commerce on May 12 seemed to reveal 
some hints. In his speech 

opposition parties in Taiwan to work together to increase the 

national defense budget. ... 


\"The move to specify the policy to increase [Taiwan\'s] national 
defense budget in the VbindingY National Security Report is 
externally speaking 

commitment to the United States - a move that will help improve his 
interactions with the United States so as to complement his mediocre 
performance on the diplomatic front. In the domestic aspect 

can use the report to intangibly include the opposition parties 

under the U.S. pressure 
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budget allocated by the Chen administration and not wait until after 
2008 - amove that will help augment Chen\'s performance with regard 
to national security. It can thus be viewed as a plan that kills 

two birds with one stone. ... 


\"The United States is highly skilled in controlling how its 

relations with Taiwan can be improved. Deputy U.S. Trade 
Representative Karan Bhatia is scheduled to visit Taiwan May 25; he 
will ask Taiwan to strengthen its enforcement of the Intellectual 
Property Rights Law 

the U.S. position concerning the Doha Round. The friendly 
atmosphere that has just been restored between Taiwan and the United 
States will be conducive to Bhatia\'s promotion of the U.S. trade 
agenda. Judged from this perspective 

acting in line with [Taiwan]. ...\" 


B) \"The United States Should Sign a Free Trade Agreement with Taiwan 
as Early as Possible!" 


Chao Wen-heng 
Economic Research 
[circulation: 500 


\"Taiwan has been working with the United States to strengthen 
international intelligence cooperation 

and provide various kinds of humanitarian assistance. In addition 
Taiwan either participated in or supported the United StatesV 
campaign for the global war on terrorism 

Container Security Initiative and the Proliferation Security 
Initiative. On the international frontlines of the war on 

terrorism 

laundering prevention and intelligence cooperation. Former AIT 
Taipei Director Douglas Paal even praised Taiwan for its 
contributions to international anti-terrorist activities. [We] 

believe the U.S. government is clearly aware of this situation. But 
what we cannot understand is why Washington has left out Taiwan when 
it has signed Free Trade Agreements (FTA) with all the major 
anti-terrorist countries. ... 


V... If the United States does not sign an FTA with Taiwan 

country will do so (other countries will follow suit after Taiwan 

signs an FTA with the United States). Under such a circumstance 
Taiwanvs trade position in the international community is doomed to 
marginalization. If major trade and economic countries in the world 
sign FTAs with each other while Taiwan is excluded 

barriers formed by these FTAs will make it difficult for TaiwanVs 
products to be exported to other countries 

thus be another form of economic isolation. ...\" 


YOUNG 
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from under them.\" Some internal opposition may develop to 
the Iranian regime\'s policies once the international 
community decides upon its path to deal with Iran. If Iran 
is ostracized by the rest of the world 

suit and take a stand regionally. On NDI 

said that Shaikh Khalid had sent a letter to DNSA Abrams 
explaining Bahrain\'s position. Bahrain supports NDI and 
wants to work with it 

director was not balanced in the services he provided to 
BahrainVs political societies. End Summary. 


2. (C) An interagency delegation led by Principal Deputy 
Under Secretary of Defense for Policy Henry and Assistant 
Secretary of State for Political Military Affairs Hillen met 


SIPDIS 

with MFA Assistant Under Secretary for Coordination and 
Follow Up Shaikh Abdul Aziz bin Mubarak Al Khalifa May 14 and 
discussed the Gulf Security Dialogue 

Initiative 

U.S.-Bahrain bilateral relations. Participating on the U.S. 
side were PDUSD Henry 

Senior Director for Near East and North African Affairs 
Doran 

Policy ADM Moeller 

Assistant COL Graham 

Bahraini side were Shaikh Abdul Aziz 

Bilateral Affairs Dhafer Al Umran 


3. (S) PDUSD Henry opened the meeting by stating that the 
delegation was meeting with friends in the region to reaffirm 
the U.S. commitment to its allies and to speak frankly about 
Iran. A/S Hillen added that the U.S. was a steadfast ally 

and its friends should not feel they need to respond to 

Iranian pressure on them. Launching a Gulf Security Dialogue 
would allow the U.S. and GCC countries to have a 
ministerial-level discussion on defense cooperation 

regional stability and Iran 

counter-proliferation 

prospect of a ministerial meeting around the time of the UN 
General Assembly. The U.S. would explore practical ways to 
assist Bahrain 

Security assistance 

coordinating further on intelligence. 
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4. (C) Shaikh Abdul Aziz said the recent visits by Counselor 
Zelikow and Under Secretary Joseph had been fruitful and 
Bahrain appreciates holding consultations with the United 
States on a frequent basis. The GOB wants to know that the 
U.S. takes its concerns into account when developing its 
thinking on the region. Some in Bahrain resent the country\'s 
strong bond with the United States and 

seen to be engaging with the U.S. as an equal partner 
makes the government\'s life easier. 
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5. (C) On PSI 

adopt the Statement of Interdiction Principles soon. The MFA 
would provide final approval soon via diplomatic note. 

Bahrain wants its territorial waters to be safe 

smuggling and terrorist activities (Ref B). 


6. (C) Turning to Iran 

are skilled at taking advantage of any opportunity they see. 
VWe need to pull the rug out from under them 

Iranians have conducted a campaign of engagement with its 
Gulf neighbors. During his recent visit 

Mottaki extended an invitation for King Hamad to come to 
Iran. NSC Secretary General Larijani went to the Gulf States 
to reassure them that Iran would not develop WMD. The 
nuclear program has united the country on nationalist 
grounds 

President Ahmadi-Nejad once the international community 
decides on the path it will take to deal with the Iranian 
nuclear program. Shaikh Abdul Aziz said that internal 
opposition to the regime is the best way to get change there. 
It is not in the regionVs interest to see an escalation in 

the confrontation with Iran. 


7. (C) Shaikh Abdul Aziz recommended building a unified 
stance around the Gulf to isolate Iran. Getting a strong 

Iraqi government into place is an important aspect of Gulf 
unity. When Foreign Minister Shaikh Khalid met with Mottaki 
recently 
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is no double-standard and Iran has duties and 
responsibilities like any other country. 


8. (C) Director Doran said the centerpiece of U.S. efforts 

on Iran was action in the UN Security Council. The UNSC 
track represents a third option 

of either accepting a nuclear Iran or going to war. The U.S. 
sees fissures in the Iranian leadership on tactics related to 
the nuclear program 

complete fuel cycle on Iranian territory 

for the U.S. A UNSC decision could exacerbate fissures іп 
the regime. Economic sanctions represent the stick. But we 
could offer the carrot of supporting a civilian nuclear 
program in Iran to create a wedge between the government and 
people. 


9. (C) Shaikh Abdul Aziz said that if Iran is to be 
ostracized by the rest of the world 

stand regionally. Bahrain has stood up to Iran before and 
сап do so again. Bahrain wants a WMD-free region 
noting that the nuclear reactor at Bushehr is closer to 
Bahrain than Tehran. Iran values its position and 
credibility in the international arena and will want to avoid 
losing its stature. 


10. (C) With regard to UNSC sanctions 

commented that uniting the GCC is easier said than done. 
There is a lot of smuggling to Iran from the UAE 
particular from Dubai 

should suffer by imposing sanctions while others benefit. 
Sanctions would have to implemented in a uniform way. 


11. (C) Shaikh Abdul Aziz affirmed that U.S.-Bahraini 
relations are very strong. He said that some people question 
the relationship 

the National Democratic Institute project director as a 

source of friction. As Crown Prince Salman told Deputy 
National Security Advisor Abrams during their March meeting 
in Washington 

in what NDI does. The problem 

Aziz 

regimes in a positive way. He was selective in deciding 
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which political societies he would assist 

services should have been available to all. He noted that 
Shaikh Khalid had just sent a letter to DNSA Abrams 
explaining Bahrain\'s position on ΝΡΙ (Ref A). Issues like 
NDI 

while there is broad agreement on the principles of the 
bilateral relationship. Director Doran said it would be best 
for Bahrain to reestablish relations with NDI as soon as 
possible. 


12. (U) PDUSD Henry and A/S Hillen cleared this cable. 
MONROE 
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There is a global confrontation of ideas between those 
bringing the world closer together and those who seek 
conflict. Those supporting modernity must confront countries 
moving against the grain. The U.S.\'s enemies may think 
America will not defend its friends in the battle against 
radical Islam. It is important to recognize the importance 

of V'soft power 

the international community. States that are moving toward 
shared goals should be supported. Many of these 

Arab countries 
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constantly. 


5. (С) Shaikh Salman said that in BahrainVs view 

the primary threat to regional stability and Bahrain wants to 
align its policy with that of the United States on this 

issue. The stakes are high. Iran is bracing itself for a 
confrontation and could instruct its V'client groups" to use 
violent methods of resistance. This concerns Bahrain 

said 

could cause strategic harm to the country. The CP added that 
in confronting Iran 

Proliferation Security Initiative. 


6. (C) The general consensus is that the EU-3 negotiations 
are no longer relevant 
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longer serve to influence Iran. His advice is that now is 

the time for the U.S. to talk to Iran in a structured context 
along the lines of the multi-party talks with North Korea. 
The Russians and Indians should also be involved. Military 
action is inadvisable currently 

initiatives to pursue. If diplomacy fails 

is belligerent and seeks to leverage its threat to develop 
WMD 

change and not just a punitive strike. 


7. (C) Director Doran said the U.S. is hesitant to sit with 

the Iranians. The concern is that once the U.S. is atthe 
table 

Europeans. Iftalks break down 

population would blame the United States. Last November 
U.S. put on the table the possibility of talks with Iran 

about the situation in Iraq. The Iranian government leaked 
the news and put out propaganda that the U.S. had accepted 
Iranian terms. The Iragis and others were very upset. The 
U.S. objective is to apply very serious pressure on Iran 
through sanctions and isolation to get it to give up 
aspirations for a complete nuclear fuel cycle process 

is a red line for the United States. Solidarity with the 
Europeans and the Arabs is required. The CP responded that 
the form of direct American engagement with Iran was not 
important. At the right time 

talks between the EU-3 and Iran. 


8. (C) A/S Hillen said that changing the declaratory 

security policy of the United States could be part of a grand 
regional strategy. PDUSD Henry agreed that this could serve 
to reaffirm our commitment to our allies. The CP said he was 
very supportive of a declaratory policy. One possible way to 
implement it would be to build upon the NATO Istanbul 
Cooperation Initiative. NATO could make clear that it would 
respond to a WMD strike with similar force. A declaratory 
statement would calm feelings in the region 


9. (C) In order to broaden the coalition facing Iran 

said the U.S. should be flexible on reform. Reform was 
taking place in the region. Bahrain is committed to its 
reform program. But the U.S. is missing the traditional 
leadership and support of the Saudis. There should be an 
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effort to reengage with the Saudis and the Egyptians to 
establish new principles on reform. Iran will try to strike 

U.S. and Arab interests in Iraq 

could cause enormous damage. The Saudis 

League all generally support U.S. policy in Iraq. Bringing 
America\'s regional security partners into a coalition against 
Iran sends a clear message about who are the friends and the 
antagonists. 


10. (C) The ΟΡ continued that there has to be a balance 
between support for a government and support for the people. 
Bahrain struggles with the right pace for reform. As the 
government takes one step forward 


MANAMA 00000899 003.2 OF 003 


others demand more. As long as security forces are not 
repressive and people are not dying 

acceptable. But countries like the United States should be 
careful when choosing to support people at the expense of 
regimes. 


11. (C) Referring to the Security Dialogue agenda 

agreed that energy security was an important issue. Bahrain 
is currently in a situation where it is consuming all of its 
natural gas and needs to buy more. It would like to purchase 
Qatari gas but Qatar has said that it has already committed 
all of its production. Bahrain is ready to buy now 

must explore the possibility of importing from Iran. He 
requested U.S. support to convince Qatar to export gas to 
Bahrain. 


Secretary Rumsfeld Visit to Region? 


SIPDIS 


12. (C) In closing 
Secretary Rumsfeld visit Bahrain and the region to deliver a 


SIPDIS 

message to the Gulf leadership. Relationships are personal 
not institutional 

needs its Gulf allies to execute a shared policy. He 

recalled that then Defense Secretary Cheney visited Saudi 
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King Fahd shortly after Iraq occupied Kuwait in 1990 

they came to an agreement on the actions that followed. 
Secretary Rumsfeld should make a similar kind of visit where 


SIPDIS 
leaders engage seriously on the issues. 


13. (U) PDUSD Henry and A/S Hillen cleared this cable. 
MONROE 
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during the incident. (Note: Pastor Quang 

others were arrested in March 2004 following a confrontation 
with police in district 2 near Quang\'s home. The imprisoned 
group collectively became known as the V'Mennonite 6.\" End 
Note.) 


2. (SBU) Later in the morning of May 23 

Quang\'s house to assess the situation and to speak with church 
members and neighbors. Ms. Dung said that her husband and eight 
other members of the church -- including Lien 

and Nguyen Hieu Nghia 

detained following an altercation with police. The dispute 

arose over plans of the congregation to rebuild their home/house 
church. Ms. Dung gave us a copy of a \"house repair permit\" from 
ward authoritiQ that she asserted allowed them to go ahead with 
construction. 


3. (SBU) Dung said that 

officials told them that the construction was illegal and 

ordered it removed. Pastor Quang reportedly rejoindered that 
they had no written order authorizing stoppage or removal of the 
new construction and continued with the work. That afternoon 
\"many tens" of police came to Quang\'s house to remove the 
construction. Dung and Nhan told us initially that it was at 

that time that they also assaulted the church workers who were 
at the building site. However 

permit 

repairs to the existing structure 

confirmed that the roofline of the new structure was raised two 
meters (6.5 feet) above the original structure. The new steel 
supports for the expanded building also had joists and hangers 
installed. Dung told us that metal cross beams between the 
joists were removed by police the previous day. Ms. Dung said 
that they were building an \"attic for storage." 


4. (SBU) Dung and Nhan said that police ordered Pastor Quang and 
his followers to come down from the 2nd story where they 
working. They refused. Subsequently 
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electric batons to remove the workers one by one. The situation 
became heated. Le Thi Hong Lien came out of another portion of 
the house not under construction to \"yell at police.\" Her 

arrest was ordered. When she refused to comply 

out first by two 

scratched during the process 

to us that she was beaten or made unconscious. Nhan said that 
during the effort to remove the church members from the 2па 
story 

Church members claimed that he was beaten by police with an iron 
bar and kicked as he was taken away. Nhan said that \"even if 
the construction was illegal 

process to get us to remove the structure.\" As of COB May 23 
Quang and two others remained in police custody. 


5. (SBU) Comment: Prior to this incident 

to hold church services in his home with minimal interference 
since his amnesty release from prison in September 2005. 
Despite his past history of tension with ΗΟΜΟ officials 

(reftel) 

authorities to repair 

Quang\'s home is zoned for major redevelopment and the city has 
placed a moratorium on property improvements to limit the 
compensation it must pay.) 


6. (SBU) Comment Continued: There is little doubt that local 
authorities overreacted and did not follow due process. The 
Mennonites allegations of excessive use of force also are 
troubling. However 

made it clear that Quang knowingly violated zoning laws and the 
repair permit. When challenged by local officials 

to comply with orders to cease construction or police orders to 
come down peacefully from the roof. Quang once again appears 
prepared to goad the easily-provoked police; it may not be 
coincidence that this incident occurred just as HCMC began 
hosting the APEC Trade Ministerial. We are urging ΗΟΜΟ 
authorities to treat Quang and his group carefully and not to 
make him into a martyr. There are many serious human rights or 
religious freedom cases in Vietnam. As it currently stands 

this incident does not appear to fit into that category. End 
Comment. 


Winnick 
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Interestingly 

counterpart organization in the DPRK to rely upon as a 
partner 

direct research on the North. 
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UNIFICATION MINISTRY МОТ WORRIED 


6. (C) EconOff also met with Kim Jin-goo 

Humanitarian Assistance Planning at the Ministry of 
Unification. Kim similarly downplayed predictions of a 

crisis situation. Kim explained that North Korea has had a 
chronic shortage of food over the past decade 

famine of the 1990s. In that context 

Korean government -- while not yet prepared to \"regularize\" 
food assistance to the DPRK -- has accepted that it will have 
to continue to provide food and fertilizer assistance in 

order to avoid another large-scale famine. Kim insisted that 
the South Korean government would continue to evaluate each 
DPRK demand for assistance on a case-by-case basis. 


7. (C) When asked about the status of South Korean food 
assistance to the DPRK for 2006 

decision had been made yet on rice shipments. He went on to 
declare that rice shipments to North Korea 

400-500 

automatic and that the ROK government would have to discuss 
the DPRK demand. When a decision is made to send more rice 
it would take two months to procure 

rice to individual recipients in the DPRK. 


8. (SBU) Meanwhile 

already completed a shipment of 150 

this year and the second shipment of fertilizer -- amounting 
to some 200 

be completed by mid-July. According to Kim 

government has not yet decided whether it will send the 
remaining 100 


FUTURE\'S NOT BRIGHT 


9. (SBU) According to studies conducted by KREI 

yields continue to fall year by year. The decline stems from 
a reduction in arable land and a reduction in productivity 

due to advancing soil degradation. According to studies by 
KREIVs Kwon 

the South 

percent those of the South. With the fertilizer assistance 
northern rice growers can achieve per hectare yields equal to 
ninety percent of their southern counterparts. 


10. (SBU) North Korea\'s food requirement is around six 
million tons annually. KREI 

forecasts 

only about four million tons. When combined with the nearly 
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half-million tons the South has traditionally dispatched to 
the DPRK 

distributed by WFP 

terrible 


11. (C) In a surprising confession 

reason South Korea has been sending approximately 400-500 
tons of food is simple: that is the amount of surplus rice 
produced by the South\'s farmers. Ifthe South Korean 
government wanted to send more than that 

to import the difference. Therefore 

Korean government realizes that the North needs more food 
Southern officials are hesitant to import 

that would subsequently be shipped north. 


12. (C) We spoke to Kwon just days before the announcement of 
WFP\‘s letter of understanding for a smaller-scale operation 

in North Korea. Kwon predicted then that once WFP reached an 
accord with the DPRK 

a donation 

through WFPVs program. During our meeting with MOUVs 
Director Kim 

WFP and deflected further questioning by asking whether the 
USG had received a donation request from WFP 

the likely response would be. 


COMMENT 


13. (C) Although we have little independent evidence to cite 
and we hope we are wrong 

assertions concerning the risk of a major famine should not 
be casually discounted. All reports indicate that the DPRK\'s 
Public Distribution System has become seriously dysfunctional 
over the past decade 

four years since the July 2002 economic reforms. The key 
difference between the current situation and the 1990\'s is 
that market behavior has been learned by a larger proportion 
of the North Korean populace. Once learned 

not easily unlearned 

expect that a vibrant black market will soon emerge for North 
Korean grain. Anticipating those black market opportunities 
in turn 

wholesale stocks or distribution channels have every 


incentive to divert and hoard supplies for sale at inflated 
prices in black markets 


14. (C) If such a scenario does transpire 
will certainly try in the first instance to stamp out black 
marketeering. But in light of internal communication 
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problems and spreading corruption in the North 

unlikely that the regime could be entirely successful in 
preventing hoarding. Given the narrow margin of food 
supplies 

rations 

With its reduced supplies and contrained geographical reach 
the WFP is also less capable than before of reaching the 
neediest North Koreans. 

VERSHBOW 
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avoid false accusations. He also commented that unless the 
Communist Party is able to meet the anti-corruption 
challenge 

keep its leadership role. The proof of GVN commitment will 
emerge over time as demonstrated by concrete actions. We 
believe that outside audits should be demanded for all 
project management units (PMU) involved in managing 
multilateral development bank (MDB) loans as well as of the 
GVN Development Christian Fund. Nevertheless 
encouraged by Dzung\'s forward leaning posture and clear 
commitments. We see the call for donor advice and 
assistance as an opportunity to sharpen our ongoing 
governance efforts through legal reform. End Summary and 
Comment. 


2. (SBU) Deputy Prime Minister Nguyen Tan Dzung met 
with representatives of international financial 

institutions and ambassadors from major donor countries 
over dinner May 19. He committed the GVN to a serious 
effort to address corruption in Vietnam. Ambassadors 
charges and aid directors from most donor countries had 
met the previous week at the World Bank office to 
coordinate an approach to the GVN in the wake of the 
PMU-18 scandal. World Bank representative Klaus 
Rohland informed the donors that DPM Dzung had agreed 
to meet with a group from the donor community. (Note: 
Dzung has been nominated by Prime Minister Phan Van 
Khai to be the next PM 

confirmed soon by the ongoing National Assembly 
session.) DPM Dzung suggested that it would be more 
effective for him to meet with a small group from key 
countries and organizations. Consequently 

Planning and Investment Vo Hong Phuc hosted the dinner 
with the DPM 

Japan 

and representatives of The World Bank 

DFID. Charge Boardman represented the U.S. Mission. 


3. (SBU) DPM Dzung set the stage by pointing out that 
Vietnam is at a very important stage in its development 
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process. The Communist Party has just finished its 
Tenth Party Congress and emerged committed and 
organized to continue rapid progress in economic 
development and in strengthening democracy. The GVN 
wants continued help from donors for its reform efforts 
as it carries out its social and economic development 
plan for the next five years. Following the recent 
agreement in principle in the WTO bilateral with the 
United States 

able to accede very soon. Vietnam welcomes assistance 
and advice from its friends on how best to structure 

itself to fully integrate into the world market and 

society. Atthe same time 

a blow to public and donor confidence. The GVN is 
determined to get to the bottom of the case 


guilty 
4. (SBU) MPI Minister Phuc expanded on corruption 
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specifically the MPU-18 case. He promised the 
investigation will continue until authorities are 

satisfied that they have discovered all those involved. 
There would be no hesitation in punishing the guilty 

no matter how high culpability should go. Already 

seven or eight vice ministers and ministers have been 
affected. The Government is also examining weaknesses 
in the regulatory 

present opportunities for corruption. The GVN will 
continue in a transparent manner and keep in close 
communication with the donors in the process. Special 
assessment missions from Japan 

are already scheduled; the GVN welcomes their help and 
suggestions. 


5. (SBU) In response to a comment from the World Bank 
representative on the role of afree press 

added that the GVN realizes that the system has 
weaknesses. There is a need for a solid legal 
framework 

officials. The Government must enhance transparency 
and democracy so that people can be \"masters\" of the 
System. The press can help in uncovering \"loopholes.\" 
The Party and Government 

defined point of view. The facts will be uncovered 
regardless of whoever is involved 

investigation leads. Government ministers have been 
called to account before the National Assembly. 
Deputies have commented that never before has an 
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investigation resulted in action against so many senior 
officials. Nor has there ever been such extensive and 
open testimony by GVN officials before the Assembly. 
Dzung will encourage the press to continue to uncover 
facts as the investigation goes forward 

should be careful not to \"wrongly accuse.\" The GVN is 
working at two levels on corruption. First 

investigating and prosecuting this specific case. 
Second 

system. 


6. (SBU) Minister Phuc reported that the Government 
has submitted to the Assembly a resolution on measures 
to improve systemic weaknesses. In response to a 
question from the Japanese Ambassador 

he expects the PMU-18 investigation to last another 
three months. This is \"too long 

Japanese Ambassador 

assistance is involved in the PMU-18 case. Phuc 
responded that the Government will continue to report 
publicly as progress is made. So far 

investigation has concentrated on the betting scheme 
organized by the Director General of PMU-18. According 
to computer forensics 

have been diverted 

about 100 

Interrogations indicated that contractors had been 
required to give kick-backs of five percent of their 
profits. The details are difficult to track because of 
cooked books 

National Highways 10 and 18 for two major bridge 
projects 

certificates from Vietnamese and foreign experts 

not suggest that the projects are below standard. Nor 
based on investigations so far 

foreign aid funds were a large percentage of those 
stolen. 


7. (SBU) The Norwegian Ambassador noted that Vietnam 
ranks high on international rankings for concern about 

lack of transparency and corruption. This was a clear 
reflection of lack of trust by the important 

international business community. DPM Dzung responded 
that the political leadership is aware of this. He 

suggested that WTO-mandated and other economic reforms 
would improve the environment. For example 
approximately 5 

already been equitized. Instances of corruption have 
fallen sharply in SOEs already equitized. Most of the 
remaining SOE will be equitized in the next two years. 

All of the state commercial banks will be equitized in 
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the next five years. Vietnam\'s economy is in 
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transition from a planned to market system. This is a 
great challenge 

the help of the donors will enable Vietnam to carry 
through with radical reform and reduce corruption at 
the same time. 


8. (SBU) The EC Ambassador noted that the EC aid 
program has not been touched directly by the PMU-18 
scandal 

auditing and thus has not worked through the PMU 
system. The DPM noted that the State Auditing 
authority is being brought up to international 

standards. The EC representative said that the EC 
would prefer to rely on the GVN to police itself and 

has hopes for the State Auditing authority and the 
Government Inspectorate 

National Assembly responsibility. In most cases 
corruption can be traced to a failure to monitor 

closely. Once corruption is discovered 

enough for the government agency to acknowledge the 
problem and blame one individual. The agency 
responsible should make \"restitution\" to recover funds 
for the project. Dzung said that he agreed. The 
Agency should be responsible 

must be held accountable. 


9. (SBU) The DFID representative reported that UK 
public confidence in the Vietnam aid program has been 
shaken by the PMU-18 scandal. The UK would like to 
increase its assistance to Vietnam 

greater accountability will be necessary. DPM Dzung 
said that he too is concerned about public confidence 

in Vietnam and abroad. He repeated that the GVN wants 
to address the problem by achieving high rates of 
economic growth while putting in place an action plan 
to implement the anti-corruption law. He encouraged 
the donors to get involved 

let the GVN know of weaknesses and shortcomings 
discovered. The ADB representative reported that his 
organization would be sending a team to investigate the 
relationship between PMU-18 and the Ministry of 
Transportation to see if proper checks-and-balances 
could be put in place. The ADB is contemplating 
increasing its programs in Vietnam by up to 50 percent. 
However 

they must be satisfied. Monitoring the life style of 
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suspected malefactors and recovery of stolen money are 
important means to restore confidence. 


10. (SBU) The EC representative told the DPM that 
corruption goes well beyond irregularities in major 

public projects. For example 

estimate that 5 - 6 percent of the export value of 

their product is needed just to pay to expedite the 

paper work to clear manufacturing inputs through 
customs. One way of improving the situation would be 

to move more rapidly away from a cash economy. The 
World Bank representative stressed that as long as 
Vietnam maintained a system of multiple layers of 

permits and registration requirements for normal 

activities 

Charge agreed and indicated that as we examined ways to 
support Vietnam in WTO compliance we could look at ways 
of making some requirements self-enforcing 

and the individual. Examples could be in the area of 

tax reform or even the complex law on associations that 
has been in draft for years. The French Ambassador 
indicated an interest in helping improve the State 

Audit and Government Inspectorate functions. The 
German Ambassador advised that transparency and speed 
of transactions were also very important for the 

business community. 


11. (SBU) DPM Dzung pointed to ongoing banking reform 
efforts and explained that the purpose is to make the 
Vietnamese system more compatible with international 
practices as a WTO member. The State Bank will become 
the Central Bank with the role of setting monetary 

policy. He repeated that the State commercial banks 

will be equitized. The exchange rate will set by 

indirect means; there will be a more relaxed control of 
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foreign exchange. The private banking sector will be 
opened further in accord with WTO commitments. This is 
under discussion in the monetary policy committee. 


12. (SBU) DPM Dzung summed up by listing five 
overarching GVN goals: To transform fully into a 
market economy; integrate into the international 
economy as a full member of the WTO; practice 
democracy; develop sustainable growth while reducing 
poverty and protecting the environment; and 
administrative reform and fight corruption. Vietnam 
will need cooperation and support from outside to 
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design necessary reforms. The GVN values development 
assistance (ODA) greatly and pledges to use it wisely. 
Minister Phuc has presented to the National Assembly a 
comprehensive plan to use ODA more effectively. Many 
deputies have made constructive comments 

welcomes suggestions from donors on how to improve the 
administration of ODA. The GVN is aware that ODA 
consists of loans for use by future generations. 


13. (SBU) World Bank representative Rohland thanked 
the DPM for allowing the donor community to share its 
concern over the problem of corruption and for the 
assurances of the highest level of government that this 
is being addressed seriously. Rohland noted that the 
corruption issue would be further elaborated at the 
upcoming Consultative Group meeting 

GVN/donor action plan would be discussed. 


14. (SBU) DPM Dzung remarked that even after 20 years 
of success 

that the Party could lose its lead role if it loses the 

fight against corruption. However 

confident of success 

seriousness is indicated in the firing of vice 

ministers and ministers. Next the GVN would move to 
more comprehensive measures. 


15. (SBU) Comment: Reading Dzung\'s approach to the 
international community is not easy. On the one hand it is 
not new 

important audience while continuing the faade of cleaning 

up corruption in select cases. On the other hand 

possible that he and the leadership could be serious 

need to see concrete proof of this commitment through 
continued anti-corruption efforts and legal and 

administrative reforms. Even though the Standing DPM and 
next Prime Minister put himself on record about governmental 
responsibility and commitment 

the media 

impact of the PMU-18 scandal on the Party as quickly as 
possible (Ref A - HCMC 503). Under this reading 

scandal was brought into the open as part of the maneuvering 
around the Party Congress and it is now time to get it back 

in the box. Similarly 

the Congress has reportedly been terminated by a party 
directive. It is clear from DzungVs attention to this issue 

that the GVN understands that PMU-18 could be a pandora\'s 
box in its relations with donors. The dilemma for the GVN 

will be balancing the need to reestablish credibility with 
donors with the potential domestic damage of revealing too 
much. Atthe same time 
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the mid-term consultative group meeting June 8-9 and beyond. 
Given the potential liability of various donors and their 

growing concern with the current system 

easily dominate the December Consultative Group meeting. 


16. (SBU) These developments underscore the importance of 
continued U.S. assistance which is working to develop the 
broad legal and regulatory framework necessary for amodern 
economy. Our assistance 

help assure that Vietnam\'s economy is more transparent and 
our overall economic relationship is based on international 
standards. 


17. (SBU) Action Recommendation: The USG does not 
directly fund infrastructure projects in Vietnam 

the IBRD and ADB do. The current situation provides an 
unusual opportunity for the international community to press 
hard for greater transparency. We have seen this already on 
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the part of bilateral donors in Hanoi 

to have been shocked out of their complacency. We recommend 
that the USG and other donors begin by insisting on the 
elimination of corruption. One approach could be by 

requiring outside audits of all Project Management Units 
involved in managing multilateral development bank (MDB) 
loans and of the murky GVN Development Assistance Fund that 
is the initial depository of most such funds (Ref B 2005 

Hanoi cable on DAF). But of course 

reliability of the audits since certain MDBs have a strong 
motivation to keep pumping money out with less regard for 

its utilization. 
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-- PRC FM Li Zhaoxing will meet with Japan FM Taro Aso 
at the Doha summit on May 23. 


-- The U.S. and China should drop trade barriers to 
trade in high tech in order to maintain bilateral 
trade growth momentum. 


-- China invited all members of the China-Arab Forum 
including the Palestinian Authority 
representatives to Beijing. 


-- China respects the results of the Montenegro 


Column 3 
referendum and believes the two sides can work out 
their difficulties through friendly consultation. 


-- China was among countries that aided Iran\'s 
peaceful nuclear program under IAEA and NPT 
guidelines. Beijing will not accept groundless 
accusations regarding peaceful nuclear assistance. 


-- German Chancellor Merkel discussed human rights and 
trade issues with leaders in Beijing. 


-- UN SYG Annan discussed regional and China-Japan 
relations during his China visit. 


End Summary. 


DPRK Foreign Minister to Visit Beijing 


2. North Korean Foreign Minister Paek Nam Sun will 
visit Beijing and Guangzhou 

Spokesperson Liu Jianchao stated during his regular 
May 23 press briefing. Paek will hold talks witn FM 
Li Zhaoxing and other PRC leaders on regional and 
international issues. Paek will also visit Guangzhou 
to promote understanding of China\'s path of national 
development. 


A/S Hill to Visit Beijing 


3. Asked about the upcoming visit by EAP A/S 
Christopher Hill to Beijing May 24-25 

A/S Hill will meet with Asian Department VFM Wu Dawei 
to exchange views on the Six-Party Talks. The Six- 
Party Talks are facing V'severe difficulties 

and China urges all Parties to take a flexible and 
pragmatic approach so the Talks can resume. 


China-Japan FM to Meet in Doha 


4. PRC FM Li and Japan FM Aso are scheduled to hold a 
bilateral meeting on May 23 during the Asia 

Cooperation Dialogue in Doha 

Japan will exchange in-depth views on international 

and bilateral relations. Beijing hopes Japan will 

work to improve its relations with China. Japanese 
leaders\' visits to Yasukuni Shrine are the main crux 

of differences between the two sides and the issue 
\"definitely\" will be discussed. The agenda for the 
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meeting has been under discussion for weeks. 


U.S.-China Hi-Tech Trade 
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5. Asked for comment on developments in U.S.-China 
trade relations 

should adopt trade measures benefiting both sides to 
maintain trade momentum and discard the Cold War 
mentality limiting American hi-tech exports to China. 


Hamas Foreign Minister to Visit 


6. Regarding reports that Hamas Foreign Minister 
Mahmoud Al-Zahar will visit China 

PRC invited all members of the China-Arab Forum 
including the Palestinian Authority 

representatives to Beijing in late May. China values 
its relationship with Israel and does not think its 
bilateral relations will be undermined by the visit of 
the Hamas FM. 


Montenegro Referendum 


7. Asked about Beijing\'s view toward the independence 
referendum in Montenegro 

the results of the referendum and believes the two 

sides can work out their difficulties through friendly 
consultation. 


China\'s Assistance to Iran 


8. Asked about reports on China\'s assistance to 
Iran\'s nuclear program 

several countries that aided Iran and that its aid was 
in accordance with ΙΑΕΑ and NPT guidelines. Beijing 
will not accept Wgroundless accusations" regarding its 
peaceful nuclear assistance. 


Merkel in China 


9. German Chancellor Angela Merkel exchanged views on 
human rights during her meetings with PRC leaders 
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said in response to questions about the visit. China 
wants to step up its human rights dialogue with 
Germany 

equality and mutual respect. Regarding the EU arms 
embargo 

constructive role addressing China\'s concerns during 
Germany\'s upcoming EU presidency. 


Annan in China 


10. PRC leaders discussed North East Asia 

and China-Japan relations with UN SYG Kofi Annan 
during his May 19-23 visit to China. Liu said that 

SYG Annan is aware of China\'s position regarding Japan 
and the SYG hopes for an improvement in Sino-Japanese 
relations. 

RANDT 
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concern about the recent widespread harassment of human rights 
defenders 

particular arbitrary arrests and repeated incommunicado 
detention. The Syrian Foreign Ministry source said the EU 
statement is an improper interference in Syrian domestic affairs 
because the issues it covers fall within the national 

sovereignty of states and their mission of protecting the 
interests of their peoples and applying their legal systems. The 
source said: \"States that have allowed secret prisons to fly in 
their skies and land in their airports and have agreed to build 
secret prisons on their territory in clear violation of the most 


SIPDIS 

fundamental principles of human rights and relevant 
international agreements cannot claim to be defenders of human 
rights or use this excuse to meddle in the internal affairs of 

other countries.\" The source added: \"Countries which have 
imposed a siege to starve the Palestinian people and foil their 
free choice do not have the moral right to claim that they 
champion human rights and democracy.\" The statement concluded by 
saying: \"The government of the Syrian Arab Republic is highly 
surprised by the statement of the European Presidency 

calls on it to stop these bald attempts to interfere in Syrian 
domestic affairs.\" 


Papers also reported President Asad\'s and Vice President Shara\'s 
meetings with Iranian Foreign Minister Mottaki 

message from Iranian President Ahmadinezhad on the latest 
regional and international developments. Talks dealt with the 

latest Iraqi and Palestinian developments 
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nuclear file. Mottaki briefed Syrian officials on the results of 

his tour of a number of countries in the region. The Syrian 
President said that it is the legitimate right of all countries 
including the Islamic Republic of Iran 

energy. The Syrian President criticized UN resolution 1680 as a 
blow to the national sovereignty of two independent countries 
forcing them to set up political relations and demarcation of a 
frontier line. On Iraqi developments 

VWe back and welcome the political process for formation of a 
new Iraqi government 

relations with Iraq. V 


The Syrian News Agency (SANA) quoted a source at the Ministry of 
Education as saying that the Ministry V'holds the American School 
in Damascus responsible for the death of a Syrian school girl 
during a trip to the Syrian Desert 

her life was due to the absence of needed safety measures." 
Sources at the Ministry of Education said the American School was 
not authorized under the Private Education Law and that it is 
breaking the law by admitting Syrian students. The school did not 
get permission for this trip in the first place 

added. \"The School\'s Administration is fully responsible for the 
studentsV safety 

SANA that V'the school should be closed." Ahmad al-Samman said the 
school was responsible for his daughters death and accused it of 
negligence 

precedent 

Saturday 

the child. 


End of summary. 
2. Selected Headlines: 


\"Official source at the Foreign Ministry criticizes the European 
Union Presidency statement as an improper intervention in SyriaVs 
internal affairs. The source adds: The Syrian government is 
astonished at the statements content and urges the EU Presidency 
to stop such blatant attempts to interfere in SyriaVs affairs\" 
(Government-owned Tishreen 


VPresident Asad receives a message from lranian President 
Ahmadinejad on latest regional and international developments. 
President Asad reviews with Mottaki the situations in Iraq and 
Palestine 

Resolution 1680 violates international law. FM Mouallem: Priority 
is for national sovereignty and our peopleVs interests" 
(Government-owned Al-Thawra 


\"Nour al-Samman 


Column 3 

is killed in an accident that was caused by lack of safety 
measures. The American School in Damascus is not authorized 
under law of private education to accept Syrian students. The 
school did not get approval from the ministry for the trip to 
Palmyra. The Minister of Education and the student\'s father hold 
the American School responsible for the child's death" 
(Government-owned Tishreen 


VExtensive denunciations of UNSC Resolution 1680: Violation of 
the UN charter and rude intervention in relations between the 
two sister countries" (Government-owned Tishreen 


V Extensive Lebanese denunciation of UNSC resolution 1680 

is depicted as a risky turning point in the life of Lebanon and 
relations with Syria. Russia says UNSC Resolution 1680 is not 
consistent with the content of Annan\'s report" (Government-owned 
Al-Thawra 


“Тһе гад! National Unity Government formed by Iraqi Premier 
Nouri al-Malki obtains the Iraqi Parliament\'s confidence. Scores 
of Iraqis killed or wounded during attacks in Baghdad 

al-Qaem and al-Basra\" (Government-owned Tishreen 


3. Editorial Block Quotes: 


Muhammad al-Khadr 

wrote (5/19): \"In May 1983 

short-lived agreement with Israel.... This May 

parliamentary majority in Lebanon is calling for the 

establishment of diplomatic relations between Beirut and 
Damascus 

sovereignty and independence. But this majority does not see the 
Israeli occupation of Shab\'a Farms and IsraelVs daily violation 

of Lebanon\'s land 

Lebanese sovereignty... 


VWhat is happening in Lebanon today and what is being planned is 
bigger than these people. But the problem is not here. The 
problem and the danger lie in leaving this Arab country as a 

pawn in the American plan 

protecting Lebanon 

just as the agreement of surrender [of 17 May 1983] sought to 

do 

have seen many small details jumping to the top of the agendas 

of the US State Department and the French Foreign Ministry 
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indeed the UN Security Council. In this sense one can understand 
Security Council Resolution 1680....\" 


Izz-al-Din al-Darwish 

Tishreen 

a product of the Lebanese who say that Israel is not an enemy of 
Lebanon.... 


\"It is insane to blame Syria for the current situation in 


Lebanon at a time when everyone knows that the parties who are 
tampering with Lebanon are Israelis 

group of Lebanese who hate Syria and say that it 

the enemy... 

\"The declaration ignores Syria\'s support for Lebanon and the 
fact that Syria has withdrawn from Lebanon completely.... The 
declaration coincided with pressure on Syria through the 

Security Council..." 


Ahmad Hamadah 

commented (5/19): "The US Administration is expected to applaud 
Israeli Prime Minister Ehud Olmert\'s Convergence Plan when he 
visits Washington next week. The United States will portray the 
plan as a step toward peace and a painful Israeli concession for 
which the Palestinians must thank the Israeli governmen!t.... 


“Тһе US Administration is not concerned about Israel\'s 

withdrawal to the June 4 

Palestinian refugees to their land and homes 

creation of the independent Palestinian state. lt is only 

concerned with one thing: opening its doors and heart to Olmert 

and providing maximum support for his government program without 
any regard for international legitimacy....\" 


Seche 
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Japan is particularly interested in beginning discussions of 
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serious violations of human rights 
violations 

that Japan would also use other fora 
Committee in New York 

serious human rights violations. 


4. (C) Kimura highlighted the need to discuss in the Human 
Rights Council the issue of extending the mandates of Special 
Rapporteurs. He stressed that \"continuity\" was an important 
consideration for Japan. 

SCHIEFFER 
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stated that the Ukrainians had appreciated Kaczynski\'s 
recognition that crimes had also been committed by the Polish 
side. The Polish MFAVs Ewa Figel 

Eastern Europe 

believed that the Polish gesture fell short of an explicit 
admission of culpability and that some -- including some 
Poles -- were disappointed that the Polish president had not 
demonstrated greater courage in promoting national 
reconciliation. 


5. (C) Handzlik reported that Yushchenko had told Kaczynski 
that he \"favored\" an Orange coalition for the next Ukrainian 
government and that he expected to be able to achieve that in 
the days ahead. Kaczynski made clear to Yushchenko his 
preference for such a coalition and offered his support if he 
could be helpful in any way. Figel cautioned 

Yushchenko may have been telling Kaczynski what he thought 
the Polish president wanted to hear 

a coalition with the Party of Regions remains very much in 
play. Figel said that she and other GOP officials believe 

that an Orange coalition may depend on whether or not 
Tymoshenko will accept a position other than prime minister 
such as parliamentary speaker. 


6. (C) Recalling that KaczynskiVs discussions with German 
president Koehler had been among the high points of the 
Polish presidents trip to Berlin 

the two leaders appear to be establishing a personal 
connection 

evident efforts to reach out to Kaczynski. Koehler was well 
prepared to address the Baltic gas pipeline issue 

said 

allusions to the Molotov-Ribbentrop pact (which Kaczynski did 
not completely disavow) while seeking to allay Polish 
concerns. Parenthetically 

Prime Minister Marcinkiewicz had displeased Kaczynski by 
suggesting that Poland might participate in the Baltic 

project and that PM advisor Ryszard Schnepf had been fired to 
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take the rap for the PM. 


7. (C) Whether out of conviction or interest in currying 

favor with Kaczynski 

would defend Poland against charges of anti-Semitism and 
intolerance stemming from the new governing coalition with 
Self-Defense and the League of Polish Families. Europe needs 
moral leadership 

German president is prepared to speak out when necessary. 
Alluding to gay rights protesters who greeted him during his 
appearance at Humboldt University in Berlin 

assured Koehler that he did not want to take away anyone\'s 
rights 

such as same-sex marriage. 


8. (C) Comment: Handzlik portrayed his president as a leader 
growing in confidence through these exchanges with his 
counterparts 

Polish foreign policy. He suggested that newly-appointed 
Foreign Minister Anna Fotyga 

confidante 

Kaczynski\'s Wright hand 

he sets. Handzlik confirmed that Presidential Chancellery 
head Andrzej UrbanskiVs position as national security advisor 
will be made permanent (\"why would he give up that power? 
Handzlik asked rhetorically). From now on 

be decided here 

far not refuted by anyone in or out of government. 

ASHE 
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printed materials related to the event. The leaders are 
willing to reprint everything using \"Kandipara\" instead 
that will allow the Jalsa Salana to go ahead peacefully. 


4. (C) Section 144 restrictions are generally lifted within 

a few days of being invoked. The Ahmadiyas said they do not 
know when this restriction will be lifted in this case 

they intend to hold the Jalsa Salana in Brahmanbaria as soon 
as the authorities allow. The Ahmadiya leadership went out 
of their way to praise the district commissioner in 
Brahmanbaria 

necessary to hold the Jalsa Salana over the objections of the 
local mosque and madrassa 

peaceful gathering. 


5. (C) Comment: Post will continue to monitor this situation 
closely. The presence of a kwami madrassa 

mosque built by Ahmadiyas in the 1953085 and taken over by 
religious bigots in the late 1980Vs 
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communally volatile. 
BUTENIS 
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nine broad subjects in parts three and four: defense 
maritime issues 

(including immigration) 

identity 

cross-Strait relations. 


2. (C) The NSR highlights three general themes: complaints 
about the \"China threat 

environment (including U.S. and Japanese strategy) 
measures by Taiwan to protect its \"dignity and sovereignty 
survival and security 

While there is extensive treatment ofthe PRC military 

threat 

preparations to counter this threat. The report is not 

entirely consistent as some of the various sections seem to 
reflect the viewpoints of different agencies or individuals. 


3. (С) The report is as much about Chen\'s political agenda 
as it is about Taiwan\'s security. Topics covered include 
non-security issues such as constitutional reform 

legislative gridlock 

the pan-Blue and pan-Green. There is a heavy emphasis on 
using the report to assert and define Taiwan\'s sovereignty. 
According to the report 

sovereign and independent country; the sovereignty of this 
country is vested in the 23 million people of Taiwan; and 
only the 23 million people of Taiwan have the right to decide 
on any change to the future of Taiwan.\" V'Our nation (Taiwan) 
is a maritime state with a land area of only 36 

kilometers. . A" In his preface 

dialogue with the PRC under the \"four great principles of 
sovereignty 


4. (C) The section on Taiwan\'s policy toward cross-Strait 
relations is relatively positive. The NSR stresses that 

Taiwan does not intend to change the status quo 

exclude any possible form of future cross-Strait relations 

and will not deal with sovereignty issues during 

constitutional \"reengineering.\" The report also states that 
Taiwan will further promote cross-Strait exchanges in 
economy 

cargo and passenger flights and visits by PRC tourists 

it proposes cross-Strait dialogue without preconditions based 
upon the foundations of the \"achievements of the 1992 Hong 
Kong meeting.\" The NSR proposes to establish a cross-Strait 
military affairs hotline 

Strait consultation mechanism\" for military security. This 
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section ends on a positive note: "We welcome China\'s stable 
development and we are willing to provide assistance as well 
as play a constructive role by sharing the VTaiwan 
experience;\' however 

collaborate in concerted efforts to ensure that the \'rise of 
ChinaY is accompanied by Vpeaceful emergence\' and \'the 
beginning of democracy\' - so as to create the necessary 
conditions for the safeguard of regional stability and world 
peace. 


Comment 


5. (C) The National Security Report has attracted relatively 
little interest in Taiwan 

focused heavily on fresh scandals that involve President 
Chen\'s son-in-law. Few people have bothered to read the 
lengthy and somewhat mind-numbing report. Some critics have 
complained that the NSR lacks new or practical ideas while 
others have criticized it for being a mish-mash of different 

and possibly conflicting views. Pan-Green politicians have 
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been only slightly more positive in their brief comments on 
the report. 


YOUNG 
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ambitions for a strong united nation which treats its 
citizens with equality and dignity.\" He also invited Zebari 
to visit Kuwait for bilateral talks on how to increase 
cooperation and strengthen ties between the two countries. 
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For more Embassy Kuwait reporting 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Or Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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interference in Georgia. She said France has been especially 
concerned by the difficulties OSCE monitors have faced in 
carrying out their mandated mission. France has raised its 
concerns in this matter with Russia 

thanked poloff for other examples of Russian interference 
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contained in the demarche 
of them. 


2. (Ο) Dumoulin said France and the EU routinely raise South 
Ossetia and Abhkazia with the Russian government during 
periodic consultations. However 

\"very firm\" and furthermore 

talking to a wall" The EU will likely take the lead (as 
opposed to bilateral consultations) in raising South Ossetia 
and Abhkazia with Russia 

frequent high-level EU-Russia meetings. (Comment: Left 
unsaid was the fact that high-level EU officials are also 
more likely to agree to raise such difficult issues with 
Russia 

on items that do not involve criticism of Russian actions. 
End comment.) 

Please visit Paris Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 


HOFMANN 
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direction of the GOKVs new lead negotiator 

\"nationalistic\" Vice-Minister of Energy 

A). Yessimbekov suggested that the former GOK negotiator 
Kairgeldy Kabyldin 

hard-line GOK position 

intervene with Kiinov and other GOK obstructionists. 
Yessimbekov was more sanguine about prospects for a Caspian 
Pipeline Consortium (CPC) settlement 

reports from Moscow (Ref B) of a \"soft linkage\" between the 
issues of CPC expansion and the construction of a 
Burgas-Alexandroupolis (B-A) bypass pipeline. Yessimbekov 
spoke optimistically of KazMunaiGaz (KMG) prospects for 
buying a controlling share of the Lithuanian V'Mazeiki Nafta V 
refinery complex 

Russian opposition to the KMG bid by engaging Rosneft as a 
strategic partner. On gas issues 

strong GOK interest in diverting a share of future 
Karachaganak gas production to a gas treatment plant to be 
built in Kazakhstan 

building a pipeline across Kazakhstan to deliver Turkmen gas 
to China. End summary. 


BTC-IGA 


2. (C) Yessimbekov told Econoff on May 18 that the May 15-17 
round of BTC-IGA discussions in Astana had V'gone very badly. V" 
Kairgeldy Kabyldin 

negotiator with the \"ultra-nationalistic\" Kiinov. Kiinov 
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Yessimbekov complained 

IGA more than we do 

representatives of the Ministry of Foreign Affairs to re-work 
the IGA. Yessimbekov told Econoff that Kabyldin had told him 
that he regretted that the USG had not been invited to 
observe the Astana round of negotiations 

was considering asking the USG to intervene with Kiinov and 
other \"hard-line\" GOK figures. (Note: Yessimbekov -- who 
until his promotion earlier in the week had worked directly 

for Kabyldin -- was unable to set up an appointment for 
Econoff with Kabyldin before the latter departed Astana for 
meetings in Moscow. Yessimbekov urged Econoff to try to make 
contact upon Kabyldin\'s return 

any suggestion that Kabyldin might wish to dissent from the 
GOK\'s negotiating position. End note.) 


3. (C) Yelda Guven 

Representative 

\"negotiating\" session in Astana had been \"truly bizarre." 
The Kazakhstani side had kept the Azeris waiting an entire 
day (May 15) 

their position." As of May 17 

three parties (GOK 

together. Kabyldin 

between the investors and the GOK 

seemed to suggest that the GOK 

the idea of excluding the investors from the agreement and 
turning to a \"contractor\" to build the infrastructure 
connecting the Kazakhstani oil fields and the BTC pipeline. 
(Kabyldin seemed surprised 

reminded him that the BTC Pipeline Company functioned 
according to unanimous vote -- thus necessitating at least 
some degree of mutual government/investor interest.) Guven 
who is not experienced in BTC-IGA negotiations 

confirm nor contradict ConocoPhillipsV interpretation of the 
GOK\'s apparent new strategy (Ref B) 

little could be known for certain until the GOK produced a 
new draft agreement. 


CPC Expansion Negotiations 
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4. (C) Asked about the status of CPC expansion negotiations 
Yessimbekov said that the negotiations were now less 
problematic than the BTC-IGA negotiations. The Russian 
companies considered expansion to be V'inevitable 

and were simply trying to maximize their profits. 
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Yessimbekov predicted that an MOU on the B-A bypass would be 
signed more-or-less concurrently with the CPC agreement (Ref 
B). Yessimbekov explained that four Russian companies -- 
TransNeft 

\"Khristenko Protocol" on February 20 

expansion is linked to a B-A bypass 

bypass project company with at least 51% Russian ownership. 
The Protocol \"welcomed\" the participation of KMG and Chevron 
Yessimbekov continued 

discussing how to coordinate their participation 

agreeing to accept no less than 35% ownership in the project. 

All Kazakhstani volumes (both TengizChevroil and others) 

said 


5. (C) Yessimbekov noted that the Khristenko Protocol also 
confirmed the signatories\' agreement that Russia\'s CPC share 
would be transferred to TransNeft. TransNeft 

was positioned to profit hugely from the B-A bypass 

as an operator 

bypass. While TransNeft was legally prohibited from 

operating offshore 

subsidiaries to circumvent the law 

Vall the way to America. V" 


Mazeiki Nafta 


6. (C) Yessimbekov told Econoff that he was V'cautiously 
optimistic" that KMG would win its bid to buy a share of the 
Mazeiki Nafta refinery. KMG had overcome Russian 
determination to block the transit of Kazakhstani oil to the 
refinery 

partner." While KMG had originally bid on 53.796 of the 
company 

a 8595 share for slightly more than $2 billion. Rival bidder 
PKN Orlen V'has no money and no oil 

adding that he was suspicious that the Lithuanians were using 
the Polish company simply to drive up the asking price. 


New Karachaganak Gas Treatment Plant? 


7. (C) Yessimbekov sidestepped Econoff\'s question about the 
status of Kazakhstani-Russian negotiations to expand the 
Orenburg gas processing plant 

\"90% certain\" that increases in Karachaganak gas production 
would be split between Orenburg (if the Karachaganak 
producers were offered a better price than at present) and a 
planned 

would cost $5 billion 

supply gas both for a petrochemical project and for onward 
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shipment -- potentially to Almaty 

pipeline. (A Karachaganak contact confirmed to Econoff that 
the GOK has recently intensified discussions with project 
partners about building a gas plant in Kazakhstan; however to 
date 

Production Sharing Agreement gives project partners the 
option -- but not the obligation -- to participate in such a 
project.) 


Gas Pipeline From Turkmenistan to China? 


8. (C) Asked about reports that the Chinese had agreed in 
principle to buy 30 bcms of Turkmen gas and deliver it by 
pipeline to China 

Yessimbekov said that the news \"had all of KMG laughing.\" 
VWe have no intention of losing our potential Chinese gas 
market to the Turkmen 

would be more interested in building the pipeline itself 

order use V'cheap Turkmen gas!" to meet domestic demand in 
Southern Kazakhstan 

ASQUINO 
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that from now on 

cited concerns by NF leaders in the rebel capital of Bouake 
over militia protests against the pilot program in Port Bouet 
in Abidjan (ref A). 


Break-down by city on May 18 
City / 4 of Apps. / Birth Certs. / Nat. Certs. 
Botro 100 4 4 


Bouna 60 35 35 


Government Controlled South: 


3. In the government-controlled south 

people were interviewed on the first day 

granted certificates of nationality. After the militia 

protests in Port Bouet on May 18 

without incident at all three sites. The Defense Attache who 
was on the scene in Port Bouet 

total number of people waiting to be interviewed exceeded the 
number of people that could be processed in one day. 
Interviews in Port Bouet also took 45-minutes to one-hour. 
The increase in numbers on May 19 apparently reflects a 
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growing confidence among the population in the south. Prime 
Minister Banny reported to the International Working Group on 
May 19 

process in Meagui 

Soubre 

several hundred people including Justice Minister Mamadou 
Kone. The Young Patriots also attended Banny\'s ceremony as 
non-violent V'observers. V" 


Break-down by city on May 18 


City /8 of Apps. / Birth Certs. / Nat. Certs. 


Port Bouet 01 01 01 
Meagui 02 02 0 
Tiapoum 06 04 03 


Zone of Confidence: 


4. In the Zone of Confidence 

interviewed 

nationality. According to the United Nations Office for the 
Coordination of Humanitarian Affairs (OCHA) 

Bangolo indicate that the registration process has continued 
without any disruption or interference. However 

to the United Nations 

interviewed 

apparently the teams did not issue any decisions on 
nationality certificates. Thus far we have received no 
explanation for this discrepancy. In Sandegue 

were interviewed and 87 birth certificates were issued. ΑΙ 
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87 people were found to be lvoirian and issued certificates 
of nationality. 

Break-down by city 


City /# of Apps. / Birth Certs. / Nat. Certs. 


Bangolo 60 57 0 


Sandegue 90 87 87 
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5. Comment: The biggest problem with the pilot procedure is 
the painfully slow rate at which it is carried out. In 

addition 

of fraud 

part of the population over the need to report to cities of 

birth to be eligible. The pilot phase is still scheduled to 

end on May 25. 

Hooks 
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AUTONOMY\" AREAS. PRISTINA AUTHORITIES WERE RELUCTANT TO 
MOVE BEYOND THEIR ALREADY TABLED PROPOSALS. BOTH SIDES 
AGREED TO FURTHER EXPERT-LEVEL TALKS AND TO PROVIDE 
ADDITIONAL INPUT. BOTH SIDES HAVE ANNOUNCED THEIR 
DELEGATIONS FOR THE MAY 23 NEGOTIATION SESSION ON 
PROTECTION OF CULTURAL HERITAGE. END SUMMARY. 


AHTISAARI TRAVELS 


3. (SBU) LAST WEEK 

NATO/BRUSSELS 

COUNCIL OF EUROPE FOREIGN MINISTERS 

PREVIOUS WEEK HE WAS IN WASHINGTON AND IN NEW YORK. IN 
SLOVENIA AND PRAGUE 

THE STATUS PROCESS WOULD RESULT IN AN INDEPENDENT KOSOVO 
AND ASKED PRAGUE AND LJUBLJANA TO BE SUPPORTIVE OF THE 
PROCESS AND HELP BELGRADE COME TO TERMS WITH REALITIES. 
HE MADE CLEAR AT NATO THAT NATO HAS AN IMPORTANT ROLE TO 
PLAY DURING AND POST-STATUS 

INCLUDE THINKING ABOUT AN INDEPENDENT KOSOVO AND THE ROLE 
NATO MIGHT PLAY IN DEVELOPING A SECURITY/DEFENSE FORCE 
(REFTEL). 


ROHAN TRAVELS 


4. (SBU) ALBERT ROHAN AND A UNOSEK DELEGATION VISITED 
PRISTINA AND BELGRADE MAY 16-19 TO FOLLOW UP ON 
DECENTRALIZATION. BELGRADE: 


--REITERATED IT IS NOT SEEKING A SEPARATE ENTITY OR 

DIVISION OF KOSOVO; 

--RECOGNIZED (FOR THE FIRST TIME EXPLICITLY WITH UNOSEK) 
THAT EVEN IN THE AREAS BELGRADE BELIEVES MUNICIPALITIES 
SHOULD HAVE \"FULL AUTONOMY\" THERE WILL BE A NEED FOR 
CONSTITUTIONAL PROVISIONS AND FRAMEWORK LEGISLATION AND 
THAT THE MUNICIPAL ROLE WILL BE TO IMPLEMENT; 

--AGREED TO USE THE COUNCIL OF EUROPE\'S CHARTER ON LOCAL 
SELF GOVERNMENT FOR THE BASIS OF LANGUAGE RELATED TO 
INTER-MUNICIPAL COOPERATION. 
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5. (SBU) BELGRADE DID INSIST ON ITS LENGTHY LIST OF 
MUNICIPALITIES 

\"RETURN\" MUNICIPALITY WITH SCANT SERBIAN POPULATION 
CURRENTLY) AND VELIKA HOCA (A SMALL COMMUNITY OF ABOUT 
800-1000 SERBS AND WITH HISTORIC SERBIAN ORTHODOX 
CHURCHES). BELGRADE ALSO INSISTED ON ITS PROPOSALS 
RELATED TO POLICE AND JUSTICE. ROHAN MADE CLEAR THAT 
BELGRADEVS LANGUAGE/PROPOSALS RELATED TO ITS ASSISTANCE 
TO KOSOVO-SERB MUNICIPALITIES WENT TOO FAR 

OF BELGRADEVS PROPOSED MUNICIPALITIES SIMPLY DID NOT MEET 
THE CRITERIA UNOSEK WAS FOLLOWING. 


PRISTINA 


6. (SBU) THE UNITY TEAM AND NEGOTIATING TEAM WERE NOT 
PREPARED TO SHOW MUCH FLEXIBILITY ON INTERMUNICIPAL 
RELATIONS AND ON EXPANDING ITS PROPOSALS ON NEW 
MUNICIPALITIES. ROHAN AND OTHERS MADE CLEAR THAT UNOSEK 
WOULD BE INSISTING ON INTERMUNICIPAL RELATIONS PROVISIONS 
BASED ON THE COE CHARTER ON LOCAL SELF GOVERNMENT. THE 
UNOSEK TEAM ALSO ASKED PRISTINA TO CONSIDER A MORE 
EXPANSIVE SET OF NEW MUNICIPALITIES THAN PRISTINAVS 

INITIAL PROPOSAL 

IN GRACANICA 

MUNICIPALITIES IN PARTES AND KLOKOT. PRISTINAVS INITIAL 
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REACTION WAS NOT POSITIVE 

MEET WITH UNOSEK EXPERTS TO REVIEW THESE PROPOSALS. 
UNOSEK ALSO ASKED FOR GREATER CLARIFY OF PRISTINAVS \"TWO 
MUNICIPALITIES/ONE CITY\" CONCEPT FOR MITROVICA 

PRISTINA HAS PROMISED TO PROVIDE. 


7. (SBU) ROHAN ALSO MET WITH SERB LIST FOR KOSOVO AND 
METOHIJA (SLKM) LEADER OLIVER IVANOVIC 

UNOSEK SLKM THINKING ON NEW MUNICIPALITIES THAT WAS MUCH 
CLOSER TO UNOSEK\'S THINKING THAN THE PROPOSALS TABLED BY 
BELGRADE. 


8. (SBU) THE FOLLOWING ARE FUNCTIONAL UPDATES ON ONGOING 
ISSUES: 


--DECENTRALIZATION: FOLLOWING THE ROHAN TRIP 

WILL DRAFT A NEW PAPER ON DECENTRALIZATION THAT WILL SEEK 
TO NARROW THE DIFFERENCES BETWEEN THE TWO SIDES. UNOSEK 
HAS 

THEIR VIEWS OF THE SUGGESTED CHANGES AND BRACKETS IN THE 
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EXISTING UNOSEK PAPER. UNOSEK WILL LIKELY THEN TRAVEL 
BACK TO BELGRADE AND PRISTINA TO CONSULT FURTHER. 
--PROTECTION OF RELIGIOUS SITES/CULTURAL HERITAGE: THE 
PARTIES AND THE SERBIAN ORTHODOX CHURCH (SOC) HAVE 
RECEIVED AN INVITATION 

PAPER FOR THE MAY 23 MEETING (COPY E-MAILED TO EUR/SCE). 
PRISTINA HAS ANNOUNCED ITS DELEGATION. ALTHOUGH THE SOC 
INITIALLY INFORMED UNOSEK IT WILL BE REPRESENTED BY 
METROPOLITAN AMFILOHIJE 

BISHOP TEODOSIJE OF DECANI 

MESSAGE FROM BELGRADE ADDING BISHOP ARTEMIJE OF RASKA AND 
PRIZREN TO THE BELGRADE DELEGATION LIST. MEANWHILE 
PRISTINA HAS INFORMED UNOSEK IT IS PUTTING DRAFT LAWS ON 
RELIGIOUS FREEDOM AND ON CULTURAL HERITAGE ON A FAST 
TRACK FOR RAPID ASSEMBLY APPROVAL. UNOSEK HAS WORKED 
WITH THE COUNCIL OF EUROPE AND PRISTINA ON BOTH LAWS AND 
BELIEVES THAT THEY ARE NOW BOTH IN GOOD SHAPE. UNOSEK\'S 
CONCERNS ABOUT THE LAW ON CULTURAL HERITAGE HAVE BEEN 
ADDRESSED BY PRISTINA ACCEPTANCE OF A UNOSEK-PROPOSED 
AMENDMENT. UNOSEK UNDERSTANDS 

ASKED THAT THE CULTURAL HERITAGE LAW BE PUT ON A SLOWER 
TRACK OUT OF FEAR THAT IT MIGHT \"PREJUDGE\" STATUS. 

- MINORITY RIGHTS 

ROHAN AND THE UNOSEK TEAM AGAIN RAISED WITH BELGRADE THE 
QUESTION OF A MEETING ON MINORITY PROTECTION ISSUES. 
BELGRADE REFUSED TO CONSIDER IT. MEANWHILE 

SUGGESTED IT WOULD LIKE TO PRESENT ITS 59-PAGE PROPOSAL 
FORMALLY TO UNOSEK. UNOSEK INTENDS TO CALL A MEETING 
REGARDLESS OF BELGRADE\'S VIEWS 

ONLY AFTER IT HAS EXHAUSTED AREAS OF POSSIBLE ADDITIONAL 
PROGRESS WITH BELGRADE ON DECENTRALIZATION AND CHURCH 
ISSUES. MEANWHILE 

THESSALONIKI THE WEEK OF JUNE 19 REVIEW ITS PROPOSAL WITH 
INTERESTED INTERNATIONAL ORGANIZATIONS AND SOLICIT 
FEEDBACK/REFINEMENT. 


--ECONOMY 

SPECIAL ENVOY STEFAN LEHNE REPORTED THAT HIS \"TECHNICAL 
MISSION TO PRISTINA (MAY 9-11) AND BELGRADE (MAY 15-17) 
SUGGESTS A POTENTIALLY DIFFICULT MAY 31 MEETING ON 
ECONOMIC ISSUES. IN PARTICULAR 

THAT THE NEGOTIATIONS FIRST DEAL WITH PROPERTY ISSUES 
INCLUDING QUESTIONS OF PRIVATIZATION 

DISCUSSION OF DEBT APPORTIONMENT. BOTH SIDES HAVE AGREED 
TO A MAY 31 MEETING IN VIENNA. THE USG WILL ALSO BE 

INVITED TO PARTICIPATE. 


MCCAW 
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of the project officers. Embassy would appreciate 
confirmation of this interpretation.) Prior to receiving 
the delegation of authority notices 

completely with responsibilities as described in ref B. 


2. Post strongly urges that resources be made available 
to adequately train Foreign Service Officers (FSOs) as 
project officers. Project officers (or GORs) require 
appropriate grants training to conduct the kind of 
monitoring and review activities outlined in the letter. 
Unfortunately 

fund such training out of post resources. Post employees 
are not sufficiently trained to undertake the fiduciary 
oversight responsibilities requested. Up to this point 
Embassy Rabat has created a locally-engaged position 
(funded out of our program budget) to provide 
administrative support and coordination 

of a mid-level reporting officer FTE to coordinate MEPI 
activities in Morocco. 


3. Post requests that the MEPI program clarify the 
language of the delegation of authority notices to limit 
project officersY responsibilities to match their 
qualifications consistent with ref B responsibilities 
provide appropriate resources and training to enable 
officers to accept expanded responsibilities in new 
delegations of authority received from Tunis. Post 
welcomes the opportunity to engage in more detailed 
discussion. 

Visit Embassy RabatVs Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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American-style capitalists are not \"black devils.\" (Comment: 
Unfortunately for Sevc 

the organizers 

capitalist\" at the breakfast. Unlike other AmCham breakfasts 
that have featured more main-stream party leaders and have 
been well attended 

heard Sevc. End comment.) 


3. (SBU) Sevc spent the better part of his prepared remarks 
trying to put the past behind him. He acknowledged mistakes 
had been made by the Communists in the past 

unclear if he meant throughout their time in power or only in 
1989. Sevc said it was not his wish to \"return to socialism\" 
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but that the role of the state must be increased 

redistribution of wealth must be more just 

privatizations must be put in order. Sevc said KSS respects 
Vownership relations\" but wants to introduce V'mixed 
ownership" as well. (Comment. \"Ownership relations" is a KSS 
byword for V'property rights." A \"mixed ownership!" presumably 
would be a public-private partnership. End comment.) 


4. (U) According to Sevc the economy should serve the 

interests of the social state. KSS agrees with all other 

parties on the important role of education 

front-running Smer party 

must remain free of charge. KSS would like the health care 
System to revert to its pre-reform version as they find the 
reforms of the second Dzurinda government to have been 
purposeless. KSS remains opposed to Slovakia 

membership and believes the money could have been used for a 
better purpose. 


5. (U) KSS feels politically closest to Smer 

criticized the front-running party for being too close to 
business. Sevc admitted that Smer 

the Democratic Left (SDL) had probably been an advantage for 
them 

not KSS 

period of political stability and KSS 

support for the long term and future campaigns. KSS hopes to 
fill a role as a watchdog in parliament. 


6. (U) Sevc was refreshingly candid about his party 
limitations and honest about its possibilities. His goal is 
to find just 180 

valid votes cast to make it to Parliament. 180 

shy of 5% of registered voters 

will be required given low expected turnout. In 2002 KSS 
181 


7 (U) When referring to evident obstacles that KSS faces 
including an aging voter-base 

repressions and no possibility of support from entrepreneurs 
and city dwellers 

hide this.\" Sevc said it is hard to run a campaign with no 
funds and when you have nothing to offer voters for their 
support except \"a warm hand.\" He said their campaigning is 
being carried out mostly in person 

villages and among friends 

supports and tries to find voters among small and medium size 
entrepreneurs. Sevc said they used to count small enterprises 
as having up to 50 employees but now find firms with up to 
500 employees also acceptable. 
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8. (U) When asked where the money for his programs would come 
from 

talk about increasing taxes because this would threaten their 
support and no wise party would do so before elections. 

VALLEE 
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ship\" potentially causing Filipino casualties. Ambassador 
promised to follow up and respond to Cabactulan before the 
end ofthe day. End Summary. 


2. (C) Philippines Ambassador Cabactulan met with Ambassador 
and Polchief May 23 and shared information he had regarding 
the WT Lin 1 vessel seized by Somali pirates on March 29. 
Although Cabactulan did not know the exact location of the 
vessel and its crew at the present time 

know whether the U.S. Navy is continuing to monitor the 
situation 

sources. 


-- The vessel is owned by a Greek company 
Transport 
is based in Fujairah on the UAEVs East Coast. 


-- The pirates are seeking $600 

and $200 

Filipino. The owners of the vessel are apparently willing to 
pay the ransom 

the crew is released. 


-- The ship\'s captain has had recent satellite telephone 
communications with an employee of Akron 

as the captainVs wife. Cabactulan said this was proof the 
crew was still alive. Families of crew members have also 
been in touch with them via cellular phone 

that the pirates have furnished cellphone cards. The shipVs 
crew has been receiving supplies (food and water) 

situation is becoming V'desperate 


-- The U.S. Navy apparently has been in contact with an Akron 
manager (Mr. Manoj) who has been keeping the U.S. Navy 
abreast of developments. 


-- The pirates have reportedly suggested that the U.S. Navy 
act as a go-between to ensure the delivery of the ship and 
its crew 


3. (C) Cabactulan said his government was especially 
concerned about the safety of the crew. \"Do not storm the 
ship 
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this pirate incident conclude without harm to the Filipino 
crew. 


4. (C) Ambassador assured Cabactulan that the Embassy would 
follow up with NAVCENT and that she hoped to have a response 
to his queries by the end of the day today. 


5. (U) \"Khaleej Times\" reported today that negotiations 
between the pirates\' representatives and representatives of 
the ship\'s owners are taking place in Gann 

400km north of Mogadishu. 

SISON 
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Vpolitical forces out to destroy the industry." Some 
speculate that frustration over frequent power outages 
shortages 

over into civil protests. Others see an emerging populist 
anger at growing income disparities 

owners. Some or all of these factors could be in play 
itis doubtful even the protestors themselves know at this 
point. 

BUTENIS 
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She quoted the UNSG as saying that there cannot be security 
without development 

one cannot have either without human rights. Arbour said 
that while much has been done to affirm the Universal 
Declaration of Human Rights 

stakeholders to insist on their rights. Governments are duty 
bearers in the support of human rights 

have obligations as a result of signing international 

treaties. The language may be an irritant and a burden to 
governments 

requirement to speak with governments as the responsible 
parties for upholding human rights in their respective 
countries. 


4. (SBU) The new Human Rights Council (HRC) will inherit 
the old resolutions concerning Cambodia and other countries 
with Special Representatives (currently numbering more than 
40) 

UN High Commissioner 

busy for the new HRC 

in approach to any single country. Arbour anticipates that 


Column 3 

the mandates for all countries will likely continue so there 

are no gaps in protection 

further review in the future. Arbour noted that she received 

no definitive indication from the PM that he would meet with 

Yash Ghai in the future or revise his opinion of the work of 

the SRSG. She stressed that Cambodia had been well served by 
the various SRSGs and the twin mandates of both the SRSG and 
the Human Rights Office in Cambodia rested with the new Human 
Rights Council -- neither is within the discretion of the 

Cambodian government to abolish. 


5. (SBU) Arbour added that collectively 
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Representatives and the UN Human Rights Office had produced a 
solid blueprint outlining the country's shortcomings and what 

is needed for Cambodia to become a full democracy. The UN 
Human Rights office is in Cambodia to assist the human rights 
agenda 

rights 

Arbour noted that she focused much of her attention of the 
judiciary during her visit because it is the crucial 

institution by which citizens may call the government to 
account. She urged the diplomatic community to remain strong 
advocates of the role of civil society 

closely government activities (legislation restricting NGO 
activities 

that may curtail civil society and human rights activists. 


6. (SBU) Looking ahead towards the Khmer Rouge TribunalVs 
opening 

this as an opportunity. The Tribunal will put Cambodia\'s 
judiciary in the spotlight 

community to capitalize on the Tribunal to launch greater 
respect for international standards of justice. 


Comment 


7. (SBU) Despite the PM officeVs positive spin on Arbour\'s 
meeting with Hun Sen 

defended not only Yash GhaiVs work as SRSG 

his predecessors. There was no breakthrough concerning the 
Prime MinisterVs attitude towards Yash Ghai 

down a clear marker signaling her support for Ghai. She 
informally urged donors to be more unified in their support 

for the work of the Phnom Penh-based UN Human Rights Office. 
We heard informally that in the PM\'s meeting with Arbour 

Sen mentioned that he had been asked to intervene with the 
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Burmese military junta to press for democratic reform 

although there was no mention that the request had come from 
the USG. End Comment. 
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make more seizures. Atthe same time 

increase is probably also an indication of efforts to traffic 
increased amounts of ATS through Cambodia 


Trainees Enthusiastic about INL/DEA Courses 


11. (U) Provincial Anti-Drug Police officers who attended 

the January Basic Counternarcotics course reported uniformly 
enthusiastic assessments to an embassy follow-up survey. 
Participating police captains reported an increased awareness 
of drug smuggling tactics 

preparing evidence 

test kits. Captain Preap Sovann of the Svay Rieng Anti-Drug 
Police noted that the training also promoted inter-agency and 
inter-province cooperation as well. All captains reported 
training their staffs in the key topics covered by the DEA 
training 

reported conducting anti-drug outreach to primary and 
secondary school students as well. Trainees suggested that 
future courses provide written materials in Khmer as well as 
English 

laboratory equipment available for in-class practice in drug 
identification 


Police Officer Arrested on Drug Charges 


11. (C) Nov Sophal 

southern city of Kep 

with trafficking 1 kg of heroin. Moek Dara was not expansive 
when asked about the case 

uncommon for low-ranking police and military officials to be 
arrested for drug trafficking. In contrast 

drug investigations of police or military officials are very 

rare 

have run afoul of rumored higher-level police involvement in 
narcotics. 


12. (SBU) COMMENT: While increased smuggling activity may 
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account for some of the increased seizures and arrests 


Column 3 

clear that the Cambodian government is turning up the heat on 
the country\'s drug smugglers. Training from the USG and 
other countries is playing a critical role in supporting this 
effort--both through the skills and enthusiasm imparted to 

the participants 

of improved performance on the part of the police and other 
officials. 

STORELLA 
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the pope and Vatican officials. In December 

Aleksander Kwasniewski made his swan song visit to the Vatican 
and met with Benedict XVI. In January 

Lech Kaczynski 

Pope Benedict XVI. The first anniversary of the death of the 
Polish pope in April saw waves of Polish pilgrims visiting Rome 
but the sound of Polish on the streets of Rome hardly abated for 
the Easter celebrations two weeks later. Add periodic events 
commemorating various dates in the life of John Paul Il or 
initiatives that he began 

Polish flavor to life at the Vatican. 


4. (C) In the aftermath of the death of the Polish pope 
Pole-weary Italian journalists heralded the impending exodus of 
Poles from Rome and the Vatican Curia (bureaucracy) (ref a). 
Their hope was that an Italian would regain the papacy and add 
to the already imposing number of Italians in the Curia. Many 
predicted that the papacy would inevitably turn its attention 
from the homeland of the deceased pontiff. In the end 
Ratzinger of Germany was elected pope 

large 

John Paul would signal a change in the relationship between 
Poland and the Holy See 

has continued to play close attention to Poland and Poles 
continue to wield great influence in Vatican City. 


5. (C) Benedict moved his own German secretary 

Georg Ganswein 

John Paul\'s Polish aide 

from Ukraine) in a very visible position in the papal household. 
Other prominent Poles at the Vatican 

Grocholewski (Congregation for Education) 

Stankiewicz (Roman Rota - the VaticanVs high court) 

Edward Nowak (Congregation for the Causes of Saints) 

Krzysztof Nitkiewicz (Congregation for Oriental Churches) 

Archbishop Stanislaw Rylko (Council for Laity) 

continuing in high-profile positions. [Note: Rylko was passed 
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over for an expected elevation to the College of Cardinals at 
the most recent consistory 

department.] 


6. (C) Benedict also named London-born Polish priest Wojciech 
Giertych as theologian of the Papal Household 
prestigious position. Giertych is the son of well-known Polish 
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nationalist Jedrzej Giertych (1903-92) 

Giertych of the League of Polish Families party in Poland. 
MaciejVs son 

reported by Embassy Warsaw) and a member of the Catholic 
organization 

his erudition and preaching rather than his nationality (we also 
doubt his family connections played a role in the appointment) 
his presence presents another opportunity for Polish visibility 
and influence. A host of lower-level Polish functionaries 
continue as well 

the Vatican. The only major name to leave Rome in the wake of 
the death of John Paul was Archbishop Stanislaw Dziwisz 
PaulVs longtime secretary 

mentors footsteps as Cardinal Archbishop of Krakow. 


7. (C) VEven after the death of the Holy Father 

strong presence here 

College (residential seminary) in Rome and a former Vatican 
bureaucrat 

making inroads at the Vatican for over twenty years. Their 
influence was unlikely to diminish overnight. Even when 
Benedict XVI makes the major changes in the Curia that 
Vatican-watchers have been predicting for some time 

here do not predict that Polish influence in the Vatican will 
drop precipitously. \"We are now part of the culture here 

a crucial element of the Church in Europe and in the world 
Kaszak insisted. 


8. (C) The statistics bear Kaszak out. We defer to Embassy 
Warsaw on the strength of the Polish Catholic Church 
domestically 

of the pope\'s trip. The Holy See released statistics noting the 
country's 36.6 million Catholics at some 10 

pastoral centers. There are some 28 thousand priests and almost 
25 thousand other religious personnel (nuns and other male 
religious) with 6 
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Vatican-based sources have remarked to us that Poland\'s Catholic 
muscle is felt far beyond the country\'s borders. In parishes in 
Italy 

not uncommon to come upon Polish clergy 

having taken up residence in a foreign diocese. WhatVs most 
important to the Holy See is the V'formation of the youth 
according to Dariusz Giers 

Vatican\'s Health Ministry. V'The Vatican knows we have excellent 
programs to educate young people [in religious matters] he 

said 

continuing strength of the religion. What's more 

Vatican consider Polish Catholicism to be dependably orthodox 
compared to more liberal strains of the faith found in some 

parts of Western Europe. V'The Poles are grounded in the faith 
one contact opined. V'You wouldn't have to worry about the Da 
Vinci Code confusing people in Poland." 


9. (C) As if to emphasize the ubiquitous presence of Poles in 
and around the Vatican 

Polish with passing nuns as he spoke to us not far from St. 
Peter's Square. In fact 

store or post office 

the streets around Vatican City 

without hearing some Polish. And this is not just from the 
Vatican functionaries from Poland and the many Polish nuns who 
staff several Vatican offices and residences. The flow of 

Polish pilgrims to Rome has waned little even a year after the 
death of Pope John Paul. Of course 

came to Rome to observe the first anniversary of the pope\'s 
death on April 2. A mass said by Pope Benedict and other events 
packed an overflowing St. Peter's Square. But it seemed to 
onlookers that the Polish influx was just as great - or greater 

- for the Easter celebrations not long afterwards. As is 

typical for the outdoor audiences and public masses 

from Polish parishes and towns highlighted Polish participation. 
VI think there were even more Poles here for Easter 
bureaucrat Giers told us. V'This has been nearly constant since 
the death of the Holy Father. | don\'t see signs of it slowing 
down.\" 


10. (C) The Holy See clearly recognizes who its audience is. 
At his weekly public gathering (a mixture of prayer and pep 


rally) 
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in addition to Italian 

Polish is typically one of the languages used for prayers at 
Vatican masses. The pope often makes special emphasis on the 
Polish contingent at the audiences and other events 

3 

Polish Constitution and heralded the anniversary a noteworthy 
event in Polish Catholic history. Benedict XVI has also devoted 
some ol his rare private audiences to Polish or 

Polish-affiliated groups such an April visit with 

representatives of the Krakow-based publishing house 

publisher of Pope John Paul\'s last book and other Church-related 
works. That Pope Benedict 

predecessor 

was a visit to World Youth Day in Germany that had been 
scheduled before his election) is perhaps the strongest sign of 
this recognition (septel). 


11. (C) The Holy See\'s attention to Poland is not simply 
customer service or V'taking care of the troops\". As was clear 
under Pope John Paul II 

will serve as a counter-weight to Western European secularism as 
the nation makes itself more at home in an integrated Europe. 
Pope Benedict\'s preoccupation with what he sees as Europe\'s 
increasing psychological distance from its Christian roots is 
clear (ref a). He has continued to focus on Poland\'s potential 
in combating this trend. This was one of the themes of the 

visit of several groups of Polish bishops to the Vatican at the 
end of last year. V'ItVs a topic that always comes up 

explained Monsignor Michael Banach 

director for Poland. He told us that the two sides recognized 
that the Polish bishops needed to exert leadership in the face 
of Western European secularism. Certainly the Holy See hopes 
that Poland will hold the line at the EU on \"life and family" 
issues that arise. But the necessity of maintaining and 
fortifying the faith internally in Polish society is perhaps an 
equally important - if not unrelated - focus. Several sources 
have told us that both sides are keenly aware of the danger that 
European secularism will dilute Polish faith and identity. 
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12. (C) Looking at Poland\'s position in Europe and the EU 
several Polish interlocutors told us that Western European 
suspicion of Poland as a \"Trojan horse\" for the U.S. in the EU 
was not just aphenomenon among the laity - it had also infected 
the Vatican. \"We definitely get that feeling\" from a few of the 
French 

Vatican 

Vatican officials 

Traditional Polish affection for the U.S. 

Seems as strong as ever among the Polish clergy stationed or 
studying in Rome. In conversations at a dinner not long ago at 
the Polish College 

of praising the U.S. and lauding USG foreign policy. 


13. (C) Although the Vatican is on guard against encroaching 
secularism 

Radio Maryja 

and anti-Semitism. Banach and Piotr Samerek 

Embassy to the Holy See 

visits 

Minister Giovanni Lajolo and others to clamp down on excesses of 
Radio Maryja and its sister media outlets. The complaints 
included Radio Maryja\'s meddling in Polish politics. According 
to Banach 

reservations about the network. But Lajolo took a typical 
Vatican line in judging the matter to be an Polish internal 

affair. Banach told us that Lajolo told more than one group of 
bishops that they had to deal with Radio Maryja themselves as 
part of their V'pastoral responsibilities\". Though media 
attributed some comments critical of Radio Maryja to Pope 
Benedict 


14. (C) When Papal Nuncio Jozef Kowalczyk made an April 
statement chastising Radio Maryja 

had finally decided to clamp down on the network. Our contacts 
tell us that wasnt the case 

agreed with the spirit of KowalczykVs intervention 

had spoken out on his own. Some following the issue at the 
Vatican have told us that Kowalczyk went too far 

Vatican\'s view of the matter as an internal Polish question. In 
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proposed programming board set up to monitor the content of the 
stationVs broadcasts looks like a step in the right direction. 
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15. (C) As the Holy See examines the many aspects of its 
relationship with Poland 

pastoral rather than political. But religious subjects 

routinely morph into political ones. Banach wouldn't bite when 
asked for his view of the entry of radical elements such as 
Andrzej Lepper or ultra-Catholics like Roman Giertych into 
Poland\'s governing coalition and ministerial ranks (ref c). He 
did say that the Vatican understood the dangers that right-wing 
nationalists posed to Poland\'s future 

a danger of Catholic fringe groups discrediting the mainstream 
Church. As far as the reputation for anti-Semitism that stuck 
to some nationalists 

see the progress that had been made on such issues lost. 


16. (C) Itis only a little more than a year after the death 

of Pope John Paul II 

of time Poland will eventually become less central to the world 
of the Vatican. John-Paul era Vatican bureaucrats will 
eventually move on. Poland may become more secular. The memory 
of the Polish pope will certainly recede further into the past. 
The growth of the Catholic Church in certain parts of the 
developing world could also play a role here 

Italians and others to less prominent roles with the Holy See 
and capturing even more attention in Curial offices. For the 
near future 

the Vatican table. ROONEY 
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insurrection\" that promised to expand. He emphasized the 
ljaw militants responsible for the January and February Amcit 
kidnappings were motivated more by perceived political and 
economic marginalization of their ethnic group than by 
monetary gain. He confessed the militants enjoyed the 
support of the vast majority of ljaws. While the militantsV 
tactics were radical 

comparison to those of the hard-line ljaw politicians. 
Nonetheless 

militants and their demands. The SSG forecasted additional 
large-scale disruption of oil production if the militant 
demands are ignored by the GON. End Summary. 
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2. (U) In a series of late April talks with the Consul 

General 

as one with multiple causes but made clear the primary factor 
was not criminality but rather the feeling of ethnic 
marginalization among the ljaw people. Chronic economic 
underdevelopment mixed with political underrepresentation to 
generate widespread dissatisfaction. According to the SSG 
ljaws are the country\'s fourth largest ethnic group and have 
significant populations in most of Nigeria\'s coastal states. 
Because of their number and the fact that most on-shore oil 
production takes place on ljaw land 

ethnic groups (Hausa 

the Nigerian political economy should become a quartet 

ljaws comprising the new entry. 


3. (C) The truth of the matter was that ljaws were woefully 
marginalized 

ljaws are a significant minority but are virtually shutout of 
state electoral politics and the lucrative patronage which 
ensues. This has caused ljaws in these states to become 
radicalized to the point of advocating the creation of two 
new states - with majority ljaw populations - or even the 
establishment of a separate ljaw republic. For now 

the other states see Bayelsa as their political home base. 
As if to underscore the ljaws plight 

Bayelsa is the only state in Nigeria not linked to the 
national electrical grid. 


4. (C) During the hostage crises and afterward 

visited the camps of the hostage-takers several times 
continued. Those who tried to reduce Ekpomupolo and his kith 
to a mere band of criminals were sorely mistaken 

asserted. He claimed Ekpomupolo sincerely saw himself as a 
champion of the [ам cause. Igali sought to distinguish the 
group's activity from crass bunkering. He explained the 
group was not a bunkering outfit albeit they indirectly 

profited from bunkering by charging a toll of at least 

100 

creeks they controlled. Ekpomupolo rationalized he was 
merely exacting a tax for allowing non-indigenes to take oil 
that rightfully belonged to the ljaws. Based on this 
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rationale 

and the oil companies who took the oil from the ljaws in the 

first instance. However 

operation was Ekpomupolo did not form his group to make money 
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but was making money in order to support his group 
maintained. 


5. (C) The militant\'s camp had become a sort of ljaw Mecca 
Igali declared. Politicians 

Nigerian military 

the camp 

influence and control over Ekpomupolo. Igali contended on 
one visit he saw approximately 1000 fighters mustered 
uniformed 

assistance of ljaw officers in the Nigerian Army. The 
militants cut a swath that extends beyond the Delta 
contended. An ljaw resident in South Africa was actively 
procuring weapons for the group. Additionally 

two-three years 

down the Gulf of Guinea confiscating weapons 

uniforms from the Nigerian military as well as the 
Cameroonian and Gabonese navies. 


6. (C) For now 

want to strike. In fact 

crises would not have occurred but for the military\'s attack 

on locations near the militant camp in Delta State. The 

attack was not an accident and was ordered at the highest 
level of the military -- probably the President 

confided. The militants realized this and thus seized the 
hostages as protection against further attacks. The 

militants were now in a waiting mode 

Obasanjo\'s Commission on the Delta would produce results or 
be another failure in a long line of now moribund commissions 
established to address the problem in the Delta. 


7. (C) While the militants were willing to forgo any 

disruptive action for the time being 

oppose oil company or GON attempts to repair pipelines 
damaged in February. The militants saw the diminution in oil 
production and electricity generation caused by their attacks 
as their most effective leverage on the GON. They would not 
forfeit that leverage without the GON giving something in 
return. If repair were attempted 
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their attacks against the oil facilities 


8. (C) While radical in his tactics 

moderate in his demands 

actually had withstood pressure from hard-line ljaw 
politicians 

wanted the militants to continue to attack oil facilities and 
not give the GON a respite. These politicians wanted to 
press the GON to create two new 

and they saw the militants as the most likely vehicle to 
achieve this objective. However 

demands on economic development 

public works projects and educational/job skills centers. 
The release of militant leader Dokubo Asari 

jail for treason 

gained notoriety before Ekpomupolo 

dependent on Ekpomupolo for both weapons and manpower. 
Ekpomupolo said he would make sure Asari behaved if the 
latter were released in his custody 


9. (C) The SSG complained a major obstacle to resolving the 
situation was the GON\'s (read President Obasanjo\'s) inability 
to accept the underlying socio-economic causes of ljaw 
dissatisfaction and the militant attacks. Despite his public 
rhetoric 

of protest. The SSG also feared the Nigerian army 

the militants\' successes 
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disperse the militants by military force. 


10. (C) The SSG himself believed an important factor in 
resolving the conflict was providing meaningful employment 
and skill training to youths in the region 

members of Ekpomupolo\'s group. The government could mollify 
the fighters by providing them alternative opportunities to 
make а living. These training projects could center on 

public works and traditional economic opportunities in the 
regional 

for USG assistance. The CG responded Nigeria had sufficient 
funds to address the problem 

deployed properly. Thus 

financial assistance to solve the problem in the Delta. 
However 


Column 3 

expertise with Nigeria\'s funds to help bring meaningful 
development to the Delta. The CG added the GON needed to 
formulate a detailed 

development 

demobilizing and reintegrating fighters into mainstream 
society. 


11. (C) Ekpomupolo\'s group is waiting and watching for the 
time being. Yet 

There are pressures 

them to act if something is not forthcoming from the GON. 
Among the pressures are the exhortations of ljaw politicians 
and radical \"intellectuals\" who want to use the militants to 
advance their more ambitious political agendas. For now 
militants appear capable of withstanding the intra-ljaw 
political pressure. However 

some genuine change in the Delta will also test the 
militants\' patience. Additionally 

with the defeat of his third term agenda and the political 
enervation the defeat entails portends that Obasanjo may have 
neither the power nor the will to devote what is needed to 
give the Delta Commission a reasonable chance to succeed. 


12. (C) Secretary Igali is caught in the middle of this. 
Initially sent to Bayelsa as Obasanjo s man among the ljaws 
Igali seems to have imperceptibly changed his role to being 
the ljaw\'s man іп ObasanjoWs employ. He currently enjoys 
access and a degree of trust from both sides. Thus 

have a major role to play in whether Obasanjo will pay 
sufficient attention and devote the necessary resources to 
this problem. However 

could quickly forfeit the confidence of both sides. He must 
dance fast but with finesse. As with most things 

ultimately stops at Obasanjo\'s desk. If he ignores it 
militants likely will return to their disruptive vocation in 

the not-to-distant future. 
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Deutsche Borse and the London Stock Exchange in the face of the 
number one transatlantic market which is slowly taking shape." Le 
Figaro Economie acknowledges that \"Wall Streets Mermaid Call Has 
Charmed Euronext." In its editorial titled V'Questions for the 

Future\" La Tribune comments: VLet us hope that the future will not 

go wrong. What will happen to the notion of independence 

Euronext\'s strength? And what will EuropeVs influence be if 
tomorrow\'s European financial markets will be made up of the NYSE 


Column 3 

and Euronext on one hand 

will be left in this American-American market for the Europeans?\" La 
Croix\'s editorial titled Finances Without Borders\" faults 
government authorities in Europe for not defending \"a European 
federation of finances.\" 


Liberation interviews professor of economics Bruno Biais 
describes the advantages of the merger: \"To attract American 
investors to Europe and to make it easier for European investors to 
diversify their portfolios through American stock.\" Asked whether 
the David-Euronext runs the risk of being swallowed by the 
Goliath-NYSE 

creativity of Euronext and it is in its interest to allow Euronext 

to maintain a certain freedom.\" 


The main international story is the outcome of the referendum in 
Montenegro 

according to Le Figaro\'s front page \"leaves Europe somewhat 
embarrassed.\" The editorial warns against the \"Domino Effect\" while 
Le Monde\'s editorial comments: “Тһе EU has come to the conclusion it 
cannot force coexistence on people who do not want to live 

together.\" (See Part C) 


Le Figaro reports on Olmert\'s visit to Washington (See Part C) 
and Blair\'s surprise trip to Baghdad 
Era.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Montenegro Referendum 


\"Careful About the Domino Effect\" 

Pierre Rousselin in right-of-center Le Figaro (05/23): \"It is a 

relief to see that in the Balkans a nation like Montenegro can 

achieve independence without bloodshed. This is an incredible 
progress when compared to the wars of the 90s 

Yugoslavia\'s break up... The referendum went smoothly because it was 
mere confirmation of an existing situation... Serbia-Montenegro was 
practically already defunct... It would be a waste of energy to 

fight against the inevitable. Europe cannot reject these 

pro-Europeans and favor those who still support Milosevic. Europe 
has to deal with this new deck of cards and with Serbia\'s trauma 

and Kosovo\'s future independence. It is the Kosovars who will gain 
the most from this referendum: indeed no one will dare deprive them 
of their hopes for independence. But the danger of an endless domino 
effect must be considered 

region and reach far beyond into Abkhazy... The birth of a new 
European nation cannot serve as a model for one and all. Each 
situation must be appraised independently. And the European Union 
will have to send out this message all the while helping Montenegro 
and Serbia to handle their divorce as best they can.\" 
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\"Montenegro on the Road to Europe\" 

Pierre Haski in left-of-center Liberation (05/23): \"This is the last 

act of a play involving Yugoslavia. With their choice for 

independence 

which finds itself alone and independent 

its future... It is commendable that this last act was played out 

without any shots being fired. The Montenegrins have chosen to 
follow the rules set by Europe. How far can this principle go? 

Indeed the question becomes thornier when applied to other Republics 
from former Yugoslavia... And even within Europe 

Catalan independence groups are looking at the Montenegro precedent 
closely... Is Europe condemned to such a fate on the basis that 
\'small is beautiful\ and a desire to preserve a national integrity 

which has been underestimated in the European construction? This is 
one more paradox in these times of globalization and political as 

well as economic regrouping.\" 

\"Balkanization\" 

Left-of-center Le Monde in its editorial (05/23): The EU has come 

to the conclusion it cannot force coexistence on people who do not 
want to live together. Self-determination is a praiseworthy 

principle 

the letter 

contagion.\" 


Olmert to Washington 


\"Olmert Presents Bush his Pullout Plan\" 

Philippe Gelie in right-of-center Le Figaro (05/23): V'If protocol 

did not reserve the expression to heads of state 

Vstate visit. V Washington\'s welcome and the program set for Olmert 
establish the foundations for a personal relationship and a common 
strategy for the future. Like his predecessor 

an Vall inclusiveV plan he will offer the Americans. Olmert is 
preparing to pursue the unilateral pullout plan implemented by 
Sharon 

favor of the roadmap... In order not to antagonize the American 
President 

which can be adjusted if needed... According to an Israeli diplomat 
the Americans and the Israelis will speak publicly of their support 
for the roadmap 

work out. And indeed the situation is not ripe for the success of 

the peace process. Hamas is in power but is still not a respectable 
political entity as long as it does not recognize Israel or give up 
violence... But the White House has nothing concrete to offer: since 
President Bush presented his VvisionV of two states living side by 
side 

According to Brent Snowcroft 

have injected lots of money into Gaza after the pullout. We let 
Hamas fill a vacuum. Now we are trying to push Hamas to fail. And if 
we succeed 
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reluctantly accepted the system to distribute humanitarian aid 
disagreement with the Europeans remains over Palestinian salaries. 
The Israeli-Palestinian conflict has receded as a priority for the 
Americans. And Olmert 

nudge Bush on his obsession of the day: nuclear Iran.\" 


\"Olmert Wants to Rally Bush to His Plan\" 

Joel David in Catholic La Croix (05/23): \"President Bush does not 
seem ready to give his green light to Olmert without seeing the 
entire plan: before he gives his political and financial support 
Bush expects to have all the ins and outs of the plan explained to 
him. For the time being he will stick to the roadmap... The 
Americans will be asking for time 

precipitous unilateralism. This is also what the Europeans and Arab 
countries want. Mired in Iraq and falling steadily in the polls 
American President cannot afford to take risks with the 
Israeli-Palestinian conflict. For the time being it would appear 

that priorities 

Washington 
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names 

time 

and application forms 

substantial list of organizations that seem in some way 
affiliated with Gulen. Applicants who we think may be 
affiliated with his movement come from a variety of 
backgrounds and apply across the full spectrum of visa 
classes as tourists 

last count 


-- Over 30 science academies (set up as charter schools) in 
the U.S.; 


-- 52 international science academies in Central Asia / 
Caucasus 
the Middle East and Europe; 


-- 24 affiliated schools in Turkey; 


-- 84 educational consultancies and educational foundations 
(22 of which are in the U.S.); 


-- 6 publications and news outlets (including Zaman newspaper 
in Turkey); 


-- Various business concerns 

restaurant chain now expanding to the U.S. 

construction and food services firm operating in Turkey and 
Texas; and 
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-- Over a dozen other organizations and benefactors 
(including influential Turkish business associations such as 
ISHAD (Business Life Foundation) 

Federation) 

and Industrialists)). The latter umbrella organization 
claims 9 


4. (C) As the spiritual leader at the center of this growing 
network 

Turkey every year who seek to met him or hear him preach. 
After interviewing hundreds of applicants whom we suspect are 
affiliated with Gulen 

noticed that most of these applicants share acommon 
characteristic: they are generally evasive about their 

purpose of travel to the United States and usually deny 
knowing or wanting to visit Gulen when questioned directly. 


5. (C) These applicants generally are not forthcoming about 
the source of their travel funds. They frequently write 
\"myself\" or my company," in response to the travel-funding 
question on the DS-156 application form 

clarify the exact source of funds 

my company!" or V'the organization" will pay. When pressed 
further as to why V'the organization\" or \"the company" would 
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fund a tourist trip or course of study in the absence of any 
obvious and strong direct ties 

provide officers with straightforward 

appears that either the applicants themselves don 
understand or they are hesitant to be forthcoming about the 
truth. 


6. (C) Although the suspicions engendered among Consular 
officers by this evasiveness of both purpose and funding 
source often result in visa denials 

remain reticent about revealing their affiliation with Gulen. 
Some applicants subsequently have explained this reticence 
in the context of either fear of reprisal by the secular 

Turkish establishment or uncertainty about the U.S. 
government 


7. (C) Since Consular officers began actively compiling a 
list of Gulenist organizations several years ago (as well as 
periodically meeting to discuss trends within the Gulenist 
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applicant pool) 

have noticed what appears to a purposeful \"shifting\" of 
applicant profiles appearing for visa interviews in what may 
be an effort by Gulenists to identify \"successful\" profiles. 
The most common profiles we have recognized over the past 
several years include: 


-- The young exchange visitor: Noted above as the first group 
that gained Consular officers 

predominately young 

exchange visas to teach in science academies in the U.S. 
Most had some prior education or teaching experience in the 
Central Asian republics. We refused visas to the majority of 
these single males with limited work experience. One year 
later 

petitions sponsored by Gulen-affiliated science academies. 
Interestingly 

H1-B visa petitions 

paperwork for these applicants may have been filed even 
before their J-1 visa interviews. 


- The married middle-aged male with no English and traveling 
alone: Over the past two years 

in the number of married middle-aged businessmen who speak no 
English traveling alone for \"tourism\" or \"business\" to New 
York 

applicants have little or no prior international travel and 

those who do have traveled only to Central Asia 

and Saudi Arabia. Since their visa cases were not compelling 
on the surface 

deeper to understand why they wanted to travel to the U.S. 
uncovered their desire to visit Gulen 

direct questioning. Most of the applicants still failed to 

quality for visas. Since mid-2005 

same applicants -- and profile of applicant -- applying as 
members of local business groups by counterpart U.S.-based 
Turkish-American business organizations to look into 
Vbusiness opportunities. V 


-- The middle-school-aged English student: Since the summer 
of 2005 

students participating in both short and long-term English 
exchange programs between their Turkish schools and the 
Gulen-affiliated Putnam Science Academy in Connecticut. Most 
of these applicants come from middle-class families whose 
fathers own medium-sized businesses (15-50 employees). The 
issuance rate to these children from stable middle-class 
families is over 90 percent. 


-- The graduate student going for English: Since February 
2006 
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claiming no knowledge of English and stating that it is 
required for their graduate studies. All of these applicants 
have recently graduated from known Gulen-affiliated 
universities in Turkey. Their profiles are similar to the 
\"young exchange visitor 

experience. Their tendency to apply individually to the same 
U.S. institutions -- in this example clearly unaffiliated 

with Gulen 

attention. For example 

this profile were going to Rice University and the University 
of Houston 

schools we think are Gulen-affiliated. Half of the 
applicants were persistent 


8. (C) The one clear counter-example of Gulen-affiliated 
applicants who do not display his characteristic evasiveness 


ISTANBUL 00000832 003.2 OF 003 


is the professional businessmen belonging to Turkish business 
associations such as ISHAD and MARIFED. They are the owners 
and managers of medium-to-large organizations who leverage 
their affiliation in these groups to further their business 

interests in Turkey and overseas (including the U.S.). They 

are able to present clear compelling need to travel to the 

U.S. 


9. (C) Our \"through the window\" experiences with the 
Gulenists have enabled us to compile a substantial list of 
Gulen-affiliated organizations around the world 

light on their travel patterns and some of their personal 
characteristics. However 

concern that their movement might be viewed negatively by the 
Turkish or U.S. Governments 

insight into the reasons behind these applicants 

evasiveness when applying for visas. We know the network of 
affiliated and associated schools 

and benefactors continues to expand rapidly 

the work and travel experiences of our applicants 

not know if the network 

education and spreading Gulen 

ecumenical vision of Islam. To document our encounters with 
Gulenist applicants to whom we issue visas 

subject them to security advisory opinion clearances (Ref B). 


Column 3 
Comment 


10. (C) In Turkey 

travel and work connections to these regions 

regular and growing part of the nonimmigrant visa applicant 
pool. We estimate that they comprise three to five percent 
of Mission Turkey 

75 

humanitarian movement 

applicants -- coupled with what appears to be a deliberate 
management of applicant profiles over the past several years 
-- leaves Consular officers uneasy 

within Turkey by those familiar with the Gulenists. More 
information 

available at http://fetullahgulen.org/. 

JONES 


65070 

over the DepSec\'s comments on the need for greater 
political reform in the country and instead focused on 

the issues of Tunisian bilateral cooperation 

Iraq. Privately-owned dailies VAs Sabah" and \"Ash 
Shouroug\" also reported on Iraq and Darfur 

possibility of Tunisian participation in international 

efforts in Sudan. Privately-owned V'Le Temps" joined \"As 
Sabah" and \"Ash Shouroug\" in their coverage of the 
DepSec\'s encouragement in the areas of freedom of 
assembly and expression in Tunisia 

his observation that the educational and cultural levels 

of Tunisian society naturally lend themselves to a desire 
for greater freedom and knowledge. Privately-owned \"Le 
Quotidien" focused its reporting on the press conference 
on the international issues of Libya 


4.(U) On May 19 

media also covered the DepSecVs meeting with President 
Ben Ali and included coverage from the press conference 
on Darfur 


5.(SBU) Comment: Given the GOT\'s track record on press 
coverage of American USG visits to Tunisia (reftels) 
relatively accurate coverage of the DepSec\'s May 18 - 19 
visit represents a slight 

the local media scene. Whereas in the past TAP has 
either falsely attributed comments to such dignitaries as 
former SecState Powell or embellished American praise for 
Tunisian social and economic reforms into accolades for 
the human rights and political situation in the country 

the TAP articles on the DepSec visit strategically 

focused on the GOT side of the bilateral discussions and 
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refrained from commenting too widely on what was said by 
the American official. The accurate coverage on the 
DepSec\'s comments on reform presented in the privately- 
owned newspapers 

of expression and assembly 

in Tunisian reporting. End comment. 


6. (U) Sample headlines on the visit include: 


\"La Presse\" (government-owned French language daily): 
\"Tunisia-US - President Ben Ali receives the Deputy 
Secretary of State - Deep discussions on questions 


SIPDIS 

related to peace and stability in the world. Mutual 
willingness of both sides to reinforce the already 
excellent bilateral ties and to pursue political 
discussions.\" \"Deputy Secretary of State Robert 
Zoellick 

nation that has made remarkable achievements.\' "Tunisia 
played a positive role in the normalization of Tunisian- 
American relations.V "Tunisia distinguishes itself by its 
tolerance 

American working meeting: Common will to diversify 


bilateral cooperation" V'Cooperation: The progress 
realized by Tunisia will encourage American investors. V' 


VLe Renouveau\" (ruling party French language daily): 
VPresident Ben Ali receives the Deputy Secretary: 
Reinforcement of relations of cooperation and 
coordination. Examination of regional and international 
issues of common interest in the Middle East and on the 
African continent. V V'Abdallah-Zoellick working session: 
Consolidation of secular and solid ties." Robert 
Zoellick press conference: Homage to the role played by 
Tunisia in the normalization of US-Libyan relations." 


VAsh Shourouq\" (private Arabic language daily): VBen Ali 
discusses with Zoellick support for bilateral relations 

and regional and international issues." \"Атегісап Deputy 
Secretary in a press conference: | proposed Tunis 


SIPDIS 
participation in the international forces in Darfur. VV" 
\"We аге in Iraq because the Iraqi people want us to be. V 


VLe Temps\" (private French language daily): \"President 
Ben Ali receives the US Deputy Secretary of State: 
Promotion of ancient and excellent relations between 
Tunisia and the United States." Deputy Secretary of 
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State Robert Zoellick in a press conference: ΜΥ visit to 
Tunisia was short 

opportunity to increase the domain of economic 
development in the Maghreb." 


VAs Sabah!" (private Arabic language daily): V The American 
Deputy Secretary іп a press conference: "There is an 
opportunity to widen the economic development field in 

the Maghreb. "We noticed positive signals of Tunis 
readiness to help in Darfur\"\"We don\'t want to remain in 
Iraq longer than necessary." 


VLe Quotidien" (private French language daily): \"Tunisia- 
US: Common will to promote bilateral cooperation." 
\"American Deputy Secretary of State: ` Му country has а 
profound respect for Tunisia.\\" 


\"Al-Horriya\" (ruling party Arabic language daily): \"The 
Head of the State receives the American Deputy 
Secretary.\" \"Discussion of the traditional and excellent 


SIPDIS 

relations and horizons to increase their development.\" 

\"The American Deputy Secretary when received by Mr. 
Abdelwahab Abdallah: “Strengthening of exchange in 
officials visits between the two countries and the 
reinforcement of bilateral collaboration and 

cooperation.V ‘The U.S. is impressed by the Tunisian 
development approach.\\" \"In a press conference: \"Praising 
the Tunisian positive role in American-Libyan 

normalization\" 


\"As-Sahafa\" (government-owned Arabic language daily): 
\"President Ben Ali receives the American Deputy 
Secretary.\" \"Promoting the traditional and excellent 


SIPDIS 

relations between the two countries and horizons to 
increase the development of these ties." Meeting between 
the Tunisian Foreign Minister and the American Deputy 
Secretary: The economic and political reforms that Tunis 


SIPDIS 

has achieved protect it from forms of extremism.\\" “Тһе 
American Deputy Secretary in a press conference: "Praise 
for the positive Tunisian role in the normalization of 

the American-Libyan relations. V" 

HUDSON 
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their own interests 
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obliged to respond to the Moroccan public opinion. Labraimi 
added that despite the results of the poll regarding the 
potential PJD strong showing at the polls 

collaboration with their Koutla and Socialist Alliance 

partners 

2007. Alaoui added that 

honesty and frankness with respect to public opinion. 
Commenting on the political party law 

party mergers pose problems for political parties and that he 
favors strong alliances over mergers 

reported difficulties the Berber UMP is facing in completely 
fusing into one single party. END SUMMARY AND INTRODUCTION. 


IRI Poll: Well Done 


2. (C) On the International Republican Institute (IRI) poll 
summaries of which appeared in the March 18 issue of Moroccan 
French-language weekly Le Journal (reftel b) and which has 
continued to generate substantial comment in the Moroccan 
press 

journalists have manipulated the situation to help serve 
their own purposes. Alaoui explained that as a result of the 
poll's appearance in Le Journal 

obliged to respond to Moroccan public opinion. He argued 
that this resulted in some political parties having to react 
and make comments for public consumption 

these comments should not be read as the true feelings of 
political parties. Alaoui believed that IRI had done a good 
job and did not discredit the techniques used in the poll. 

He also expressed his party's thanks to IRI for presenting 
the results to the PPS leadership well in advance of the poll 
making its public appearance. He explained 

understands how the results can be misconstrued in Morocco. 
He said Morocco is not yet a culture accustomed to polling 
(NB: this sentiment was shared by several other political 
party leaders) 

and don\'t always say what they are really thinking." Alaoui 
said that 

that they still have \"a lot of work to do 

to better understand the concerns of its constituents. 


3. (C) The Ambassador highlighted that the poll showed that 
jobs and unemployment were overwhelmingly the main concern 
for respondents 

cited as responsible for solving this problem. The 

Ambassador asked if the PPS had the intention of integrating 
this concern into their party platform. Alaoui responded 

that the PPS has proposed several ideas on this topic 

noted that there is a fundamental difference inmentality 
between Morocco and the United States. Alaoui explained that 
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Morocco has a long history of living under a centralized 
French system of gvernance 

indepenence from France did not change this approach 
only served to reinforce this mindset. 


4. (C Alaoui continued that the PPS has a two-pronged 
economic program to help decrease unemployment in Mrocco. 
First 

and private sectors would wor in concert to create more 

jobs 

enterprises. Second 

convergene of forces between business owners 

unins and the government to better understand the 


fundamental factors causing high unemployment. Alaoui said 
this approach would be akin to Roosevelt\'s New Deal programs 
following the Great Depression. The PPS 

Alaoui 

faces and plans to consider proposals that will tackle this 
deficit. The Ambassador explained and stressed the benefits 
for Morocco and Moroccan citizens of the Millennium Challenge 
Account (MCA) 

supports the MCA 

Development Initiative (INDH). Alaoui added there is a 
necessity that jobs created by any program be durable 

jobs that are day-to-day with no stability. The Ambassador 

also pressed Alaoui on the need for Morocco to regularize the 
large informal sector. 


Eye on 2007? 


5. (C) Alaoui explained that the PPS party congress April 
21-23 was a success 

general of the party. Alaoui said the party is serious about 
increasing the number of youth and women in the party 

likely effort to increase its base supporters in the run up 

to the 2007 elections. PPS executive committee member 
Mustapha Labraimi piped up and said that despite what the IRI 
poll suggest about the PJD 

(NB: The Koutla is the \"democratic bloc" alliance between the 
USFP 

Socialist Alliance is the parliamentary group including the 

PPS and AI Ahd) will have a strong showing in 2007. Alaoui 
however 

its favor. First 

among the masses simply because it is in the opposition. 
Second 

Moroccans. However 

respect to public opinion 

alliance with the PJD in its future 
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Mergers Pose Problems 


6. (C) On the recently passed political party law 

noted that what is really needed is stronger alliances 
between political parties. Alaoui pointed to the 

difficulties that the Popular Movement Union (UMP) is 
reportedly experiencing with their transition from a 
three-party alliance to a single party. Alaoui explained 

that mergers pose problems and that smooth fusions are hard 
to realize. Alaoui argued that the best route is a system of 
strongly allied parties 

\"common action plan\" to which people can subscribe or not 
subscribe. Much like his comments on polling 

believed that Morocco is not yet ready for complete mergers 
between political parties 

rules are not completely understood. Alaoui said 
\"Unfortunately for Morocco 

exists. V 


7. (C) The Ambassador asked what impact the new political 
party law would have on Moroccan political parties and on the 
upcoming elections. Alaoui said the new law was not yet 
being implemented but believed it would have little impact. 
The Ambassador pressed 

vote requirement. Alaoui responded that the five percent 
minimum would impact funding for the party but not its 
legality. He said the PPS would continue to exist even if it 
did not achieve the five percent threshold in the upcoming 
election (comment: the IRI poll projects a one percent vote 
tally for the PPS) 

disingenuous) response. 

Visit Embassy RabatVs Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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human rights organizations and political parties condemned 
the Maoist bombing and abduction. 


... Recruiting 


4. (U) The Maoists intensified recruitment into their 

people\'s liberation army (PLA). A vernacular newspaper 
reported on May 22 that Maoists in far-west Banke District 
had openly advertised positions in the PLA. A Maoist worker 


Column 3 
there was telling locals that those who enrolled in the PLA 
would eventually get a job in the Nepalese Army. 


... and Extorting 


5. (U) Dozens of industries in the central terai industrial 

city of Birgunj 

19 to May 21 in response to Maoist extortion and 

intimidation. V'Cadres enter the factory premises forcefully 
organize mass meetings and even manhandle company officials 
explained Sushil Mittal 

Chamber of Industries. The Maoist-affiliated All Nepal 
Federation of Trade Unions (ANFTU) 

industries move 

forcing businesses to pay extortion money or were involved in 
threatening industrialists. Industries restarted on May 22 

as ANFTU and industries entered into talks. Finance Minister 
Dr. Ram Sharan Mahat told the media that the government was 
concerned about the current environment in the industrial 
sector 

shadow\" over upcoming government talks with the Maoists. 


Media Weary Of Maoists 


6. (U) The media were increasingly critical of the daily 
barrage of Maoist incidents. The lead editorial of the May 
22 English language daily 

\"the Maoists are finding it difficult to own the people\'s 
victory 

their contradictory statements in mass meetings around the 
country 

Maoists would have won much more public support if they had 
stopped threatening to raise their arms again. However 
Vdespite the bloody past 

forgive them.\" In an editorial the same day 

language daily 

political leaders and the Maoists will have to prove their 
trustworthiness.V It urged V'all political exercises" to 

fulfill the goals of the peoples movement - \"to create a 
sound 


Comment 


7. (C) Maoist intimidation and violence are souring the 
euphoria that gripped Nepal after the people\'s movement 
toppled King Gyanendra\'s autocracy. Media scrutiny of Maoist 
abuses - a welcome development in Post\'s view - continues to 
remind Nepalis of the large threat the insurgents pose for 
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Nepal\'s future peace and stability. 
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looked healthier than he did following his April 8 

inauguration 

the pre-election Lukashenko. The celebrations in Minsk were 
festive 

than those in previous years. End Summary. 


2. (SBU) On May 9 

the WWII victory. City preparations paled in comparison to 
2005\'s 60th anniversary celebrations (reftel). No massive 
military parade was held. Along Minsk\'s main street 
Independence Avenue 

light posts and a large banner and stage were set up on 
October Square 

Lukashenko 

his granddaughter 

walked from October Square to Victory Square along streets 
lined by sparse crowds specially bussed in from city 
neighborhoods. 


3. (SBU) After the wreath laying at the Victory Square 
obelisk 

to state officials and foreign diplomats. The usually 
long-winded Lukashenko spoke for only five minutes 

that time to laud the veterans and Soviet military prowess 
and castigate foreign powers that seek to V'destabilize the 
world and interfere in the internal affairs of other 

sovereign states.V He criticized the continuous and 
\"unprecedented\" pressure on Belarus before and after the 
presidential elections and claimed that Belarusians 

they did in the Great War of the Fatherland 

foreign pressures. After his speech 

with the attending diplomats. State owned television 
channels conveniently cut off the coverage when Lukashenko 
reached the U.S. and EU ambassadors. 


4. (SBU) Lukashenko retained his firm handshake 

noticeably lost weight 

wore face makeup. PM Sergey Sidorsky 

Presidential Administration Gennady Neviglas 

Minister Leonid Maltsev accompanied Lukashenko as he went 
down the line of ambassadors 

not join Lukashenko in exchanging greetings. Security 
Council Head Viktor Sheiman 

medalled uniform 

in Cuba.) 


5. (U) Once the ceremony at Victory Square ended 
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continued enjoying the day-long festivities that ended with a 
huge firework show that drew a few thousand people to the 
Minsk\'s Svislach River in the center of town. The crowds 
were festive and police presence was visible but passive. 


6. (SBU) Comment: This year\'s Victory Day fell short of the 
Soviet era military parade and festivities held in 2005. 

More preparation and effort will no doubt be directed to July 

3 ceremonies 

of Belarus\' liberation from Nazi control. On May 9 
Lukashenko looked healthier than he did after his April 8 
inauguration and his speech contained his usual anti-American 
flavor 

to raise health questions. 

Krol 
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which force is under discussion. Post has even encountered 
senior GOP officials who were unaware that two different \"FC\" 
security forces operate in the FATA and Frontier Regions.\" 
End note) 


4. (U) Levy Force. Levy forces are drawn from the tribal 
communities and are responsible for day-to-day crime control 
inthe FATA. They are appointed by and report to the 

Politcal Agent of the relevant Agency and carry 
government-provided weapons. Currently 

around 5 

Kurram and Orakzai agencies. 


5. (U) Khasadar Force. The Khasadars are present in all 7 
FATA agencies and the 6 Frontier Regions. They have no 
formal training 

similarly to levies. They are under the 

supervision of the Political Agent of the agency concerned. 
Recruits 

local tribes in order to garner tribal support for the 

Political Agents and for the government projects the 
Khasadars are assigned to protect. Notable families of the 
tribes control job allocation in the Khasadar force within 
their tribe through a hereditary system. 


6. (U) Tribal Lashkars. Tribal Lashkars are ad-hoc forces 
gathered from a particular tribe or from a few tribes under 
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elders 
area. Typically 
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in particular villages and disband after the accomplishment 
of a particular task. 

CROCKER 
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people as appeared on the square on April 29 (NOTE: According 
to Embassy and press estimates 

opposition protesters demonstrated on April 29. The 

opposition claimed \"no less than 20 

Kyrgyz government estimates put the number at 15 

END NOTE). 


3. (C) Nevertheless 

backed away from some of their more inflammatory demands. 
Tekebayev told the press on May 22 that they will not demand 
Bakiyev\'s resignation 

Tekebayev also told the Ambassador that there will be no more 
demonstrations following this one until the fall 

can\'t just keep gathering and doing nothing if there are no 
results.\" Opposition leader and Parliamentarian Kubatbek 
Baibolov expressed the same sentiments 

Ambassador that he would support the demonstration only 
reluctantly 

on President Bakiyev. Baibolov 

opposition leaders have notably not made the dire predictions 
of bloodshed that Post heard frequently in the weeks and days 
leading up to April 29. 


4. (C) Opposition leader Almaz Atambayev told PolOff that 
the opposition would not initiate any kind of violence on May 
27 

his usual bluster 

government provokes a violent clash with the opposition 
won't be able to hold our people back 

won't be president anymore after May 27.\" 


BUT POTENTIAL FOR TROUBLE REMAINS 


5. (C) However 

spoiling opposition plans. On May 22 

taking a tried-and-true tactic from the Akayev playbook - 
announced that the Ministry of Defense would celebrate Armed 
Forces and Border Guards Day with a concert and ballroom 
dancing contest on Ala-Too Square on May 27 (despite the fact 


BISHKEK 00000766 002 OF 003 


that Armed Forces and Border Guards Day is on May 28). The 
Minister claimed that the event had been in the works for 


Column 3 
months 
demonstration elsewhere. 


6. (SBU) On May 23 

organizer Asiya Sassykbayeva told PolOff that the opposition 
had decided to forge ahead with its plans to demonstrate on 
Ala-Too Square 

concert. She said organizers had agreed late on May 22 
(following the MOD announcement) that the protest will begin 
at 1100 on May 27 

then 

then begin the protest when the concert ends.\" Atambayev 
later outlined to PolOff essentially the same plans. 
Sassykbayeva dismissed concerns over a potential clash 
between demonstrators and police forces trying to prevent 
them from reaching the square 

and MVD \"will work everything out in advance 

did for April 29." Head of the opposition Ar-Namys party 
Emil Aliyev outlined the same scenario 

opposition would \"under no circumstances!" back away from 
plans to hold the demonstration on Ala-Too square. However 
Aliyev also said he was unconcerned over the potential for 
violence. 


7. (C) But even before the Defense Minister announced plans 
to hold the concert on May 27 

appeared worried about the potential for violence on May 27. 
The Interior Minister approached the RSO at a funeral on May 
19 and asked the Embassy to approach the opposition and call 
for restraint on May 27. The RSO told the Minister that it 

was standard Embassy policy to always urge restraint on both 
sides. However 

to inquire about plans for May 27 

of MOD plans to hold a concert on the square on May 27 
despite the fact the MOD announcement was clearly meant to 
draw a line in the sand for the opposition. 


8. (C) Nevertheless 

Ambassador on the steps of the White House on May 23 
Sutalinov said he would begin talks with opposition leaders 
on May 24 in an effort to ensure a peaceful May 27. He said 
the MOD concert would end by 1100 

demonstrators would take to the square. Sutalinov was 
unconcerned about the possibility of a clash between police 
forces and demonstrators 

possibility of an extremist group such as the Islamic 
Movement of Uzbekistan (IMU) disrupting the demonstration in 
order to cause instability in the country. Sutalinov said 
police had recently arrested a deputy imam in Jalalabad 
Oblast for possession of explosives 

basis for his concern about extremists. 
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9. (C) COMMENT: There is no question that tensions in 
Bishkek are markedly lower than during the run-up to the 
April 29 demonstration 

dire predictions that we heard frequently in the weeks before 
April 29. Nevertheless 

opposition appear willing at this point to back away from 

their plans to be present at the square on May 27 

the likelihood of some kind of showdown in the days before or 
on May 27. ІК5 unfortunate that the government chose this 
path ) the Defense MinisterVs claim that the Armed Forces 
Day celebration had been in the works for month was a lie no 
one in Bishkek believes. Scheduling concerts 

events and the like at the same time as opposition events is 
an old Akayev trick. Fortunately 

his First Deputy are trusted by the opposition 

genuinely interested in avoiding any kind of violence on May 
27. The Interior Minister's statement that he will meet with 
the opposition regarding the sequence of events on May 27 is 
also reassuring. As they have so many times in the past 
Kyrgyz will likely salvage a peaceful conclusion from a 
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potentially conflict-ridden situation 
likely to be some tense moments in the coming days. 
YOVANOVITCH 
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waiting for clearance from Thimphu and his meeting schedule 
has not been made 

would likely be discussed. 


3. (C) Comment: The change in government and unstable 
political situation in Nepal has diverted Indias attention 

away from the Bhutanese refugee problem. SaranVs promise to 
raise the issue while in Thimphu is welcome and we will 

follow up with the MEA when he returns. End Comment. 


4. (U) PDAS Camp cleared this cable. 


5. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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Memorial -- to discuss policies that affect them and listen 
to their concerns. NGO involvement with the department is 
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voluntary 
Helsinki Group -- choose not to work with it 


3. (SBU) Kuzmin described his department\'s role as being like 
Van air traffic control tower 

smoothly and no \"collisions\" occur. The department 
instance 

of granting the Dalai Lama a visa to visit the region. The 
department is actively involved in the Civil G8 - 2006 

initiative (www.CivilG8.ru) (ref A) 

meetings during 2006 to discuss issues on the G8 Summit 
agenda 

over 500 participants from around the world. Ella Pamfilova 
Chairman of the Council for Civil Society Institutions and 
Human Rights under the President of the Russian Federation 
has the lead in arranging those activities 

department is providing logistical support. 


4. (SBU) Among the departments future goals was to draw from 
a pool of NGOs to compete for work on special projects 

abroad 

organizing cultural programs for Russian-speakers in CIS 
countries and for Russian-speakers from CIS countries who 

live in Russia. He said the department had studied similar 
programs in Italy 

would like to implement them 


NGO LAW 


5. (SBU) Asked about the controversial NGO law (ref B and 
previous) 

right to regulate NGOs in its own way 

applying a double-standard to Russia. He said that the NGO 
law had been based on rigorous research of international 
precedents and 

had developed that compared the NGO laws of France 
Finland 

he stressed that the principles of transparency 
accountability 

existing NGOs would be able to continue their activities as 
before. The Federal Registration Service will make all 
decisions to open 

based on its documentation. As long as NGOs do not hide 
their activities 


PERSPECTIVES ON THE FUTURE 


6. (SBU) Kuzmin stressed that creation of a vibrant civil 
society would be a generational 
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not be forced through artificially in 2-3 years. He added 
that the breakup of the Soviet Union had been a conscious 
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choice -- the USSR had not been destroyed by outside forces 
-- and the mentality of today\'s \"Pepsi generation\" was 
already changing in terms of perspectives on NGOs 

and culture. The older generation 

think in Soviet terms. He said Russian society should strive 
for a \"golden mean 

nostalgic for the Soviet UnionVs \"glory days. V 


7. (U) The staffdel did not have an opportunity to clear this 
cable. 
BURNS 
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SARG. The trial is now set to begin May 29. 


2. (C) Meanwhile 

Poloff on May 17 that he had been called in for interrogation 
a number of times over the last month by Political Security 
Directorate (PSD) officials in Zabadani 

Damascus. Tarif said that the PSD officials had asked him to 
testify against Labwani 

funding with Tarif as a middleman and that Tarif had arranged 
LabwaniVs October 2005 trip to the U.S. According to Tarif 

it appears that SARG authorities do not realize that he had 
actually traveled with Labwani to the U.S. Tarif noted that 

he told the PSD officials that he would not commit perjury by 
lying about something he had not done and refused to testify 
against Labwani. Tarif 

PSD officials then insinuated that his decision could have 
dire consequences for his Syrian residency permit 

been in process for over two years. Tarif told Poloff that 
since his recovery from cancer surgery and chemotherapy in 
March and April 

Labwani family on publicizing Kamal\'s case. 


3. (C) AHWAZI IRANIAN REFUGEE DEPORTED TO IRAN; OTHER 
AHWAZIS ARRESTED: Local and international human rights 
organizations have reported the arrest of nine Ahwazi 

Iranians on May 11 

refugees. Among those arrested were Faleh VAbdullah 

al-Mansuri 

Ahwazi Liberation Organization. According to Amnesty 

International 

reportedly returned to Iran 

penalty. A Norwegian Embassy consular officer told Emboff on 
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May 17 that an unidentified Ahwazi (possibly Saki) had been 
granted refugee status for Norway four months ago but had 
been prevented from leaving the country by SARG officials who 
refused him an exit stamp. He was recently deported back to 
Iran. Local diplomats have speculated that the arrests and 
deportation are further indications of an ever-stronger 
relationship between Iran and Syria. 
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by the end of the year 

job creation in the non-farm private sector (in companies with more 
than 10 employees) increased a mere 0.1% (20 

Despite the increase in oil prices 

any significant V'effect on the inflation rate.\" Breton welcomed the 
Vclear recovery\" in exports since the summer of 2005. The current 
account deficit narrowed significantly in March compared to January 
and February. For the first quarter 

account deficit (seasonally adjusted) widened to 8.82 billion euros 
compared with 5.3 billion euros in Q-1 2005. 


Good Performance in Q-2; but Risks Remain 

5. Industrial surveys 

that GDP growth could accelerate in Q-2. Risks remain the same 
since the strong euro could undermine French exports 

increase in oil prices could be harmful to consumption and corporate 
investment. French Central Bank Governor Christian Noyer said that 
the French economy would probably weather these risks 

\"we don\'t see signs of slowdown at this moment. However 

remain extremely vigilant and act in an appropriate way if needed.\" 


Finance Minister: Debt Decreasing by the end of 2006 

6. In his May 19 conference 

highways 

de Paris (the airports authority/operator) 

billion euros in proceeds that will be used to reduce the public 

debt. He committed to reduce the public debt to 64.696 of GDP by the 
end of 2006. 


OppositQ Criticizes Government 

7. Socialist politicians criticized government \"self-satisfaction\" 
highlighting that INSEE revised downward Q-4 GDP growth to 1.296 
2005 GDP growth to 1.296. They underlined that Q-1 GDP was lower 
than forecast by economists 

corporate investment. Socialist party general secretary Francois 
Hollande asked: \"how sincerely can the government claim that our 
economy and public finances are improving? The public debt as a 
percent of GDP increased by more than 896 of GDP in four years 
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budget deficits will increase further.\" The 2006 central government 
budget is based on the 2.0-2.5% GDP growth. 


Comment 

8. The Q-1 GDP growth is relatively good news 

than expected. Its Achilles\' heel for the long term is the weakness 
of corporate investment. In the short term (e.g. 

year\'s elections) 

into a campaign issue if France maintains its slow but steady pace. 
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On the other hand 

about unemployment. Perhaps most worrisome for Breton 

data for investment and employment indicate that economic growth may 
not be sufficient to reduce the budget deficit without more cuts in 
spending. 
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SyriaVs internal affairs\" and accusing the EU of hypocrisy. 
According to press reports 

members have no right to defend human rights and democracy 
since some EU members states \"forced a siege on Palestinians 
and questioned their democratic choice to select the 
government.\" An article in the SARG-controlled Cham Press 
added that the EU was being hypocritical as some member 
nations were being investigated for V'allegedly abetting a 
network of secret US prisons.\" Austrian DCM Doris Danler 
told PolChief that the MFA summoned the EU and Austrian 
ambassadors separately to deliver a formal complaint about 
the statement 

of the MFA\'s statement and little or no discussion. Danler 
seemed somewhat surprised that the EU had been able to 
publish the statement so quickly. Danler added that EU Heads 
of Mission were meeting May 22 to consider further steps. 
Although the meeting was still underway when she met with 
Polchief 

and assess the situation before undertaking any further 

steps. She did not comment further on the additional charges 
brought against Bunni. 


7. (C) INTERNATIONAL HUMAN RIGHTS ORGANIZATIONS ALSO WEIGH 
IN: In addition to the EU 

and Human Rights Watch (HRW) have issued statements in the 

last week condemning the arrest wave. AlVs statement details 

the DBD arrests 

and Mohammed Abdullah 

of the detainees as prisoners of conscious. It also calls 
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for the release of these detainees 

prisoners of conscience in Syria. HRW 

statement dated May 20 

signatories and calls for their release 

SARG to \"end their harassment and persecution of human rights 
defenders and activists.\" 


8. (C) COMMENT: While the arrest wave connected to the DBD 
appears to have subsided somewhat for now 

clear that the SARG is intent on using its relatively open 

criminal court system to conduct show trials against its 

harshest critics like Bunni and fellow dissident and 

signatory Michel Kilo 

discredited Supreme State Security Court. Activists have 

quietly welcomed the EU\'s public statement and some hope that 
the EU continues to exercise more of its perceived leverage 

with the SARG. Other activists believe that the SARG is 
immune to international criticism 

somewhat by the SARGVs vehement denunciation of the EU\'s 
statement. How the EU will deal with the additional 
EC-Center-related charges against Bunni remains unclear 

their stated policy of V'quiet diplomacy" on the Center seems 

to have failed. 
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President was likely to do so on behalf of the 25 members.\" 
He underscored that Cyprus 

continue to support international efforts aimed at 

stabilizing and rebuilding Iraq. 

SCHLICHER 
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Excellency 


On behalf of the Government and people of Pakistan 
me great pleasure to convey our warm felicitations to Your 
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Excellency on your appointment as Prime Minister of the 
Republic of Iraq. 


We sincerely hope that the endeavours of your government is 
steering Iraq through its difficult phase and returning it to 
stability and economic prosperity are very soon met with 
success. In Pakistan 

to our brothers in Iraq and remain committed to extending a 
helping hand for the country\'s rebuilding efforts. 


Please accept 
well-being and for the progress and prosperity of the 
brotherly people of Iraq. 


(Shaukat Aziz) 
Prime Minister of the Islamic Republic of Pakistan 


His Excellency Mr. Jawad Ali Maliki 
Prime Minister of the Republic of Ігад\". 


Unquote\" 


Islamabad 
May 22 


(End text.) 
CROCKER 
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expressing its hope for the government to be able to find 
solutions to political issues that Iraq is suffering from and 
achieving national unity. An official from the Omani 

Ministry of Foreign Affairs told Omani News Agency today that 
the government welcomed the forming of the Iraqi government 
and hoped that it maintains its stability and unity and 

begins the re-building process.\" 


2. Government-owned Oman TV also reported May 23 that Sultan 
Qaboos sent a cable of congratulations to Iraqi Prime 

Minister Nuri al-Maleki on the formation of the lraqi 

government 

serving the interest of the Iraqi people. Oman Radio 

likewise quoted a Foreign Ministry source as saying 

Sultanate welcomes the formation of the Iraqi government and 
wishes the Iraqi government the best with provided basic 
services to the Iraq people." 


GRAPPO 
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testimony and written statements from several villagers. 
CAFE officials believe that National Security Service (NSS) 
officers were gathering false statements from area residents 
several weeks ago with the intention of using them in court 
proceedings. Kokand Staff members noted that their director 
was specifically implicated by villagers for having visited 

their village to conduct religious activities 

director emphatically denies. Similar news reports addressed 
accusations that CAFE employees promoted the Protestant faith 
with donations of bicycles to underprivileged families. It 

was also reported that humanitarian aid from CAFE was only 
provided to Uzbek citizens agreeing to convert to 

Christianity. 


3. (C) In March 

administrative charges for operating with an unregistered 
logo 

changing office directors three times without informing the 
MOJ. In Karshi 

and tedious process of re-registering in order to review the 
organization\'s documentation. On May 18 

in Tashkent was told that the Karshi office had been denied 
re-registration. The government audited the Samarkand branch 
office in November. The office recently received a letter 
detailing various problems 

licenses. The CAFE office in Gulistan is the only branch thus 
far that has survived court proceedings. 


4. (C) Comment: CAFE has been operating in country for 
over thirteen years with few problems from the GOU. 
Authorities seemed to overlook the fact that CAFE 
representatives are widely known to hold bible studies and 
prayer groups with local community members. Up until now 
the success of their humanitarian aid and education projects 
may have played a role in their immunity. The GOU has 
changed their tune by initiating a nationwide crackdown in an 
attempt to force the organization out of the country. Many 
speculate that CAFE is simply the next in line to face the 
wrath of the MOJ 

purely administrative allegations. Many of the MOJVs 
criticism of CAFE echo those made against Internews 
Freedom House 

Association and Counterpart Consortium just prior to 
government expulsion. However 

allegations of proselytizing 

GOU will utilize multiple tactics to expedite the 
organization\'s departure. 
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have been a routine wrap-up session of Parliament into an 
embarrassment for the UPA that has left the Prime Minister\'s 
political stock in the doldrums. Congress convened the May 
10-23 Parliamentary session to put the \"offices of profit\" 
issue (refs B 

that had precipitated Sonia GandhiVs resignation from 
Parliament. Instead 

poorly-advised Congress policies regarding demolition of 
illegal properties in Delhi and proposed quotas in higher 
education (ref A) 

The BJP had also hoped to embarrass Congress further by 
dredging up the India-US Civil Nuclear Agreement and accusing 
the Prime Minister of \"misleading\" the house 

ran out the clock and prevented the confrontation. A press 
generated controversy over the decision to delay testing of 

the Agni III ballistic missile showed how Indian politicians 

can find an \"American hand" even where there is none. Тһе 
saving grace is that the BJP and its moribund NDA alliance 
are in even worse shape with former Foreign Minister Jaswant 
Singh striking an out-of-character anti-US pose. End Summary. 


Offices of Profit 


2. (U) The UPA-convened May 10-23 Parliamentary session to 
tie up the loose ends associated with the self-inflicted 

Voffices of profit controversy (Refs B 

a landslide victory in the family pocket borough of Rae 

Barelli 

quickly 

of the National Advisory Council (NAC). On May 16 

a morning dominated by the usual political drama 

passed the Prevention of Disqualification Amendment Bill 
2006 

LK Advani accused the UPA of \"bulldozing\" the Bill and 
objected to the inclusion of the National Advisory Council 
(NAC) Chairman on the list of 46 positions that will be 
excluded from the laws purview. Advani claimed that \"Sonia 
as NAC Chief had become a Vsuper Prime Minister V" and that 
\"Everyone agreed that the office of Prime Minister had been 
devalued and diminished.\" After a contentious debate 

MPs staged a walkout. The Bill will benefit 40 MPs 

including House Speaker Somnath Chatterjee 

hold \"offices of profit and would have been required to 
resign 


Demolition of Businesses 


3. (C) Before Parliament could get to the principal business 
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of the session 

municipal policies in the Congress-ruled capital city that 
culminated in the May 12 passage of the Delhi Laws (Special 
Provisions) Bill 2006. The Bill compelled the Delhi 
government to maintain the status quo and take no action to 
\"зеа\" or demolish illegal structures. The controversy 
erupted because Chief Minister Sheila Dikshit\'s Congress 
government had done little to stop corrupt Delhi government 
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officials from ignoring zoning laws and permitting illegal 
construction of businesses (in exchange for cash payments) in 
residential and other areas not zoned for commercial 
purposes. The Supreme Court 

angry residents 

demolition of the illegal structures. The BJP (to which most 

of Delhi's small businessmen belong) 

not halting the demolitions of structures for which had 
\"earnestly\" paid bribes. 


The Quota Fiasco 


4. (C) Most of the remaining period in the session was taken 
up with contentious arguments over a UPA proposal to extend 
quotas in government-run higher education institutions to 
members of the \"other backward castes (OBCs)\" (ref A). The 
proposal is another indication of Congress political 

ineptitude 

reopened painful caste arguments over quotas. There is no 
indication that the proposed legislation will benefit 

Congress politically 

base. The proposal has touched off a nationwide wave of 
strikes 

continued for weeks. Congress provided the NDA opposition 
with a ready-made issue and the BJP and its allies used it to 
embarrass the government. Days of debate on quotas burned up 
time but were largely inconclusive 

legislation never came to a vote. The MPs set-aside the 
divisive issue until Parliament reconvenes in August. 

Congress insiders hope to use this breather to defuse caste 
anger 

Bill from seeing the light of day. 


5. (C) Ina May 23 conversation with PolCouns 

confidant and former minister Satish Sharma insisted that 
Mrs. Gandhi had no forewarning of Human Resource Minister 
Arjun Singh 

that Mrs. Gandhi was seriously concerned about a wave of 


Column 3 

nationwide demonstrations 

recess and onset of summer vacations would see the issue die 
a natural death. Sharma lamented that the quota issue had 
taken the shine off what should have been seen as a 
successful round of state-level election results. He echoed 
others in arguing that Arjun Singh knew how divisive the 
quota issue would become 

weakening Prime Minister Singh and opening the way for his 
own political ambitions. Sharma saw the quota issue as a 
political loser that harkened back to the old Congress 
politics and did nothing to advance the modernizing vision of 
Prime Minister Singh and Sonia. 


A Few Paranoid Licks from the BJP 


6. (C) The BJP announced plans to use the Parliamentary 
session as a forum to debate the US-India civil nuclear 
agreement. The plan was to accuse Prime Minister Manmohan 
Singh of \"misleading\" Parliament by presenting a Separation 
Plan that was much different from the one discussed in the 
last Parliamentary session and that is against IndiaVs 
interests. The BJP leadership hoped to recruit other parties 
(including the Left) in the effort and contemplated calling 

for a vote of censure against the PM. Congress contacts told 
us that their party was determined to forestall this planned 
debate and the UPA delegation used delaying tactics to run 
out the clock and prevent the planned BJP onslaught. 
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7. (U) This did not prevent BJP orators from scoring a few 

licks against the UPA 

Opposition Leader Jaswant Singh castigated the UPA. Accusing 
the GOI of V'mortgaging its thought and policy to the US 

Singh described its Iran policy as a \"betrayal of Indian 
interests." He also maintained that the UPA has been 
Vparalyzed by the Indo-US nuclear agreement 

appearance of being subservient to the US will be damaging to 
India 


8. (U) On May 14 

that the Agni-IIlVs technical readiness for a test launch. 

On May 18 

recalled that the US had \"stopped\" an Agni | launch when a 
previous Congress government was in power and speculated that 
the US had again pressured the GOI to delay an Agni-lll 

launch. The BJP supported a joint call for the GOI to 

confirm whether this was the case 
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Joshi stating that 

statement \"as the labor of the scientists and the peoples\' 
money should not be wasted to please the super power.\" 


Comment - Contest of Incompetents 


9. (C) The UPA government has a poor track record when it 
comes to handling Parliamentary debate and it lived up to its 
reputation in this session. A skillfully-led strategy should 
have easily and quietly passed the requisite legislation to 
put the \"offices of profit issue to bed and kept the 
opposition at bay until the short session ended. Instead 
CongressV poor domestic political management provided a 
target of opportunity by needlessly introducing the quota 
issue and becoming a poster child for corruption in Delhi. 
Congress should heave a huge sigh of relief that the 
opposition BJP is equally 

providing constructive alternatives 

paranoid America bashing and a spirited defense of its 
corrupt small business constituency in Delhi. India\'s 
Parliament again confirmed its reputation as the home of 
disruptive but largely ineffectual debate and cheap political 
confrontations. Meanwhile 

The winners in this latest session are clearly the Left 

kept their powder dry while Congress and the BJP shot it out. 
Coming off their electoral successes in May 

fine shape to tackle Congress as and when it pleases. 


10. (C) The sum result is that Manmohan Singh 

still respected public reputation 

in many 

government 

populist pressures from the Congress old guard (personified 
by Arjun Singh) and calls to move faster on economic reform 
from liberalizers who recognize that the current wave of 
global enthusiasm for all things Indian will not last 

forever. Despite the BJPVs virulent US bashing 

not innovated in the area of foreign policy and has largely 
followed the path laid out under former Prime Minister 
Vajpayee. This consistency has prevented the UPA from 
embarrassing foreign policy missteps. The same is not true 
for domestic policy 

own agenda. Manmohan Singh has stayed away from New DelhiVs 
kleptocratic municipal politics and the vagaries of caste 
quotas. But others in the party have not been so successful 
and continue to succumb to the opportunistic politics that 
held back previous Congress governments. 
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11. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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Vclose cooperation" and V'necessary assistance" to the new 
government in the interest of stabilizing the country. 

Kamynin expressed hope that PM al-Maliki would follow a path 
of national consensus and dialogue among all political and 
ethno-confessional groups 

not involved in the process of state-building.\" Kamynin 
reiterated GOR support for a national reconciliation 
conference in Baghdad under the aegis of the Arab League. 
The full text of Kamynin\'s press release in English is 
available on the MFA website at. 
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a UN budgetary crisis in June. Bermann also questioned U.S. 
proposals to enhance the UN military staff committee 

she viewed as too P-5 focused. On UNSYG succession 
expressed disdain for the current crop of declared candidates 
and agreed that political stature and management capability 

not regional background 

On AF issues 

1679 

officials in Darfur 

increasing UNOCI troop numbers by reducing UNMEE. Bermann 
sought an update on the UNSC election race between Guatemala 
and Venezuela 

appeal for French help in rallying African support for 

Guatemala. End summary. 


UN REFORM: PBC 


2. (C) Bermann stressed the need to avoid being overly 
ambitious in deciding the scope of the PBC 

establishment of the PBC had been delayed too long by 
wrangling over participation. In the GoF view 

Democratic Republic of Congo and Haiti were too complicated 
for the PBC; Burundi was a more appropriate choice. Warlick 
concurred on the importance of the PBC and stressed the need 
for it to be funded from existing resources and have early 
successes. He agreed that Burundi was a good choice 

also Liberia 

countries of focus for the PBC. Both sides concluded that 
there was general USG-GOF agreement on the issue. 


Column 3 

3. (C) Bermann reaffirmed GoF readiness to work with the U.S. 
inthe HRC 

intent to be an \"active observer.\" Bermann concurred with 
Warlick that the recent defeats of Sudan 

in HRC elections were welcome developments 

that the GoF was \"not totally satisfied V with the overall 

results. Bermann stressed the importance of V'peer reviews V 

in the upcoming HRC as a means of obliging HRC members to 
address human rights issues 

June HRC session should not deal with technical issues only. 
She confirmed the likely attendance of French FM Douste-Blazy 
at the June HRC opening session 

U.S. would participate as a full member in next year's HRC. 
Warlick confirmed U.S. intent to send an appropriate-level 
Washington-based official to the HRC opening and stressed the 
need for the Council to have V'early successes." Warlick was 
clear that the HRC must not be allowed to become a political 
vehicle to bash Israel. 


4. (C) On management reform 

Vpackage deal\" with the G-77 which would head off a UN budget 
crisis in June. She concurred that the G-77 was posing 

serious obstacles and echoed U.S. criticism of the lack of 
effectiveness of the UNGA Fifth Committee. At the same time 
she advocated focusing on areas where reforms were possible 
noting that this was not the case with respect to Fifth 

Committee governance 

French non-paper circulated in New York 

eagerness to work with the U.S. and other Europeans towards a 
rapid solution. Warlick 

readiness to engage and find common ground 

the need for concrete results by June in three critical 

areas: transparency/accountability 

mandate reviews. 
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5. (C) Warlick stressed the need to break through the G-77 
dynamic of voting as a bloc 

potential negative repercussions of a possible G-77 effort to 

lift the spending cap by returning to voting in the Fifth 
Committee. Bermann stressed the need for continued dialogue 
with key G-77 players 

Indonesian Vice-Minister 

the G-77 position. MFA PDAS-equivalent for IO/UN Affairs 
Jean-Pierre Lacroix suggested considering ways to include key 
G-77 players likely to be future major contributors to the UN 
budget -- such as India 

reform discussions 


Column 3 

Group. Warlick questioned the effectiveness of such a larger 
Geneva Group and said Washington would want to consider such 
a proposal very carefully. 


6. (C) Bermann briefly raised concerns on U.S. proposals to 
enhance the long dormant UNSC miilitary staff committee 
she viewed as too P-5 focused. Bermann expressed concern 
that a P-5 exclusive approach would give Russia and China 
opportunity to block progress 

expansive consultative group which would include all UNSC 
members as well as major troop contributors. Such a group 
in Bermann\'s view 

and maintain informal dialogue with the UN Secretariat. 
Warlick explained the U.S. proposal\'s P-5 focus as reflecting 
the fact that the P-5 represents the \"heart and soul" of the 
UNSC. A P-5 focused military staff committee 

view 

engage constructively on such issues. Bermann agreed with 
Warlick that there was a need for better military advice to 

the UNSC 

discussed further in New York. 


NEXT UNSYG: AGREEMENT ON CRITERIA 


7. (C) Bermann expressed concern about the dearth of 
well-qualified 

was particularly dismissive of the candidacies of Thai Deputy 
Prime Minister Surakiart Sathirathai and former U/SYG for 
Disarmament Affairs Jayantha Dhanapala. Bermann agreed with 
Warlick that we should seek the best possible SYG candidate 
irrespective of geographic background. She stressed that 
international political stature was more important for the 

GoF than management capability 

trumped regional background. Bermann demurred when asked by 
Warlick if she saw any well-qualified 

on the horizon. She downplayed prospects for a successful 

East European candidate 

to candidates from Poland and Latvia 

GoF could support UNSYG adviser Shashi Tharoor 

dismissed as a VUN bureaucrat.\" She observed that Kemal 
Dervish of Turkey could be a good candidate 

not know his chances and wondered whether he could gain Asia 
Group support. 


DARFUR VISIT: UN SEEKING LARGE 


8. (C) Bermann commended the recent UNSC adoption of UNSCR 
1679 
the African Union mission in Darfur (AMIS). She conceded 
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that the GoF position had been initially misunderstood 

clarifying that France had posed questions about the takeover 
only because it would become the UN\'s biggest operation 
because the GoF opposed the move. MFA PDAS-equivalent for 
IO/UN affairs Jean-Pierre Lacroix briefed Warlick on his 

visit to Darfur over the May 13-14 weekend 

met with a wide range of people in Darfur and Khartoum 
including representatives of the UN Mission in Sudan (UNMIS). 
Lacroix noted that UNMIS representatives remained wary of 
the intentions of the Khartoum government after signature of 
the Darfur Peace Agreement 

government was most dangerous \"when it said yes.\" Lacroix 
concluded 

was looking at a very broad 

taking on all major elements of implementing the peace 
accord. He described the UN as looking at numbers as high as 
30 

-- an operation which would pose huge logistical challenges 
incomparable to any other operation in UN history. Lacroix 
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observed that there was no infrastructure in Darfur 
everything necessary for the UN operation 
buildings 


9. (C) Lacroix expressed concern about the time lag between 
signature of the Darfur Peace Accord and the UN takeover of 
security responsibilities 

increase attacks. He noted that humanitarian agencies on the 
ground in Darfur were most concerned about the security 
situation 

posed by the Khartoum government 

was beginning to be felt on the ground. At the same time 
Lacroix noted some encouraging progress 

surprised to learn that the infant mortality rate in Darfur 

is the lowest in Africa 

effort underway. Lacroix also described the food supply 
situation as \"not so worrying\" for the medium term 

increased U.S. contribution to the World Food Program efforts 
in Darfur likely to alleviate recent shortfalls. 


10. (C) Lacroix confirmed that French UN Permrep De la 
Sabliere planned to join the UNSC permreps mission to Darfur 
in June 

to Chad. Lacroix reported that the GoF had urged UNMIS to do 
more to ensure that instability in Darfur did not spread to 

Chad. In response 

to take on a Chad border monitoring mission 

excessive personnel requirements and concerns about possible 
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negative impact on the Darfur Peace Agreement. 


COTE DVIVOIRE 


11. (C) In brief comments on Cote d\'Ivoire 

ongoing U.S-French discussions to increase UNOCI levels while 
decreasing UNMEE as a good outcome. She expressed hope that 
the UN could begin the force generation process for UNOCI 

soon 

added that greater stability in western Cote d\'Ivoire would 

have a positive impact in Liberia. 


UNSC ELECTIONS: VENEZUELA VS GUATEMALA 


12. (C) Bermann sought an update on the UNSC election race 
between Venezuela and Guatemala 

defeat in HRC elections would bode well for Guatemala. She 
betted that Guatemala\'s recognition of Taiwan would likely 
cost it China\'s crucial support. Warlick observed that the 
trend line was moving in a positive direction 

campaigning more actively 

CARICOM\'s endorsement of Venezuela had been a setback. 
Warlick cautioned against over-confidence on a Guatemala 
victory 

have within the UNSC. He encouraged the GoF to do more to 
support Guatemala 

Guatemala in West Africa. Warlick described Africa as the 
key to a successful Guatemalan candidacy 

divided and the WEOG supporting Guatemala already. Bermann 
offered no substantive response to Warlick\'s appeal for 
France to consider ways to advance discreetly Guatemala\'s 
UNSC campaign in Africa 

the issue and concurred on the downsides of a Venezuelan 
victory. 


13. (U) PDAS Warlick cleared this message. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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its citizens 

dialogue among all states and peoples on various parliamentary 
information and media levels. 


Hasan Yusuf 
the detention of Syrian intellectuals who signed the Beirut- 


Column 3 

Damascus Declaration 

called for their release \"to silence the evil tongues\" at home 
and abroad. 


On Syrian-Palestinian relations 

Damascus of Palestinian Interior Minister Said Seyam and his 
meeting with Syrian Interior Minister Major General Bassam Abdul 
Majid. They discussed Syria\'s arrangements to allow 
Palestinians to visit Syria with passports issued by the 

Palestinian Authority 

relatives and families living in Syria and to alleviate their 

suffering due to the unfair siege imposed against them by the 
Israeli forces of occupation. 


End of summary. 
2. Selected Headlines: 


\"Information Minister Bilal confers with Ambassadors of Denmark 
and Serbia and MonteNegro 

human rights: The EU statement ignored human rights in Iraq and 
Palestine\" (Government-owned Al-Thawra 


\"Minister of Interior of Abdul Majed discusses with Palestinian 
Minister of Interior Seyam facilitation for Palestinians to enter 
Syria with passports issued by the Palestinian Authority\" 
(Government-owned Al-Thawra 


\"Syrian Chief of Staff Brigadier General Habib discusses with a 
Kuwaiti military delegation cooperation between the Syrian and 
Kuwaiti armies\" (Government-owned Al-Thawra 


\"As condemnations of UNSC Resolution 1680 continue 
celebrates the anniversary of liberating South Lebanon 
emphasizing the importance of national resistance. Former 
Lebanese Prime Minister al-Hoss and senior officials express 
support for Syria\" (Government-owned Al-Thawar 


VIn a statement to Lebanese daily As-Safir 

Minister: The Lebanese people are enemies of themselves and are 
committing mistakes against Syria" (Government-owned Al-Thawra 
5/23) 


\"Inter-Palestinian clashes precede resumption of the National 
Palestinian dialogue\" Government-owned Tishreen 


\"Israel escalates aggression against Palestinians. US President 

Bush discusses with Israeli Prime Minister Olmert the 

disengagement plan for the West Bank\" (Government-owned Al-Ba\'th 
5/23) 
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\"Iraqi Prime Minister al-Malki expects that Iraqi forces are to 

be handed security missions by the end of 2006\" (Government-owned 
Al-Thawra 


VWill Blair\'s visit to Baghdad save his deteriorating popularity? 
An American soldier and scores of Iraqis killed in Anbbar 
Baqouba and Baghdad" (government-owned Tishreen 


Editorial Block Quotes: 


Abdul-Fattah al-Awad 

Thawra 

colonialist past.... Europe 

countries 

attire. Not only does it want to offer VadviceW with or without 
reason 

is interfering in details 

and right to manage their own affairs... 


VWhat makes the EU countries concerned over human rights in 
Syria when they were unable to do anything when seeing and 
hearing human right scandals on their own territories in the 
form of flying and non-flying prisons...? Europe remains silent 
when it comes to the United States and Israel. Indeed 
contributes to the siege against the Palestinians only because 
they chose 

does not like.... 


“Ешоре compensates for its weakness in the face of the United 
States and Israel by meddling in the affairs of the countries 
that broke free from its colonialism.... 


V'The statement of the EU presidency is part of the pressure on 
Syria and suggests that Europe seeks to play a role that pleases 
the American master.... When the [Syrian-EU] association 
agreement was initialed [in October 2004] we expected the final 
signing to take place within three months. But some influential 
EU members fell under the pressure of the United States... V 
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Izz-al-Din al-Darwish 

Tishreen 

of its influential countries 

history in this blatant manner.... We do not think they are more 
concerned than us about democracy 

international agreements. If they were really concerned about 
human rights 

impose a siege on defenseless Palestinian people 

aggression and whose land is under occupation 

the arrival of food and medicine to them.... 


VSorry 

your interference. It knows you and it knows what you want 
through these shameful acts. It also knows how to safeguard its 
national unity and how to defend the interests of its people. 

The day will come when you will apologize to the Syrian people 
for what you have done and for the services you have rendered to 
Israel 

definitely you will be disappointed this time too. Syria will 

not bargain over its interests and national and pan-Arab 
principles. Nor will it relinquish an iota of its occupied soil. 
Hardships only increase its power and strength....\" 


Hasan M. Yusuf 

commented (5/23): V'Syria is targeted these days by a strong 
media campaign due to the arrest of researcher Michel Kilo and a 
number of his colleagues who signed the Damascus-Beirut 
Declaration. As an independent writer working in the state-owned 


Tishreen newspaper 

position. It is true that | was not invited to sign that 

declaration 

believe in the need to correct relations between the two 
fraternal countries as soon as possible. | believe the 
declaration is unbalanced 

investigation has not proved. But at the same time | find myself 
obliged to say that | am against the arrest of Michel Kilo and 
the others who were detained because of the declaration. When 
you disagree with ideas and visions you should respond by 
offering other ideas and visions. Differences of the pen must be 
settled on paper. 


VWhat is worrying in this issue is that many local 
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and international parties have taken advantage of researcher 
Kilo\'s case and begun to attack Syria ferociously 

the hands of the neoconservatives and their spearhead -- the 
Zionist entity that usurps Palestine. 


\"Hypocrisy has reached a level that really gets on one\'s nerves. 
The day before yesterday the EU leveled an unprecedented 
criticism against Syria. It said that \'the EU expresses its deep 
concern about the recent widespread harassment of human rights 
defenders 

particular arbitrary arrests and repeated incommunicado 
detention.\' 


WI admit that the above-quoted EU sentence has indeed provoked 
me. It sees the wrong only where it pleases Europeans and serves 
their allies. 


\"The EU sees in the arrest of a number of individuals a 
Vwidespread violation 

assassination that the Zionist entity is practicing against the 
living and resisting forces among our Palestinian people. It 

also remains silent about starving the Palestinian people only 
because they exercised the democratic choice that was desired 
for them but did not elect people acceptable to Bush 

Chirac! 


VI believe Europeans are not concerned about the freedom of 
thinker Kilo or any of his colleagues 

concerned about the pains of the Palestinian people. Their only 
objective is to pour salt on our wounds! 


“Тһе European hypocrisy is nothing new. When Ahmadinezhad called 
for transferring Israel to Europe 

a threat to annihilate Israel 

when ShimVon Peres threatened to wipe Iran off the face of the 

earth 


M 

with SyriaVs interest: Gentlemen 

colleagues and silence the evil tongues. This is a time for 
addition 
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Mercurio" (circ. 116 
U.S. Weapons Embargo. Quote: 


\"Caracas and Washington remain locked in a verbal dispute... 
Chavez provocative style irritates the White House.... In a year 
in which Chavez hopes to be reelected 
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president to use this confrontation as a card to show Venezuelans he 
has clout and determination.\" 


2. Оп Мау 21 

ran an article by journalist Ascanio Cavallo 
school of University Adolfo Ibaez entitled 
Quote: 


\"Venezuelan President Hugo Chavez has placed Evo Morales under his 
banner of influence in South America. To achieve this he went as 
far as disputing Brazil\'s hegemony.... Chile\'s political circle has 
treated the Chavez phenomenon lightly. It has not clearly realized 
that Chavez plans to gain continental hegemony...and has realized 
his security depends on ensuring that his main opponent in the 
region 

this end he has chosen to ignore the principle of 
non-interference...and has intervened in Bolivia 

Peru and Nicaragua 

to do so in Brazil and Argentina. And Chile? Of course 

he can.... Venezuela is the first rich opponent that Washington has 
had to face in the region 

to buy Argentina\'s foreign debt 

in Bolivia\'s campaign (and now in Peru) 

groups on the continent...and cooperate with the most marginal 
groups: the landless and homeless.... Chavez expresses much better 
than Castro the discontent with globalization and capitalism...and 
therefore has designed a series of sub-regional agreements to 
sabotage the principal symbol of that order: U.S. free trade 
agreements.... The Chilean Foreign Ministry has chosen to be 
extremely prudent and neutral with occurrences on the 
continent...which means Chile will not have an opinion on the 
eventual deterioration of democracy 

human rights in those nations. It is sad...but perhaps realistic 
because everything indicates that Chile currently has no choice in 
this new scenario.... Whether Chile likes it or not 

its neighbors. As a net buyer of energy it will affect the price of 

oil and gas 

Bolivia 

heed judicial assurances for its entrepreneurs; and as a 
preferential trade partner of the United States 

and the Asia-Pacific region 

opinion regarding confidence in (Latin America). V 
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which 

statesman like himself. Paniagua thought that his own 
party's congressional bloc of 5-6 legislators would likely 
stick together and laid out the critical issues facing any 
new government (a spur for the Camisea pipeline in Cusco 


Column 3 

cocaleros 

Bolivian President Evo Morales\' radicalism 

tensions between Bolivia and Brazil. \"You can\'t play with 
Brazil 

in part driven by some sour grapes over his own poor showing 
in the recent first-round presidential race 

party gained 5 percent of the final vote. Despite that 

remains an influential moral voice in Peruvian politics. End 
Summary. 


2. (U) Ambassador met with former presidential candidate for 
the Frente del Centro Valentin Paniagua on 5/10/06 at the 
Ambassadors Residence to discuss the political situation. 


3. (C) Paniagua stated that the ongoing presidential race 
was a very unique one. In particular 

media and the pollsters 

in favor of Lourdes Flores Nano 

for making it into the second round 

case. Paniagua averred that media bias toward Flores Nano 
had backfired and benefited Humala. He believed that the 
media was repeating the same error with the second round 
campaign 

Garcia would help Humala. Paniagua concluded that the 
Peruvian media had reached a low point not seen in years 
because the owners of the major media outlets were all 
persons of Vlow quality. V 


4. (C) Paniagua said that no matter who wins the 

presidential race 

governing coalition (concertacion). He said that Garcia was 
wrong to criticize Humala\'s efforts to reposition himself as 
more centrist 

flexibility on HumalaVs part that should be encouraged. 
Paniagua acknowledged that Hugo ChavezV heavy handed 
intervention in Peruvian politics had made Humala\'s task more 
difficult. He warned 

popularity with the popular classes. 


5. (C) In describing Humala\'s campaign 

he did not know many people in Humala\'s Union por el Peru 
(UPP) party 

of. Some came from Accion Popular. Paniagua mentioned one 
person 

him. He also said that Humala\'s economic team had some 
capable members. Nonetheless 

unless Humala is elected 
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likely to fragment. Despite that 

all probability do well in elections for regional 

presidencies and municipal governments in the south later in 
the year. This would be a good development 

because it would compel HumalaVs people to learn how to 
govern. 


6. (C) Asked about the main issues facing the new 
government 


-Building a spur from the Camisea gas pipeline to Cusco so 
that locals there feel they benefit from the natural 
resource. (Paniagua is a Cuzqueno.) 


-Dealing with the Cocaleros 
radical. 


-Convincing teachers to accept the need for qualitative 
improvements in education. (Paniagua said that the recent 
elections for leaders of the new Colegio de Profesores -- 
elections in which SUTEP candidates are leading -- was the 
education sector\'s Vlast chance for change.\") 


7. (C) Paniagua said that his own group 

was an electoral alliance not meant to be permanent. That 
said 

ideological as well as practical reasons and would conform a 
strategically important swing bloc of 5-6 legislators. 


8. (C) Paniagua returned to the theme of governability 
stressing that an Alan Garcia government would have to avoid 
the errors of the Toledo Administration 

to fill the cabinet 

form a working majority. Humala 

do the same. Paniagua did not discount the possibility of an 
APRA-UPP alliance. 


9. (C) Paniagua concluded with some remarks about Evo 
Morales. He said that he knew Morales and that the latter 
was a man who only knew one way to operate: confrontation. 
He feared the effects of a constituyente in Bolivia and said 
that Morales and his people's lack of preparation made the 
entire government dependent on Venezuela and Cuba for 
assistance. (Note: In a 5/15 meeting with Ambassador 

Labor Minister 

recently become acquainted with Bolivia\'s new Labor Minister 
a man whom he said came from the union sector but had no 
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technical knowledge of labor law. The Bolivian Labor 
Minister was on his way to Cuba for training. End Note.) 
Paniagua saw trouble ahead for Morales. Short term populist 
measures (like nationalizing the hydrocarbons industry) would 
have a negative effect on his support. Paniagua added that 
in undertaking the nationalization 

dangerous phase. \"You can\'t play with Brazil 


10. (С) PaniaguaVs pessimistic view of the media and the 
polls have a lot of sour grapes to them. He was increasingly 
ignored by the press as his poll numbers fell and emerged 
wounded from the recent presidential campaign. Paniagua was 
an elder statesman who was also an ineffective candidate 
eminently lacking the fire in the belly needed to win. In 
suggesting the need for V'concertacion 

process in which 


11. (C) That said 

polls 

own ambivalence about the choice between Humala and Garcia 
reflects the ambivalence of Accion Popular itself. The 

latest Apoyo poll shows that people who voted for Paniagua in 
the first round are now almost evenly split between Garcia 

(29 percent) and Humala (27 percent). AP traditionally has a 
strong base in the jungle regions 

overwhelming support. Paniagua has been a conciliator all of 
his political career and clearly is discomforted by the 

regional and class polarization of this election. He gives 

the impression of someone who dislikes not only the 
candidates he must choose between in the second round 

the fact that he must make a choice at all. End Comment. 
STRUBLE 
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entrance and which was reported later in the government- 
owned newspaper Neutralnyi Turkmenistan. To complete the 
staged scene 

girls with bouquets 

minutes near Niyazov\'s audience-center throne 

guards looking on. 


3. (SBU) To start the concert 

presented Niyazov a Japanese translation of the second 

volume of his Ruknama. Calling the first Ruknama 

Vinvaluable 

the Science Academy Foundation of Tokyo said he had read the 
original Ruknama seven times and planned on reading the 
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second volume ten times. Niyazov thanked the delegation for 
the book and in an extemporaneous speech noted the high 

level of Turkmen-Japanese cooperation. Japanese companies 
Itochu Corporation and JGC 

the Turkmenbashy and Seidy oil refineries 

also announced plans to open a Japanese language department 
in Turkmenistan. 


4. (U) The concert included a mixture of music 

dance productions with Iyrics by Turkmen poet Magtumguly and 
President Niyazov 

Neutralnyi Turkmenistan 

tradition\" of Turkmenistan and blesses the country and its 
people with his \"inspiring artistic gifts.\" 


Waiting in the Desert 


5. (U) GOTX also opened оп May 18 the much-anticipated $21.5 
million \"Ice Palace.V The ice rink 

\"National Olympic Sports Palace 

facility GOTX has built; GOTX opened a 30 

field complex in 2000. An Olympic pool complex is also 

under construction. The venues are part of $2 billion of 
Vhumanitarian projects\" that GOTX has built over the last 
several years. Niyazov\'s portrait graces the building\'s 

white marble facade. 


6. (SBU) GOTX bussed in over a thousand school children and 
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others to greet Niyazov along the highway to the ice rink. 

One embassy employee said her daughter 

grade 

five hours without water or shelter. When the opening 
ceremony came and went without Niyazov\'s arrival 

class walked approximately 30 minutes to the nearest public 
center 

her up. The Embassy employee said her daughter went to the 
event thinking she would be allowed to see the opening 
ceremony and the visiting French ice skaters 

she and her classmates had left seeing nothing. GOTX also 
demolished over the course of 48 hours a neighborhood facing 
the ice rink in preparation for Niyazov\'s aborted visit. 


7. (SBU) Closer to the Ice Palace 

practiced karate 

waited for Niyazov\'s arrival. PolEconOff observed dance 
instructors applying stage make-up to darken the faces of 
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children who would be standing close to Niyazov. When word 
apparently came that Niyazov would not attend the opening 
parliamentary leaders 

director of Bouygues 

built the rink 


Skating in the Desert 


8. (SBU) Bouygues flew in a ten-person team of French 
champion figure skaters to perform at the opening 

100 Turkmenistani children 

the ice as well. The children performed laudably for their 
little training 

minimal spills to the joy of many parents in the crowd. 
(Note: Not all parents apparently made it into the 1 

seat stadium. PolEconOff observed one mother 

denied entrance 

A very young Turkmen hockey team then cautiously slapped 
around a puck at center ice before the group of French 
professional skaters 

medalist 


Comment 


9. (SBU) The ice skating rink is expected to be popular 
with the public when it opens for regular operations in 
September. Niyazov has already instructed all GOTX 
ministers to learn how to ice skate. When viewed 
objectively 

and gas revenues should not have such a facility. But when 
viewed relative to what the country has cut or suppressed in 
areas like education 

enterprise development in Ashgabat and beyond 

turns into yet another lurid example of the mismanagement 
and megalomania of Niyazov\'s highly manufactured and 
choreographed white city. End Comment. 
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campaign has borrowed from Bolivia 

be part of the agricultural agenda 

move the issue from the Ministry of Interior/police to the 
Ministry of Agriculture. (Comment: Humala\'s understanding 
of narcotics trafficking in Peru is very shallow. He was 
clearly unaware that only a small portion of cocaine now 
moves out of Peru by air and that no licit product grown in 
the coca zone commands prices as high as what 
narcotraffickers will pay for coca. He did not give the 
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impression 

coca/cocaine problem would be altered by exposure to the 
facts.) 


5. (C) Humala next reiterated his concern that the United 
States was intervening in Peru 

visa issue 

Lourdes Flores and her campaign team. Ambassador Struble 
replied that he had simultaneously requested meetings with 
Flores and Humala after the first round of elections; Flores 
accepted while Humala had not. Such meetings were customary 
diplomatic practice 

himself met with a number of foreign Ambassadors. The 
alleged meeting with Flores campaign team would likewise 
have been quite normal 

that was not what happened * it was a lunch with an old 
Peruvian friend and his colleagues 

prominent advisor to Flores. Humala said he wanted all 
foreign countries -- Venezuela 

avoid actions that could be deemed interference in Peru 
electoral process. Ambassador Struble replied 

first agreement * we want the same thing 

hand to shake on it -- a hand Humala accepted. 


6. (C) Asked for his views on Colombia 

recognized the legitimacy of President Uribe and did not want 
the Colombian conflict to enter Peru. He was ready to 
cooperate with the United States on the matter though he 
would always be respectful of Colombian sovereignty. Humala 
said that he would reinforce the border; he did not want Peru 
to be an R&R zone or logistics base for the FARC. 


7. (C) Humala asked whether the US Embassy had a financial 
relationship with Human Social Capital (CHS) 

firm headed up by former Minister of Interior Rospigliosi. 

The Ambassador said that the Embassy valued the analyses 
produced by CHS and was among its clients. Anticipating the 
reason for Humala 

columnist and has been very critical of Humala) 

Ambassador noted that questions sometimes arise as to whether 
groups that receive funds from the US Embassy are expressing 
our viewpoint. In fact 

funds from various sources and usually have broader agendas 
than the issue on which we work together. NGOs that receive 
US funding have at times publicly criticized U.S. policies. 

Humala asked whether he could have a list of NGOs the Embassy 
worked with. The Ambassador said that the information was 
available on the web. When Humala reiterated that he would 

like a list 

Over. 
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8. (C) Gonzalo Garcia 

during the meeting 

between Humala 

The Ambassador agreed and promised to follow up. 


9. (C) Concluding the meeting 

struck many as radical 

how many Peruvians see their situation. He spoke of the 
concern many Peruvians have that they do not benefit from 
their natural resources 

they have been disadvantaged by corrupt deals 
Yanacocha. Не recalled that the U.S. Congress had recently 
blocked an Arab-owned firm from controlling U.S. ports and 
said that his concerns about Chilean control of Peruvian 
ports was similar -- not directed against Chile 

concern that a Chilean operator of Peruvian ports would not 
work hard to compete against facilities in Chile. 


10. (C) This meeting was positive in that it opened a line 

of communication and defanged the visa issue 

passed entirely from view. It served to confirm 

what we have heard from some of the people within Humala 
organization who are friendlier towards us -- the candidate 
looks at us through a very paranoid lens. END COMMENT. 
STRUBLE 
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4. (C) Al-Sagheer assessed the new government of Iraq 
to be a vast improvement over Ja\afari\'s 

that Maliki at least is willing to listen to advice. 

VWe finally got rid of that VTeacherY who couldn\'t 
handle his real job 

that the Embassy should not be worried about the 
Vstaged walkout\" of some of the Sunni Arabs members. 
They will be back within weeks 


5. (C) As for the Interior and Defense candidates 
Sagheer acknowledged that Tawfiq al-Yasiri and Hajim 
al-Hassani are the frontrunner candidates 

the U.S. for not intervening to block them. According 
to al-Sagheer 

enough to handle the difficult Interior portfolio. 
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SCIRI\'s choice for the position is Qassim Daoud 
al-Sagheer characterized as a moderate 

choice. When it came to al-Hassani 

animatedly told PolOff that if al-Hassani is nominated 
for Defense 

Jabr for Interior. When PolOff questioned how the 
Shia would retract Jabr from Finance after he was just 
sworn in as Minister 

question as \"mere protocol.\" Neither al-Yasiri nor 
al-Hassani would do anything to improve the security 
situation in Iraq 


6. (C) Al-Sagheer is one of the most influential Shia 
clerics in Baghdad. The imam of the Baratha Mosque 
he narrowly escaped injury in the April 7 bomb attack 
on the mosque shortly after Friday prayers. Much of 
his complaining about American security policies is 
standard fare from the imam; he would be a hard man Q 
satisfy. Al-Sagheer\'s opinion about the Interior and 
Defense ministries 

difficulties that still lay ahead for Prime Minister 
al-Maliki as he tries to finalize his cabinet. While 
al-Sagheer briefly mentioned al-Hassani 

conversation largely centered around the Ministry of 
Interior and Daoud\'s candidacy. Daoud classifies 
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himself as 8 moderate independent 

to ally himself - however loosely - with SCIRI. 
Daoud\'s close friendship and political support of 
SCIRIVs Adil Abd al-Mahdi for Prime Minister has 
caused many political blocs to question Daoud\'s 
independence. Beyond his health problems 
precisely the support of men like Abd al-Mahdi and 
Shaykh Jalal ad-Din as-Sagheer that make many outside 
the Shia Coalition uncomfortable with Daoud as 
Interior Minister. 

KHALILZAD 
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states 

The Co-Chairmen (Spain and Singapore) plan to produce a 
draft paper in late May/early June for consideration during 
the next phase of discussions. End Summary. 
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2. (SBU) The Co-Chairmen conducted a Chapter by Chapter 
discussion of the Secretary General\'s Report \"Uniting Against 
Terrorism: Recommendations for a Global Counter-Terrorism 
Strategy\" during the week of May 15. The EU 

Europeans and most Latin Americans urged the GA to produce an 
action oriented strategy based on concrete counter-terrorism 
measures on which there is wide agreement. Many OIC members 
Cuba and Venezuela 

aspects of terrorism from the definition 

state terrorism. Egypt pointed out that to be a 

comprehensive strategy 

Saudi Arabia declared that \"there will be no strategy unless 
itis balanced. To be balanced it must include 

occupation as one of the most important paragraphs because it 
is one of the main reasons for terrorism and 2) the challenge 

of state terrorism. Pakistan agreed that exclusion of 
controversial issues will not produce a comprehensive 

strategy. The Kuwaiti Permanent Representative added that 
she did not think that adopting the Secretary GeneralVs 
comprehensive counter terrorism strategy at the present stage 
in the reform discussions should be made a priority. 


3. (SBU) In an effective rebuttal 

term V'comprehensive strategy" is not mentioned in the GA\'s 
mandate but rather the strategy is to promote a 
Vcomprehensive response\" to counter-terrorism which means 
involvement of all actors. The EU urged the Assembly to put 
aside the difficult issues (definition 

(which they rejected) 

Committee 

of discussions. They denounced the concept of State 
terrorism 

by international humanitarian law and unspecified Security 
Council decisions. The EU supported examination of 
conditions conducive to terrorism but stressed that none of 
these could justify terrorist acts nor could there be any 

direct causal relationship with terrorist activities. 


4. (SBU) Some delegations (Kuwait 

rejected the Secretary GeneralVs report while these and 
others underscored its perceived deficiencies in the manner 
in which it dealt with \"root causes" (Kuwait 


Egypt 
Lebanon 


Jordan 

Yemen) and national liberation as an exception (Kuwait 
Pakistan 

Syria 
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5. (SBU) Delegations 

made by the Security Council CT Committees but some (Canada 
Australia 

rationalization and better co-ordination 

regard to reporting requirements and country visits. There 
were complaints from Kuwait 

that the Report focused too much on Security Council 
counter-terrorism activities and the General Assembly should 
have the lead in that area. The delegate of Liechtenstein 
helpfully responded 

will. Delegations must compromise in order to prove that the 
General Assembly has a role.\" 


6. (SBU) There was broad support (EU 

India 

concrete counter-terrorism measures. There was also support 
for considering human rights issues related to terrorism. 

The plight of victims was highlighted as an area of concern 
but delegations envisioned dealing with it in different ways. 
Benin and Guatemala called for reparations while Chile 
supported the stress on the need to assist victims but not 
through direct monetary compensation. Iran asked 

those victimized by use of force under the pretext of 
counter-terrorism? On the same theme 

abuses cannot be justified and the issue should be considered 
by the Human Rights Council. The need for due process in 
sanctions listing/delisting was mentioned by the EU 

Australia 

Cuba 


7. (SBU) Some states (Benin 

development should be a key element in any counter-terrorism 
plan but balked at the suggestion that UN Development 
Programme representatives could play a role in 
counter-terrorism efforts (Pakistan 

Afghanistan). The Kuwaiti representative said that any such 
activity would be inconsistent with their host state 

agreements. 


8. (SBU) The next round of discussions will take place in 
June 

Co-Chairman will prepare on the basis of the informal 
discussions. 

BOLTON 
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Republic of Senegal presents its compliments to the 
Embassy of the United States of America in Dakar and has 
the honor to request that the Embassy transmit to the 
American government the Senegalese leadership\'s sincere 
thanks for the United StatesY support for SenegalVs 
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election to the UN Human Rights Council on May 9 in New 
York. 


\"The Ministry of Foreign Affairs requests that the Embassy 
convey the Senegalese Government\'s recognition that the 
U.S. decision to support Senegal again underscores the 
excellent 

between the two countries. 


\"Perfectly understanding the importance of this election 
Senegal will endeavor to work with the United States and 
other Human Rights Council members to make the Council an 
effective body for the protection and promotion of human 
rights and fundamental liberties. 


\"The Ministry of Foreign Affairs of the Republic of 

Senegal thanks the Embassy of the United States in Dakar 
for its willingness to transmit this message and seizes 

this occasion to renew its highest regards.\" End text. 
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He hopes to see U/S Burns at a working lunch/meeting on the 
afternoon of June 6. 


2. (C) Karasin asked for U.S. thinking on Iran. Ambassador 
warned that lran still believes it can exploit gaps in the 
international consensus. Karasin complained that the U.S. 
sponsored counter-narcotics conference in Dushanbe had 
undercut V'existing structures" which must be preserved. 
Ambassador warned that if Ahmadi-Najad attends the SCO 
summit 

scrutinized by the international community. Karasin called 

the Iranian attendance an \"opportunity.\" Karasin said he had 
made some progress on V'overseas Russians\" in his recent visit 
to Vilnius. He argued for \"involvement\" with Belarus 
sanctions. He expected a Ukrainian government to form in 
June 

potential Putin visit in September. End Summary. 


Nagorno-Karabakh 


3. (C) Ambassador met with DFM Grigoriy Karasin May 23 
before the latter's departure for Baku and Yerevan for a 

visit with EUR Assistant Secretary Fried and a French 
representative to discuss Nagorno-Karabakh. Karasin said the 
most notable feature of the trip is that the U.S. 

France were working together to convince the presidents of 
Armenia and Azerbaijan to be flexible and show political 
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will. He did not want to sound optimistic 

pleasant surprise that would secure the meeting of the 
presidents at a separate event in Bucharest. This could 

clear the way for an event at the St. Petersburg G8 

without a breakthrough. One could V'spend an entire lifetime V 
working on the \"jigsaw puzzle\" of details 

exercise provided a positive picture that we 

together 

resolution. 


Burns-Karasin Letter 


4. (C) Karasin said he would send a written reply to U/S 
Burns. He echoed earlier Russian views (Ref. A) 

V many things" in the letter were \"а bit inaccurate" and 
others a matter of interpretation. He said that social and 
economic assistance from Russia to South Ossetia via North 
Ossetia was agreed between Georgia and Russia in December 
2000. He stressed the positive: a \"successful\" JCC on May 
11-12 was important for the specific actions it agreed on. 

The June donors conference in Brussels would be another 
step. The important thing was to move slowly and steadily 
avoiding provocations and military action. In this respect 

he said 

Va bad sign.V But the Vlogic of moving ahead is prevailing 
and there had been good news from Abkhazia as well. He 
argued that SRSG Tagliavini should stay on. 


5. (C) Ambassador replied that our concerns continue. The 
specifics in U/S BurnsY letter come within a context of 

public statements by senior Russian government officials 
implying that separatism is a logical 

desirable outcome. People \"connect the dots" of Russian 
statements and actions 

Kosovo as a precedent. Karasin broke in to say 

is bad news for Saakashvili. It will change the mentality. V" 
Ambassador continued that Karasin needed to understand the 
core of our concerns: economic and other cooperation would 
be fine if it were clear that none of Russia\'s actions were 
aimed at undermining Georgia\'s territorial integrity. That 
would also make it easier for the U.S. to be pointed with 
Georgia about its sometimes unhelpful rhetoric and actions. 
Karasin responded that this was a \"chicken-and-egg\" problem. 


6. (C) Karasin added that he also needed to correct the 
impression 

and Belarus would be on the G8 Summit agenda. If things go 
right on Nagorno-Karabakh 

Ambassador pointed out that the letter discussed the agenda 
for the Ministerial 
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reply. He said he understood that U/S Burns will be arriving 
on June 6 
afternoon. He thought he might not be in Moscow June 7. 


Iran 


7.(C) Karasin asked for Ambassador\'s perspective on Iran. 
Ambassador replied that it is crucial to send a strong 

unified 

Iranians will continue to think they can exploit gaps in the 
international consensus. Karasin agreed it is important that 
the Iranians understand that we are listening to one another 
and that they cannot play off the V'major players" against опе 
another. He added 

thought and plans of use of force.\" He noted that Azerbaijan 
is concerned about the prospect of use of force against Iran. 


8. (C) Karasin took the opportunity to complain about the 
U.S.-organized Central and South Asian Counter-Narcotics and 
Security Working Group meeting (Ref. B) that took place in 
Dushanbe earlier this month (to which Iran was not invited). 

It would duplicate existing structures 

such as Russia and China 

Power battleground. The Ambassador rebutted Karasin\'s 
concerns 

practical concern for all of us. 


9. (C) Ambassador indicated that Iranian President 
Ahmadi-Najad\'s presence would be a very negative factor at 
the upcoming Shanghai Cooperation Organization summit. With 
him there 

carefully. If 

about U.S. bases 

his presence 

and offensive public statements. We would prefer that 
members would avoid bilateral contacts. Karasin replied that 
\"your concerns are duly noted 

\"level of confidence" that the participants will influence 

the proceedings in a positive way. No one is interested in 
turning South Asia and Central Asia into a conflict zone. 
Karasin believed the opportunity for Asian states to 
communicate with Ahmadi-Najad was positive. 


Baltics-Belarus-Ukraine 
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10. (C) Karasin thought he had made some headway in his 
recent meeting in Vilnius with 60 ethnic Russian 
organizations from throughout the Baltics. He had proposed 
to the Latvians that they make a gesture by waiving the 
Latvian language requirement for citizenship for those over 
60. He had also proposed steps to promote the Russian 
language 

Не hoped the U.S. might \"gently press\" the Baltics to create 
a V' more positive\" atmosphere in their relations with Russia. 
Ambassador noted that where there have been valid specific 
concerns 


11. (C) Asked about Belarus 

engagement is the best strategy. Sanctions would only 
strengthen the \"moral and political unity of the people 

around the leader 

doubted that democracy could be imposed from outside. Russia 
would continue its contacts and help Belarus understand why 
the international community is unhappy with it. Ambassador 
suggested that Russia might propose to Belarus specific steps 
it needs to take 

Lukashenko\'s reputation is well known. Karasin responded 
that that is the fault of Western V'information authorities. V 
Ambassador said that Lukashenko\'s reputation is well beyond 
the power of even the most artful public diplomacy to 

improve. Russia 

Belarus to take concrete steps to open up political space and 
respond to international concerns. Karasin proposed that the 
U.S. and Russia understand where each stands. He fretted 
that Belarus has taken on the mentality of a cornered nation 
which makes progress problematic. 


12. (C) At the same time 

that V'market rules\" apply іп RussiaVs relations with all its 

neighbors 

Vcompensation packages\" in deals with RAO UES and Gazprom to 
make the pill easier to swallow 

oil must be predictable and market-priced.\" There could be 

no exceptions among Russia\'s neighbors. Special relations 

and deals might make this goal difficult 

important for the sake of Russia\'s relations with its 

neighbors. 


13. (C) Karasin had little to report on Ukraine. He hoped 
there would be a government in June. That meant the 
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ministerial-level sub-groups of the \"Putin-Yushchenko 
Commission\" could meet in July 
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Ukrainian interlocutors for the Prime 

Affairs Ministers. August would be \"silly season 
enough work might be done before then to justify a 
well-prepared Putin visit to Kiev in September. Karasin 
stressed 

call. 


BURNS 
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Human Trafficking Now\" distributed by Mrs. Mubarak\'s anti-TIP 
public awareness campaign 

support in securing the Israeli-Egyptian border against human 
smuggling. Mrs. Mubarak admitted that she had only recently 
begun to focus on the global issue 

the problem regarding Sinai. FM Livni offered no specifics 

on the dimensions or nature of the problem 

that she thought some Russian women had entered Israeli 
illegally via Sinai. Israeli Ambassador Shalom Cohen pointed 
to some initial lower-level Israeli-Egyptian contacts to deal 
with the problem. Mrs. Mubarak pledged to look into the 
GoEVs measures to cope with TIP via the Sinai 

for ways to step up cooperation with the Gol on this issue. 


3. (SBU) FM Livni seized the occasion to ask Mrs. Mubarak\'s 
assistance in including Israeli participation in 

international conferences for women and youth on peace 
issues. Mrs. Mubarak agreed to support Israeli participation 
in such conferences 

issues panel in which she had just participated 

included Israeli and Palestinian women participants. 
RICCIARDONE 
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immigration V" 

western region of Kayes issued a statement one week before 
his arrival declaring Sarkozy persona non grata and calling 
on Malians to \"mobilize\" in protest. After receiving 

pressure from President Amadou Toumani Toure (ATT) and the 
French Ambassador 

their own protest march. Once in Bamako 

speech on the future of France-Africa relations but lost 

much of the goodwill his speech had earned when the 
subsequent question and answer session deteriorated into a 
heated exchange between Sarkozy and his Malian audience. 
End Summary. 


Deputies from Kayes Declare Sarkozy PNG 
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2. (U) French Interior Minister Nicholas Sarkozy\'s May 17-18 
visit to Bamako coincided with the passage of his 
controversial \"selective immigration\" bill by the French 
National Assembly. The bill has received extensive coverage 
in the press in Mali 

interpreted here as a limit on immigration from Africa. One 
week prior to his arrival 

Deputies from MaliVs western region of Kayes issued a 
strongly-worded statement describing Sarkozy\'s visit as an 
undesirable \"provocation\" and urging Malians to join the 
Deputies in protest before the French Embassy. The Deputies 
delivered their declaration along with representatives of 

the Malian diaspora 

and several Deputies from other regions who appeared beside 
the Kayes Deputies for support. 


3. (U) The majority of Malians living abroad are estimated 

to hail from the Kayes region and remittances from Malians 
working in Europe constitute an enormous amount of annual 
income. The vehemence with which the Kayes Deputies 
denounced Sarkozy and his immigration stance 

appeared to catch many by surprise 

President Jacques Chirac had previously unveiled what is now 
known as V'selective immigration during the Africa-France 
Summit held in Bamako in December 2005 (see reftel). 


4. (U) In response to the growing furor over Sarkozy\'s 
arrival 

\"clarify\" the reasons behind the impending visit. According 
to the French Ambassador 

of future French-African relations 

ranking figure in the French government 

presidential candidate. Immigration 

would be only one of many subjects discussed during 
Sarkozy\'s visit to Mali. The Ambassador described the 
timing of Sarkozy\'s visit and the ratification of FranceVs 
new immigration bill as coincidental but noted that Sarkozy 
\"was naturally willing to listen attentively to the Malian 
point of view on this matter." The French Ambassador\'s 
communiqu ended by reminding his Malian readers of their 
tradition of hospitality. 


5. (U) Malian President ATT did his part to head off any 
potential demonstrations by stating that while France may 


y 
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practice selective immigration 

hospitality\" in Mali. АТТ also sent two senior members of 
the Ministry of Foreign Affairs (MFA) to the National 
Assembly to meet with the angered Deputies from Kayes. 


6. (SBU) On May 17 
placate the Kayes Deputies 
the parliamentarians at the National Assembly. Curiously 
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timed to coincide with the scheduled protest march on the 

French Embassy 

French Ambassador rather than attend the opposition march 

they had instigated. As a result 

included no more than 200 protestors at a location far 

removed from the French Embassy compound. By the end of the 
march 

show Kayes Deputies as with Nicholas Sarkozy. 


7. (U) Also on May 17 

Malian women and her two school aged children who had been 
Vwrongly deported\" from France the week before. 
Embarrassing details regarding the family\'s apparently 

illegal and slipshod deportation received a significant 

amount of attention from the Malian press prior to the 

French governments reversal. 


8. (SBU) Following a brief meeting with ATT and a select 
number of cabinet Ministers in Bamako 

larger assembly of political leaders 

representatives and members of the diplomatic corps. Billed 
as a forum for Sarkozy to elucidate his vision of the future 
of France\'s relations with Africa 

a defense of the selective immigration policy. Armed with 
an impressive array of figures 

combative style initially earned a certain amount of 
goodwill from the largely skeptical audience. After 
stating 

the 45 

Sarkozy asked the audience: where is the xenophobia or 
racism in that? 


9. (U) \"The real danger for France and Africa 
Sarkozy 
the absence of debate regarding the factors behind 
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immigration such as inadequate development 
corruption.\" A policy of selective immigration 

Sarkozy 

then encouraged Mali to join with France in an \"adult\" 
discussion 

nation\'s needs in terms of immigration 

skills training and development. 


10. (SBU) Following his speech 

questions. Noting Sarkozy\'s call for а balanced debate 
between Mali and France on immigration policy 

National Assembly Deputy aggressively questioned Sarkozy\'s 
sincerity since the immigration bill had already been 

approved by the French National Assembly. \"Wouldn\'t it have 
been better 

debate before sending the bill to the parliament?" 


11. (SBU) As the Deputy tried to articulate another 
question 

failed to follow the rules regarding one question per person 
- interrupte with shouts of V'Non! Non! Non!\" A heated 
exchage followed wherein the Deputy stated that he was nt 
Sarkozy\'s student 

and that Mali didn\'t select to be coonized by France. 


12. (SBU) Similar exchanges ocurred with other questioners 
with Sarkozy stating at one point that \"Economically 

does not need Africa 

Malian Human Rights League of spreading misinformation 
regarding rumored charter flights of Malian deportees from 
France to Bamako. 


19. (SBU) Although the anti-Sarkozy demonstrations in Bamako 
fizzled 

little to persuade the Malian political class or civil 

society of the benefits of \"selective immigration 
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most Malians see as an anti-African measure. Similarly 


here accepted French claims that the timing of his visit and 
the approval of the selective immigration bill by the French 


Column 3 

National Assembly were purely coincidental. SarkozyVs 

direct style 

questions from representatives of Malian political and civil 
Society 

regarding the need for open debate on the issues linking 

Mali and France. Perhaps the biggest loser of the V'Sarkozy 
file\" 

Assembly and the 21 Deputies from Kayes. By skipping their 
own protest march and appearing to bend to pressure from ATT 
and the French Ambassador 

Deputies and a good portion of the National Assembly reached 
8 new low. 


McCulley 
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cabinet is just the same as Ja\afari\'s!\" End 
Comment.) Ma\'sum reiterated that he had known αἰ- 
Maliki since 1992. They had met at an opposition 
conference 

in one of the committees. Ma\'sum also disclosed that 
he had been on al-Maliki\'s masterVs degree review 
committee. Al-Maliki 

fervent anti-Baathist with a tendency to get angry too 
quickly. This will be a problem for al-Maliki 
especially since the Shia Alliance has placed five 
\"advisers\" (read: observers) in his office. Ma\'sum 
stated that al-Maliki would have at least one Kurdish 
adviser in the Prime MinisterVs office 

own request. 


3. (C) PUK member Tania Gilly also dismissed AllawiVs 
criticism 

stay in the country he was purporting to lead should 
not be heeded. Although she did concede that it was 
too early to tell how good al-Maliki\'s government 
would be 

not last all four years. Gilly added that the Kurds 
could have done better for themselves in the cabinet 
if they had truly negotiated as one unit. In a 

whisper 

negotiators - Barham Salih 

Zebari 

their own interests 

a whole. Unfortunately compromise in Iraqi culture 
was seen as weakness and the Kurds\' continuing 
willingness to compromise for the good of the country 
led to a perception that the Kurds were weak 

said. Adding to the problem 

fact that Barzani insisted on his agenda even when it 
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ran counter to larger Kurdish interests 

Talabani appear to be the one \"betraying Kurdish 
rights\" by compromising with the other groups. 


4. (C) In contrast 

Staff Kamran Karadaghi and the Presidency\'s Media 
Adviser Hiwa Othman - both nominally independents - 
expressed deep dismay at the new cabinet. Оп May 21 
Karadaghi sighed that he \"never thought ІХа say this 
but this government is already far worse than 
Ja\afari\'s!\" (Comment: This comment 

does from someone who was a harsh personal and 
political opponent of the JaVafari government 
especially strong disappointment with the new cabinet. 
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End Comment). 


5. (C) Foreign Minister Hoshyar Zebari 

Politburo member and KDP President Masud BarzaniVs 
uncle 

procedures from the old cabinet to the new 
administration had gone fairly smoothly. For all 

that 

wisdom that each successive Iraqi government was worse 
and less competent than the one before - excluding 
himself 

already failing to hire a competent and professional 

staff 

hiring Dawa loyalists who perpetuated the problems of 
sectarianism inside the Prime Ministers office. КОР 
President Masud Barzani 

not comfortable with this new cabinet. (Comment: 
Barzani has long opposed the sectarian mentality of 

the Shia Alliance 

the Sunni Arab political groups for being unable to 
compromise for the good of the country. End Comment.) 


6. (C) KIU Council of Representatives (COR) member 
Sami Atroshi shrugged when congratulated on his 
party's allotment of a Minister of State without 
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Portfolio 

watch to see how Prime Minister al-Maliki conducted 
himself in the coming months. Atroshi commented that 
the Kurdistan Alliance had made no effort to ensure 
that all Kurdish parties were represented 

result his party had a difficult time gaining 

admission to Prime Minister al-Maliki to argue their 
case. Atroshi said that if this pattern of 

indifference toward smaller parties continues 

Maliki would face stronger challenges to his 
leadership. 


7.(C) The Kurds\' opinion on al-Maliki\'s government 
appear divided 

but also across generations. The KDP seems to be more 
cautious toward al-Maliki 

history with former Prime Minister al-JaVafari (like 
al-Maliki 

structure (compared to the more rigid and tribal 

structure of the KDP) 

give al-Maliki the benefit of the doubt. Even within 

the PUK however 

Tania Gilly and Hiwa Othman are markedly more downbeat 
about the new administration. The new generation of 
Kurdish politicians and advisers are significantly 

less sentimental than the old guard 

remember times when the major opposition parties were 
all fighting against Saddam. Gilly and others have 
repeatedly told us that real democratic change will 

not happen unless the \"old mentality\" - personified by 
people like al-Maliki - has been phased out. 

KHALILZAD 
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happened for KSCM 

the next election as the only true left-of-center party. 


7. (C) There are also many who offer reasons for why the 
grand coalition option won 

Bohumil Dolezal feels that PM Paroubek would not want to join 
a grand coalition if it means surrendering his leading 

position in the country. Former Foreign Minister Jan Kavan 
says that Paroubek considers ODS chief Topolanek V'a village 
idiot and that ParoubekVs loathing of Topolanek makes it 
hard for Paroubek to follow his natural inclination to form a 
grand coalition (Topolanek\'s personal attacks on Paroubek in 
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this weekend\'s debates 

decision to file a lawsuit against Topolanek 

reinforce this). According to Kavan 

serve under Topolanek 

under other ODS leaders. Similarly 

told us that several high-ranking people within ODS would 
oppose this scenario 

have to offer CSSD cabinet posts that they very much want for 
themselves. Former Prime Minister Miroslav Zeman has 
repeatedly and publicly stated his opposition to a grand 
coalition. In his view 

of both Topolanek and Paroubek as heads of their respective 
parties. In short 

consider the grand coalition the option of last resort. 


ODS LOSES - RESTRUCTURING OF PARTY 


8. (С) If ODS comes in second to CSSD 

victory over CSSD but fails to stop CSSD and the Communists 
from winning more than 100 seats 

expect radical changes within ODS. Pollster Jan Herzmann says 
that Topolanek and possibly others around him will be quickly 
replaced by regional leaders 

Governor of the Moravian-Silesian District. Jan Vidim (ODS) 
head of parliament\'s Defense and Security Committee 

that if the party loses &it will disintegrate8 and be 

rebuilt with regionally-based leaders. Pollster Jan Hartl 

even told poloff May 22 that he has personally spoken with 
some ODS regional leaders who hope for the party\'s defeat in 
the upcoming elections 

to unseat the current leadership 

ineffective and as blocking their own paths to power. 
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SNATCHING DEFEAT FROM THE JAWS OF VICTORY 


9. (C) Just a year ago 

after CSSD Prime Minister Stanislav Gross was forced to 
resign over the questionable source of funds used to buy his 
private residence 

polls. In the absence of real competition 

was coasting because it wasnVt forced to put together а 
well-reasoned 

appointed Prime Minister Jiri Paroubek (CSSD) had cut the 
lead to only a few points. ODS has maintained a 1-5 point 
lead throughout the run-up to the elections. However 
analysts point to weaknesses within the party and mistakes 
made by party leaders that made the race closer than it would 
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have been otherwise. Political scientist and author Jiri Pehe 
calls the ODS leadership &a bunch of sourpusses8 who 
practice a policy of zero tolerance with the CSSD-led 
coalition at a time when the country is doing relatively 

well. Pehe also argues that the ODS program is anchored upon 
a single idea 

hard to sell in good times. Political scientist Vladimira 
Dvorakova feels that the ODS election program 

Blue Chance 

out. She also argues that some of the party leaders 
including Topolanek 

Tlusty 

perceived as arrogant and unable to explain the party 
ideas. Opinion polls support this perception. Topolanek 
according to a May 18 STEM poll 

politician in the country and is favorably viewed by 40% of 
the people. Langer is number 13 with 36% 

Communist Party chief Vojtech Filip. Tlusty doesn\'t even make 
the list. By comparison 

CSSD ministers 

5th at 50%. 


10. (C) Many ODS critics blame Topolanek for not being a 
stronger leader who could take the party out from the shadow 
of its founder 

compares the situation within ODS to that within the British 
Conservative Party after the departure of Prime Minister 
Thatcher 

suitable successor. Herzmann 

that Topolanek is too weak to be Prime Minister. Herzmann 
argues that there are two visions for Czech society. One 

relies on the state-funded guarantees and promises that were 
a part of life under communism and could continue to be a 
part of life under a European welfare state. The other vision 
involves reforms that emphasize the role of the private 

sector. Herzmann says ODS made a mistake this spring when 
after slipping a few points in the polls 

up unsustainable promises of subsidies and direct payments 
and tried to compete with CSSD on what is essentially its 
home turf. Herzmann says a stronger leader would have stuck 
to the principles that separate ODS from CSSD. 


ODS FACTIONS: 1 1 1 1 = ТОО MANY 


11. (C) President Klaus has been a dominant figure within the 
party and still influences both policy strategy and 

operational tactics. But the Klaus camp is only one faction 
within the party and what is good for this faction is not 
necessarily good for the party as a whole. Sociologist Ivan 
Gabal sees four different groups within ODS: 
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-- The Klaus camp 

and current MEP Jan Zahradil and current Prague Mayor Pavel 
Bem. Zahradil shares Klaus 

Zahradil may have softened somewhat on this. Gabal says he 
has heard from friends in Brussels that Zahradil has &gone 
native8 (note: Gabal\'s wife is MEP Jana Hybaskova). Klaus 
has advised the party to keep the option of a grand coalition 

on the table. But he may have his own reasons for doing so. 
The Czech president is elected by the Chamber of Deputies and 
the Senate. Klaus may feel that he could negotiate his 
re-election as part of the talks establishing an ODS-led 

grand coalition. Klaus also has reservations about the 

direction ODS 

coalition with the feverishly pro-European Greens. 


-- Another group consists of regional governors and mayors 
who have almost no power to raise funds within their 
districts and are consequently disproportionately dependent 
on EU funds. Naturally 

favorably than Klaus and his followers do. In addition 

ODS governors have economic interests close to home that 
sometimes force them to support policies that differ from 
those promoted by the party at the national level. For 
example 

struggling to lure a billion dollar Hyundai auto plant to his 
district while the party headquarters were criticizing the 
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use of investment incentives and promising to terminate them. 
Similarly 

when patients come for lengthy restorative stays paid for by 
the state-run health insurer. But ODS policy is to put an 

end to these free treatments which can last for weeks at a 
time 


-- The third camp is made up of prominent Prague-based 
politicians who have been near the top of the party for 
several years. This includes people such as Tlusty 

Vidim and others. If ODS does badly 

be replaced by regional leaders. 


-- Finally 
more or less on his own and very vulnerable unless he 
delivers a clear 


PRAGUE KEY TO ODS VICTORY 


12. (SBU) ODS has always been strongest in the Prague 
electoral district 
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40%. Although it is still expected to win that district this 

year 

that appeal to the same electorate. ODS has traditionally 
been strongest among young 

relatively affluent voters. But this year the emergence of 

the Greens as a viable party 

Independents/European Democrats (SNK-ED) 

foreign minister Josef Zielenec and former Prague Mayor Jan 
Kasl 

choose from. In addition 

own cars and summer homes. If the sun shines on Friday June 2 
and Saturday June 3 

voting for their countryside cottages. In a race expected to 

be very tight 

outcome. 


13. COMMENT: (C) Topolanek is arguably the most pro-American 
leader in the country. He is a huge fan of the Conservative 
Party in Britain and the Republican Party in America. In a 
May 13 interview 

relation toward Great Britain and the United States than that 
given in the framework of the Czech Republic\'s priorities at 
the current moment.8 So a strong ODS showing could make him 
Prime Minister in a right-of-center coalition that would be 
good for transatlantic ties. But that does not mean that this 

is the only election outcome that would be good the the U.S. 
We have two goals coming out of this election: a coalition 
government supportive of U.S. objectives 

effective government. On the former 

that would be problematic for us. All parties 

Communists 

GreensY will need to prove this if and when they reach the 
national stage). U.S.-Czech relations have done reasonably 
well under eight years of CSSD leadership. While a CSSD 
minority government with Communist support is the least 
desireable outcome because of the uncertainties it introduces 
and the likely negative impact on economic policy 

scenario could still result in a rather robust and supportive 
Czech foreign policy 

personnel decisions are made. 


14. (C) It is less likely that the next government will prove 
to be strong and effective. A weak ODS-led coalition 
particularly one that relies on the untested Greens 

prove very unreliable; to maintain discipline 

could need to appeal to the nationalist/populist elements 
that are present in nearly all Czech political parties. A 
grand coalition 

potential to be internally divisive 

depends on the leaders involved and the role played by 
President Klaus. Topolanek would surely not provide the 
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leadership necessary to keep such a coalition strong. Which 
is why most observers focus on Prague Mayor Bem stepping up 
in this scenario. Bem studied and lived for many years in 

the United States 

politician 

any particular policies. In short 

Paroubek 

Hall. A stable grand coalition under Paroubek and Bem would 
also 
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Greece. Some of the charges also involved the \"trafficking\" 
of persons from one third country to another 

case of a suspect charged with trafficking of Syrian citizens 
from Ukraine to Germany.\" 


2. (SBU) The ΜΟΙ did not explain whether it had 
distinguished trafficking in persons from smuggling 

has not responded to a February written request for a meeting. 
JOHNSON-CASARES 
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was not defunct. (Note: The India-Iraq Joint Commission 
previously served as a vehicle for bilateral cooperation on 
economic and other issues in the Oil-for-Food era. End note.) 


Shahristani Invited to India 


5. (C) The invitation extended to Iraqvs former Petroleum 
Minister to come to India is still valid for the new 

Minister 

that India would reextend an invitation to visit India to 
Sharastani. 


Action Request: Parliament Training? 


6. (C) If the Department assesses that India could provide 
useful assistance to the Iraqi parliament - as it has done so 

well in Afghanistan - we would suggest that the Department 

ask Embassy Baghdad to urge the Iraqi government to convey a 
request for such assistance to the Indian government. 


7. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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of Journalism\" to over 75 local media professionals. The May 
4 DVC received positive and accurate press coverage and 
heartened Tunisian activists promoting freedom of expression 
inthe country. Many Tunisian journalists additionally 

expressed heartfelt thanks for the book and for its 
accompanying letter from the Ambassador 

USG\'s respect and support for a responsible and free press іп 
the country. These two successful activities replaced a 
programmed US Embassy-sponsored conference on \"Media Ethics 
and Press Freedom\" canceled when our local partner withdrew. 
End Summary. 


Opportunity to Advance MPP Goals 

2.(SBU) The annual international observance of World Press 
Freedom Day on May 3 is an important opportunity for Embassy 
Tunis to publicly reach out to Tunisian media professionals 

to advance both our goals of promoting democracy and 
increasing mutual understanding of American values. In 2004 
the Embassy co-sponsored a conference with the Arab Institute 
of Human Rights (AIHR) on the topic of \"Media Ethics.\" 
Attended by 75 Tunisian journalists 

and GOT officials 

express their view on our Iraq policy and then to discuss the 
importance of unbiased media coverage of international 
relations. In 2005 

with American NGO Internews on \"On-Line Journalism.\" (reftel) 
This conference 

resulted in a heated public debate on the Tunisian media 

scene and the intersection of media ethics and 

responsibilities for both the print and on-line media. 


3.(C) This year 

tradition with a conference cosponsored by the AIHR on V'Media 
Ethics and Press Freedom.\" Three prominent Tunisian 
journalists 

Abdelatif Fourati 

journalist no longer permitted to work by the GOT 

appear as panelists. The Embassy also were seeking the 
participation of both an American expert and a European 
expert (financed by the European Union) to participate in the 
conference. While the AIHR initially was very enthusiastic 
about participating in such an endeavor 

with a phone call on April 20 informing us that the AIHR 

would not be able to participate due to our \"policies in Iraq 

and Palestine." Given the fact that AIHR had co-sponsored ап 
event with the US Embassy in the middle of the Iraq War 
Embassy staff asked for a clearer explanation of the 

decision. A source close to AIHR President Taieb Baccouche 
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indicated that Baccouche had come under pressure from Mokhtar 
Trifi 

to not work with the USG. (Note: The LTDH has long boycotted 
USG events in protest of our policies in Iraq and Palestine. 

End note.) When asked by the Ambassador about this 

allegation 

activists speculated that it was more likely that Baccouche 

came under pressure from the GOT. The Embassy then examined 
the possibility of holding the conference without local 

partnership. Krichene and Fourati 

against such an idea 

for the conference to be more about US policy in the region 

than about the intended theme of freedom of expression. 


Other Ways to Engage 

4.(SBU) As an alternative to the planned conference 

Tunis instead participated іп a May 4 DVC with NEA/PD Alberto 
Fernandez and Washington-based Arab reporter Salameh Nemett 
as well as with Embassy Rabat and the Consulate in 
Casablanca. Four prominent Tunisian journalists attended the 
DVC 

Tunisian Journalists Union (SJT) 

editor of opposition paper \"Al Mawaqif.\" The result was a 
passionate and honest exchange of ideas on press freedom in 
the region and in the United States. Fernandez highlighted 

US support for democracy and human rights in the region and 
successfully corrected misconceptions of USG control over the 
American media; these facts were highlighted in articles that 


positively and accurately reported on the exchange in two 
Tunisian daily newspapers 

readers. Lotfi Hajji was particularly thankful for 

Fernandez! clear statement of support for the work of the SJT 
and acknowledged the important of USG support for a free 
press in Tunisia. 


5.(U) In order to realize the goal of public outreach to a 
large number of Tunisian journalists 

French translation of the book by American journalists Bill 
Kovach and Tom Rosenstiel 

Tunisian media professionals. In his cover letter 
Ambassador expressed admiration for the important work of 
journalists and reiterated American support for a free and 
responsible press in Tunisia and around the world. This 
initiative was warmly received by the journalists 

whom expressed heartfelt thanks and admitted being touched by 
the Ambassadors letter and initiative. One journalist 
additionally noted that the book and letter sent the 

important message that a free press was high on the list of 
US priorities in Tunisia. 
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Eritrea" and V'admit to failure\". Changing UNMEE to an 
observer mission 

community and UN members no longer cared about Eritrea 
border or even regional stability and implied that the GSE 
would not accept such achange. He passed on that UNMEE 
staff in Asmara told him demarcation was impossible with 

the proposed size of 1500. 


4. (C) While taking a slightly different tact and refusing 

to comment specifically on the GSE\'s position on UNMEE size 
and composition 

regarding the failure of the UN. Pleading his lack of 
involvement with UNMEE 

for UN Affairs 

the Security Council wished to change the configuration 

that was its prerogative 

the border would be that of the UN and not of the GSE. 


5. (C) Comment: As reported in Reftel 

shifted. Eritrea\'s previously professed disinterest in 

UNMEE\'s staffing seems disingenuous given the comments of 
Ghirmai and Zacarias. The GSE appears to be interpreting a 
reduction of UNMEE to 1500 as an indicator of lack of 

support or interest in demarcation; a further affront to 

Eritrea and evidence of how the no one cares about Eritrea. 

By taking this approach the GSE again focuses the 
responsibility of demarcation on the UN and international 
community and the GSE continues to use UNMEE as a card to 
be played in the process. A strategic move 

continues to try to place themselves on the moral high 

ground 

current UNMEE mandate is critical to keeping the efforts 
toward demarcation on track. End Comment. 


DeLisi 
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announced during the 2004 presidential elections (Ref C). 
Ben Ali announced that V'to make it easier for women to 
reconcile their family life with their professional 
commitments 

hours for two-thirds the salary 

retirement and social security rights. During his speech 
marking the fiftieth anniversary of Tunisian independence 
(Ref A) on March 25 

the near future 

decision. This law will take effect starting January 1 
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2007.\" 


3. (U) After much speculation about which women would be 
eligible 

of draft law. The law stipulates it will apply only to women 
working in the public sector who request to participate in 

the program and receive the approval of their employer\'s 
administrative director. Only women who have at least one 
child under the age of sixteen (the final year of mandatory 
public education) or have a handicapped child are eligible to 
participate. If approved 

hours for two-thirds the salary for a period of three years 
which may be renewed once for a total of six years. The 
Cabinet approved the draft law in mid-May 

reviewed - and likely approved as drafted - by the Chambers 
of Deputies and Advisors. 


4. (SBU) Some observers believe that Ben Ali\'s proposal will 
in part reduce Tunisian unemployment (currently the official 
rate nears 14 percent) 

positions. This is particularly true in primary and 

secondary education 

more employees would be needed to teach all classes. 
However 

itself on women\'s achievement and empowerment. Women are 
present in almost all fields 

represent nearly fifty percent of primary and secondary 
school teachers 

percent of engineers and 31 percent of lawyers. Tunisian 
women also enjoy a wide variety of rights in the workplace 
from anti-discrimination laws to limits on the type of work 
and working hours. Maternity leave is generous 

granted two months paid leave 

day leave for the first year after returning to work. 


5. (C) Although the proposal was received with interest by 
Tunisia\'s working mothers 

proposal as a step backwards for women\'s rights. On April 

24 

B) announced its opposition to the proposal 

deep blow to the principle of equality between the sexes and 
non-discrimination\" and also suggests V'the women!\'s place (is) 
in the home. The ATFD also noted its surprise that Ben Ali 
had made this announcement during the period in which Tunisia 
celebrated the fiftieth anniversary of the Personal Status 

Code 

are still lacking in much of the Arab world 

rights to divorce and the banning of polygamy. Additionally 
despite Ben Ali\'s assurances 

will lose some of her retirement benefits 

total salary compensation. 
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6. (C) However 
single labor confederation in Tunisia 
interpretation. Assistant Secretary General Mohammed 


Trabelsi told Laboff that the law was a positive recognition 

of the additional burden working mothers face in meeting her 
professional and family expectations. Tunisian working 
women 

management and child-rearing than their spouses. Trabelsi\'s 
only concern about the law was that the same benefits were 
not applied to working fathers. In addition to being a form 

of discrimination 

disadvantaged if the father earned less than the woman as it 
would be more economical for the father to take a pay cut 
than the mother who earns more. 


7. (C) COMMENT: The proposal is interesting 

address a social issue - balancing work and motherhood - with 
which far more developed countries are still grappling. 
Pragmatically 

figures and also appeal to conservative religious groups 

would prefer a more traditional society. Social critics 

charge 

standing as competitive members of the work force 

practical observers contend that only a very few women would 
be able to accept even a thirty percent pay cut. END COMMENT. 
HUDSON 
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milestone in 

creating democratic institutions in the country. The path 
cannot have been 

easy and the Iraqi nation can feel all the more satisfied 
with their active 

participation in elections having led to the formation of a 
truly national 

unity government." 

GOLDSTEIN 
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without requiring them to seek refugee status. The MOI 
official claimed that the one grandson who had lost his 
passport did not want French residency and only wanted to 
return to the UK 

cards for the entire Khaddam family. Fletcher told the 

French MOI official that the UK was ready to issue a new visa 
to the Khaddam grandson 

able to present a passport. The MOI official described the 
UK response as unacceptable 
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escalate to become a bilateral problem between the UK and 
France. For his part 

ΕΟΟ to respond to the French ΜΟΙ by stating categorically 
that the UK had no interest in supporting Khaddam 

nothing to do with him as an individual 

exceptions to basic visa issuance requirements to facilitate 
his grandson\'s return to the UK. 


3. (Ο/ΝΕ) Fletcher reported that the issue was resolved once 
the Khaddam grandson was able to acquire a Jordanian 
passport 

his student visa. The Khaddam family apparently had 
attempted to acquire Saudi and Lebanese passports for the 
grandson in question 

as a result of the episode 

grandson/student seeking to return to the UK 

\"new best friend\" and was seeking to introduce him to the 
family. Fletcher commented that Jamal appeared to be the 
leader among Khaddam\'s Paris-based family entourage. 


4. (Ο/ΝΕ) Comment: This highly credible report is the first 
we\'ve heard of the Соғ regularizing Khaddam\'s residency in 
France. It suggests that the GoF has overcome its initial 
reticence over KhaddamVs presence in France and has settled 
comfortably into an arrangement by which he travels freely in 
and out of France and practices his very public anti-Syria 
opposition activity outside French territory 

backing of President Chirac. End comment. 


Please visit ParisW Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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Not only did he sponsor a convention center and recreation 
center 

met the CG and Pol/Econ Chief. Тһе CG commented that the 
streets were noticeably cleaner than those she had seen in 
the other cities she had visited in the Consular District. 


OLD TABUK 


9. Although Tabuk has been settled for at least 3 

little associated with the historic settlement exists. It is 

true that Tabuk was never a very large community. The 
British traveler H. St. John B. Philby during a visit in the 

early 1950s noted only the Ottoman fort and wells surrounded 
by a few streets of mud-brick hovels and the railway station. 
The facades of the station buildings in the center of the 
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city have been restored 

unkempt grounds. A few hundred yards away are the wells and 
castle complex observed by Philby. The fort 

remains unrestored and locked. The surrounding streets have 
been replaced by non-descript modern buildings 

exception of a few partially demolished walls of old 

buildings immediately adjacent to the castle grounds. 


10. The historic wells 

throughout the millennia 

within a few feet of the top of the stone-lined shaft. One 

of the guides reverently showed the CG the spot where the 
Prophet Muhammed reputedly drank from the well. Now 
revered spot was littered with cigarette butts 

soft-drink cans and the detritus one associates with places 
where bored young men congregate on week-end evenings. In 
view of the fact that Saudi Arabia\'s Wahabi doctrine rigidly 
opposes venerating places associated even with the Prophet 
lest one fall into idolatry 

deplorable state of this historic spot was simply 

indifference to the past or perhaps an impudent way some 
Saudi youths employed to demonstrate their adherence to 
Wahabi principles. The palm trees of the \"oasis\" were fenced 
off and also used as a dump for trash. Indeed 

that the monuments of old Tabuk were the dirtiest parts of 

the other-wise well kept city. Even the famous mosque where 
the Prophet is said to have prayed after victory at the 

battle of Tabuk appeared rather forlorn. 


NO WOMEN IN SIGHT 


11. Tabuk is described as a very conservative Muslim 
community. This was apparent during the drive from the 
airport and meetings and tour of the city 

women was seen on the streets 

the government offices. The few men passed on the streets 
during the afternoon tour glanced at the passing motorcade 
with looks of surprise and curiosity. 
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at any one country but an attempt to strengthen international 
cooperation in the fight against proliferation of weapons of 
mass destruction. An informal Embassy translation is at para 
2. (Comment: The MFA statement is an apparent reaction to 
the May 22 New York Times article on the exercise asserting 
it targets Iran among others. End comment.) 


2. Begin text of MFA announcement: 
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\"Our country will host an air-ground-maritime exercise called 
\"Anatolian Sun- 2006\" on May 24-26 within the framework of 
the Proliferation Security Initiative - PSI. Implementation 

of the exercise 

the use of firearms but aims at strengthening coordination 
between relevant authorities with third countries for 
non-proliferation of WMD 

related materials. The decision to conduct the exercise was 
in 2005. 


As it is known PSI is established in May 2003 in order to 
cover the deficiencies of existing international agreements 
arms control regimes and national export control systems to 
prevent proliferation of WMD 

related materials. Turkey announced its support to the 
Initiative in December 2003. 


UN Security Council Resolution 1540 on non-proliferation of 
weapons of mass destruction 

Council\'s meeting of April 28 

in international law for the PSI. 


VAnatolian Sun 2006\" exercise will take place in 2 stages. 
Participants in the desktop stage of the exercise will join 
through their embassies in Ankara or through computer 
connections from their capitals. USA 

will participate in the second stage to be conducted in 

Antalya 

exercise will be open to press and press members will be able 
to watch. 


Activities related to the exercise 
almost one year ago 
institutions under coordination of Prime Ministry. V 


End text. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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disappointing 

unexpected was the total lack of will among WEOG delegations 
to support U.S. efforts to have more robust Article VII 

language. Indeed 

isolated on this issue. Before EC-46 

to rebuild cohesion among WEOG delegations and then talk with 
key NAM delegations 
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3. (U) Finally 

attempted to negotiate as a block through Malaysia 

currently heads the NAM. Unfortunately 

seemingly \"blessed\" by the Article VII facilitator and the 
acting EC Chairman when they asked Malaysia to present the 
NAM position. Delegation will work to counter this 
development carefully 

U.S. can expect strong WEOG and some other support. Ona 
more general point 

\"NAM\" decision-making process 

finding a way to remove obstacles placed by these two 
delegations. End Summary. 


4. (U) As a procedural matter 

was 

was the tone of the formal debate and off-line discussion. 
While many SPs expressed serious concern 

tempered and their comments were at times directed at other 
possessor states besides the U.S. One notable exception was 
South Africa 

inter alia on the Article 12 provisions for the Conference to 
take measures in the event that activities prohibited under 

the CWC may seriously damage the Convention. Iran echoed 
South Africa\'s sentiments 

without commenting on Article 12 provisions. 


5. (U) The common themes among the floor statements about 
possessor states included commentary that they should be 
fully transparent in their destruction activities 

their reporting on destruction progress 

deadlines 

to meet CWC deadlines. Delegations also noted that complying 
with destruction deadlines was a central element of the CWC 
and failure to comply would undermine its credibility. 

Several delegations acknowledged the costs and challenges of 
CW destruction and appreciated the U.S. efforts to be 
transparent in this matter. Some also noted that it was 
premature to consider scenarios of failing to meet a 
destruction deadline which was yet six years away 

SPs needed to find reasonable solutions. 


6. (U) During the discussion 

the Chairman and a few interested states to make transparency 
visits to the large possessor states and report their 

findings to the EC. This proposal received considerable 
support from WEOG members. In side-bar discussions 
bilateral talks reported below 
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when the U.S. anticipated providing draft decision language 
indicating a clear expectation that they anticipated 
receiving such language soon. 


7. (U) As a procedural matter 

chaired by facilitator Maartin Lak (Netherlands) failed to 
reach consensus on report language 

report on Progress Made on the Plan of Action regarding the 
Implementation of Article VII Obligations. South Africa 
attempted to change the word \"obligation\" for the phrase 
\"national implementation measures 

acceptable to other EC members. 


8. (U) However 

extremely difficult and contentious and bodes ill for the 

U.S. goal of more robust Article VII efforts in the coming 
months. Most important 

linkage between the U.S. extension request and Article VII 
non-WEOG delegations were not about to miss that opportunity. 
Aside from South Africa 

linkage from the floor or in consultations. However 

clear in side-bar discussions. What made it difficult to 

combat this non-WEOG effort was the almost complete lack of 
will among WEOG delegations to put up a fight. Indeed 

during discussions on Article VII report language 

a race to the bottom to find the lowest common denominator 
language that would include no mandatory actions by the EC 
Chair 


9. (U) All of this set the stage for a lengthy 

discussion on report language on the last day ofthe EC. 
Tensions were high during the negotiations 

of time pressure 

consultation without summarizing where delegations stood 
resulting in subsequent disarray. While delegation will take 
soundings once tempers have cooled 

was that the U.S. lost a substantial amount of goodwill by 
taking what others viewed as a \"hard line\" on Article VII. 
While there was commentary fQ some delegations that the 
U.S. extension request will now face a tougher grilling 

even from one delegation that the U.S. extension request was 
\"dead 

of frustration. 


10. (U) What is clear is that the U.S. will have to do a lot 
of work if it wants to push an active Article VII agenda. 
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The first step will be to re-build support among WEOG 
delegations and gain some Allies for the U.S. around a 

mutually acceptable position. Then it will be necessary to 

have discussions with Iran and India 

delegations continue to be the main obstacles to progress on 
Article VII (if not most OPCW issues). Delegation will 

provide further commentary and recommendations on Article VII 
to Washington. 


11. (U) In a notable and unfortunate development 

Non-aligned Movement made its presence known 

so-called \"united\" positions on the draft Article VII report 
language. The Article VII facilitator played into the hands 

of the NAM by calling on the NAM coordinator (Malaysia) and 
allowing him to present NAM positions during the 

negotiations. This was repeated by the acting EC Chair 
(Ambassador Petri of Germany) during the afternoon session of 
May 19 

so. 


12. (U) On this issue at least 

immediately energized and supportive of the U.S. view that 
this NAM effort must be neutralized. Canada in particular is 
adamant that allowing blocs in the OPCW would make it 
impossible to reach agreement 


the general sentiment in the group. Switzerland as WEOG 
coordinator intends to have discussions on how to respond to 
the NAM effort. 


13. (0) It was notable that the NAM positions put forward 
were identical with those presented earlQ by Iran and 

India. And there is indeed reason to question the strength 

of the \"NAM\" position. The Colombian representative 
privately informed del rep that the \"NAM\" had no formal 
meetings and that not all NAM members agreed with the 
positions put forward. And the Algerian Ambassador has also 
flatly stated that he was disappointed in the Ambassador of 
Sudan\'s handling of the Africa Group in that he virtually 
delegated his authority to South African delegate Peter 
Makwarela. The Algerian Ambassador also said firmly V'the NAM 
does not speak for Algeria. Delegation will continue to ask 
various delegates whether they have signed on to letting the 
NAM speak for them. And the solution to this problem may 
simply be to ensure that facilitators and chairpersons note 
that the NAM is not a recognized voting entity in the OPCW 
and ask delegations for individual national positions. 
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14. (U) The following are the EC-45 agenda items as numbered 
in the annotated agenda. 


15. (U) The Director-GeneralVs statement spent significant 
time on the U.S. extension request. He expressed his regret 
that the U.S. cannot make the original deadlines 

appreciated the transparency in the information provided. He 
also acknowledged the difficulties the U.S. faces in 
completing its destruction program 

financial. The DG asked for continued support for the 
Russian program by the donor community 

to ensuring success. The DG further noted that if LibyaVs 
deadlines and extension proposals are granted 

later than envisaged 

CWC. He also noted IndiaVs extension request 

extension request from China and Japan on abandoned CW 
State Party resuming its stockpile destruction 

successful consultations between the Technical Secretariat 
Albania 


16. (U) The DG stressed that the TS continues to conduct 
training courses for National Authorities 

protection programs 

with the Article VII action plan. He stated that 24 

participants have been selected for the Associate Program in 
2006. He mentioned the TS is organizing two EU-financed 
courses on analytical skills. The TS has conducted a number 
of activities to promote universality 

visits to the Dominican Republic 

Republic and the Congo. He noted he has personally initiated 
demarches and establish contacts with States not Party in the 
Middle East 

the third workshop on universality in the Mediterranean Basin 
will be held in Rome in October. 


17. (U) Referring to the budget surplus in 2004 

commented that some delegations believe these excess funds 
are available to the TS. He then tried to explain TS 
underspending. First 

including late and partial payment of assesQ contributions 
exchange rates 

activities by the TS. The DG said the TS is working with 
ABAF to improve its financial performance 

his 2007 Draft Programme and Budget in July 

early designation of a facilitator. 
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18. (U) The DG was pleased that preparations for the 
open-ended working group for the Second Review Conference 
have begun 

group and its leader 

about the open-ended working group on terrorism 

SPs continue to attach great importance to fighting 

terrorism. He also stated the TS operates in accordance with 


its mandate as defined by the CWC 

OPCW is not an anti-terrorism agency. Finally 

delegations for their participation in the Remembrance Day 
ceremony 

commemoration next year. 


19. (U) The overwhelming focus was on 

destruction deadlines. Nearly all delegations stated that 
possessor states must put as many resources as necessary 
toward meeting deadlines set forth in the CWC. Many 
delegations referred to the success of the convention being 
affected by whether or not possessor states meet the 
deadlines. There was little finger pointing at the SPs that 
have requested extensions. The EU noted it is willing in 
principle to agree to the requested extension to April 29 
2012 

Mexico stated it is concerned that not meeting deadlines 
would affect the credibility of not just the CWC 

multilateral disarmament actions. In order to facilitate the 
decision process 

destruction status to be distributed prior to EC sessions. 


20. (U) Of the possessor states 

request of two years 

difficulties in destruction of CW stockpiles: technical 
economic 

assistance provided to them 

and expanding destruction assistance programs. China 
addressed the jointly submitted extension request 
Japan 

without referring to its extension request 

should make efforts to meet deadlines 

credibility issues if they do not. 


21. (U) On Article VII 

toward implementation 

assistance tactics adopted by the TS. Most statements noted 
9096 of SPs have designated a National Authority 

mentioned many SPs still have to write and implement 
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anti-trafficking legislation. Colombia noted that Andean 
countries are making progress on legislation. On the Second 
RevCon 

Ambassador Parker as Chairman 

vice-chairs. Most statements also mentioned that full 
implementation of the CWC is necessary to combat terrorism 
few mentioned the work of the open-ended working group on 
terrorism 

continue. 


22. (U) Malaysia for the NAM and China 

Saudi Arabia and Indonesia requested consultations begin for 
full implementation of Article XI. A few countries mentioned 
the need for an effective method for OCPF site selection 
though not as many as usual 

references to Africa Office 


23. (U) Iran floated the idea of an international network to 
support victims of CW attacks. They proposed bringing 
governments 

pharmaceutical 

issue. They merely noted that they want to work on this idea 
with the TS and SPs 

At the Conference of States Parties 

have booths right outside the main meeting room to inform and 
generate support for their chemical weapons victims. End 
Note.) 


24. (U) Item 5.1: The EC agreed to defer to EC-46 the 
verification plan for the Indian CWDF. As during previous 
sessions 

until the draft associated facility agreement has been 


distributed and reviewed. (Comment: In the run-up to EC-45 
Amb. Javits and del reps met with the Indian Ambassador and 
del reps to express concerns regarding continued lack of EC 
oversight of destruction operations. India cited 
disagreements over air monitoring standards (both the 
application of new CDC standards to this facility 
dissatisfaction with the air monitoring system currently in 
place) 

updates on any progress in facility agreement negotiations. 
End Comment.) 


25. (U) Item 5.2: The EC approved the verification plan for 
the Newport Chemical Agent Disposal Facility. 
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26. (U) Item 5.3: The EC approved the verification plan for 
Kambarka. 


27. (U) Item 5.4: The EC deferred to EC-46 the verification 
plan for the Qaf-Molla CWDF in Albania. Russia asked that 
Albania\'s detailed plan and its corresponding FA be deferred 
citing the need for Moscow to have additional time to review 
the documents. 


28. (U) Items 5.5: Тһе EC approved Russia\'s request for 
corrections to its detailed plan for conversion of former 

CWPF by adding pumps to the production line at the open Joint 
Stock Company \"Khimprom\" 


29. (U) Item 5.6: The EC noted the TS note on progress made 
in converting former CWPFs. 


30. (U) Items 5.7: The U.S. extension request was discussed 
above. 


31. (U) Item 5.8: The Russian extension request was also 
deferred to EC-46. During discussion of this item 

states noted that SPs must take full responsibility for 
meeting destruction obligations and that there is no linkage 
between the availability of assistance and meeting those 
obligations. 


32. (U) Item 5.10: The Indian request for an extension of the 
final deadline for destruction was adopted by consensus. 


33. (U) Items 5.9 and 5.11: The Libyan requests for 
extension of its intermediate and final deadlines were 
deferred to EC-46 by Russia 

review. Germany also recommended inclusion of additional 
text in the Libyan decision (covering extension of both 
intermediate and final deadlines) underscoring Libya\'s full 
responsibility for complete elimination of its CW stockpile. 
As in the discussion on the Russian extension request 

FRG raised concern that Libya should not link its destruction 
obligations to international assistance. 


34. (U) Item 5.12: Article VII was discussed above. 


35. (U) Item 5.13: The EC approved the facility agreement for 
Newport. 


36. (U) Item 5:14: The EC approved the facility agreement 
for the Kambarka CWDF. 


37. (U) Item 5:15: The Albania facility agreement for the 
CWDF at Qaf-Molla was deferred until EC-46. Russia stated 
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that it needed additional time to review the document. 


38. (U) Item 5.16: Germany 
note by the DG updating on the progress of Schedule 2 
facility agreements be deferred to EC-46. 


39. (U) Item 5.17: The EC noted the DG\'s report on the 
status of implementation of Article X. Delegation made the 
points outlined in the guidance cable. The importance of 
Article X and the questionnaire on National Protective 
Programs was noted 

submitting countries is higher 

asserted attention should be paid to \"operationalization\" of 
paragraphs 8 


new language for implementation of the database soon. The 
U.S. provided alternative report language 
with a minor edit. 


40. (U) Item 5.18: The EC noted the DG\'s report on the 
status of implementation of Article XI. A number of 
delegations (India 

for early resumption of an informal consultation on the full 
implementation of Article ΧΙ. However 

has offered to serve as facilitator. 


41. (U) The annotated agenda for EC-45 showed two lists of 
validated data (one list of data for scheduled chemicals 
another of data for three analytical derivatives of scheduled 
chemicals) deferred from EC-44. After initial opposition 
from Iran and India to the adoption of the analytical 
derivative data 

(EC-44/DEC/CRP.3 and /CRP.4). 


42. (U) EC-44 in fact decided to also consider at this 
Session one further list of validated data 

control agents (RCAs) (EC-42/DEC/CRP.5) 

to V'submit a Note assessing the implications of the data 
contained in the lists set out in EC-42/DEC/CRP.5 for the 
activities of Member States.\" Since the Note had not been 
prepared 

to simply omit this document from the annotated agenda. Del 
will monitor to ensure that the TS in fact produces the 
requisite paper and the decision document is considered by 
the EC 
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ITEM 7 - AFRICA OFFICE 


43. (U) Sudan 

Africa again dumped this in lap of the TS and new facilitator 
Andres Jose Rugeles Pineda (Colombia) 

information the TS needs to begin the reports on financial 
and administrative implications of an office in Africa. The 
DG noted TS willingness to work on this issue 

need more details from the sponsoring SPs before they can 
proceed. South Africa requested the TS identify a P-5 
position to do these reports 

needed. There was no discussion of this proposal. Rugeles 
Pineda stated that he will work to achieve consensus. 


44. (U) EC-44 report language provided the necessary top 
cover for the TS to develop а proposal for future EC 
consideration on the establishment of an OPCW capability to 
analyze biomedical samples. This work is ongoing 

the development of related funding proposals for inclusion in 
the 2007 Draft OPCW program of work and budget. As a result 
the discussion under this item dealt not with biomedical 
sampling 

the DGVs Note on the Seventh Meeting of the Scientific 
Advisory Board. In a separate conversation 

from VERIFIN expressed interest in working with U.S. and 
other experts to develop technical proposals 

etc. related to biomedical sampling 

expertise in this area lay in a small number of member 
states 

on to Washington for consideration. 


45. (U) This agenda item was one of several in which a 
procedural wrangle over the use and meaning of the verbs V'to 
receive" and Νο note" played out. While at first glance a 
trivial discussion 

underpinned by a potentially serious issue of governance and 
procedure. Specifically 

India and South Africa) considers the act of \"noting\" a 


document to imply agreement with the content -- and 
conversely 

message that the EC 

concerns with the content. The corollary is that Iran 
considers actions taken by the DG or the TS pursuant to a 
document that the EC has declined to note are unsanctioned 
unauthorized 
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46. (U) The DG expressed his concern that such a procedure 
would give him no guidance on whether his actions were or 
were not acceptable to the EC 

of adocument raised concerns. The U.S. delegation intervened 
to refer back to the previous decisions. By the end of the 

EC 

Iranian interpretation and objections to its continued use. 

The protracted debate was useful 

stated that in its view \"received\" was not a neutral term but 
had a V'special meaning 

particularly within WEOG 

wording being used as a means of effectively consigning a 
document to oblivion without any discussion of the substance. 


47. (U) Another result of this debate was constructive 
discussion within WEOG on the need improve the handling of 
SAB reports and recommendations. Iran referred several times 
to concerns or objections to elements of the SAB\'s reports or 
the DG\'s notes to the EC on those reports 

declined to discuss specifics (hence the difficulty with 

\"noting\" any of these documents). There was broad sentiment 
within WEOG that a better mechanism needed to be found for 
assessing which SAB recommendations required a policy 
response from the OPCW governing bodies; framing appropriate 
requests for EC action on individual recommendations; and 
informing the EC of SAB work that did not require such 

action. 


48. (U) Practice to date has often left SAB recommendations 
simply hanging -- neither accepted nor specifically rejected 

-- and created considerable uncertainty as to their status. 

The net effect has been to undermine the utility and 

relevance of the SAB. U.S. and UK dels persuaded the WEOG 
that the initial 

once identified 

\"facilitation\" -- might not be constructive 

discussion among WEOG dels to develop practical proposals 
would be preferable. 


49. (U) The Council anointed UK Ambassador Parker as Chairman 
of the working group 

Mexico 

the report a set of \"understandings\" about the conduct of the 
Working Group and the role of the Chairman and Vice-Chairs as 

a \"bureau.\" 
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50. (U) Comment: Parker is likely to be an effective Chair. 
However 

group including Russia 

for asmooth process. In particular 

arrangement the U.S. enjoyed with the Chair of the Working 
Group for the First Review Conference 

heavily shape draft report language from the outset 

likely be substantially hampered. An additional complication 
is that the UK del was clearly reluctant to do anything that 
would antagonize non-aligned delegations until agreement was 
reached on Parker\'s chairmanship of the working group. 
Delegation will watch to see if there is any continuing UK 
reluctance to engage and 

the UK. 


51. (U) The Council noted the annual report of the Office of 
Internal Oversight for 2005 and the accompanying note by the 


DG. Facilitator Chiho Komuro (Japan) gave a brief oral 
report on the consultations held on the report. Per 
Washington guidance 

to ensure full implementation of ΟΙΟ recommendations. 


52. (U) Item 11.1: Regularizing Payments to OPCW. Action on 
this item was deferred 

Co-facilitator Jay Lee (South Korea) briefed the EC on 
progress in consultations during the intersessional period. 


53. (U) Item 11.2: The EC noted the report by the DG on OPCW 
income and expenditures for the financial year to March 31 
2006. 


54. (U) Item 11.3: The Council considered the audited 
financial statements of the OPCW for 2005 

the External Auditor. Because the External Auditor\'s report 
was recently released and no consultations have been held on 
the report 

consideration of this item be deferred to EC-46. 


55. (U) Item 11.4: The Council noted the Note by the DG on 
transfers of funds in 2005. 


56. (U) Item 11.5: Financial Rules. The EC deferred 
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consideration of the item to EC-46 
ongoing. 


57. (U) Item 11.6: Transfer Agreement Between Provident Fund 
and UN Joint Staff Pension Fund. The Council deferred 
consideration of the item after the TS reported that ABAF had 
raised several questions regarding the agreement that the TS 
would like to further examine. 


58. (U) Item 11.7: Тһе ЕС considered the report by the DG on 
the implementation of the regime governing the handling of 
confidential material by the TS. The facilitator Betsy 


SIPDIS 

Sanders (U.S.) led delegations to a consensus on report 
language 

annex to the Declarations Handbook on Confidentiality. 


59. (U) Item 11.8: The Council noted the Note by the DG on 
the report of Security Audit team IV. 


60. (U) After a lengthy and sometimes acrimonious debate over 
this item and the report language on it 

receive and consider the Note by the DG on the OPCW\'s 
contribution to global anti-terrorism efforts. Early in the 
debate 

the TS in the anti-terrorism field. Algeria 

Belgium 

Australia and even the DG responded to an isolated South 
Africa\'s attack by supporting an anti-terrorism role for the 
OPCW and by supporting facilitator Sophie Moal-Makame\'s 
(France) efforts in the Open Ended Working Group on 
Terrorism. Even EC Chair Mkhize (South Africa) appeared to 
be surprised and taken aback by her delegation\'s attack on 
the DGVs note and the work of the Working Group. 


61. (U) During the debate over the report language concerning 
this item 

opposed to \"considered\" (despite the fact that the document 
had already been received 

interventions that V' received" had a different meaning for the 
Iranian delegation and was therefore essential in the report 
language. Iran\'s position seemed to be that by only 
receiving the report the DG would have a diminished 
mandate to work on anti-terrorism issues. Iran appeared to 
be reluctant to directly attack the DGVs note (not surprising 
considering the drubbing that South Africa endured for 
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attacking the note) and instead opted to attempt to weaken 


the report through the creative use of report language. A 
number of delegations pushed back forcefully on this effort 
although ultimately delegations finessed the issue with 
language which included both verbs. 


62. (U) The EC received the Note by the DG on instruments 
signed by the TS with the governments of SPs and with organs 
of equivalent function within other international 

organizations and decided to consider it further at its next 
regular session. India and Iran had asked that the item be 
deferred for consideration at the next EC 

Iranian delegation concluded its request with \"preliminary 
remarks\" that amounted to a broadside against current 
practice and a call for development of detailed \"parameters\" 
limiting the DG\'s authority to sign such agreements. South 
Africa accused the DG of signing agreements with SPs and 
other organizations in contravention of the CWC 

example the EU assistance agreement with the TS. 


64. (U) Atthe May 15 destruction informals 

three overview presentations updating attending delegations 
on the status of verification activities 

efforts 

possessor States 

as a presentation or national statement) on their destruction 
progress. 


65. (U) Russia led the session with an update on its 
destruction efforts 

Vamended plan for destruction\" and other previously provided 
material 

percent of its stockpile by April 29 

stated that construction had started on other destruction 
facilities at Kambarka 

expects to begin destruction operations (hydrolysis of CW 
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agent in aerial bombs) αἱ Maradykovsky by July 2006. 


66. (U) Dale Ormond 

for Elimination of Chemical Weapons (DASA ECW) 

U.S. detailed presentation on its CW destruction efforts and 
recently submitted extension request 

delay in completion of destruction beyond the deadline 
requested (April 29 

presentation 

Informal feedback indicates many capitals are still reviewing 
the significant amount of detailed information provided in 
April 

program/technical questions. End comment.) 


67.(U) China provided a lengthy presentation on the 
recovery 

Chemical Weapons. (Comment: Presentation veered away from 
the purely technical 

with overt references to V'heinous Japanese crimes." End 
comment.) China reported that to date 

been discovered 

Dunhau city 

plans for site selection and eventual construction of a 
destruction facility. Japan responded with a brief statement 
from the floor. 


68. (0) A State Party provided a brief national statement 
on it destruction efforts. Since the last EC meeting in 
March 2006 

Diflour (DF) and 45 MT of OPA. As of April 2006 


Party had destroyed 70 percent of its CW stockpile. A State 
Party extension request for 100 percent destruction was 
approved in EC-44 through December 2008. 


69. (0) Libya provided a national statement on its CW 
destruction efforts by noting its recent submission of 
requests for deadline extensions for Phases 1 

intermediate 

has requested deadlines be set for destruction of Category 1 
CW by December 2010 and Category 2 CW by December 2011. 
Drawing on talking points provided by the U.S. 

that this timeline takes into account the potential delays 
inherent in negotiation of an assistance implementing 
agreement with the U.S. Libya also provided general 
information on its plans for destruction 

conversion of its former CW Production Facility at Rabta. 


70.(U) India made a brief national statement updating 
interested delegations on its CW destruction progress. India 
reported that its second CWDF begin operation in January 2006 
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and completed a campaign in March 2006 

MT of Category 1 CW. India also has submitted an extension 
request for 100 percent destruction by December 2009. (Note: 
Following mention of continuing TS/India facility agreement 
negotiations by Director of Verification Horst Reeps 

rep took the floor to note the importance of facility 

documents as a critical means of allowing EC oversight of 
destruction operations. U.S. rep encouraged the TS and India 
to reach agreement on the facility agreement 

as soon as possible for EC consideration.) 


71. (U) Deputy Assistant Secretary of Defense for Nuclear 
Chemical and Biological Defense Programs (DASD (NCB)) Dr. Tom 
Hopkins met with DG Pfirter in his role as acting ASD (NCB). 
The DG expressed appreciation for Hopkins\' presence as a sign 
of U.S. commitment to the CWC 

no one could question the U.S. efforts or transparency 
acknowledging that the real concern for most interested 
delegations was the progress of Russian CW destruction. As 

in previous meetings 

U.S. public commitment to meeting the 2012 deadline if at all 
possible 

speak in support of U.S. efforts. 


72. (U) The DG also noted his desire that member states move 
from the initial \"phase\" (one of confusion and unease) into 

the next phase 

address the issue in detail at a more appropriate time (i.e. 
closer to the deadline). He expressed a hope that the matter 
would be settled 

prior to CSP-11 

destruction becoming all-consuming during preparations for 

the Second Revcon. Pfirter encouraged the U.S. to continue 

its detailed 


73. (U) Del reps met with representatives from the Russian 
delegation to answer Russian questions on the U.S. extension 
request. Russian del inquired as to whether the U.S. 
intended to submit a new detailed plan (i.e. one allowing the 
U.S. to meet the final deadline of April 29 

explained that Washington views the current extension 
request 

request clearly meets the requirements set out in the 
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Convention. Russian del also asked whether the U.S. plans to 
submit a draft decision for its extension request. U.S. rep 
replied that text is being drafted 

(likely prior to EC-46) 

with key delegations. 


74. (U) Reps from Moscow then asked a number of technical 
questions 


challenges 

Dale Ormond (Deputy Assistant Secretary of the Army for 
Elimination of Chemical Weapons). Certain questions seemed 
to indicate Russia believes the U.S. plans to accelerate its 
program through major facility modifications; U.S. del 
explained that any improvement in the pace of destruction was 
currently envisioned through improvement in operational 
efficiencies. Russian del also implied the U.S. detailed 

plan was inadequate (through indirect comparison with their 
own) 

detail provided was consistent with other requests 

augmented by the information available to the Council in U.S. 
Annual Plans for Destruction. 


75. (U) In a follow-up meeting later in the session 

UK reps asked experts from Moscow a series of detailed 
questions 

destruction facilities 

the facilities under design and/or construction (details to 
be reported SEPTEL). The meeting concluded with a 
U.S./Russia bilat 

for the V'possessors requesting extensions to 2012\" was 
discussed. Russian del stated it would pass the proposal to 
Moscow for review 

visits 

monitoring/verification already achieved through continual 
presence of the TS Inspectorate. 


76. (U) U.S. del agreed that Washington would have to 
thoroughly weigh the benefits of such visits against their 
operational impact 

the visits not in terms of V'additional verification 

terms of a political gesture of increased transparency. U.S. 
reps spoke to the possible impact such visits could have 
especially on SPs not familiar with the destruction process 
and the possibility of increasing member states appreciation 
for the scope of (and challenges associated with) such 
operations. Russian del also expressed a desire to have 
provisions such as these applied to any possessor state 
extending beyond April 29 

Russia. 
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77. (U) U.S. reps met with the UK delegation to discuss the 
U.S. extension request. UK was primarily interested in 
exploring the possibility of site visits to Russian and U.S. 
CW destruction facilities 

out general terms of reference for such visits. U.S. reps 
agreed that 

certainly provide valuable insight into the scale and 
complexity of destruction operations. However 

would have to be thoroughly assessed in Washington - not only 
for political benefit 

security and safety concerns. Both delegations agreed that 
the terms of such visits would have to be clearly defined 
and reasonable expectations established (i.e. political 
understanding/support versus a technical assessment of 
progress). 


78. (U) UK reps also raised the subject of the legality of 
the U.S. request 

difficulty with delegations holding the belief that the 
detailed plan/projections presented in the extension request 
must be reconciled with the specific deadline requested. 
U.S. rep made the point that while Washington was clear in 
its view that the extension request fulfills the requirement 
set out in the CWC 

perception (that the plan and request are somehow 
inconsistent 

be approved) would be valuable. Finally 

inquired as to U.S. plans for a draft decision 

an interest in seeing draft text during EC-45. U.S. reps 
replied that the matter was still under review in Washington 
but that before a text was distributed to the EC (likely 

prior to EC-46) 

consulted. 


79. (U) U.S. reps met with Jeff Osborne 

Demilitarization Branch ACW/OCW expert 

upcoming destruction mission in the Solomon Islands. U.S. 
reps answered many of Osborne\'s technical and logistical 
questions 

previously was still subject to change. Osborne provided 
several additional questions 

destruction team members by Joint Staff rep. Osborne also 
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re-iterated to the U.S. del his primary goal was to provide 
assurance to member states that destruction was carried out 
in accordance with the ΟΝΝΟ; bearing this in mind 

important for him to have adequate access to all phases of 
the recovery and destruction processes. Finally 

to a U.S. inquiry 

would still need to be submitted. 


80. (U) Javits sends. 
ARNALL 
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Moatize coal. She emphasized that the decision on which 
line to transport the Moatize coal is a commercial one 

that informal assessments USAID had undertaken indicated 
that the use of the Nacala corridor would be more efficient 
than the Sena line. It appears that the World Bank is 
making a final push to have the Sena line used for Moatize 
coal. End Summary. 


World Bank Study 


2. (SBU) On May 9 retired World Bank railway specialist for 
Mozambique 

transport specialist for the Africa Region 

met with emboffs briefly over lunch to discuss using the 
Nacala corridor as a export railway for coal from the 

Moatize region of central Mozambique. Kedia and Bhandari 
told emboffs that they felt the Nacala corridor option was 
favored over the much shorter route via the Sena corridor 
without sufficient justification. They asked emboffs 

whether the USG would stand in the way if the World Bank 
contracted a study 

the next month or two 

corridor with the other. The respective ports for each 
corridor would be part of the comparison. They claimed that 
they wanted to ensure that the GRM opted to support the most 
cost-effective route. They added that they would be seeing 
Mr. Munguambe 

his support for such a study 

similar case to the Ms. Bias 


3. (SBU) Emboffs answered that they had no objection to such 
a study 

examined several times and the consensus favored Nacala. 
They pointed out that our position for some time had been to 
support the Nacala line over the Sena line for the export of 


Column 3 
coal from Moatize because of Nacala\'s deep water port. 


Background 


4. (U) In December 2004 the World Bank announced a USD 110 
million loan to the GRM for the repair and upgrading of the 
Sena railway line. That same month 

Brazilian mining company 

mining rights to the Moatize coal basin. In the intervening 
16 months 

corridors for Moatize coal -- via the Sena line or via a 

spur to the Nacala railway line and apparently came to the 
conclusion that using the Nacala line and the deep water 
port of Nacala was preferable to the Sena line and its 
shallow water port at Beira. To this end 

2006 

Nacala line reached an agreement giving CVRD the option 
until the end of 2006 

Nacala line (reftel). 


Donors Favor the Sena Line? 


5. (SBU) On May 22 

Ambassador\'s residence 

Antonio Sumbana 

claimed that donors were all supporting using the Sena 
railway line to export Moatize coal rather than the Nacala 
railway corridor 

reasons. The Ambassador 

responded that the decision of how to export Moatize coal is 
a commercial one. She indicated that USAID informal 
assessments and discussion of this topic last year had us 
all agreeing that the Nacala line made more sense because of 
Nacala\'s deep water port. She noted that we had been told 
by CVRD and others that the use of the Sena line required 


the building of a 15 km pier out into the ocean 

dredging would be required because waters around the port of 
Beira are very shallow. She stated that more than a year 

ago we had registered our doubts with the World Bank over 
the economic viability of rehabilitating the Sena line since 

we did not think it could be made viable to export Moatize 
coal. Ultimately 

of which route was most viable commercially 


Comment 
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6. (SBU) Judging from Sumbana\'s question 

the World Bank railway experts are twisting our non- 
objection to a study comparing the two corridors into 
outright support for the Sena line. This 

the case at all. From our vantage point 

the World Bank is making a last ditch effort to shore up its 
USD 110 million Sena line rehabilitation project 

would be much less economically justifiable should Moatize 
coal be carried out via the Nacala corridor. We will seek 
to clarify this with the World Bank locally. 


La Lime 
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contract. 


5. (SBU) Moreover 

electrical power distribution is politicized 

(including inside the GON) arguing that keeping NIGELEC under 
state control is in Niger\'s strategic interest. Many average 
Nigeriens fear that with privatization 

higher and planned rural and secondary citiesV 

electrification projects will stop. NIGELECVs Secretary 

General (SG) reports that the IBRD has some sympathy to GON 
concerns 

privatization of the company. The IBRD recognizes that Niger 
can obtain outside loans for increasing the size of its 

electric grid but is also conscious that there is a point at 

which it might have to provide financial support directly to 

the GON. 


6. (SBU) Thus the IBRD is focusing on improving NIGELEC\'s 
governance and international management controls. According 
to the SG 

recent years without much GON interference because President 
Tandja has made it clear on a number of occasions that under 
no circumstances аге NIGELEC\'s operating funds to be touched 
for the private gain of government officials. NIGELEC has 

also begun to crack down on private consumers who illegally 
access NIGELEC\'s grid 

recovered 700 

pursuing those who steal electricity. Thus 

NIGELEC\'s profits increased by 87 percent and its value as an 
enterprise increased by 56 percent 

Moreover 

electrification investments during the same period. The SG 
foresees significant future demand pressures to increase 

power generation to supply secondary cities as well as large 
scale rural irrigation projects. To generate such 

electricity the GON is considering building a coal-powered 

plant in the city of Tahoua. Its showcase project 
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would be to build the Kandaji dam northwest οἱ Niamey 
many critics view as economically unfeasible and potentially 
environmentally unsound. 


SONIDEP (Societe Nigerienne des Produits Petroliers): 


7. (SBU) SONIDEP is the national petroleum products 
distribution company and sole licensed fuel importer and 
depot operator in Niger. With privatization 

that the monopoly SONIDEP holds on fuel importation and 
storage would end. The Director General (DG) of SONIDEP 
estimated that the goal of privatization was to put 70 

percent of fuel importation and storage in private hands. 
Approximately 51 percent of SONIDEP was to be sold to 
institutional 

non-institutional 

employees. The remaining 34 percent was to be retained by 
the GON. Tamoil 

concern 

companies with a presence in Niger that might purchase a 
sizable portion of the 51 percent of SONIDEP set aside for 
purchase by clients of this type. Unfortunately 

firm seems interested. Total is owed money by the GON for 
fuel sales. Stock in SONIDEP is unlikely to be exchanged to 
eliminate this debt. Tamoil claims to be making little 

profit in Niger and thus might have limited interest in 

taking on greater obligations in the country. Nigerien 
companies have bought 6 percent of SONIDEP\'s stock. Included 
in this group is the local fuel retailer 

enterprises 


8. (SBU) Despite these challenges 

somewhat more likely candidate for privatization than 
NIGELEC 

influential than NIGELEC\'s but also because the IBRD has 
pushed the GON harder to privatize SONIDEP. In 2000 

and the GON agreed with the IBRD to allow SONIDEP to keep its 
importation and storage monopoly for the time being 

return SONIDEP would sell stock in the company and 
simultaneously make itself attractive for investment by 

lowering debts and fixing management problems. The DG of 
SONIDEP seems to be making good on his agreement with the 
IBRD 

management including a decoration in December 2005 by the 
President of Niger. Also SONIDEP\'s future plans include 
upgrades to its Information Technology (IT) systems and 
International Standards Organization (ISO) certification. 

Should these reforms occur 

remaining (comparatively low) fuel subsidies; meets Total\'s 

or TamoilVs contractual concerns; and cracks down on illegal 
fuel imports from Nigeria 
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attractiveness will increase. 


HOTEL GAWEYE (Societe Proprietaire et Exploitante de WHotel 
Gaweye - SPEHG): 


9. (SBU) The Gaweye is the premier hotel in Niamey 

in an uncrowded field. The GON owns 95 percent of the Gaweye 
with 5 percent of the hotel held by private and public 
companies such as NIGELEC 

constructed during the uranium price boom of the 70\'s and 
early 8085. The Gaweye\'s parent company SPEHG lacked hotel 
management experience and contracted running of the hotel to 
Accor 

1981 to 2003. However 

30-40 percent 

with Accor was not renewed. Since 2003 the Gaweye has been 
managed by a Nigerien Army Colonel 

2003 

(CENSAD) summit conference 

footed the bill for refurbishment 

its primary contractors 

politically well connected Nigerien businessman 

Fulani. According to a senior SPEHG officials 

repayment of these outstanding credits to Dan Fulani and 
INGRA is but one of several complicating factors behind the 
Gaweye privatization. 


10. (SBU) The bigger factor preventing privatization is that 

the GON still wants to maintain overall ownership of the 

hotel while privatizing its management. The GON has made two 
attempts to privatize the Gaweye since Accor ceased managing 
the hotel. In the first GON call for bids for Gaweye 

privatization 

second call for bids 

offers. Both bids up to now have not been acceptable to the 
GON 

the bidders 

as provide funding for periodic renovation of the hotel. 


NIGERIEN RICE COMPANY (Societe Le Riz du Niger - RINI): 


11. (SBU) Although farthest along in the privatization 
process 

blocks for privatization. RINI is a partially privatized 

concern 

The remaining shares are distributed amongst the employees 
35 percent 

private investors 

GON shares in RINI will be difficult. Financially 

suffering. RINI needs 4 billion USD a year to buy the rice 
harvests 
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or cooperatives for the purchase of seed and fertilizer 
to process the rice itself. With no agricultural banking 
system in Niger 

and little time between the two rice growing seasons 
has been hard pressed to find this funding. 


12. (SBU) There also are lingering unresolved legal 
questions as to the ownership of the land of one of the three 
RINI plants. Of more concern 

under 20 percent of their capacity. At least a million 

dollars would be required to refurbish the RINI facilities 

and it appears that local traders have effective networks to 
purchase Niger\'s modest rice harvests directly from farmers 
and use rice processing factories in Nigeria and Burkina Faso. 
THE WORLD BANK AND 

NIGERIEN PRIVATIZATION 


13. (SBU) The IBRD has financed an 18.6 million USD project 
that began in June 2005 and will end in December 2006 to aid 
in the privatization of remaining Nigerien companies. Much 

of these credits 

privatization. The IBRD did provide for the continued 

funding of the Privatization Coordinating Cell (CCPP) within 
the structure of the GON. Some IBRD funding was also 
provided for general support to the private sector 

specifically 

IBRD report titled VDoing Business. The aspects rated in 
this report include: a) starting a business 

of the construction sector 

credit 

international trade 

business. One million USD will likely be reprogrammed for 
GON efforts to control avian influenza (Al). 


14. (SBU) According to the IBRD Country Representative 
support still exists in his organization for privatizing the 
management of the Gaweye. However for SONIDEP and NIGELEC 
the focus is no longer privatization but restructuring. 

SONIDEP needs to improve its performance and pursue ISO and 
other certifications. In addition 

noted the GON will have to aggressively court prospective 

buyers of SONIDEP stock as long as both Total and Tamoil 
remained uninterested interest. Like SONIDEP 

to study and improve its performance. The IBRD 

Representative acknowledges that NIGELEC has a preferential 
contract arrangement with Nigeria and that privatization 

efforts would have a difficult time addressing this 

relationship. 
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COMMENT: SUPPORT ΟΕ 
PRIVATIZATION WANING 


15. (SBU) Public and GON support for privatization has 
definitely waned. In the eyes of some Nigeriens 
privatization has not delivered what it promised: lower 
prices and better service. Many hold up the example of 
Sonitel 

Libyan interests 

Sonitel\'s service problems are apparent with repeated line 
cuts 

In addition 

and when questioned often responds with little or no 
justification for charges. Privatization also did not lead 
to the creation of a shareholding class of any significant 
size in Niger. 


16. (SBU) The small formal private sector has a clear vision 
of what steps it thinks the GON should take to encourage 
investment 

Instead 

its tax structure 

transparent mechanisms to promote land ownership. 
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he continued 

projects because they are in the direct [financial interest] of 
the PC.V Signs of reconstruction in the province are 
non-existent 

realize that the PC only recommends projects that correspond 
with their political vision and enhance membersY financial 
positions 

necessities 

electricity and most importantly 

despite the best efforts of the PRT to assist the provincial 
government 


5. (C) REO and ΡΗΤ staff recently met with a delegation of 
secular ShiVa journalists during a \"brown bag lunch" and 
discussed media development and local political issues. The 
journalists explained that while technically they feel free to 
report on topics they deem important for public consumption 
they remain unsure as to which subjects remain inappropriate to 
address. Direct critiques of the PC and SCIRI policies 

further stated 

attacks could result in severe retaliation 

kidnapping 
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issue was such a concern that the participants even asked REO 
staff to assist them in securing firearm permits from the Babil 
police. As to the accomplishments of the PC in the sphere of 
reconstruction 

\"They do not reconstruct 


6. (C) A Sunni human rights NGO leader related to REO staff 
that 

a worse regime.\" Sunnis in Babil 

discrimination at the hands of the local government and the PC. 
When asked to provide specific examples of discrimination 
stated that the government and the PC have been actively 
targeting Sunnis since the fall of the old regime. The police 

in northern Babil 

every family 

Saddam\'s security forces 

Mosques. Furthermore 

PC to dissolve the Sunni-controlled Iskandariyah City Council 
only further demonstrates the PC\'s efforts to marginalize Sunni 
political participation in the province (ref A). 


7. (C) The Sunni and secular ShiVa outrage concerning the 
alleged termination of General Qais Hamza Aboud Al-Momouri has 
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also increased their suspicion about the activities and 
motivations of the SCIRI-dominated PC (ref C). On May 13 
Police (IP) and military reports confirmed that a large 
demonstration of approximately three hundred to seven hundred 
people (mostly IPs) in support of Qais occurred in central 
Al-Hillah 

within the Governor\'s administration of a possible IP mutiny 
although first hand accounts indicate that the IPs remained 
mostly peaceful during the rally. An Iraqi Police Lieutenant 
and supporter of Qais stated that a representative from the 
governor\'s office met with the protestors during the 
demonstration and told them that the Ministry of the Interior 
(ΜΟΙ) had refused to endorse the PC decision to fire Qais. 
However 

claim 

the IPs this in order to convince them to disperse. 


8. (C) Individual policemen have stated that if the PC 
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successfully fires the popular General 

Babil IPs will be forced to quit their jobs due to fear of 
reprisals and that SCIRI will have achieved its objective of 
taking control of the Babil security forces. On multiple 
occasions 

Al-Hillah 

the REO intervene on behalf of the besieged General. It is 
interesting to note that in a strange twist of fate 

Babil Sunni tribal sheikhs have voiced their public support for 
Qais (a ShiVa) to REO staff on two separate occasions (ref B). 
These individuals have also expressed to REO staff their 
frustration that the United States is not doing enough to help 
the General. 


9. (C) COMMENT: Clearly the Sunnis and secular Shiva of Babil 
have legitimate reasons to feel frustrated with the current 
administration of the province. The PC\'s maneuvering to augment 
their authority on the municipal level and garner power over the 
Babil security forces is only further estranging the PC from the 
provinces non-ShiVa Islamist population. The perception 
amongst Babil Sunnis and secular ShiVa is that the USG is 
unwilling to influence the political developments on the ground 
whether through guaranteeing Qais\' professional survival 
rebuilding the province quickly 

SCIRI-dominated PC 

proliferation of such a belief will certainly undermine the 
CoalitionVs credibility with these groups. The REO and PRT 
continue to publicize to the PC 

population of Babil as a whole 

public diplomacy efforts 

province by cooperating on reconstruction efforts and assist the 
Iraqi government with helping them to establish democratic 
processes (septel). END COMMENT. 

MEURS 
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3. (U) According to various reports 

Reinado came down from his base in Aileu 

of petitioners 

journalist. Reinado was reportedly infuriated that the national 
television channel did not broadcast his message in full last 
night and hoped that the Australian journalist would spread his 
much stronger 


4. (SBU) The first shots were fired at approximately 11:30 am. 

It is not clear which side initiated contact. Shortly after 

hostilities commenced 

Metinaro to the area. FDTL sources have confirmed that the FDTL 
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has initiated a general mobilization of troops from Baucau 
Metinaro 


5. (U) At present 

a check point near the western edge of the capital city. Other 
FDTL posts are reportedly being established throughout Dili. 
Currently 

moving closer to the capital. 


6. (C) The number of casualties from the clash remains unclear 
but Government and military sources have confirmed that there 
are at least 7 FDTL injured. USDR received a brief call from 
Reinado at 3:30pm indicating that he was still alive. In a 

phone conversation with Embassy staff at approximately 4:00pm 
Lt. Salsinha reported that two injured members of Reinado\'s 
group had returned to Aileu. There are no other reports of 
injuries to members of Reinado\'s group. 


COMMENTS FROM THE FOREIGN MINISTER 


7. (U) In a briefing for the diplomatic corps 

that the government remained committed to carrying out the 
proposed dialogue with all groups with the exception of the one 
led by Maj Reinado. 


REQUESTS FROM THE GOET 


8. (C) After the briefing for the diplomatic corps 

to meet privately with the Charge. In that meeting 

conveyed his appreciation for assistance in helping to negotiate 
with the dissident groups and requested that the Charge maintain 
contact with Majors Tilman and Tara to encourage them to remain 
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calm and to refrain from taking any actions which might be 
considered hostile. Horta also reported that he and Prime 
Minister Alkatiri had met immediately prior to the briefing and 
had decided to request immediate \"robust\" multilateral or 
bilateral police assistance. He said that he had spoken to the 
Portuguese foreign minister and had been told that the 
Portuguese president was reconsidering the decision to deploy 
GNR (the Portuguese National Guard) and that he was hopeful that 
Australia would immediately dispatch police. Timor did not 
intend to request military assistance at this time. Horta also 
said that the Security Council was not scheduled to consider the 
situation in Timor until June 5 and that Timor was considering 
the possibility of asking the Council to move this date forward. 


Column 3 
POLICE ISSUES 


9. (C) On the road from Gleno 

of 11 police who reported that they were heading to Ermera to 
join Maj. Tilman. In addition 

Tilman\'s followers establishing lookout posts to the west of 
Dili. Australian reporting indicates that there has been a 
standoff between a group of police and military near Tasitolu. 


IDP CAMPS 


10. (U) NGO\'s working in the IDP camps report that numbers in 
the camps began to sharply increase again today. So far 

arrivals are reporting that they are there to escape the 

outbreak of communal violence in the Becora and Taibesse 
neighborhoods (see yesterday\'s East Timor Sitrep). Meanwhile 
second day of rain has begun to make life difficult in DiliVs 

IDP camps. NGOs were working to address issues of flooding and 
sanitation. 


SITUATION IN DILI 


11. (U) The atmosphere around the city was tense 

not appear to be widespread panic. Government offices and many 
business closed early and workers were sent home. A yet unknown 
number of Dili residents have begun to flee the city 

does not appear to be a mass exodus as there was earlier in the 
month. The heavy rains have flooded many parts of the capital 
city and are likely causing people to remain in their homes. 
International flights out of Timor were less than half full 

airline offices and travel agencies closed this afternoon after 

the fighting broke out. American citizens have been notified of 

the current security situation and been strongly advised to 

avoid the affected areas 

STEIN 
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SENSITIVE BUT UNCLASSIFIED - PLEASE HANDLE ACCORDINGLY 
Ref: Belgrade 805 


1. (SBU) Summary: The Republic Referendum Commission 
announced at 8:30 a.m. Monday May 23 

preliminary results in the May 21 independence referendum: 
55.5 percent for independence. While official 

results are \"preliminary 

could be lodged by the pro-Union bloc. Although the pro- 
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Union option squeaked by with just 2000 votes above the 55 
percent required threshold 

final result will change 

processed. Turnout was exceptionally high 

percent. OSCE/ODIHR called the vote \"free and fair.\" The 
Mission released the Ambassador\'s statement acknowledging 
the outcome and commending the Montenegrin people on a fair 
contest. The Ambassador also congratulated President 
Vuijanovic and Prime Minister Djukanovic by phone and 
commiserated with opposition leader Bulatovic 

to close ranks in Montenegro and look to the future. End 
summary. 


Official \"Preliminary\" Results: Independence 


2. (U) Republican Referendum Commission (RRC) chair 
Ambassador Lipka (Slovakia) announced the official 
preliminary results on the morning of May 23: 55.5 percent 
in favor of independence 

Montenegro\'s 484 

percent. The RRC\'s first announcement 

May 22 

44.6 percent for Union 

of 1 

some 25 

received on the voting process. Any complaints must be 
filed by 9 a.m. May 26; the RRC must resolve complaints 
within 24 hours. Parliament will then vote to accept the 
results. A GoM declaration of independence 

for recognition 

Parliamentary vote. 


Opposition Urged Patience - and Stonewalled 


3. (U) Pro-Union bloc leader Predrag Bulatovic criticized 

the PM\'s early claim of victory 

should wait for the Republic Referendum CommissionVs 
announcement of official preliminary results later 

all the votes were counted.\" Bulatovic\'s SNP led a pro- 
Union bloc refusal to certify results of 37 polling places 
(totaling 19 

the lower boards\' minutes. With a legal requirement that 
preliminary results be announced by 9 a.m. May 23 

Chair Lipka had to step in and certify the results. 
Nonetheless 

supporters to stay home until official results are 

available appears to have helped avoid clashes between the 
blocs. Comment: The pro-Union bloc commendably took their 
objections to and through the appropriate bureaucratic 
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mechanisms 


Strong Turnout 


4. (U) Turnout was exceptionally high at 86.5 percent 
reflecting the strong interest raised by the independence 
question and the return of thousands of voters from abroad. 
Minor irregularities 

a noticeable number of polling stations. Irregularities did 
not rise to the level requiring the dissolution of polling 
stations. Polling boards were mixed in their decisions on 
public voting 

Three of Montenegro\'s 1 

affected by fistfights 

one such instance 

but not injured by a passerby outside a polling station in 
Bijelo Polje. Generally 

their duty to assure everyone their right to vote on May 

21. Unfortunately 

belong 50/50 to either the pro-independence or pro-union 
blocs) allowed their partisan views to affect their 
performance 

those who had voted 

and cons of independence inside the polling place. The most 
egregious examples of partisanship were in Podgorica after 
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the vote 
in the polling places also caused complications 
facilitated some forms of public voting. 


Local Observers Kept Focus on Problems 


5. (U) Local NGOs Center for Democratic Transition (CDT) 
and the Center for Monitoring (CEMi) deployed hundreds of 
observers throughout Montenegro. They also conducted 
regular press conferences throughout the day 

highlighted irregularities 

the Republic and municipality level. USG teams used the 
reports of irregularities to follow up in problem polling 
stations 

ways after the NGO reports. 


OSCE/ODIHR Calls Voting \"In Line with Standards V" 


7. (SBU) The OSCE/ODIHR observers reports rated the voting 
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process at 96 percent of polling stations as \"good\" or 

\"very good\" (\"very good\" is the top mark). ODIHR made its 
preliminary report midday on Monday May 22 

conduct of the referendum \"in line with OSCE and Council of 
Europe commitments and other international standards.\" Post 
shares ODIHRVs assessment of the voting process 

concurs the vote was free 


The view from Belgrade 


8. (U) While there has been no official reaction from the 
GOS 

PMNs office. PM advisor Aleksandar Simic lambasted the 
pollsters as part of a V'separatist scenario" and said that 
he would \"not be surprised if someone today filed criminal 
charges\" against them. Meanwhile 

opportunity of the referendum result to call for a 
restoration of the Serbian crown as part of a 

constitutional monarchy as a way V'to shorten our road 
towards Europe.\" Local analysts do not think Draskovic?s 
call will resonate with the electorate. 


Croatia 


9. (U) Montenegrin media reported at noon on May 22 that 
Croatian President Stjepan Mesic has congratulated 
Montenegrin President Vujanovic on the V' (creation of) the 
independent state of Montenegro.\" Also on May 22 
Macedonian President Branko Crvenkovski congratulated 
Vujanovic on Montenegro\'s independence 

statement from CrvenkovskiVs Cabinet. Kosovo\'s President 
Sejdiju and PM Ceku have also expressed congratulations for 
Montenegrin independence. The numerous congratulatory 
messages coming in from others focus more or less 
explicitly on the referendum process itself rather than the 
result. 


Comment 


10. (SBU) So far there has been silence from senior 
officials in Belgrade; with the predictable unsubstantiated 
speculation from lower level officials and unnamed press 
Sources. As we reported in reftel there will have to be a 
number of practical/legal fixes for a post-SaM future. All 
of that will become clearer in the days ahead as soon as 
all the votes are counted and the likely result is 

confirmed. We do not discount last minute challenges but 
will look to make a statement quickly and to encourage 
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practical steps that will ensure that there is no 
uncertainty or discontinuity in the normal functioning of 
government in Belgrade. 


11. (U) Montenegrins of all political persuasions have been 
assuring sometimes skeptical foreigners for months that 
they expected little if any violence or instability 

whatever the referendum result. In the event 

and decided a momentous 

was balanced on a statistical knife-edge 

problems -- at least so far. International observers have 
commended Montenegro for its democratic handling of this 
challenging vote. 


POLT 
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in a report issued at the conclusion of its international 
pre-election assessment mission completed on May 10. The 
report highlighted progress in some categories 

that critical work must be done immediately in order to 
ensure credible elections in 2007. Chief among NDI 
recommendations were for INEC to issue an election calendar 
complete with deadlines for registration 

and to begin voterVs registration and a public education 
campaign on the new voter\'s registration process and cards. 
The NDI assessment team also highlighted the need for the 
National Assembly to quickly pass the Electoral Act 

currently in its final stages before the legislature 

order to clarify the rules of the game for the 2007 polls. 


UNREST IN THE NIGER DELTA 


5. (C) In January and again in February 2006 

for the Emancipation of the Niger Delta (MEND) kidnapped 
thirteen expatriates 

held them in jungle areas of Bayelsa and Delta States. The 
terms of the hostagesY release remain unclear. The GON has 
established a commission to look into Delta regional 
development 


regarding participation in the GON\'s efforts. The region 
remains poor 

nationVs wealth. This juxtaposition has created a climate of 
deep despair and anger 

political crisis in the region. Little development has taken 
place in the region since oil was discovered there forty 
years ago. The emergence of MEND 
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oil installations 

although the underlying frustrations are endemic to the Niger 
Delta. MEND continues to issue threats against oil 
installations and expatriates via major media outlets. If 
pushed 

hostages 

defiance of their \"restrictions.\" An American citizen oil 
executive was killed in Port Harcourt on May 10 in an 
apparently unrelated attack 

with expatriates in the region raises the stakes 
significantly for all parties involved. 


6. (C) Any major military action could threaten the safety 
of current and future hostages 

hostage-taking. While the GON has so far been able to 
restrain the military from rash action 

Intelligence recently said that the military should have a 
greater role in resolving hostage situations. 


THE MILITARY\'S CONCERNS 


7. (0) While the Nigerian military has been better funded 
more professional and clearly subordinate to civilian rule 
since Obasanjo came to power 

under-equipped 

international peacekeeping and internal security assignments. 
The high operational tempo required to maintain its many 
deployments within and without Nigeria gives little rest to 

the weary. It is unclear how long the current pace can be 
maintained. Although there is no sign of breakdown at the 
moment 

army would be hard-pressed to come up with additional troops 
for Darfur and maintain its domestic security missions. 


8. (U) Despite NigeriaVs position as the anchor of 
U.S.-supported peacekeeping operations in the region 
Congressionally-imposed sanctions for the October 2001 Benue 
massacre (lifted in 2004) and the protracted presence of 
Charles Taylor reduced a security assistance program that had 
been the second largest in sub-Saharan Africa. While Charles 
Taylor was recently sent to face justice in Sierra Leone 

Nigeria also claims partial credit for brokering the recent 
African Union (AU) led agreement reached in the Darfur peace 
talks 

resuscitated. Nevertheless 

military-military activities continue. A seminar with the 

Nigerian Air Force to develop a strategic vision 

DOD HIV/AIDS program and an active humanitarian assistance 
program are in operation. In addition 
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programs are underway 

military with the California National Guard as part of the 
State Partnership Program. Of special note in view of 
Nigeria s major peacekeeping commitments 

Africa Contingency Operations Training Assistance Program 
(ACOTA) 


9. (U) The senior Nigerian military leadership seems to see 
participation in peacekeeping missions 

operations 

public confidence in the military. Nigeria has two 

battallions of UN peacekeepers in Liberia and three 
battalions in the African Union Mission in the Darfur region 
of Sudan. President Obasanjo has mentioned the possibility 
of committing troops to missions in Somalia 

and DROC 

come from. 


10. (C) Another new initiative is beginning to take shape. 
Thanks in part to the impetus given to the process by your 
last visit 

security are moving forward. At the most recent session in 
Washington 28 April 

develop a train and equip program aimed at building a 
riverine capability for operations in the Delta. A joint 
US-UK-Nigeria assessment team visit 

will develop a detailed proposal that can be presented to the 
GON at the next meeting 

in Washington 


will make a presentation of the Regional Maritime Awareness 
Capability (RMAC) program and explore GON 
hosting an RMAC system. 


SECURITY ISSUES 


11. (U) While most Nigerians 

basically pro-American and look to the U.S. as a model in 
many fields 

specific USG policies. In northern Nigeria 

long been a rallying point for opposition to USG policies 

and the wars in Afghanistan and Iraq have served to rekindle 
this opposition. Many Northern Nigerians think the U.S. 
misunderstands Sharia law. 


ECONOMIC AND SOCIAL ISSUES 


Column 3 

12. (U) Nigeria\'s economic team continues to rack up 
successes in the international community. Despite concerns 
about increasing inflation 

economic team still earns high marks for prudently managing 
Nigeria\'s windfall revenues from high oil prices. Getting a 
credit rating for Nigeria\'s sovereign debt was a recent 
feather in the Finance Minister\'s cap. These glittering 
international successes are in stark contrast to serious 
domestic economic dissatisfaction. NigeriaVs citizens are 
under severe pressure from rising fuel prices and rapidly 
rising food prices. The business community sees little 
improvement in arbitrary policies and deteriorating 
infrastructure. Trade and investment issues are among the 
most contentious in the bilateral agenda. Nigeria has begun 
to implement the long awaited ECOWAS Common Economic Tariff 
but its impact is not yet clear. While celebrating the good 
news that Nigeria actually showed some improvement in 
Transparency International\'s most recent Corruption 
Perception Index 

growing frustration about corruption 

historically high level. Support for the governmentVs 
anti-corruption efforts are undermined by the broad 
perception that investigations are politically motivated. 


13. (U) On the most recent UNDP Human Development Index 
Nigeria\'s score dropped due to falling life expectancy. More 
than seventy percent of Nigerians live in poverty 

school attendance and literacy are declining 

expectancy is now only 43.4 years 

infant mortality. Due to the conflict over the safety of the 
U.N.-sponsored vaccination programs 

and the world of polio were unsuccessful by the U.N.-declared 
deadline at the end of 2005. HIV/AIDS is another factor in 

life expectancy and 

assistance in Nigeria. The Avian Influenza outbreak is 
predicted to have a severe impact on broad swath of the 
public. Commercial poultry production is a major industry and 
large employer. An even greater number of subsistence farmers 
rely on small backyard flocks to supplement their diet and 

cash income. Aside from the danger of an influenza epidemic 
the outbreak is almost certain to reduce the food supplies of 

a population living on the nutritional edge. 
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individuals have been murdered in calendar year 2006 -- 55 
more than last year over the same period. Last week 
citizens marched in the streets demanding an end to the 
violence. Despite positive steps taken by the police 
general public is outraged by the lack of public security. 
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3. (C) Although hindered fiscally 

to the public outcry by appointing Rodrigo Avila as Police 
Director (Reftel A). Since resuming command of the police in 
January 

improved morale by using his public persona to promote the 
police in the media. Unfortunately 

towards greater professionalism have had little impact in the 
short run. In private 

cannot provide adequate public security without more manpower 
and greater resources. He has publicly requested an infusion 
of US$50 to $60 million for police operations and equipment. 


4. (C) On May 15 

administration will seek additional funding for the police 
principally to reduce the murder rate. Saca did not mention 
how much he will ask for 

Rather 

financial capacity of the State.\" The remark was clearly a 
nod towards the FMLN 

now have the capacity to block the two-thirds supermajority 
legislation required to fund Avila\'s request. (Reftel B and 
C). (Note: The most likely method of raising US$60 million 
is by issuing bonds or reprograming IFl loans. The 
Salvadoran Constitution requires a legislative two-thirds 
supermajority to authorize the assumption of debt. End Note.). 


5. (C) COMMENT: The Saca administration is clearly feeling 
the heat from the public outrage on this issue. In order to 
fund crime legislation that could achieve an appreciable 
reduction in the daily murder rate 

faced with the unsavory task of negotiating with the FMLN. 
Unfortunately 

adversaries can cut a deal. If not 

widen its lead over Colombia in the race to have the highest 
murder rate in the Western Hemisphere. (Reftel D). Post 
will keep the Department informed of the administrationVs 
efforts to achieve meaningful crime legislation and adequate 
funding for the police. 

Butler 
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with Palestinian Authority President Mahmud Abbas on May 21 
in Sharm el-Sheikh does not represent a change in IsraelVs 
view of Abbas. The GOI nevertheless maintains low-level 
contacts with his office 

sort of dialogue\" with him 

Olmert to see Abbas in June. Dayan said Livni had told Abbas 
that he should concentrate on a provisional state instead of 

on broader final status issues. Dayan reported that Livni 

had reiterated the GOIVs willingness to address humanitarian 
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issues 

Egyptians had in a separate meeting expressed a willingness 
to transfer weapons and ammunition to Abbas. End summary. 


2. (C) Dayan said the most important aspect of the meeting 
between Vice Prime Minister Shimon Peres 

which had only been approved on May 19 -- is that it had 

taken place at all. Despite what he described as a \"good\" 
atmosphere at the meeting 

represent any change in FM LivniVs view of Abbas. Dayan 
reiterated that the GOI does not doubt that Abbas means well 
but still questions his ability to take steps he had failed 

to take when Fatah was in power. Dayan said Livni sees Abbas 
as V'an address 


3. (C) Dayan admitted that the GOI recognizes V'the need to 
maintain some sort of dialogue" with Abbas and continues “а 
low level of cooperation" with his officials. He revealed 

that the PA and GOI continue to coordinate on crossings and 
arrangements for Palestinians requiring medical care in 
Israel. Such contacts had allowed the rapid transfer to Tel 
Aviv of General Intelligence (Mukhabarat) Chief Tariq Abu 
Rajab 

assassination attempt in Gaza. 


4. (C) Dayan said Livni told Abbas that it would be important 

to agree on what discussions would cover V'if we talk\" about 
substantive issues in the future. According to Dayan 

and Abbas had a \"philosophical discussion" about the second 
phase of the Roadmap 

international conference but was less enthusiastic about 
Livni\'s suggestions that the Palestinians accept а 

provisional state and move forward from there. Dayan claimed 
Abbas had admitted that \"currently | don\'t have a plan. V 
Dayan also complained that Abbas had contradicted himself 
repeatedly. 


5. (C) Dayan claimed that the Palestinians had made their 
desire for additional meetings clear. He said that PM Olmert 
would visit Egypt next 

contingent upon the outcome of OlmertVs visit to Washington. 
While one of these steps would be an Olmert-Abbas meeting 
Dayan denied that there is any chance of a trilateral 
Mubarak-Olmert-Abbas summit. He was interrupted several 
times during the meeting in an apparent effort to respond to 
the mistaken view that the Egyptians had on this score. 
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6. (C) Dayan maintained that humanitarian assistance had only 
been discussed in general. Abbas reportedly asked for 
assistance funding salaries of Fatah officials 

request any funding for his office or the security forces. 

Dayan insisted that Livni had reiterated the GOIVs 

willingness to assist with humanitarian issues. Dayan added 
that Peres had outlined his package of wide-ranging economic 
proposals 

agricultural exports 

the Negev and Sinai. 


7. (C) Dayan noted to the Charge that the GOI had been in 
touch with the EU about the alternate funding mechanism and 
had told them that Israel would be helpful on humanitarian 
issues but would not pay salaries for PA officials. He added 
that the GOI is still examining the legal difficulties of 
disbursing NIS 50 million (approximately USD 10.4 million) 
from the PAVs tax revenues for medical purchases. Не 
suggested to the Charge that a letter from Abbas requesting 
the disbursement might be necessary 

revenues legally belong to the Palestinians. 


8. (C) According to Dayan 

informed Livni that they are willing to transfer weapons and 
ammunition to Gaza 

Egyptians are considering closing their side of Rafah 

limiting movement by certain individuals if the chaos in Gaza 
continues. Dayan told the Charge that Israel would have less 
of a problem with ammunition 

transfer already exists. He was more skeptical about the 
weapons 

tense situation in Gaza and be used in attacks against 
Israelis. Dayan said that the ammunition and weapons issues 
were not discussed during the Livni-Abbas meeting. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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President of Parliament Jordanovski also told Charge May 22 
that he expected Montenegrin independence to bolster 
stability in the region. 


3. (SBU) Opposition party VMRO-DPMNE\'s spokesman told us the 
party does not expect the referendum to have a destabilizing 

effect 

accordance with EU standards. SDSM (governing majority 
coalition partner) highlighted the fact that the referendum 

process was conducted іп a V'calm and democratic manner 
worried that some parties might reject the results and try to 

\"create independent areas!" along the lines of ethnic enclaves 

in Bosnia-Herzegovina. 


4. (SBU) Ethnic Albanian governing minority coalition partner 
DUI welcomed an independent Montenegro \"as a positive 
contribution to stabilization of the region." DUI 
Parliamentary Whip Rafiz Aliti suggested the development 
could even strengthen the democratic process in Serbia 
Belgrade begins to understand that the future of the country 
is in the NATO and EU.\" 


5. (SBU) Ethnic Albanian opposition DPAVs Vice President 
Menduh Thaci told us that the region V'is moving towards 
stability" in the aftermath of the May 21 referendum. Не 
added that the next challenges for the western Balkans would 
be conducting free and fair elections in Macedonia and then 
solving the Kosovo status issue 

Vfocus on everyday issues\" affecting their citizens. 


6. (SBU) COMMENT: Not surprisingly 

reaction to the Montenegro referendum outcome has been 
positive 

expected contribution to consolidating regional stability. 

It is encouraging that DPA 

radically broader autonomy for eAlbanians in Macedonia 
not attempted to exploit the Montenegro vote to argue that 
case. 
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elements of the military are involved in the illegal trade 

because salaries are too low and irregularly paid 

some soldiers seek other income sources. The local Congolese 
Central Bank (BCC) representative (who is also the Beni 
branch manager of the Commercial Bank of the Congo) estimated 
that at least 40 cubic meters of wood per day exits the DRC 
illegally. Although customs officials in Beni 

Kasindi claimed that this illegal trade has decreased 

directly or indirectly admitted that the FARDC plays a role 

in illegal wood export by pressuring customs officials to let 
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trucks pass through without inspection of the contents. 


7. (U) Coffee is also exported legally and illegally 

overland and via Lake Edward 

in the region. However 

coffee crops in the last few years 

the production. Reliable production figures are not 

available. The president of the Chamber of Commerce in 
Butembo told EconOff that neither the National Coffee Office 
nor any other government body has helped coffee farmers 
combat the disease. 


8. (SBU) Artisanal gold 

the region 

these precious minerals exit the country through official 
channels. For example 

his office has never used the spectrophotometer it purchased 
to test precious minerals 

the OCC. He estimated that about five to ten kilograms of 
gold per month enters Uganda from the DRC 

small bags or even pockets. The BCC representative said that 
Ugandan customs officials facilitate this trade by not 
requiring certificates of origin. 


THE GRAY MARKET? 


9. (SBU) What is less clear is the extent to which 
quasi-legal trading occurs; that is 

traders pass through official customs points but pay bribes 
to have customs and other export-import taxes and fees 
reduced or eliminated. Certainly conditions are ripe for 
customs fraud 

officials engaged in the fraud 

official salary 

fees. The GDRC has not yet replaced all of the revenue 
collectors who have held their posts since before 
reunification and who have often participated voluntarily or 
under duress in customs fraud. Most such officials are from 
the region and therefore have close ties to their community 
giving them further opportunity and incentive to develop and 
participate in customs fraud schemes. 


10. (SBU) Low salaries also foster participation in customs 
fraud. The OCC office director in Beni claimed that the 
agency's employees receive salaries ranging on average from 
USD 150 to 500 per month 

government staff earn but still low enough to create 
temptation. The OFIDA official in Kasindi said he receives no 
salary 

his employeesY bonus range. (Comment: The OFIDA official's 
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refusal to reveal income gives credence to the widespread 

belief that customs officials take a portion of proceeds. End 
comment.) Further 

government services collecting taxes at the border: OFIDA 
(customs agency) 

and DGRAD (the administrative fees\' collection agency). 


11. (SBU) Tax collection officials in the region told EconOff 
that tax revenues have increased since June 2003. For 
example 

regional revenues increased from USD 250 

from 2004 to 2005. (Comment: The actual revenue collected is 
undoubtedly higher. End comment.) He added that only about 
USD 30 

collectors said to EconOff that official revenue increases 

are relative 

trade pre-unification 

essentially did not exist. Revenue officials at Kasindi 

agree that significant export revenues escape official 
channels; they told Emboffs that 

agents dispersed throughout the region to monitor trade on 
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the frontier 
Virunga National Park 


ASIAN INFLUENCE TOO? 


12. (U) In addition to imports from Kenya and Uganda 
business persons have developed strong trading relationships 
with Asian partners 

importing significant quantities of consumer goods 

and equipment from these countries. The president of the 
Chamber of Commerce in Butembo told EconOff that he travels 
regularly to Dubai 

purchase goods for import into the DRC. Nearly all the cars 
in the area are right-hand drive 

products such as soap were found in the hotels in which 
Emboffs stayed. However 

or other Asians have a significant physical presence in the 
region. 


A ROAD TO SOMEWHERE 


13. (U) Government officials and business persons are 
optimistic that the completion of the 255-mile World 
Bank-funded highway from Beni to Nyanya 
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will facilitate domestic trade (reftel B) and reduce reliance 

on imports from Uganda and other countries. Another road - 
albeit not a very good one - links Nyanya to the Congo River 
town of Kisangani 

Kinshasa. Traders told EconOff that opening this trade route 
will give them better access to goods either brought into or 
produced in Kinshasa 

region\'s products. Some business persons told EconOff that 
they look forward in particular to importing American goods 
via Kisangani. 


14. (U) Cheaper 

products via a western trade route is probably not a 
short-term reality 

secondary roads is also necessary for the transport of 
regional products. Further 

Kisangani is well-maintained and can accommodate container 
trucks 

meet expanded demands on it. Unlike during the colonial era 
few large commercial barges and boats ply the Congo. 


15. (U) Nevertheless 

be promising for further economic revival because of the 
abundance of natural resources 

ready access to a large Eastern market and the initiative 
self-sufficiency and business acumen of the Nande -- the 
dominant ethnic group of North Kivu\'s Grand Nord. The Nande 
who are already relatively prosperous 

poised to avail themselves of improving economic conditions. 
Even in Beni 

towns in the area 

coffee and papaya processing plants and a wood treatment 
factory. (Note: Vice President Jean-Pierre Bemba\'s family 
owns the wood treatment factory. End note.) 


16. (U) Butembo is far more vibrant than Beni and 

to the president of the Chamber of Commerce (FEC) 
provincial or national support. The business community has 
funded the construction of the airport 

plant and local schools 

new town hall and FEC headquarters. In addition to the 
coffee factory EconOff saw - which has over 100 employees 
mainly women - the FEC president told EconOff that tea 
processing and soft drink bottling factories exist. The FEC 
president also expressed interest in developing the fishing 
and tourism industries on Lake Edward. 


COMMENT 


17. (SBU) Along the Grand Nord\'s border with Uganda are both 
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positive and negative examples of economic activity. The 
Nande 

thrive in spite of 

of national government presence. Even the often criticized 
Ugandan economic influence is not an entirely negative 
phenomenon 

and services available. However 

addressed is Uganda\'s role in supporting illegal trade 
particularly of gold. To do so 
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install national control 

officials with a larger cadre from another region and ensure 
that replacements - along with the military - are better 

paid. The GDRC and the international community must also 
continue to pressure the GOU to install import controls on 
its side of the border. 

MEECE 


65145 
REF: Mexico 2637 


1. (SBU) Summary: Embassy and Consulates continued 
intensive outreach on border issues with key media figures 
the campaigns and political parties. While the GOM 
initially maintained a remarkably unified public line 

accepting U.S. border security initiatives 

changed dramatically after the U.S. Senate approved a border 
\"wall 

saw last year. The tide turned quickly as President Fox 
decried the \"wall\" while touring Baja California 

and quickly publicized a diplomatic note expressing concerns 
over U.S. actions on the border generally 

Secretary Derbez convoked the solidarity of his Central 


SIPDIS 

American colleagues. For all that 

Fox Administration continues to build 

for new polls to show whether the PAN candidate Calderon has 
taken a corollary hit. End Summary 


Pushing the Word Out 


2. (U) Continuing reftel efforts 

and PAS placed sound-bites explaining the link between 
border control and comprehensive migration reform 
reiterating President BushYs commitment to reform 
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explaining U.S. legislative prospects. PAS followed up with 

calls to key media figures 

the campaigns. U.S. consulates in Mexico also continued 
aggressive outreach with press and political contacts. We 
succeeded in getting a number of commentators to acknowledge 
that the border control measures informed the ongoing U.S. 
Senate debate 

generally been balanced. 


Falling Off the Wall 


3. (U) While the GOM maintained a balanced reaction 
(reftel) 

gears quickly after the U.S. Senate approved (in conjunction 
with some migration measures) the construction of fences 
along some parts of the border. Public concern was 

quickly manifest 

organization CANACINTRA suggesting in a public statement 
the \"wall\" would impede business and inhibit new investment. 
Almost immediately SRE announced it was sending a protest 
note to the U.S. 

its concerns about the rights of Mexicans along the border 

in light of National Guard deployments and other U.S. border 
initiatives 

haven\'t yet seen). Derbez also convoked his Central 
American counterparts to provide solidarity for MexicoVs 
concerns and stress their firm but respectful opposition to 

the \"wall.\" Finally 

Mexicali 5/18 that walls should not be constructed between 
business partners 

time applauding some measures approved by the U.S. Senate. 


4. (SBU) A National Action Party (PAN) deputy and regular 
contact of the Embassy said it was virtually impossible to 
have а reasoned conversation focused on the balance 
between border security and immigration reform. The 
rhetoric in the Mexican press was just too strong for that 
and he accused the other two parties 

Revolution Party (PRI) and Democratic Revolution Party 
(PRD) 

He said the election season made it unlikely anyone in 
Mexico could avoid criticizing U.S. measures to increase 
border security. He criticized the other parties\' 
presidential candidates for saying Fox is not doing enough 
to stand up to the U.S. on this issue 
was nothing either of them could do differently under the 
same circumstances. 


Sticks and Stones in the Campaigns 
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5. (U) The presidential campaigns almost universally 

reacted to the U.S.measures by criticizing Fox\'s foreign 
policy. Democratic Revolution Party (PRD) candidate Andres 
Manuel Lopez Obrador (AMLO) called Fox a \"риррећ" of the 
U.S. and a \"straw man\" for not reacting more forcefully to 

the U.S. National Action Party (PAN) candidate Felipe 
Calderon said a wall built along the border is not a good 
signal. Institutional Revolution Party (PRI) candidate 

Roberto Madrazo insisted the U.S. measures reflected the Fox 
governments failure to secure the border areas and 
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establish a good bilateral relationship. 


6. (SBU) A PRD deputy close to the AMLO campaign told us 
his candidate would not hesitate to attack Fox over the 

border security issue 

U.S. He gave credit to the GOM for trying to present a 
balanced picture 

public upset over the issue was overwhelming. He admitted 
privately that there was little Mexico could do to prevent 

the U.S. measures 

migration reform was progressing in the U.S. 

campaign would still have to push Fox on the issue. 


7. (SBU) Comment The Fox Administration turn about comes 
after days of campaign-related criticism of the President 

and his team for a tepid response to U.S. measures. While 
the Fox Administration held fast to its balanced set of 

talking points regarding the deployment of National Guard 
(not militarization 

passed authorization of the fences (seen in Mexico as a 
\"wall\") the public response reached the hysteria of last 
December when the Sensenbrenner bill was passed. We can 
expect similar ebbs and flows in the public reaction -- 
prodded by the various campaigns -- as the U.S. Senate 
discussions proceed. 


Garza 
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V'The use of force against Iran means the widening of the circle of 
international terror and a conspiracy to destabilize the region. The 
current situation in Iraq is still bad and promises to get worse 

with sectarian violence and terror still rampant. There is no doubt 
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that Iran will do its best to maintain its interests and the 
interests of neighboring countries by solving the nuclear issue 
through diplomacy.\" 


Monday 


-- Abrar Al-Khamis wrote in the moderate Arabic-language daily 
Al-Rai Al-Aam under the title Why Iran?\": \"Iran is a sovereign 
state and has the right to become a nuclear state and to enjoy the 
use of this energy for peaceful purposes. It also has the right 

it chooses 

everyone 

military purposes as it threatens the entire world 

region. Let everyoneVs mantra be peace and security so that the 
entire world can live in harmony.\" 


-- Jassim Sayar Abdul Rahman Al-Muaawidah wrote in the moderate 
Arabic-language daily Al-Rai Al-Aam under the title “Тһе Iranian 
nuclear program and its many aspects": V'Iran has no intention of 
giving up its nuclear program 

This means the continuation of uranium enrichment to achieve the 
needed uranium 235 in order to manufacture the appropriate number of 
warheads. It also means continuing on the path to separate plutonium 
239 

most likely 

stating that it does not seek weapons grade nuclear material." 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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work program.\" 


2. Per reftel 
requested. Mr. Camacho will not be staying overnight. 


3. Embassy Bridgetown requests an outbrief be provided to the 
Political/Economic Section relating to activities while in 

the region within 10 working days of completion of travel. 
Please provide the outbrief by telephone 

or by fax at 246/431-0384. 
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4. Entry requirements: Mission policy is that all USG 
travelers to the region be in possession of a valid passport. 
There is a departure tax of 45 xcd (Eastern Caribbean) 
dollars or 16.50 U.S. dollars. 


5. The exchange rate in St. Kitts and Nevis is 2.70 xcd 
(Eastern Caribbean) dollars for one U.S. dollar. U.S. 
currency 

and widely accepted. 


6. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean 

well-established tourist areas is not generally recommended 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas 

carrying expensive objects 

should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe 

visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Throughout the Eastern Caribbean 

visitors health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun 

may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados 

major health threat is dengue fever 

Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 
(i.e. 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
KRAMER 
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(circ. 3 

entitled 

announcement to deploy troops to the U.S.-Mexico border. Quote: 


\"The United States is a sovereign country and within its right to 
protect its borders and apply the immigration policy it deems best. 
It is clear 

drugs 

be more effective to control those who hire millions of illegal 
workers who work for less that their legal counterparts.... But the 
explosive effect of President BushVs decision will not be felt in 

the United States... For many families the largest source of 
income is the money sent by those working in the United States.... 
The export of their citizens has become the most profitable business 
for several countries...because unlike foreign investment and loans 
the money directly reaches those who most need it. V" 


KELLY 
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Ossai of misconduct and that Ossai has been reassigned to his 
position as International Coordinator. Giade added he did not 
agree with the decision 

of visa improprieties and misconduct against Ossai. Giade 

also viewed the reassignment of Ossai to the same position as 
a personal affront to him. Giade suggested the AGVs decision 
on Ossai was influenced by some powerful people in the 
government. 


4. (C) In response 
decisions were entirely within the jurisdiction of the 
Nigerian Government and we have no desire to interfere in the 
internal workings of the agency. However 
evidence against Ossai 
operational 
reminded Giade that \"corruption\" was a benchmark in the 
annual certification process and that OssaiVs reassignment 
may be a factor in our certification assessment. CA Gaye 
advised Giade that he will inform Washington about the 
decision on Ossai. 


5. (C) Comment: A credible source told DEA that Andy Uba 
Special Asssistant to President Obassanjo on domestic affairs 
and part of the President's inner circle 
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in NDLEA internal matters. The source stated when Chairman 
Giade took over in October 2005 

NDLEA agents from the Abuja International Airport. Uba called 
Giade and asked him to post the agents back to their 
assignment. Giade complied with Uba\'s request. Uba may be the 
instrument of OssaiVs reassignment. The two men reportedly 
know each other and both are Ibo. End comment 

BROWNE 
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in West Africa 
SUMMARY. 


RESUMED NIGERIAN MEDIATION WITH THE GAMBIA AND SENEGAL? 


2. (Ο) We note that 

Nigerian President Obasanjo has indicated willingness to 
mediate between The Gambia and Senegal amidst GOTG\'s 
suspicions of GOS complicity in the coup plot thwarted 

here March 21 and of harboring plot\'s ringleader (reftel). 
Reportedly 

Lamin Kaba Bajo Мау 19 that he would be \"personally engaged 
in efforts to resolve the issues on which both countries 

currently disagree." 


3. (C) COMMENT: Obasanjo has a record of effective 

mediation with the Gambians; in October 2005 

participated in a meeting in Dakar with the Gambian and 
Senegalese Presidents that resolved an August/October 

dispute over transport and border issues. Subsequently 

February 

defuse growing strains between President Jammeh and 
opposition leaders. There is talk that Obasanjo will use 

the AU summit scheduled here for July 1-2 to mount a 

renewed Senegalese/Gambian mediation effort. END COMMENT. 


VISIT BY IRANIAN ENVOY 


4. (U) The local media reported the May 20 visit to The 
Gambia by Iranian Deputy Foreign Minister Mohamed Reza 
Bagher 

President" After meeting with President Jammeh 

spoke of the IraniansV desire to strengthen bilateral ties 
and cited 

fisheries 
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5. (C) Discussing the visit with Ambassador 

Affairs Permanent Secretary William Joof said the Iranian\'s 
visit was a part of a West African tour that he described 

as a Vcharm offensive by Iran\" in the sub-region. 

Discussing the visit in ho-hum terms 

produced no new bilateral agreements and that Jammeh had 
complained to the Iranian about Tehran\'s failure to 
implement past cooperation agreements (e.g. training of 
Gambian energy officials) signed over the years. According 
to the Gambian official 

needed to cooperate with the V'international community" on 
the nuclear issue. Asked whether the Iranian had engaged 
in lobbying on issues with an eye to the upcoming AU Summit 
here 


6. (C) COMMENT: Iran has no mission here 

Gambia by Iranian officials are rare 

the overall Gambian/lranian relationship is minimal. 
Doubtless one constraint on the two sidesY relationship is 
Jammeh\'s staunch 

hard-line Islamist policies espoused by Iran -- and its 
support for terrorism. END COMMENT. 


STAFFORD 
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stop the attacks on Ouyahia by the FLN and MSP. The other 
scenario under consideration would involve a major reshuffle 
of ministerial portfolios and the President\'s naming a 
technocrat to replace Ouyahia as head of government 

FLN leader Belkhadem and MSP leader Soltani have publicly 
advocated. Several informed sources believe the most likely 
candidate to replace Ouyahia is Abdelmalek Sellal 

manager of Bouteflika\'s 2004 presidential campaign 
four-time minister 

Resources. While Sellal is seen as a technocrat close to 
Ouyahia\'s RND party 

who has devoted his entire adult life to public service. The 
May 23 press has also reported speculation that Sellal could 
be tapped to replace Ouyahia as early as May 26 or 27. 


OUYAHIA CONSPICUOUSLY OUT OF THE PUBLIC EYE 


3. (C) Reinforcing speculation that something serious is 

afoot 

return from a medical checkup in Belgium several days ago. 
In this regard 

ceremony of his Turkish counterpart 

greeted instead by Senate President Ben Salah. He also was 
not present at the May 23 state lunch for Erdogan 


Column 3 

\"must-attend\" for the Prime Minister. While the May 23 press 
reported Ouyahia was in his office yesterday 

confirmed press reports that Ouyahia has not been to the 
office for a week and in fact had not left his residence. 

Since the Counselor also insisted that Ouyahia (a heavy 
smoker) was not ill 

deliberately laying low until the dust settles. 


BOUTEFLIKA LIKELY ORCHESTRATING THE CURRENT ΟΑΒΙΝΕΤ DRAMA 


4.(C) In Algeria\'s still very opaque political system 
remains unclear whether the political pressures to replace 
Ouyahia (in particular 

other two presidential coalition partners) were orchestrated 
by Bouteflika or are a reflection of the growing confidence 
of majority FLN party leader Belkhadem 

to the pro-Bouteflika fold in 2004 and who might have felt he 
could break up the presidential coalition and weaken a rival 
in the 2007 elections without fear of repercussions. 
However 

except his mother 

habit of playing potential rivals against one another 

best guess is that Bouteflika 

Belkhadem 

is not specifically behind the political attacks per se. In 

this regard 

happy when Belkhadem told the press he would sign the 
friendship treaty with the Turks instead of Ouyahia. For 

this reason 

by asking FM Bedjaoui to play that role. Whatever the case 
may be 

Ouyahia by both Belkhadem and MSP leader Soltani have made it 
difficult to envision the current presidential coalition 

being put back together again with the current cast of 
characters. Something has to give 

Ouyahia may be it. 


NO SHORTAGE OF REASONS FOR SACKING OUYAHIA 


5. (C) There is no shortage of speculation as to the reasons 
advanced for Bouteflika\'s alleged disenchantment with 

Ouyahia. Among them are: 1) Ouyahia\'s lukewarm endorsement 
of BouteflikaVs national reconciliation strategy 

dismissal of constitutional revision as not a high priority; 

and Bouteflika\'s consequent desire for a technocrat who would 
implement his program without too much questions; 2) 
BouteflikaVs desire to replace several ministers whom he 

sharply and publicly criticized during a recent inspection 

tour; 3) the need to find a scapegoat for public discontent 
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over perennial issues of government unresponsiveness 
unemployment 

Bouteflika\'s desire to avoid any repeat of the prime minister 
emerging as a political rival 

Minister Benflis in 2003; and 5) irritation over speculation 
that the military wanted to groom Ouyahia as Vice President 
іп the expectation that Bouteflika might not last out his 

term. There is also speculation that Bouteflika\'s primary 
motivation for sacking Ouyahia and undermining a major 
cabinet reshuffle may have been to install a "homogeneous 
government 

growing FLN as the best means to stop unseemly 
coalition-infighting that is slowing down progress. 

ERDMAN 
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process 

Unwiri peninsula. Allegedly responsible for a massacre of 
400 at Kahoro in 1998. He is an elderly (late 70s or early 
80s) Mai Mai leader in Fizi/Baraka region of South-Kivu. 
Fought against the RCD-G during 1998-2003 and was reportedly 
close to Laurent Kabila 

rebellion in the 1960s. He was appointed Brigadier in August 
2004 and was reported to be collaborating with the FNL. 


1. Name: Mandefu 

Alias: Peter Karim UGADA or UDAGA or UDONGO 
Designation/Justification: Congolese militia leader 
combating MONUC in Ituri. Active in Kataki/Mahagi area. 
Former FNI Commander. 


2. Name: Wanaloki 

Alias: \"Cobra\" Justin Banaloki Matata Commander Matata 
Designation/Justification: Congolese militia leader 
combating MONUC in Ituri. Active in Tchei area. Key leader 
of Southern Lendu/Ngiti. Recently involved in fighting 
MONUC/FARDC and responsible for many killings 

kidnap and execution of a Hema family in Bogoro in 2003. In 
Nov 2004 he was estimated as having 1000 militiamen at this 
stronghold in Bavi. 


3. Name: Salongo 
Alias: \"Tiger one\" Known as UPC Commander (around Mongbwalu 
in Nov 2002) 
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Designation/Justification: Congolese warlords from Ituri now 
active in North Kivu 

during attacks on FARDC around Rutshuru in Jan 06. May now 
be operating in southern Ituri. 


4. Name: Kahina 

Alias: Indian Queen 

Designation/Justification: Congolese warlords from Ituri now 
active in North Kivu 

during attacks on FARDC around Rutshuru in Jan 06. Detained 
by MONUC 


5. Name: Ntbareshya 

Alias: Kiyombe 

Designation/Justification: Leader of Rasta armed group 

active in Walunga area. Associated with atrocities against 
Congolese civilians in South Kivu. NB this is not the same 

Mai Mai Commander Chinja Chinja active in Northern Katange in 
2004 who was arrested in Kinshasa in April 2005. 


Background: 

FDLR: The Forces Democratique de Liberation du Rwanda (FDLR) 
is an armed group of Rwandan origin operating in North and 
South Kivu provinces in the east ofthe DRC. Ithas 

consistently impeded efforts to disarm and repatriate its 
combatants. It was formed from remnants of the former armed 
forces of Rwanda and Interahamwe militias 

responsibility for the Rwandan genocide 

recruits from Rwandan Hutu refugee population. FDLR leaders 
have prevented the participation in DDRRR programs of many of 
their combatants 

their return to Rwanda. 


MRC: The Movement Revolutionaire Congolaise (MRC) is a 
Congolese militia formed in mid-2005 from elements of 
numerous armed groups active in Ituri and North Kivu 
demand participation in the Transitional National Government 
(TNG). There have been multiple allegations that it has 
received support from outside the DRC 

MRC leadership has resisted the participation of its 
combatants in the disarmament 

reintegration process 

with both the Congolese Army and UN forces. 


Mayi Mayi: Mayi Mayi is the generic name for Congolese armed 
groups that first appeared as ad hoc civil defense units 

during the wars of the 1960s and now often operate as 

bandits. Depending on their area of operation 

likely to receive support via external commodity and weapons 
trading as well as collaboration with foreign armed groups. 
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The Rastas: They are an off-shoot of the FDLR 

both Rwandan and Congolese combatants. Though their current 
relationship with the FDLR is unclear 

have abandoned any political position for violent armed 

robbery and exaction. 


RUD-URUNANA: US-based Rwandan opposition group established in 
mid-2005. It is led by individuals who left the FDLR in mid 

2004 and established the R-FDLR-URUNANA group (Urunana means 
unity in Kinyarwanda). The R-FDLR was then superseded by the 
RUD-URUNANA 


Last update 19 May 2006 
END TEXT. 
BOLTON 
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process 

Unwiri peninsula. Allegedly responsible for a massacre of 

400 at Kahoro in 1998. He is an elderly (late 70s or early 

80s) Mai Mai leader in Fizi/Baraka region of South-Kivu. 

Fought against the RCD-G during 1998-2003 and was reportedly 
close to Laurent Kabila 

rebellion in the 1960s. He was appointed Brigadier in August 
2004 and was reported to be collaborating with the FNL. 


1. Name: Mandefu 

Alias: Peter Karim UGADA or UDAGA or UDONGO 
Designation/Justification: Congolese militia leader 
combating MONUC in Ituri. Active in Kataki/Mahagi area. 
Former FNI Commander. 


2. Name: Wanaloki 

Alias: \"Cobra\" Justin Banaloki Matata Commander Matata 
Designation/Justification: Congolese militia leader 
combating MONUC in Ituri. Active in Tchei area. Key leader 
of Southern Lendu/Ngiti. Recently involved in fighting 
MONUC/FARDC and responsible for many killings 

kidnap and execution of a Hema family in Bogoro in 2003. In 
Nov 2004 he was estimated as having 1000 militiamen at this 
stronghold in Bavi. 


3. Name: Salongo 

Alias: \"Tiger one\" Known as UPC Commander (around Mongbwalu 
in Nov 2002) 

Designation/Justification: Congolese warlords from Ituri now 

active in North Kivu 
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during attacks on FARDC around Rutshuru in Jan 06. May now 
be operating in southern Ituri. 


4. Name: Kahina 

Alias: Indian Queen 

Designation/Justification: Congolese warlords from Ituri now 
active in North Kivu 

during attacks on FARDC around Rutshuru in Jan 06. Detained 
by МОМОС 


5. Name: Ntbareshya 

Alias: Kiyombe 

Designation/Justification: Leader of Rasta armed group 

active in Walunga area. Associated with atrocities against 
Congolese civilians in South Kivu. NB this is not the same 

Mai Mai Commander Chinja Chinja active in Northern Katange in 
2004 who was arrested in Kinshasa in April 2005. 


Background: 

FDLR: The Forces Democratique de Liberation du Rwanda (FDLR) 
is an armed group of Rwandan origin operating in North and 
South Kivu provinces in the east ofthe DRC. Ithas 

consistently impeded efforts to disarm and repatriate its 
combatants. It was formed from remnants of the former armed 
forces of Rwanda and Interahamwe militias 

responsibility for the Rwandan genocide 

recruits from Rwandan Hutu refugee population. FDLR leaders 
have prevented the participation in DDRRR programs of many of 
their combatants 

their return to Rwanda. 


MRC: The Movement Revolutionaire Congolaise (MRC) is a 
Congolese militia formed in mid-2005 from elements of 
numerous armed groups active in Ituri and North Kivu 
demand participation in the Transitional National Government 
(TNG). There have been multiple allegations that it has 
received support from outside the DRC 

MRC leadership has resisted the participation of its 
combatants in the disarmament 

reintegration process 

both the Congolese Army and UN forces. 


Mayi Mayi: Mayi Mayi is the generic name for Congolese armed 
groups that first appeared as ad hoc civil defense units 

during the wars of the 1960s and now often operate as 

bandits. Depending on their area of operation 

likely to receive support via external commodity and weapons 
trading as well as collaboration with foreign armed groups. 


The Rastas: They are an off-shoot of the FDLR 
both Rwandan and Congolese combatants. Though their current 
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relationship with the FDLR is unclear 

have abandoned any political position for violent armed 
robbery and exaction. 


RUD-URUNANA: US-based Rwandan opposition group established in 
mid-2005. It is led by individuals who left the FDLR in mid 

2004 and established the R-FDLR-URUNANA group (Urunana means 
unity in Kinyarwanda). The R-FDLR was then superseded by the 
RUD-URUNANA 


Last update 19 May 2006 
END TEXT. 
BOLTON 
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governed the international community\'s approach to the status 
talks and stressed the need to \"respect the UN Charter and 
resolution 1244." Greek Ambassador Adamandios Vassilakis 
cautioned against moving too quickly and reminded Ambassador 
Wisner that we V'cannot solve history.\" Vassilakis advocated 
for more time and said that Greek Foreign Minister Bakoyannis 
supports a \"phased\" decision-making process. 


3. (C) Ambassador Wisner held strong to the 2006 timetable 
and warned the Balkans PermReps that \"time will breed anger 
and violence; it is our enemy.\" Turning to the Greek 
PermRep 

years not enough time?\" 

BOLTON 
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--Chile might be interested in a third candidate if one 
emerges 
relief 


2. (C) Castellanos 

conversation drafted by Rosenthal 

discussion with Foxley 

Chile was not ready to support Guatemala 

aware of the considerable downsides involved if Venezuela 
were to win. Rosenthal reportedly added that the U.S. should 
ease up for the time being. The Ambassador asked Castellanos 
if he had heard rumors that Venezuela may be considering 
withdrawing its candidacy. Castellanos replied V'no 

the question apparently did not come up during the 
Foxley-Rosenthal conversation. Castellanos vowed that 
Guatemala would not drop out of the race. Castellanos added 
that he had just learned that Poland would support Guatemala. 
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3. (C) On a related issue 

Chilean Foreign Ministry Director for Multilateral Affairs 

Pedro Oyarce (Chile\'s new PermRep to the OAS) had told him 
that Chile had voted for Guatemala for the UN Human Rights 
Council. Guatemala\'s mission to the UN had heard a similar 
report 

Chile\'s vote signaled a new look by Chile at Guatemala\'s role 
in the region. 

KELLY 
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lobbying other CARICOM members to vote against Guatemala\'s 
election to the UNSC; he hoped to dispel any such rumors. 


(B) The GoB had committed verbally to support Venezuela; 
nevertheless 
cast its vote for Venezuela in October. 


(C) The GoB appreciated CARICOM\'s \"solidarity with Belize" 

in regard to the longstanding border dispute with Guatemala. 
Nevertheless 

CARICOM members would abstain because they would be reticent 
to support Venezuela. 


(D) The GOB was watching closely to see how Guatemala would 
cooperate in the prospective relocation of the residents of 

Santa Rosa back into Guatemala. This would be an important 
consideration for other CARICOM members 

Guatemala were cooperative on resolution of the Santa Rosa 
issue 

with respect to the UNSC vote in October. 


2. (C) Amb. Dieter commented to FM Courtenay that 
border dispute 

embrace a Guatemalan candidacy; however 

to Guatemala 

different matter. 


DIETER 
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The increasing use of violence during the commission of a 
street crime is a threat to all visitors. Travelers are 

urged to exercise caution 

enforcement agencies do not act according to U.S. standards 
and have limited capabilities. Jewelry should not be worn on 
the streets. Large amounts of cash should not be displayed. 


The downtown area of San Jose should be avoided at night 
because of the increase of criminal activity that occurs in 
this area. 
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Credit card fraud and credit card \"number skimming\" is a 
rapidly growing crime. Visitors should avoid using debit 
cards for point-of-sale purchases 

used to clean out an account. Visitors should check their 
credit card accounts frequently. 


Visitors are advised to avoid unofficial moneychangers who 

may offer better rates but who often trade in counterfeit 
currency. The present rate of exchange is approximately 504 
Costa Rican colones to one dollar. Accommodation exchange is 
available at a comparable rate at the airport. 


Visitors should exercise caution if they will be driving in 
Costa Rica. The combination of poor road conditions 

driving 

driving very treacherous. Costa Rica has one of the highest 
accident rates per automobile in the world. The Embassy 
strongly recommends against driving outside of the San Jose 
area at night. Vehicles should not be left unattended or 
packages left visible inside them. 


Costa Rica is an earthquake zone and periodically experiences 
significant tremors. 


Visitors should be careful not to eat peanuts or products 

made from peanuts grown in Costa Rica because they may harbor 
aflatoxin 

cancer. 


8. Please note: Effective January 1 

personnel traveling to post for a TDY of 30 days or more will 
need to certify in the country clearance request that they 

have completed mandatory overseas personal security training 
as outlined in State cable 66580 


9. Please be advised that State Department regulations 
prohibit installation or use of privately-owned computers in 
any State Department building. Visitors must notify the 
Regional Security Office in advance if they intend to use 

U.S. Government-owned portable computers in the Chancery. 
LANGDALE 
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audiences. Garcia 

population who did not vote for either run-off finalist 

sought to portray himself as an elder statesman who stands 
for Vresponsible change\" and has learned from his prior 
mistakes. Humala concentrated on his base of support among 
Peru\'s marginalized majority 
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challenging the debate format and the legitimacy of Peruvian 
democracy 

declarations and accusations of misgovernment and corruption 
by Garcia\'s 1985-90 administration. Garcia countered 
effectively at times 

former national security advisor Vladimiro Montesinos as well 
as to Hugo Chavez 

scored points too 

candidate\'s failure to state a clear position on the Free 

Trade Agreement with the U.S. or on whether he would pardon 
Montesinos. Two polls of Lima residents the day after found 
that most thought Garcia had \"won\" the debate 

not appear that the contest will change many voters\' minds. 
END SUMMARY. 


2. (U) The debate started nearly 20 minutes late due to 
Humala\'s tardiness. Though Humala claimed that his arrival 
was delayed by APRA supporters 

was dropped off five blocks from the debate site at the 
National Archeological and Anthropological Museum and 
course of a leisurely walk 

to buy water. His arrival at the museum led to a mob scene 
with the press 

the podium Humala 

(sans tie) 

Additional time was consumed as the moderator 

editor Alvaro Augusto Rodrich 

kept equally free of decorations. When Humala refused to 
remove the flag himself 


3. (SBU) When the debate finally began 

clear that the two candidates were taking completely 
different approaches. Garcia 

the fifty percent of the population who voted for candidates 
other than the two run-off finalists 

himself as an elder statesman who stands for \"responsible 
change\" and has learned from his prior mistakes. His 
presentation concentrated on providing concrete examples as 
to how an APRA government would address the five topics 
chosen for discussion (democracy/human rights 

policy 

citizen security) 

other political parties. 
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4. (SBU) Humala 

appeal to his disaffected base amongst Peru\'s marginalized 
majority. He opened his first presentation by questioning 
the legitimacy of Peru\'s current democracy 

was controlled by powerful domestic economic interests and 
transnational companies. By the time his closing statement 
came about 

speaker than Garcia) substituted volume for passion and 
shouted out a list of his commitments: setting a public 
example of austerity 

calling for a constitutional assembly 


reclaiming natural resources for the state 

Latin American integration. He concluded by awkwardly 
exclaiming his full name as if he were declaiming a 
proclamation. 


5. (U) Both candidates went after the other though no more 
so than is characteristic of U.S. Presidential debates. 

Humala questioned Garcia\'s integrity (citing a corruption 
prosecution that was foreclosed by the statute of 

limitations) 

from a World Bank report blaming some 17 

the economic crisis brought about by Garcia\'s policies) 

his cronies (imprisoned former Interior Minister Agustin 
Mantilla). Humala also addressed MontesinosY recent claims 
that Humala\'s 2000 uprising was designed as a smokescreen to 
assist in the former national security advisor\'s escape 
(Septel) by turning it on its head 

demonstrated that Montesinos favored his opponent 
challenging Garcia to promise not/not to pardon Montesinos. 
(Comment: Given Garcia\'s weak record as President from 
1985-90 

more of that experience. End Comment.) 


6. (U) Garcia 

ignoring most of Humala\'s charges and waiting for openings. 
Thus 

Montesinos 

already done so via his 2000 \"uprising 

not/not reply to Humala\'s pointed question as to whether he 
would issue a pardon if elected. Garcia countered Humala\'s 
attacks on his government (which were not followed up by the 
UPP candidate) by responding to the Comandante that most of 
Peru\'s problems are due to the fact that it has been governed 
for most of the past fifty years by military officers 
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that a prosperous future depended upon democratic 
authoritarian 

Humala to the Chavez-Morales-Castro axis 
Humala\'s brother Antauro\'s 2005 armed uprising in 
Andahuaylas 

(Ref С). 


7.(U) The debate was organized around five themes: 
democracy 

and fight against poverty; social policy and anti-corruption; 
decentralization; and citizen security. Candidates took 
turns on the issues with a 3 minute presentation 

rebuttal 

presentations can be summarized as follows: 


Democracy 


-- Garcia called for anew democracy that respects freedom 
and resists authoritarianism. He identified economic growth 
and investment as central to this democracy and noted that a 
constitutional assembly was not necessary. 


-- Humala said that Peru\'s current democracy does not/not 
represent the majority of Peruvians 

domestic economic interests and transnational companies. He 
added that governability does not equate with social peace 
and that a majority of Peruvians were preoccupied with a lack 
of basic necessities (electricity and water). Humala called 

for a new constitution 

re-distribution of power. He also called for implementing 

the recommendations of the Truth and Reconciliation 
Commission. 


Economic policy and poverty: 


-- Garcia said economic and social growth were necessary to 
transform Peru into a first world country and surpass Chile. 
He proposed building a mega-port in the south 

natural gas 

an agricultural bank 


the southern departments. Garcia also advocated for strict 
adherence to legal requirements for overtime pay and respect 
for labor rights. He emphasized the need for foreign 
investment 

would be snapped up by Chile. 
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-- Humala claimed the country\'s macro-economic growth has led 
to increased inequality and exclusion. He offered an 
alternative to the \"neo-liberal\" model that focused on 

building internal markets and promised growth for all 

just afew. He was particularly critical of the emphasis on 
exploitation of natural resources 

the State 

mining companies that were not paying royalties. Humala also 
said he would revise the Free Trade Agreement with the U.S. 
(challenging Garcia to take a position on this issue 

something the APRA leader ignored) and proposed returning to 
the 1979 Constitution through a Constitutional Assembly. 


Social policy and anti-corruption: 


-- Garcia said his priorities were to create jobs 

education by increasing teacher salaries and instituting 
longer class days 

affordable housing. Garcia called for a reduction in 
government salaries and for tne money saved to be used for 
programs to end hunger and illiteracy 

water for those without access. He pledged to fight 
narcotrafficking by controlling precursor chemicals. 


-- Humala proposed increases in spending on child nutrition 
water infrastructure 
expressed strong support for labor rights. 


Decentralization: 


-- Both candidates were strong advocates of decentralization 
and empowering the regions. Garcia called for increased 
delegation of fiscal management and decision making. He 
criticized President Toledo\'s approach to regionalization as 
insufficient and blamed the Ministry of Economy and Financing 
for blocking regional governmentsY infrastructure projects. 


-- Humala said decentralization would help solve the 
education and unemployment problems. Humala called for a 
50/50 split of resources between the regions and the central 
government and said he would eliminate the prefect and 
sub-prefect positions. Humala also took the notion of 
decentralization a step further by backing the creation of 
regional and municipal police forces. 


Citizen security: 
-- Garcia emphasized order and stability if elected 


distinguishing himself from Humala as the candidate who 
supports a unitary National Police. Garcia proposed more 
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police stations 

repeat offenders 

He also pledged to re-equip and strengthen the armed forces. 


-- Humala tried to connect Garcia with the terrorist activity 
that increased during the latter\'s presidency. He proposed 
empowering mayors to set citizen security policy tailoring it 
as appropriate to local needs. Humala also distinguished 
himself from Garcia by proposing a greater role for local 
self-defense organizations (Garcia replied that informal 
vigilante groups smacked of Chavez- or Castro-style control 
mechanisms). 


8. (SBU) Neither candidate scored a clear knockout blow 
during the debate 

mostly talked past each other and to their separate target 
audiences. In polls taken in Lima the day after inquiring as 

to who performed better 

percent in the Apoyo survey 

CPI poll. The Apoyo poll found that 10 percent have changed 
their voting intention 

gain slightly as a result of the debate. In sum 

candidates offered few surprises and their 90 minute verbal 


give-and-take probably will have only a marginal effect on 
the outcome of the election. END COMMENT. 
STRUBLE 
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information as categories of information generally 
prohibited from release to these UK/Australia/Canada 
personnel. 


3. (S//NF) For exempting these categories from sharing 
DOD solution relies on a variety of network mechanisms 
software tools 

monitoring systems to prevent UK/Australia/Canada user 
access to non-releasable content on SIPRNet. The State 
Department remains engaged in discussions related to this 
DOD decision. In March 2006 State provided DOD with a 
comprehensive list of keywords 

unique identifiers for DOD to use within filters to 

identify and prevent disclosure of non-releasable 
diplomatic reporting information on SIPRNet. A variety 

of State-specific channels and captions were included among 
this list of prohibited reporting 

ROGER 

Channel. State at that time also instructed DOD to 
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blacklist all of State\'s US-only SIPRNet websites to 
prevent allied user access 

begin with \"ses.state.sgov.gov\" 

\"state.sgov.gov\" 

blocked. 


4. (S//NF) The Department remains actively engaged with the 
DOD and Director of National Intelligence to ensure that 
appropriate technical controls are implemented to protect 
State US-only reporting on SIPRNet. At this stage 
however 

information that should not be shared. Therefore 

State Department reporting that should not be directly 
accessed by UK/Australia/Canada officials must be marked 
\"NOFORN\". This will include 

information obtained from or about other countries in 
normal diplomatic intercourse. In many cases this will be 
amore stringent restriction than desirable because some 
information not appropriate for sharing with the UK 
Australia and Canada will need to be shared with other 
countries 

that the information should at some point be released to 
appropriate allies with access to SIPRNet. However 
pending the development of a more refined filtering system 
or the adoption of additional marking categories 
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Department classified material not intended to be shared 
with the UK/Australia/Canada 

explicitly intended for a US-only audience 
memorandums 

electronically disseminated information 

NOFORN. 


5. (S//NF) As information is increasingly disseminated 
electronically within the USG 

insofar as possible common interagency classification and 
dissemination markings. Diplomatic reporting that is 
authorized for release to a specific country 

should insofar as possible be marked as \"REL TO X\" 

is the ISO country code for the country specified for 
release. Such marking should include the USA country 
code in addition to the foreign country code. For example 
a USG CONFIDENTIAL document approved for release to the 
United Kingdom 

\"C//REL TO USA 

to our UK 

released to other foreign governments unless specifically 
included within the REL TO field using the appropriate ISO 
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country code. If necessary 

instructions should be included in the first paragraph of 

the text. Again 

often not possible to determine when drafting a document 

to which countries it may be appropriate to release some or 
all of the information at which point in time. Accordingly 

a NOFORN marking or the absence of a \"REL ΤΟΝ’ marking does 
not constitute a prohibition on further dissemination of 
Department of State information when an authorized 
Department of State official decides that dissemination is 
appropriate. Other agency information 

be disseminated except in accordance with markings or with 
the subsequent authorization of the agency in question. 


6. (U) The A bureau is currently preparing related document 
classification and dissemination marking instructions for 
inclusion within the FAM 

guidance will be provided via telegram in the coming 
months. For directives relating to the collaborative 

sharing with the UK 

President 

aus-proxy-info/. For a current listing on of ISO country 
codes 

6-countrycodes.html. 


7. (0) Міпітіге considered. 
RICE 
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INFORMALS\" MAY 25 


REF: A. USUN - IO/UNP EMAIL 5/23 
B. USUN 892 


Classified By: Ambassador John R. Bolton 
Representative 


1. (C) P5 Permanent Representatives (PRs) met May 18 to 
discuss next steps in the Security CouncilVs efforts to 
select the next UN Secretary-General (SYG). Based on P5 
agreement 

Security Council on Thursday 

that France host this meeting in anticipation of its upcoming 
Security Council Presidency in July 

to begin the formal process of considering specific 
candidates. 


2. (C) In advance of the May 25 meeting 
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circulate to all fifteen members a two-page paper that lays 

out the basic procedures used in the 1991 and 1996 elections. 
The French paper also suggests key questions for Council 
members to consider with regard to straw polls 

and the candidate list. The questions 

P5 

of regional rotation 


3. (C) Russian PR Churkin opposed any reference in the French 
paper to the idea that candidates can be submitted by NGOs. 
Stressing thatthe UN was an organization of member states 
Churkin argued that any reasonable candidate proposed by an 
NGO would be able to find a member state to sponsor him or 
her. VOtherwise we will end up with an election of Nobel 
Peace Prize winners 

The French agreed to remove the reference 

candidate introduced by an NGO had been included on the 
candidate list in 1991. Ambassador Bolton 

of encouraging the widest possible field of candidates 
suggested that the focus should be on the Council's 
consultations 

name was originally proffered. 
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disaster response/consequence management areas to become an 
invaluable Embassy tool allowing us to advance objectives 
that have traditionally been outside normal funding 
mechanisms. Under the leadership of Major General Timothy 
Lowenberg 

enabled the Embassy to link experts at U.S. federal 

and local agencies with Thai counterparts to further 

initiatives that are increasing Thailand 

improving their crisis management capabilities 

their first Air Marshal program 

rapid response system. The SPP is a relative newcomer to 
PACOM 

The Chief of the National Guard Bureau hopes that PACOM SPP 
funding support may at some point increase to levels 
commensurate with other regions. While SPP funding 
priorities are purely a DOD/PACOM issue 

the SPP program in Thailand is clearly an effective model for 
addressing complex international and interagency post-9/1 1 
issues and offers this overview in the hopes that our 
experience may be of use to others in the region. End 
Summary. 


BORN ON 9-11 


2. The Thai delegation sent to the United States to shape 
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the future of the SPP was in Crystal City оп September 11 
2001. Delegates were evacuated from their meeting room after 
UA Flight 77 hit the Pentagon. Subsequently 

agreed that the Thailand SPP with Washington State would 
focus on improving Thailand\'s emergency response 
capabilities and assisting Thailand to deter acts of terror 

and to respond to natural disasters. 


3. Washington State is ideally suited as a partner with 
Thailand. Possessing one of the most advanced emergency 
response capabilities of any state 

and seaport and being a major source of U.S. exports to Asia 
Washington is also home to key U.S. military units who train 
regularly in Thailand. The Washington State Military 
Department also participates in the state's Emergency 
Management Council and it\'s Committee on Terrorism. The U.S. 
and Thai SPP directors decided to draw on Washington State\'s 
strengths and focus on several key concerns: port security 
creating an air marshal system in Thailand 

create a national crisis management center. 


THE PORT SECURITY INITIATIVE 


4. Thai officials sought U.S. assistance to improve security 
at their Laem Chabang port facility. U.S. experts saw this 
as an opportunity to further U.S. priorities including the 
Container Security Initiative 

Initiative 

In addition 

USN ships visiting Thailand -- including U.S. aircraft 
carriers -- making sure the port was secure would enhance our 
force protection capabilities. Since 2004 

numerous planning sessions 

Thailand and Washington State 

U.S. agencies 

focused on port security. In many cases 

the only opportunity the Thai counterpart agencies ever had 
to interact as a team 

to practice interagency port security preparation and 
response for realistic security challenges. 


THE AIR MARSHALL INITIATIVE 


5. Until the SPP stepped in to assist 

an air marshal program. In 2004 

Royal Thai Air Force (RTAF) as executive agent to establish 
an air marshal training program that could be approved by 
U.S. Homeland Security. Beginning in August 2004 

funded and supported planning execution of several U.S. and 
Thai events supporting this initiative. In 2006 

establish an aircraft shoot house in Bangkok to provide 
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Thailand a facility in which live-fire anti-hijacking 

training in realistic mock-ups of commercial aircraft could 
be conducted. This model facility will be a valuable training 
tool not only for new Thai Air Marshals 

enforcement officials throughout the region. 


6. This facility is a physical embodiment of the creative 
interagency cooperation necessary to meet new post-9/1 1 
requirements. The overall coordination effort was led by 
JUSMAGTHAI 

U.S. Navy 

Protection Detachnment. The initial Thai Air Marshall cadre 
training was coordinated by the TSA 

and SPP 

Follow-on training will be done at the INL-funded 
International Law Enforcement Academy facilities. The air 
marshal program is truly a U.S./Thai anti-hijacking 
interagency success story. 


NATIONAL CRISIS MANAGEMENT CENTER INITIATIVE 


7. SPP funded U.S. experts to come to Thailand to explain 
how Washington State officials established its interagency 
crisis management system. These exchanges helped the Thai 
National Security Council develop a nation-wide one phone 
number alert system similar to the E911 system used in the 
United States and to simplify emergency response measures 
among Thai fire 

\"555\" call center will cover the 

separatist-conflict-affected areas of Yala 

Pattani in southern Thailand. 


CONCLUSION -- THIS WORKS 


8. Our Embassies throughout Asia are looking for creative 
ways to bring experts from various U.S. agencies together 
with host country counterparts to address today\'s security 
challenges. Our experience with the SPP with Washington 
State has been extremely positive and has fostered greater 
U.S. and Thai interagency cooperation. This relationship 
meshes well with our ongoing efforts funded by DOD 
Department 

and promote interoperability. In a time where our resources 
are stretched thinly and we are looking for ways to maximize 
the impact of U.S. programs 

is our hope that DOD 

National Guard Bureau will continue to support the program 
here in Thailand. 

BOYCE 
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5) Minshuto President Ozawa includes Taiwan in definition of 
Vregional contingency\" under Japanese law 

6) New Komeito internally seems ready to accept bill creating a 
defense ministry that will be submitted to current Diet session 

7) Full-scale coordination begins on withdrawing GSDF troops 
from Iraq 

8) Oyberterror: Fake e-mails purported from JDA chief and 
JapanVs top SDF brass came through China 


ROK relations: 
9) Japan 
restart negotiations on EEZ boundary demarcation on June 12 
10) No meeting of minds of Japan 
resolving North Korean abduction issue 


11) China asks Japan to assume additional burden in cleaning up 
poison chemicals left behind by Japan Imperial Army in WWII 


12) Japan ready to pledge 40 billion yen in fresh aid for 
environment 


Political agenda: 

13) IBM chairman rebuts Prime Minister Koizumi on the Yasukuni 
issue 

14) Minister Takenaka criticizes government\'s economic and 

fiscal policy council 

15) Gap in enthusiasm in government 

committee starts deliberating bill amending Basic Education Law 

16) Farm lobby Nokyo upset with Koizumi reforms 

to support Nokyo candidate in next summer\'s Upper House elections 


17) Fast-food chains that had served beef bowls before ban on US 
imports are split over returning to US beef after trade resumes 


Articles: 
1) TOP HEADLINES 


Asahi: 
Welfare Minister orders Social Insurance Agency to replace head 
of Osaka office for illegal pension payment wavers 


Mainichi 
Six major banking groups book record 3.12 trillion yen in 
combined profit 


Sankei: 
Bogus e-mails entering the e-mail address of ASDF Staff Office 
sent to unspecified majority through Chinese provider 


2) EDITORIALS 
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Asahi: 
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(1) Unauthorized pension payment waivers by Social Insurance 
Agency really stun us 

(2) In final phase of Diet session 

priority basis? 


Mainichi: 

(1) For safe withdrawal of SDF from Samawah 

necessary 

(2) We expect new Keidanren chairman to display leadership to 
create fair economic society 


Yomiuri: 

(1) Major banks should thank public in words 

(2) Palestinian Authority should take responsible stance as 
party concerned with Middle East peace process 


Nihon Keizai: 
(1) User-friendly financial revitalization should be aimed at 
(2) Monopolized mail-delivery service must be rectified 


Sankei: 

(1) Parents are first teacher for children 

(2) Hit-and-run incident involving 11-year-old boy: Police must 
reflect on improper investigation 


Tokyo Shimbun: 

(1) There is no need to hurriedly enact referendum bill 
(2) Detailed measures needed to prevent illegal parking 
3) Prime Minister's Official Residence (Kantei) 


Prime Minister's schedule 


NIHON KEIZAI (Page 2) (Full) 
May 24 


09:01 
Attended a cabinet meeting in Diet. 


09:19 
Arrived at Kantei. 


10:58 
Met with Singapore Minister Mentor Lee Kuan Yew. 
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14:00 

Met with Cabinet Intelligence Director Mitani and JDA 
Intelligence Headquarters chief Mukunoki. Later 
Minister Koike. 


16:03 
Education Minister Matsuda. 


16:50 

Met with Council of Experts on Administrative Reduction and 
Efficiency Chairman lida 

others 

Minister Chuma. 


17:30 
Attended a meeting of Council for Science and Technology Policy. 
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19:02 
Dined with US Ambassador to Japan Schieffer at Steak House 
Katsura at Takanawa Prince Hotel. 


21:22 
Returned to residence. 


4) Japan-US alliance to go global in scope 


NIHON KEIZAI (Page 1) (Abridged) 
May 24 


Japan and the United States have entered into intergovernmental 
coordination to issue a joint statement on the Japan-US alliance 
and its significance when Prime Minister Junichiro Koizumi visits 
the United States in late June. The two countries have now agreed 
to realign US forces in Japan. In response to this agreement and 
other factors 

bilateral alliance has now entered a new phase of global 
cooperation. In the joint statement 

clarify that Japan and the United States will act in concert to 

deal with changes in the international situations following the 
Sept. 11 


Koizumi will arrive in the United States on June 28 after 
visiting Canada and will meet with President Bush on June 29. 


Koizumi and Bush last documented a joint statement at their first 
meeting in June 2001. The two leaders will set forth a stronger 
alliance in their joint statement for the first time. Defense 
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Agency Director General Fukushiro Nukaga proposed documenting the 
joint statement in his meeting with Defense Secretary Rumsfeld 
following the final agreement reached between the Japanese and US 
governments on the realignment of US forces in Japan. 


The joint statement will sum up bilateral cooperation that has 
substantially expanded in the security area through Japan\'s 
antiterror backup measures 

Forces troops to Iraq and refueling US and other foreign naval 
vessels in the Indian Ocean. The two leaders will underscore the 
Japan-US alliance and its significance over again for the Asia- 
Pacific region\'s peace and stability 

framework for bilateral cooperation. 


In their joint statement 

of action to overhaul the current setup of cooperation between 
the SDF and US forces through \"bilateral defense planning\" in 
anticipation of emergencies in Japan and through \"mutual 
cooperation planning" in anticipation of emergencies in areas 
surrounding Japan. Based on that new framework 

will proclaim that Japan and the United States will step up their 
cooperation in order to deal with international terrorism and 
respond to major disasters and diseases. 


The Japan-US Security Treaty restricts Japan\'s cooperation to the 
Far East. In addition 

1996 also goes no further than to describe bilateral cooperation 

in the event of emergencies in Japan and contingencies in the 
periphery of Japan. However 

already expanded the scope of their nonmilitary cooperation on a 
global scale 

relief activities. 
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As it stands 

joint statement that the two countries will further their 
cooperation in various areas that are not covered in the security 
pact. 


5) Ozawa: Taiwan is included in contingencies in areas 
surrounding Japan 


SANKEI (Page 4) (Full) 
May 24 


In a press conference yesterday at party headquarters 
(Democratic Party of Japan) President categorically said that 
Taiwan is included in V'areas surrounding Japan 
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the regional contingency law: \"It (Taiwan) is naturally 

included." Ozawa told a key Chinese government official when he 
was visiting China: V'There would be trouble if China fires at 
Taiwan and the shells fly in the direction of Okinawa as a 

result. Such would be an attack (on Japan).\" 


6) Growing endorsement seen in New Komeito of submission of bill 
to upgrade JDA during current Diet session 


MAINICHI (Page 5) (Almost full) 
May 24 


By Hirohiko Sakaguchi 


A growing number of New Komeito members are moving to endorse the 
submission of a bill to upgrade the Defense Agency (JDA) to 
ministry status to the current Diet session. Behind this move is 

the party executives\' desire to settle pending questions under 

the current lineup of party executives whose terms in office will 
expire in October in order to avoid any impact on the Upper House 
elections set for next summer 

rigging scandal involving the Defense Facilities Administration 
Agency (DFAA) is likely to be concluded shortly. But some in the 
party remain cautious about submission of the bill. The party 
executives intend to coordinate views internally to decide on 

their position before June 18 

to close 


Consultations over what to do with the bill have continued 
between the ruling Liberal Democratic Party (LDP) 
positive about the bill 

Komeito 

cautious with the revelation of the DFAA-led bid-rigging 
scandals. As a result 

it would be hopeless to submit the bill to the current Diet 
session. 


One reason why the New Komeito is moving to endorse the 
submission of the bill to the current Diet session is because its 
executives\' terms of office expire in October. Representative 
Takenori Kanzaki has hinted he will retire from his post. One 
senior official explained: \"We don\'t want to leave pending 
questions in the hands of a new party lineup 

contest the Upper House election.\" Also 

submission of the bill to the current Diet session 

Komeito intends to include its own pet measures 

expansion of child allowances 
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and Fiscal Management and Structural Reform the government will 
shape in June and thereby to play up its identity ahead of the 
Upper House election. 


The gap between the LDP and the New Komeito over the JDA 
upgrading bill has already been almost bridged. The major point 
atissue was how to rename the JDA. The LDP insisted on renaming 
it as \"Kokubosho\" (National Defense Ministry) 

Komeito asserted that the name of the JDA should be changed to 
\"Boei Kokusai Heiwasho\" (Defense and International Peace 
Ministry). But the new name of the JDA is likely to be \"Boeisho\" 
(Defense Ministry) with the LDP\'s concessions to the New Komeito. 


Some in the New Komeito are still opposed to the submission of 
the bill 

But if things go smoothly 

final report on the scandal 

possibly by the middle of next week. Taking this as an 
opportunity to put an end to the scandal 

executives intend to speed up the process of coordinating views 
in the party. 


7) Government to make full-fledged coordination with US 
and Australia for GSDF withdrawal 


YOMIURI (Page 2) (Abridged slightly) 
May 24 


Now that security authority in the southern Iraqi city of Samawah 

is likely to be transferred from the multinational forces to the 

Iraqi military and police in June 

full-fledged coordination with the United States 

Australia to withdraw Ground Self-Defense Force troops from the 
country. For starters 

charge from the Foreign Ministry and the Defense Agency to the US 
and Britain shortly and study a specific timeline and steps 

through talks of working-level officials of Japan 

Britain 


Iraqi Prime Minister al-Maliki indicated at a press conference 
May 22 that security authority in Muthanna Province 
Samawah 


Prime Minister Junichiro Koizumi welcomed al-Maliki\'s statement 
before reporters yesterday 

government\'s enthusiasm for maintaining public order 
independently.\" 


The government has conditioned GSDF withdrawal on the 
establishment of a stable Iraqi government and the transfer of 
security and administrative authority to Iraq. If matters develop 


Column 3 
as al-Maliki predicted 
withdrawal in June to complete it in July could become a reality. 


When New Komeito Representative Takenori Kanzaki held talks 
yesterday in Tokyo with Australian Ambassador to Japan Alistair 
McLean 

improved 

sometime soon.\" 


But because the Iraqi government is still devoid of interior and 
defense ministers 
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government about the possibility of transferring security 

authority to a full-fledged Iraqi government 

predicted. Japan\'s concern is being fueled by continued terrorism 
in Iraq. The government intends to carefully observe the security 
situation in Iraq. 


The government will also study specific ways to assist lraq after 
GSDF withdrawal. A plan has surfaced to invite senior lraqi 
government officials and cabinet minister to Japan while 
continuing providing economic assistance 

humanitarian and reconstruction assistance in Iraq. 


8) Fake emails sent via China 


SANKEI (Top play) (Abridged) 
May 24 


A large number of fake emails were disseminated under Defense 
Agency Director General Fukushiro NukagaYs name or the Air Self- 
Defense Force Air Staff Office. Those fake emails were sent 
through a Chinese server 

Agency suspects that the incident could be a cyberattack 

involving Chinese hackers. The agency will shortly send a damage 
report to the Tokyo Metropolitan Police Department in order to 
identify the source of those emails. 


In the middle of this month 

Defense Forces personnel and many other PC users. The email 
showed the address of the Air Staff Office\'s public relations 
section 

weeks.\" The email was from the \"Defense Agency Air Staff Office 
General Affairs Department.\" This section name 

actually used. It is therefore suspected of being a spoofed. 


The email 
attached file. If PC users receiving that email had opened the 
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attached file 

viruses and might have automatically forwarded the fake email to 
their contacts listed in their PC address books. 


The ASO public relations section received more than 1 

emails a day from those who received that fake email 

section was troubled in its daily operations. The MPD will likely 
file a criminal case over this incident as an illegal act of 
interfering with the Defense Agency\'s operations. 


The Defense Agency tracked down the path of this fake email and 
discovered that the email came through a server in China. The 
attached file was a reproduction of information pages and photos 
from a Japanese civic group\'s website 

submarine of the US Navy entered port at its Yokosuka base. 


9) Japanese 
on June 12 to negotiate on disputed EEZ demarcation between their 
two countries 


NIHON KEIZAI (Page 1) (Full) 
May 24 


Foreign Minister Taro Aso arrived in Qatar to participate in the 
Asia Cooperation Dialogue (ACD). He met with his South Korean 
counterpart Ban Ki Moon for about an hour and a half hours at a 
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Doha hotel. They agreed to resume talks on June 12 and 13 to 
discuss the two countriesY exclusive economic zones (EEZ) 
demarcation issue. 


Ban also stated that the results of DNA analysis on Kim Yong Nam 
a South Korean abducted by North Korea 

end of this month. Kim is most likely the husband of Megumi 
Yokota 

and Aso agreed to closely work together in order to settle the 
abduction issue involving North Korea. 


They also discussed ways to mend the strained relations between 
the two countries due to Prime Minister Koizumi\'s visits to 
Yasukuni Shrine. Ban called for prudent treatment of the issue. 
Aso responded 

announced." He then noted 

properly taking into account my beliefs as a private citizen and 
position as a public official. V" 


They shared the view that it is important for the two countries 
to continue efforts to resume the six-nation talks to discuss the 
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North\'s nuclear development issue. They also agreed to hold a 
government-level meeting in June regarding a survey on remains of 
former military personnel and drafted civilians who came from the 
Korean Peninsula and conduct a joint field survey in July. 


10) Tokyo-Seoul talks on EEZ demarcation bound to encounter 
difficulties; Gaps also in views on abduction issue 


ҮОМІШНІ (Page 2) (Excerpts) 
May 24 


By Tetsu Okazaki 


In an attempt to prevent strained bilateral relations from 

worsening further due to the issue of Japan\'s marine research 
around a group of the disputed Takeshima/Dokdo islets in the Sea 
of Japan 

yesterday to resume in June talks on the exclusive economic zones 
of their countries. It will be difficult 

countries to repair the strained relations. 


Although the two ministers have confirmed cooperation in dealing 
with the abduction issue after a visit to Seoul by Shigeru 

Yokota 

differences in the two countries\' approaches. 


South Korea has pledged to extend economic assistance to North 
Korea in place of cooperation to resolve issues 

strengthened pressure. Therefore 

two countries have completely different views 

for their cooperation at present.\" 


11) Facility to dispose of chemical weapons abandoned by former 
Japanese Army: Plan suspended after China demands more funding 


MAINICHI (Page 2) (Full) 
May 24 


It was learned yesterday that a plan to construct a facility with 
China to dispose of chemical weapons abandoned by the former 
Japanese Army was suspended after China called on Japan to share 
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additional costs. Tokyo and Beijing last October agreed to aim 

for an early start-up of the disposal plant 

Japan-China Consortium Organization that would serve as a vehicle 
to construct the envisaged facility. However 

been obtained even for signing a memorandum of understanding on 
the establishment of such an organization 


Column 3 
fresh demand. 


The disposal plant will be constructed in Jilin Province 
According to a Japanese government source 

in March called for additional outlays for cutting trees at the 
construction site. A Chinese negotiator explained that since the 
forest 

designated forest reserve 

money for the removal of the designation. 


A senior Cabinet Office official revealed Tokyo\'s position that 

it is not possible to share such a cost with no clear legal 

grounds provided. Since the Chinese side has not even presented a 
specific amount of money 

intent. 


12) Government in Pacific Islands Summit plan to offer ODA worth 
40 billion yen for environment and tsunami countermeasures 


SANKEI (Page 2) (Excerpts) 
May 24 


The government started coordination yesterday to provide 14 
island states in the Pacific region with 40 billion yen worth of 
official development assistance (ODA) over the next three years 
to allow them to finance measures to protect the environment and 
to prevent flooding from tsunami. Prime Minister Junichiro 
Koizumi will announce this plan during the fourth Japan-Pacific 
Islands Forum Summit to be held in Nago City 

27. 


In the region 

offers of economic assistance six countries that have not 
established diplomatic relations with Taiwan. In response 
government aims to hold China\'s moves in check by increasing its 
ODA disbursements to these countries in an attempt to keep them 
in Japan\'s camp. 


The government provided the island states in the region with 30 
billion yen in grant aid and technical cooperation in the past 
three years. 


According to government sources 

a plan in the summit to increase ODA funds for measures to 
introduce an early warning system as a tsunami countermeasure; to 
offer technical assistance to contain SARS; to construct 
infrastructure; and to protect the environment. 


13) Kitashiro rebuts Koizumi again 
politics are not separate matters 


Column 3 
ASAHI (Page 2) (Abridged slightly) 
May 24 


The Prime Minister\'s Official Residence (Kantei) and Keizai 
Doyukai (Japan Association of Corporate Executives) have been 
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increasingly at odds over the organization\'s urging Prime 
Minister Junichiro Koizumi to halt his visits to Yasukuni Shrine. 
In reaction to Koizumi\'s rebuttal that business and politics were 
two separate matters 

Kakutaro Kitashiro said in a press conference yesterday: \"State 
policies 


In reaction 
disapprovingly in a press conference yesterday 
take a narrow view of things.\" 


VI hope the prime minister will refrain from visiting Yasukuni 
Shrine for the sake of good Japan-China relations 
corporate achievement or industrial gains 

also indicated that the business leadersY association would 
announce its stance on the Liberal Democratic Partys 
presidential election in September 

consideration the party's stance on diplomatic issues 

the Yasukuni issue. 


Doyukai and IBM Japan have been besieged with telephones calls 
and letters critical of the associations proposal. Despite that 
Kitashiro said: VA society where people can exchange diverse 
views is healthy. We will sincerely lend our ears to other views 

but we will not change our proposal. V 


Abe told the press conference yesterday: V'Doyukai should give 
serious thought to the prime minister's motive and other factors 
before making such a comment. Abe also said this regarding the 
observation that the Doyukai proposal would have an impact on 
Japan\'s policy toward Asia. 


\"Such a view is not totally correct. Basically 

relations with China and South Korea are at stake. Relations with 

India and ASEAN have deepened. One must not take a narrow-minded 
view.\" 


Meanwhile 
sorts of opinions. Some agree with me; others don\'t. Mr. 
Kitashiro understands my position very well. 


Koizumi had a dinner with business leaders on the night of May 17 
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in which Kitashiro said 
response 


14) Minister of Internal Affairs Takenaka declares that Council 
on Economic and Fiscal Policy has \"completed its role\" 


MAINICHI (Page 5) (Full) 
May 24 


By Daihaku Kasai 


At anews conference yesterday 

Heizo Takenaka remarked that the government\'s Council on Economic 
and Fiscal Policy (CEFP) has turned from driving force to a 

spectator 

an arena for it.\" Takenaka 

longer be a significant player in policy debates 

facto \"declaration of the end of the CEFP 

until now and has been given the status of control tower for 

reforms. 
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Takenaka stated 

about six months ago.\" He indicated that the nature of the panel 
changed since Kaoru Yosano assumed the post of minister in charge 
of the panel after the cabinet reshuffle last October. \"I think 

the role of reform engine has now been played by the (Liberal 
Democratic Party) 

Chairman (Hidenao Nakagawa) 


By emphasizing a shift in policymaking from the CEFP to the LDP 
Tanakena apparently is trying to criticize the way Yosano manages 
the CEFP. 


15) Lower House committee today begins deliberations on education 
reform bill; Gap in \"enthusiasm\" between the government and 
ruling camp 


TOKYO SHIMBUN (Page 2) (Excerpts) 
May 24 


The Lower House Special Committee on the Basic Education Law 
decided yesterday in a directors meeting to hold today a question- 
and-answer session on the governments bill to revised the Basic 
Education Law. About one week has passed since the bill was 
submitted to a Lower House plenary session on May 16. The ruling 
coalition managed to start deliberations at the committee. Since 
the question of whether to extend the ongoing Diet session 
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is absolutely necessary to pass the bill through the Diet 
yet to be resolved 

and ruling camp. 


Yesterday morning one committee director came down on Liberal 
Democratic Party (LDP) Secretary General Tsutomu Takebe 

VAre you trying to kill the bill?\" The director took this action 
because Takebe indicated in a speech on May 20 the possibility of 
carrying the bill over to the next session for deliberations 
extending the session. 


The education policy clique in the Diet 
Minister Yoshiro Mori 

Koizumi 

eagerness to pass the bill. 


Therefore they were counting on LDP members seeking the passage 
of the bill during the current session. If the LDP leadership 

including Takebe 

could go along with the prime minister. Mori and his followers 

then became nervous about Takebe\'s remarks. 


Takebe then told reporters: V'The government and ruling parties 
will make utmost efforts to see the bill clear the Diet." But the 
committee director said 

flatter the prime minister. V" 


The main opposition party Minshuto (Democratic Party of Japan) 
sees the discord in the government and ruling camp. 


16) Nokyo political group to recommend cooperative member as LDP 
candidate for next summer\'s Upper House election in defiance of 
Koizumi reform drive 


SANKEI (Page 4) (Excerpts) 
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May 24 


A backlash against Prime Minister KoizumiVs reform program has 
begun to appear in the selection of candidates for the next House 
of Councillors. The political arm of the Japan Agricultural 
Cooperatives (Nokyo) has decided for the first time to recommend 
a member as a candidate of the Liberal Democratic Party (LDP) for 
the next Upper House election 

Koizumi reform drive. Upper House member Hiroko Goto 
announced her withdrawal from the LDP Oita prefectural chapter 
after opposing the governmentVs postal-privatization legislation. 


Column 3 

The Federation of National Farmers Agricultural Policy Campaign 
Organizations (Noseiren) picked yesterday in a primary election 
Toshio Yamada of the Central Union of Agricultural Cooperatives 
(Zenchu) to recommend as a candidate on the LDP ticket. Yamada 
59 

Nouseiren executives and representatives of the nationwide 
agricultural cooperatives. He told reporters yesterday at a Tokyo 
hotel 

me 


Noseiren had recommended career officials of the Ministry of 
Agriculture 

Keishiro Fukushima 

election 

general of the Agriculture Ministry. 


17) Responses to US beef: Sukiya \"will not use;\" Yoshinoya \"will 
use 


ASAHI (Page 13) (Full) 
May 24 


The government is now likely to decide in June to resume US beef 
imports. In response 

operator of the Sukiya chain 

would not use US beef for the time being 

will not be guaranteed.\" 


When the government lifted its ban on US beef imports last 

December 

stressed that improved safeguard measures 

introduction of blanket testing 

for Japan to resume imports. He said: \"The condition of just 
asking (the US not to include specified risk materials in beef 
shipments to Japan) is far below safety standards laid in the 
late 20th century. The system should be changed.\" 


Yoshinoya D&C plans to put a beef bowl recipe using US beef on 
its menu 12 to 18 months after the government decides to resume 
imports 

its safety. Matsuya Foods Co. is carefully watching the 

situation 

that the company will never use US beef 

watching the situation.\" As it stands 

providers are taking different responses to US beef. 


SCHIEFFER 
65179 


The top-circulation 
(5/24): “Тһе prospects for Middle East peace talks have 
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become cloudy 

its ability to function as a negotiating partner. The PA 
is facing a severe budget crunch 

to pay the salaries of some 160 

month 

aid to the PA 

that organization\'s operating budget. Israel is also 
refusing to hand over the tariffs it collects on behalf 

of the Palestinians. This crisis has mainly been brought 
on by the intractable position of the Islamic 
fundamentalist group Натав.... The international 
community is facing a dilemma 

which is directed at Hamas 

people who elected them. It is understandable that the 
US 

the Palestinian people through the World Bank 

the Hamas government altogether.... 


VWith the power struggle in the Palestinian territories 
continuing 

security policy. In that event 

community will have no means available to promote peace. 
While Israeli Prime Minister Olmert will meet with 
President Bush soon 

is extremely unlikely. The Palestinian leadership must 
wake up to its responsibility and adopt a realistic 
approach.\" 


SCHIEFFER 


65180 

to try to use their new positions to raise their public 

profiles beyond what the president and his closest advisors 
can tolerate -- and expect that Armenian policy on key issues 
will remain absolutely unchanged. 

EVANS 


65181 

for Growth\" in March 2006 

problematic aspect of the situation in the Philippines 

is the tacit toleration of rampant intellectual 

property piracy.\" Furthermore 

prime regulatory body 

resources to enforce the laws on intellectual 

property." While CASBAA contends that the study was 
meant to be constructive 

negative spin on CASBAA\'s comments and described it as 
\"rebuking\" the NTC. Senior NTC officials 
Commissioner Solis 

embarrassed 

officials. Subsequently 
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three-way discussion with Emboffs 

officials to discuss next steps and identify actions to 
which the GRP would be willing to commit. 


5. (SBU) Commissioner Solis said that his main purpose 
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in attending the Roundtable was to listen to concerned 
stakeholders. He noted that his biggest challenge with 
respect to cable piracy is the NTOVs lack of mandate 
and unclear jurisdiction. While NTC has the ability to 
revoke or deny licenses to cable operators 

have the expertise or authority necessary to rule on 
whether there is infringement. As a result 

been working closely with the IPO for several months on 
a Memorandum of Agreement (MOA) intended to clarify 
these jurisdictional issues and outline procedures for 
alleged cable broadcast piracy cases. Solis expects to 
sign the MOA in June. 


6. (SBU) Under the MOA 

denying or revoking licenses while the IPO would handle 
infringement cases. Procedurally 

file an initial complaint of alleged infringement with 

the NTC. After registering the case 

forward it to the IPO for an infringement 

determination. The IPO would review the case and issue 
a recommendation to NTC advising on whether 
infringement exists and recommending any necessary 
sanctions to NTC. Solis assured stakeholders that NTC 
would abide by whatever recommendation IPO deemed 
appropriate. 


7. (SBU) CASBAA told Solis that the cable industry had 
been V'very heartened\" to hear positive news from the 
Philippines in recent weeks on cable and satellite 
broadcast issues. CASBAA noted that the judiciary is 
considering a major piracy case that could set the 
precedent for such cases. In addition 

encouraged by the fact that a local cable broadcaster 
Destiny Cable 
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after receiving a \"Cease and Desist\" order from the 
ΝΤΟ. CASBAA also said that the new MOA is very 
encouraging to the industry and \"fantastic news.\" 
CASBAA emphasized that it is seeking opportunities to 
dialogue with the GRP as well as new ways to work 
together 

a strong communications industry is at the heart of 
strong economic development. 


8. (SBU) Other cable broadcast representatives 
expressed similar sentiment with respect to the MOA 
but voiced concern over implementation 

the potentially lengthy processing requirements. NTC 
and IPO estimated that a case could take one to two 
years for processing. Solis added that V'in the 
interest of transparency and collaboration 

be willing to sit down with stakeholders and review the 
MOA before it is signed in order to identify potential 
issues. He could not offer any assurances that all 
suggestions would be incorporated 

could be useful to discuss some of these issues before 
the MOA is signed into force. 


9. (SBU) Solis assured stakeholders that he wants to 
see \"pay-tv flourish in the Philippines in the same way 
it is flourishing in the rest of Asia 

GRP) will have to do it within its means.\" CASBAA 
offered assistance in publishing data and statistics to 
visibly demonstrate the impact a growing pay-tv 
industry could have on the economy 

increased sales 

that any assistance is welcome and suggested that 
CASBAA might also want to lobby Congress on a draft 
bill (already submitted in the House) that would 
reorganize the NTC 

additional resources. In view of these developments 
CASBAA offered to provide training and technical 
assistance to GRP officials. 


10. (SBU) While the GRP has made progress on improving 
protection of intellectual property rights over the 

last year 

Special 301 Priority Watch List to the Watch List in 
February 2006 
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regulatory environment for cable and satellite 
broadcasters. This roundtable discussion brought 
stakeholders together with key policymakers in a forum 
where issues could be aired and discussion could turn 
to constructive ways to work together to solve 
problems. In particular 

lingering tension and mistrust between the two sides 
and all parties agreed to work together in concrete 
ways to improve the IP system. 


11. (SBU) The MOA has been under discussion for more 
than a year 

satellite broadcast industry was encouraged by NTC\'s 
assurances that it would be signed in the near future 
since taking concrete action against cable theft has 

been severely constrained due to jurisdictional 
ambiguities. The Embassy has frequently urged GRP 
officials to address cable signal piracy as part of its 
broader program to improve its IP regime. One of the 
items included in the USG\'s IPR Action Plan for the 
Philippines 

improved regulatory environment for cable and satellite 
TV broadcasters. Implementation of the MOA would be a 
significant step forward. 


65182 

fewer government workers 

range (about USD 8-10 million). The government hopes to fund 
the redundancy package and deficit through fiscal restraint 
selling off government assets such as its share in Westpac 
Bank of Tonga 

politically sees merit in easing monetary policy and 

softening the austerity program 

China to balance the budget and a soft loan to help 

repurchase Tonga\'s electricity utility from the Crown Prince. 
The Chinese Ambassador to Tonga warned that Tonga should not 
be overly optimistic about the availability of funds from 

China. It remains an open question how potential loans and 
grants from China would affect the ADB economic reform 
program in Tonga 

economy іп the long run. Development Partners" intend to 
meet with the Government of Tonga in June or July. End 
summary. 


TongaWs Plan to Get Its Fiscal House in Order 


2. (C) Tonga Finance Minister Siosiua VUtoikamanu told us 
May 15 that Tonga will be able to meet its wage obligations 
from last years strike settlement and balance its 2006/7 
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budget by reducing the government work force 

spending and selling off assets. The key step is 
implementing a redundancy package that will result in the 
voluntary separation of up to 1000 government workers 

than one quarter ofthe work force. As of May 15 

employees had expressed interest in taking advantage of the 
separation package. (Note: on May 16 

Australian and New Zealand officials that he had informally 
heard the number had increased to the 700-800 range.) The 
redundancy plan targets service employees such as clerical 
workers and drivers 

teachers and other workers in short supply. VUtoikamanu said 
older civil servants thinking of early retirement and younger 
employees who had decided to emigrate were two of the main 
groups of workers likely to take advantage of the plan. 


3. (C) The redundancy package will be expensive 
VUtoikamanu 

hear several senior and capable civil servants in the 

Ministry of Finance are among those planning to leave.) 
Nevertheless 

imperative for the long-term financial health of the Kingdom. 
Redundancy packages for 800 workers 

about T$34 million (USD 17 million). Some of the costs will 
be financed through an existing Asian Development Bank loan 
facility that Tonga has only partially tapped up until now 

with most of the remainder coming from the sale of the 
governments 40% stake in Westpac Bank of Tonga. VUtoikamanu 
said he is reluctant to part with Westpac 

governments most profitable investment 

choice. Discussions with Westpac management about selling 
half of Tonga\'s stake in the bank are ongoing 

Government plans to offer the remaining half of its shares to 
private Tongan citizens. After implementing the redundancy 
package 

T$16-20 million 

be covered by a mix of spending cuts 

the Westpac sale and 


4. (C) When the budget is stabilized 

reverse some cuts in services. Road maintenance has been 
badly neglected 

fuel. The government cannot let this situation continue. 
VUtoikamanu reaffirmed his commitment to Tonga\'s unpopular 
1596 consumption tax 

hodgepodge of import taxes. Going back to the import taxes 
he said 

commitments. Moreover 
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special interest exemptions (read: Royal Family business 
interests) and were easily avoided by those who knew how to 
manipulate the system or who to bribe. 


Western Donors Take Wait and See Attitude 
So PM Turns to China 


5. (C) VUtoikamanu understands why western donors have not 
rushed in to bail Tonga out of a budget crisis of its own 

making. Donors 

about how political and economic reform in Tonga will play 

out. This is a reasonable attitude 

economic reform won\'t work if the right political governance 
structures are not in place. V'Unfortunately 

VI cannot wait. | need to move forward on a budget package 
now.\" VUtoikamanu noted that PM Sevele asked China for T$12 
million in budget support when he met Premier Wen during the 
China-Pacific Island Countries Economic Development and 
Cooperation Forum in Fiji in April (refs A and B). 


6. (C) Sevele also asked Wen for a T$60 million (US$30 
million) soft loan that Tonga would use to repurchase the 
former national electric utility (now Shoreline) from the 

Crown Prince. VUtoikamanu insisted the latter is only a 
fall-back option. Tonga still hopes to find a foreign 

investor who could purchase Shoreline directly from the Crown 
Prince\'s investment group. VUtoikamanu acknowledged that the 
government needs to accelerate steps to limit Royal Family 
involvement in the economy 

aviation 

Unfortunately 

back most assets 


7. (C) China's Ambassador to Tonga 

us that Tonga made the two requests for assistance. Beijing 
has not yet given Tonga an answer 

Tonga should not be overly optimistic. Up to now 

all of Beijing\'s assistance to Tonga has been via RMB-funded 
projects 

Dateline Hotel. Hu questioned whether Beijing would be 
willing to approve hard-currency grants or soft loans 
although it is possible Tonga could tap into the planned RMB 
3 billion loan facility Wen announced during the Fiji 
conference (ref B). (Note: A frequently heard rumor in 
Tonga is that a Chinese entity gave the Crown Prince a 
personal US$30 million soft loan a few years ago. This loan 
was reportedly related to the Shoreline investment.) 


A Development Partners Meeting Planned 
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for June or July 


8. (C) At an informal Development Partners Meeting 

regarding Tonga held via video conference May 16 
representatives from the United States 

Zealand 

World Bank agreed that future donor assistance should be 
predicated on the governmentVs acceptance and adoption of the 
strategic development plan drawn up with the help of the ADB 
as well as progress on political reforms. Participants 

agreed that Development Partners should meet again soon 
face-to-face to review Tonga\'s economic and political 
environment and consider next steps. The meeting is expected 
to take place in NukuValofa in late June or July. An Embassy 
representative will attend. 


PM and Finance Minister at Odds Over Economic Policy? 


9. (C) Participants in the meeting expressed concern about 
Prime Minister SeveleVs purported attempts to influence 
monetary policy set by the Reserve Bank of Tonga (RBT). IMF 
officials later told us that Sevele put pressure on the Bank 

to lower its statutory reserves level 

request of the commercial banks. VUtoikamanu reportedly had 
to convince the RBT Governor not to resign over the PM\'s 
interference. VUtoikamanu has inquired about getting a loan 
from the ADB to strengthen the RBT 

conditionalities could force politicians to accept the Banks 
independence. Donors suggested instead that technical 
assistance from the IMF would be more appropriate. 
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10. (C) As noted Ref C 

different approaches to economic policy. According to New 
Zealand High Commissioner to Tonga Michael McBryde 

far more focused on social issues than the Finance Minister 
and is therefore reluctant to cut services or implement 
radical reforms which could negatively impact the poor. Some 
donors suggest Sevele is primarily focused on facilitating 
business 

insists 

work together. Tonga 

reform 

liked. 


The Public Has Its Say 


Column 3 


11. (C) The East-West Center\'s Sitiveni Halapua 

Chairman of the National Committee for Political Reform 

us economic issues are raised at every community meeting the 
Committee holds. The most vociferous comments are usually 
directed at the recently-instituted 15% consumption tax. 
Halapua said that while Sevele appears to understand the 
public\'s concerns about the difficult economy 

widely considered detached and tone-deaf to complaints. 
VUtoikamanu needs to do a better job explaining his policies 

to the public 

will eventually have to lower or otherwise modify the 
consumption tax to assuage public opinion. 


Comment - Plenty of Economic Challenges Ahead 


12. (C) The Government of Tonga appears to have done a 
reasonably good job maintaining a stable economy since the 
strike settlement. Despite the higher wages and increased 
budget deficits that resulted from the wage deal 

has remained under control and the Tonga ра\'апда has kept 
most of its strength. Inflation in March 2006 was 796 

from 5% in February 

pa\'anga has depreciated about 3% from pre-strike levels. 
This performance contrasts with repeated warnings from the 
ADB that the wage settlement could spark inflation rates of 
20% or higher. 


13. (C) Tonga is not close to being out ofthe woods 
however. Civil service wages 

2005/2006 budgetary year 

2006/7 as the second tranche of the wage agreement is 
implemented. Tight fiscal and monetary policy 
implementation of \'Utoikamanu\'s reform package 

deeply unpopular but appear to be economic necessities. 
Steps needed to limit the Royal Family\'s role in the economy 
are unlikely to take place until far-reaching political 

reforms are put into effect. 


14. (С) Tongavs effort to obtain Chinese financial 
assistance has an interesting ADB twist. We are told China 
is the ADB\'s biggest borrower. If China should provide a 
loan or grant to help Tonga climb out of its self-imposed 
fiscal mess 

donor 

important political and economic development goals. 
Bail-outs from China or other donors might ease Tonga\'s 
economic pain 

problems created by the strike settlement or resolve the 
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inherent conflicts caused by pervasive Royal involvement in 

the economy. Easing the economic pain without meaningful 
restructuring could also reduce the impetus for real 

political reform. It remains to be seen whether PM Sevele 

will be willing to persevere with the difficult and often 

unpopular actions needed to keep Tonga\'s economy on a solid 
footing. 


DINGER 
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Abroad for Families and Employees\" (SAFE) 

certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 
is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand αἱ this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions 

have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations 

country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

increase in violent and petty crimes 

non-confrontational in nature. However 

assaults 

and thefts occur countrywide but primarily in the large cities of 
Auckland 

especially aware that street crime 
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is a daily occurrence in these cities. Common sense precautions 
should be taken 
opportunity. 


e. (SBU) Generally 

the world drug situation; however 

Zealand has been utilized as a transit point for shipments of 

Ecstasy 

New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however 
precautions so as not to become a target of opportunity. 


ϱ. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however 

can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However 

hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones 

sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State DepartmentVs 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements 

Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000 
hours/day). 
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addressed audiences on fundamental religious and 
philosophical issues in Islam 

Turkmenistan. In the coming year 

Younis\' visit by organizing workshops on Islam in America 
and religious freedom issues throughout Turkmenistan 
benefiting also from periodic visits of regional USAID 
religious freedom officer 

Turkmenistan\'s majority Muslim population. End Summary 
and Comment. 


Turkmenabat: Young Imam Stresses \"Solidarity\" of Faiths 


2. (SBU) In Turkmenabat on March 25 

Lebap Welayat\'s head imam and approximately fifteen \"ak 
sakal\" (white beard or traditional) leaders of local and 
regional mosques. Seated at a table outside the 

relatively new Turkmenabat city mosque 

engaging presentation about what it means to be an 
American Muslim and the need for Muslims everywhere to 
better understand Islam in order to rebut the 
misappropriation of Islam for violent purposes. He 
discussed the daily life of Muslims in America 

on the activities of Muslim youth 

ethnic composition of the 6-8 million Muslims in America 
(30% Arab 

converts). He explained that there are no conflicts 
between Muslim communities in the United States: they are 
100% Muslim 


3. (SBU) Under the watchful eye of our GOTX minder 
29-year old head imam 

studied theology at Turkmen State University 

obviously prepared government talking points about the 
\"solidarity\" of all denominations and ethnicities in 
Turkmenistan while the others remained silent. At one 
point 

and that people practice many different religions - even 
that there is a fear of religions on the government 

level. He said he uses some Arabic at the beginning of 
the khutba (sermon) 

youth look to the elderly on how to behave 

keep the peace. The imam (proudly) noted that President 
Niyazov has a policy of sending 180 Turkmen Muslims on 
the haj to Mecca each year (Note: the number that will 

fit on one Turkmen Air Boeing). When 

enthusiastic prodding 

his recent experience at the Haj 
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short. Younis expressed surprise that in a culture that 
respects age 

that he would feel comfortable interrupting his elders. 
Following the meeting 
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prayed 
entry. 


Mary Mosque: Ruhnama Room and a Scepter 


4. (SBU) In Mary city оп March 26 

Mary Welayat\'s head imam and ten local ak sakals. Again 
the imam controlled most of the conversation. Perhaps 
because he was older and less afraid than the 29-year old 
Lebap imam 

is practiced in America -- including the propriety of a 

recent service conducted by a woman 

Wodoud 

York. (Comment: Younis was surprised that the imam was 
aware of this fact 

such issues. The imam asked the same question of USAID\'s 
religious officer during a September meeting. End 
Comment.) Ascending the minbar 

his carved wooden scepter (Comment: an unusual accessory 
for an imam) 

readings of the Friday prayer in Arabic. The imam also 
told Younis that he read the Ruhnama during Friday 
prayer. Generally 

points on solidarity offered in Lebap. He showed Younis 
and embassy officers the large \"Ruhnama Room\" in the 
mosque 

in which the Koran was located. He did add 

number of positive comments about the president and his 
spiritual and social guide 

a verse from the Koran to the imam and the elders noting 
that one should beware of the day of judgement if issues 
dear to the heart were not taken seriously 

did not react. After the meeting 

outrage at the pin with the presidentVs profile worn by 

the imam and the number of pictures of the president in 
evidence in the mosque. The imam was overheard by a 
local employee quietly asking our GOTX minder if what he 
said to Younis was acceptable or whether he had made any 
missteps. The GOTX minder applauded the imam\'s 
presentation as reflecting the correct opinion. 


5. (SBU) At the American Corner in Mary 
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addressed 25 USG alumni on \"Faith and Civil Society 
Development and Community Service 

develop volunteer activities in their community in 
Turkmenistan. This led to a lively discussion on Islam 
in Turkmenistan 

understanding of Islam and its role in their lives. 
Younis then visited shrines of two of the companions of 
Mohammed 

rarely visited by tourists. The shrines included marble 
sarcophagi inscribed partly with Kufic Arabic script. 
The local religious leader responsible for the shrine 
who studied theology in Turkey 

addition to Turkish 

was hosted at lunch by the director of cultural 
preservation in the welayet. 


Meeting with DCMs from Islamic Countries 


6. (SBU) At a March 27 DCM-hosted lunch with DCMs and 
Charges from the embassies of Pakistan 

Arabia 

impressions of Islam in Turkmenistan. He asked the 
others if they too were outraged by the presidentVs 
policies 

Most were in agreement. The Pakistani DCM 

suggested that there was little in the book that touched 
on religious topics 

violation as Younis suggested. The Pakistani DCM noted 
that Turkmen did not begin practicing Islam until 1992 
and he believed that the Turkmen Muslims are not taken 
seriously as Muslims by the world Muslim community. 
Nevertheless 

efforts to engage the president and the population on 
providing more education on Islam. All demurred 
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suggesting that economic and geostrategic issues and 
their inability to influence the president made the task 
impossible. The Saudi DCM thought that President Niyazov 
was using the legitimacy of Islam for political purposes 

to ensure that he would not be overthrown by his people. 
Only the Libyan representative claimed that one of his 

staff had distributed translated Islamic material 

secretly. Both the Libyan and the Saudi said in Arabic 


SIPDIS 
which Younis translated after the meeting 
policies were partially to blame for the situation in 
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Turkmenistan. Referring to Georgia 

explained that there was a conspiracy to keep the region 
weak. The Saudi DCM was positive on what the United 
States was doing to pursue human rights. He hoped there 
would soon be an opportunity for Saudis to provide 
education on Islam. At this point 

sardonically commented to a local employee 

| hope not! They [the Saudis] should not be allowed here 
nor should they provide such `пер\' in my country. V 


Dashoguz: Only one Type of Islam Here 


7. (SBU) In Kunya Urgench near the northern city of 
Dashoguz on March 28 

showed him the historic monuments. During lunch 

struck up a conversation in Arabic 

discomfort of the MFA minder. The relatively young imam 
had attended theological studies in Ashgabat 

and Tashkent. He told Younis that he wished to be more 
of a spiritual leader than the tour guide the government 
had made him. When Younis asked him about how many 
schools of Islam (Hanafi 

the region 

wink and a nod 

here 


8. (SBU) On March 29 

specialists from the Ministry of Foreign Affairs 

Ministry of Internal Affairs 

Security and scholars of the Institute for Democracy and 
Human Rights on terrorist financing. He described the 

role his organization 

played in communicating the interests of Muslim Americans 
to the USG and security concerns to the Muslim American 
community. Participants eagerly questioned Younis about 
his opinion on topics ranging from the Afghani who 
converted to Christianity to the number of women working 
in his organization. Younis and embassy officers 
accompanying him agreed the meeting stimulated one of the 
most frank and open discussions of the visit. 


Minority Religious Groups: The Pluralism of Protection 


9. (SBU) Addressing minority religious groups 

Bahais 

Catholic Church 

Younis discussed the \"Pluralism of Protection." He 
explained that at the time of Muhammed 

faced reprisals when they began to adopt the theology of 
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Islam 

religious groups. The group of Muslims in power in 
Medina developed a constitution that protected the 
pluralism of the minority religious communities. If 

anyone were to attack one group 

responsibility of all to protect that group. In this 

context 

society including citizens of many faiths. He encouraged 
the religious minority representatives not to wait for a 
crisis to begin interfaith dialogue 

cooperation on family values 

protecting the freedom of the entire community. Younis 
fended numerous questions from the audience on American 
Muslim life 

in demonstrations. He also discussed the Islamic concept 
of jihad (struggle) 

principles of democratic authority and defense. 
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10. (SBU) Younis discussed on March 29 the status of 
American Muslim women in a meeting with women 
representing various NGOs and professions 

which led to extensive questions on topics such as the 
dress and professions of American Muslim women. Younis 
also addressed a group of independent media and local 
journalists on V'Faith and free speech in regard to the 
recent controversy over cartoons with the Prophet 
Muhammed\'s depiction 

answering a series of questions on the spread of this 
controversy throughout Muslim countries. 


Comment 


11. (SBU) The GOTX minders throughout YounisY visit 
quickly shared their concerns about his interest in the 
Ruhnama to the MFA officials. This resulted in calling 
in the DCM to alert the USG that the GOTX might not be 
receptive of future visitors if Younis publicly 

criticized the Ruhnama 

reported at length the status of Islam in Turkmenistan 
and the role of the Ruhnama in religious life 

annual religious freedom report as well as the human 
rights report 

visit spurred discussion on the nature of Islam in many 
circles 

speakers on religious freedom. End Comment. 
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Politburo and no representation in the Central 
Committee 

Central Committee and no spot on the Politburo 
CPV member who works at the MFA told Poloff. 


6. (SBU) As in past Central Committees 
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the new Central Committee is extremely diverse. Sixty- 
three out of 64 provinces are represented 

the Central Highlands province of Dak Nong left out. 
Hoang Cong Hoan 

Province 

In March 

Politburo for \"signs of violations to the principle of 
centralized democracy and Party\'s working method\" after 
becoming embroiled in a corruption scandal and the 
embarrassing and expensive public failure of an 
infrastructure project. However 

feet: in spite of being sacked in Lang Son and losing 

his Central Committee seat 

chairman of the Central Committee-affiliated Commission 
for Management and Finance 

is a promotion from his previous job in Lang Son. 


7. (SBU) Hanoi has three representatives in the new 
Central Committee 

Trong 

Chairman of the Municipal People\'s Committee Nguyen 
Quoc Trieu. For Ho Chi Minh City 

Nguyen Minh Triet 

Quan 

Hai and Vice Chairman of the People\'s Committee Nguyen 
Thien Nhan were named to the Central Committee. 


8. (SBU) The \"election\" of the Central Committee went 
according to the CPV\'s plan. According to official 
sources 

(official and alternate) were nominated by the previous 
Central Committee; none of the two self-nominated or 33 
\"independent\" candidates nominated by other delegates 
at the 10th Party Congress succeeded. The failures 
included widely disliked Minister of Public Health Tran 
Thi Trung Chien and Vice Minister of Foreign Affairs 
Nguyen Phu Binh. 
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9. (SBU) The presence of alternates in the new Central 
Committee is important 

20 years the Central Committee has included alternates. 
According to local interlocutors 

successful mid-level officials 

membership in the Central Committee marks them for 
promotion in the future. The last time the CPV Central 
Committee elected alternate members 

alternates were already high-ranking officials. 

Alternate membership at that time was a form of 
recognition of achievement without real significance 
commented local observers. 


Politburo Structure: Narrow Victory for V'Conservatives V" 


10. (SBU) According to our interlocutors 

Manh\'s re-election reflects a narrow victory for 
conservative over progressive elements within the 
Partys Central Committee after a surprisingly tough 
battle. Ngo Cuong 

PeopleVs Court-affiliated Judicial Journal 

conservative elements favored the \"safe choice\" of 
retaining Manh in office for another term 

replacing him with challenger Nguyen Minh Triet from Ho 
Chi Minh City 

delegates attending the Party Congress. According to 
Cuong 

an incompetent and indecisive leader 

made him attractive to those in the Party who do not 
want a strong leader who might challenge the 
deliberative consensus-based decisionmaking process in 
the Party. Conservative elements within the Party 
favored the \"status-quo\" scenario 

insisted on having the Central Committee elect the 
Party Chief rather than adopt an alternative proposal 
to open up the Party Chief election to the entire 
Congress 


11. (SBU) According to Cuong 

elements were counting on the new Central Committee 
members to demonstrate loyalty to Manh 

VPersonnel Task Force\" recommended their selection by 
the previous Central Committee. The failure of any non- 
sanctioned candidate to win election to the Central 
Committee and the rejection of the proposal to expand 
voting for the Politburo to the entire Congress were 
victories for the conservatives 

National Assembly Vice Chairman (and failed candidate 
for the Central Committee) Nguyen Sy Dzung told Poloff. 
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12. (SBU) Party Chief Nong Duc Manh held off a 
challenge from Nguyen Minh Triet 

yield key State and Government positions to the so- 
called V'southern progressive factions" in the 
Politburo. This is a clear reflection of the current 
power struggle within the country's top institutions 
commented Prof. Ngo Van Hoa from the Institute of 
History. Among southerners coming out on top 
HCMC Party Secretary Truong Tan Sang 

Party Central Economic Commission in the previous 
Central Committee 

Member of the Politburo Secretariat 

position that is sometimes considered deputy to the 
Party Chief. Similarly 

has publicly endorsed Permanent Deputy Prime Minister 
Nguyen Tan Dzung (also from the south) to replace him 
as PM at the end of the ongoing National Assembly 
session. Finally 

Minh Triet is expected to become the State President. 
This represents a net gain on the Politburo for the 
supposedly progressive southerners 

as Party Chief means the status-quo conservatives 
maintain the upper hand 


Rank and File Thwart the EstablishmentVs Plans 


19. (SBU) When the CongressY votes for Central 
Committee members were counted 

and his allies had received a bloody nose. Two 
Government ministers 

Trung and Minister of Education and Training Nguyen 
Minh Hien 

Committee despite being nominated by the previous 
Central Committee 

confidence in their abilities among the Congress 
delegates. Party insiders said that both Hien and 
Trung were expected to be named to the new Politburo. 
The two ministers 

shortcomings and mistakes that took place in their 
domains that outweighed their Party connections and 
ideological loyalty 


14. (SBU) Trung\'s downfall involved the PMU 18 
corruption scandal (Refs G and H) 
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before the Party Congress opened. That case involved 
both the Minister and a Vice Minister of 
Transportation 

members of the new Central Committee 

expected to be promoted to Deputy Prime Minister. 
Trung 

because of the work he did in his position to 

facilitate the promotion of the central figure in the 
scandal. Though he escaped investigation and 
prosecution 

anger at his involvement in the scandal by withholding 
votes for him for the Central Committee. As a result 
he is likely to lose not just his elevation to the 
Politburo 

Party insiders to protect him. 


15. (SBU) The other V'missing member\" of the Politburo 
according to Prof. Hoa 

standing vice chairman of Hanoi Party\'s Committee and a 
protege of Hanoi Party Chief Nguyen Phu Trong. Trong 
currently heading the CPV Central Committee\'s 
Theoretical Council 

conservative ideologue and is expected to replace 
Nguyen Van An as Chairman of the National Assembly 
during the May-June 2006 session of the National 
Assembly. Phu was supposed to be elected to the 
Politburo 

Party Chief position. However 

majority of Central Committee votes and was thus left 
out of the Politburo 

the conservative Minister of Culture and Information 
who was elected to the Politburo 

replace Trong. With the absence of Hien 

Phu 

decision to elect 17 members. No other candidate 
received a more than 50 percent approval rating. That 
said 

expand membership to 17 later in the year. 


Choice of Manh versus Triet: Role of Le Hong Anh 
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16. (SBU) Echoing Cuong\'s assertion regarding Nguyen 
Minh Triet\'s popularity as the challenger to Nong Duc 
Manh for the position of Party Chief among delegates 
attending the Party Congress 
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Triet\'s chances of unseating Manh were good until 
Minister of Public Security Le Hong Anh 

strong powerbase in the Party and was the top vote- 
getter in the Politburo after Manh\'s coronation 

withdrew his support for Triet at the last minute. One 
government official 

of background 

Party Congress 

suddenly all the PMU-18 pressure on Manh goes away.\" 


17. (SBU) That official noted that Le Hong Anh is the 
lead official directing the investigation of the PMU-18 
case 

to Manh because PMU-18 employs several of his proteges 
including his son-in-law. Now 

have \"failed to reach the end of the trail because 
powerful figures have seemingly put a stop to them. V 
The official noted that soon after the conclusion of 

the Congress 

another meeting 

Oanh stood with a relaxed smile at a press conference 
side by side with his fellow investigators who 

confirmed that they are V'still on the same boat." Oanh 
had lost his ticket to attend the Party Congress 

well as his widely-expected election to the Central 
Committee and promotion to Vice Minister of Public 
Security 

case appeared. 


18. (SBU) Cuong and Hoa quoted other local observers as 
saying there appears to have been a significant change 
in MPS\'s approach to the PMU-18 case since the Party 
Congress 

Anh\'s attitude about it. Local observers say Anh 

is still relatively young at the age of 57 

to take a more important portfolio within the Party. 

They noted that for the first time 

to the new Politburo was made public in the order of 
votes each member received 

importance/top positions. Anh received the second 
largest number of votes of support 

received everyone's vote by virtue of already having 
been chosen Party Leader. 


Conservative vs. Progressive: Consider Corruption 


19. (SBU) Despite our desire to frame Vietnamese intra- 
Party politics as a competition between two well- 
defined factions 
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\"conservative/progressive\" labels have become much less 
meaningful. Cuong 

a senior journalist of Quan Doi Nhan Dan (PeopleVs 
Army) newspaper 

between progressive and conservative elements in terms 
of ideological belief and only a limited difference in 
terms of geographic origin. The only significant 
difference between them might be their attitude on how 
to promote national anti-corruption efforts and deal 

with corrupt officials and the speed they prefer for 
economic (and 

There exists acommon belief that current prominent 
southern figures like Triet 

been as involved in corruption cases and/or the use of 
corrupt officials 

for top leadership positions (although Sang lost his 
luster for many years because his oversight of HCMC 
during the heyday of mobster Nam Cam). For this 
reason 

insist on V'safe choices when it comes to personnel 
issues 

order to avoid \"disruption\" through overzealous pursuit 
of corrupt cadres 


20. (SBU) The Party is attempting to make the right 

noises on the subject of corruption. Speaking at the 
opening session of the 10th Party Congress in April 

Party Chief Nong Duc Manh made a shocking statement (by 
Vietnamese standards) 

of the major threats to the survival of the system.\" 

V'The degradation in terms of political ideology 

quality 

bureaucracy 
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civil servants is serious 


21. (SBU) Furthermore 

Khai said the Party will assign a Politburo member to 
be Deputy Prime Minister in charge of anti-corruption 
efforts. According to Ngo Cuong and Tran Nhung 
likely that Truong Vinh Trong 

Internal Commission chief and a strong voice for anti- 
corruption and Party reform 

position. Ngo Cuong 

Trong will be able to make much progress. Local 
observers who followed the Party Congress were 
disappointed that the Congress focused too much on 
reviewing 20 years of Doi Moi (economic renovation) 
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and failed to map out the political reform that is 
essential to the promotion of democracy and 
transparency and to efficient anti-corruption efforts 
Cuong asserted. He quoted former Party Chief Le Kha 
Phieu as saying that \"corruption is guarded by the 
perpetrators and even defended by outside sources. 
This really is a fierce battle in which 

win 

themselves. The slowdown in PMU-18 prosecution (in 
particular Gen. Oanh\'s rapid rehabilitation) suggests 
that anticorruption efforts will not be too radical. 


22. (SBU) Troels Vester 

enforcement expert in Hanoi for the UN Office of Drugs 
and Crime 

of the PMU-18 case may not have been a triumphant 
success from the perspective of crime fighting 

a devastatingly clear demonstration of Le Hong Anh\'s 
power over any Government or Party official 

including the General Secretary. Considering that: 
public sentiment is so clearly disgusted with public 
corruption; the main current mechanisms for 
investigating and prosecuting corruption now fall under 
the Ministry of Public Security; nearly every senior 
Government and Party official in Vietnam (or their 
families) is guilty of at least some corrupt activity; 

and 

commanding mandate in the Poliburo election 
amassed more power than any Vietnamese official in a 
generation 


Comment 


23. (SBU) Public Security Minister Le Hong Anh was the 
clearest winner in the 10th National Party Congress. A 
relatively low-profile member of the Politburo with 

ties to Nguyen Tan Dzung 

National Party Congress 

directing the investigation and prosecution of the PMU- 
18 case. Considering the smorgasbord of possible 
corruption investigations available to the MPS in 
Vietnam 

months before the Congress 

Manh proteges 

have been accidental. Weakened conservative 
northerners rallied around Manh 

yield both the State President and the PM jobs to 
southerners (in the past 

southerner) before they secured Anh\'s support for 


Column 3 
retaining Manh. 


24. (SBU) The drama of the 10th Party Congress may not 
be over. The Party took the unprecedented step of 
acknowledging that Anh received the most Politburo 
votes of any Central Committee member other than Manh. 
Listing Anh as number two in the Politburo 

normally accorded to the State President regardless of 
vote counts 

significant authority. His specific job title is not 

yet decided; he may stay as Minister of Public 

Security 

of National Security Committee head on the Politburo 

and oversee MPS or its successor agencies from there. 
And there is another possibility that is increasingly 
whispered about in Hanoi and HCMC: that Manh had to 
agree to step down early in his second term as the 

price of his re-election 

Muoi was forced to yield to Le Kha Phieu in 1997. 


25. (SBU) Regardless of what eventually happens to 
Manh 

a powerful force in Vietnamese political life 

after the 10th Party Congress appears to be more 
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personal and less geographic and ideological. End 
Comment. 


BOARDMAN 
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congratulate Prime Minister Nouri Maliki and his colleagues on 
persevering over many months with forming a representative list of 
Cabinet members 

is reproduced in Paragraph 3. Post delivered reftel demarche on May 
22 to the New Zealand Ministry of Foreign Affairs and Trade (MFAT). 


2. New Zealand has disbursed more than NZ $1.5 million (US $936 
in assistance to Iraq through the UN development fund for Iraq for 
the fiscal year 2005-6. It has pledged NZ $2 million (US $1.25 
million) in reconstruction assistance for the fiscal year. The 
government hopes to decide within the next two months how much 
assistance it will allocate for Iraqi reconstruction for the next 

fiscal year 

Africa Division. 


3. Begin statement by Foreign Minister Peters: 


Column 3 

The formation of a new government in Iraq after months of 
negotiations is a crucial step in the democratic process 
Minister Winston Peters said today. 


VI congratulate Prime Minister Nouri Maliki and his colleagues on 
persevering over many months with forming a representative list of 
Cabinet members 


The process of identifying ministers for the new Iraqi Government 
has taken five months 

parliament - the Council of Representatives - as provided for by the 
new Iraqi constitution. 


The new Cabinet was approved by the Council of Representatives over 
the weekend. 


V'This opens up for lraq the possibility of a positive future and | 
welcome the formation of the new government. Now its job will be to 
try to make that future become a reality." 


Iraq continues to face severe challenges in terms of internal 
security and in securing an economic foundation for the future. 
Problems remain in ensuring even the basis necessities of life are 
provided for many. 


\"Iraq\'s security challenges are partly reflected in the fact that 
appointees to the security 
to be found. 


V'It is vital to find the right people for these jobs and | wish Mr 
Maliki well in his ongoing talks 


End statement. 
MCCORMICK 
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forward for the people of Montenegro and a significant event 
for the entire region for its development and for the 
preservation of peace and stability." Moisiu also noted 
existing good relations and expressed hope for a deepening 
reciprocal cooperation 

for integration with the rest of 

Europe. 


2. (SBU) PM Berisha also hailed the results and expressed 
congratulations to Montenegrin PM Djukanovic. In a press 
release 

V makes our region more stable 

toward Euro-Atlantic integration. This decision 

Kosovo\'s final status -- its independence -- puts in the past 
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a region of wars 

and artificial federations and paves the way to a region of 
peace 

free minorities which work in friendship for their 
Euro-Atlantic future\". Berisha 

Albanians had voted overwhelmingly in favor of independence 
stated 

yesterday for the independence of their country and together 
with other Montenegrin citizens promoted change in the 
Balkans. | am convinced they will work with more devotion 
for the consolidation of democracy 

European future. V" 


3. (SBU) On Serbia 

realistic stance of the Serbian Government toward the 
Montenegrin peoples right for self-determination. | am sure 
Belgrade\'s attitude has aided SerbiaVs separation from its 
bitter past and helped its orientation toward the future the 
Serbian nation deserves.V Less gracious was former PM and 
Socialist Party General Secretary Pandeli Majko 

Vfinally 

Other politicians linked the referendum results to KosovoVs 
prospects for independence 

its relations with its neighbors on political will rather 

than dictate. 

RIES 
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along the same lines\" as the old Biokombinat plant. He 
explained that for that reason 

delay its efforts to get a vaccine production facility up and 
running. 


5. (C) Ramanculov stressed that there was little leverage to 
force Betta Star to drop anthrax vaccine production plans 
production would present no proliferation or public health 
threat. He thought there was a small chance that Betta Star 
might agree to do so 

activity that would be compatible with the firmYs expertise 
and equipment 

base. Ramanculov expressed willingness to help convey any 
proposals to Betta Stars shareholders 

with any USG group that visited Kazakhstan for dicussions. 
ASQUINO 
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Families & Employees (SAFE)V' or 2) have their agency certify 
to the State Department Bureau of Diplomatic Security that 
the employee has undergone equivalent security training. The 
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contact for this certification is Assistant Director of 
training 

clearance will not be granted for any traveler with planned 
TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 

DS RSOBangkok@state.gov. 


B. CRIME: 


- Crime is generally non-confrontational in nature. Criminal 
acts are usually crimes of opportunity such as 
purse-snatchings 

pocketing. Visitors should be especially alert in crowded 
buses 

should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


- Be aware of common scams and frauds (including credit 
cards 

at well-established and reputable businesses. Visitors 
should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 
it is illegal to import these products into the U.S. Be wary 
of common scams for jewelry 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized 

Police by dialing 1155. 


- Visitors are cautioned from visiting bars involved in the 
sex trade. Many of these operate illegally and clients can 
be subject to RTG law; they often charge exorbitant drink 
prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
frequent reports of victims being drugged and robbed or 
beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment 

overdosed 

C. TRAFFIC: 


- The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side 
opposite from the U.S. 

flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 
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D. TERRORISM: 


- The threat from transnational terrorist groups to the U.S. 
Mission in Bangkok is currently ranked high. Despite stepped 
up RTG efforts to monitor its borders 

porous and allow easy illegal access. Transnational terrorist 
groups 

utilized Thailand as a transit point. 


- The threat from indigenous terrorist groups is currently 
rated as low. There is no evidence to indicate that 
indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups -- including bombings of 
public places -- indicates a potential threat to American 
citizens. 


- The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia 

Thailand. Travelers to Thailand should therefore exercise 
caution 

such as clubs 

areas 


E. OTHER SECURITY TIPS: 


- Visitors should avoid making any pejorative comments about 
any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones 

safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


- Visitors should also be aware of the State Department\'s 
Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements 

via the Internet at http://travel.state.gov. DOD personnel 
must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 
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- In essence 

caution and be alert to their surroundings with regard to 
their personal security. Suspicious incidents/activities 
should be reported to RSO Bangkok (Tel. 02-205-4000 
hrs/day). On behalf of U.S. Embassy Bangkok 

have a safe and pleasant visit. 

BOYCE 
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of people. And those people are now here\" during the congress. 
People also chanted slogans in support of terrorist leader 
Abdullah Ocalan. Van Mayor (from AKP) sent flowers to the DTP 
congress (05/21 edition). 


OZGUR GUNDEM: A group comprised of members of Human Rights 
Association and Socialist Platform of the Oppressed People 

staged a protest activity in Adana to mark the International 

Week for People Who Disappeared Under Detention (May 17-31). 


OZGUR GUNDEM: Threatening letters have been sent to 18 
muhtars (headmen) of the villages in Van\'s Gurpinar district 

from unknown sources in Hatay. The headmen are from a section 
of Gurpinar which was evacuated in 1990s on grounds that people 
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did not agree to become village guards. For about a month 
displaced people were returning to their villages there. 
Reportedly 

letters. 


WILSON 
REID 
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Rajapaksa promised in his Presidential campaign. In 
response 

Chief Palitha Kohona asserted that the GSL had begun 
reviewing the outlines of such a proposal but offered no 
concrete details. Both interlocutors agreed on the 

importance of upholding human rights 

maintained that many allegations were \"exaggerated.\" During 
his meetings with Defense Secretary Gotabaya Rajapaksa (the 
Presidents brother and an American citizen) 

the GSL intends to investigate 

various \"players\" operating in GSL-controlled areas who may 
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be perpetrators. The Karuna faction is easier for the GSL to 
\"control\" than these shadowy \"players 

тау be working at cross-purposes with the GSL. RajapaksaWs 
admission that the GSL can \"control\" Karuna 

formal denial of links to the group. 


Co-Chairs Meeting 

5. (C) Тһе Co-Chairs are meeting in the wake of another spate 
of attacks in Sri Lanka 

LTTE military commander in the east 

INGO offices in Trincomalee and several barbaric murders 
including a family with young children in the north. It also 
comes immediately on the heels of an EU Parliament 
resolution 

the Tigers. 


6. (C) Our desires for the co-chairs meeting are 
straightforward - 1) get co-chairs united behind a plan to 
engage a wider range of interested parties 

Indians 

Canadians - among others - in efforts to curb illegal weapons 
shipments and shut down funding to the LTTE 

change Tiger behavior; 2) send a strong message that the 
Government must take steps to maintain law and order 
Tamil grievances and formulate a credible proposal for a 
permanent solution; and 3) explore possible confidence 
building measures to help pull both sides back to 
negotiations. 


Government 


8. (C) In Sri Lanka you will likely meet with President 
Rajapakse and Foreign Minister Samaraweera. They will: 


-- lament the current state of the ceasefire 

-- complain of LTTE atrocities 

-- demur on Government involvement in atrocities against 
Tamils (explaining that they would like to do more but cannot 
for a variety of reasons) and 

-- press for greater international community involvement in 
putting pressue on the Tigers to return to the negotiating 


table. 


9. (SBU) The following points are key for your meetings with 
these officials: 


-- You have the full support ofthe US. With that support 
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however 

decisions and make politically difficult choices 
interest of peace and its citizenry\'s well being. 


--The Government must investigate violence against Tamils 
committed in Government-held territory. How does the 
Government plan to move forward with investigations and 
importantly 


--The Government has shown admirable restraint in the face of 
recent LTTE provocations. That said 

to be reactive and has done little to establish a positive 

basis for a new round of talks. While LTTE atrocities have 
given the Government a certain measure of V'moral high 
ground 

shown. 


--It will be important 

Government to propose a credible 

problem. It is not enough to simply state what is or is not 
acceptable 

a negotiating stance; you have an obligation to your people 
and the international community to show a way forward out of 
this impasse. 


- While you clearly cannot will the LTTE to follow 

send a clear message to the Tamil community that there is a 
way forward and help them exert pressure on the LTTE to 
return to negotiations. 


LTTE 

10. (C) The LTTE does not appear interested in a return to 
talks at this time and has not responded to positive 
incentives (increased aid possibilities) of the past four 
years. LTTE goals have not changed (a separate state) 
though international respectability has been a potential 
source of leverage in the past 

in their current calculus. It is imperative that the 
international community seeks ways to implement negative 
incentives against the Tigers (the weapons and funding 
interdictions mentioned above) to convince them of the damage 
of their negative behavior to their cause. 


11. (C) With regard to the LTTE 

need to clearly show our ire at LTTE behavior 

rein in their ability to procure weapons and funding. You 
should also make clear that if they renounce violence in word 
and deed 

the international community 

the change and act accordingly. You should also press on the 
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Government to fulfill its responsibilities to its Tamil 

citizens 

the security of all Sri Lankans. During your meeting with 
representatives of the Tamil community 

chance to explore Tamil grievances 

alternatives to the LTTE and potential pressure points that 
can be leveraged against the LTTE. 

USAID 

12. (U) USAID/Sri Lanka\'s goal 

and democratic Sri Lanka 

million 

competitiveness of key industries in the global marketplace 
improve youth job skills 

governance and citizen participation in the political process 
and improved social and economic integration for 
disadvantaged groups. 


13. (U) Under Tsunami supplemental funds 

USD 34 million in Office of Foreign Disaster Asssistance 
(OFDA) emergency grants and USD 77 million in rehabilitation 
and reconstruction activities. These include development and 
implementation of signature infrastructure (Arugam Bay Bridge 
in the east 

schools in the south and east) 

scale infrastructure 

assistance to increase the financial and service delivery 
capacity of tsunami affected local governments. Community 
and private sector consultations and coastal zone management 
are integral parts of the program as well. 


14. (SBU) Increasing violence has constrained USAID\'s tsunami 
recovery 

building activities in the Eastern province and 

extent 

Transition Initiatives project in Trincomalee was forced to 
suspend operations from April 26 to May 4 

concerns in the area. 


Security/Military 

15. (C) We continue to move forward with efforts to support 

the GSL\'s armed forces as a means of showing the Tigers that 
a return to war will not be painless. We are currently 

providing security assistance in the amount of USD 200 

for FMS C-130 parts and USD 1.4 million in excess defense 
articles of basic military equipment. The Sri Lankan Navy 

has submitted a letter of request for deck weapons 

vision devices 


16. (C) Our Office of Defense Cooperation believes the 
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following represent key Sri Lankan military needs: 


--Development of a National Military Strategy 
--Additional ships to establish control over sea-lanes 
--Enhanced maritime surveillance capability 
--Streamlined logistics and acquisition processes 
--Repairs to C-130s to increase air re-supply capability 
--Signed ACSA with US for quick logistical assistance 
--Joint US-Sri Lanka naval and ground exercises. 


17. (C) Post receives good support in the security arena 
within the limits of police training and resources. Support 
in traditional law enforcement functions is less effective 
due to a lack of capacity. Recently 

provide Anti-Terrorism Assistance Program (ATAP) training and 
we hope to continue this support. We would also like to 
reinstitute an International Criminal Investigation Training 
Assistance Program (ICITAP) 

Vresident advisor\" to Colombo to develop trainers and 
training. Just as the program was beginning to effect 
positive changes in the civil and human rights efforts of the 
police it was discontinued for budget reasons. Finally 
would like to sponsor community-policing education for the 
police and the civilian population 

foundered under the weight of police preoccupation with 
counter-terrorist activity. 


Econ/Amcham 

18. (SBU) As the Ambassador noted in a speech to the American 
Chamber of Commerce last January 

economic progress 

uncertainty surrounding the peace process has raised concerns 
among current and potential investors. While Sri Lanka 

suffered over USD 1 Billion in damage as a result of the 

tsunami 


SIPDIS 

donor community. Sri Lanka\'s economic growth rate did not 
suffer noticeably 

contribution of the tourism and fishing sectors (the two most 
heavily affected industries) to GDP 

growth in the construction industry. 


19. (SBU) Sri Lanka is a Millennium Challenge Account 

eligible country 

focusing on rural development 

projects 

medium enterprise development. Millennium Challenge 
Corporation is currently conducting its due diligence of the 
proposal and negotiating the compact terms. We hope to have 
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a concluded agreement by the end of the year. 


20. (SBU) The current government acknowledges the need for an 
open economy 

President and his allies are opposed to privatization of 
state-owned enterprises 

record losses 

give-aways 

subsidies for petroleum products 

budget 

predict Sri Lanka could spend as much as USD 2.2 billion on 

fuel subsidies this year. 


21. (SBU) You will address members of the American Chamber of 
Commerce at a luncheon (we are drafting a suggested speech). 
In addition to laying out our position on the peace process 

and the need for both sides to improve their behavior and 
performance 

for sound economic policy and the need for a positive 

investment climate 

solidifying any potential progress on peace. 


Public Diplomacy 

22. (SBU) You will encounter a largely positive public image 
of the US in Sri Lanka. While there are Sinhalese and Tamil 
hardliners who suggest we should do more 

Lankan opinion is favorable to the US 

the LTTE and its role as a co-chair. Recent statements by 
you 

here 

EU to ban the LTTE. 


23. (SBU) The media are 

unprofessional 

questions will come from the foreign media 

Reuters 

New York Times (stringer) and various Indian papers and 
wires. You should expect questions on what the USG is doing 
to pressure the GSL to stop support for paramilitary (also 
referred to as V'other armed groups\") groups 

questions about what the US is prepared to offer the GSL by 
way of support (military or otherwise) in the event a 
full-scale war breaks out. 

LUNSTEAD 
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public sector providing a social safety net. The largest 
outlay of new capital spending -- NZ $1.3 billion over five 
years -- is to cover the rising costs of road building and to 
speed up completion of major highway projects. For the first 
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time 

collects in gas taxes and vehicle registration fees 

according to Cullen. The health sector -- which accounts for 
21 percent of all government outlays -- will receive aNZ 
$750 million injection of new spending in each of the next 
four years 

billion (an 8.5 percent rise from the current year). Next 
year\'s increase in new health spending will be a slightly 
smaller boost than the current year\'s. 


4. (SBU) The budgets other big-ticket items fulfill the 

Labour Partys campaign promises from the September 2005 
election: More low- to middle-income families will receive 
support payments (called V'tax relief" by the government) at a 
cost of NZ $1.85 billion over the next four years. The 

budget also allocates NZ $1 billion over the next four years 

to pay for interest-free student loans. 


5. (U) Deals hammered out with Labour\'s support parties also 
increased appropriations 

of 1 

minister and the leader of New Zealand First. As a result of 
Labour\'s agreement with United Future leader Peter Dunne (and 
now minister of revenue) 

review of business taxation 

to be introduced in April 2008. 


6. (U) There are no immediate tax cuts 

or individuals 

(equivalent to 5.4 percent of GDP) forecast for the fiscal 
year ending June 2006. Cullen has designated some of the 
surplus to cover capital expenditures and contributions to 
the Superannuation Fund 

that is expected to reach NZ $10 billion in assets this year. 
Cullen cited a desire to prepare New Zealand to care for an 
aging population and an anticipated economic slowdown as 
reasons why there was no room for tax cuts. The budget 
surplus is expected to drop to NZ $5.8 billion in 2006-7 
after accumulating over the previous five years. 


Still no tax cuts 
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7. (U) Hoping to draw attention to Australia\'s recently 
proposed income tax cuts (ref B) 

Party labeled the New Zealand governments plan a \"Bondi 
budget" in reference to the famous Sydney beach. National 
argued that the lack of tax relief will accelerate an 
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existing brain drain from New Zealanders moving to Australia. 
An estimated net 20 

the year to April 2006. The Labour governmentVs resistance 
to tax relief was an issue in last year\'s election campaign 
and almost cost it the election. New Zealand's top tax rate 

is 39 percent 

New Zealanders who earn more than NZ $60 

$37 

when it was enacted by the Labour-led government in 2000. 
The New Zealand Inland Revenue Department predicts that 
increased government revenues may allow for tax cuts before 
the 2008 election. 


8. (U) Meanwhile 

that economic growth will slow to about one percent in the 

year to March 2007 -- a sharper downturn than Treasury 
predicted six months ago (ref C) -- due largely to the 

previously high New Zealand dollar 

gas prices and 

downturn gives Cullen justification for years of fiscal 
conservatism: Having stockpiled surpluses during five years 

of economic expansion 

spending as the economic clouds darken. V'The fool who spends 
on the upturn will find himself broke on the downturn 

Cullen told Parliament. Since 2000 

averaged 3.6 percent annually 

percent in 2004. Treasury expects growth to rebound in the 
year to March 2008 to more than 3 percent as the New Zealand 
dollar dips in value and spurs agricultural exports. 


9. (SBU) Economists see the 2006-7 budget as cautious and 
adding little stimulus to the economy. The government can 
increase spending because of the operating budget surplus and 
low government debt relative to GDP. Gross debt is expected 
to fall to 23 percent of GDP by June 2006 

of more than 60 percent of GDP in the early 1990s. The net 
debt level -- the government's financial assets offset by the 
gross debt -- should drop to 6.7 percent of GDP. When the 
government's pension fund is included 

exceed its liabilities. 


For defense and foreign aid 

10. (U) The budget sets aside NZ $72.8 million in new funding 
for defense operating expenses 

the governmentVs 10-year 

modernize New ZealandVs defense infrastructure and increase 
its military personnel. The budget also allocates an 

additional NZ $305 million for defense hardware for the next 
fiscal year 

billion capital replacement and upgrade project. The defense 
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appropriations for 2006-7 

equivalent to about one percent of GDP and compose about 2.5 
percent of all government appropriations. Septel will look 

at the defense budget in greater detail. 


11. (U) Official development assistance remains at 0.27 
percent of GNI this year but rises to 0.28 percent in 2007-8 
with assistance totaling NZ $1.4 billion over the next four 
years. 


Comment 

12. (SBU) Clouds forming over a fair-weather economy are 
giving the government some cover 

spending and refuses to countenance tax cuts -- even in the 
face of continuing budget surpluses. Proceeding cautiously 
to ensure economic and political stability 

playing to its core constituents with increases in social 
spending. However 

National\'s dire warnings that more New Zealanders may vote 
with their feet -- to Australia -- still could get traction. 

The budget also does little to address New Zealand's lagging 
competitiveness or long-term economic growth. More spending 
on the health sector 
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redistributes 

to be seen is whether a possible 2008 cut in the business tax 
will prompt businesses to boost capital investment and raise 
productivity 

economic growth. 


Budget forecast 


13. (U) Annual avg pct change 
March 31 
Actual Est. Forecast 


2005 2006 2007 2008 2009 2010 
Consumption 5.7 4.3 1.8 11 23 25 
-public (1) 5.2 5.9 5.6 22 39 34 
--private 5.8 3.8 0.7 0.8 1.9 23 
Investment 7.8 6.0 -4.6 -0.2 48 46 


Exports 39 0.1 1.0 5.6 5.0 3.8 
Imports 13.7 5.1 -1.0 -0.9 3.4 3.7 
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GDP 3.7 24 1.0 3.3 3.5 3.1 
Unemployment(2)3.9 3.8 4.7 47 44 45 
CPI inflation(3)2.8 3.3 3.4 2.4 2.0 2.0 


Current account 
--NZD million -11062-14462-13925-12188-1 1383-11035 
—-pctof СОР -7.4 -9.3 -8.8 -7.3 -6.5 -6.0 


90-day bank 
billrate (4) 69 7.6 7.0 6.3 6.0 5.8 


Spending (5) 
--NZD million 46234 50445 52254 55158 57973 60527 
--pctof GDP 30.6 31.9 31.8 32.6 32.5 32.4 


Revenue (5) 
--NZD million 52065 56652 56190 57781 59728 64157 
-pctof GDP 34.5 34.2 34.4 33.9 33.3 34.1 


Operating Balance (6) 
--NZD million 6247 8486 5768 4343 3561 5412 
—-pctof СОР 4.1 54 36 26 2.0 29 


Superannuation Fund (6) 

--end year 

NZD million 6555 10015 12739 15826 19335 23251 
-pctof СОР 4.3 64 8.0 9.4 10.8 12.4 


(1) Forecast for public consumption is influenced by 
government defense spending. 

(2) Rate in March quarter 

(3) Annual percentage change. 

(4) Average for March quarter. 

(5) Core Crown accounts; excludes some items such as Crown 
entities and state-owned enterprises. For year ending June 
30. 

(6) For year ending June 30. 

McCormick 
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Garcia. 


2. (U) Special Prosecutor Dennis Villa-Ignacio pledged to 
file a motion for reconsideration and said he was willing to 
elevate the case to the Supreme Court if needed. 
Villa-Ignacio called the decision a setback to government 
efforts to prosecute Garcia 

face plunder charges. Chief military prosecutor Col. Al 
Perreras said 

the perjury case will have any bearing on the more serious 
plunder case before the Sandiganbayan. 
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3. (U) In addition to three other perjury charges pending 
before the first 

anti-graft court 

stealing millions while he was AFP Comptroller (see ref B). 
The pre-trial phase of the plunder case is set to begin on 
May 25. Garcia was convicted in a court martial earlier this 
year on corruption charges and has been serving a two-year 
sentence at the PNP Custodial Center since October 18 
(which includes time served while awaiting trial) - see Ref A. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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pipeline and telephone fiber optics. Particularly worrisome 
he said 

Ossetia. 


2. (C) On May 23 

with a member of the Russian embassy in The Hague on May 22; 
the Russian diplomat had requested the meeting to raise a 
contract dispute with Georgia. Kouwenaar said he was able to 
use reftel points to push back on the Russian diplomat 

pressed for further information on these initiatives. The 

Russian diplomat was \"unaware\" of these initiatives 

he would request further guidance from Moscow. 


3. (C) Kouwenaar asked for Washington\'s views on Moscow\'s 
seemingly \"proactive\" approach to the South Ossetia donors 
conference. Polmiloff asked if the Russian embassy had 
demarched the Dutch on the possibility of moving the donors 
conference from Brussels to Moscow; Kouwenaar was surprised 
and said that issue was not raised during his meeting with 

the Russian diplomat. 

ARNALL 
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and asked for forgiveness\" for wartime wrongs. Vatican contacts 
tell us Pope Benedict\'s visit is likely to bolster Cardinal 

Stanislaw DziwiszVs status as the de facto head of the Polish 
Church. Among the subplots of the trip will be pressure to 
canonize the Polish pope right away. Pope Benedict is unlikely 
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to do so 

his larger goal - ensuring the future of a steadfastly Catholic 
Poland in the heart of Europe. End Summary. 


3. (C) Pope Benedict is not a traveler; his trip to Poland is 

the first foreign visit that he scheduled himself (the pope 

traveled to Cologne Germany for the previously-scheduled World 
Youth Day last year). This means that when he does go 
somewhere 

it is particularly important. The emphasis the Holy See is 

placing on this trip has been apparent in the extensive coverage 
of the lead-up to the visit in the Vatican\'s semi-official 

daily. The pope has also referred repeatedly to the upcoming 
trip in his public audiences 

for the occasion. Pope Benedict has reportedly been brushing up 
on his Polish 

heavy German accent. One American Vatican official told us he 
had been recruited to travel with other clerics to Radom and 
Warsaw this week to speak at a series of conferences on the life 
of Pope Benedict in anticipation of the visit. 


4. (C) In attempting to bolster the Polish Church 

two major goals: to pay tribute to Pope John Paul 

the Polish people in appreciation of their religiosity and 
cultural (Catholic) identity. As has been reported extensively 
in the media 

particular significance to the life of Pope John Paul II 
including his birthplace 

theme that Benedict will be \"walking in the footsteps\" on Pope 
John Paul Il. The second emphasis of the trip 

the Faith 

place on the Polish Church in the context of Catholicism 
generally 

V'The two goals are closely connected 

Banach 

explained that observers would hear this link clearly in the 
pontiff's speeches. We expect Pope Benedict to move from 
praising Pope John Paul and the country's culture and 
traditions 

memory of the Polish pope into action in their daily lives. The 
results of these efforts could have socio-political 
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ramifications; the pope hopes his tour will embolden the Polish 
Church to withstand and combat the growing secularism of Western 
Europe - at home and in the wider context of European society 

and culture (reftel). 


5.(C) The Vatican has kept a careful eye on the Polish-German 
angle of the trip 

guilt and reconciliation 

prominent attention in Vatican-based media. The Polish and 
German embassies co-sponsored a conference with former Polish FM 
Wladyslaw Bartoszewski and others addressing such issues 
promoting what press releases called the \"long 

fruitful process of reconciliation ' between the two countries. 
Speakers underscored the common commitment of Popes John Paul 
and Benedict to \"building a peaceful world based on reciprocal 
reconciliationV that was rooted in their very different -- but 

connected -- wartime experiences. Benedict himself said 

recently that only a \"providential divine plan\" would bring a 

German to the papacy after a Pole 

historical burden of Germany's role in WWII. 


6. (C) Looking at the Polish-German dynamic 

with us a noted 1965 pastoral letter from the Polish bishops 
conference to their counterparts in Germany in which the bishops 
\"forgave and asked for forgiveness\" for wartime wrongs. Тһе 
Poles asked the Germans for cooperation in helping to turn the 
page on the difficult era in the history of both countries. \"It 

was really an extraordinary document 

was not popular with some Polish nationalists and others 

was supported by then-Archbishop Karol Wojtyla (later Pope John 
Paul Il). According to Banach 

relations between the two Churches and peoples. He told us that 
events in both countries last year commemorated the 40th 
anniversary of the publication of the letter 

of reconciliation between the two countries. Banach said the 
pope hoped to build on this spirit during his tour and would use 
the letter as a focal point for doing so. 


7. (C) Banach said the pope would be careful to balance 
compassion for Jewish suffering with an acknowledgment of the 
heavy price the Poles paid during the war during his visit to 
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Auschwitz. That already-delicate balancing act isn\'t made any 
easier when you add to the mix a German pope who was briefly a 
member of the Hitler Youth -- albeit against his will. \"You 

can't ignore the fact that [the pope] is German 

Vbut at the same time 

Catholic Church 

dictated that the Vatican scrap a plan to have the pope offer a 
prayer for peace at Auschwitz in German; he is now slated to 
speak just Polish and Italian there. 


8. (C) Pope Benedict\'s visit may provide insight into current 
leadership in the Polish Catholic Church. In the lead-up to the 
trip 

leadership among Polish bishops; a few contacts here have said 
the same. Cardinal Jozef Glemp 

Churchman) has never had an imposing reputation in Vatican 
circles. VLetVs just say 

[making the announcement of the election of the new pope] 

was not one person in St Peter's Square who was thinking 'Glemp 
when they paused after \"Josephus\" 

here. When asked if the 76-year-old was simply tiring out 
contact smiled ruefully. V'He was born tired 

Surveying the Polish episcopate 

Zycinski [of Lublin] 

\"but only Dziwisz [the longtime secretary to Pope John Paul] 
stands out right now.\" 


9. (C) With the visit\'s emphasis on the legacy of the Polish 
pope 

expected to be a beneficiary of the papal events. Dziwisz was 
simply a rock star when he was created a cardinal at the Vatican 
in March. He was mobbed wherever he went - not only by the 
hordes of Poles in town for the event 

of the faithful from other countries. At a Vatican event at 

which Holy See personnel and the public could enter the 
Apostolic Palace to greet the new cardinals 

\"Princes of the Church\" attracted a crowd 

besieged. The room in which he welcomed well wishers overflowed 
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into the corridors to the extent that passers-by had trouble 
making it to the exit. V'ItVs like he\'s a second-class relic 
one contact said 

sanctity of objects that touched or belonged to saints. 
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10. (C) We would not venture any predictions on potential 
implications of the papal visit for Polish politics 

that Prime Minister Kazimierz Marcinkiewicz was here May 18 to 
meet Pope Benedict and other Vatican officials. Sources told us 
that he was here to go over trip-related issues 

added that he thought Marcinkiewicz was also looking for some 
good p.r. for Poland\'s governing coalition. Polish nationals 
working at the Vatican often praise Marcinkiewicz what they 
regard as his solid Catholic credentials and personal integrity. 
President Lech Kaczynski often gets more mixed reviews. Polish 
DCM Piotr батегек told us his Vatican contacts hadn't reacted 
much to Kaczynski\'s electoral victory last year 

Kaczynski had been touted as the more Church-friendly candidate. 
Some of our contacts allow that Kaczynski will resist what they 
regard as the deleterious influences of V'modernization and 
secularization 

more calculated than genuine. At the time of the Polish 
bishops quinquennial V'ad limina" visits to the pope and Vatican 
officials late last year 

also exhibited some mixed views. Samerek and others told us it 
was clear that the majority of bishops certainly preferred 
Kaczynski to presidential opponent Tusk 

they werenVt convinced of KaczynskiVs reliability on issues they 
judged particularly important. 


11. (C) Among the subplots of Pope Benedict\'s trip will be 
inevitable pressure from the Polish faithful for him to canonize 
the Polish pope right away. Pope Benedict fast-tracked 
consideration of Pope John Paul\'s case 

removing the many other obstacles that would make the process 
more lengthy. Benedict is unlikely to bend to the popular will 
but might pause to reconsider if he thinks such the move would 
help ensure the future of a steadfastly Catholic Poland in the 
heart of Europe. It is yet another issue creeping into a visit 
that is not as simple as it looks on paper. 

ROONEY 
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negotiations so important" Nor Shamsiah noted she has past 
experience from negotiations on financial services at the WTO 
and suggested that this was why she was chosen. However 

is noteworthy that the International Department had this 
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responsibility in Malaysia\'s other bilateral FTA\'s and that 
Governor Zeti apparently intervened to put one of her top 
officials in charge. 


3. (SBU) Nor Shamsiah expressed skepticism that Malaysian 
financial services firms could be competitive in the U.S. 
market. Thus she saw all the FTA benefits in this sector 
accruing to the U.S. side. When econ counselor observed that 
the U.S. market for Islamic financial services might be 
underserved and provide an opportunity for Malaysian firms to 
get their foot in the door 

be possible because of U.S. deposit insurance rules. 

Econoffs suggested that the diverse U.S. financial services 
market provided a variety of means for reaching out to 
potential customers. They proposed savings and loan 
associations 

federally chartered bank was not an option. Nor Shamsiah 
said she would like to hear from U.S. negotiators how 
Malaysian firms might be able to offer Islamic financial 
services in the U.S. She also wanted to know how the Federal 
government would bind the states in services where they 
retain regulatory authority 


4. (C) Comment: Nor Shamsiah is considered by many to be a 
future candidate for Governor of Bank Negara. She has 
significant government experience but lacks familiarity with 
the private sector 

Negara. She is personable and engaging 

supports the BankVs protection of Malaysia\'s domestic 
financial services firms and its use of its regulatory 

authority to advance the governments bumiputera policy (Ref 
C). Opportunities to pursue Islamic finance in the U.S. may 
be the most significant incentive we can offer to Bank Negara 
in return for opening Malaysia\'s market to U.S. firms. We 
encourage U.S. negotiators to come prepared to discuss this 
Islamic finance in detail at the first FTA round in Penang 

June 12-15. 


5. (SBU) Political and economic officers called on Choy Lup 
Bong (goes by Choy) Under Secretary in the Labor Policy 
Division of the Ministry of Human Resources to discuss 
arrangements for the first round of negotiations on the labor 
chapter. Choy 

Resources Fong Chan Onn on a visit to the U.S. 

Fong became aware on his trip that the FTA\'s labor component 
would require a significant effort from his Ministry. Choy 
indicated that Fong probably would provide a briefing to the 
National Labor Advisory Council (NLAC) 
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together representatives from government 

federations and labor unions 

Fong chairs the NLAC and may use this group to keep 
stakeholders informed as the negotiations go forward. Choy 
recommended that labor negotiations be held the week of June 
26 (instead of June 12 with the other ΕΤΑ chapters) to allow 
U.S. negotiators to meet with G. Rajasekaran 

General of the Malaysian Trade Union Congress (MTUC) 
Malaysia\'s largest trade union umbrella organization. 
(Comment: We concur with this recommendation. Rajasekaran\'s 
comments on the FTA will be influential with the public 
particular union members.) 


6. (SBU) Choy seemed very pro-U.S. for a Malaysian 
government official. He spoke effusively about Minister 
Fong\'s visit to Seattle 

of Boeing and Microsoft. 


Telecommunications and E-Commerce 


7. (SBU) Econoffs met with K. Anbalangan (goes by Anba) 
Acting Under Secretary of the International Communications 
Division of the Ministry of Energy 

who will be the lead negotiator for the Telecommunications 
and E-Commerce chapter. Anba said he had represented 
Malaysia in telecoms discussions at the WTO. He clearly had 
studied the telecoms chapters of U.S. FTAVs and raised a 
number technical questions about how they would apply to 
MalaysiaVs situation. However 

do U.S. firms want in this market? ' He pressed this point 
repeatedly 

commercial interest in this sector up to now 

negotiators should be moderate in their requests. 


8. (SBU) Anba gave the impression of being a tough and 
aggressive negotiator. He indicated he sees little scope for 
Malaysia to benefit from these two FTA chapters 

sees little incentive to be flexible in his approach to them. 
LAFLEUR 
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carried an editorial by an Omani columnist Awadh Baqwair on May 
16 entitled “Тһе Role of GCC in Preserving Security in the Gulf": 


VDue to the precarious security environment in Iraq 

regional stability is becoming a top priority for GCC countries. 
ССС countries keen on preserving stability in the region intend 
to enter into dialogue with Iran to this end 

the recent escalation of hostility between Iran and the west. V 
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2. \"Oman\" highlighted the first visit by а high-level Omani 
official to Libya in а Мау 17 editorial 
Enhance Cooperation with All Parties\": 


“Тһе Sultanate has always extended itself in support to other 
Arab nations 

initiatives in the region and to maintain mutual interests. To 
this end 

beginning of a new round of dialogue aimed at continuing the 
friendly relationship between the two countries and enriching 
business and exchange opportunities.\" 


3. The privately owned Arabic daily \"al-Watan\" (circulation 
42 
the region in Davos and Ambitions for a Real Reform\" on May 22: 


\"The Davos Economic Forum...should address the occupations of 
Iraq and Palestine... There are vital issues to discuss -- 

poverty 

pollution 

development - more important than merely seeking influence on 
political systems. When some great countries seek reforms 
need not call for conferences and summits; internal reform needs 
a complete domestic vision that accommodates the needs of all 
sectors of society. Reform cannot succeed if it is pushed from 
outside or done under the lashes of external pressures. The 
Middle East yearns for stability and peace 

reform to the policies that bring foreign military bodies to 

occupy Arab lands.\" 


GRAPPO 
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technology. The hapless official was reportedly 
subsequently dismissed. 


Residents Cite Economic Benefits 


6. (C) Residents near the railway head in Golmud were 


Column 3 

largely supportive of the new line that will connect 
their city of 270 

Muslim residents 

area 

more rapid development and bring new economic 
benefits 

residents also predicted that improved transportation 
infrastructure resulting from Golmud\'s elevated status 
as a national railway hub will lower the price for 

goods transported from other parts of the province and 
country. Local residents highlighted the positive 
developments already seen in Golmud over the past 
couple years. The city\'s recently renovated airport 
currently only one of two in Qinghai Province 
demonstrates the increasing attention that the local 
rovincial and even central governments are payig to 
this previously downtrodden and remote city 

asserted. 

RANDT 
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organizations\" are formed when a group of Chinese citizens 
come together for a defined activity (foreign social 
organizations are not allowed (Ref B)) and closely align 

with the traditional definition of NGO. V'Non-professional 
institutions\" are private schools 

social science organizations (foreign social organizations 
are not allowed). \"Foundations\" are organizations that 
disburse funds for social projects (foreign foundations are 
legal). All three types require a government department or 
mass organization to serve as a sponsor and monitor and are 
required to register with the Ministry of Civil Affairs. 


3. (SBU) According to the Guangdong Province Department of 
Civil Affairs there are 19 

sub-registrations at the municipality level). Of these 

9 

institutions 

important to note how broad the definition of NGO is in this 
context. 'NGOsY in this context include sports 

associations 

associations 

vernacular 

same way as a charity program for disabled people. A large 
number of these organizations appear to be government- 
organized NGOs (GONGOs). It is hard to have an accurate 
estimate of how many of each type of NGO there are because 
the municipal and provincial Civil Affairs authorities all 

stated that they do not have that kind of information 

available. Anecdotally 
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commercial/industrial federations seems to be quite large. 


GONGOs? Neither Government nor “Real NGOs\' nor Any Other 
Part Belonging to Civil Society 


4. (SBU) The decision by the central government in to 
outsource some of its poverty alleviation programs to NGOs 
has been widely reported (Ref C) but does not indicate an 
upcoming liberalization for NGOs. In coordination with the 
Asia Development Bank 

competition for NGOs to compete for funding to implement 
poverty relief projects and results were announced early in 
2006. While the World Bank had held similar events in the 
past 

government. Local papers trumpeted that this represented 
government recognition of NGOVs function in society and that 
it was probable that the program would soon be expanded. 
While this represented a breakthrough in the government's 
willingness to fund other organizations 

program show this was more of a modest step than a great 
leap forward. 
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5. (SBU) Only fully-registered NGOs were allowed to apply 
and foreign NGOs had to have a domestic partner in order to 
apply. Currently 

sponsoring government department and the Ministry of Civil 
Affairs in ordered to be fully-registered. Registration 
procedures are so strict that only the most well-connected 

or government-based NGOs (GONGOs) are able to register; in 
fact 

NGOs are legally registered 

those potentially eligible to apply. 


6. (SBU) With one exception 

government funds appear to be GONGOs. GONGOs are legally 
registered 

government department or a mass organization. Mass 
organizations are organizations such as the Women\'s 
Federation 

Trade Union. Their goals are to advance their target 

group's interests and support Communist ideology. One 
recipient 

founded by the Communist Youth League. Another 
Research Association for Women and Family 

offshoot of the Shaanxi Women\'s Federation. GONGOS are 
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frequently staffed by current or former members of the 
government or Party and often receive material assistance 
from their parent organization (Ref D). While many GONGOs 
are capable of providing government-style services 
(educating teachers 

information to target populations) they 

have general public education programs 

or do other activities that help to build a civilian base 

or what one would argue is ‘civil society.V 


Commercial Federations by Any Other Name Would Not Smell as 
Sweet 


7. (SBU) In the fall of 2005 

Guangdong Civil Affairs Bureau 

Promotion of NGO Development was founded. The Association\'s 
Secretary stated to the local press that the Association\'s 


SIPDIS 

aim was to defend the rights of NGOs and improve links with 
the government. This is a noble goal 

unable to register due to the onerous regulations. However 
in reality this is an organization started by commercial 
federations (who are officially counted as NGOs) to create 
an acceptable alternate organization for the benefit of 
commercial federations 

to have a government sponsor in order to register. Under 
current law 

full registration process as a social organization and are 
trying to develop a backdoor that will only be applicable to 
them. 


8. (SBU) According to one provincial MCA official 
commercial and industrial federations are the fastest 
growing sectors of the 'NGO community.\ In meetings with 
municipal and provincial MCA authorities 

cited examples of commercial federationsY activities 

drew a blank when they were asked about what kind of work 
social-service NGOs did. While more liberal NGO legislation 
has been promised for many years 

that the most likely change would be for business social 
organizations 

South China 


Comment: By a Name | Know Not How to Tell Thee Who | Am 


9. (SBU) Comment: These three examples briefly show the 
pitfalls in trying to reconcile Western definitions with 
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Chinese usage. The question of what is a NGO is a lively 
topic in academic circles; one researcher stated that if an 
independent 

registration it is no longer is a 'real NGO\' because of the 
perceived level of state control. Donors bemoan that 
unregistered NGOs do not look attractive because they can 
not have legal status or official bank accounts. Others 
argue over whether it is more important to perform a 
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charitable service (i.e. build a school) 

do 

consciousnessV. Chinese regulations have created a 
structure in where the vast majority of registered 'NGOs\' 
appear to be GONGOs or commercial 

associations. What westerners would consider traditional 
NGOs are mainly pushed to the side and forced to operate on 
the margins while GONGOS grab the spotlight. The reality 
here is that the Chinese media and official figures only 

paint a distorted view of what is happening in the NGO 
community here in South China - no matter how you define a 
NGO. End Comment. 
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Consul General and Congenoffs visited Zhangzhou Prefecture 
in southwest Fujian Province. After official meetings in 

the city Congenoffs requested to visit a neighboring 

Catholic church they had seen the day before. Foreign 

Affairs officials took the group to see both the 

Catholic Church and a nearby Protestant Church as well. 


Zhangzhou: Capital Z Rhymes With P 


3. (U) In the heart of Zhangzhou city a giant white Catholic 
church towers above the treetops of a city park. From a 
distance 

church with three domed towers topped with golden 
crucifixes. From closer up 

modern billiard parlor occupying the first floor of the 
building. 


4. (U) Arriving unannounced at the gate of the new edifice 
Congenoffs were met by a groundskeeper who answered 
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questions and gave the group a tour ofthe chapel and its 
grounds. The sanctuary is a large 

structure with a single level of seating 

area for the priest and worship leaders to lead masses. 
While simple in decor 

holding a statue of Christ 

the cross. A large number of prayer books were stacked in 
the rear of the church. The ornate cathedral-cum-pool hall 
was only completed in 2004 at a cost of RMB 2.5 million (USD 
312 

congregation it services is not. 


Not Exactly Gutenberg\'s Printing Press 


5. (U) The 1 

previously worshiped in a nearby church built in the late 
1800s. That building served as the congregation\'s home 
until the Cultural Revolution when it was converted into a 
printing factory. The building later returned to the 
congregation in the 198085 and was used as a church until 
the early 200085 

designated for a new building development. The land that 
the current church is built was obtained in a land swap. 
When the church was razed to make way for a modern building 
the Religious Affairs Bureau (RAB) arranged for a land swap 
and assisted the congregation to obtain needed permits for a 
new church. 


6. (U) Church leaders 

Shanghai 

contractor who built the facility. An amount offset by the 
RMB 200 

the first floor billiard parlor. The church has received no 
financial assistance from the government and has paid for 
the church from its own resources 

caretaker. 


Salvation Versus Army 
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7. (U) Not far from the opulent Catholic facility is a 

smaller 

building sits on the corner of two small streets 

by a black wrought-iron fence. A plaque on the front of the 
church indicates that the Dongbanhou Church (named for the 
neighborhood in which it sits) was built in 1918. A local 
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groundskeeper told Congenoffs that 1 
worship at several services each week. 


8. (U) Like the neighboring Catholic church 

services in the building were suspended during the Cultural 
Revolution. During that time 

headquarters of the area\'s Red Army contingent. 


Comment: Registered Churches Thrive Amidst Tolerance 


9. (U) Religious regulation is China varies by jurisdiction 

and by who heads the local office. Fujian Province appears 
to be less strict than Guangdong Province 

due to Guangdong\'s proximity to Hong Kong and the Falun Gong 
community based there. However 

the RAB operates at different levels of control and 
cooperation with religious institutions. Zhangzhou appears 
to be a place where assistance to churches has been 
facilitated 

the willingness of the churches to not stray from the 
government-organized church program. The prominent location 
of Zhangzhou\'s new Catholic Church is a reflection of this 
cooperation. Area Catholics in Zhangzhou are not forced to 
go to secret underground churches 

largest 

of religious choices is certainly not yet available to the 
residents of Zhangzhou 

this thriving 

Likewise 

well-cared for ninety-year-old Dongbanhou church. Perhaps 
one day soon 

pool hall. 
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Taiwan\'s biggest daily 

\"U.S. Defense Department Report on Military Power: China\'s 
Increasing Military Buildup Threatens Regional Balance.\" The 
pro-status quo \"China Times 

thirteen with the headline \"Most Senior U.S. Official to Visit 
Taiwan in Six Years; Deputy Trade Representative Will Talk about 
Free Trade Agreement.\" 


2. In terms of editorials and commentaries 
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pro-independence \"Taiwan Daily\" urged Washington to sign a Free 
Trade Agreement (FTA) with Taiwan as early as possible. The article 
asked Deputy U.S. Trade Representative Karan Bhatia to define the 
so-called \"status quo\" across the Taiwan Strait 

will be marginalized and the \"cross-Strait common market\" will 
become the status quo after 2008 if Washington fails to sign an FTA 
with Taiwan immediately. An editorial in the limited-circulation 
pro-independence 

said Taiwan can learn from the recent successful case of Montenegro 
independence. End summary. 


А) “Мг. Bhatia 
Taiwan Strait?\" 


Tsai Pei-chuan 


SIPDIS 
pro-independence \"Taiwan Daily\" [circulation: 100 


\"Deputy U.S. Trade Representative Karan Bhatia is scheduled to visit 
Taiwan May 24. The U.S. government constantly orders Taiwan to 
\'maintain the status quo 

China has seriously sabotaged the status quo. | want to ask Mr. 
Bhatia: Since the Vstatus quoY is changing like running water 
which year\'s Vstatus quo\' does the United States refer to? Is it 

the Vpolitical status quo 

status quo\'? If the United States does not want to take precautions 
and approve a VTaiwan-U.S. Free Trade Agreement" as early as 
possible 

like this: Given the fact that Taiwan will be marginalized and has 
nowhere to go 

[mechanism] across the Taiwan Strait 

Vone country 

the future and attaches great importance to the current situation 
can it succeed in maintaining the real status quo. ... 


\"The \'status quo\' is as unfathomable as running water and drifting 
clouds. The United States should pay attention to Vreality 

the fact of Taiwan\'s seriously tilted economics into consideration 

and take the right remedial steps based on its strategic 
considerations. It should sign a VTaiwan-U.S. Free Trade Agreement\' 
within one year and establish a VTaiwan-U.S. Free Trade ZoneY so as 
to save TaiwanVs declining economic situation in time and meet the 
common interests of the United States and Taiwan. If the U.S. 
remains myopic and irresolute and misses the best opportunity 
Vstatus quo after 2008 will be a Vcross-Strait common marketV and 
Vone country 

form 

from the Western Pacific. This is something Mr. Bhatia should 
ponder. ...\" 


Column 3 
B) V'Montenegro Offers Lessons for Taiwan\" 


The pro-independence 
20 


\"The narrow approval by the majority of the people of Montenegro of 
a referendum to formalize separation of the small republic of 

650 

the role of a high threshold on national referendums that could 

alter Taiwan\'s status quo or strive for international recognition 

for our independence. ... Given the complexity of Taiwan\'s domestic 
politics and the sensitivity of our external situation 

that the threshold for national citizen referendums on similar 
questions in Taiwan must meet a similar standard if the results are 
to convey a legitimacy with a majority of our citizens and have any 
hope of receiving international recognition in the face of intense 
Chinese opposition. ... Finally 

important goal for advocates of lasting democracy and Taiwan\'s 
independence is not a direct movement for VrectificationV of our 
constitutional name but the defense of the democratic right of 

choice 

realization of this principle in legitimate and credible 

constitutional mechanisms.\" 


YOUNG 


65219 

on April 5. The cabinet members revoked its previous 
resolution appointing Deputy Prime Minister Chidchai 
Vanasatidya as acting Prime Minister 

reassume his duties as full time Prime Minister. Cries of 
\"foul\" are coming from his opponents. Some legal experts 
such as law school lecturers and members of the Law Society 
of Thailand 

Administrative Court to remove Thaksin and his cabinet 
contending that Thaksin had no legitimacy to return to work 
as -- in their view -- he had already resigned. They claimed 
that the letter he submitted to the Cabinet meeting on April 

5 constituted a \"letter of resignation\" not a notice of 

leave. Street reaction will likely be on hold however. 

People\'s Alliance For Democracy (PAD) leader Suriyasai 
Katasila 

demonstration until the upcoming 60th anniversary next month 
of the KingVs accession to the throne has passed. End 
summary. 


DEPENDS ON WHAT WORDS YOU CHOOSE TO EMPHASIZE 
2. (C) ThaksinVs April 5 letter stated that he was \"taking 


leave!" until "a new government is formed." While his 
supporters say that the Prime Minister is now simply 
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returning from leave 

government has not been formed 

committing a violation by returning to his office. The 
Constitution would seem to give Thaksin the legal nod in this 
case. In his April 5 letter 

therefore 

duties as the Prime Minister under Article 215 

of the Constitution of the Kingdom of Thailand until the new 
Council of Ministers takes office.\" Article 215 states that 
\"The outgoing Council of Ministers shall remain in office for 
carrying out duties until the newly appointed Council of 
Ministers takes office...\" It would appear that Thaksin has 
not violated any legal stricture; merely gone back on his 
word regarding the circumstances under which he would stay 
away. (Note: Ironically 

sued Thaksin for failure to perform his duties. As noted in 
previous reporting 

on leave the PM was essentially "AWOL 

while not actually working. End note.) 

STREET DEMONSTRATIONS PROBABLY MUTE FOR NOW 


3. (U) As for prospects for street protests 

expected to restart anti-Thaksin demonstration only after the 
celebrations of the King\'s accession to the throne are 
concluded in June. Suriyasai Katasila 

charged that Thaksin had \"perjured\" himself by returning to 
the office. According to Suriyasai 

major demonstration until the 60th anniversary of the King\'s 
accession to the throne has passed 


AND CIRCUMSTANCES HAVE CHANGED 


4. (C) Comment: The political situation has evolved 
significantly since Thaksin took his leave from Government 
House. On April 5 

government would somehow be formed from the results of the 
general election three days before. But 

Constitutional Court ruled that the April 2 general elections 
were unconstitutional 

election must be held for the lower house of Parliament. 

Since then 

has resigned and there is strong pressure on the remaining 
three to step down. The election has now been set for late 
October. Ominously for ThaksinVs party 

say that an Election Commission Subcommittee has implicated 
TRT executives for the alleged illegal bankrolling of small 
parties to contest the April 2 general election (to provide 

an \"opposition\" presence in the face of the formal 
opposition\'s boycott.). If these TRT officers are found 

guilty and if the EC and finally the Constitutional Court 
endorse the subcommittee\'s ruling 
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of being dissolved. Under these conditions 
decision to return to the helm is not surprising. 
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principal gateway for counterfeit goods to enter Brazil from 
Paraguay. As headquarters to both the governing (PT) and opposition 
(PSDB) parties 

weight. In this context 

IPR landscape here 

district can make a major contribution to reducing piracy and 
improving IPR protection overall within Brazil. The IPRWG is at the 
heart of this ongoing IPR strategy 

on its challenges 


RECENT ACTIONS IN THE SAO PAULO CONSULAR DISTRICT 


3. (U) ΡΟΙΙΤΙΟΑΙ LEVEL ENGAGEMENT: Sao Paulo has been active in 
engaging public officials regarding state and local IPR policies 
with emphasis in the following areas: 


-- STATE PIRACY COUNCILS: When Brazil\'s National Council for 
Combating Piracy and Other IP Crimes (CNCP) formulated its Action 
Plan in early 2005 

successful in including in that plan a commitment to seek 
establishment of state anti-piracy councils. It was envisioned that 
these state councils would focus and organize local anti-piracy 
efforts while coordinating with the CNCP in support of national 

goals. However 

Outreach by the CG to state political level officials in Sao Paulo 

was instrumental in getting that state\'s IPR council finally off the 
ground in January 2006. The CG has also pressed for formation of a 
state piracy council in meetings with the Governor of Santa Catarina 
and the subject will feature prominently in upcoming meetings with 
the Governors of Parana and Mato Grosso do Sul. We will continue to 
push for every state in Sao Paulo\'s Consular District to create an 
operating State Piracy Council. 


- NATIONAL POLITICAL PARTIES: As Sao Paulo is home to both the 
ruling party (PT) and the principal opposition party (PSDB) 

enjoys excellent access to political insiders. The CG pressed IPR 
issues in recent meetings with key PSDB and PFL officials. While 
piracy is unlikely to be a prominent campaign issue 

these have helped ensure that IPR remains on the political radar 

screen during a presidential election year. 
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- MUNICIPAL LEVEL: Post\'s political outreach extends to the 
municipal level as well. Coinciding in the second half of 2005 with 
CNCP\'s campaign to intensify retail level police raids in Sao Paulo 
Rio de Janeiro 
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discussions with then-Mayor of Sao Paulo (now gubernatorial 
candidate) Jose Serra 

against pirate retail centers in Sao Paulo that had been identified 
as priorities by U.S. copyright industries. After high-profile 

raids in the \"Stand Center 

bringing the piracy problem there to his attention and asked to 
\"keep the tips coming." Mayor Serra placed Andrea Matarazzo 
insider and Assistant Mayor of downtown Sao Paulo 
coordinating with the Consulate on matters of enforcement. 
Matarazzo has now been elevated to the position of coordinator of 
all the city\'s sub-mayoralties 

pursued more broadly throughout Sao Paulo city. 


- FOZ DE IGUACU: Former Ambassador Danilovich\'s 2005 visit to the 
Tri-border 

director 

Federal Intelligence Agency (ABIN) 

USG attaches to improvements in reducing piracy in this area. 

(Note: INL training funds have been set aside in the area 

program is not underway yet. End Note.) 


4. (U) LAW ENFORCEMENT OUTREACH: Post developed important law 
enforcement contacts over the last year. These contacts have opened 

the door for increased collaboration between local law enforcement 
officials (police and customs) and DHS on piracy 

money laundering issues. 


- POLICE: EconOffs and post's DHS/ICE agent recently met with 
Mario Jordao Toledo Leme 

Sao Paulo area 

media piracy and counterfeit investigation. As a result of a 

request made by Leme 

investigations and prosecutions 

enacted stateVs evidence laws in piracy cases. 


- CUSTOMS AND PORTS: The presence of Customs and Border Patrol 
(CBP) officials at the port of Santos 

Security Initiative 

generally 

coordinating counterfeit investigations. EconOffs and DHS personnel 
have recently visited a number of ports 

discuss piracy enforcement with Customs officials and port 
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authorities. Customs and port officials have been very responsive 
to our inquiries regarding IPR enforcement and are open to future 
collaboration 


5. (U) TRAINING AND PUBLIC OUTREACH: U.S.-funded training is 
improving the anti-piracy skills of local law enforcement officials 
and U.S. speakers and official visitors help expand IPR awareness. 


-- IPR ENFORCEMENT TRAINING: In partnership with the local 
Association for the Defense of Intellectual Property (the Motion 
Picture Association\'s enforcement group) 

organizing five IPR enforcement training sessions to be held 
throughout Brazil this year with INL funding. Two sessions 

will reach about 80 law enforcement officers 

Paulo\'s consular district -- in Porto Alegre and Sao Paulo. 


-- U.S. SPEAKERS: In a recent visit 

President of the Association of American Publishers (AAP) Patricia 
Schroeder met with a working group to discuss fair use issues 

gave а keynote address on protecting copyrights in the publishing 
field at an event hosted by the Brazilian Association of Authors 
Rights. Much of the discussion focused on copyright protection for 
digital works and on using U.S. experience in crafting Brazilian 

fair use rules. Mrs. Schroeder provided as an example an agreement 
worked out between U.S. Universities and the AAP entitled Campus 
Copyright Rights and Responsibilities. The Public Affairs Section 
has translated this document into Portuguese 

with Brazilian publishers and copyright associations on ways to 
reduce piracy in the publishing field. The event attracted 

significant press and helped generate interest in copyright issues 
specific to publishing copyright 

comparatively little interest in Brazil\'s IPR discussion. Post 
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plans to continue to utilize Public Affairs funding and resources to 
bring additional IPR speakers to the consular district. 


-- U.S. OFFICIAL VISITORS: Because of its prominence in commercial 
affairs 

delegations and other USG visitors. These visits often include an 

IPR component. For example 

to Sao Paulo by Senator Norm Coleman (MN) 

Hemisphere Sub-Committee of the Senate Foreign Relations Committee. 
The Senator met Minister of Development 

Furlan 

Industries (FIESP) 

industry executives. The upcoming visit of Commerce Secretary 
Gutierrez to Sao Paulo also has a significant IPR component 

emphasis being given to recent copyright enforcement successes. 
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6. (U) BUSINESS PARTNERSHIPS: Located in the business capital of 
South America 

Brazil\'s business community. Two of our biggest partners are the 
American Chamber of Commerce (AmCham) and FIESP. Both have special 
committees focused on IPR issues with whom we engage frequently. 
Post also maintains a close working relationship with associations 
representing local and U.S. IPR interests 

Picture Association (MPA) 

Interfarma. Post and USG visitors actively participate in IPR 

outreach events organized by and with these business partners 
including roundtables on piracy and pharmaceutical patent issues. 


THE IPR WORKING GROUP 


7. (U) INTERAGENCY PERSPECTIVES: Post recently created an IPR 
Working Group (IPRWG) to develop a cohesive strategy for 

capitalizing in the consular district on the improved IPR policy 
environment in Brazil and to address the systemic and cross-cutting 
nature of many IPR issues. ConGen Sao Paulo counts with the 
presence of several members of the interagency community which deal 
with IPR issues 

Homeland Security (DHS) 

are increasing - e.g. 

Officer and the addition of a DHS/ICE Agent. Later this year 

Paulo will welcome a new employee from the U.S. Patent and Trademark 
Office (USPTO). Establishment of the IPRWG will build on 

interagency synergies 

that Mission policy and guidance is fully disseminated among 

sections and agencies at post working IPR issues. 


9. (U) FULL-COURT PRESS: Post\'s IPR approach includes engagement 
with policy makers 

sector players. With the upcoming addition of a USPTO officer 

efforts will begin to be applied more uniformly 

attention is given to patent and trademark issues. 


10. (U) This cable was coordinated with AmEmbassy Brasilia. 
Wolfe 
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addressing one another. 


SDKU: KEEPING ON TRACK TO THE EURO 

5. (U) Ivan Stefanec 

economic specialist spoke about SDKU 

objectives at an AmCham breakfast held part of its Election 
Speaker Series 2006. Stefanec said the party plans to stay 
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on course with its current policies 

reforms. In particular 

intended entry into the European Monetary Union by January of 
2009. He emphasized the importance of following through with 
the set date 

taken to prepare Slovak citizens for the new currency. These 
include dual listing of prices in Slovak Crowns and Euro six 
months before and six months after the adoption 

teaching Euro values in schools starting in the coming 
academic year. In regard to political questions about 

possible coalitions 

negotiate with any other party 

Communist Party of Slovakia (KSS). Minister of Justice Lucia 
Zitnanska spoke at the same breakfast about the party\'s plans 


BRATISLAVA 00000404 002 OF 002 


for the justice system 
into the system and possible structural changes to improve 
management and efficiency. 


TELLING THEM HOW TO VOTE 

6. (U) Slovakia 

letter to be read during Holy Mass at churches across the 
country on May 28. The letter reminds parishioners of their 
\"Christian duty" to go to the polls and support movements and 
parties that support V'Christian values. V' According to the 
letter such a party would: support healthy marriages and 
families; protect life from conception to death; be 
socially-conscious; not indifferent to unemployment and 
poverty; fight for justice and the security of citizens; and 
respect religious freedom. Even before the letter has been 
made public 

claimed they meet the Bishops criteria for support. The 
self-described liberal and secular Alliance of New Citizens 
(ANO) has protested that the letter is an inappropriate 
interference of the Church in public life. Most political 
scientists believe the letter best describes the right-wing 
KDH 

read from the pulpit. 


MEDIA NOTES 

7. (SBU) -- Peter Stano of Slovak Radio told PAO he saw a big 
difference between a recent MFA press conferences and those 
of the past. Before MFA was somewhat modest about its 
accomplishments 

allies. Today 

Vthe second Dzurinda government 
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over as they list major accomplishments 
EU entry 


8. (SBU) The deputy editor of the daily Pravda 

told PAO his newspaper would not endorse any parties or 
candidates the way American papers do. Svolik said it is 
crucial for the paper to maintain its objectivity 

couldn't do that if it was seen as supporting a particular 
party or candidate. Svolik feared that if Pravda supported 
one party 

party. 


9. (SBU) Vladimir Muzik 

Novy Cas told PAO that his paper would not cover elections at 
all; \"Nobody is interested in politics. Let the other 

papers cover it. Maybe if there is a scandal weNll write 
something." 


SHOPPING FOR VOTES 

10. (SBU) Kalinak 

by readers of Novy Cas and is considered to be one of 
Slovakia\'s most eligible bachelors 

successful manner of campaigning. According to Katarina 
Nevedelava 

simply goes shopping for basic groceries. As women invariably 
recognize \"the poor single man\" shopping for himself 
able to show himself to be an everyman and create good 
word-of-mouth among voters. 

VALLEE 
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plot\" to free Charles Taylor. While it is still too early to 
say for certain 

get its wish for a long 

In the mean time 

Pademba Road Prison 

conditions 

attention. End Summary. 


2. (SBU) On May 16 

Fisher released American Citizen Michael Chemidlin and three 
Sierra Leoneans held on charges of conspiracy and treason 
police re-arrested Chemidlin and two of the three Sierra 
Leoneans when they returned to CID headquarters to retrieve 
their personal effects. 
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3. (U) Chemidlin and his associates 

Rogers 

Maximum Security Prison and Magistrate Court Number 1 to face 
one charge - V'conspiracy to engage in a purpose prejudicial 

to the interests of Sierra Leone contrary to the law.\" 


4. (U) The conspiracy charge is the only one of the original 
three that Fisher did not strike down 

within its rights to re-charge the accused. (Note: The 
Criminal Procedures Act of 1965 states that even \"if a 
magistrate judge considers that the evidence against the 
accused is not sufficient to put him at his trial... such 
discharge shall not be a bar to any subsequent charge in 
respect of the same facts." End Note.) 


5. (SBU) It is clear that the Government wants Chemidlin 
case to go forward and the prosecution believes Magistrate 
Judge Samuel Margai is the man for the job: our Embassy 
attorney advised that even on the day of the first hearing 
the government tried to transfer Chemidlin 

Fisher 

and later discharged the case. Whether Margai will do the 
same remains to be seen; however 

for bail. 


6. (SBU) The conspiracy charge is hazy. Prosecutors clearly 
intend the conspiracy to refer to spying 

under the Treason and State Offenses Act 

reference to spying or to the Act in the charges. Section 6 
of the Act provides punishment up to 15 years for a person 
who: V'(a) enters 

the neighborhood of 

sketch 

or is intended to be directly or indirectly useful to any 
enemy; or (c) obtains 

communicates to any other person any secret official code 
word 
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note or other document or information which is calculated to 
be 
useful to an enemy.\" 


7. (SBU) Prosecutors originally charged Chemidlin with 
section 6(b) of the Act 
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ruled that the Special Court for Sierra Leone - the facility 

that Chemidlin photographed - is not a \"prohibited place.\" 
(Comment: Fisher\'s judgement was in apparent disregard of the 
Von" clauses between the subparagraphs of Section 6. End 
Comment). 


8. (U) Chemidlin 

his objections to the conspiracy charge. Once Margai has 
heard the prosecution 

he will rule on whether the case should proceed to the 
preliminary investigation (РІ) stage. РІ 

place in the magistrate courts 

evidence and the calling of witnesses and can take months. 
Once the PI is complete 

the case to the High Court for trial based on the nature of 
the charges 

starts allover again. Meanwhile 

remain in custody at Pademba Road 

that reportedly houses over 900 and is known for its 
unhygienic conditions 

insufficient medical attention. 


9. (SBU) The Treason and State Offenses Act does not appear 
to require a high standard of proof in order to convict 

someone suspected of spying. The prosecution may not even 
have to prove that Chemidlin knew what he was doing at the 
time. Chemidlin could be convicted if 

circumstances of the case...it appears that his purpose was a 
purpose prejudicial to the safety or interests of the state\" 
(Treason and State Offenses Act 


10. (SBU) While the Attorney General can submit an 
application for a PI to be transferred to the High Court 

before it is complete (a \"136 procedure\") 

attorney understands that the Government has no intention to 
do so in Chemidlin 


11. (U) On May 22 

three local newspapers. All three echoed the prosecutor 
comments made when he was objecting to the defense 
application for bail. The prosecutor called Chemidlin a 
terrorist. The accused only came to Sierra Leone after 
Charles Taylor 
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attempt to break Taylor out of detention? Resulting 

headlines were: \"American Plans Terrorist Tactic to Free 
Charles Taylor\" - Awareness Times (pro-government daily); 
\"American Citizen Described as Terrorist Rescuer\" - Sierra 
News (pro-government daily); and \"The American Alleged Spy is 
a Terrorist - State Counsel\" - Awoko (independent daily). 
International wires continue to keep tabs on the case as 

well 

provocative. 


12. (C) It is difficult to foresee how the case will go 
forward 

However 

officials (at least at the Attorney General level if not 
higher) want to see Chemidlin 

They certainly have the law - and probably a sympathetic 
magistrate - on their side. The bar to conviction is low if 
all the State has to prove is the appearance of a purpose 
prejudicial to the state. Ordinary Sierra Leoneans have not 
yet condemned Chemidlin 

is that the Court should post signs around the Special 
Court 

Court has not taken a public position on the issue 
matters to the local authorities 

the investigation proceeds 
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assertion that Chemidlin 

spring ex-President of Liberia and Special Court indictee 
Charles Taylor from detention may gain traction. End 
Comment. 

STEWART 
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asserted that Thich Huyen Quang could travel anywhere and meet 
anyone 

Quang Do\'s anti-GVN stance. The governments approach to the 
ОВСУ has not changed since the Ambassador met with Thich Huyen 
Quang in Binh Dinh in November 2004 (ref b). It reflects the 

view that an independent UBCV is a potent threat to the 

Communist regime 

GVN and UBCV leaders. End Summary. 


Meeting with People\'s Committee Chairman 
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2. (SBU) During a May 18 visit to Binh Dinh province 

General called on Chairman of the provincial People\'s Committee 
Vu Hoang Ha. The meeting 

was extended by an hour to discuss religious freedom issues 
especially the status of the Unified Buddhist Church of Vietnam 
(ОВСУ) and the province\'s treatment of its patriarch 

Huyen Quang. The Chairman opened the conversation on religious 
freedom by referencing the Ambassador\'s May 9 meeting with Vice 
Minister of Public Security Nguyen Van Huong (ref A). The 
Chairman said he was \"disappointed\" that the Ambassador told the 
Vice-Minister that Vietnamese citizens were arrested and 
imprisoned because of their political and religious beliefs. On 

the contrary 

said. Ha asserted that Binh Dinh province is proactive in its 
support of religious freedom. It facilitated the promotion of 

monks of the GVN-recognized Vietnamese Buddhist Sangha (VBS) and 
helped restore 333 of Binh Dinh\'s 364 pagodas. 


3. (SBU) Before turning to issues facing the UBCV 

General raised the Binh Dinh provincial authority\'s rejection of 

the transfer of a Southern Evangelical Church of Vietnam (SECV) 
pastor to Quy Nhon and denial of permission for other SECV 
provincial pastors to attend bible training in neighboring Quang 
Nam province. The CG urged provincial authorities to move 
quickly to register and recognize Protestant house churches 

under Vietnam\'s new legal framework on religion. Chairman Ha 
claimed he had no knowledge of problems involving the SECV and 
offered no further comment. 


Chairman on The UBCV and Thich Huyen Quang 


4. (SBU) Turning to the UBCV and Thich Huyen Quang 

became very animated. He stated that he \"invited\" Thich Huyen 
Quang to reside in Binh Dinh following his March 2003 surgery in 
Hanoi. (Note: Prior to his medical transfer to Hanoi 

Huyen Quang had been under pagoda arrest in Quang Nam province. 
End Note.) The Chairman said that he made it clear to Thich 

Huyen Quang that he could translate Buddhist texts and establish 

a training school for monks 

political activities. The Chairman claimed that Thich Huyen 

Quang did not comply and instead contacted the Venerable Thich 
Quang Do and \"overseas elements.\". (Comment: In October 2003 
UBCV leaders held an organizational conclave in Binh Dinh. The 
meeting was broken up by government officials and many monks 
including Thich Quang Do 

End Comment.) The Chairman also said that he was disappointed 
that Thich Huyen Quang \"refused\" his requests to meet 

the goodwill that the province has shown. 
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5. (SBU) Chairman Ha claimed that when Thich Huyen Quang 
required medical treatment in November 2004 

followers would bring him to the hospital. That is why the 
Chairman ordered his personal car to take the monk to the 
hospital. The Chairman claimed that he directed hospital staff 
to treat the Thich Huyen Quang at any cost. When Thich Huyen 
Quang needed a blood transfusion 

donate blood; and the Chairman ordered provincial police to 
donate. V'The blood of the Vietnamese Communist police flows 
through the VenerableVs veins 


6. (SBU) The Chairman stated in presence of local media that 
Thich Huyen Quang is not under pagoda arrest. He is free to 
travel anywhere he chooses with the exception of meeting with 
Thich Quang Do. The Chairman explained that this restriction is 
based on the fact that Thich Quang Do is plotting with Vo Van Ai 
(head of the Paris-based International Buddhist Information 
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Bureau) and Nguyen Huu Chanh to overthrow the GVN. The Chairman 
asked the Consul General to convey his best wishes to the Thich 
Huyen Quang and that \"at his age 

existence." 


Meeting with Thich Huyen Quang 

7. (SBU) Following the meeting with the Chairman 

private with Thich Huyen Quang for 45 minutes at the Nguyen 
Thieu Monastery Although physically frail and supported by an 
assistant monk 

focused. A large photograph of UBCV monk Thich Quang Duc\'s 1963 
self-immolation adorned one of the walls of the reception room. 
(Note: Thich Quang Duc burned himself to death at a busy Saigon 
intersection to protest President Diem\'s oppression of 

Buddhists. The self-immolation shocked international observers 
and spurred Diem\'s demise. End Note.) 

8.(SBU) Thich Huyen Quang told the Consul General that there 
has been no change in the governments position that the UBCV is 
an extra-legal organization. Phone and mail communication is 
monitored 

While he remains under effective \"pagoda arrest 

depends on the mood of authorities on any given day. He has had 
sporadic contact with Thich Quang Do in HCMC 

resigned himself to the probability that they never again will 

meet in person. Thich Huyen Quang told the CG that 

GVNVs opposition 

Vietnamese tradition of maintaining Buddhist independence. 


9. (SBU) Looking ahead 
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any compromise with the Communist Party was possible. He was 
dismissive of the Vietnam Buddhist Sangha and said he would 
never support an organization whose internal elections were 
controlled by the government. However 

government officials have sought his input on VBS personnel 
issues. The VBS does heed his recommendations 

Quang noted. He added that at his monastery the UBCV runs a 
theological school that is training the next generation of UBCV 
leaders. 


10. (SBU) Thich Huyen Quang was dismissive of Chairman Ha\'s 
comments that he is allowed travel with the exception of meeting 
Thich Quang Do. He told the CG that 

that we would have to meet іп heaven.\" The Consul General 
assured Thich Huyen Quang that the issue of the UBCV is closely 
watched and that the U.S. Mission is committed to continue to 
pursue the issue with the national and provincial government. 


11. (SBU) Comment: There was no apparent substantive change in 
the governmentVs position on the UBCV in the 18 months since 
Ambassador Marine traveled to Binh Dinh in November 2004 (ref 
B). The GVN considers the UBCV to be a serious threat to the 
regime and will not legalize its status or allow senior leaders 

to operate freely. The prominent position of the picture of the 

1963 self-immolation of Thich Quang Duc in Thich Huyen Quang\'s 
reception room is a stark visual reminder to the GVN of the 

latent threat of the UBCV. That said 

its stance carefully 

because of the stature of the UBCV leadership in the Buddhist 
community. For his part 

his deputy Thich Quang Do in HCMC 

his continuing opposition to any compromise that would dilute 
complete UBCV independence. End Comment. 

Winnick 
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West Africa 


RESUMED NIGERIAN MEDIATION WITH THE GAMBIA AND SENEGAL? 


2. (C) We note that 

Nigerian President Obasanjo has indicated willingness to 
mediate between The Gambia and Senegal amidst GOTG\'s 
suspicions of GOS complicity in the coup plot thwarted here 
March 21 and of harboring plot\'s ringleader (reftel). 

Reportedly 

Lamin Kaba Bajo Мау 19 that he would be V'personally engaged 
in efforts to resolve the issues on which both countries 

currently disagree." 
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3. (C) COMMENT: Obasanjo has a record of effective mediation 
with the Gambians; in October 2005 

meeting in Dakar with the Gambian and Senegalese Presidents 
that resolved an August/October dispute over transport and 
border issues. Subsequently 

in a successful effort to defuse growing strains between 
President Jammeh and opposition leaders. There is talk that 
Obasanjo will use the AU summit scheduled here for July 1-2 

to mount a renewed Senegalese/Gambian mediation effort. END 
COMMENT. 


VISIT BY IRANIAN ENVOY 


4. (U) The local media reported the May 20 visit to The 
Gambia by Iranian Deputy Foreign Minister Mohamed Reza 
Bagher 

After meeting with President Jammeh 
IraniansY desire to strengthen bilateral ties and cited 
particular 
culture. 


5. (C) Discussing the visit with Ambassador 

Permanent Secretary William Joof said the IranianVs visit was 
a part of a West African tour that he described as a V'charm 
offensive by Iran\" in the sub-region. Discussing the visit 

in ho-hum terms 

bilateral agreements and that Jammeh had complained to the 
Iranian about Tehran\'s failure to implement past cooperation 
agreements (e.g. training of Gambian energy officials) signed 
over the years. According to the Gambian official 

told Bagher that Tehran needed to cooperate with the 
\"international community" on the nuclear issue. Asked 
whether the Iranian had engaged in lobbying on issues with an 
eye to the upcoming AU Summit here 

negative. 


6. (C) COMMENT: Iran has no mission here 

Gambia by Iranian officials are rare 

the overall Gambian/lranian relationship is minimal. 
Doubtless one constraint on the two sides\' relationship is 
Jammeh\'s staunch 

Islamist policies espoused by Iran -- and its support for 
terrorism. END COMMENT. 


STAFFORD 
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West Africa 


RESUMED NIGERIAN MEDIATION WITH THE GAMBIA AND SENEGAL? 


2. (Ο) We note that 

Nigerian President Obasanjo has indicated willingness to 
mediate between The Gambia and Senegal amidst GOTG\'s 
suspicions of GOS complicity in the coup plot thwarted here 
March 21 and of harboring plot's ringleader (reftel). 

Reportedly 

Lamin Kaba Bajo May 19 that he would be \"personally engaged 
in efforts to resolve the issues on which both countries 

currently disagree.\" 


3. (C) COMMENT: Obasanjo has a record of effective mediation 
with the Gambians; in October 2005 

meeting in Dakar with the Gambian and Senegalese Presidents 
that resolved an August/October dispute over transport and 
border issues. Subsequently 

in a successful effort to defuse growing strains between 
President Jammeh and opposition leaders. There is talk that 
Obasanjo will use the AU summit scheduled here for July 1-2 

to mount a renewed Senegalese/Gambian mediation effort. END 
COMMENT. 


VISIT BY IRANIAN ENVOY 


4. (U) The local media reported the May 20 visit to The 
Gambia by Iranian Deputy Foreign Minister Mohamed Reza 
Bagher 

After meeting with President Jammeh 
IraniansY desire to strengthen bilateral ties and cited 
particular 
culture. 


5. (C) Discussing the visit with Ambassador 

Permanent Secretary William Joof said the Iranian\'s visit was 
a part of a West African tour that he described as a \"charm 
offensive by Iran\" in the sub-region. Discussing the visit 

in ho-hum terms 

bilateral agreements and that Jammeh had complained to the 
Iranian about Tehran\'s failure to implement past cooperation 
agreements (e.g. training of Gambian energy officials) signed 
over the years. According to the Gambian official 

told Bagher that Tehran needed to cooperate with the 
\"international community\" on the nuclear issue. Asked 
whether the Iranian had engaged in lobbying on issues with an 
eye to the upcoming AU Summit here 

negative. 
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6. (C) COMMENT: Iran has no mission here 

Gambia by Iranian officials are rare 

the overall Gambian/lranian relationship is minimal. 
Doubtless one constraint on the two sides\' relationship is 
Jammeh\'s staunch 

Islamist policies espoused by Iran -- and its support for 
terrorism. END COMMENT. 
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yet.\" This is significant for consumer sentiment in Hong 

Kong because local rates generally rise and fall in line with 
U.S. rates as a result of the currency peg. Since many Hong 
Kongers have adjustable mortgages on their already expensive 
properties 

significant anxiety here. 


KEY FINANCE AND TRADE SECTORS VULNERABLE 


5. (SBU) Standard Chartered China Economist Tai Hui believes 
that mainland tightening could have a significant effect on 
Hong Kong\'s financial markets 

firms are hit by specific austerity measures. Citibank 

Senior Economist Joe Lo shared with us his more broad-based 
and gloomy assessment 

important sectors are trade facilitation and finance and 
observing that U.S.- and China-related trends are the primary 
factors in determining future growth in these areas. 
Anticipating a slowdown in the U.S. and persistence by China 
in avoiding economic overheating 

would see significant impacts in trans-shipments and in 
financial market turnover 

business volumes of many locally-based companies. 
Cunningham 
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links with the Pakistan establishment. The Indians again 
were receptive to the idea of a focused effort to defeat LTTE 
fund-raising and arms trafficking 

couched in generic terms 

alone. End Summary. 


India Now an al-Qa\'ida Target 


Column 3 

3. (C) Singh opened by noting that India is becoming more 
prominent on al-Qai\'da\'s radar 

al-Zawahiri\'s April 29 video message praising \"popular 
jihadist movements against Indians in Kashmir\" and calling 
India Vthe best candidate for carrying out the 
Zionist-Crusader scheme to humiliate 

Pakistan." He added that al-Zawahiri\'s recent reference to 
the US-India civil nuclear agreement demonstrated that 
Delhi\'s growing cooperation with Washington was drawing 
al-Qai\'da\'s attention. 


Alleging Direct Links Between al-QaVida and Islamabad 


4. (S) Singh asserted that PakistanVs ISI retains 

connections to al-QaVida and has been privy to Usama bin 
Ladin\'s communications. To the DCM\'s question of information 
on operational links 

i.e. RAW) Sharad Kumar stated that Indian intelligence has 
transcripts of pre-9/11 meetings between UBL and Mullah Omar 
during which terrorism in J&K was discussed. He continued 

that UBL had been \"willing to divert $20 million" from 

Central Asian programming to support Kashmir-oriented 
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terrorism 

jihadis would not run short of funds. Kumar added that 
when UBL sent his bodyguard contingent to help the Taliban 
fight the Northern Alliance 

security force was an unnamed individual who went on to join 
Jaish-e-Mohammad. Singh ascribed al-Qa\'ida\'s increasing 
interest in India to the July 18 civil nuclear agreement. 

VISI seeks to heat things up\" to interfere with growing 
US-India convergence 


5. (S) RAWVs Kumar observed that today 

franchises 

active in India. He defined \"al-Qa\'ida franchises" as groups 
that espouse the same extremist ideology and share some 
logistical and funding infrastructure even while remaining 
discrete organizations 

Jaish-e-Mohammad. Not all these groups or their attacks are 
linked 

to locate their intersections. 


Delhi Interest in Bio-Terror Rising 


6. (C) Turning to the subject of counter-bio-terrorism 
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cooperation 

picking up chatter indicating jihadi groups are interested in 
bio-terrorism 

biology and bio-technology. He compared the prospects for 
nuclear terrorism (\"still in the realm of the imaginary") to 
bio-terrorism (Van ideal weapon for terrorism ... anthrax 
could pose a serious problem ...it is no longer an academic 
exercise for us. V) and indicated conceptual support for a 
joint bio-terrorism exercise. Singh stated that the text of 

the 1997 HHS/Ministry of Health Joint Statement included 
provisions for modeling bio-terrorism attacks 

used as a mechanism to support a joint exercise. (NOTE: 
Embassy HHS Attache reviewed the 1997 and 2005 HHS/MoH 
agreements and found no such mention of modeling 
bio-terrorism. End Note.) He concluded that although other 
relevant Ministries V'work at their own pace 

confer with them to secure their buy-in. Embassy will pursue 
the matter with MEA and other GOI interlocutors with an eye 
to conducting a joint and multi-agency bio-terrorism tabletop 
exercise by late 2006. 


Operationalizing Anti-Terrorism Finance 


7. (C) Noting that both sides have identical interests in 
combating terrorist groups but no practical experience in 
joint operations with each other 

suggestion to create a contact group of experts -- with the 
MEA as the hub but including the Indian Finance Ministry and 
the nascent Financial Intelligence Unit as well as the 
Embassy Economics Section -- to focus on squeezing LTTE 
finances (Refs A and B). The DCM and Singh agreed that to 
keep the operation out of the spotlight it could adopt an 
innocuous name such as the V'Subgroup on Terror Finance. V 
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PolCouns underscored the importance of moving from exchanging 
data on terrorist finances to shutting down money flows 
particularly in light of the LTTEVs wealth (i.e. it's ability 

to fund both a navy and an air force) and its recent 
egregiously violent attacks. J/S Kumar was tasked to develop 
ideas about modalities of the groups operations; he observed 
that although a cooperative effort is the most effective way 
forward 

and joint operations 

own government; however 

required. The DCM reassured Kumar that these operations 
would be kept in secure channels and well away from the 
media. Please see Action Request in Para 17. 
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Aviation Security 


8. (C) Taking note of the increase in aviation links between 
the US and India under the Open Skies agreement 
twice-daily non-stop flights 

briefing on the GOIVs anti-hijacking policy (Ref C) -- 
specifically 

(RSO 

brief US airlines on how they are affected by the GOI policy. 
Singh agreed to arrange the briefing. RSO added that 
Continental particularly had asked the Civil Aviation 

Ministry for this information but was only informed of the 
existence of a policy (and not the elements of that policy). 
(NOTE: A GOI Civil Aviation representative was slated to 
brief the CTJWG but was unable to travel to Washington to 
attend the meeting. End Note.) Before turning to a broader 
review of CT training opportunities 

a June 1 approval deadline 

Consultation is slated for June 26-30. 


Making CT Training Smarter 


9. (C) After RSO provided an update on ATA courses for India 
currently in the pipeline (Para 18) 

a GOI \"wish-list\" of ATA courses (Para 19) and a list of 
courses the GOI could offer to USG law enforcement/military 
officers (Para 20). RSO pointed out that the Airport 

Security Consultation could be used to bootstrap other 

related training 


10. (C) Moving forward 

among GOI subject-matter experts to identify course 
objectives ahead of time 

modify courses (where possible) to meet GOI objectives. RSO 
noted the broad spectrum of USG elements that would benefit 
by having this information. 


India \"Can\'t Afford to Lag Behind\" on Bio-Metrics 


11. (C) Singh raised the issue of bio-metrics cooperation 
in which the GOI \"can\'t afford to lag behind 
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MEA\'s Consular/Passports/Visas Division coordinates with the 
Home Ministry in this area. He underlined the role of 
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document authentication in disrupting terrorist (and other 
illicit) travel and the transit of weapons and other 

contraband shipments. Singh and the DCM agreed on the 
importance of harmonizing document standards. The DCM 
reminded Singh that one problem the USG has in repatriating 
Indian nationals is the difficulty in verifying their 

identities; the Embassy\'s Consular Section works with the 
Home Ministry but bio-metrics may offer a solution. 


Streamlining Flow of Tactical Threat Information 


12. (C) The DCM underlined the importance of the Embassy 
(through the RSO) being able promptly to inform US businesses 
with equities in India of \"the ground truth\" on terrorist 

threat information and terrorist attacks 

Stories periodically appear in the Indian press that 
sensationalize alleged threats against American interests. 

While these stories are often based on faulty information 

they do serve to increase security concerns in the American 
corporate community in particular. The DCM explained the USG 
“Мо Double Standard\" and offered that GOI sources and methods 
could still be protected under that policy. When Singh asked 
how such incidents are handled in Washington 

him the DS Protective Liaison Division keeps close contact 

with the diplomatic community. One DS Agent typically 
services several diplomatic missions -- and is able to share 
tactical terrorist threat information on a real-time basis. 

Singh concurred that such a service in India is necessary 
beyond what state police agencies may provide 

the MEA 

would be the likely information provider. The DCM then 
explained the function ofthe Embassy\'s EAC to evaluate 
imminent threat information and decide on an appropriate 
response 

threat information would fit into the Embassy\'s 

decision-making process. Singh agreed in principle to create 

a real-time response mechanism to disseminate GOI terrorist 
threat information 

this as important both to the diplomatic community and 

Indias growing pool of expatriate businesses. 


“Мо Complaints V on Intel Sharing 


13. (S) Singh reported that there were \"no complaints V" from 
Delhi on US-India intelligence sharing overall 

introduced J/S Kumar as a key contact for intel sharing. The 
DCM concurred n the positive state of intelligence 
cooperation. He conveyed his understanding that earlier US 
concerns in this area have largely been resolved. 
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Continuing the Ideological Discussion 


14. (S) The DCM and Singh revisited the CTJWG discussion on 


NEW DELHI 00003611 005 OF 008 


combating extremist ideology particularly through the 
Internet without leaving a USG fingerprint. They agreed to 
schedule separate meetings to pursue this issue and explore 
how much can be accomplished and how best to do so. 


Future Meetings Planned 


15. (C) In addition to issue-specific Embassy-GOl meetings 

to be held over the summer 

meet S/CT Ambassador Crumpton in September on the fringes of 
the UNGA. The DCM noted that Undersecretary Nick Burns plans 
to visit India in late summer 

opportunity to review CT progress 


Comment: Encouraging Signs Continue 


16. (C) We are encouraged by the MEANs continued receptivity 
to engage with us more deeply than in recent history on CT 
issues. Barriers appear to be dissolving even regarding very 
sensitive issues 

bio-terrorism preparedness. As far as the US-India CT 
dialogue is concerned 

that Vthe right man in the right place at the right time can 
turn the tide." He has yet to ensure the other actionable 
parts of the Indian bureaucracy march in the same direction 
and to the same tune 

making practical CT cooperation work and serious about 
working with us to do so. 


Action Request for SCA and S/CT 


17. (C) Given the GOIVs expressed interest in V'doing more!" 
on the LTTE (Refs A and B and Para 7) 

further guidance from SCA and S/CT on moving in coordination 
with Delhi against LTTE finances and arms flows. We expect 
also to be queried about what steps the USG is prepared to 
take against LTTE fund-raising in the US. 


ATA Courses In Train for India 2006 
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18. (SBU) Begin list of ATA courses for India 2006: 


-- ATA-5345 Executive Course on Cyber-Terrorism 
Duration: June 12-14 

Location: Hyderabad 

Status: Offer accepted 


-- ATA-2994 Post-Blast Investigation 
Duration: July 17-August 4 

Location: Baton Rouge 

Status: Offer accepted 


-- ATA-5062 India Senior Crisis Management Course 
Duration: August 21-26 
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Location: Washington 
Status: Pending GOI approval 


-- ATA-5956 Airport Security Consultation 

Duration: June 26-30 

Location: New Delhi 

Status: Requested by the GOI. Pending formal approval 


-- ATA-5737 India VIP Protection Course 
Duration: August 7-25 

Location: Baton Rouge 

Status: Pending GOI approval 


GOI \"Wish List\" for CT Courses 


19. (SBU) Begin lightly edited text of GOI document "АТА 
Training Courses - Requirements of Indian Police: 


Methodology and equipment for countering suicide bombing and 
fidayeen attacks. 


Countermeasures against improvised explosive devices and land 
mines used against transport vehicles 


Terrorist communications systems 


Channels of terrorist financing - Modus Operandi and 
countermeasures 


Building personal profile of terrorists/criminals: How to 
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build the profile (including modus operandi) of terrorists 
and criminals associated with organized crime 


Database development: 

-- What databases are available to investigators in the US? 
-- How have these databases been built/developed? 

-- What are the laws associated with the creation and access 
to these databases? 


Experience Sharing: The most valuable input to agencies 
charged with the task of maintaining security is the 

experience of other such agencies. At the moment US security 
forces are dealing with \"rural\" militancy in Afghanistan and 
\"urban\" militancy in Iraq. It is not necessary to send a 

large number of officers from India. US officers with 
appropriate experience could come to India for 2-3 day 
sessions with Indian officers. This idea is an extension of 

the cooperation between the defense forces of the two 
countries. We would thus suggest the following: 


Experience Sharing/Afghanistan: 

-- What were the problems faced in Afghanistan at the 
strategic level; at the tactical level? 

-- What strategies evolved to resolve the problems? 

-- How successful were the strategies and what were/are the 
problems faced in implementing the strategies? 

-- What were/are the equipment used in these areas by the 
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security forces? 
-- In retrospect 


Experience Sharing/lrag: 

-- What were the problems faced in Iraq at the strategic 
level; at the tactical level? 

-- What strategies evolved to resolve the problems? 

-- How successful were the strategies and what were/are the 
problems faced in implementing the strategies? 

-- What were/are the equipment used in these areas by the 
security forces? 

-- In retrospect 


General policing as related to terrorism: 

-- Forged documentation and travel documents 
-- Money counterfeiting 

-- Money laundering 


Security Management: 
-- Airport security 
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-- VIP protection 


Intelligence gathering techniques including practical 
demonstration of the techniques 


Illegal immigration management including border patrolling 
techniques 


Forensics medicine: new methodology and tools available to 
assist investigations 


Forensic science: 

-- DNA fingerprinting 

-- Other special techniques such as use of polygraph 
-- Use of voice prints and other biometric measures 


End Text. 


GOI Offer of CT Courses for USG Personnel 


20. (SBU) Begin lightly edited text of GOI document 
\"Counterterrorism Courses for US Forces Personnel in India\": 


-- Money Laundering at CBI Academy 


-- Counter-Insurgency and Commando Course at Border Security 
Forces Training Center & School 


-- Weapons & Tactics Course at Central School of Weapons and 
Tactics 


-- Bomb Disposal Course at NSG Training Center 
(NOTE: NSG is the National Security Group 

includes VIP protection and response to major acts of 
terrorism occurring at diplomatic and GOI facilities. End 
Note.) 
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-- Young Officer-Leg. ΙΙ (Integrated) Course at BSF Academy 


Tekanpur 


-- Counter Insurgency and Jungle Warfare Course at Assam 
Rifles Training Center & School 


-- Training at Greyhounds Regional Training Center 
(NOTE: The Greyhounds is a GOI security force targeting 
India\'s Naxalites/Maoists. End Note.) 
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End Text. 


USG Delegation 


21. (U) DCM Robert Blake 
PolCouns Geoff Pyatt 

RSO George Lambert 

D/PolCouns Atul Keshap 

D/ORA Joe Massingill 

ESTHOff Connie Johnson 

Poloff Howard Madnick (notetaker) 


GOI Delegation 


22. (U) MEA Additional Secretary (International 

Organizations) Ambassador KC Singh 

Joint Secretary (Cabinet Secretariat/RAW) Sharad Kumar 

MEA Brigadier (Disarmament/International Security) Anil Nandal 
MEA Director (Americas) Gaitri Kumar 


23. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
BLAKE 


2. (SBU) The ANC\'s National Executive Committee (except for 
Jacob Zuma) met on May 14 to decide whether Zuma should be 
allowed to resume his positions in the party following his 
acquittal on rape charges (Ref A). The meeting 

apparently lasted into the morning hours of May 15 

with a decision to lift Zuma\'s suspension and to allow him to 
resume his duties as party deputy president and his 
participation in other party structures. 


3. (C) Aubrey Matshigi 

close ANC ties to Tokyo Sexwale and Gauteng Premier Sam 
Shilowa 

largely a formality. He did not have first-hand information 

on the previous night\'s meeting 
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speculation indicating Zuma\'s reinstatement was contentious. 
That said 

for Mbeki -- was increasingly independent of the PresidentVs 
wishes. Мата! noted that the NECYs March 2006 decision to 
independently investigate the National Intelligence Agency's 
Vhoax email" scandal (Ref B) rather than accept the report of 
the NIA Inspector General was a big blow to Mbeki 

advocated acceptance of the IG report. 


4. (C) Matshiqi said that he did not yet have a good feeling 
for how voting blocks in the NEC were aligning 

that generational trends have much to do with MbekiVs loss of 
support. Older members of the 60-person body with 
long-standing ties to Mbeki -- such as Minister for the 
Presidency Essop Pahad 

and Intelligence Minister Ronnie Kasrils -- are most loyal to 
the President because they lack succession aspirations and 
are likely to retire when MbekiVs term ends in 2009. 
However 

whom depended solely on Mbeki for their rise to prominence 
appear to be hedging their bets. Matshiqi suggested Deputy 
Finance Minister Jabu Moleketi and Deputy Home Affairs 
Minister Malusi Gigaba might be in this category. 


5. (C) Matshiqi said that many of Zuma\'s supporters 
emboldened by his acquittal on rape charges 

agitating for the ANC party congress to be moved from late 
2007 to the beginning or middle of the year. Their reasoning 
is twofold. First 

have Zumavs July 2006 corruption trial delayed so that it is 
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in its end stages during the party congress. If the congress 
is moved forward so that it takes place in the trialVs early 
stages 

greater. Second 

resources will allow him to wear down support for Zuma over 
time. An early congress will allow them to strike before 
Mbeki is able to build his own popularity. 


6. (C) Matshigi noted that many Mbeki opponents also support 
an earlier congress 

party leadership and rank-and-file are full of Mbeki 

antagonists who also do not want to see Zuma elected as party 
president. However 
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certain of being convicted on corruption charges. They 
gamble that if Zuma is elected as party president and then 
convicted and forced to step down 

the ability to force through his chosen successor. Matshiqi 
was unclear whether the idea to move up the date of the 
congress could gather critical mass 

National Policy Conference scheduled for the end of 2006 
(where the party will debate its congress platform) is where 
such a motion could be tabled. 


7. (C) Asked about the Congress of South African Trade 
Unions\' recent lack of enthusiasm for Zuma 

that COSATU is having its own leadership tribulations 

related to Zuma. COSATU will hold a leadership conference 
later this year 

fighting for his political life. He has taken flack over 
COSATU\'s Zimbabwe efforts 

on internal matters. COSATU\'s influential gender committee 
said prior to Zumavs rape trial that he should be presumed 
guilty until proven innocent. Matshigi believes that 
СОЗАТИ\$ generally lukewarm support for Zuma since the start 
of the rape trial stems from Vavi\'s desire to mollify 
COSATU\'s female members and stay in control. 


8. (C) Although more firmly behind Zuma than COSATU 

South African Communist Party (SACP) also is experiencing 

Zuma angst. While Secretary General Blade Nzimande and Young 
Communist League leader Buti Manamela have been two of Zuma\'s 
strongest supporters 

Deputy Secretary General Jeremy Cronin 

critical of the party's unquestioning support. Kasrils 

sits on the SACP Politburo 

in the Zuma rape trial. Many think that his personal 

friendship with the accuser and the fact that she contacted 

him before reporting the rape suggest he was involved in a 
conspiracy against Zuma. 


9. (C) Given his rape acquittal and reinstatement as ANC 
deputy president 

right now 

case against Zuma is extremely strong 

guilty verdict is likely. Also 

not fare well when he undergoes widespread scrutiny as a 
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candidate. Matshiqi characterized Zuma as a populist with no 
ideas 

spooked by his inability to formulate a vision for South 

Africa\'s future. (Note: Matshiqi is clearly no fan of Zuma 

but his writings and media appearances have shown him to be 
even-handed in his critiques of various camps in the ANC. 

End note.) His backers from the left may panic should Zuma 
appear likely to win the ANC presidency 

stated free-market preferences. Matshiqi said few of the 
business leaders he has spoken with about a Zuma presidency 
expressed any reservations. The only big change they 
anticipate is that ZumaVs strong backers in the Indian 
business community would be likely to receive a bigger share 
of the government spending \"pie.\" 


10. (C) Matshigi said that ANC succession jockeying is quiet 
following Zuma\'s acquittal. No one with an eye on the 
presidency is willing to stick his or her head out because 
there is a perception that Mbeki has political \"empty 
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coffins\" waiting for anyone who declares an interest. As 
long as the pro- and anti-Mbeki camps continue to battle 
viable potential successors are likely to lie low. Matshigi 

said the shame of it is that the \"middle\" of the ANC 
generally supports MbekiVs policies but not his autocratic 
leadership 

silent. This middle 

two-thirds of party members (as well as potential candidates 
like Sexwale and Cyril Ramaphosa) could prove a unifying 
force 

Ultimately 

nor his detractors will win outright control over succession 

so the next ANC president will have to be someone palatable 
to both camps. (Note: Observations of Мата! and others on 
the various candidates will be reported septel. End note.) 


11. (C) Matshigi is one of the Missions most astute and 
knowledgeable contacts on ANC developments 
admittedly close ties to Sexwale and Shilowa 
even-handed in his critiques of the party. Since leaving 
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Shilowa\'s office in 2000 

analyst and has consulted for several political parties 
including the ANC. His comments suggest that the party faces 
a difficult period in the runup to next year\'s ANC congress. 
With no opposition party in a position to take advantage of 
the vulnerabilities presented by the ANC\'s internal 

rivalries 

succession in a timely fashion. The bigger question is the 
effect such battles have on the political development of the 
ANC and South Africa as awhole. With no viable challenger 
to ANC dominance in 2009 

South Africa\'s next president essentially unfolds within ANG 
ranks. If succession discussions are handled in a 
transparent and inclusive way 

to hammer out internal differences 

discussions 

and unite its ranks behind a common vision for South Africa\'s 
future. If not 

increasing apathy among the rank-and-file 

first-time voters who will have no personal memories of 
struggle days. Rival camps\' abuse of the state apparatus 

in the intelligence scandal 

worrisome as well. 


12. (C) Comment continued: How the battle for the ANC will 
turn out is anyone\'s guess 

define it. As Matshiqi and several others have noted 

is committed to a successor who will carry on his modernizing 
vision for both South Africa and the rest of the continent. 

His manipulation of the party and some of his political 
decisions (such as his imposition of female candidates during 
the March 2006 local elections despite local opposition) may 
impede his ability to influence the debate. While he has 
clearly negated any suggestion of amending the constitution 
to permit him a third term as President 

rule himself out as a candidate for the party presidency also 
is mobilizing his opponents. Nevertheless 

skill at manipulating party structures should not be 
underestimated. 


TEITELBAUM 
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VCold Wan" thinking 

Deputy Director General Xie Feng said. Xie made these 
comments in response to PolmincounsY delivery of Ref A 
points on May 24. Xie called the report an attack on 
China\'s \"normal defense modernization\" and said it 
represents interference in China\'s internal affairs. 

It violates international norms and the three Joint 
Communiques 
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commitment by the leaders of the United States and 
China to build a constructive and cooperative 
relationship for the 21st Century 

report harms U.S.-China strategic trust. It sends the 
wrong signals on Taiwan and emboldens Taiwan 
separatists. The USG should stop issuing these 
reports 


2. (C) Polmincouns expressed disappointment over the 
PRC\'s unreasonable response to the USG report. If 
Beijing has concerns about the report 

respond with less rhetoric and with more accurate 
information. The tone of the USG report is factual 
descriptive and analytical. It does not attempt to 

prove that China is or is not a threat 

facts speak for themselves. China makes sovereign 
decisions as to what is appropriate for its own 

military expenditures. The USG concern is the 
discrepancy between China\'s official military budget 
and its actual expenditures. There is a lack of 
transparency regarding the connection between ChinaVs 
military expenditures and its strategic intentions 
emphasized. 


3. (C) Ref B reports on USDAO Beijing\'s delivery of 
Ref A points to the Chinese Ministry of National 
Defense on May 24. 


RANDT 
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Approaches\" held in Bergen 

government and NGO officials to discuss ways to advance human 
rights in North Korea. Officials and NGOs agreed that while 
little improvement has been made on human rights in North 
Korea 

in meetings with DPRK officials 

accountable to the few international agreements it has signed 
can help improve the human rights situation in the country. 
The tone of the conference was positive despite frustrations 
expressed by government and non-government officials over 
difficulties of working on the issue given the North Korean 
governments extreme self-imposed isolation. Participants 
worked to approach old problems from new angles. To help 
broaden viewpoints 

performance with substantive elements in the three day 
program. Outcomes may be difficult to judge 

no shortage of ideas for engaging with North Koreans in order 
to improve human rights in the DPRK. Keeping NGOs on the 
ground to provide emergency services 

multilateral official contact for governments like Norway and 
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Sweden that have diplomatic relations with the DPRK 
increasing North Koreans\' access to information from the 
outside world were discussed as ways to enhance human rights 
in the DPRK and to bring North Korea into the community of 
nations. END SUMMARY AND COMMENT 


2. (U) Norwegian Human Rights NGO Rafto House and the 
Citizens Alliance for North Korean Human Rights co-sponsored 
the 7th International Conference on Human Rights and Refugees 
May 9-11 in Bergen 

conference brought together government 

as well as academics to discuss ways to improve human rights 

in North Korea. Government officials attending the 

conference included Japanese Ambassador to Norway Fumiko 
Saiga 

Korea Paul Beijer 

Kyung-seo Park 

Human Rights in the DPRK Vitit Muntarbhorn. Former Norwegian 
Prime Minister Kjell Magne Bondevik 

Democracy President USA Garl Gershman 

International Advocacy Officer Norma Kang Muico 

Committee for Human Rights in North Korea Executive Director 
Debra Liang-Fenton also participated. There were no official 
USG presentations 

Lefkowitz Special Envoy for Human Rights in North Korea and 
USEMB Oslo poloff attended the conference. Initial 
presentations focused on assessing the human rights situation 

in North Korea and searching for ways to engage North Koreans 
and the DPRK government on human rights. Subsequent breakout 
sessions covered refugee issues 

communication strategies 

organizers combined arts and cultural presentations (some by 
North Koreans) with panel discussions and presentations. 


3. (U) Citizens\' Alliance for North Korean Human Rights 
representative Benjamin Yoon began the discussion by focusing 
on the benefits of public engagement with North Koreans on 
human rights. He challenged the assembled government and NGO 
leaders to apply an international standard of human rights to 

the DPRK and to bring human rights issues to DPRK officials 
attention whenever possible. There is value in publicizing 
information about specific human rights cases and bringing 
them to DPRK officials\' attention 

international venues. North Korean officials are aware of 

U.N. concerns about human rights in their country and the 
DPRK will react positively to external pressure put on 

specific human rights cases. 
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4. (U) National Endowment for Democracy 

Gershman continued on the engagement theme stating that human 
rights pressure is essential to provide support to those 

seeking freedom inside the DPRK. Publicizing the plight of 
detainees and following-up on their cases helps protect 

refugees who return to the DPRK. Gershman advocated 
integrating human rights discussions into talks on security 

and economic development. While refugee advocacy is still a 
priority for the Endowment 

information to North Koreans to debunk government propaganda. 
In his assessment 

breakdown of the governments control. Consistent pressure 

on human rights issues within North Korea will help speed 

this breakdown as stories of life outside the DPRK are broadcast 
to the North Korean people. 


5. (U) Former Norwegian Prime Minister Kjell Magne Bondevik 
called North Korea a society in crisis and the DPRK a 
government that has lost respect for human dignity. He 
underscored that the DPRK nuclear and WMD programs are a 
serious concern 

six-party talks restarted; further 

inspectoQin to their country and the DPRK must respect UN 
human rights resolutions and allow Special Rapporteur Vitit 
Muntarbhorn into the country. However 

that if diplomacy is neglected when engaging North Koreans 
there is no certainty that the desired democratic outcome 

will be achieved. He sees the South Korean governmentVs 
Sunshine Policy and the consistent and coordinated pressure 
applied to South Africa\'s apartheid regime as models to 
improve human rights in North Korea. 


6. (U) United Nations Special Rapporteur on Human Rights in 
the DPRK Vitit Muntarbhorn provided a bleak assessment of the 
current human rights situation and outlined specific steps to 
improve it. Note: Muntarbhorn 

was appointed in August 2004 

to recognize his mandate or invite him into the country. End 
note. He described four general human rights concerns. 

First 

aid agencies are still needed to distribute food aid. While 

the WFP is providing aid 

include human rights. Second 

existing labor laws or respecting international human rights 
agreements. North Korea is party to four human rights 
treaties and the DPRK recently changed its criminal code 
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terms οἱ these agreements and changes are not being enforced. 
Third 

respected. Returning refugees Q not granted freedom of 
movement and they face officially sanctioned persecuted upon 
return. Fourth 

participation 

are all compromised within North Korea -- while some citizens 
have access to foreign information 

press 

computers or listen to foreign radio and TV without 
government permission. Muntarbhorn had specific concerns 
regarding respect for the rights of those most vulnerable in 
North Korean society: women 

Again 

groups 

Korean legal regime is not happening. 


7. (U) While the Special Rapporteur cited no progress in the 
North Korean human rights situation in the last year 

offer several specific actions that North Korea and the 
international community could take to improve the situation. 
He suggested that North Korea could allocate resources to 
enforce compliance with existing human rights conventions 
reform national laws to regulate travel within the country 
and abolish sanctions for dissidents. He also urges that the 
DPRK liberalize its legal system to promote the rights of the 
disadvantaged and to build capacity for law enforcement. 
Humanitarian agencies should be allowed to stay in the 
country 

(hQself) should be allowed into the DPRK. The international 
community needs to do its part by providing food aid 
supporting the UN Rapporteur\'s recommendations 

asylum principles 

Finally 

rights to security issues on the peninsula. 


8. (U) Norwegian Ministry of Foreign Affairs representative 
Petter Wille offered a Norwegian view of how to improve the 
human rights situation within the DPRK by coordinating 
cooperation among civil society actors to promote human 
rights. Humanitarian aid is a key to building civil society 

but NGOs find it more and more difficult to work in North 
Korea due to increased government restrictions. Despite 
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these difficulties 

their presence to help those in need and to maintain contact 
with the North Korean government to help prevent future 
disasters. Norwegians deplore the North Korean WMD program 
and all that the program does to undermine non-proliferation 
efforts elsewhere in the world. While they want to pressure 
North Korea to disarm and to resume six-party talks 

dialogue and consultation as the way to move forward. 


9. (U) Anti-Slavery International Education Officer Norma 
Kang Muico described the causes of and current state of 
trafficking in North Korea in one of the conference breakout 
sessions. Declining trade 

the North Korean food distribution system led to an increase 
in economic migration from North Korea into China in the mid 
1990s. Muico stated that while many migrants fled North 
Korea for legitimate economic reasons 

into marriages by their families and villages or sold 

outright to trafficking agents. The continuing food crisis 

іп the region and demand for brides іп rural areas of China 
keeps these migration and trafficking patterns going. The 
Chinese government policy of arrest and deportation back to 
DPRK compounds the problem as repatriated trafficking victims 
face discrimination and forced labor upon return to North 
Korea. 


10. (SBU) There are an estimated 50 

in Chinese border provinces. Estimates of the numbers of 
persons trafficked into China are difficult to obtain due to 

lack of access to officials and the sensitivity of the 

subject. Private estimates are that there may be several 
hundred thousand individuals trafficked into China in recent 
years. Muico outlined some specific steps that can be taken 
to combat trafficking into China and improve human rights for 
refugees returning to North Korea. The North Korean 
government should stop the use of forced labor in detention 
camps and change their criminal code. China should give 
humanitarian status to North Korean women who have been 
trafficked and should give the UNHCR access to North Koreans 
in China. The international community should raise 
protection of North Korean refugees in meetings with Chinese 
officials. 
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11. (U) Special Advisor to the Swedish Government on Korea 
Ambassador Paul Beijer 

Ambassador to North Korea from 2001-2005 

the donor dilemma issue. Isolationist DPRK propaganda links 
outside assistance with outside interference and the West\'s 
desire for regime change. This leads North Koreans to view 
assistance as a threat to their way of life and aid as 

something that should not be accepted. The collectivist 
mindset of the North Korean government sees no contradiction 
in denying food or human rights to individuals as long as 
collective rights (to their way of life) are protected. Ina 
doctrinaire regime 

Bringing about such change requires new approaches. 
Traditional methods of applying pressure to governments don\'t 
work with North Korea: Military threats only deepen the 
country's war footing; isolation keeps the government in 
control; naming and shaming human rights abuses only results 
in a shutdown of NGO work. Other methods may bring some 
partial results 

sanctions only feed the governments desire for isolation and 
self-sufficiency; dialogue is difficult since the government 

is manipulative and good at negotiation. Beijer sees 
engagement as the only way forward and the only way to break 
through a system that is 

and Swedish engagement on humanitarian assistance gave North 
Korean citizens exposure to new ways of doing things. 
Through constant contact the DPRK governments control over 
its citizens can be lessened and eventually overcome. 


12. (U) Japanese Ambassador to Norway Fumiko Saiga outlined 
her government's efforts to normalize relations with North 
Korea and build a comprehensive peace in Northeast Asia. 
Continuing bi-lateral and multi-lateral engagement helps make 
North Korea a more normal society. By focusing on important 
issues (abductee repatriation 

Japan can help pull the DPRK into community of nations. 
Rejoining stalled six-party talks will do the same thing. 
Ambassador Saiga stressed that it is vital that North Korea 
keep a positive attitude toward resolving outstanding 
problems. 


13. (U) South Korean Ambassador at Large for Humanitarian 
Affairs Kyung-seo Park sees peace and stability as key to 
creating an environment that will move the DPRK forward. 
While North Korea is ultimately responsible for itself 

are actions the ROK can take to improve human rights in North 
Korea. The first priority is securing North KoreansY right 

to food. The ROK will increase monitoring of food aid to 

North Korea. The second priority for his government is to 
provide defectors assistance with resettlement 

re-integration 
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families 

humanitarian and economic assistance are also key ways to 
support human rights within North Korea. 


14. (U) In another breakout session 

Reporters Without Borders 

Bonner 

discussed communication problems in North Korea. Cultural 
exchanges may slowly erode rigid cultural barriers to 
communication for a few 

a functioning and free press make it very difficult to reach 
large groups within the DPRK. Medium wave and short wave 
radios are available and broadcasting into North Korea may be 
the best way to get information to the North Korean people. 
According to Tae Keung Ha 

broadcasting messages into North Korea 

listening to non-official stations on non-registered radios 

are decreasing. Since possession of transferable media such 
as CDs and tapes reportedly result in very severe penalties 
broadcasting into the DPRK is 

provide \"mental food\" not just food aid to North Korean 
people. 


Visit Oslo\'s Classified website: 
http://www.state.sgov.gov/p/eur/oslo/index.cf m 
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Darfur 

lauded the peace agreement and said China has no problem 
in principle with AMIS transitioning to а UN peacekeeping 
operation provided the Government of Sudan approves. On 
Syria/Lebanon 

stability while Tang said China supports the IIIC 

investigation but that solving Lebanon/Syria issues will 
require patience. Tang said Beijing is open to an 
international conference or new UN Security Council (UNSC) 
resolution on Iraq. Hu said China hopes that UN budget 
issues will be resolved through consultation 

contributions must be based on \"capacity to pay.\" Tang 
said China has \"no problem\" with Liberia and Burundi as 
the first two countries for the Peacebuilding Commission 

to focus on. End Summary. 


2. (C) UN SYG Annan discussed the Six-Party Talks 
Iran 
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relations 

in separate 

Jintao and State Councilor Tang Jiaxuan during Annan\'s 
May 19-23 visit to China 

courtesy callon Premier Wen Jiabao did not cover 
substantive topics 


Annan Raises Six-Party Talks 


3. (C) Guo said UNSYG Annan asked President Hu for 
China\'s views on the Six-Party Talks and questioned 
what opinions or advice the UN can offer to help break 
the current impasse. Annan said press reports 

indicate the United States is contemplating seeking 
peace talks with the DPRK separate from the nuclear 
issue and said that 

Hu said China seeks the denuclearization of the Korean 
peninsula. China will safeguard the nuclear non- 
proliferation treaty (NPT) and seeks to maintain peace 
and stability in the region. China thinks the North 
Korean nuclear issue should be resolved through 
negotiation and peaceful means. The fourth round of 
the Six-Party Talks achieved the joint declaration. 
China continues to work with the other members of the 
Six-Party Talks in efforts to resume the Six-Party 

Talks at an early date 

Separately 

Six-Party Talk process and said China would inform him 
of any developments 


Iran Nuclear Issue 


4. (Ο) Guo said SYG Annan stressed the importance of 
the EU-3 and Iran negotiating in the spirit of 

openness and compromise. Annan advised Iran not to 
refuse the EU-3 package before careful study and 
analysis 

said the EU-3 should think creatively about its 
package. The international community should encourage 
Iran to cooperate with the ΙΑΕΑ 

to demonstrate to Iran that the international 

community is not against Iran\'s right to the peaceful 
use of nuclear technology. Iran should end its 
confrontation with the international community. Iran 
must adhere to its NPT obligations and IAEA 
guidelines. The UN Security Council should support 
the ΙΑΕΑ in preventing nuclear proliferation. The 

Iran nuclear issue could have serious adverse effects 
on the Middle East. Sanctions likely will be 
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ineffective due to the high price of oil. The United 
States and Iran should communicate directly 

the United States is reluctant to pursue that course 
Annan said. 


5. (C) President Hu responded that the situation is 
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\"severe\" but there is still room for diplomacy 

said. The key is to find a viable and acceptable 
solution for all. Sanctions are not conducive to 
solving the crisis and would complicate the current 
situation. China encourages the EU-3 to be more 
creative and will encourage Iran to adopt a cool and 
positive attitude toward the EU-3 package. All sides 
should exercise restraint and refrain from actions 
that will cause the current situation to deteriorate 
President Hu added 


Darfur: Sudan Government Must Agree 


6. (C) According to Guo 

Annan that the PRC has no problem in principle with 
AMIS transitioning to a UN peacekeeping operation 
(PKO) 

approve the transition. Tang said all sides should 
treasure and safeguard the May 5 Darfur Peace 
Agreement (DPA) 

international community should encourage the holdouts 
to sign the agreement and work for its implementation 
Tang added. UNSYG Annan told Tang he is concerned 
about security in Darfur. UN envoys are in Sudan to 
support an AMIS-UN PKO transition. The UNSYG is 
working on securing GOS cooperation. Annan said he 
hopes the GOS will adopt a constructive attitude 
toward the transition 

Poloff\'s question 

Chinese troop contributions or aid to Darfur did not 
arise. 


Syria/Lebanon 


7. (C) UNSYG Annan raised concerns about the Middle 
East 

community has the responsibility to help the Lebanese 
determine their own future and ensure regional 
stability. The prospect of an international tribunal 
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pursuant to the ПІС investigation may cause internal 
tensions in Syria. Annan is concerned of the adverse 
effects on countries in the region if instability 
escalates. Tang said the relationship between Syria 
and Lebanon is complex 

boundaries and a host of other issues. Time and 
patience will be required to resolve these matters. 

The UNSC should respect LebanonVs sovereignty and 
independence. China supports the work of the ПІС and 
hopes the truth will emerge at an early date. Tang 
told Annan that China encourages Syrian cooperation 
with the IIIC 

the spirit of justice 


Iraq 


8. (C) Kofi Annan said some countries are calling for 
an international conference or a new UNSC resolution 
on Iraq. Tang said the way forward for Iraq is for 

the Iraqi people to govern themselves. Iraqis must 
strengthen dialogue between various ethnic 

and political groups. Tang told Annan that China 
supports the UN playing a better role in Irag and is 
open to the idea of an international conference and/or 
a new UNSC resolution 


Afghanistan/SCO 


8. (C) Annan thanked China for its support for peace 
and rebuilding in Afghanistan 

said the international community should encourage the 
implementation of the agreement reached at the London 
conference. Afghanistan will be an observer at the 
SCO summit 


Concerns About UN Reform 


10. (C) Guo said Annan raised UN reform in his meetings 
with both Hu and Tang and the discussions were 
substantively similar. Annan expressed concern that 

the UN budget will become an issue in June. Both Hu 
and Tang said China will contribute based on the 

current scale of assessments. China believes 
contributions must continue to be determined on the 
Vcapacity to pay\" principle. China does not support 
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\"purchasing power parity\" or oter similar proposals. 
China hopes consultatons among UN member states will 
roduce a way forward and hope the SYG will facilitate 
dialogue 

the budget issue can be resolved and not develop into 

a confrontation 


11. (C) Guo said Annan noted UN reform had produced 
the Peacebuilding Commission and the Human Rights 
Council. Tang said China is satisfied with the 

selection of the Peacebuilding Commission\'s standing 
organizational committee. Tang said China has \"no 
problem\" with Liberia and Burundi as the first two 
countries for the Peacebuilding Commission to focus 
on 


UN Role In International Affairs 


12. (C) Guo said President Hu lauded the UN\'s role in 
world affairs. Hu said member states must find ways 
to implement the outcomes of the 2005 UN summit 
including working toward common development 
international cooperation and world peace. Creating 
an enabling international environment for development 
should be a UN priority 

that he hopes China can play a larger role in UN 
affairs 

international development. The Millennium Development 
Goals (MDGs) should be implemented. The MDGs comport 
with China\'s own goals of creating a prosperous and 
harmonious society. China should especially help with 
Africa\'s development 

China supports and cooperates with the UN. China 
respects the UN Charter and will uphold its 
responsibilities. China continues to participate in 

UN activities with a positive attitude. China also 
supports the UN and the UN SYG playing a more 
important role in international issues 

according to Guo. 

RANDT 
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would counter guaranteed the RBTT loan in order to 
revitalize the effort. In so doing 

reawakened the substantial controversy surrounding the 
deal. 


3. (SBU) Opponents of the project have long cited the 
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potential negative environmental impacts like loss of 
biodiversity 

potential for flooding brought on by the deforestation of 
old-growth forest and its replacement with a monoculture of 
oil palm trees. The NPS faction within the ruling coalition 
ofthe GOS has long pushed for this project discounting the 
criticism and believing it will create an estimated 5 

jobs in the remote district of Marowijne. They also cite 

the expansion of SurinameVs timber exports 

palm oil 

some members barely on board (see para. 6) - expects to 
derive revenue 

labor 


4. (SBU) Beyond the environmental concerns 

the investment are rather unconventional in that the 
sweetheart deal allows for the sale of the cut timber to 
create a pay as you go method of financing the costs. Zhong 
Heng Tai would begin by clear-cutting 40 

total 50 

trees will be planted. Beginning in the first year with an 

initial 1 

production followed in the second year with an additional 

2 

finally 4 

the entire 40 

harvested is meant for export to China for sale generating 
the revenue needed by Zong Heng Tai to pay the GOS a pre 
arranged fee of 12 USD per cubic meter for the export of 
milled lumber and 24 USD per cubic meter for the export of 
whole logs. 
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5. (SBU) With the new financial guarantee 

reinvigorated political opposition to the deal. According 

to NDP member Jenny Simons 

Tai is nothing more than a front for a wood processing 
business. Simon believes the structure of the deal proves 
that the Chinese company intends to clear-cut Suriname\'s 
forest and use the income from the export of the wood to 
finance a palm oil project. Simons went on to say that the 
oil derived from such an operation could then only be sold 
on the Chinese market since international environmental 
regulations would prohibit other countries from purchasing 
palm oil produced under these conditions. 


6. (SBU) Before A-Combination (AC) leader and convicted 
drugs trafficker Ronny Brunswijk was elected to the 
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National Assembly in May 2005 

home district Marowijne that he would do everything in his 
power to stop the deal from going through. Now part of the 
governing New Front Plus coalition 

fellow party leaders are under intense pressure to deliver 
on the high expectations for economic development they 
raised during their campaign. Local Maroon communities 
fear that they will lose out on the estimated 5 

jobs generated from the project 

employment opportunities will go to \"cheaper\" Chinese 
laborers. Locals also dread the potential for 

environmental damage to the land and water on which they 
heavily rely. 


7. (SBU) On April 27 local resentment reached a peak when 
people in the town of Moengo 

near the Patamacca area 

calling on AC politicians in the National Assembly to step 
down for failing to stop the project. Others dubbed the 
arrival of the Chinese company and its staff as a Chinese 
invasion. Shortly thereafter 

meetings in Marowijne to clear up 

apparent misunderstandings about the nature of the project 
and the AC position 

sides of the fence. AC leaders are not categorically 
opposing the deal 

coalition partners 

significant changes to the original agreement that would 
address their constituency demands. 


COMMENT 


8. (SBU) Despite the Deus ex machina intervention at the 
last minute by the local RBTT Bank to keep the Patamcca 
Palm Oil project alive there remain many skeptics who still 
see significant investment 

risks ahead. Some fear that the project is overly dependent 
on revenue generated from the cleared timber 

meant to provide the investment capital for the first six 
years. Out of this revenue come start-up costs 
infrastructure expenses and concession fees. With the 
Chinese firm Zhong Heng Tai risking none of its own 
capital 

classified as direct foreign investment by China. The fact 
that numerous Chinese logging firms have tried and failed 
to market Suriname\'s relatively unknown species of tropical 
hardwoods over the past decade does not bode well for the 
ultimate success of the Patamacca Palm Oil project. The 
project appears to critics to be little more than a 
concession granted to clear-cut 40 
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at a fixed price justifying the importation of Chinese 

workers. Others fear the inexperienced Zhong Heng Tai will 
fail leaving large-scale environmental damage in their 

wake. Finally 

being supported by the Creole dominated NPS political 
faction as an attempt to undermine the business strength of 
the Hindustanis through growing Chinese business interests. 
End comment. 
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with me some of his ideas. | would call them bold 
ideas. These ideas could lead to a two-state solution 
if a pathway to progress on the road map is not opened 
in the period ahead. President Bush was also quoted 
as saying: “Тһе Рите Minister and | shared our 
concerns about the Iranian regimeVs nuclear weapons 
ambitions.... Israel is a close friend and ally of the 
United States. And in the event of any attack on 

Israel 

Israel Radio reported that OlmertVs associates were 
extremely satisfied with President Bush\'s remarks. 


The media quoted Olmert as saying at the news 
conference: \"| intend to exhaust every possibility to 
promote peace with the Palestinians according to the 
road map 

Abbas 

Authority.... Despite our sincere desire for 

negotiations 

Palestinians to change. We cannot be held hostage by a 
terrorist entity which refuses to change or to promote 
dialogue. The Jerusalem Post\'s website quoted Olmert 
as saying after his meeting with President Bush that he 
was V'very satisfied" with the understanding he reached 
concerning his plan for possible unilateral withdrawal 
from parts of the West Bank. Ina briefing with 

Israeli reporters after the meeting 

that Bush\'s remarks about his plan 

ideas \"bold\" and V'important steps towards peace 
made in a \"very clear and remarkable way\". Israel 
Radio quoted officials at Abbas\'s bureau as saying that 
Olmert\'s remarks were not encouraging. Israel Radio 
noted that unlike his predecessor Ariel Sharon 

called Abbas the \"President of the РАХ" 


The Jerusalem Post quoted diplomatic sources in 
Washington as saying that the US will seek 

international support before endorsing PM Olmert\'s plan 
for unilateral withdrawal from parts of the West Bank. 
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The sources were quoted as saying that President Bush 
was not yet ready to back the unilateral Israeli move 
though he does not oppose it. Media reported that at 
the press conference 

of realignment.\" HaVaretz reported that author and 
Nobel Peace Prize laureate Elie Wiesel helped write the 
speech that PM Olmert will give before a joint session 
of Congress today. 


The media reported that on Monday 
Secretary of State Condoleezza Rice and National 


SIPDIS 

Security Advisor Stephen Hadley 

Defense Secretary Donald Rumsfeld 

Havaretz 

with China in the past. Yediot and other media quoted 
Secretary Rice as saying in an interview with Al 


SIPDIS 

Arabiya-TV that Olmert does not have a plan yet and 
that he only wants to share some οἱ his ideas with the 
President. 


Retiring Deputy Chief Justice Mishael Cheshin was 
quoted as saying іп an interview with HaVaretz: 
\"[Chief] Justice Aharon Barak is ready for 30 

people to be blown up 

| am not ready for that. He thinks that; | think 
differently. To my great happiness 

majority.... | am not ready to take a risk. Not at 
[Netanya\'s] Park Hotel and not in Haifa and not in 
buses that blow up in Tel Aviv. Why should | take a 
risk? However you look at it 

enemy state" Justice Cheshin was referring to the 
ruling two weeks ago by the High Court of Justice on 
family reunification. This morning 

that Cheshin apologized for his comments about Barak 
saying they were made in the heat of the moment. 


HaVaretz 
on Tuesday 
37 

H.R. 4681]. 


The Jerusalem Post reported that a European diplomatic 
official told the newspaper Tuesday that Palestinian PM 
Ismail Haniyeh\'s comment in his interview with HaVaretz 
this week that peace was possible if Israel withdrew to 
the 1967 lines was a step toward recognizing Israel\'s 
right to exist 
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meeting of EU officials in Brussels. 


Leading media quoted Defense Minister Amir Peretz as 
saying Tuesday that he intends to begin evacuating 
illegal settler outposts in the near future. HaVaretz 
Yediot 

\"Шеда! settlers don\'t bring honor 

Israeli population in the territories.\" HaVaretz 

reported that on Tuesday 

in the Matityahu East neighborhood in ModiVin Illit in 
contravention of a ruling by the High Court of Justice. 


Maariv reported that the Kadima leadership intends to 
transfer the budget of the World Zionist Organization\'s 
settlement department to fund the convergence plan and 
develop the Negev and Galilee. The organization 

was controlled by the Right and which is most likely to 
pass into the hands of Kadima 

million shekels (around USD 22 million) annually into 
construction in the territories. 


Leading media quoted IDF Chief of Staff Dan Halutz as 
saying Tuesday before the KnessetVs Foreign Affairs and 
Defense Committee that he would not recommend occupying 
the Gaza Strip in response to Qassam rocket attacks on 
Israeli communities 

is making a great effort to find technological 

solutions to better contend with the Qassam rockets 

from the Gaza Strip 

Israel. The Jerusalem Post quoted Halutz as saying 

that terrorists are smuggling tons of TNT into Israel 

from Sinai. HaVaretz 

cited the Egyptian Interior Ministry as saying Tuesday 
that Yousri Mohareb 

authorities as amember of a group behind bomb attacks 
in Sinai 

the Palestinian territories. 


Leading media reported that on Tuesday 

of Justice approved the route of the separation fence 
between MaValeh Adumim and the Palestinian village of 
Azariyeh and along the roads leading to the city. 


Last night 

Iran again test-launched a Shihab-3 missile with a 

1 

US -- and Yediot to Israel as well. Yediot and Maariv 
reported that Israel is developing Тотаһамк -like 
cruise missiles. 


Hatzofe quoted Hizbullah Secretary-General Sheikh 


Column 3 

Hassan Nasrallah as saying Tuesday that his 
organization has thousands of rockets that can strike 
any military or civilian target in northern Israel. 


Ha\'aretz reported that tomorrow 

Gaza Strip 

factions are due to open a national dialogue on the 
future of the PA. 


Italian FM Massimo DVAlema was quoted as saying Tuesday 
in an interview with Maariv that Israeli concerns about 

him are not justified and that he is committed to 

Israels security. 


Major media reported that according to the annual 
Amnesty International report 

was a marked drop in violence between Israelis and 
Palestinians in 2005 

of attacks by both sides. According to the report 
some 190 Palestinians 

were killed by the IDF 

children 

report states that many of the Palestinian casualties 
Vwere killed unlawfully 

shootings 

populated residential areas 

excessive use of force.\" The report also cites IDF 
blockades and attacks of Palestinians by the IDF and 
settlers. 


HaVaretz 

statistics released Tuesday by the Jerusalem Institute 
for Israel Studies 

of Jerusalem residents 

areas of the city that came under Israeli rule after 
the Six-Day War. Forty-four percent of those 413 
residents -- 182 

are Arab. The Arabs living in the post-1967 areas 
constitute 98 percent of the city\'s Arab population 
while Jews living in those sections constitute 39 
percent of the Jewish population. 


The Jerusalem Post reported that on Tuesday 
effort to broaden Israel\'s overseas support 
KnessetVs Christian Allies Caucus launched in 
international women\'s council that will work to bring 
female Christian and Jewish supporters of Israel 
together. 


HaVaretz reported that in recent years 
have established Israel studies centers in the US 
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to a lesser extent in Europe. At least 12 such centers 
and institutes -- nine in the US and one each in 
Canada 

quoted academics in the US 

saying that the reason is political -- following the 
hesitation to link with Israeli institutions of higher 
education due to calls for an academic boycott 
opposition to the occupation 

Palestinian citizens of Israel 


Yediot reported that preparations are intensifying for 
moving former PM Ariel Sharon next week to the 
rehabilitation hospital at Sheba Medical Center 
Hashomer 


All media (banner in Yediot) extensively reported that 
on Tuesday 

other senior law officials received warning letters 
from the Zeiler Committee 

review the bungling of a murder case involving the 
Parinyan crime family. Letters of warning are usually 
issued when there is a significant chance that an 
indictment will follow. 


Senior columnist Nahum Barnea 

fellow at the Saban Center for Middle East Policy at 
the Brookings Institution 

mass-circulation 

administration is adopting OlmertVs plan 
[conditionally].... This is a very far-reaching gesture 
... towards IsraelVs prime minister.\" 


Diplomatic correspondent Aluf Benn wrote in the 
Internet edition of independent 

VFor Prime Minister Ehud Olmert 

reasons to be satisfied with his first meeting with US 
President George W. Bush." 


Arab affairs commentator Danny Rubinstein wrote in 
Havaretz: V[Israelis] who are not asking for any favors 
from the Palestinians ... should adopt a positive 
attitude toward Haniyeh and his stance. V 


Conservative columnist Yosef Harif wrote in popular 
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pluralist Maariv: \"In light of the great opposition 
inwardly and outwardly 

been revealed in the [convergence] plan 

seek an arrangement that is based on a reciprocal 
agreement.\" 


Zalman Shoval 

ambassador to the US 

[peace] initiatives must be blocked before they gather 
momentum.\" 


Block Quotes: 


І. VHis Great Day\" 


Senior columnist Nahum Barnea 

fellow at the Saban Center for Middle East Policy at 
the Brookings Institution 

mass-circulation 

\"Ehud Olmert has good reason to feel good this morning. 
He is leaving Washington with a good part of his 
expectations fulfilled.... In fact 

is adopting OlmertVs plan on the condition that it is 
raised only after a clear and convincing step is taken 

of examining the possibility of negotiations with Abu 
Mazen. This is a very far-reaching gesture by the Bush 
administration towards Israels prime minister. It is 

not every day that the President of the US stands 
alongside an Israeli prime minister who announces that 
Israel is determined to reorganize the settlements into 
settlement blocs within the West Bank territories. If 

on the topic of convergence the Americans listened to 
Olmert a great deal 

him to listen to them. The message they conveyed was 
simple: at this stage 

keep a low profile concerning Iran Israel must not 

act alone." 


|. V'George Bush Wants the Convergence Plan Too" 


Diplomatic correspondent Aluf Benn wrote in the 

Internet edition of independent 

(5/24): \"For Prime Minister Ehud Olmert 

many good reasons to be satisfied with his first 

meeting with US President George W. Bush. In the press 
conference that followed their first round of talks 

Bush warmly adopted OlmertVs initiatives for an 

extensive withdrawal in the West Bank 
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Vbold ideas\' that Vcould be an important step to 
peace. The president also pledged that the United 
States would hasten to Israel\'s defense in the event of 
an attack by Iran 

stressed the personal relationship between them.... In 
anticipation of the visit 

White House had all lowered their respective 
expectations -- effectively convincing the media that 
Bush\'s support for the convergence plan would be 
lukewarm 

the meeting. These lowered expectations served as an 
agreeable backdrop for Bush\'s supportive statements 
fortified by OlmertVs allusion to the fact that Bush 

had been the first world leader to support former prime 
minister Ariel Sharon\'s disengagement plan.\" 


Ш. “Тһе Two Sides of Haniyeh V" 


Arab affairs commentator Danny Rubinstein wrote in 
HaVaretz (5/24): V[Palestinian Prime Minister Ismail 
Haniyeh] allows his ministers to meet with Israeli 
officials on such matters so as to improve the quality 

of life in the West Bank and Gaza. However 

has shown no sign of compromise on the fundamental 
issues. He does not officially recognize Israel or the 
legitimacy of the Jewish state 

political negotiations with what he considers to be the 
occupying power.... How should Israelis react to 
HaniyehVs position? Those who think Haniyeh wants to 
maintain contact with Israel on day-to-day issues in 
order to become stronger and ultimately destroy the 
Jewish state when he believes he is capable of doing so 
should completely reject what he has to offer. And 
those who are not asking for any favors from the 
Palestinians -- who don't care if they recognize Israel 
and will be satisfied if the Palestinians get used to 
coexistence without violence -- should adopt a positive 
attitude toward Haniyeh and his stance. V 


IV. \"An Agreement All the Same\" 


Conservative columnist Yosef Harif wrote in popular 
pluralist Maariv (5/24): V'The charm [of Olmert\'s 
convergence plan] is now being eroded 

because of the negative position of the international 
community. The daily Qassam rocket fire at the Negev 
communities from the territories evacuated in Gush 
Katif 

reported widely that Al Qaida has penetrated the Gaza 
Strip 

with weaponry. This reality increases the fear that a 
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similar future can be expected for the territories that 
stand to be evacuated in Judea and Samaria [i.e. the 
West Bank] 

terrorist state on our eastern border. The concept of 
\'permanent borders 

unilaterally 

The plan gives the Palestinians most of the territories 
of Judea and Samaria -- after they have already 
received the Gaza Strip -- without an agreement that 
will lead to an end of the conflict. In time 
Palestinians agree to make peace 

not settle for the territories that have been 

evacuated 

out further withdrawals. In light of the great 
opposition 

that have been revealed in the plan 

an arrangement that is based on a reciprocal 
agreement.\" 


V. VSame Old Story\" 


Zalman Shoval 

ambassador to the US 

\"An important element in the Arab-Palestinian strategy 
is resurrecting the peace initiative of Abdullah 

former Saudi heir apparent who is now the king. VIf we 
can succeed in causing Hamas to adopt this initiative 
all the reservations that Israel and the world have 
against it should disappear 

[at a policy discussion | recently attended at the 
Woodrow Wilson Center in Washington] 

that it also supported the initiative in the past. 
Apparently 

support the position paper prepared in prison by [Fatah 
leader] Marwan Barghouti are also part of this move. 
The aforesaid Arab initiative does speak about the 
possibility of normalizing relations between Israel and 
the Arab world 

preconditions that place IsraelVs very existence in 
question. For example 

the Palestinian refugees 

Vright of return\' in another guise 

complete withdrawal from all territories seized by 

Israel in 1967 

neighborhoods around Jerusalem 

settlements in Judea and Samaria [i.e. the West Bank]. 
These Arab initiatives must be blocked before they 
gather momentum.\" 
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Columnist Arnon Yafe wrote in ultra-Orthodox Yated 
NeVeman: \"Iran will develop an atom bomb within ten 
years. How does [the CIA] get along without agents in 
Iran?\" 


Block Quotes: 


“Тһе CIA Kills Snakes Instead of Drying Up the Ponds of 
Terror.\" 


Columnist Arnon Yafe wrote in ultra-Orthodox Yated 
NeVeman (5/24): V'The CIA 

agents 

longer present the President of the US with information 
and analysis that would allow him to know how and where 
to deploy diplomatic and military personnel. Iran will 
develop an atom bomb within ten years. How does [the 
CIA] get along without agents in Iran?... Spying 
missions are slowly shifting to the Pentagon.... Deep 
strategic analysis is lacking -- this is a life-and- 

death question 

intelligence failure 

Kippur War.\" 


Shlomo Avineri 

Political Science and former director-general of the 
Foreign Ministry 

independent Jerusalem Post: V'Serbia needs reassurance 
and a time to rebuild its society.... This can be done 

only if Kosovo becomes independent." 


Block Quotes: 
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\"Next -- Independence For Kosovo\" 


Shlomo Avineri 

Political Science and former director-general of the 
Foreign Ministry 

independent Jerusalem Post (5/24): \"On Sunday 
majority of the voters in Montenegro opted for 
independence and for severing the remaining tenuous 
links that bound them to Serbia.... Serbia needs 
reassurance and a time to rebuild its society. A 
generous European policy 

relatively quick entry into the EU 

assuage Serbian sensibilities 

transition to democracy and wean it from its hegemonic 
memories. But all this can be done only if Kosovo 
becomes independent. Serbian rule over Kosovo Albanians 
was the last colonial rule in Europe; NATO put an end 
to it. Now the outcome -- independence -- has to be 
granted international legitimacy. There is no other 
way.\" 
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two camps inside the regime 

clamp down and those advocating greater openness. (Note: He 
placed himself and Foreign Minister Shaikh Khalid in the 

latter group.) 


4. (C) Shaikh Abdul Aziz said that Minister of the Royal 

Court Shaikh Khalid bin Ahmed Al Khalifa was supposed to be 
the decision maker for the Palace on a range of political 
issues 

influenced 

President of the Royal Court Shaikh Mohammed bin Attiyatallah 
ΑΙ Khalifa and Minister of State for Cabinet Affairs and 
President of the Central Informatics Organization Shaikh 
Ahmed bin Attiyatallah Al Khalifa. These two brothers 

use their personal relationships with the King and their 

official positions to leverage their influence 

\"throttle\" civil society and the opposition 

Aziz\'s view. Referring to the Ministry of Social 
Developments harassment of BTS 

two brothers had pressured ministers to take decisions with 
which the ministers did not personally agree. 


5. (C) Shaikh Abdul Aziz said that he had personally 
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experienced the wrath of the two brothers in early 2006. In 

a Press interview 

transitional justice 

issue of the government assisting victims of torture at the 
hands of security forces during the 1990s. He stated 

publicly that Bahrain should learn from the experience of 

other countries that had dealt with similar issues 

should conform to international standards. He said Shaikhs 
Mohammed and Ahmed came down on him so hard that he had 
offered his resignation to the Foreign Minister. He 

weathered the controversy but learned the lesson not to get 
involved in this matter or others related to domestic 

political affairs. He said that when local NGOs organized a 
conference on transiTQFE4ct) 

advisor to President of the Royal Court Shaikh Mohammed bin 
Attiyatallah and acts as a liaison between the Court and his 
fellow Shia 

and Shaikh Ahmed play an influential role within the regime. 
(Note: Another brother 

far out in front of its GCC partners. According to AI Aali 

Saudi Arabia reacted negatively when the King appointed women 
a Christian 

The Saudi leadership opposes open elections in Bahrain for fear that 
the Shia would gain too much power. In ΑΙ AaliVs view 

ССС leader is worried that if one regime falls 

all fall 

He also cited a specific concern of the Bahraini government. 
Understanding a conflict is brewing with Iran 

government wants to be firmly in control of the domestic 
political environment. Strong Shia opposition representation 
in parliament could result in V'unpredictable reactions and 
consequences. V 


8. (C) Shura Council member Faisal Fulad told Pol/Econ Chief 
that Royal Court Minister Shaikh Khalid bin Ahmed AI Khalifa 
is “оле of the most powerful figures in the country." He 
confirmed the influence of the \"bin Attiyatallah\" brothers 

and commented that Prime Minister Shaikh Khalifa bin Salman 
ΑΙ Khalifa shares their policy views vis-a-vis the Shia. A 
common analytical paradigm in Bahrain often pits the King and 
Crown Prince against the PM on issues related to political 

and economic reform. Оп the immediate issue of Shia 


9. (C) In a late April meeting covering several subjects 
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the Ambassador asked Minister of State for Cabinet Affairs 
Shaikh Ahmed bin Attiyatallah about his views of the upcoming 
elections. In stark contrast with the first half of the 

meeting 

talk that the government is trying to keep the opposition out 
of parliament 

want to say that the government is bad and is working against 
the interests of the people 

claimed there are 17 \"Iran-friendly\" satellite television 
channels broadcasting into Bahrain that \"lead\" the views of 
the Shia opposition. He argued that Bahrain is at the center 
of a dangerous triangle encompassing Iran 

Arabia. Other countries in the region including Saudi 

Arabia 

said 


10. (C) In the view of many observers 

іп the opposition 

amendments to the election laws that could result in 
diminishing Shia participation in the elections and 
representation in the lower house Council of Representatives 
(COR). Some of these actions include: 


- (a) Denying the vote for a period of ten years to people 

who had been sentenced for a crime punishable by at least six 
months in jail 

This would directly impact former Shia exiles who received a 
royal pardon upon their return to the country in the late 

1990s and early 2000s; 


- (b) Unifying the 40 constituencies for the COR with the 50 
constituencies for the municipal councils. When this idea 
was first floated in early April 

interpreted it to mean that the lightly populated (Sunni) 
Southern Governorate would gain additional seats in the COR 
at the expense of the more densely populated (and Shia 
dominated) Northern and Capital Governorates 

the Council\'s balance further in favor of the minority Sunni. 
Although this negative interpretation may not be valid 

trial balloon was widely interpreted in this way; 


- (c) The government withholding announcement of the dates 

for the parliamentary and municipal elections. Accepted 

wisdom has it that municipal elections should take place 

between July and September 

between September and December. The government has not yet 
made an announcement. Further complicating the issue 
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is talk the two elections could be held at the same time; 


- (d) Amending the municipality election law to allow the 
Prime Minister (who is responsible for implementing the 
municipal elections) to postpone eections for up to six 
months 

parliamentary election law 

delay elections for up to six months; 


- (e) The Central Informatics Organization 

MinState Shaikh Ahmed bin Attiyatallah 

census or demographic data from parliamentary or municipal 
council candidates 

type of solid information drives the development of voter 
communications and policy platforms addressing the concerns 
of constituents; 


- (f) Authorizing e-voting over the Internet. Central 
Informatics Organization Director for Elections Shaikha 
Muneera bint Abdullah Al Khalifa publicly confirmed May 20 
that Bahrain would employ e-voting 

Internet 

Sharif found it WstrangeW that Shaikha Muneera would announce 
the plan to use an e-voting system without engaging with the 
groups that had expressed concern. MP Fareed Ghazi said 
publicly that V'e-voting could allow mistakes to occur. Even 
if we rule out tampering 

using this mechanism. V" 


11. (C) While none of the preceding issues presents a 
fundamental challenge to the integrity of the electoral 

system 

off-balance. Some of the proposals (a 

target Shias while others (c 

new to politics and are unfamiliar with their districts or 

have never run a campaign before 

boycotters. By changing the rules 

and delaying an announcement on the timing of the elections 
the government will be in a position to exert more control 
over the elections process. Al Waad President Sharif 
commented publicly May 21 on possible attempts to influence 
election results. He said 

not calm down until the government has guaranteed the outcome 
of the next elections." Although he was referring 

specifically to a canceled NDI program for Bahraini political 
leaders to be held in Morocco 

broader suspicions of oppositionists. 
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12. (SBU) Arabic daily Al Wasat Editor-in-Chief Mansour Al 
Jamri Qb$Qiof the State Security Law while the second is a 
hopeful world that values freedom of the press 

NGOs 

spirit of human dignity and sustainable development. On May 15 
hoped that what has happened recently in Bahrain did not mark 
a retreat in the progress of the KingVs reform plans. Не 

said the King can bring hope back to the hearts of Bahrainis 

by \"pushing away the ruthless people who want to strangle the 
citizens.\" On May 14 

out NDI Director Guleid 

are so painful. The majority of Bahrainis who have recovered 
from their pains and support the King and his reforms hope 
that the ways of the past do not return to Bahrain.\" 


13. (SBU) Al Watan columnist Sawsan Al Shaer 

her independence from the paper\'s usual hardline Sunni 
editorial stance 

for election monitoring are concerned about the best 
interests of the country and are not interested in carrying 
out some kind of coup. She says 

close to decision-makers is to take it easy on themselves. 
The stability of the regime is not in imminent danger. We 
should not exaggerate our concerns and in return show the 
regime as fragile and confused 

government is about to take illegitimate actions during the 
elections.\" 


14. (C) Conservatives in key positions in the royal family 
and government are playing political hardball to confront the 
challenge posed by oppositionists. Not content to allow the 
elections to play out naturally 

obstacles in the way of the opposition while circling the 
wagons to protect traditional Sunni power and privileges. 
Having viewed the results of elections in Iraq 

the Palestinian Authority 

warnings from key allies like Saudi Arabia and Jordan 
regime is skittish and likely wants to avoid an outcome that 
would place its interests at odds with newly empowered 
oppositionists 

elected lower house Council of Representatives. The recent 
decision by the Kuwaiti Amir to dissolve parliament and call 
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for new elections serves as a close-to-home reminder of the 
potential power of opposition forces in an elected chamber. 
The government may also believe that the WestVs attempts to 
build a coalition (to include the GCC countries) to confront 
Iran may result in some tolerance if Bahrain slow rolls its 
democratic reform as the elections approach. 
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with the MFA\'s Director of Multilateral Affairs 
Liassides 

27-30 meeting in Kuala Lumpur (reftel). Therefore 
not deliver reftel message on Iran. 


2. (S) Liassides also told us that tne ROC had been invited 

to participate -- again as \"guest\" -- at a NAM summit meeting 
in Havana in September. According to Liassides 

not yet decided whether to send a representative to that 
event. 

SCHLICHER 
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of Iraq and called for the expedited withdrawal of Coalition 
Forces from the country. END SUMMARY. 


3. (C) Starting off 

reconstruction efforts in the province 

The goal of the 2003 U.S.-led invasion 

Saddam 

depart 

forces contradicts the originally stated mission. He further 
maintained that U.S. uses the concept of reconstruction as a 
rationalization for an open-ended presence in Iraq 

no indications at all of rebuilding. Citing the inability of 

the United States to rebuild the country 

stated that it is time for Iraqi people and Iraqi companies to 
take over the reconstruction efforts 

funds. 


4. (C) Asked if the SCIRI-dominated PC provides adequate support 
to Coalition reconstruction efforts 
PC is a weak body 
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government 

further added that \"talk on the street\" suggests the people 
blame the United States for the lack of reconstruction 
opposed to the PC. Asked if the people view the recent 
Iragi-led 

successful 

bugs threatening the palm trees in South-Central now than before 
the initiation of the May campaign. Despite this claim 
Coalition Forces and the Iraqi Ministry of Agriculture report 
that the campaign was highly successful. 


5. (C) Al-Basri further attacked the PC 

individual members remain unwilling to coordinate their efforts 
due to petty infighting. Often 

rash decisions that the Council of Representatives quickly 
overturns their hasty legislation. Employing the ongoing 
controversy of the PC attempt to fire Babil Police Chief General 
Qais Al-Momouri as an example 

study their position and its eventual implications. Considering 
that the government of Iraq was about to be sworn in and a new 
Minister of the Interior appointed 

have delayed their decision to fire the General before causing 
such a scandal. 


6. (C) Al-Basri then went on to illustrate his vision of the 
future of the Islamic Da\'wa Party іп Babil. The party 

argued 

for the universal respect of human rights and the protection of 
individual freedoms. When asked about the party\'s prospects 
Al-Basri boasted that Da\'wa will win the \"lion\'s shareV of PC 
seats 

local and provincial elections. He added that the previous 
appointment of JaVafari as Prime Minister (PM) certainly 
increased the visibility of the party on a national level and 

that such name recognition will be crucial in the province 
despite the former PM\'s failure to win a second term. 


7. (C) Al-Basri then criticized other ShiVa Islamist 
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organizations in South-Central 

be termed as an actual political party. SCIRI and the Sadrists 
he stated 

party was created in the late 1950s to oppose the old regime. 
Moqtada Al-Sadr 

the true sense of the term 
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father\'s cult of personality to gain followers. SCIRI 

stated 

an enunciated political program. However 

commonalities between all ShiVa organizations 

the implementation of federalism in Iraq is certainly one of 
them. 


8. (C) The Islamic Da\'wa Party Chief concluded that the United 
States needs to be truthful with the Iraqi people and carry out 
the promises given in 2003 

departing. If the Americans are truthful 

Iraqi people will cooperate with their U.S. counterparts in true 
friendship. If the Americans are untruthful 

the \"Iragi people will have another talk with them. PRT staff 
asked if he could provide examples of when the United States has 
lied to the people of Iraq. Unwilling to provide an example 
Al-Basri politely dodged the question by stating that he felt 

that it was time for Coalition Forces to depart. 


9. (C) COMMENT. The meeting on a whole was friendly 
Islamic Da\'wa Party Chief of Babil was obviously frustrated with 
both the lack of reconstruction in the province and the presence 
of Coalition forces in Iraq. While he may have overestimated 
the support his party has in the province 

efforts of all the ShiVa Islamist parties to consolidate power 

in South-Central goes forward unfettered. END COMMENT. 
MEURS 
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Minister McDowell referred to Sinn FeinVs rapid withdrawal 
from the cathedral scene as a \"political bloody nose.\" 


GOI Victory 


3. (U) The successful outcome was a key victory for the 
government and law enforcement. Towards the end of the 
strike 

surrender with the demonstrators. The DOJ rejected these 
terms and refused to negotiate the matter out of concern that 
any win for the Afghanis would encourage similar actions by 
other groups. According to Minister McDowell 

percent success rate of Afghani asylum applications is over 
twice that of other nationalities vying for asylum in 

Ireland; there is no need for additional concessions. The 
Church\'s anger over the outcome was evident in its statement 
that it had been ordered to desist from involvement in 
negotiations. 
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Taliban Ties 


4. (SBU) Justice Department Principle Officer in Charge of 
Repatriations Maura Hynes told emboff in a follow-up 
conversation that between eight and ten of the men are 
suspected of having links to the former Taliban regime. Due 
to privacy issues 

details. The names οἱ the 33 men charged under the Forcible 
Entry Act were listed in press reports. These names will be 
submitted through Visas Viper channels. 
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include officers from NAS 

ECON 

ways to further FATA reform since August 2005. The FATA 
Working Group discusses the robust ongoing USG assistance 
effort in the region 

opportunities 

in the FATA. In the past year 

problems in the FATA (ref A) 

and opportunities for increased assistance (ref B) 

informed Washington readers about new challenges and 
opportunities in FATA. Over the next three months 

produce a series of analytic reports that assess 
opportunities for increased USG assistance in FATA 
GOP\'s FATA reform efforts (their military/ stabilization 
political/administrative 

strategies) 

players in FATA reform. End Summary. 


SNAPSHOT OF EMBASSY REPORTING ON FATA 

2. (S) The following is a list of cables released by Embassy 
Islamabad and Consulate Peshawar detailing different aspects 
of the challenges and opportunities in the FATA: 


Review of USG Present and Future Assistance in FATA 
(Islamabad 08115 


FATA Democracy 
(Peshawar 00440 
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North Waziristan Operations Hailed as a Blow to ΑΙ Qaida 
(Islamabad 13942 


Pakistan Earthquake: No Effect on Operations in FATA 
(Islamabad 15599 


FATA Agency Councils 
(Peshawar 00546 


FATA At the Crossroads: Accountability and Governance 
(Peshawar 00597 


Violence Grows in North and South Waziristan 
(Islamabad 00498 


Talibanization of Waziristan 
(Peshawar 00095 


Military and Militants Clash in North Waziristan 
(Islamabad 03985 


The North Waziristan Offensive 
(Peshawar 00122 


NWFP PML Chief Proposes A Strategy for Waziristan 
(Peshawar 0143 


A FATA Primer 
(ISLAMABAD 007164 
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GOP Announces New Strategy for FATA 
(Islamabad 008541 


Explaining the Security Forces in FATA 
(ISLAMABAD 09473 


MISSION PAKISTAN REPORTING PLAN: 3 Month Look-Ahead 
3. (SBU) To inform the inter-agency debate on problems and 
opportunities in FATA 

Peshawar plan a series of cables assessing GOP\'s strategies 
for the FATA and presenting opportunities (and constraints) 

for increased USG assistance. 
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The GOP 
Tentative Release Date: May 25-30 2006 


Options for New USG Assistance (UPDATE OF ISLAMABAD 08115) 
Tentative Release Date: Late May-Early June 2006 


Evaluation of Musharraf 
they pertain to FATA 
Tentative Release Date: May 25-30 


GOP Military Strategy in the FATA 
Tentative Release Date: Early June 2006 


GOP 
Tentative Release Date: Mid-late June 2006 


FATA GOVERNOR AND SECRETARIAT: Role 
Performance 

Status: Mid July 2006 (to give enough time for new governor 
to get up to speed) 


(Note: The FATA Working Group has acquired a significant 
knowledge-base over the past year 

summer transfer season 

will be limited until new officers are able to get upto 

speed. End note.) 


CURRENT USG ASSISTANCE 
9. (SBU) As outlined in Ref B 
assistance program in FATA 
Agencies. This includes: 


(U) State/INL (Narcotics Affairs) 


--Border Security Roads: Over $30 million to build over 300 

km. of border security roads in Khyber 

South Waziristan 

Pakistan Army Corps of Engineers. Construction started in 

Spring 2004. Progress has been slow due to security and 

weather conditions. Work has effectively stopped in North and 
South Waziristan since late Summer 2005 because of ongoing CT 
operations and the security situation. Road construction is 
accompanied by small schemes (water and electrification) to 
increase community buy-in. 


-- Frontier Corps Outposts: NAS has funded construction of 
26 border outposts in FATA for the FC; 19 have been 
completed. Construction of the remaining even posts 

North Waziristan 


Column 3 

--Equipping Frontier Corps/NWFP: We are currently procuring 
$7.75 million for vehicles 

vision goggles 

supplemental Funds. We have provided such equipment to 
Frontier Corps since 2002. 


--Counter Narcotics: We have been involved in road building 
for enforcement and market access 
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development projects in Mohmand and Bajaur Agencies since 
1989. Similar projects began in Khyber Agency in 2001. We 
also provide support for poppy monitoring and eradication in 
FATA. 


--Levies Training: When the final Memorandum of Understanding 
(MOU) is signed with the SAFRON ministry 

$686K refurbishment of the Levies Central Training Facility 

in Bajaur Agency. NAS will also provide technical assistance 
with curriculum development and instructor development 

training through ICITAP. 


(S) Military Assistance (ODRP) 


(Note: This section includes ODRP resources allocated 
Pakistan-wide because a majority of this support and funding 
is intended for the GWOT. End Note) 


--Coalition Support Funds (on average $80 million per month) 
provided to the Federal Government as a reimbursement for 
operational expenses in support of OEF. Includes: 
reimbursement for the costs for feeding and housing 35 
Army 

Pakistan Navy officials) 

vehicles and equipment used in direct support against Al 
Qaida and anti-Coalition militants. 


(Note: ODRP indicates that while CSF has been worth the 
investment to date 

Military to deploy troops in areas it has been long been 
reluctant to enter 

the issue. ODRP suggests that future CSF should not be 
guaranteed for mere presence; instead 

be based on performance 

determine the criteria for reimbursement based on desired 
behavior. End note.) 


--Foreign Military Financing: ODRP manages the $300 million 
per year allocated for shaping Pakistan\'s Defense Structure. 
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To date 

against conventional defense needs instead of targeting 
procurement for training and equipment that would have higher 
utility in its internal GWOT. (Note: ODRP suggests more 

direct management of FMF to ensure GWOT-essential efforts are 
adequately resourced. End note.) 


--Counter Narcotics: Through ODRP 

in FYO6 to enhance Pakistan\'s ability to control the Makran 
Coast against the flow of narcotics through southern 
Pakistan. In the process 

of semi-governed territory and improved control of its 
southern borders. 


--International Military Education and Training (IMET): ODRP 
manages $2.04 million per year in IMET funds to increase the 
mil-mil bonds 

sanctions. 


--Overseas Humanitarian Disaster Assistance and Civic Aid 
(OHDACA): ODRP manages a DOD pilot program of $800 
proof of a concept for providing assistance to FATA. This 
money supplements USAID\'s school construction projects 
throught the FATA. 


--Counter Terrorism Fellowship Program: Through ODRP 
provided $500 
education in subjects of value to the GWOT. 


(U) Development Assistance (USAID) includes: 


---School Construction and Furnishing: USAID provided $4.7 
million to the Pakistani firm 

construct 65 primary 

inthe FATA. One school is completed 
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Khyber 

additional 12 sites are being assessed and identified. 
Security considerations have delayed construction of 8 
schools in North Waziristan. Sanitary and drinking water are 
being provided by the $800 

above. The Embassy of Japan has agreed to construct an 
additional 65 schools in FATA using USAID\'s design. 


---Scholarships for Pre-Service Teacher Education: 20 
scholarships have been awarded to females from FATA to attend 
a one-year pre-service teacher education program in Khyber 
Agency. The Academy for Educational Development was awarded 
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$200 


--Water/Sanitation: In September 2005 

to UNICEF to implement a program to improve water and 
sanitation facilities in 190 girls schools in Khyber and 
Mohmand Agencies. Activities are also underway to provide 
hygiene and sanitation education to community members and 
parent-teacher associations. 


USAID will also partner with the GOP to implement President 
MusharrafVs Clean Drinking Water initiative in Bajaur 
Mohmand 

water treatment plants and USAID will provide capacity 
building and training in plant and water-resource management 
and the promotion of hygiene practices. USAID expects to 
award a grant in June 2006 for this project 

anticipate will begin in early 2007. 


--Microcredit: In September 2005 

to Khushalibank to establish stand-alone and mobile bank 
branches in all seven FATA Agencies. 50 

small infrastructure schemes are to eventually be provided in 
the five-year program. 


--Child Health: USAID plans to implement a child-health 
program in FATA to focus on increasing the access and 
availability of child health services 

of health services 

the househlold level. USAID plans to award a grant in June 
2006 for this project. 


(S) Other USG Assistance for FATA 


--Several other Agencies at Post also have projects related 
to FATA stability and GWOT. Details of programming and 
funding allocated may be reported via other channels. 
CROCKER 
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that are kind to their brothers. V 


4. (SBU) Al-Hashimi stated that while Islam as a religion 
does not have anything against Judaism 

inspired V'religion of the book 

have come to associate Judaism and Jews with the 
Israeli-Palestinian conflict and suffering among the Arab 
principally Muslim 

tolerance has declined in the region because political 
problems have become mingled with religious identities. 
Al-Hashimi called on President Bush to reactivate the Middle 
East Roadmap and to moderate the issues between the two 
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opposed parties 


5. (SBU) Responding to an invitation from the Ambassador 
al-Hashimi welcomed the opportunity to make a visit to the 
United States 

do so at any convenient time 

the Embassy\'s assistance and cooperation in arranging such a 
visit. Note: The Embassy will follow-up in the coming months 
with NEA/PD and the desk to program a visit for Sheikh Ali 
al-Hashimi 

visit sponsored by CAIR. End Note. 

SISON 
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quarter" has been fomenting anarchy since the BNP came to 
power in 2001 

responsible for attacking the garment factories. BNP student 
and youth front leaders declared that with the wave of 
Tariqvs hand 

Senior BDG officials tried to minimize the role of genuine 
garment workers in the riots 

were almost exclusively male while about 85 percent of RMG 
workers are female. They also wondered why factories not 
involved in a payment dispute or with a good reputation were 
also targeted. One BNP leader claimed to us that ALVs labor 
front was active in the attacks 

factory owners. 


5. (C) Awami League (AL) President Sheikh Hasina pinned the 
violence on the BDG 

anarchy\" and \"blame it on the Awami League.\" AL officials 
attributed this and similar violence to popular frustration 

with BNP \"misrule 

Privately 

circumspect. He didn\'t know where the demonstrators came 
from -- they were mostly not garment workers 

but he dismissed allegations of Indian and AL involvement as 
reflexive BNP slander. 


6. (SBU) Angry BGMEA members and officials accused unnamed 
foreign competitors of launching the violence 

leadership and law enforcement 

deployments. Leaders of 13 trade associations issued a joint 
statement also asking for army deployment and asserting that 

the violence stemmed not over worker grievances but a 
conspiracy to destroy the garment sector. One BGMEA official 
said several trade union activist were also at the protests 
encouraging violence. 
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7. (C) Board of Investment Executive Chairman Mahmahdur 
Rahman told a public gathering that the violence represented 

a national intelligence failure comparable to the 2005 

Jamaatul Mujahidin Bangladesh bomb blasts. On May 24 
speculated to us that there were numerous factors 

contributing to the \"disaster\": high unemployment among 
unskilled RMG workers 

manipulation; leftists with an anti-private sector agenda; 
foreign-funded NGOs fueling chaos to get more donor money; 
and bad management at many factories. He also regretted BDG 
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capitulation to anti-privatization campaigners at the 
Chittagong container port. In addition 

caught off guard and slow to react on May 22 

was a V'real governance failure." The BDG is gripped by 
timidity 

demonstrations against power 

Like BGMEA 

police reaction. To prevent such demonstrations against the 
energy sector 

installations strategic sites and provide them with extra 
security. 


Rumors of Death 


8. (SBU) President lajuddin Ahmed was admitted to a hospital 
in Dhaka on May 23 for an unspecified illness. Later that 

day and on May 24 

political circles that Ahmed had died. Aides with him at the 
hospital 

is stable and slightly improved 

be flying to Singapore this evening for medical treatment. 


9. (SBU) Many of the rumors tied into a conspiracy theory 
based on the overlap of Ahmed\'s hospitalization with the May 
23 violence. Ahmed 

otherwise an obstacle to a BNP move to change the chief of 
army staff or deploy the army for some unclear political 
objective. Yesterday's violence was supposed to demonstrate 
a collapse in law and order that only the army 

emergency 

timidity and the fact that there were apparently no arrests 
during the day -- all atypical police behavior. 


Comment 


Column 3 


10. (C) The May 23 violence is the latest in a series of 

often violent challenges to BDG authority indicating a long 
hot summer ahead. This time 

losing: Home Minister of State Babar 

told us firm orders were given for maximum police restraint 
to avoid a repeat of the fatal shooting of the garment 
working in Gazipur that triggered the May 23 rampages; this 
restraint is now being blamed for fueling the destruction and 
even cited as evidence that the BDG engineered the violence. 
For many reasons 

the PM\'s delayed tin cup trip to the UAE to ask for 
concessional oil sales 

farfetched but is still indicative of the political culture. 


11. (C) Business and government leaders want to discount the 
possibility that labor conditions at garment factories 

run from awful to fair 

political and foreign rivals make easy scapegoats. The 
reaction of the two political parties is also opportunistic. 

When yesterday we asked if Sheikh Hasina might issue an 
appeal for calm 

member 

quarter." Kamal Hussein 

Leaguer whose Gono Forum is part of the AL-led alliance 
shared a platform with Hasina yesterday; he told us he was 
worried that Hasina was clearly V'not troubled" by the day\'s 
events since they fit into her political framework of 

\"fighting force with force." Public reaction from Tariq 
Rahman is unusual and shows his growing profile in the run-up 
to elections; the boast from BNP activists that they are 

ready to burn down the homes of AL leaders is unusually 
direct and disturbing. 


12. (C) At the end of the day 

embarrassment for the BDG. Its silver lining may be that the 
AL has consistently failed to translate such stumbles into 
pro-AL traction. Although it cited conflicting nationwide 
school exams as the reason 

June 11 

having trouble organizing the mass influx of activists it 
wants to immobilize Dhaka and stretch out security forces. 
BUTENIS 
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of them want peace with Israel and 70 per cent of them are 
also in favor of continuing terrorist attacks against Israel 
and 40 per cent desire both options. Against this backdrop 
he asserted that if the Palestinian people turn away from 
Hamas 

current form. 


Column 3 


3. (S) Kupperwasser said that the majority of Fatah members 
mistakenly believe that their party simply needs an \"image 
makeover\" to regain popular support. Kupperwasser maintained 
that Fatah must instead undergo a significant ideological 
transformation if it is ever to shake the \"culture of 
corruption\" responsible for its loss of public trust. 
Kupperwasser claimed that within Fatah 

Abbas \"stands alone\" against multiple hard line factions. He 
alluded to GOI intelligence that former PA Minister of Civil 
Affairs Muhammad Dahlan had been very critical of Abbas for 
his public condemnation of the April 17 terrorist attack in 

Tel Aviv. 


4. (S) Kupperwasser then described four options that he 
believes are currently under consideration by the Hamas 
leadership: (A) Hamas could make political concessions to 
Abbas 

Abbas and then could retract such concessions -- an option 
allegedly favored by PA Prime Minister Ismail Haniyeh; (B) 
Hamas could make ideological 

order to publicly support the Arab League Initiative and 

steal \"political thunder" from Abbas; (C) Hamas could make no 
concessions and return to a campaign of violence -- an option 
favored by military wing commander Muhammad Deif; and (D) 
Hamas could wait out the US/EU/GOI attempt to financially 
strangle it 

states 

apparently favored by Political Chief Khalid Meshal. 


5. (S) Encouraging U/S Levey to not V'underestimate the power 
of the U.S. Treasury 

intelligence that 

U.S. controls the world\'s finances.\" Kupperwasser asserted 
that the USG does not have to overplay its hand 

play it. He also noted that the GOI would only be able to 
stop the finances from getting to the Hamas-led PA for a few 
months 

in this process for the long-term. Kupperwasser claimed that 
funds could be transferred from the Arab League account in 
Egypt via the Bank of Palestine or the Organization of the 
Islamic Conference 

Development Fund. 


6. (S) CTB Director Danny Arditi gave a presentation on the 
current economic state of the PA and the Palestinian 
territories. He described several potential channels for 
transferring funds to the PA: directly through the 
Presidency 

Islamic Qatar Bank 

small Palestinian-based bank not related to the Bank of 


Column 3 
Palestine). 


7. (S) 0/5 Levey requested future meetings between financial 
analysts from the U.S. Treasury DepartmentVs Office of 
Intelligence and Analysis (OIA) and GOI CTF counterparts. 
Danny Arditi 

Udi Levi and Israel Security Agency (ISA) CTB representative 
Uzi Shaya agreed in principle. U/S Levey suggested that an 
initial working-level meeting in the near future could review 
specific evidence regarding the Islamic umbrella charity 
organization known as the & Union of Good 8 (or the &Charity 
Coalition8) 

(ANERA) NGO. Arditi enthusiastically supported U/S Levey\'s 
request. He also noted that in the Israeli Finance Ministry 

-- the Israeli equivalent to the U.S. Treasury Department -- 
there is no resident intelligence collection or analytical 

body. 


8. (S) Attendees at the 2 May NSC meeting included: 
BGen Yossi Kupperwasser 

NSC CTB Director BGen Danny Arditi 
NSC CTF Director Udi Levi 

NSC ISA CTF Director Uzi Shaya 
ISA Legal Counsel Avi Avramson 

ISA Case Officer for CTF Moran 
Treasury U/S Stuart Levey 

Senior Advisor Adam Szubin 

Policy Advisor Kristen Hecht 
Financial Analyst Matt Epstein 
Regional Treasury Attach Brian Grant 
Econ Counselor 

Deputy Econ Counselor 

Econoff. 


9. (U) U/S Levey cleared this cable. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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of them want peace with Israel and 70 per cent of them are 
also in favor of continuing terrorist attacks against Israel 
and 40 per cent desire both options. Against this backdrop 
he asserted that if the Palestinian people turn away from 
Hamas 

current form. 


3. (S) Kupperwasser said that the majority of Fatah members 
mistakenly believe that their party simply needs an \"image 
makeover\" to regain popular support. Kupperwasser maintained 
that Fatah must instead undergo a significant ideological 
transformation if it is ever to shake the \"culture of 
corruption\" responsible for its loss of public trust. 
Kupperwasser claimed that within Fatah 

Abbas \"stands alone\" against multiple hard line factions. He 
alluded to GOI intelligence that former PA Minister of Civil 
Affairs Muhammad Dahlan had been very critical of Abbas for 
his public condemnation of the April 17 terrorist attack in 

Tel Aviv. 


4. (S) Kupperwasser then described four options that he 
believes are currently under consideration by the Hamas 
leadership: (A) Hamas could make political concessions to 
Abbas 

Abbas and then could retract such concessions -- an option 
allegedly favored by PA Prime Minister Ismail Haniyeh; (B) 
Hamas could make ideological 

order to publicly support the Arab League Initiative and 

steal \"political thunder" from Abbas; (C) Hamas could make no 
concessions and return to a campaign of violence -- an option 
favored by military wing commander Muhammad Deif; and (D) 
Hamas could wait out the US/EU/GOI attempt to financially 
strangle it 

states 

apparently favored by Political Chief Khalid Meshal. 


5. (S) Encouraging U/S Levey to not V'underestimate the power 
of the U.S. Treasury 

intelligence that 

U.S. controls the world\'s finances.\" Kupperwasser asserted 
that the USG does not have to overplay its hand 

play it. He also noted that the GOI would only be able to 

stop the finances from getting to the Hamas-led PA for a few 
months 

in this process for the long-term. Kupperwasser claimed that 
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funds could be transferred from the Arab League account in 
Egypt via the Bank of Palestine or the Organization of the 
Islamic Conference 

Development Fund. 


6. (S) CTB Director Danny Arditi gave a presentation on the 
current economic state ofthe PA and the Palestinian 
territories. He described several potential channels for 
transferring funds to the PA: directly through the 
Presidency 

Islamic Qatar Bank 

small Palestinian-based bank not related to the Bank of 
Palestine). 


7. (S) 0/5 Levey requested future meetings between financial 
analysts from the U.S. Treasury Department\'s Office of 
Intelligence and Analysis (ΟΙΑ) and GOI ΟΤΕ counterparts. 
Danny Arditi 

Udi Levi and Israel Security Agency (ISA) CTB representative 
Uzi Shaya agreed in principle. U/S Levey suggested that an 
initial working-level meeting in the near future could review 
specific evidence regarding the Islamic umbrella charity 
organization known as the &Union of Good8 (or the &Charity 
Coalition8) 

(ANERA) NGO. Arditi enthusiastically supported 0/5 Levey\'s 
request. He also noted that in the Israeli Finance Ministry 

-- the Israeli equivalent to the U.S. Treasury Department -- 
there is no resident intelligence collection or analytical 

body. 


8. (S) Attendees at the 2 May NSC meeting included: 
BGen Yossi Kupperwasser 

NSC CTB Director BGen Danny Arditi 
NSC CTF Director Udi Levi 

NSC ISA CTF Director Uzi Shaya 
ISA Legal Counsel Avi Avramson 

ISA Case Officer for CTF Moran 
Treasury U/S Stuart Levey 

Senior Advisor Adam Szubin 

Policy Advisor Kristen Hecht 
Financial Analyst Matt Epstein 
Regional Treasury Attach Brian Grant 
Econ Counselor 
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Deputy Econ Counselor 
Econoff. 


9. (U) U/S Levey cleared this cable. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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would like to participate 
\"interested party 


2. (C) Supplementing Embassy\'s bilateral demarches (reftel 
A) 

and Spanish Ambassador Jose Antonio Martinez de Villareal to 
discuss PSI with MFA Director General Carlos Portales on May 
19 (reftel B). Portales was accompanied by his Chief of 

Staff 

Ambassador Luis Winter. 


3. (C) Ambassador Spyra presented the requirement that only 
full PSI members could attend the June high-level PSI meeting 
in Warsaw as an evolution of the organization. Portales took 
issue with this 

allowing observers and like-minded countries to attend. It 
appeared Chile was being \"disinvited\" to participate in PSI. 
Chile had taken part in the Krakow meetings last year 
observed several PSI interdiction exercises. After this 

record of close cooperation 

Warsaw meetings \"hurt.\" Ambassador Spyra said that Chile\'s 
regional reputation and weight made its participation 
particularly important to PSI 

the requirement for a declaration supporting the SIP. 


4. (C) Portales said the new Bachelet administration needed 
time to assess Chile\'s participation in PSI. Continued 
opportunities to participate in and observe PSI activities 
would be a key element in building a consensus to join. 
Conversely 

and slow a decision. Ambassador Kelly asked directly if 
Portales saw observer status as a way to keep Chile moving 
toward full membership. Portales replied \"absolutely.\" The 


Column 3 

GOC would gladly participate in the high-level meeting 

only if a mechanism were found to allow countries cooperating 
with PSI to attend without publicly adhering to the SIP. 


5. (C) Comment: Chile is not prepared to commit to full 
participation in PSI at this time and further approaches are 
not likely to move them. PSI adherence is now entwined with 
ChileVs draft proposal for a new bilateral defense security 
cooperation agreement 

2006 (reftel C). 
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Minister Foxley had appointed Huepe because of his personal 
relationship with Foxley (who is also a Christian Democrat) 
Huepe\'s past experience in Venezuela 

members of the Chavez administration. Jocelyn-Holt said he 
was unaware of any business experience (e.g. 

Huepe might possess that might also have qualified him for 
the position. (Note: Because Jocelyn-Holt is partially 
disgruntled that he did not get the position in the 
administration he had hoped for after working on BacheletVs 
campaign 

a grain of salt. End note.) 


3. (U) Bio note: Huepe was born in 1939. He received a 
degree in civil engineering from Chile\'s Catholic University 

and a master\'s degree in economic development from Williams 
College. During the government of Eduardo Frei Montalva 
Huepe served as governor of Arauco province before being 
elected deputy in 1969. He was re-elected to Congress in 

1973 

months. In 1975 

Kingdom and then to Venezuela. In 1984 

and emerged as a leader of the Democratic Alliance 

coalition of political parties that led the opposition to the 
Pinochet government. Huepe also served as vice president of 
the Christian Democrat party during this time. In 1989 

Huepe was elected a deputy in Congress. He served as deputy 
minister under former President Frei from 1997-2000 

Lagos" first spokesman from 2000-2002. Huepe is married and 
has three children. 

KELLY 
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see ref B). 


4.(S/NF) Swiss contacts told Embassy officers that the 
decision to arrest the LIFG suspects stemmed from recent 
Swiss press reports concerning other investigations. Another 


Column 3 

source claimed that Federal Councilor and Justice Minister 
Christoph Blocher wanted the surveillance effort wrapped up 
for budgetary reasons. Sources also said that Swiss police 
had planned to incarcerate the suspects in advance of the 
World Cup Soccer championships. Juwaydi had reportedly 
warned a friend in Germany to leave the country during the 
World Cup matches (ref A). The motivation for the early 
arrests were probably a combination of all of these factors. 


5.(S/NF) The Swiss press 

VBlick 

several ongoing investigations. While the press reporting 
appears to conflate the Juwaydi/Bassam investigation with 
others 

Embassy. One area of confusion is the role played by former 
Swiss undercover operative Claude Covassi in revealing the 
RPG plot. Covassi made headlines two months ago in divulging 
his role as informant for the Swiss internal intelligence 

service 

Ramadan -- grandson of Muslim Brotherhood founder Hasan al 
Banna and the brother of controversial Islamic scholar Tariq 
Ramadan. Covassi claimed that the DAP had tasked him to 
implicate Hani Ramadan in extremist activities 

he decided that Ramadan was clean 

favor. Covassi also claimed that he was sent to Syria to 

inform on Jihadist smuggling operations into Iraq. Covassi 
claims to be in hiding (rumored locations include Egypt and 

the Canary Islands) out of fear of Swiss authorities. 


Comment 


6.(S/NF) This front channel report is based on the referenced 
TDs 

treated as a summary of those reports 

in and of itself. Those seeking additional information on 

this investigation should consult other USG channels. 
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and now is that the channel is seen as an integral part of 
the socio-cultural fabric of the Middle East region and an 
entity that understands the cognitive map of the people in 
this region. Khanfar noted that Al Jazeera\'s 10th 
anniversary is coming up on November 1 

delegation that 

third of the three phases it has passed through since its 
inception in 1996. 


The first phase: 1996 - 2001 


Column 3 


4. (U) The leitmotif of the first period was Al Jazeera\'s 
motto: \"The opinion and the other opinion 

Jazeera stood out as a voice challenging the status quo and 
in particular the policies of Arab governments. Its focus was 
on the region 

emphasis on reform 


The second phase: 2001-2005 


5. (U) In the second phase 

international arena 

Terror 

\"hotspots\" in that context 

to global political issues 

and America 

phase 

organizational skill for the first time as it reported on the 
\"hotspots.\" In this phase 

seat both in the regional perspective and in Al Jazeera\'s 
perspective 


The third phase: 2005 - present 


6. (U) This third phase began with EgyptVs Kifayah movement 
and was consolidated by elections and pro-reform movements in 
Lebanon 

The mood started to change and ΑΙ Jazeera began to return to 
the issues that had concerned it in its first phase -- 

democracy 

headlines 

regional issues 

democracy 

struggles among Palestinian factions 

third phase includes the establishment of Al Jazeera English 
and the effect of that establishment 


Al Jazeera \"English\" 


7. (U) Khanfar pointedly called the English-language channel 
scheduled for launch latter this year VAI Jazeera English.\" 
(Comment: There has been controversy over usage of the 
nomenclature \"Al Jazeera International" for the English 
channel 

label implies that the English channel is international while 
the Arabic channel is not. This is another manifestation of 
the ongoing tension between the Arabic and English AJ 


Column 3 

concepts 

development over nomenclature as a victory. End comment.) 
When asked about this 

discussed by the AJN board 

change the name of the new channel to \"Al Jazeera English\" 
and to use the label \"International\" to describe the whole 
non-Arabic AJ operation 

individual channel. This would simplify matters should АУМ 
decide to branch out into another language channel -- Al 
Jazeera French 

actual logo for the English channel would be the classic Al 
Jazeera logo with \"English\" written underneath it in English. 
Any new language channels would similarly have their 
mother-language appearing in native script under the classic 
AJ logo 


The new channel 


8. (U) As he did in Ref B 

the English channel will be an editorially separate entity 
from the Arabic channel. Each channel will have its own 
editorial board 

overall AJN Editorial Board 

combined 

purposes (Note: This appears to be a closer merging of 
editorial functions than was apparent during Ref B 
conversations. End note.) The English channel will not 
necessary use the same terminology as the Arabic channel 
since \"Every language has a mind of its own 

Arabic already has a code of conduct 

of ethics 

along with its own style guide 

will not be very far from the ΑΙ Jazeera English style guide. 
We are not inventing a new way of reporting here 

The new thing ΑΙ Jazeera is bringing to the table is its 
focus on field reporting 

bulletins are field reporting 

give field reporting a high priority. V" 


9. (U) Asked about the launch date of the new channel (Note: 
Initially announced for spring 2006 

early summer and then to the fall. End note) 

and said: V Very soon. He said the delay relates to the 
installation of technical equipment. The decision was taken 
early on that the new channel would use high-definition TV 
technology 

hubs (Doha 

fiber-optics. The decision stands 

delays because of technology\'s complexity 

addition 
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constructed next to the AJ Arabic studios 
not ready for use and occupancy. End note.) 


10. (U) Asked about AJ English distribution problems in the 
U.S. 

perception problem in the US 

Vthe beheading channel" or \"the mouthpiece of terrorists.\" 
But the network has signed one contract in the US and is 
working toward more 

available free via an internet connection to US and world 
users 

can watch it 

able to watch 


Personnel and bureaus 


11. (U) AJ Arabic currently has 40 bureaus and 75 
correspondents worldwide 

will be working out of these same bureaus 

7 or 8 additional bureaus will be added 

such as India and the Philippines 

currently have bureaus. He estimated that the total overall 
number of employees of both the English and Arabic channels 
combined does not exceed 2 

positions are editorial 

channel has approximately 160 journalists 

editors 

administrative support. 

Who will lead AJ Arabic after Khanfar? 


12. (U) Asked about his plan \"to replace himself" as head of 
the Arabic channel (Ref B) 

down the two jobs he is currently performing for an extended 
period of time is demanding and unrealistic 

because of the sharply different perspective required for 
each. He said he has raised the issue with the AJN board (Ref 
A) 

on timeline or the identity of his replacement. (Comment: 
rumor and speculation are rife in Doha about the identity of 
his replacement 

his power as Director-General of the Al Jazeera Network 

his reportedly contentious relationship with some of the AJN 
board members. End comment.) 


AJ Arabic translated 


19. (U) Khanfar referred to several existing agreements 
whereby the content of the Arabic channel is broadcast abroad 
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in foreign languages using simultaneous interpretation. He 
said about 6 hours a day of translated AJ coverage is 
broadcast in Malaysia in the Malay language 

hours daily also broadcast in Indonesia and in Urdu and Hindi 
in India. He said the channel is looking at entering into an 
agreement in Turkey for the same purpose. The system does 
have problems 

trip to Kuala Lumpur 

the fact that the translators don\'t have the contextual 
knowledge they need 

translation. 


Privatizing Al Jazeera 


14. (U) Asked about his Ref B comments 

that part of his task as DG of АУМ is to select a business 
model for the eventual listing of AJN on the stock market 
Khanfar indicated that a note of caution has been injected 
into that plan. He said he wanted over the next five years to 
introduce more of a business model into Al Jazeera\'s 
operations 

partially self-dependent with revenues from advertising. But 
he said that a total listing on the stock exchange is 

unlikely. Those with money to invest in the region usually 
have political connections 

to create a situation where investors inimical to the AJN 
ethos were able to gain a controlling interest in the 
network. What is being considered now is a possible partial 
listing on the stock exchange to avoid such an eventuality 
said Khanfar. 


Comment 


15. (SBU) The AI Jazeera Network is clearly a much bigger 
animal than the already unwieldy Al Jazeera Arabic channel 
and has yet to define many key aspects of itself 

the relationship between the Arabic and English channels 
technical details of the framework AJN will provide for the 
overall operation of the different AJ entities 

distribution of power within that framework. Chatter about 
tension between Khanfar and Nigel Parsons 

Director of ΑΙ Jazeera English 

speculating that Parsons will leave the English channel soon 
after its launch 

to infiltrate the English channel with employees loyal to 

him 

attempt to control the new channel. The identity οἱ Khanfar\'s 
replacement at AJ Arabic is also the source of much 
speculation 
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politics 

replacement are likely to have a significant impact on the 
channel\'s operations. 
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for someone to attend.\" He further indicated that OIC High 
Commissioner of the Islamic Boycott Salem Al Honi\'s interest 
is lukewarm 

his country\'s official position in public. 


3. (C) By contrast 

the expansion of contact with the USG a high priority and 
enthusiastically offered to arrange meetings between 
consulate staff and the OIC\'s incoming director general and 
head of political affairs. 

Morales 
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Curacao 

2006....(Complementary closing)) The Hague 
TEXT 


3. Original diplomatic note is being mailed to OES 
Barnes under Registration No. 7317144. 


ARNALL 
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POLITICS 


4. (SBU) In a wide-ranging conversation on the 
politics of integration 

acknowledged that the Center Party\'s adept political 
maneuvering had secured itself the lion share of 
Estonia\'s Russian-speaking vote. The MPs were 
skeptical about the ability of the recently-renamed 
Constitutional Party (a party of Russian speakers) 

to challenge the Center Party\'s grip. However the 
Center Party MP Arjakas did express concern about 
the possibility of the Constitutional Party winning 

a seat in European Parliamentary elections. If it 
could gain a seat in the European Parliament 

would use Brussels as a platform for propagandizing 
misinformation to a broad European audience. 
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5. (U) The Ambassador stressed that while Estonia 
had made real strides in integrating its Russian- 
speaking minority 

will likely be of a different nature. With 

EstoniaVs shrinking population and booming economy 
U.S. investors and Estonian businesspeople had 
expressed concern about a growing shortage of labor. 
Estonia would likely become an increasingly popular 
destination for economic immigrants 

bring new challenges that would be important to 
address early. The Ambassador described a number of 
initiatives the Embassy had undertaken to encourage 
dialogue on tolerance and related issues. 


6. (SBU) The Social Democrat Nestor acknowledged 
that tolerance had not always been highly valued in 
Estonia 

hangover from the Soviet period. The countryVs size 
and relative insularity also contributed to its 
challenges. Arjakas noted that given Estonia\'s size 
a relatively small number of immigrants could have a 


large impact on society. He wondered how open to 
immigration the country could afford to be without 
risking the loss of Estonia\'s cultural identity. 


Comment 


7. (SBU) Given their partiesY internal divisions on 
Iraq 

audience and underestimated the potential for the 
debate over Estonia s engagement to emerge as а 
political issue this fall. But we agree that 

extension of the UNSCR mandate will go far in taking 
the wind from the sails of those who might be 
tempted to make Iraq an issue. It will also be 

critical to maintaining unity on the matter inside 

the governing coalition. 


GOLDSTEIN 
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Sinhalese Buddhist 

of a hardliner on the peace process. End comment.) \"The 
ground reality . . . is that it\'s a war-torn situation 

the Government cannot say we are in 100 percent control 
conceded. Not only local residents are targeted; there are 
threats and pressure on Government officials in the north and 
east as well 
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like the Karuna faction--which he insisted the GSL maintains 
no links with--might be behind the killings 

\"you can\'t say.\" Despite this difficulty 

that the GSL must do more to investigate the killings and 
restore a sense of security and confidence to local 
residents. 


ON THE MENU OF FEDERALIST OPTIONS-- 
SOMETHING INDIAN? 


6. (C) In the meeting with Fr. Bernard 

concrete steps the GSL could take now to build confidence in 
the Tamil community that the Tigers would not attempt to 
undermine. Tiger aggression had made big-ticket items like 
turning back some of the High Security Zones (HSZs) or 
relaxing restrictions on fishing rights not feasible right 

now. Father Bernard asked the U.S. to press the GSL to 
consider a federal structure 

model 

The LTTE would be receptive to such an overture 

The U.S. model could be another possibility 

but the LTTE would categorically reject the Indian model 
because it gives the center special powers to remove state 
governments (Ref A). The federal structure could stay in 
place for a 10-year period 

which there could be a nationwide referendum on whether the 
north-east should remain part of Sri Lanka or become its own 
state. Poloff agreed that the GSL should demonstrate it is 
thinking about a political settlement 

federalism or not 

idea would be enthusiastically welcomed by the government at 
this time or that the LTTE would evolve democratically enough 
over just 10 years to allow a free and fair vote on the 

issue. 


7. (C) In the May 23 meeting 

there was general recognition within the Cabinet and among 
southern political parties that the GSL has V'to offer 
something positive\" in terms of a final political settlement 

to the Tamil community. Moreover 

the proposal would have to offer something more than the 
Provincial Council system 

federal structure. Even the Sinhalese nationalist Janatha 
Vimukthi Peramuna (JVP) 

federalism 

has the support of most Sri Lankans 

there is Va broad consensus emerging!" behind a proposal based 
on the Indian model 
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no specific timeline for when such an offer might be put on 

the table. When asked about other federal systems 

Minister speculated that India would be unlikely to accept 

Sri Lanka offering its Tamil community a greater degree of 
self-governance than what the Indian government has offered 
Tamil Nadu. India might worry that the demand for self-rule 
could \"overflow\" into Tamil Nadu. Even though India has said 
it would not involve itself V'in the A-B-Cs of a settlement 
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the fact remains that Tamil Nadu is just across\" from Sri 
Lanka 


8. (C) It is disappointing that GSL representatives still 

trot out the same \"it ain\'t us\" line when human rights 
violations are raised and assume that absolves them of all 
responsibility for follow-up. Even if the LTTE were 
committing all of these atrocities--which we doubt--for the 
GSL to cede complete responsibility for maintaining law and 
order in the territories under its control could lend 

credence to LTTE claims that the Government does not exercise 
true sovereignty in the north and east. The disparity in 
descriptions of the V'ground reality" offered by a reportedly 
pro-Tiger Jaffna resident and a Sinhalese Buddhist hardliner 
is not surprising. More reassuring is where their views 
converge: on the need for the Government to get moving on a 
proposal that demonstrates its sincerity in seeking a 
negotiated settlement. While the Tigers are infamous for 
moving the goalposts 

ball in play. The LTTE might well refuse the initial offer 

but by taking this step the GSL can show it is serious--and 
can make it just a little bit harder for the Tigers to claim 

the Sinhalese will never give Tamils any degree of 
self-governance. 

LUNSTEAD 
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General Assembly (GA) resolution that would modify a 1946 
resolution and decades of practice regarding the election of 
the Secretary-General (SYG). Instead of having the Security 
Council recommend one name to the GA for its approval (as 
called for in resolution 11(1) of 1946) 

would \"decide that the Security Council will proffer two or 
more\" candidates. 


Column 3 


3. (Ο) The Indians are aggressively campaigning for their 
proposal. Indian PR Sen hosted a lunch for one hundred of 

his Non-Aligned Movement (NAM) colleagues on May 16 and the 
NAM has reportedly established a working group to follow-up 
on the Indian proposals. We understand that the draft 
elements have been strongly supported by the Egyptian mission 
here 

broader NAM membership is more difficult to judge. A number 
of delegations have told us that NAM members have shown \"a 
lot of sympathy and support" for the idea 

remain concerned about provoking another contentious fight in 
the General Assembly. Pakistan\'s Deputy PR told USUN that 
they and others had asked the Indians to consider the P5\'s 
reaction to the proposal. 


4. (C) Russian PR Churkin (currently serving as the 

unofficial P5 coordinator) has been seeking an appointment 

with Sen for more than a week to discuss the issue but has 
been unable to get on the Indian PRVs schedule. Churkin told 
the other P5 PRs that he thought Sen was clearly avoiding the 
meeting. Churkin will try to see the Malaysian PR 

serves as the NAM Chairman. (USUN also understands that the 
French - who supported Indias candidacy for permanent 
membership with the G-4 - are also demarching in New Delhi.) 


For India 


5. (C) The Indians are trying to take advantage of the 
current atmosphere of conflict between the G-77 and the 
developed world 

G-77\'s recent management reform votes. French PR de La 
Sabliere said that he thought the Indians were trying to 
establish a V'general practice of contentious votes\" as part 
of their campaign for a permanent seat in the Security 
Council. (If the process of \"reform\" dissolves into a series 
of divisive votes in the GA 

Brazilians believe they have a stronger chance to call for a 
vote on a framework resolution for Security Council 
expansion. The opponents of expansion 

like Pakistan and Egypt 

importance of consensus on important issues of reform.) 


6. (C) Many delegations view the Indian effort as part of 
their campaign for a permanent seat 
PR admitted to USUN (ref B). The Indians continue to try to 


establish themselves as the strongest voice of the G-77 and 
to burnish their credentials as an \"outside\" voice that would 
make the Security Council more \"accountable\" to the 
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developing world. The Indians 

permanent seat on the Security Council 

argued that only the addition of new 

permanent members will reverse the Council's \"encroachment\" 
into the authorities and powers ofthe GA. (Comment: The 
Indian challenge 

discomforting to the Chinese who like to see themselves as 
the G-77\'s VrepresentativeW among the P5. End Comment.) 
Those opposed to India\'s Security Council candidacy will have 
to balance their desire to block India\'s power play against 

the need not to be seen as betraying the broader GA 
membership or serving the interests of the Р5. 


Others focused on shifting power back to the GA 


7. (C) In support of the Indian proposal 

emphasize the need to \"rebalance\" the Security Council-GA 
relationship and to ensure the new SYG is more \"responsive\" 
to the developing world. The populist arguments are directed 
primarily at the P5 

rallying support for this idea 

quoted as saying that the current process creates a 
VSecretary-General who is secretary to the P5 and general to 
the General Assembly 

Vreverse the situation.” He has also referred to the current 
SYG as \"the P5Vs official executioner\" (ref C). 


8. (C) The NAM effort is a symptom of the deeper divide among 
the UN membership 

support on the basis of divisive language is only 

exacerbating the problem. The Egyptians and others do not 
share India\'s larger strategic goal regarding Security 

Council expansion 

assert GA authorities against what is widely perceived to be 

an increasingly aggressive Security Council. The current 
environment in New York is highly conducive to the effort. 


Two candidates: Bad for the UN 


9. (C) We believe strongly that the GA has no authority under 
the UN Charter to dictate the scope of the Security Council\'s 
recommendation under Article 97 

of the organization - the Security Council should not provide 
more than one name. If the NAM gets is wish and this 
resolution passes 

language and Security Council authority this fall. India 

Egypt and the other agitators will benefit 

themselves as the champions of the GA 

to the \"un-democratic\" forces in the Security Council. One 
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possibility 

here 

candidate \"on principle\" if the Security Council only 
provides a single recommendation. 


10. (C) Providing two candidates to the GA 

dramatically curtail the influence of the U.S. in the 

selection process. The new SYG would enter office with 
either weak support among the general membership or a 
compromised position on key issues. A debate in the GA on 
multiple candidates could result in aSYG elected with just 
over a majority of votes. In this case 

enter office as a candidate of only part of the membership. 
It would be widely known which delegates had worked for or 
against the incoming SYG 

suspicion and mistrust between the membership and the 
Secretariat. 


SIPDIS 


11. (C) More problematic would be scenario where the election 
becomes a beauty contest among the G-77 in which candidates 
аге forced to provide commitments inimical to U.S. interests. 

In a process that enhances member states! ability to elicit 
pledges 

limit the representation of the developed world in the 
Secretariat\'s senior ranks. We would expect candidates to 


SIPDIS 

address controversial issues such as development assistance 
levels 

reform. Given the balance of votes in the GA 

campaign would work against U.S. interests at the UN. 
BOLTON 


65264 

international organizations; MCC neither influences or 
modifies them.\" MCC highlighted certain \"ruling justly\" 
indicators and the types of actions that the MCC believed 
would signal Armenia\'s commitment to reform in those areas. 


4. (C) Kocharian told the Ambassador that the GOAM was 
preparing a response to the MCC letter and expressed his 
frustration 

process relied on old data which did not reflect the current 
situation. He particularly criticized the MCC\'s reliance on 

a 2005 Freedom House Report which was based on data from 
2004. (Note: We understand that representatives from 
Freedom House are scheduled to meet with the Armenian 
Ambassador in Washington on May 31 to better explain the 
evaluation process. End Note.) 
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together.\" He mentioned that there had been no new word on 
the fate of the UAE diplomat kidnapped in Baghdad. 


2. (U) Semi-official Arabic daily \"Al Ittinad\" and \"Gulf 

News\" frontpaged May 23 that ΑΟΖ telephoned Iraqi 
counterpart 

him on the formation of the new гад! government and winning 
the parliamentary vote of confidence. He also wished the new 
government success in maintaining Ігад\'ѕ unity and stability. 


3. (U) ΑΟΖ reportedly thanked the Iraqi government for its 
efforts to assist in freeing kidnapped UAE diplomat Naji 
al-Nuaimi (refs B-E). \"This is a difficult time for all of 

us in the UAE. Naji al-Nuaimi was playing a humanitarian 
role towards our Iraqi brethren. We are proud of the role 
that he was playing. Our hearts are with Naji. Our hearts 
also go out in sympathy to his family. It is a difficult 
experience for all of us ) his immediate family 

UAE family 

country 

German Foreign Minister Steinmeier. 


4. (U) Editorials in May 24 Arabic dailies \"Akhbar al-Arab\" 

and \"Al Khaleej\" wished \"all success and progress!" to the new 
Iraqi government 

comprehensive national dialogue" and first steps by the 
al-Maliki government V'to convince all Iraqi factions of its 
credibility and intentions." Dubai-based Arabic daily \"Al 
Bayan\" took a different 

on the new гад! governments sovereignty while describing 

the rebuilding of Iraq as \"the biggest game of financial 

fraud history has ever known.\" 


5. (C) Meanwhile 

Dhabi and its counterpart organization in Dubai are jointly 
discussing with the Iraqi Embassy a possible celebration for 
Iraqi expatriates in the UAE (who number approximately 

50 

IBC Chairman Dr. Talib Khan. Khan asked if the Embassy had 
any ideas or sources of funds to help in this regard. Khan 
also told Polchief that he had received a V'very nice 
response" from Iraq\'s new Prime Minister Nuri al-Maliki in 
response to the IBC\'s letter congratulating him on the new 
government. 

SISON 
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the independence of Montenegro\" 
replied 


6. (C) Comment. Despite occasional private concerns about 
the timing and public message on the Kosovo status issue 

GOI remains firm in its commitment to communicate a message 
of Contact Group unity to the SAM government. Additionally 
after years of opposing Montenegrin independence 

intention to immediately establish itself as Montenegro\'s 

most important EU partner underscores its commitment to the 
Balkans and its insistence on taking a leadership role in the 
region. 
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the ShariVah 

ShariVah as cover for other Yworldly purposes 

to market something or is an attempt to legitimize an action 
or a decision. V 


INDICTMENT OF WOMEN'S LIBERATION 


3. (C) His rhetoric quickly escalated as he denounced 
newspapers 

stories and airing programs under the pretext of \"мотеп\' $ 
liberation.\" According to the imam 

and damaged the image of women and their place in the 
community. He exclaimed that \"They\" have been trying very 
hard to sow discord among Muslim communities. He traced the 
trend back to the women\'s liberation movement in Egypt in 
1919 and connected it to the spread of communism and 
socialism in later decades. He denounced several Egyptian 
writers from the 1950\'s through the 1970\'s who had written 
books advocating womenvs liberation. 


DENUNCIATION OF GOVERNMENT FOR ADMITTING CRUSADERS 


4. (C) Then his diatribe reached its peak as he announced 

the cause for this iniquitous state. \"Fifteen years ago 

this was a country where men would never dare organize a 
demonstration or even squeak a word for fear of being 

arrested 

The very presence of the crusader army on the Land of the Two 
Holy Mosques acted as a catalyst. It helped give the women 
newly found courage 

were also behind those women. These women showed defiance 
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and contempt. They got behind the wheels of cars that had 
been left for them and drove on the streets of our capital 
city as if it\'s the normal thing to do!" 


WICKEDNESS IN SAUDI ARABIA 


5. (С) \"Now 

first Saudi woman pilot 

and so on. The pilot\'s photo meeting her benefactor was 
published across the pages of Saudi papers for all to see 

and the rally driver was featured in a TV program. How do we 
know what the pilot will be doing when she travels abroad in 

the company of total strangers? The list goes on. There are 
people who encourage women to participate in conferences and 
meetings. Let\'s take the example of economic conferences. 
Can you explain to me why is it the conference is held in 

Europe when it should have been held here where the economy 
is? How about the increasing number of Saudi women who leave 
their abayas behind and appear in public 

to see! Is this what they want? Or what we want? | recall 

a statement Mr. Abd al-Rahman al-Jeraisy (Head of the Riyadh 
Chamber of Commerce) made after one of these conferences 
when he described the conference more like a women\'s fashion 
show! If they are concerned about womens issues 

they stand up and defend older women 

These are the women who need protection. If that is not 
enough 
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their faces! Why is it a woman TV hostess spends three hours 
on make-up when her program is actually a few minutes long? 
Look at negative attitude toward the Committee for the 
Promotion of Virtue and the Prevention of Vice. They paint 
negative pictures about them. It is disgusting. V 


PUTTING PROFIT BEFORE THE PROPHET 


6. (C) The imam concluded with another attack against those 
he accused of using the ShariVah too liberally. \"How do you 
know 

compliance with Islamic requirements.) even though it\'s 
properly labeled in accordance with Islamic ShariVah? The 
word is that $50.00 a head will get you the label but not 
necessarily the halal meat 

doing in Europe. Everything is labeled correctly but the 
service or the product itself are far from being Islamic. V 


FROM MECCA: IMPORTANCE OF EDUCATION AND SUPPORT FOR HARRIE 
STUDENTS 


Column 3 


7. (U) Atthe time when Saudi students are facing the ordeal 
of final examinations 

the Holy Mosque in Mecca 

He proclaimed that education was important to all nations and 
final exams were an important matter for students. He warned 
students 

the first day of class and not wait until the time for 
examinations was upon them. He also cautioned against 
fatigue from late night studying and taking stimulants. 
Showing compassion 

exams are not the end of the world. It is possible to 

recover from failure. \"Students should see examinations 
said 


ROLE OF GOD IN EDUCATION 


8. (U) The imam\'s second sermon was similar to the first. 

He told the congregation: \"Exams are an opportunity for the 
serious ones to train themselves and their children and to 
establish a link with God Almighty by resorting to Him and 
showing the need for Him. No matter how smart a student is 

he needs success from God Almighty.\" He ended with a prayer 
beseeching God's assistance for students. 


FROM MEDINA: FEAR GOD AND PLACE TRUST IN HIM 


6. At the Prophet\'s Mosque in Medina on May 19 
Abd-al-Mushsin Bin-Muhammad al-Qasim offered a lesson without 
a specific target 

God and the punishment of those who disobey God.\" His second 
sermon reprised the homily 

VWhoever fears God 

other 

trust in Him 

with the usual prayer: \"God 

humble non-belief and unbelievers 

religion 

secure.\" 

Morales 
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two leaders resolved to work together to increase trade 

that progress toward this end would be measured at the next 
meeting of the Joint Council on Trade and Investment (УСТ!) 
in October. \"The key 

the things we agree on 

Among the things \"agreed on 

trade and to fight terrorism 

laundering. Ambassador Maisto concurred 
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democracies in the hemisphere also needed to deliver economic 
benefits to their citizens. 


3. (C) Ambassador Maisto opined that bilateral issues 
appeared to be faring well and said 

in labels of left and right 

governance. If one is elected democratically 

govern democratically.\" Vazquez nodded in agreement and 
said 

serious and say what we mean with no V'double talk." When 
Ambassador Maisto said that he planned to have lunch with the 
Foreign Minister to discuss his multilateral agenda 

perked up 

together on the multilateral agenda. Ambassador Maisto 
explained that the OAS is doing good work to fight 

corruption 

fight drug trafficking -- particularly in the case of Haiti. 

Referring to Haiti 

Uruguay to continue to cooperate 

recently sent more troops to MINSUSTAH and offered to assist 
in public health efforts. 


4. (C) Turning to trade issues 

\"FTAA\" (ALCA in Spanish) had caused a lot of discomfort in 
Uruguay and elsewhere in Latin America 

resort to the code words οἱ V'deepen trade. Vazquez 
elaborated by saying that 

mechanism with Mercosur (to join FTAA) but that it all 
depends on Brazil. In the meantime 

prevent us from negotiating a bilateral trade deal within the 
framework of Mercosur. We can\'t afford to \"politicize\" trade; 
since we signed an FTA with Mexico 

doubled." Vazquez also briefly touched on the paper mill 
dispute with Argentina and said 

Argentina 

won 


5. (C) After a lengthy discussion about Venezuelan President 
Hugo Chavez 

(Chavez) listens to me\") Ambassador Maisto demarched the 
President оп GuatemalaVs bid for a semi-permanent seat on the 
UNSC. He said that Guatemala is a small country 

of UN and Peacekeeping Operations (PKO). The country that 
gains this seat will represent the entire Western hemisphere. 
Such a country has to be serious because of the important 


issues involved such as Iran 

mass destruction (WMD). Guatemala is more or less capable of 
acting responsibly 

responded by saying 

said the same thing 
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Guatemala. Vazquez added 

yet 

Maisto indicated that Chavez had clearly V'crossed the line 
to which Vazquez replied 

involving himself in electoral issues. V 


Lunch with Senior MFA Officials; mostly about Bolivia 


6. (C) After departing the Suarez Residence 

Maisto and the Charge lunched at the Radisson Hotel with 
Foreign Minister Reinaldo Gargano 

\"Belela\" Herrera and Uruguay\'s ambassador-designate to the 
OAS 

d'horizon of the region 

OAS had done in Haiti and Colombia regarding election issues 
and on human rights. He said that at the upcoming General 
assembly in Santo Domingo there will be a robust discussion 
of human rights issues in the five countries of Cuba 

Venezuela 

General Miguel Insulza will be seeking support for his 

agenda. (Note: Vice-Formin Herrera said she will attend the 
meeting in Brazil this week on Haiti 

whether Gargano or Herrera will attend the OAS meeting in 
Santo Domingo in June. End Note.) The Uruguayans expressed 
disappointment that their candidate for High Commissioner in 
Haiti had not been chosen. 


7. (C) Much of the lunch discussion centered on current 

events in Bolivia. With an obvious jab at the U.S. 

Gargano said of the Morales GOB that 

instead of destabilizing Пет" Ambassador Maisto pointedly 
concurred but explained that the USG has tried very hard to 
engage the GOB and to be patient. He said that Secretary 
Rice met with Morales in Santiago last March and that WHA/AS 
Tom Shannon had attended Morales\' inauguration and had met 
with Morales. However 

the GOB wanted to work with us 

from the U.S. He added that it is important to note that the 

U.S. has historically done more for Bolivia than anyone else 
and that it stands ready and willing to keep helping that 

country. Gargano mused that Uruguay could possibly send 
teachers to Bolivia and claimed that 60 percent of the 
population was illiterate. 


8. (C) Gargano stated that there are three other countries 

that play key roles in Bolivia: Brazil 

adding that 

though they are very difficult to understand. Certainly the 
Bolivians need a higher price for their gas 

stability and consolidate democracy.\" When Ambassador Maisto 
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queried him on Brazil\'s reaction to Morales\' moves on 
nationalizing the hydrocarbon\'s sector 

\"Brazil needs to be smart and find a win/win situation. This 
can be settled calmly 

Ambassador Maisto said the OAS is preparing to send a mission 
to work with the Constituent Assembly. He added that the 
Constituent Assembly is a highly charged political issue that 
needs to be democratic and avoid the danger that the new 
(mostly indigenous) team will say \"now it is our turn. V 
Gargano opined that that won\'t happen and said that Evo is 
ready to cut a deal with Santa Cruz and compared it to the 
situation of Catalunya within Spain. 


Comment: 

9. (C) The Uruguayan\'s appreciated Ambassador Maisto\'s timely 
outreach following President Vazquez successful visit to 
Washington and the effort he devoted to answering questions 

at the full press conference following his meetings. 

Ambassador Maisto has cleared this message. End Comment. 
Nealon 
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his speech in Valledupar 

subsidy for people who have been disabled as a result of the 
internal conflict. Uribe also \"apologized\" for not 
participating in any organized debates with his opponents 
saying that he had spent the last four years debating with 
them. 


4. (U) End of the Trail 

Bolivar: Two days after UribeVs end-of-public-campaign rally 
at Plaza Bolivar in Bogota 

his own event. The plaza was filled with yellow-clad Gaviria 
supporters 

Despite the rain 

pop singer Andrea Echeverri and the candidate\'s twenty-minute 
speech 

armed groups if elected. Earlier in the day 

campaign events in both Choco and Medellin. In Medellin 
both Uribe\'s and Gaviria\'s home Department 

group of 10 

a final stop in Putumayo and Huila Departments 

the end of April 

funeral (sister of former president Cesar Gaviria) 

returning to Bogota. 


5. (U) End of the Trail 

After Weeks of Travel: Liberal candidate Horacio Serpa ended 
a month of campaign travels throughout the country with 11 
separate stops in and around Bogota on Sunday 
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Choosing not to focus on his falling numbers 

supporters that Sunday\'s poll indicated that there would be a 
second round given the margin of error 

conventional wisdom. Serpa\'s recent speeches and interviews 
have highlighted his childhood poverty and his promises to 
attend to the needs of Colombia\'s poor if elected. Serpa 

will continue his travels this week 

the east 

returning to Bogota on the eve of the elections. 


6. (U) Confusion For Colombians Voting Overseas: The GOC has 
worked to ensure more Colombians living overseas vote in 
Sunday\'s elections. Efforts included creating over 100 
polling stations in the United States and other countries 
including France 

information on required identity documents may undermine 
efforts to get out the foreign vote 

Election Council (NEC) first said voters could present a 
passport 

Colombian national identity card. Later that same day 
NEC reversed itself 

could use their passports. 


7. (SBU) Ballot Counter Fraud Measures in Place: Emboffs met 
with Thomas Greg & Sons 

distributes all Colombian election materials 

ballots and proof of voting documents. Thomas Greg uses a 
barcode system to confirm all ballots are accounted for and 
sent to the correct locations for counting. In addition 

they use a sophisticated anti-fraud scheme involving 
compartmentalizing workers and constant electronic 
surveillance Voting urns are currently being held in guarded 
warehouses throughout Colombia; they will be delivered to 
polling locations at 5:00 AM on election day. Extra ballots 
and rented aircraft are on standby to deliver replacements in 
the event any voting materials are destroyed or damaged. 
Thomas Greg officials told Emboffs their 2002 election 
contract included design for a Serpa-Uribe runoff; this year 
runoff preparations were not included. If a second round is 
necessary 

election. Thomas Greg said the worst case scenario would 
involve Uribe receiving just under 50 percent and Serpa and 
Gaviria in a dead heat for second. With the runoff scheduled 
for June 18 

of the two candidates would make it difficult to be ready on 
time. 

WOOD 
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conference partly funded by SlovakAid 
the desire for EU membership as the motivating goal for their 
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reform efforts. MFA PolDir responded to accusations that 
Slovak foreign policy was biased in favor of Serbia 

encouraged the NGO leaders to focus on showing that Kosovo is 
ready to take its future into its own hands. The event was 

an example of Slovakia\'s contribution to \"transformational 
diplomacy 

Balkans to increase such programs. End summary. 


2. The Slovak NGO \"People іп Peril" is active in providing 
humanitarian assistance and supporting democratic development 
in countries outside Slovakia 

Balkans. Supported in part with funding from SlovakAid (the 
foreign aid arm of the MFA) 

leaders from Kosovo 

series of roundtable discussions to learn from the experience 
of Slovak NGO experts on the role of NGOs in a society 
undergoing transition. This May 17-20 event was significant 
because 

foreign policy priority 

Kosovars has been able to visit Slovakia in the post-conflict 
period. There were significant logistical challenges because 
Slovakia\'s Ministry of the Interior does not recognize UNMIK 
travel documents 


3. One element of the visit was a half-day conference on 
\"Kosovo Today--Views from Inside and Outside.\" On the first 
panel 

work. A common theme was that independence for Kosovo is but 
a step on the road to the ultimate goal: membership in the 
European Union. All speakers expressed frustration with the 
current economic stagnation 

incompetence of local leaders. There was pessimism that 
Pristina and Belgrade could negotiate a solution 

expectation that the international community would \"impose\" a 
final status. All agreed that the best task for NGOs was to 
focus on fulfilling the \"standards\" so that 

final status looks like 

norms. 


4. |n the second panel 

Director Miroslav Lajcak described SlovakiaVs views of 
Kosovo. Milan Nic of the Pontis Foundation criticized Slovak 
foreign policy as unbalanced because although the country has 
strong historical links to Croatia and Serbia 

further south 

knowledge and reputation were improving 

Lajcak as EU envoy in Montenegro was proof. On the other 
hand 

trying to influence Kosovo policy since it is not represented 
in the contact group 


Column 3 
countered that Ahtisaari consulted regularly with UNSC 
members and that Slovakia had contributed ideas and opinions. 


5. Lajcak\'s message was consistent with what he recently 
told U.S. officials: 


--The quality of the process for resolving status talks is 
important. All actors must participate. There should be no 
big winners or big losers. The talks should not be 

artificially prolonged nor speeded up. 

--Just as removing Saddam Hussein did not instantly solve all 
of IraqVs problems 

Kosovo\'s problems 

--Core values in society 

the rule of law 

international community. 


Lajcak was impassioned as he urged the NGO participants from 
Kosovo 

for them. Maybe they won't like what they see reflected back 
and will change. Focus on improving the lives of citizens. 

Show positive signals that Kosovo is ready to be a serious 
partner and take its future in its own hands." 


6. One Kosovar participant asked whether the opposition of 
the Slovak public to NATO airstrikes against Serbia was 
reflected in the pro-Serb prejudice of Slovak foreign policy. 
Lajcak rejected the accusation and said Slovakia aimed to be 
balanced. It ould soon open a Liaison Office in Pristina. 

He pointed out the advantage that Slovakia had in being 
considered an V'honest broker" by Belgrade. He assured the 
participants that Slovak leaders have tough 

conversations with Serb leaders 

\"Don\'t look back. Face reality. Be part of the solution 
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not the problem." 


7. The event was an excellent example of Slovakia Vs own 
\"transformational diplomacy" efforts. The MFA will follow up 
on May 29 by meeting with Slovak NGO\'s active in the Balkans 
to ask them to re-double such efforts. 

VALLEE 
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a report on clarification of the Bioethics Declaration passed at the 
General Conference last fall. The subgroup meetings will be closed 
since members want a chance to discuss things without concern for 
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Member State pressure. There will be another meeting of the Social 
Responsibility subgroup after the June meeting (note: U.S. experts 
invited to present at this meeting 

the U.S. who is on this working group 

meeting but will be invited to participate in the second meeting); 
then a meeting of the full IBC (which also will have a report from 

the informed consent subgroup) in November. The IBC report will go 
to the Intergovernmental Bioethics commission (IGBC) 

will be able to make its views known 

Director-General (DG) and finally the General Conference. (Comment: 
the danger is that some Member States might use the report at the 
General Conference to urge further action. A number of other 
delegations make no secret of their approval for UNESCOV's work in 
the field of ethics and take an expansive view of the Bioethics 
Declaration and see it as just a first step in making various other 
issues (social 

transfer 


3. NANOTECHNOLGOY-The division will soon be publishing a brochure on 
ethical issues in nanotechnology. It will have chapters from people 

in Japan 

said this is because the U.S. delegation did not think engaging in 
nanotechnology issues was a good idea. He reports that the brochure 
will just cover concepts and will have no recommendations. 

(Comment: Ten Have clearly missed our meaning 

not pursue this issue period.) Ten Have also mentioned that Nigel 
Cameron has been appointed (by the USG) to a delegation dealing with 
the EU on nanotechnology issues 

UNESCO on nano medicine issues. 


4. ETHICS OF SCIENCE-The recent Geneva consultation to guide the 
DG\'s reflection on the ethics of science (see paragraph 5) was also 
discussed. Health Attache described U.S. problems with a concept 
paper issued before the meeting by a Professor Song from Korea. 

This poorly written paper also included unfounded references to 
alleged U.S. war crimes during the Korean War. Though Song was not 
invited to the Geneva meeting because the Secretariat thought his 
paper was weak 

consultations 


5. Ten Have and staff said that SHS was not propounding work on a 
normative instrument in connection with ethics in science. In fact 
the result of the Switzerland consultation (as well as an earlier 

one in India) was a recommendation that there should be neither a 
new normative instrument 

1974 declaration\'s requirements are still valid 

should be on making sure people know about it and on looking to 
implementation of it rather than on re-writing it. Ten Have also 

said there should be research on how it applies to new problems. He 
and his staff thought the U.S. intervention in Switzerland was 
\"strong\" in light of the fact 
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to do a normative instrument--neither a new one nor a revision of 
the 1974 declaration. Health attache emphasized the importance of 
not using language or format (i.e. 

declaration?) that suggests a normative instrument because states 
that want more normative instruments will jump on it. USG will be 
invited to the consultation to be held in Brazil. 


6. At the 33rd General Conference last fall 

successfully obtained a resolution substituting a reflection by the 
DG on ethics in science for a provision that called for a 

feasibility study on preparing a declaration on ethics in science. 
Nevertheless 

meeting contains an item that is entitled 

Director-General on the feasibility study on the elaboration of an 
international declaration on science ethics to serve as a basis for 
an ethical code of conduct for scientists. Secretariat staff 
explained this was necessary because of the direction of an earlier 
Executive Board to prepare a feasibility study. Their report will 
include a draft resolution to change the title; this has to be done 
or the item will appear at the GC under this title. The Secretariat 
cannot make this change; the ExB must do it. 


7. They are going to be doing three things in science ethics: a) 
study of existing codes (probably 60 of them); b) consultations in 
the regions; c) study of the 1974 Declaration--is it useful; how 
make it work (they have received no reports on implementation of it 
from member states). 


8. GEO DATA BASE-The division is willing to have the MissionVs 
health attache join the work group on creating a legal database on 
how countries have responded to the issues in the ethics 
declarations as a health law expert 

delegation. The difficulty of finding the applicable laws in a 

place like the U.S. was also discussed. They are going to prepare a 
database of the laws 

where the laws are available in English but are not as complicated 
as in the U.S. Health Attache stressed that the items should be 
listed as topics--not tied to articles in the three 
declarations--because states may do things before or independently 
of the declarations and also because it implies that a state has 
breached some duty if there is πο \"law\" attached to the state\'s 
name. It should be a database on issues 

states have followed the declarations. (Comment: This is going to 
be difficult for them to accept.) 


9. EXPANSION OF THE BIOETHICS DECLARATION-Health Attache raised the 
DG\'s speech to the IBC in Japan (last December) and his November 

letter to IBC members. The secretariat staff speculated that others 

might have changed the speech without sending it back to them for 

clearance. They were surprised to hear that the DG was made to say 

that there was not much difference between the Declaration that 
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member states agreed on and what the IBC had presented. Health 
Attache pointed to the discussion in the caption in SHS Newsletter 
11 about access to medicine as an ethical issue like clean water 
and they discussed whether this implied that it was an ethical 
principle or only said that it was an issue as to whether it was. 

The secretariat staff understood U.S. concerns that the Declaration 
not be expanded and that the U.S. will remain vigilant about 
language that gives comfort to Member States who want to expand it 
and use it to bring in a different agenda. Mission is preparing a 
letter to the DG and explanatory memorandum on this issue 

send it soon to Washington. 
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update on efforts to facilitate the accession by Magen David 
Adom (MDA) to the International Red Cross/Red Crescent 
Movement. Dayan replied that two issues remain to be 
resolved. First 

difficult for political reasons for the GOI to allow the 
Palestinians to station additional ambulances in East 
Jerusalem 

Palestinian Red Crescent. \"We\'l have to do without that 

he remarked. (Comment: This is the first definitive V'noV' we 
have heard from the GOI on the issue of stationing additional 
ambulances in East Jerusalem. As of 24 May 

ambulances that the GOI did approve have still not deployed 

in East Jerusalem due to V'technical problems" posed by the 
Ministries of Health and Transport 

Delegate Brian Veal of the ICRC. This situation -- if not 
resolved before Swiss Ambassador-at-Large Pfirter\'s May 30-31 
compliance review visit -- is likely to have negative 
consequences for MDA at the June conference in Geneva. End 
Comment.) 


2. (C) Second 

GOI on amending the MDA statutes to ensure the MDA\'s 
independence \"an internal political issue.\" He reviewed FM 
Livni\'s efforts to achieve a compromise. She had \"cracked 
heads\" at an interagency meeting with MDA 

everyone agreed on the establishment of a review committee to 
vet all MDA executive committee members. Dayan complained 
that MDA Chairman Noam Yifrach is now backtracking on that 
agreement and refusing to accept Livni\'s compromise proposal 
(ref A) 

committee will not ensure the MDA\'s independence from GOI 
control. Dayan said that 

representative had asked MDA if it really has any interest in 
joining the International Red Cross/Red Crescent Movement. 
He suggested to the Charge that the USG should also intervene 
to caution the MDA that further delay could lead the 
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organization to miss its \"last chance\" to join the Movement. 


3. (C) Comment: Although the ΜΕΑ has been a mostly helpful 
player within the Israeli interagency process 

unfairly casting blame at Yifrach -- who has already 
succeeded in getting the elected members of the MDA national 
council to accept the concept of a review committee to vet 

its candidates for executive committee positions (ref B) -- 
rather than elsewhere in the СОІ 

official in the Ministry of Justice is the current obstacle 

to making headway on a compromise 

IFRC representative 

to impose the terms of the Israeli \"public companies\' law" on 
the MDA. Atthe last minute in a decades-long battle to 
secure MDA accession to the Red Cross Movement 

Israeli government reluctance to relax its control of MDA 
threatens to derail MDA accession to the movement. End 
Comment. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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remain a member of the organization. Baramidze would stress 
that no decisions had been taken. 


3. (C) Baramidze said that in his opinion it was a \"matter of 
months\" before Georgia quit the organization. The GOG needed 
first to ensure that the economic interests of its people 

would be secure (especially by replacing the CIS visa regime 

with bilateral ones) and that other necessary bilateral 

agreements could be reached. Timing would be important: 
before or after the NATO Summit in Riga? 


4. (C) Ambassador asked what the practical consequences of 
withdrawal would be. Baramidze listed several: 


-- The Abkhazia PKO was a CIS PKO whose status would have to 
change; Georgia was already considering demanding that it 
leave. Baramidze did not address the likely Russian reaction. 


-- Georgia\'s main exports to Russia -- fruit 

mineral water -- were already banned 

only CIS country whose citizens needed visas to enter Russia. 
In the long run 
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replacement for Russian markets 

(Note: Baramidze was concerned about the fate of Georgian 
citizens living and working in Russia 

prospect that Russia might allow them to stay but interfere 
with remittances they send back to relatives in Georgia. End 
Note.) 


-- Georgian Ambassador Chubinishvili 

added that if Georgia quit the CIS 

Ossetia would demand CIS membership and might be allowed in 
as \"observers.\" He believed Georgian citizens of 

non-Georgian ethnicity (Armenians and Azeris) might be 
expelled from Russia back to Georgia to stir up trouble in 
ethnically sensitive regions. 


5. (C) Ambassador asked about the attitudes of other CIS 
members. Baramidze guessed that Kazakh President Nazarbayev 
now CIS Chair 

dispute. Ukraine would be Georgia\'s main ally 

would not leave the CIS. Moldova would be another ally. If 
Azerbaijan supported Georgia 

versa. The attitude of Belarus was a foregone conclusion. 


NATO 


6. (C) Baramidze talked of progress in convincing Allies to 
grant Georgia Intensified Dialogue (ID) for NATO membership. 
Three days earlier 

Affairs advisor had told Baramidze he was convinced 

needed to conduct internal consultations. Baramidze expected 
a long process for NATO membership 

Georgia\'s expectations were allowed to fail 

develop \"different priorities 

conflict resolution. 


7. (C) Baramidze said that the reluctance of some Allies on 

ID was due to an intensive Russian campaign. He said Russia 
will engage in military provocations 

\"visas 

That was all done to cause internal discontent and 
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demonstrations. The GOG\'s popularity had gone down 

the result of normal internal processes 

campaign. Externally 

international community that the Georgia was run by a \"bunch 
of kids\" who make provocative statements and take crazy 
unpredictable actions. Russia could then turn to the G8 and 
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NATO and say 


8. (C) Ambassador asked whether recent public statements by 
Georgian officials did not play into the Russian strategy 
Baramidze had described. Baramidze said that the statements 
themselves were just excuses; Russian actions were not driven 
by them. He reiterated that Russia\'s main aim was to portray 
Georgia as irresponsible. Ambassador reiterated that 
provocative Georgian statements made it easier for Russia to 
do just that. Baramidze sighed and acknowledged that 
sometimes DefMin Okruashvili Vlets emotion get the better of 
him.\" 


9. (C) Ambassador said there was little advice he could give 
Baramidze about Russia that Baramidze did not already know 
or that Ambassador Tefft had not already conveyed. Russia 
made no secret of its concerns over Georgian moves towards 
NATO. It had used some levers 

would get more intense as we headed towards 2008 
Georgia-bashing would be popular. Continued high energy 
prices would keep the Russians self-confident. The U.S. had 
a strong interest in cooperating with Russia where possible 
but would not hesitate to criticize where necessary. Georgia 
should work with the Europeans as well 

temptations not fall into the trap of making it easier for 

Russia to portray Georgia as irresponsible. 

BURNS 
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conference 

atmosphere in Washington as it relates to Turkey. Leaving 
the Hamas visit 

court judge behind us 

AKP government? What we can say for sure is that there are 
two different camps in Washington regarding the AKP. One 
group sees the glass as half-empty 

the March 1 decision. According to this group 

tendency within the AKP government is the main reason for 
the damaged relations. Although the Hamas visit to Ankara 
has almost been forgotten 

lobby will never let the issue go. Also 
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secularism and the presidential election in Turkey are 
followed closely here. | got the signal from high-level US 
officials that if Turkey\'s next president could keep good 
relations with the government and have a wife who doesn\'t 
wear a headscarf 
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relations. | keep hearing Defense Minister Vecdi Gonul\'s 
name as this group's choice for the next president of 

Turkey. Now let me move on to the optimistic group. This 
group believes that 

States must be careful not to lose Turkey. This sentiment 

is mainly felt at the State Department. The optimistic 

group believe that even though the US cannot trust Turkey as 
before 

variety of issues 

relationship should not be damaged further. Although the 
optimistic group is in a minority 

Rice is part of this group means it has more influence in 

the decision-making mechanism. This is the atmosphere Prime 
Minister Erdogan will face in Washington if he travels there 
this summer.\" 


Serbia-Montenegro\'s Civilized Separation 

Sami Kohen observed in the mainstream daily Milliyet (2/24): 
\"After a public referendum 

independence from Serbia in a very civilized way. The 
Montenegro example shows the world that it is not always 
possible for people with different national identities to 

live together under a single authority. In the Soviet Union 
and ex-Yugoslavia 

came from the different ethnic 

groups. The population of Montenegro is only 650 

it be possible to have a viable state with such a small 
population? Well 

even smaller than Montenegro 

Montenegro 

aspirations to become a member of the EU. According to some 
officials 

years. All of this got me to think again about the Cyprus 
issue. If the Greek Cypriots do not want to live together 

with Turks on the Island 

way Montenegro separated from Serbia? Because he seeks to 
rule the whole island 

such a separation. But while it is celebrating the 
independence of Montenegro 

idea? 


TV Highlights 
NTV (7 a.m.) 


Domestic News 


- Deputy Prime Minister Mehmet Ali Sahin said the 
governmentVs top priority is unemployment 

issue. \'It would be wrong for us to give priority to the 
headscarf issue 
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percent of the population according to polls we have 
conducted 


- Main opposition CHP leader Deniz Baykal said statements by 
government officials in support of secularism are designed 
to disguise the real intentions of the ruling AK Party. 


International News 


- On Tuesday 

Algerian President Bouteflika. The the two sides signed a 
friendship and cooperation agreement later in the day. The 
visit of Erdogan to Algeria is the first by a Turkish Prime 
Minister in 21 years. 
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- A bomb detonated outside a Shiite mosque in Baghdad 
killing at least 11 and wounding several others. 


- Pro-Serbia groups demanded a recount of votes in 
Montenegro\'s referendum on independence from Serbia 
Serbian President Tadic said Belgrade has accepted the 
outcome of the vote. 


- Thousands of Iranian Azeris gathered on the streets of 
Tabriz and clashed with police as they protested against a 
cartoon in a state-controlled daily which depicts an Azeri 

boy being insulted by an Iranian child. The protest 

prompted the closure of the newspaper and the imprisonment 
of its managers. 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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(see septel) to hear his complaint that despite a petition to 

the Speaker of Parliament 

September 2005 SADC Parliamentary Forum. He also charged that 
House Leader 

on the floor and called for a 5-10 month expulsion of the BNP\'s 
leadership. This action would effectively remove the BNP from 
participating in national 2007 elections. 


2. (C) Ambassador urged BNP representatives to make sure they 
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had all the facts correct 

and to remain active in the democratic process (i.e. 

threaten boycotts). We also stated that 

the 2005 elections 

deliver the same message to the GOL - elections had to include 
all parties 

leaders also met with the Irish Ambassador 

EU members 

encouraged them to meet with us as a group rather than going 
from mission to mission with the same message. End Note.) 


3. (C) My donor colleagues and I conferred and called on the 
Deputy Prime Minister Мау 23 to try to ascertain the GOL\'s side 
of the story. The DPM denied BNP allegations that the Speaker 
had refused to meet but had 

was then V'under siege\" in her office by elements of the youth 
league of the BNP for three hours. He was 

defensive 

which he alleged were similar to inciting disruptions in 1994 

and 1998 which resulted in political/civil unrest. At the same 
time 

actions were not \"irretrievable.\" We recommended a negotiated 
settlement between the majority LCD party and the BNP to avoid 
parliamentary/electoral crises. (Comment: In late May 24 
meeting with Finance Minister Thahane 

Prime Minister had called for an emergency party caucus that 
evening 


4. (C) Following our donor meeting with the DPM 

BNP leaders to meet with development partners (U.S. 

early May 23 to advise them that we had delivered the same 
message of open negotiations among all parties during the May 24 
Parliamentary meeting. The BNP leader (former head of the 
military regime in Lesotho) denied they had \"besieged\" the 
speaker 

rational discussion of the facts as an important tactic on the 

floor. The Irish Ambassador (Paddy Fay) told the BNP thereVs no 
sense in \"winning a battle and losing the war." The UN Rep 
(Mrs. Hodan Haji-Mohamud) noted (as we had done before) that 
the donor community was not to interfere in internal politics 

but was present to support democratic and economic progress; 
without such progress 

cited the extreme situation in Zimbabwe which had led to 

distress for its citizens and withdrawal of donor assistance. 

Such a situation was unnecessary in Lesotho where the fledgling 
democracy had demonstrated the capability of adherence to 
democratic practices and rule of law. 


5. (C) Comment: We are continuing our efforts to have 
Lesotho\'s leaders of all stripes look forward 
avoid unnecessary confrontation. The outcome of parliamentary 
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and intra party discussions should be available soon and we 
anticipate further exchanges with various party representatives 
likely at their request following internal discussions. End 
Comment. 
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but without criticism of KirchnerVs policies -- that would 
incorporate other political elements. President Kirchner 

extolled regional unity 

position against Uruguay in the paper mill crisis. Kirchner 

was critical of U.S. trade policy and lack of focus on the 

region. President Kirchner said that the U.S. had not 

pressured him \"to limit the influence of Chavez in the 

region 

expressed their concern about Chavez to him. END SUMMARY. 


2. (SBU) On May 21 

the GOA-aligned Pagina 12 published extensive interviews with 
President Nestor Kirchner that likely foreshadow Kirchner\'s 
speech at the upcoming massive rally planned in the central 
square of Buenos Aires to celebrate Revolution Day and 
Kirchner\'s third anniversary of assuming power. (Note: The 
daily of record 

President Kirchner 

ministers have often criticized La Nacion in the past year 

for being too critical of Kirchner and GOA policy. End 
Note.) GOA organizers are expecting a crowd of nearly 

200 

of a national celebration that will include a speech from 
President Kirchner as its highlight. 


3. (SBU) In the interviews Kirchner highlighted his 
administration\'s accomplishments 

appealed to minority party leaders to join his movement 
struck a critical tone on many international issues. 

Kirchner underscored a long list of accomplishments during 
his administration -- the high GDP growth rates over the past 
three years 

the sizable reduction in unemployment 

renegotiation of private sector debt 

debt and the large budget surplus he has been able to 
maintain. Kirchner defended his unorthodox economic 
policies 

Kirchner argued that such methods have been successful in 
keeping inflation manageable and called for more aggressive 
implementation of the price controls. 


4. (SBU) Kirchner used the opportunity to deny many rumors 


Column 3 

regarding major announcements for the May 25th event. 
Kirchner denied that he would announce his reelection 
nationalize the privatized oil company Repsol-YPF 

announce his main candidates for the 2007 elections. He even 
quipped that his wife 

Kirchner 

counted on to outpoll him. (Comment: Many POL contacts have 
said that Kirchner will likely take the opportunity to make 

some minor to medium policy announcements 

the minimum wage 

doing something with the retirement system. The possibility 
always exists that Kirchner will make a surprise big 
announcement 

expectations that this will happen. End Comment.) 


5. (C) Kirchner called for a \"concertacion\" alliance 

the lines of Chile 

elements 

Radical Civic Union (UCR). Kirchner noted that many former 
and current members of the UCR 

Peronists and the Socialiist Party are already working with 
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his Victory Front (FPV). (Comment: It is clear from 

President Kirchner\'s comments during the interview in support 
of the recent removal of Diputada Maria del Carmen Alarcon 
from the presidency of the Lower House Agriculture Committee 
due to her opposition of the GOA\'s beef export ban (See 
Reftel) that Kirchner does not envision this alliance as one 

that incorporates policy viewpoints that differ from his own. 
End Comment.) Former President Raul Alfonsin is reportedly 
scheduled to attend the May 25 rally with Kirchner and other 
UCR leaders are also reportedly considering joining Kirchner 
at the event. 


6. (SBU) President Kirchner extolled regional unity 

while maintaining Argentina\'s position against Uruguay in the 
paper mill crisis. Kirchner predicted that Mercosur would be 
strengthened in the long run. Kirchner stood by Argentinas 
case before the Hague that the paper mill installation 
violated the Rio Uruguay Pact between the two nations. He 
said he V'completely shared the position of the Argentine 
environmentalists\" with regards to the paper mill crisis. At 
the same time 

open to further discussions with Uruguay and he refused to 
directly criticize Uruguayan President Tabare Vasquez when 
questioned by the interviewers. 


7. (C) Kirchner praised Venezuelan President Hugo Chavez as 
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а \"integrationist\" and as someone who has done many \"good 
gestures\" for Argentina in the investment and energy areas 
although he conceded that he had many obvious disagreements 
with the Venezuelan leader. Kirchner said he thought Chavez 
was working hard for the region\'s integration. (Comment: 
Kirchner\'s favorable comments on Chavez have to be seen in 
light of the fact that the GOV has been major purchaser of 
Argentine bonds and continually holds out the promise of 
helping Argentina to resolve its serious long-term energy 
shortages. End Comment.) 


8. (C) In response to a question from leftist \"Pagina 12 
Kirchner was critical of U.S. trade policy and lack of focus 

on the region. Kirchner complained that U.S. free trade 

pacts were \"unacceptable\" in their current form -- alluding 

to the Mercosur position that the FTAA is not workable unless 
the issue of U.S. agricultural subsidies is addressed. 

Kirchner held out the example of the European Union where a 
percentage of the regional GDP goes to an infrastructure 
development fund as an example of how the U.S. should be 
thinking in terms of a free trade agreement. Kirchner said 
that the U.S. \"does not remember the region\" and that this 
make regional integration much more difficult. Kirchner did 
add 

benefit to the region. (Comment: Besides restating the 
Mercosur trade position 

the U.S. are a reflection of polls that show that Argentines 
have the most negative view of the United States of all 
democracies in the hemisphere. End Comment.) 


9. (C) President Kirchner said that the U.S. and Brazil had 

not pressured him \"to limit the influence of Chavez in the 

region 

expressed their concern about Chavez to him. (Comment: U.S. 
officials 

Embassy officials have all repeatedly stated our concerns to 
President Kirchner and his top advisors about Chavez and his 
policies at home and in the region. While we have not 

enlisted the GOA\'s support in \"limiting the influence of 
Chavez!" per se 

moderating Chavez and his policies in Venezuela and the 
region. President Bush and the Ambassador\'s emphasis on 
Venezuela early in Kirchner\'s presidency prompted Kirchner to 
meet with the Venezuelan opposition twice and to press Chavez 
to hold a free and fair recall referendum. Venezuela is an 

issue we continue to raise at every opportunity with GOA 
officials. End Comment.) 
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10. (C) President Kirchner\'s May 21 press interviews can be 
seen as a dry run for many of the themes he will likely cover 

in his May 25 Plaza de Mayo speech. Kirchner will emphasize 
the many successes of his presidency 

economy. Although Kirchner seems likely to avoid mentioning 
his reelection in his speech 

the beginning of the 2007 election campaign. Kirchner will 
seek to ensure that non-Peronists are included in the event 

in order to further Kirchner\'s goal of drawing in opposition 
party elements into his ЕРУ movement. In this vein 

said he will not speak from the balcony of the Casa Rosada 
thereby avoiding the image of Juan and Evita Peron 

spoke to the masses from the Casa Rosada balcony. Kirchner 
will also likely take a nationalistic tack on international 

issues 
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following the filing of a private suit on similar charges by 
private Syrian lawyer Hossam a-din Habash 

Damascus Associated Press bureau chief Albert Aji. Earlier 
this year 

issued subpoenas for Jumblatt and two other Lebanese after 
the Syrian lawyers syndicate accused the three in a court in 
the Lattakia region for \"infringing on national unity" 

(reftel). Prominent local attorney Jacques Hakim dismissed 
the seriousness of the charges against Jumblatt 

Polchief that politicians had immunity for speech made in the 
course of exercising their political functions. Hakim also 
called the charges against Jumblatt the product of a fearful 
besieged regime. 


2. (SBU) Habash has also filed criminal charges against 
former Syrian VP Abdul Halim Khaddam for encouraging the 
invasion of Syria and for establishing contacts with Israel 
according to the AP. A military court indicted Khaddam on 
several charges 

power and stir hostility against Syria 

according to media reports. SARG authorities subsequently 
asked InterpolVs office in France to hand over Khaddam 

is living in Paris 

dismissed the seriousness of the charges and the validity of 
the Interpol request in a May 15 interview with the Daily 
Star of Lebanon. Khaddam asserted that Interpol is banned 
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from interfering in cases related to politics 

ethnic and religious matters. As for establishing contacts 
with Israel 

interviewed by) an Israeli Arab 

President Bashar al-Asad took regularly in meeting with 
Israeli Arab members of the Knesset. 


3. (SBU) Syria\'s Prime Minister and Finance Minister have 
filed separate corruption charges in civil court against 
Khaddam and his extended family 

assets in Syria 

23 family members have been summoned to appear in court in 
Banias on June 12 


4. (C) According to several of our contacts Habash is an 
opportunist who filed the cases against Jumblatt and Khaddam 
to make a name for himself. According to independent Syrian 
MP Basil Dahdouh 

to show its critics and the Syrian public that it would take 
strong action against its opponents. The SARG was also 
trying to show the international community that just as the 

UN has the authority to investigate Syrians in connection 

with the assassination of former Lebanese PM Hariri so too 
does the SARG have legal means to take action against its 
critics 


5. (C) Comment: Syria\'s legal system is opaque 

heard and seen several slightly different iterations of the 

myriad of charges against Jumblatt and Khaddam and regarding 
who is initiating the charges. Clearly 

using any means available to make life difficult for its 

opponents 

JOHNSON-CASARES 
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them 

institutions. She also said it was important to 

establish a human rights public awareness campaign to 
indoctrinate Iraqis into a culture where human rights 
are understood and valued. Lastly 

she wanted the ministry to take an active role in 
monitoring all proposed legislation for consistency 

with international standards for human rights. 


2. (C) PolCouns expressed support for these mission 
goals and underlined the necessity of focusing on the 
problems of extrajudicial killings 

judicial process within Iraq. When asked her opinion 

of the development of the Human Rights Commission 
(ref) 

the Ministry if the Commission is set up. She 
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expressed concern that the Ministry and the Commission 
might have overlapping missions. If established 

opined 

Ministry structure. PolCouns and ROL Coordinator 
emphasized the importance of an independent Commission 
empowered to conduct formal investigations and 

judicial hearings. They also urged that she work 

closely with the UN team as ideas about the role of 

the independent commission are further developed. 


3. (C) Comment: Despite the same-day notification of 
her nomination and swearing-in 

herself into the work of the Ministry. After just one 
day at the Ministry 

ahead of her. Her broad goals are well thought-out 
for a brand new minister with limited exposure to the 
field of human rights. Her hesitancy about the Human 
Rights Commission is understandable given her newness 
to the subject. We will have to see how she reacts to 
the work being done by the UN and British Embassy 
here; we will work with her to ensure buy-in to the 
concept of a strong commission. 


4. (C) Bionote: Salim is a long-standing contact of 

the Embassy. Previously a member of the Transitional 
National Assembly (TNA) 

training with a degree from Baghdad University. She 
lives in Baghdad with her husband and three children. 
KHALILZAD 
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completely new coalition proposal Our Ukraine (OU) had sprung 
on the Tymoshenko Bloc (BYuT) and the Socialists May 23 
day on which \"all of my optimism (on coalition prospects) 

fell away.\" Tymoshenko 

with President Yushchenko trying to agree on the way forward 
in the coming days 

May 24. However 

her archrival Petro Poroshenko 

working arrangements with ex-PM Yanukovych\'s Regions Party 
lining up support for a potential vote in favor of Yanukovych 
as PM 

BYuT could live with the OU-proposed program elements on 
foreign and domestic policy and the program for the next 
government 

to destroy an effective Orange coalition 

the section on personnel choices was also objectionable. 
Tymoshenko said she and Moroz would make a joint public 
appeal at 1300 May 24 to send a positive signal to Ukrainian 
Society about coalition prospects and seek to secure a joint 
meeting with Yushchenko after the Rada opening; she would 
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meet OU chief negotiator Bezsmertny at 1500 hours to sort 
through what exactly the new OU proposal was intended to 
accomplish. Tymoshenko thanked Ambassador for his 
contributions to Ukraine over the past three years 
particularly during the Orange Revolution 

was regrettable to have a gap between Ambassadors at this 
critical moment of coalition formation. End summary. 


Expected \"May Surprise\" Emerges from OU 


2. (Ο) Yuliya Tymoshenko 

adviser and MP Hryhoriy Nemyrya 

her team had stayed up all night assessing the \"completely 
new\" OU coalition proposal passed by courier mid-day May 23. 
Two months of work had been lost 

25. BYuT had been expecting such a maneuver from OU from the 
beginning. While BYuT could accept the foreign 

economic 

agenda for the new government 

sections were completely unacceptable; they were designed to 
destroy an Orange coalition 

had secured the OU Political Council\'s endorsement of his 
candidacy as Rada Speaker 

collaboration with Regions in the Rada Working Group (below) 
would continue 

the government 

coalition. Poroshenko\'s team also aimed to have presidential 
confidant Oleksandr Tretyakov return to the Presidential 
Secretariat 


SIPDIS 

Cabinet 

Yekhanurov as the head of the National Security and Defense 
Council (NSDC) 


3. (C) May 23 had been a down day for Orange prospects across 
the board 

Working Group working with Regions 

Socialists 

the Euro-Integration Committee (note: which took the lead on 
NATO issues) into the Foreign Policy Committee 

the National Security and Defense Committee into a Defense 
Committee to be headed by OU and a National Security 
Committee to be headed by Regions. BYuT deputy leader 
Turchynov had met with Poroshenko 

OU-BYuT-Socialist preparatory work on both the coalition 
document and in the working group had been ignored. 


4. (Ο) For its part 
to secure a majority that would vote in favor of Yanukovych 
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as PM 

had met with Regions at Regions" invitation; the money 
offered to support Yanukovych ranged from $1.5 million to $10 
million; in addition 

MPs willing to turn. The alleged plan was for Regions to 
\"spontaneously\" raise a vote for a possible PM candidate 
attain roughly 230 votes in favor of Yanukovych (Regions plus 
bought deputies from the Communists as well as BYuT 

the Socialists) 

Yushchenko 

coalition. Tymoshenko warned that this was a dangerous but 
potentially successful gambit 

rose to $15 million; few MPs could resist the lure to secure 
the future of themselves and their children. 


Whither Yushchenko? 


KIEV 00001992 002 OF 002 


5. (C) Nonetheless 

conversation with Yushchenko 

had left her feeling slightly more optimistic. She had 

raised her concerns about how the proposed rules section 
would be an obstacle to a successful coalition; Yushchenko 
had not read any of the three versions of the OU coalition 
proposal but promised to get involved. Yushchenko and she 
had also talked about the need to strengthen the laws and 
regulations regarding the imperative mandate 

against the buying of deputies. In order to send a positive 
public signal about coalition chances 

hold a joint press conference at 1300 expressing support for 
the developing coalition and express a readiness to meet 
Yushchenko to iron out details. She would sit down with 
Bezsmertny at 1500 to go through details. (Note: At the 
press conference 

call and stated that there would be a meeting of Yushchenko 
and leaders of the three putative coalition parties May 25 
after the formal opening of the Rada to hammer out details of 
the coalition agreement 

shared with us privately 

Yushchenko to follow through on the meeting. While 
Tymoshenko and Moroz \"signed\" the coalition proposal BYuT and 
the Socialists had passed to OU previously 

acknowledged that negotiations on a new document would 
continue.) 


6. (C) Ambassador asked about Yushchenko\'s views on 
Poroshenko\'s play for the Rada Speakership. Tymoshenko 
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replied that she did not sense Yushchenko supported 
Poroshenko 

Yushchenko did not seem to have an entirely free hand to run 
his party. BYuT had mapped out the various OU MP groupings 
and leaders and was engaging them. Kinakh 

Katerynchuk 

approaching the coalition negotiation process normally. 


Changing colors 


7. (C) Noting that each day brought a different dynamic to 

the coalition process 

would be a gap between U.S. Ambassadors. Ambassador replied 
that coalition negotiations were likely at least three weeks 

from the end game; Tymoshenko agreed 

coming days would shape the issues and set the stage for the 
ultimate outcome. Tymoshenko thanked Ambassador for the 
positive role he played in promoting U.S. and Ukrainian 

interests 

the Orange Revolution. Ambassador suggested Tymoshenko build 
on her initial steps in recent weeks to increase business 
confidence in her economic policy perspectives to foster 
increased investment in Ukraine 

to the Premiership 

opposition. 


8. (SBU) Note: BYuT staff had changed the color of the large 
poster-sized photos on the walls of the party headquarters of 
Tymoshenko and cheering Ukrainians on the Maidan in recent 
days 

2004 to half white 

and local election campaign 

psychological distance 18 months after the displays of Orange 
unity. Escorting Ambassador out of the building 

commented half-apologetically on the changed colors: V'it was 
time to update the images and look forward.\" 


9. (U) Visit Embassy Kiev\'s classified website at: 
www.state.sgov.gov/p/eur/kiev. 
Herbst 
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situation and 

commitment to MINUSTAH 

to a post-MINUSTAH international involvement in Haiti. To 
this end 

conference in Brasilia as a platform fo discussing future 
international assistance to Haiti. Franco said the thrust of 
the ABC Group\'s proposals for Haiti focused on three areas: 
strengthening political institutions; V'buying time V" for the 
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development of social stability; and working to create a 
viable economy. 


3. (C) Franco expressed cautious optimism regarding the 
newly installed Preval administration 

\"governing but still lacked a government.\" He said he was 
encouraged 

GUTIERREZ 
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PSO members have been implicated in several security 
incidents (ref A). END NOTE.) 


3. (С) In separate incidents 

fire with masked gunmen in the JalaVa area of Gaza City. А 
bomb exploded outside the home of a HAMAS-affiliated cleric 
Shaykh Wafa Ayyad 

no casualties reported in the bombing. In the West Bank 

IDF undercover unit May 24 entered Ramallah\'s Manara Square 
and arrested a Palestinian Islamic Jihad (PIJ) activist and 

five other Palestinians. Additional IDF units entered 

Ramallah after the undercover unit was discovered and pelted 
with stones by Palestinian youths. Subsequent clashes 
between the Palestinians and the IDF resulted in four 
Palestinians dead by IDF gunfire 

The IDF withdrew from Ramallah as of 1600L. 


Mukhabarat Arrests Three in Connection 
With Abu Rajab Assassination Attempt 


4. (C)Mukhabarat sources told POL FSN on May 23 that two 
unidentified General Intelligence officers and a maintenance 
employee 

connection with the May 20 assassination attempt against 
Tariq Abu Rajab (ref B). The General Intelligence 
investigators suspect that Abu Jabal placed the device during 
routine maintenance on the intelligence chief\'s private 
elevator. 


Composition and Structure Of 
Interior Ministry Force 


5. (C) According to reports from the Presidential Guard 
General Intelligence and UN sources 

Special Security Force is well-organized 

disciplined by Gaza standards. Palestinian contacts in Gaza 
describe the force as \"orderly\" and \"cautious.\" These 
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contacts provided information on the force: 


-- Composition: The Interior Ministry culled the 3 

force from its most experienced fighters in the 
HAMAS-affiliated militias. Presidential Guard sources 
estimate that 2 

al-Qassam Brigades 

Jamal Abu Samhadaneh\'s branch of the Popular Resistance 
Committees (PRC). The force is divided into groups of 5-6 
men who are deployed at every major intersection in the Gaza 
Strip. 


--Leadership: Yusif al-Zahar 

Minister Mahmud al-Zahar 

the Special Security Force 

Samhadaneh\'s role is unclear. The Interior Ministry 


appointed Samhadaneh as the \"Inspector General\" of the new 
force last month (ref C). 


--Equipment: Members are issued an AK-47 rifle 

magazines of ammunition and a uniform. According to UN 
Sources 

with RPGs and heavier caliber machine-guns. In several media 
reports 

machine-guns. The 5-6 man teams patrol in trucks purchased 
from a Gaza City merchant who sells used PA equipment. Each 
team is equipped with a hand-held radio. 


--Structure: Egyptian security contacts in Gaza indicated 

that the Interior Ministry has divided Gaza into six zones 
corresponding to HAMASY military command structure -- Rafah 
Khan Yunis 

Gaza. Forces deployed in each of the areas report to the 
HAMAS commander for that zone. The force has two command 
centers 

Yunis. 


WALLES 
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Iran while other Baku political commentators noted that the 
protests are an indication of the frustration of 

Azeri-Iranians and broader public discontent under the 
clerical regime. A Baku human rights activist who has spoken 
with students in Tabriz confirmed the deaths and told us many 
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other protests are planned in the coming days despite Iranian 
efforts to quell them. For now 

silence on the issue 

powerful and already unfriendly neighbor. END SUMMARY. 


2. (U) On May 12 

newspaper affiliated with IranVs state news agency IRNA 
published a cartoon which likened Iran\'s large 
ethnically-Azeri population to cockroaches (in the cartoon 
Persian-speaking boy repeated the word for cockroach in 
different languages 

Azerbaijani). The cartoon sparked outrage in cities across 
northern Iran and drew heavy press coverage in Azerbaijan. 
(Note: Iran is home to approximately 16-30 million ethnic 
Azeris 

eight million.) The Government of Iran has since closed the 
newspaper that published the cartoons and detained its 
editor. However 

24 that the newspaper was not likely to be actually closed 
but that this was the Iranian GovernmentVs effort to halt the 
escalating protests by ethnic Azeri students. 


3. (U) Azerbaijani press reports provided detailed 
descriptions of a large demonstration which took place May 22 
in Tabriz 

suggest as many as 100 

protest іп Tabriz chanting V Long Live Azerbaijan" and V'Away 
with Fascism 

that the wave of demonstrations was assisted by ethnic Azeri 
separatists. Press reports highlighted the actions of Iranian 
security forces which opened fire on the demonstrators 

killing at least ten and wounding fifty after several hours 

of unsuccessful efforts to break up the demonstrations. 
Azerbaijani news stories also claim that Iranian security 
forces raided student dormitories in Tabriz and other cities 
arresting between 100 and 150 students 

Iranian Government has suspended any and all public 
assemblies in Tabriz. (Note: It is interesting to note that 

Lider Television 

given prominent coverage to the disturbances.) 


4. (U) Baku opposition newspapers have consistently reported 
that Iranian authorities killed 20 or more persons in Tabriz 
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a number disputed by more balanced newspapers which place the 
number dead at between ten and twelve. During a May 23 
session of the Azerbaijani Parliament 

leader Sabir Rustamkhanly addressed the protests cautiously 
noting that while Azerbaijan should not interfere in Iran\'s 

internal affairs 

fate of Azeris in Iran (Note: The Civil Solidarity Party 

chaired by former President Ayaz Mutalibov 

known for fiery nationalism). Siyavush Novruzov 

executive secretary of the ruling Yeni Azerbaijan Party (YAP) 
cautioned members of parliament to be V'careful with their 
words.\" The GOAJ has not issued a public statement on the 
cartoons or the subsequent wave of demonstrations; 

Azerbaijani MFA Spokesman Tahir Tagizade told Charge May 24 
that he does not expect the GOAJ to comment. However 

23 

in front of the Iranian Embassy in Baku and burned Iranian 
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flags. Azerbaijani fringe groups advocating the unification 
of all Azeris into a single state reportedly played a role in 
this demonstration. 


5. (C) Nasib Nasibli 

and noted scholar 

demonstrations are indicative of the frustration felt by the 
Azeri community in Iran under the Islamic regime. Nasibli 
noted that while many ethnic Azeris hold positions of 
prominence in Iranian government and society (Supreme Jurist 
Ayatollah Khamenei is reportedly an ethnic Azeri 
President Ahmadinejad\'s wife) 

poorly by elements of society in Iran 

cartoon\'s underlying message. Mubariz Ahmadoglu 
political commentator known to have contacts in northern 
Iran 

in the coming days. Nasibli speculated that this is the type 
of protest Tehran fears could grow into a catalyst for 
another revolution. 


6. (C) Azerbaijani political scientist Rasim Musabayev told 
Emboff that if the reported deaths in Tabriz prove accurate 
the funerals ceremonies have the potential to escalate into 
flashpoints of public outrage in Iran. Another Azerbaijani 
political analyst 

escalating protests represented a serious challenge to the 
clerical regime and are an indication of broader public 
dissatisfaction with the Iranian regime that goes beyond the 
question at hand. Moreover 

Azeri-Iranian community 
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second-class citizens in Iran 

Iran\'s domestic economy because the Azeri-Iranian community 
controls the Tehran bazaar. 


7. (C) Prominent Baku-based human rights activist Novella 
Jafaroglu told us she spoke with Azeri-Iranian youth NGO 
leaders in Tabriz on May 23. They told her that Iranian 
security forces had in fact killed between ten and twelve 
people during their attempt to disrupt the May 22 protest. 
Three of those killed 

Persian-lranians who joined the protests to express 
solidarity with the Azeri-Iranian community. Jafaroglu 
reported that her contact in Tabriz estimated between 250 and 
300 persons were hospitalized in the violence. In addition 
Jafaroglu told us that banks 

afire although the Tabriz students she spoke with denied 
responsibility. 


8. (C) Telephone lines to and from Tabriz have reportedly 
been inoperable since May 23. This has hindered JafarogluVs 
communications. However 

protests are planned for May 24 in Urmia 

Zenjan 

protest is scheduled for May 28 and that one million Azeris 
from cities across Iran and from universities will travel to 
Tehran to demonstrate against the cartoons. May 28 is also 
the national day of Azerbaijan proper 

establishment of the first Azerbaijani republic (and the 

first republic in the Islamic world) on that date in 1918. 

It is unclear if this is coincidence or not. 


9. (C) The GOAJ traditionally takes a very cautious approach 
to the Azeri ethnic issue in its relations with Iran 

do not expect this case to be any different. As these reports 
indicate 

to comments about Azeri solidarity made at a conference of 
Azerbaijani diaspora (reftel) suggest 

extremely sensitive on the Iranian side; while many 
Azerbaijanis may be upset at the mistreatment of the Azeri 
community in Iran 

relations with their volatile neighbor to the south on an 

even keel. 

HYLAND 
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Adem Lusha. Father Sava welcomed the visit 
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claimed Lusha is a local Kosovo Albanian hard-liner and 
mentioned the NGO is located in the same building as the 
Dukagjini region Kosovo Liberation Army (KLA) veterans 
association that has long criticized the monastery. While 
doubting Lusha\'s motives 

thing was that the children came and had a positive 
experience learning about the monastery and the monks who 
live there. Nojkic said Sava told him the children were very 
well behaved during the visit. 


MONASTERY OPPOSES PROPOSED ROAD TO MONTENEGRO THROUGH Γ 


6. (SBU) Father Sava told PoIFSN the monastery continues to 
oppose a long-standing proposal recently endorsed by Prime 
Minister Ceku 

Decan/Decani municipality with Montenegro. Father Sava said 
the proposal violates the main principles of the SZA and 

would destroy the ecological balance of the area surrounding 
the monastery. He supports an alternative routing that would 
put the road much farther from the monastery. 


7. (SBU) COMMENT. The removal of the checkpoint and the 
school visit to Decani monastery have already produced 
benefits -- local Kosovo Albanian residents are able to 

travel the road past the monastery more freely 

coming into more routine contact with area Albanians 
tensions have been greatly reduced. There is a direct and 
tangible connection between reduced threat levels to the 
monastery and increased freedom of movement in the area 
all sides are benefiting. The fragile detente needs to be 
preserved and deepened by realistic agreements during status 
negotiations in Vienna to protect cultural heritage. END 
COMMENT. 


8. (U) Post clears this message in its entirety for release 
to Special Envoy Ahtisaari. 
GURIAN 
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Ukraine\'s relations with Russia were in \"total chaos 
according to Zinchenko. The Russian mass media 
behest of the Kremlin 

an extremely negative image of Ukraine; Kiev\'s official 
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reaction 

further antagonized Moscow. Zinchenko stressed that 
Yushchenko needed a respected 

patch up relations with Russia; Zinchenko said he would take 
such a job if he had Yushchenko\'s full support. In 
particular 

edges of Ukraine\'s NATO accession effort 

Russian concerns and building Ukrainian public support for 
accession. Zinchenko complained about the Ukrainian 
governments failure to reach out to Kazakhstan 
Turkmenistan 

the controversial January gas deal with Russia had been \"a 
crime 

Ukraine \"because he wanted to become a millionaire.\" 
Zinchenko claimed that Yushchenko still did not know all the 
details of the January deal -- or V'does not want to know.\" 
End summary. 


The Man Who Lit the Fuse 


2. (C) EUR DAS David Kramer and Deputy National Security 
Adviser to the Vice President Joseph Wood 

Ambassador 

Zinchenko 

corruption against members of President Yushchenko\'s inner 
circle sparked the breakup of the original Orange coalition. 
Yushchenko answered ZinchenkoVs accusations by sacking Prime 
Minister Yuliya Tymoshenko (who was not the subject of 
Zinchenko\'s corruption allegations) and removing 
anti-Tymoshenko close associates National Security and 
Defense Council (NSDC) Secretary Petro Poroshenko and senior 
presidential aide Oleksandr Tretyakov (who were in 

Zinchenko\'s sights). The moves sent Ukraine into a period of 
political limbo from which it has yet to fully emerge. 

(Note: The media reported on May 24 that Zinchenko may soon 
be dismissed as leader of his Party of Patriotic Forces of 

Ukraine 

total vote -- in the March 26 parliamentary and local 

elections.) 


Next Prime Minister? Technocrat 


3. (C) Addressing the current prolonged Rada majority 

coalition formation negotiations that have followed the March 

26 parliamentary elections 

answer the question of who would serve as the next prime 
minister. Zinchenko dismissed current Prime Minister Yuriy 
Yekhanurov as weak and characterized Tymoshenko as decisive 
and charismatic but unable to create a winning team. 
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Zinchenko asserted that Yushchenko would be best served by 
choosing a compromise figure who was capable and politically 
independent; the country needed a strong 

manager in the prime minister\'s chair -- not a politician. 


Building Bridges With Regions 


4. (Ο) Zinchenko said that the results of the March 
parliamentary and local elections made it clear that 

distasteful 

rival Party of Regions. Regions had won decisive political 
control in seven eastern and southern oblasts; unless 
Yushchenko reached out to Regions and included it in a Grand 
Coalition 

oblasts. Zinchenko speculated that the price of coaxing 
Regions into the proverbial Big Tent would be a deputy prime 
minister and a deputy Rada Speaker slot 

Rada committee chairmanships. Zinchenko had advised OU to 
work directly with Regions politicians at the local level 
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which he claimed would weaken and isolate Regions Chairman 
and Yushchenko rival Viktor Yanukovych. 


OU: WA Mess" 


5. (C) Zinchenko characterized OU as a \"mess\" of a political 
party over which Yushchenko now had little control. 

Asserting that nobody in OU listens to Yushchenko 
Zinchenko stressed that a housecleaning was needed; 
Yushchenko had to assert his authority by appointing three or 
four young leaders to unify the party 

turn it into the V'dynamic force\" that it once had been. 


Relations With Russia: Total Chaos!" 


6. (C) Ukraine\'s relations with Russia 

Zinchenko 

the Kremlin 

was that \"everything is bad in Ukraine.\" This negative image 
of Ukraine was having a significant impact on trade 

relations 

getting worse. Zinchenko groused that the Ukrainian 
government's reaction to Moscow\'s hostility had been crude 
and counterproductive; Foreign Minister Tarasyuk 

particular 
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7. (C) Zinchenko argued that Yushchenko needed to reach out 
to Moscow. The best way to do that was to appoint a special 
representative to handle relations with Russia. That person 
needed to be a professional 

Responding to a question from DAS Kramer 

would be willing to serve as Yushchenko\'s emissary to the 
Kremlin 

attempting to patch things up with Russia. Asked for an 
example of what he would do differently than Tarasyuk 
Zinchenko cited Ukraine\'s NATO accession effort. Tarasyuk 
he said 

already considerable anxiety about Ukraine joining NATO. 
Zinchenko said he would take a \"professional\" approach 
listening to Russian concerns while at the same time using a 
PR campaign to build public support in Ukraine for accession 
highlighting the fact that Russia itself had a robust 
relationship with the alliance. 


8. (C) Zinchenko also blamed Tarasyuk 

government more broadly 

Kazakhstan 

diversify UkraineVs energy supplies. Instead 

said 

of its energy sector via the January gas deal 

Zinchenko characterized 85 V'a crime. \"Ѕотероау\" had 
betrayed Ukraine \"simply because he wanted to become a 
millionaire 

still did not know the details of the January agreement -- 
Vor does not want to know. V 


9. (U) The delegation cleared this cable. 
Herbst 
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to peacekeeping operations in Sudan. The Ukrainian 
government 

implementing this objective due to the inability or 
unwillingness of the previous parliament (Rada) to support 
the Ukrainian Cabinet\'s proposals. Tarasyuk said he hoped 
the next Rada would be more cooperative 

Ukraine to maintain the good reputation that it enjoyed in 
Washington. 


2. (SBU) We delivered reftel demarche at the working level to 
Andriy Beshta from the MFA United Nations directorate May 23. 
Beshta indicated that the GOU supported both the DPA and the 
UN Security Council Resolution calling for re-hatting the 
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African Union Mission in Sudan (AMIS) to a UN peacekeeping 
force. Beshta said that Ukraine was looking at how to 

support both the AU and UN peacekeeping forces in whatever 
way possible. Beshta said he could not give a specific 
response about Ukraine\'s participation in the proposed Darfur 
donors conference 

information. 


3. (U) Visit Embassy Kiev\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Herbst 
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rally on the steps of the press syndicate 

from the Judges Club 

demonstrators. The secular activist group Shayfeenkom (\"we 
are watching\") has been running ads in the independent media 
and sending mass mobile phone text messages to publicize the 
demonstrations and raise public awareness on some of the core 
issues. 


5. (SBU) Kefaya has also called on Egyptians to turn off all 
their lights at 9 p.m. and drape black banners 

mourning for the May 25 

suppression by the Government. 


6. (C) Comment: We are doubtful that many Cairenes will heed 
Kefaya\'s call for a symbolic blackout 

see a repeat of the police blockades 

disruptions that Cairo has witnessed for the past two 
Thursdays. There are unconfirmed reports that the Muslim 
Brotherhood will participate in some of these demostrations. 
The extent of the MB\'s involvement will likely determine the 
magnitude of the demonstrations and the ferocity of the GOEVs 
response. End comment. 


RICCIARDONE 
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ill wilN" over the events of the Orange Revolution 

commenting that the two had \"worked well together.\" 
Yanukovych spoke in great detail about his \"problems with the 
law 

charges stemming from a property dispute with an alcoholic 
police officer neighbor. The former prime minister related 

that it took four years after his final release from prison 

and the intervention of Donetsk-born Soviet Cosmonaut/Supreme 
Soviet member Georgi Beregovoy 

Reflecting on the 2004 presidential election campaign 
Yanukovych asserted that he had never really been \"Kuchma\'s 
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man.\" Yanukovych described a contentious relationship with 
Kuchma 

minister in April 2004 to focus solely on his presidential 

bid. On current politics 

enough votes to block the formation of an Orange coalition 
with Yuliya Tymoshenko as prime minister; President 
Yushchenko\'s only real option was to cut a deal with Regions. 
Yanukovych claimed that he and Yushchenko had a gentlemen\'s 
agreement to work together to defeat Tymoshenko\'s expected 
bid for the presidency in 2009. End summary. 


No Hard Feelings 


2. (SBU) Ambassador paid a farewell call May 23 on Party of 
Regions head Viktor Yanukovych. The former prime minister 
the 2004 presidential election/Orange Revolution loser 
commented that he \"bore no ill will" toward Ambassador and 
had \"worked well together" with him. 


Criminal Record: Setting Things Straight? 


3. (C) Yanukovych described what he called his V'problems with 
the law.\" Yanukovych had been very poor as a child 

in a village with his grandmother until she died and then in 

an orphanage until he turned 17; he had left the orphanage 
\"with a lot of money\" as he had learned to \"play cards well.\" 
Yanukovych had returned to his grandmother\'s small house 
which he inherited 

immediately butted heads with an alcoholic neighbor 

officer 

family spread. Yanukovych told the cop to get off his land; 

in retaliation 

him 

Yanukovych again asserted his right to his grandmother\'s 
property 

criminal case. Yanukovych said he was given no time to 
prepare for his second trial and was actually informed of his 
trial date as he was preparing to propose to his wife. The 
trial last a cursory 45 minutes 

sentenced to jail. 


4. (C) Outraged about being railroaded a second time 
Yanukovych said that he became a difficult charge for his 

jailers 

food packages sent to him by others. Yanukovych was punished 
for his intransigence by being put in isolation 14 times 

stints of 7 to 40 days. After being released from prison 
Yanukovych said it took him four years to get the local 

courts to overturn his convictions and officially clear his 
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name -- something 

Soviettimes. Yanukovych credited Donetsk-born Soviet 
Cosmonaut Georgi Beregovoy 

іп the Supreme Soviet 

getting him exonerated. 


Never Really Kuchma\'s Man 


5. (C) Reflecting on the tumultuous 2004 presidential 
election 

Кисһтау man." Then President Kuchma had only tapped him to 
Serve as prime minister because he needed the support of 
Donetsk clan politicians 

Yanukovych\'s ouster with a rigged Rada vote in April 2003 -- 
a blow that Yanukovych parried with the aid of 
then-opposition leaders Yushchenko 

Yanukovych said his relationship with Kuchma worsened in 
early 2004 

Kuchma distance himself from the Yanukovych presidential 
campaign. Yanukovych said that 

have resigned as prime minister in April 2004 and hit the 
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campaign trail; not resigning 

mistake.\" Kuchma had persuaded influential figures from the 
Party of Regions (including Rinat Akhmetov) that Yanukovych 
should stay on as PM. Yanukovych accepted the advice of his 
party members and ran as \"Kuchma\'s тап." 


Orange-Blue Coalition Means Stability 


6. (C) Shifting to the ongoing talks to form a Rada majority 
coalition 

cut a deal with the Party of Regions; only an \"Orange-Blue\" 
coalition would be stable. Yanukovych claimed he had the 
votes needed to block Yuliya Tymoshenko from again serving as 
prime minister. Ticking off specific numbers 

asserted that 40 Our Ukraine MPs 

5-6 Socialist MPs would vote with Regions and the Communists 
against Tymoshenko. There were enough votes 

to block the formation of an Orange coalition with Tymoshenko 
as prime minister. That left one real option for Yushchenko: 
make a deal with Regions. Yanukovych claimed that he and 
Yushchenko had a gentlemenVs agreement with regard to the 
2009 presidential election. The two would conduct polls in 

2009 to see who stood the better chance of beating 
Tymoshenko; if Yushchenko had the higher numbers 
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would support him -- and vice-versa. 
Herbst 
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END SUMMARY. 


DUTCH SOCIALISTS: REVIVED... 


2. (SBU) The Dutch Socialist Party (SP) 

perceived as a more radical 

increasingly mainstream Labor Party (PvdA). Formed in 1972 
as a grass-roots protest party with an openly Maoist 
ideology 

1977 

roots as a provocative \"protest\" party is symbolized by its 
logo -- a ripe tomato suitable for throwing. Under the 
leadership 

factory worker Jan Marijnissen 

increased its credibility and appeal -- in 2003 

seats in the Second Chamber and four in the First Chamber. 
The SP is now the fourth largest party in Parliament 

third largest in the country in terms of membership (just 
under 40 


3. (C) During the 2004 Dutch referendum on the EU\'s 
Constitutional Treaty 

grass-roots networks -- especially in urban areas -- and 
party discipline to mount an exceptionally effective \"no\" 
campaign. Support for SP grew dramatically as a result 
especially among PvdA voters disappointed by their party 
leadership\'s support for the Constitution. Although SP 
support has declined from those peak levels 

than doubled its representation in city councils following 

the March 2006 municipal elections. SP has subsequently 
formed local coalition governments with the PvdA and other 
parties in several municipalities 

Groningen. According to recent polls 

seats in parliament if elections were held today 

Foreign Policy Spokesman Harry van Bommel privately predicts 
it will win between 15 and 20 seats when elections are held 
in 2007. Even taking into account the fact that the SP tends 
to do better in opinion polls than in actual elections 

SP is likely to emerge from the next election as a 

significant force in Parliament. 


..ВЕҒОНМЕР... 


4. (С) Оп Мау 16 
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Marijnissen and van Bommel at the Second Chamber of 
Parliament. Marijnissen and van Bommel both stressed that 
their party has become more \"moderate 

anti-American 

proudly noted that this was the first meeting he had ever had 
with an American Ambassador. Van Bommel similarly pointed 
out that when he speaks to party members these days 
stresses that the SP is now more of a \"Social Democrat\" party 
than a \"Socialist\" one. Based on his multiple trips to the 

U.S. -- where he worked briefly as a teacher and traveled 
extensively by motorcycle -- van Bommel said he appreciated 
shared U.S.-Dutch values and could not imagine a Dutch 
government abandoning the transatlantic relationship. 


5. (C) Van Bommel and Marijnissen made clear that they 
strongly disagreed with many policies of the Bush and 
Balkenende governments. The SP 

Dutch military deployments to Iraq and Afghanistan. Asked 
about Dutch participation in the Joint Strike Fighter (JSF) 

van Bommel said he thought the initial Dutch decision to 
become involved \"was a mistake at the time -- and it still 

is." That said 

take a back seat to bread-and-butter domestic issues such as 
workers\' rights and compensations. 


6. (C) Although the SP draws much of its support from urban 
areas with large immigrant populations 
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acknowledged that the party V'has a problem\" attracting 
immigrant voters. This is partly due to the party\'s 
tradition of defending indigenous workers\' rights against 
immigration 

played a role. He noted that the sole SP member of 
parliament with an Islamic background 

defected from the parliament because he objected to the SPVs 
policy of having MPs turn over a significant portion of 
their salary directly to party coffers. Van Bommel stressed 
that the party was actively looking at ways to change its 
image to make it more attractive to culturally conservative 
immigrant groups 

was seeking to recruit more ethnically diverse candidates. 


..АМО READY TO RULE? 


7. (C) Van Bommel and Marijnissen accented their willingness 
to serve in a left-wing coalition government with PvdA and 
GreenLeft -- a possibility they have also raised publicly. 
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If current trends continue 

could be a clear left-wing majority (more than 75 seats) in 

the Second Chamber of Parliament following the May 2007 
elections for the first time since 1977. Even if PvdA leader 
Wouter Bos would prefer to rule from the center 

van Bommel 

consider governing from the left if that is what the voters 
want. He pointed out that the PvdA and SP formed governing 
coalitions in a number of municipalities -- including 

Groningen and Nijmegan -- following the March 2006 municipal 
elections 

issues. Marijnissen joked that Bos had even copied his 
trademark look -- suit with no tie -- from Marijnissen 

has not worn a tie in decades. 


8. (C) In a separate meeting with the Ambassador on May 17 

PvdA member (and close Bos advisor) Frans Timmermans rejected 
outright any possibility of forming a coalition government 

with SP. Timmermans stressed that Bos recognizes that even 

to hint at such a possibility would alienate large numbers of 

centrist voters both within and to outside the PvdA. In his 

view 

used to be a communist.V 


COMMENT: 


9. (C) Having rejected Maoism in the 1970\'s 
Marxism-Leninism in 1991 

all references to public ownership of property from the party 
platform 

threat to the status quo. That said 

most voters because of its Communist links and history of 
aggressive anti-establishment protest activities. As 
frustration with the Dutch political establishment grows 
however 

for alternatives to the established parties 

well positioned to fill part of that niche. Dr. Gees 

Voerman 

University of Groningen who is currently writing a book on 
the SP 

growing party in The Netherlands. If 

refuses to enter into a coalition with SP following the 2007 
elections 

positioned to challenge Bos from the left in Parliament 
potentially laying the groundwork for a more serious 
challenge to the PvdA\'s dominance of the left in the future. 


ARNALL 
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employees will work. Commission officials admit that they 
have yet to work out many thorny issues resulting from the 
many GoC redlines 

authorities 

by Greek Cypriots displaced in 1974. End summary. 


3. (SBU) DG Enlargement Turkish Cypriot Community (TCC) Task 
Force official Andrea Batista briefed us May 22 on the latest 
thinking regarding the EU\'s assistance plans for the area 
administered by Turkish Cypriots. On February 27 

EU approved Council Regulation 389/2006 making 139 million 
Euro available to support economic development in the Turkish 
Cypriot community. In April 

the working level (in COREPER) the use of an additional 120 
million Euro for this purpose 

with the European Commission\'s original recommendation of 259 
million Euro. The additional 120 million Euro 

still subject to formal political (i.e. 


4. (SBU) This new money supplements an earlier EU aid program 
for the north. In 2003 

package for the Turkish Cypriots of 12 million Euro 

was administered primarily through the UNDP Partnership for 
the Future (PFF). This included infrastructure projects in 

the three major Turkish Cypriot municipalities (Nicosia 
Famagusta 

and a demining effort. A small part of the 12 million was 

also used by DG Enlargement\'s Technical Assistance and 
Information Exchange Unit (TAIEX) to help bring the Turkish 
Cypriots closer to the EU by providing information and 
training related to the EU 

communautaire. This program 

and almost all of the 12 million Euro has been spent. 


5. (SBU) For the 138 million Euro 

inserted in the regulatory document. Any project over 5 

million Euro or that may impact property owned by Greek 

Cypriots displaced in 1974 must be submitted to the EU 

PHARE Management Committee at least two months in advance and 
be approved by PHARE before it can begin. PHARE 

formally stands for \"Poland-Hungary Assistance for 

Restructuring their Economies 

EU aid to Poland and Hungary 

assistance to all of Eastern Europe 

former Soviet Union. The PHARE Management Committee consists 
of one representative of each of the 25 EU Member States 

including Cyprus. Formally 

majority vote 

practice 
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6. (C) According to Batista 

administered through three mechanisms. A little less than 5 
million Euros (thus avoiding the need for PHARE approval) 
will be given to TAIEX 

immediately. A TAIEX official from Brussels could be on the 
ground even before the June 25 Turkish Cypriot municipal 
elections 

German company GTZ 

TAIEX with logistical support world-wide 

office in its own name in the north 

TAIEX official and several local staff. 


7. (C) Batista reported that another 9.5 million Euro will be 
provided to the EU-funded UNDP-PFF program to continue its 
work. (Note: Batista was not sure if this required PHARE 
approval 

Рогсе\' first submission to PHARE). Specifically 

money would go toward upgrading of urban and rural 
infrastructure (including modernization of water and 

sanitation systems 

centers) and supporting private-sector development. 


8. (C) According to Batista 

will be administered by DG Enlargement\'s TCC Task Force. 
(Earlier suggestions that this role might be fulfilled by the 
European Agency for Reconstruction have been rejected.) The 
TCC Task Force is currently recruiting in Brussels as many as 
20 new international staff for this purpose 

whom should arrive in Cyprus in early September. The Task 
ForceVs main office will be in the south in the same building 
as the EU Representation office. Only two or three officials 
will work there 

office\" in the north. So far 

Turkish Cypriot titles have been located in north Nicosia 
including one in the same building as the U.S. V'North 

Office. V 


9. (C) Late last month 

Member States its plans for the first tranche of 38.1 million 
Euro for their consideration. The plan 

general and does not mention specific Greek Cypriot property 
which may be affected 

30 PHARE committee meeting. Assuming PHARE approves the 
plan 

bid 

implementation of the plan could begin as early as January 
2007 and will last through July 31 

of: 


-- 21.2 million Euro for a solid-waste sector program 
including the creation of a waste-management plant 
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installation of a medical-waste treatment facility and 
rehabilitation of garbage dumps 

which has become an ecological disaster. 


-- 900 

ofthe Lefke mining area. (Note: The Lefke Copper Mine 
which belonged to the U.S. Cyprus Mining Corporation 
forcibly expropriated by the Turkish military in 1974 and 
subsequently \"leased\" to European mining interests 
conducted activities virtually without oversight or 
regulation. End note.) 


-- 5 million Euro for upgrading the management of the energy 
sector. This will include installation of metering systems 
reactive energy-compensation devices 

Control and Data Acquisition System (SCADA). 


-- 1.5 million Euro for dissemination of information on the 
European Union political and legal order. 


-- the remaining 9.5 million is for promoting economic and 
social development through the UNDP-PFF (see above). 


10. (C) Batista noted that the TCC Task Force is preparing 
plans for the remaining funds (i.e. 

the expected additional 120 million Euro) and plans to submit 
this in time for consideration at the PHARE Management 
CommitteeVs meeting in either September or October. The 
contracting process for the various programs in the second 
tranche would also take around six months 

these as yet unspecified projects could begin as early as 
spring 2007. 


11. (C) Batista reported that the European Commission was 
stressing to both Turkish and Greek Cypriots that this aid 
project will be run by the Commission out of Brussels. The 
head of the TCC Task Force in Nicosia will report directly to 
the newly appointed Task Force head 

formally replaced Leopold Maurer earlier this spring 

the Greek Cypriot head of Delegation 


12. (C) Batista noted that the Task Force expected the GoC to 
use its EU membership to aggressively protect what it 
perceived as its interests 

authorities to be very sensitive to any appearance of GoC 
influence over the program. Thus 

remained unresolved and would be dealt with only as they 


arose. For now 
identifying the location of offices (both sides are demanding 
the main office be in their community). On which banks could 
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be used to transfer funds connected with the program 
thought that the EC would be able to work with any bank that 
was internationally-recognized. Thus 

banks could be used. Similarly 

to leave it up to its contractors whether to ship goods in 
through Turkish Cypriot or Greek Cypriot ports. Batista 
noted that a Finnish company that won a Turkish Cypriot 
energy contract for four 15 kw turbines would be shipping the 
turbines to Famagusta during the Finnish EU presidency. 


13. (C) Comment: Like the U.S. funded bi-communal and 
economic development programs (ACT and CyPEG 

the EU assistance will increase the likelihood of the 
reunification of the island. A more prosperous 

better-trained Turkish Cypriot community aligned with EU 
standards and practices will make any future settlement more 
workable. It will also lower the perceived costs the Greek 
Cypriot community will have to bear to finance any 
settlement. In the short term 

may actually increase tensions between the two communities as 
issues surrounding the implementation of the aid program 
such as location of offices 

battles in the overall war. While we navigate these waters 
every day in running our programs 

serving in its decision-making structures -- may lack the 
flexibility needed to avoid the rocky shoals. End comment. 


SCHLICHER 
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government is clearly becoming more militarized 
is not up to the job. 


Advice to/Request of the US 


6.(S) Motamed recommended no change to current US policy towards 
Iran. He was worried 

broad sanctions on Iran. Since the US controls most of Iran\'s 
borders now 

the case of Iraq before the war. 


7.(S) He asked if there was any thinking about how the USG would 
react if conditions for Jews in Iran turned very bad quickly. 
PolEconChief responded that if there were indications of a 

coming large outflow of refugees from lran 

immediate steps to accommodate and process them outside the 
country 

where Jews were threatened inside Iran and could not leave the 
country would 
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8.(S) Motamed made a more immediate request for speedier asylum 
processing in Vienna 

there four to six months - and even longer - at great hardship. 
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Badge Story Denied 


9.(S) This meeting with Motamed occurred prior to the 
allegations in the Canadian press that a new law in Iran would 
require religious minorities to wear identifying badges. 
Although PolEconChief has not been able to confirm directly with 
Motamed that the story was untrue 

press as denying it. Furthermore 

representative of the Tehran Jewish community introduced to 
PolEconChief by Motamed called the report false. A notable 
Iranian political analyst and Tehran University political 
science professor told PolEconChief that such a law would be 
\"impossible\" in Iran 


Other Issues 


10.(S) Motamed claimed Iranian Jews have no problem now 
traveling back and forth between Iran and Israel (though they do 
not travel directly) 

He said he is also helping people who left Iran in prior years 
with no travel documents get permission to visit Iran. He has 
no updates 

since the 1990s 


11.(S) Jews 

military service. While Jews can serve as officers during their 
mandatory service if they have a university degree 

be career military officers. 


Comment 


12.(S) Motamed made clear he saw no current deterioration of the 
situation for Jews 

case of a future change is worth considering. While we have not 
heard the government make any such threats 

could retaliate against its Jewish community in case of a 

foreign 

is in USG interest that Motamed\'s visa be issued as he serves as 
an important link between the Iranian Jewish community and the 
outside world. 
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establish peace\" but would never surrender to international 

forces 

wants Gusmao to use his powers as President and Commander in 
Chief to dissolve the government. 


9. (C) Major Marcos Tilman was reportedly involved in the attack 
on the Tasitolu military headquarters earlier today. 


POLICE UPDATE 


10. (C) Emboff visited the Rapid Intervention Unit (UIR) 
compound today to ascertain the level of police still on duty in 
this unit. The compound was notably less busy than usual 
approximately 35 total officers seen during the lunchtime visit 
when the compound is normally full and active. The UIR 
commander was not present. An inspector initially stated that 
all UIR officers were accounted for and at their usual duty 
posts 

Embassy information indicates a far larger defection rate 
apparent attempts to hide the scale of the problem makes 
assessing the exact level of police defection difficult. Police 
Commissioner Martins has remained in sproadic contact with 
police headquarters but has reportedly gone into hiding. Police 
and UN reports indicate that the Deputy Police Commissioner has 
most likely joined Maj. Reinado\'s group in Aileu. 


THE SITUATION IN DILI 


11. (U) The atmosphere around the city was notably tenser during 
the day 

normal life. The widespread panic and exodus that seized the 
city in the aftermath of the April 28 riots does not appear to 

be repeating itself. However 

point impossible due to ongoing clashes and roadblocks on the 
main roads out. International flights out of East Timor 

continued to have several dozen empty seats 

numbers are decreasing. 


12. (U) Among the most worrying developments within the city is 
the increasing level of intimidation and violence carried out by 
groups of young men 

against either westerners (loro mono) or easterners (lorosaVe). 
On the road out of the city toward Tasitolu and Tibar 

of about 50 young men 

stopping all traffic and were seen attacking a woman who 
attempted to pass in a taxi. Near the the central market 
emboffs witnessed another group armed with sticks 
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slingshots chase out the merchants and shoppers. Sporadic 
gunfire was heard throughout the day to the south 

of the city. 
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IDP UPDATE 


13. (U) The number of people seeking shelter in DiliVs 

internally displaced persons (IDP) camps has increased 
significantly over the last day or so. While most IDPs are 

going to the larger well-known camps 

established. International NGOs providing aid to the camps 
estimated as of late this afternoon that there are now about 

20 

larger sites are struggling with overcrowding and deteriorating 
health and sanitation conditions. Camp organizers are 
attempting to move some of the IDPs to alternate sites to lessen 
the resource strain. As of now 

larger camps appear to be under control with security personnel 
providing adequate screening of entrants. 


AUSTRALIAN EMBASSY EVACUATION 


14. (C) According to the Australian Embassy 

military will send tomorrow a C-130 to evacuate dependents 
volunteers 

REES 
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clear that the Government of East Timor (GOET) hoped that 
Australia would have military forces on the ground in Timor 
within the next 24 hours to prevent further deterioration of the 
security situation 

request later. In a smaller meeting just after the public 
announcement 

Minister Alkatiri will offer his resignation within the next few 
days as another essential component in restoring peace and 
stability 

will convene the Council of State in order to invoke the 
constitutional procedure for the dismissal of the Prime 
Minister. Ramos-Horta indicated that he himself would likely 
then be asked to serve as interim Prime Minister pending the 
next Parliamentary elections 

United Nations to conduct these elections. End Summary. 


2. (U) In a meeting this afternoon attended by most GOET Cabinet 
members 
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representatives of the Catholic Church 

announced that he and other top GOET leaders were requesting 
foreign intervention to restore order in East Timor and to end 
what he called \"this climate of panic.\" The President announced 
that a joint letter signed by himself 

President of Parliament Francisco Lu\'Olo Guterres 

Minister Ramos-Horta would be sent to the government of 
Australia this afternoon 

made to the governments of Portugal 

Gusmao said the letter would request that Australia provide “а 
robust police presence backed by a military force.\" Foreign 
Minister Ramos-Horta then explained that there was widespread 
support among the Timorese public for the proposed intervention 
and that the mere presence of the requested forces would have a 
deterrent effect that could well make combat engagements 
unnecessary 

interested in fighting with international forces. Рите 

Minister Alkatiri and President of Parliament LuVOlo 

reportedly resisted the request for Australian intervention 

beside the President and the Foreign Minister but did not speak. 
Ramos-Horta made clear that the security situation was 
deteriorating rapidly 

of the armed forces (FDTL) and dissident FDTL members supported 
by elements in the national police (PNTL). He said GOET hoped 
the requested Australian forces could be on the ground in Timor 
Vwithin 24 hours\" in order to prevent further fighting. 


3. (S) Ramos-Horta then asked Ambassador Rees and Deputy Special 
Representative of the UN Secretary General (DSRSG) Anis Bajwa to 
remain for a smaller meeting. This meeting was also attended by 
President Gusmao\'s Chief of Staff 

Ambassador of New Zealand. Ramos-Horta explained that foreign 
military intervention is only one of the steps necessary to 

restore peace and stability in East Timor. He said the other 

key step is the resignation of Prime Minister Alkatiri. 

According to Ramos-Horta 

country he has enocountered a broad popular consensus that 
Alkatiri\'s removal is essential to restoring public confidence 

in Government. See Ref H. Ramos-Horta also said that Bishop 
Alberto Ricardo Da Silva of Dili 
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to tour troubled districts in the western part of East Timor in 

an effort to restore calm 

(Note: Bishop Ricardo 

was present at today\'s announcement of the request for foreign 
intervention. Ramos-Horta said President Gusmao is 
\"particularly insistent\" that Alkatiri must resign or be 

removed 


Column 3 

that it is \"highly likely" he will resign within the next few 

days. Ramos-Horta said he expected that he himself would then be 
asked to serve as Prime Minister 

an interim basis until the next election. He said he would 

retain all but a few of the current Cabinet members and that he 
would ask the United Nations to \"conduct\" --- rather than just 

to assist and monitor --- the elections in order to ensure that 

they were administered capably and fairly. 


4. (S) Ramos-Horta said that if Alkatiri does not resign 
President will convene the Council of State in order to invoke 
the provision of Article 112 of the Constitution for the removal 

of the Prime Minister V'when necessary to ensure the regular 
functioning of the democratic institutions." See Refs F & Н. 

He said the President would also consider dissolving Parliament 
So as to bring about an election sooner rather than later 

he acknowledged that the constitutional provisions on dissolving 
Parliament are more restrictive than the provision allowing the 
President to dismiss the Prime Minister. 


5. (S) Embassy Dili has learned that the Government of Australia 
(GOA) has received the formal written GOET request and that 
negotiations are underway and could proceed very quickly. 


6. (S) Comment: The inclusion of Portugal and Malaysia in the 
list of countries whose assistance would be requested was 
apparently to satisfy the Prime Minister 

preferred an all-Portuguese or an all-Malaysian force to one 
containing any Australians at all. The particular Portuguese 
and Malaysian paramilitary police units that will be the subject 
of these invitations have both served in East Timor before 

both had a reputation for training Timorese police to use 
excessive levels of force. The Prime Minister had also 
submitted a draft letter that required the Australian forces to 
operate “іп co-ordination with the Prime Minister\'s office." 
Ramos-Horta insisted on changing this to \"in co-ordination with 
the President and the Prime Minister. V" 


7. (S) Comment continued: One possible sticking point in the 
impending GOET-GOA negotiations is that the elements in FDTL 
that have been most prominent in the recent military operations 
--- and who are generally regarded by Timorese as one of several 
warring armed groups rather than as protectors of peace and 
stability --- might be unwilling to retire to their barracks and 

leave the field to the Australian forces. Ramos-Horta privately 
acknowledged today that this is a V'sensitive issue" and 
suggested that perhaps FDTL could retain responsibility for 
security in the three eastern districts 

experienced serious security problems 

the troubled western districts to the Australians. 
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8. (S) Comment continued: Although Embassy Dili's Timorese 
sources overwhelmingly agree with Foreign Minister Ramos-Horta\'s 
assessment that Alkatiri\'s resignation or removal would be a big 
step toward restoring public confidence in the Government 
assessment that Alkatiri is \"highly likely\" to resign soon may 
underestimate the Prime MinisterVs tenacity. Indeed 

pressure Alkatiri may now feel to resign would presumably be 
substantailly reduced if the presence of Australian forces 
succeeds in quickly restoring peace and stability. End Comment. 
REES 
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message be sent out to Amcits 

depart 

to use when fielding questions from inquiring Amcits. 


6. (SBU) We will continue to monitor developments and will take 
additional measures as necessary to ensure the safety of the 
American community in East Timor. 


REES 
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SUPPORTIVE ON ISRAEL 


Classified By: AMBASSADOR RONALD SPOGLI. REASONS 1.4 B AND D. 


1. (C) Ambassador paid an introductory call May 23 on the new 
Undersecretary to the Prime Minister Enrico Letta (nephew of 
Berlusconi U/S Gianni Letta). Letta 

VP of Aspen Italy 

said he considers Italy\'s relationship with the U.S. 

essential. Letta told the Ambassador he thought Italy would 
be supportive of U.S. positions on Israel and the 

Palestinians 

position 

positive factor. On the economic side 

the Ambassador\'s ideas on a partnership for growth. End 
Summary. 


2. (C) On May 23 

Undersecretary to the Prime Minister Enrico Letta. Letta 
told the Ambassador that he and Prime Minister Prodi both 
considered former Defense Minister Andreatta their mentor 
and this common bond was a basis for their extremely good 


/d. 1. (SBU) Summary: As it organizes the DRC\'s first free elections in more than 40 years, the Inde 


IENTARY ELECTIONS REF: A) KUWAIT 1844 B) KUWAIT 1833 AND PREVIOUS 1. Summary: Γ 


1. ОРНА ҒҮ0603: Dr. Brenda Flanagan, Davidson College literature professor and awa 
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relationship. Letta visited 10 U.S. states in 1988 during 

the presidential election campaign on a USIS International 
Visitor program 

Institute\'s Italy chapter. He has attended the Institute\'s 
August program in Aspen each of the past few years. He 
described himself as very pro-U.S. and said he considered the 
U.S.-Italy relationship essential. He and the Ambassador 
agreed to remain in close contact. 


3. (S) In the context of keeping our excellent bilateral 
relationship on sound footing 

Letta that nothing would damage relations faster or more 
seriously than a decision by the GOI to forward warrants for 
arrests of the alleged CIA agents named in connection with 
the Abu Omar case. This was absolutely critical. Letta took 
note of this and suggested the Ambassador discuss the matter 
personally with Justice Minister Mastella 

suggested should be invited to Washington for an early 
meeting with the Attorney General. 


4. (C) Turning to Iraq 

told FM DVAlema 

the senate last week had become a serious point of contention 
in Washington. The U.S. was moving forward 

at what happened three years ago. To harken back to 2003 as 
a grave error 

that had been built up by the Amato visit to Washington and 
the Volker visit to Rome. The Ambassador urged that senior 
Italian leaders think carefully about their words and avoid 

such confrontational language if possible. Letta agreed that 
they should make an effort to do so. 


5. (C) The Ambassador asked Letta 

economic interests with Tehran 

stand regarding sanctions if the international discussion of 
the Iran situation headed in that direction. The Ambassador 
added that the U.S. would count on Italy to take a firm 
position against Iranian intransigence. Letta replied that 
Italy would stick with the EU position on Iran. The 
Ambassador also noted that we would look to Italy to stand 
with us on the Israel-Palestinian conflict. Letta replied he 
thought Italy would be supportive. 


3134/USFCS/OIO/WH/SHUPKA USDOC FOR 4332/ITA/MAC/WH/OLAC/MWARD AID/W FOR LAC/ 


Secretary Charles Shapiro on May 16 told FM Francisco Carrion the USG was disappointed by the C 
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2. (SBU) Reftel reported final results of Haitian April 21 legislative elections and included the names 
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6. (C) Letta said that the PM\'s office had been \"getting 
heat\" from the far left about labor disputes at Camp Darby (a 
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military base near Pisa where the U.S. Army is currently 
conducting a RIF of local employees). Letta said that he and 
many others believe the U.S. basing presence in Italy is a 
force for good 

could do to soften the blow of the RIFs at Camp Darby would 
be welcome. 


7. (C) Letta 

as one of the few in the new government trying to preserve 
what labor flexibility there was in the Italian system. He 
expressed interest in the Ambassadon\'s ideas on a partnership 
for growth and welcomed future contact with the Embassy on 
this matter. 

SPOGLI 
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Consultations" that took place in October between political 
parties 

A). 


2. (U) Communication Minister Cheikh Ould Ebbe said the 
commission will serve a \"consultative\" role with the Military 
Council for Justice and Democracy on all questions related to 
human rights. Ebbe said the commission would make proposals 
on future human rights legislation 

the conditions of individuals held in detention." Ebbe added 
that the commission would be \"an independent structure...with 
administrative and financial autonomy. V 


3. (C) The Director General of Human Rights in the 
governments Office of Human Rights and the Fight against 
Poverty 

Poloff that the newly created commission could serve \"a more 
independent role\" than could his office 

\"public role as an independent entity 

government." Bamariam said the next step in the process 
would be the selection of commissioners 

take place over the coming months V'in consultation with the 
political parties and civil society. V 


4. (C) Embassy Comment. The creation of a truly independent 
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human rights commission would be a significant step here. It 
is likely that such a commission would play an integral role 

in addressing the acutely sensitive issues of Arab - Black 
African relations 

and the return of Black African Mauritanian refugees now in 
Senegal and Mali. These issues have received enhanced focus 
of late (refs Β δι Ο) and for many 

rights commission is one more step towards confronting these 
issues. End Embassy Comment. 
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Noghes 
Nations 
current duties. 


The Government of the Prince seeks the agreement of American 
authorities to the establishment of an Embassy and their 
agrement for naming of Ambassdor Gilles Noghes to the post 
whose curriculum vitae in English and French is attached. 


The Embassy of the Principality of Monaco asks the U.S. 
Mission to transmit this file to the appropriate American 
authorities. The Embassy confirms on this occasion that the 
Government of the Prince would be pleased if the U.S. 
Ambassador to France could also be accredited to Monaco. 


The Embassy of the Principality of Monaco takes the occasion 
to renew its assurances of high consideration to the Embassy 
of the United States of America. 


Stamped and initialed 
Paris 


(end informal translation) 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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developing countries.\" In fact 

the development resolution by insisting upon a radical body 

of textual amendments (reftel) 

reform of ECOSOC remains in abeyance pending the outcome of 
the development text. 
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3. (U) Cuba claimed that a June deadline to issue ECOSOC 
views on mandates was \"hasty and precipitous.\" Rather than 
reviewing mandates 

ECOSOC needed to focus on the gap between mandates and the 
resources required to implement them. In a further stalling 
tactic 

until a complete list of its mandates had been compiled 
categorized and analyzed for action. In fact 

might need to be strengthened 

adding that mandates should be dealt with only in a universal 
body like the General Assembly. In an orchestrated refrain 
South Africa and Pakistan continued to say that developing 
countries would insist on a sequence in which the development 
and ECOSOC reform resolutions must precede a review of 
mandates. 


4. (U) USUN Ambassador Terry Miller referred to the 
understanding that the review of mandates would be conducted 

in two phases 

activities where we can all agree\" that services can be 

improved. He reminded that heads of state had agreed to the 
mandate review process in the World Summit Outcome Document 
including a lively exchange among all three principal UN 

organs. In a similarly positive vein 

optimism that ECOSOC should be able to agree on a \"roadmap\" 
for mandate review that highlighted a reduction in reporting 
requirements. Ambassador Ozawa of Japan anticipated that 
ECOSOC could indeed wrap up a first phase of its review in 

time to coincide with reports from the General Assembly and a 
working group of the Security Council. The Haitian Chair 
concluded by reiterating that a roadmap was achievable 

he would press ahead along the timetable set by PGA Eliasson. 


5. (SBU) Comment: While a cursory review of ECOSOC mandates 
is possible to achieve in the next two weeks 

here - as in every other area of UN reform - remains the 

intention of the G-77. End Comment. 
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Revolutionary Guards Corps 

a result of a disagreement with Ahmadinejad over an order to 
withdraw money from public accounts overseas. The money 
reportedly close to 30 billion euros 

the accounts of private individuals or V'good 

Sheibani also allegedly opposed a \"сотрготіѕе\" proposal by 
Ahmadinejad to move the funds to banks in allied countries such 
as Syria 

reports assert that Sheibani is resigning due to his opposition 
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to a recent Majles bill that would reduce bank profit rates. 


4.(S/NF) Tavakoli said 

government is transferring money from government accounts into 
different accounts all over the world 

US 

what could just be rumor 

unclear access 

shifting a significant amount of its funds to accounts in 

Canada. End note.) Tavakoli further claimed that funds are also 
being hidden in V'development projects" in Asia. Tavakoli 

used to work at both the Ministry of Economic Affairs and 
Finance and the Planning and Budget Office (PBO) 

his former colleagues at the ministry about this. They denied 
such allegations 

requests from the government for development projects in Asia 
and had no plans to release any funds. 


Comment 


5.(S/NF) Although there is no confirmation yet that Sheibani is 
resigning or being forced out -- and if so 

change of CBI governor at this time of increasing economic 
pressure on Iran may have a strong impact on lranVs financial 
policy. Sheibani is considered a technocrat with strong 
professional and financial credentials. According to Iranian 
press reports 

has to be accepted by the general assembly of the Central Bank 
and not necessarily the Majles. Additionally 

background and professional capabilities have always been a 
priority in the selection of Iran\'s Central Bank governor. After 
taking office 

candidate as CBI governor but failed. He may again have 
difficulty pushing through anyone seen as unqualified for the 
job. 


6.(S/NF) Tavakoli claims personal friendship with the CBI 
governor; if true 

However 

receive from Tavakoli numerous unsolicited emails from Iran in 
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which he openly expresses his opposition to the current regime 
and his support for regime change. Most contacts are much more 
nervous about sending any kind of political statements via the 
Internet 

questions about his credibility. 


93 1. Embassy is in receipt of a diplomatic note from the New Zealand Ministry of Foreign Affairs ar 
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7.(SBU) Whether these allegations are true or not 

may add to fear in Iranian society of future sanctions. A recent 
visa applicant told Conoff that there has been a recent surge in 
prices on consumer goods 

hording goods in preparation for sanctions they believe will 
come. 


BURNS 
DAVIS 
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statements 

The Taliban\'s ongoing psyops campaign will no doubt continue 
and will require counter measures on our part 

perhaps 

information operations that will need to follow such 
engagements to prevent the Taliban from controlling the 
mediaWs initial reporting. End Summary. 


2. (S) RC-S has not been able to confirm yet whether or not 
there were any civilian casualties in the CJSOTF orchestrated 
attack on Azizi village southwest of Kandahar City. The 

initial reports from U.S. military sources indicated they 
estimated that 80 Taliban were killed in the engagement. 


3. (S) Inthe past two weeks 

forces in villages not far from Kandahar City 

suspicions that they are planning a headline-grabbing attack 
on a high-profile target in the provincial capital. The 

spate of heavy fighting this past week near Kandahar City by 
coalition forces targeted build-ups of Taliban in districts 

near Kandahar City. Early analysis indicates that these 
Taliban include some groups which normally operate in 
neighboring provinces as well as new recruits from Pakistan. 
The U.S.-led operation in Azizi was based on good 
intelligence and was a necessary sweep of Taliban insurgents 
who were probably not indigenous forces. 


4. (S) RC-S and PRT Kandahar advised Kandahar Governor 
Khalid Assadullah to address the media 

positive aspects of the engagement in Azizi. Assadullah has 
been an effective spokesperson 

international media 

coalition and the nature of the fight 

damage will occur when the enemy shields themselves in 
civilian dwellings.\" (Note: However 

be as effective with the media as Assadullah. End Note) The 
key point is that the Taliban will be detected by Afghan 
intelligence no matter where they gather and that they are 
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safe nowhere. The Taliban gathering near Kandahar City 
have 

schools and evicted their occupants. Assadullah\'s staff have 
been one of our major sources of information on the Taliban 
build-ups; he has repeatedly urged the coalition to attach 
Taliban-occupied compounds. 


INFORMATION OPERATIONS 

5. (S) Due to operational security requirements stemming 
from use of CJSOTF forces in the Azizi operation 

no advance preparation of information for the Afghan media or 
the governor. In this case 

tactical battle 

us. This could eventually create a perception among the 
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Afghan public that the Taliban is resurgent and could retake 
Kandahar. Bluntly put 

lose the strategic war for the confidence of the Afghan 
public. 


6. (S) If villagers find that passive or active support to 
Taliban insurgents is risky business 

increasingly less willing to harbor them. However 

the propaganda vulnerabilities we currently face is the fact 
that the operations to root out the Taliban in the south are 
sometimes conducted by coalition forces without accompanying 
Afghan National Army (ANA) forces. This creates an 
opportunity for the Taliban to claim that the coalition are 
foreigners killing innocent Afghan civilians. In general 
including ANA forces in every coalition or allied military 
operation against the Taliban would be of great benefit. 


AFGHAN FACE 

7. (S) We will be discussing with the GOA of stationing a 
considerably larger ANA force 

a battalion of about 600 troops) or ideally two full kandaks 
in Kandahar province 

These deployments must be national decisions 

account other regional and provincial security needs. In the 
course of the coming two months 

the south will continue to grow 

have authority to move more robust forces to all provinces 
depending on need. End Note) The U.S. combat battalion 
\"Task Force Gun Devil 

Kandahar 

operations with the ANA First Battalion of the First Brigade 
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with which it was \"partnered.\" The joint operations were 
conducted in a manner that gave them not only an \"Afghan 
face\" but an Afghan lead in battle 

for Taliban propagandists to claim foreign interference. At 
present 

without the benefit of a partnered ANA kandak 

serious handicap in terms of winning the political victory. 


8. (S) Stationing a larger ANA force in Kandahar would help 
to ward off the possibility of the Taliban\'s seizing a 
high-profile target in Kandahar City to grab newspaper 
headlines. Even if the Taliban were unable to hold a key 
target for very long 

Kandahar would be devastating to the GOAVs image in the south 
and elsewhere in Afghanistan. Kandahar is a crucial 
province 

power. If the Taliban can create fears in the Afghan public 
that Kandahar is slipping away 

government could be shaken throughout the nation. 


9. (S) Embassy Comment: Many lessons are being learned 
from the Azizi engagement 

complexity of the information operations challenge in this 
theater. This engagement points out the important need to 
lash up our post-fight notification channels with the 
interagency process and our international partners who can 
become force multipliers in the IO fight. CFC-A is 
endeavoring to apply all lessons learned 

reaction times and coordination processes. 

NEUMANN 
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Constitution 

period of reflection. The GONL last week presented to 
Parliament the results of this reflection and made a 
recommendation for the next year: continue to reflect. The 
GONL has failed to explain the benefits of EU enlargement and 
integration to the public. Dutch policy makers are likely in 

the coming election year to become decreasingly receptive to 
moving forward on enlargement and other potentially 
contentious issues. End summary. 


EU CONSTITUTION: \"NO\" STILL MEANS \"NO\" 


2. (U) Nearly a year after Dutch voters rejected the EU 
Constitution 

survey of popular attitudes and delivered a cabinet analysis 
to Parliament. The cabinet also commissioned a major study 
by a government affiliated think tank 

for Governance (WRR). On May 19 
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and State Secretary Atzo Nicolai recommended to Parliament 
that the one-year reflection period - to conclude this month 

- be extended for another year. They made clear thatthe 
current government would not renew debate on the 
Constitution. Bot and Nicolai repeated GONL policy (reftel) 
that the EU should focus on economic growth 

security and energy. They urged greater EU decision making 
transparency and a continued EU-wide debate on enlargement. 


3. (C) Professor Wim van de Donk 

GONL-affiliated think tank WRR May 19 with Poloff and EUR/ERA 
Director Peter Chase. WRR is drafting a report 

Cabinet 

wrong in the referendum and how best to proceed. WRR 
research 

rejected the EU Constitution for three reasons. First 

Dutch voters 

the EU presents no economic benefit for The Netherlands. 
They saw that the Dutch were (and are) net contributors and 
failed to understand the benefits of the open market. 


4 (C) Second 

sovereignty. Popular perception was/is of a Brussels elite 
making decisions over Dutch heads. The Dutch public was/is 
also acutely aware that it has gone from being a founding 
member - one of six - to just one small member state among 
twenty-five. Again 

failed to understand that the EU is not a zero-sum game. 


5. (C) Finally 

Balkenede 

Constitution doomed the vote. Van de Donk thought this 
ironic. Balkenende 

of fear of a protest vote against his government. WRR 
research 

campaign might have resulted in a much higher yes tally. On 
immigration - another touchy issue both then and now - Van de 
Donk felt that the GONL could have made a convincing case for 
the benefits of immigration in an era of globalization. He 
believes that the current Dutch debate has gone in the wrong 
direction and that the political elite have abdicated their 
responsibilities to educate the public. 


6. (C) Van de Donk did not contain his criticism to 
Balkenende. He feels that the entire Dutch political class 
failed to do its job. His colleague 

added that the Dutch elite are themselves uncertain about the 
future of the EU. Van de Donk agreed 

history has periods in which the nation has been open to the 
world 

closed. Offering the inter-war years (1918-1939) as an 
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example 
retreating to a more closed posture. 


MFA: GOING SLOW ON ENLARGEMENT TOO 


7. (С) Poloff spoke May 24 with Stefan van Wersch 

of External Policy 

Wersch explained that 

the EU vision 

the moment. A renewed debate would not yield a result that 
the GONL feels would be in The Netherlands 

Wersch emphasized that The Netherlands will continue to take 
an active and forceful role on EU external policy. 

\"Including 

added. 
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8. (C) On GONL support for January 2007 Romanian and 
Bulgarian accession 

repeated the MFA 

would have negative consequences in Bulgaria. He believes 
that 

still be completed by January 2007. Surprisingly 
contradiction with previous statements he and other officials 
have made 

the first EU official to float the idea of delaying a 

decision on Bulgarian accession. He explained that Bot 
rationale was that a decision in June would have taken the 
pressure off Bulgaria to complete its reforms. 


COMMENT: 


9. (C) Dutch parliamentary elections are scheduled for May 
2007 but could come early; the formation of a new coalition 
government after elections could 

then take anywhere from three months to a year. This 
effectively means that there will be no serious discussion of 
the EU Constitution within the next 1 - 2 years. The current 
CDA-led government is also clearly failing to explain the 
benefits of enlargement and integration to the public -- 
probably a reflection of its own ambivalence and reluctance 
to engage in contentious debates in an election year. As the 
election campaign heats up 

decreasingly receptive to movement on enlargement and 
integration issues. 

ARNALL 
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65316 
decision to participate. 


2. (C) Mutlak said that it was critical that the Ministers 

of Defense and Interior be non-sectarian and termed the 
demand for sectarian leaders in these ministries by Hewar\'s 
National Dialogue leader Sheykh Khalaf Alayan as \"stupid or 
selfish.\" He said Tawfiq al-Yasiri was a good choice for 

the Interior Ministry and suggested that Nuri Ghafel al- 
Dulaymi or Ali Khalifa Hamid al-Abid would be appropriate 

for Defense 

good. Former Speaker Hachim al-Hasani was fine for Mutlak 
but he doubted that Tawafuq would accept him. 


3. (C) Mutlak would decide whether to participate in 
government after the security ministers are named. He 
would work with Tawafuq and the Kurds to get back the two 
ministries that were originally offered (Environment and 
Womenvs Affairs). He did not appear to believe that 
replacing the two current ministers -- one Kurdish 

Alliance 

himself 

influence the dialogue in Iraq. A Minister of State 

without portfolio would not be sufficient but would be 
acceptable if it included a Vice Presidency in the National 
Security/Policy Council. (Note: By nature of Hewar\'s 11 
CoR seats 

End note.) Poloff told Mutlak that he would have to work 
with PM Maliki to negotiate his potential inclusion in 
government and would have to temper his public statements 
critical of the national unity government if he wanted to 

be part of it. 

KHALILZAD 
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longer had access to Manas. Cognizant of the current USG 
high-level visit to Bishkek 

review reftel points and determine how best the Dutch could 
help. She noted that the Dutch had used Manas in the past 
for refueling F-16s 

using the base as part of its deployment to Afghanistan 
could not rule out future Dutch use of the base. 


ARNALL 
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decided." 


4. (SBU) AAK\'s general secretary Ahmet Isufi 
commander and Haradinaj loyalist told poloff and poIFSN that 
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Haradinaj\'s political party was gaining adherents due to the 
combination of his personal appeal and the uncertain future 
leadership of the LDK 

founder President Ibrahim Rugova\'s death in January. 


5. (SBU) COMMENT. Personalities dominate Kosovo\'s political 
scene 

Kosovo\'s independence 

secure his small party\'s position in the coalition 

government. In particular 

use his influence discourage the AAK prime minister from 
removing AAK ministers from office in any reshuffle following 
Prime Minister Ceku\'s promised performance evaluation. END 
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COMMENT. 


6. (SBU) Post clears this message in its entirety for 
release to Special Envoy Martti Ahtisaari. 
GURIAN 
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of particular provinces. Remembered as a charismatic and 
decisive man 

the country and met with citizens regularly. He centered 
power in his office and person 

quickly based on his own knowledge of the issue. He used 
force to repress rebellions in the southern and Anglophone 
provinces before and after independence. Under his rule 
Cameroon\'s human rights record was dismal. This was a 
one-party state where citizens had no voice in their 
leadership. On the other hand 

for 

tolerating no corruption within his government. 


4. (U) Paul Biya took over when Ahidjo handed power to him by 
decree in 1982 (Biya had been Ahidjo\'s PM for seven years). 
This was Ahidjo\'s attempt to appease increased donor pressure 
for amove toward democracy 

regime 

out to have plans of his own and quickly 

took his own path. Many say that in response Ahidjo was 
behind the failed coup in 1984. Ahidjo denied such claims 
during a radio interview a day after the coup 

V'if his partisans were behind it 

Ahidjo left for a self-imposed exile in Senegal 
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died a few years later. His body has never been returned to 
Cameroon for burial 

sign of just polarized the two presidents eventually became. 


5. (U) Biya is a Christian from the South Province. He is 
more reclusive 

the African region. Aside from R&R trips to Switzerland 
France 

and is almost never seen in public. He has continued the 
political traditions of ethnic and regional balance in most 
government positions and of concentrating power in his own 
hands. His decision-making style 

deliberative 

consideration and input from multiple trusted advisors over 
longer periods of time than most observers would expect. 
(For example 

here for months.) Therefore his governmentVs decision-making 
process is cumbersome and often ineffective. The first 
decade of BiyaVs rule perpetuated Cameroon\'s one-party rule 
and poor human rights record 

swirled in the late 80s. Since 1992 

for election three times 

progressively more free and fair 

Since 1992 Cameroon has also had opposition parties - several 
hundred 

Moreover 

shown steady improvement over the last six years. 


6. (SBU) Another interesting difference between the two men 
is that during BiyaVs regime the military leadership has 
taken on a distinct tribal slant. While there is some amount 
of ethnic balance in the Armed Forces at large 

entire presidential guard and most of the senior generals are 
Beti 

part of Biya\'s reaction to the 1984 coup attempt has been to 
only advance Betis -- the only ones he really trusts -- into 
positions of senior military leadership. Others feel that it 
reflects efforts by members of the Presidents region to hold 
on to power by creating a military which will prohibit any 
non-southerner from ascending to the presidency. 


7. (U) In 1996 a new constitution enshrined some of Biya\'s 
democratic advancements and laid out a road map for the 
devolution of power out from the capital to the provinces. 
As noted in Ref B 

implemented 

1972 Constitution. Biya\'s 2004 election was his second 
last 

should 
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The Economic Legacies 


8. (U) Under Ahidjo 

economic and social indicators for Africa. GDP growth rates 
life expectancy and civil service wages were all high and 
unemployment was low. Cameroon depended on a diverse 
agricultural sector for its income and benefited greatly from 
the spike in world commodity prices in the late seventies. 
Ahidjo used the revenue in a concerted program of five-year 
infrastructure development plans. Commodities were regulated 
and sold under national parastatals in order to ensure 
maximum revenue to both the state and the producers 
(peasants). Most of modern Cameroon was built and paved 
under Ahidjo\'s reign. While Cameroon also developed a 
service and industrial sector 

parastatals 

private sector. Ahidjo\'s regime also produced one of 
Cameroon\'s most valuable commodities 

force. Benefitting from the colonial legacy of education 
structures and traditions 

literate and well educated workers. 


9. (U) Biya\'s economic legacy is much more mixed. After 
Cameroon discovered oil in 1977 

for Cameroon to feel it could borrow against it to cover the 
loss of income from the collapse of agricultural commodity 
prices. Trying to support the large weight of the 
heavily-subsidized parastatal structure built up by Ahidjo 
Cameroon began to incur a huge debt load. This was 
aggravated by the deteriorating effects of the overvalued CFA 
(fixed to the French franc at the same rate since 1958). The 
late 1980s were a time of severe economic 

contraction from which Cameroon is only now beginning to 
emerge. 


10. (U) In 1988 Cameroon began its first efforts to address 
its financial crisis by submitting to its first IMF 

program. The 50 percent devaluation of the CFA helped 
stimulate some growth in the economy 

structural problems caused by the bloated civil service 
number of parastatals and the large debt load required 
serious belt tightening. In response to the IMF\'s initial 
requirements that the overall civil service wage bill be 

cut in half 

cut salaries in half. Suddenly 

years a large segment of Cameroon\'s work force lost over 75 
percent of its purchasing power. Many point to this event 
as the start of Cameroon\'s current problems with pervasive 
corruption 

exploit the rent-seeking opportunities their positions afford 
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(Ref C). The job uncertainty that has resulted from 

the multiple IMF programs (which have strongly pushed for the 
privatization or liquidation of the majority of the 

inefficiently run parastatals) has also created deep 

uncertainty and instability on the job front. 


11. (U) After many false starts and detours 

achieved HIPC completion point on April 28. This will lead 
to the forgiveness of almost 2/3 of its foreign debt. Biya\'s 
current plans are to use the benefits of this 

debt forgiveness 

campaign 

objectives are to invest heavily in health and education to 
help the country address the problems posed by AIDS and 
malaria and to bring education levels and standards back up 
to the Ahidjo era levels. Infrastructure 

Douala and certain intercity roads 

well. 


12. (C) In a 1991 interview on French television 

that he would love to be remembered as the “тап who brought 
democracy to Cameroon.\" But since his re-election in 2004 
Biya seems to be re-thinking his legacy and its 

scope. While politically he leaves a fairly positive record 
economically 

picture and is certainly not the same country Biya inherited. 
Indeed 

\"What pride would | feel in leaving Cameroon as it is today? V 
Since 2004 Biya has engaged his government in a very serious 
approach to economic reform and restructuring 

HIPC completion point. It is not yet certain 

whether these changes will be deep enough to achieve clear 
economic advancements by the 2011 presidential election. 
Despite his strides to combat corruption 

the economy and other social 

indicators 

objectives 

political legacy is sufficient to leave office at the end of 

his constitutional mandate 

an additional (currently unconstitutional) term to leave a 
strong double legacy. 


13. (C) Complicating Biya\'s own calculations about his legacy 


i May 18, EUR/SE Director Silliman gave MFA Northeastern Mediterranean DDG Bilman a readout of 
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is the question about who will be the presidential 
candidates. Particularly with CameroonVs opposition in 
disarray (Ref A) 

likely to produce a viable candidate. There is currently 
much quiet jockeying for power within the CPDM 

not only) by Southerners trying to ensure that the presidency 
remains in their hands. (Cameroon albeit limited tradition 
suggests that it should go back to the north - as any 
Northerner will tell you.) But if the fractures become 
serious 

a transition 

yet another term. 


14. (C) However 

about Biya trying to stay on for an additional term are off 

the mark. Indeed 

\"retirement\" house under construction next door to the 
embassy 

Seems to us a person who already has decided to live out his 
final days outside of public office. Legacy aspirations 

aside 

factors that could even prevent him from completing his 
current constitutional mandate 

one. Our sense is that Biya is focused on his legacy and is 
working to ensure that he will have accomplished his stated 
goals by 2011. The measures taken to reach the HIPC 
completion point 

toward Millennium Challenge eligibility increasingly 

represent fundamental changes to Cameroon\'s political 
economic and social infrastructure. All of this augers well 
for Cameroonians having the opportunity to elect a new leader 
in 2011. End Comment. 
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Butembo 

been paid since February. The CEI coordinator in Butembo 
Georgette Kibendelwa 

the December constitutional referendum had not been paid 
since November 2005. CEI officials in Ituri District also 
said salaries had not been paid in several months. The CEI 
coordinator for Mahagi 

mechanisms were too complicated and too slow 

scores of disenchanted workers. Nonetheless 

emphasized that despite late salaries 

offices were not having trouble recruiting enough agents to 
work during the forthcoming elections. 


4. (C) One reason for the slowness in payments stems from the 
way in which UNDP and its partners 
responsible for distributing salaries on the ground in the 


sentative for Sri Lanka Peace-Building Akashi told the DCM on May 24 that the May 30 Co-Chair Me: 
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DRC\'s provinces (since there is no organized banking system) 
have managed the program. BeniVs CEI coordinator 

Tembo 

failure to pay police officers who provided security during 

the referendum. Tembo said APEC (the UNDP\'s implementing 
partner) had contracted the Catholic relief organization 
Caritas International to pay police in Beni for their work. 
When Caritas arrived in Beni and established its offices to 
proceed with payments 

come to Beni to be paid. However 

outside Beni and had no means of traveling to receive their 
payments; moreover 

preventing the police from leaving their posts to go to Beni 
and collect their salaries. Tembo said his office offered to 
transport for Caritas the money to police elsewhere in North 
Kivu 

for such transport in APEC/UNDP regulations. Consequently 
Tembo said fewer than half the police were paid 

simply left Beni after one week still in possession of the 
non-disbursed salaries (approximately USD 100 

UNDP officials PolOff spoke to after hearing this story said 
Caritas was correct in following established guidelines 
efforts were currently being made to ensure all past arrears 
would be paid as soon as possible. End note.) 


5. (SBU) In addition to the lack of money for salaries 
officials in eastern DRC also face funding shortfalls for 
everyday operations. One of the more persistent problems has 
been the insufficient number of trucks and other vehicles 
needed to transport elections materials throughout the 
region. Most CEI liaison offices in North Kivu and Ituri in 
theory each have three or four trucks 

motorbikes and several more bicycles. However 

explained that the vehicles often break down or are not fully 
suited for transporting materials over long distances 
especially in areas that have few 

Paluku wa Tembo 

was down to one functioning truck 

CEI had were in various states of disrepair 

money to buy spare parts to fix them. July Angha 
coordinator for Aru 

working truck 

While MONUC will be assisting the CEI with transporting 
elections materials in the coming months 

the ground said they worried about how they would be able to 
deliver equipment to more remote areas in time for the July 
30 elections. 
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6. (SBU) The budget and logistics shortfalls have impacted 
the CEIVs work in the pre-election period 

ability to conduct civic education campaigns. Ukumu and Angha 
both said their efforts to hold training sessions with 

political parties and civic education meetings with voters 
were limited because they did not have sufficient funds. 
Meanwhile 

projects in all of Mahagi and Aru territories 

nearly 670 

because their offices lack adequate transportation means 
ΟΕΙ programs are largely confined to the areas immediately 
surrounding Mahagi and Aru. Consequently 

numbers of the population outside the main towns were not 
receiving any information directly from the CEI 

were poorly informed about the electoral process as a whole. 
(Note: This assessment was shared by many others throughout 
North Kivu and lturi regarding the CEIVs role in civic 
education. However 

such programs 

network 

note.) 


7. (SBU) The ΟΕΙ will face logistical difficulties during the 
elections themselves. Following the lessons learned from the 
December referendum 

stations throughout the country to 53 

so doing 

assigned per station would decrease to 500 on average (vice 
750) 

day. (Note: The referendum 

was extended a second day after thousands of voters were 
unable to cast ballots due to logistical and other delays. 
End note.) However 

it would still likely be impossible to finish voting in one 

day despite the increase in voting locations. MahagiVs CEI 
coordinator Germain Ukumu said that 

population turned out to vote 

have less than three minutes to vote (for both presidential 
and legislative candidates 

voting operations were to be concluded in the allotted 11 
hours. This average time per voter 

throughout eastern DRC 

voter turnout rates (over 85 percent of eligible voters) in 
the country. 


8. (SBU) CEI spokesman Dieudonne Mirimo said the Commission\'s 


› ОР 002 Summary ------- 1. Key points made at the May 25 MFA press briefing are as follows: -- E 


1. (C) The Bolivarian Republic of Venezuela (BRV) employs a variety of 
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solution to this problem is to allow those voters still in 

line when polls close at 5:00 p.m. to cast ballots. Mirimo 

said the president of each voting site will be allowed to 

make that decision independently and can carry out voting 
until all voters have cast their ballots 

hour. The problem this presents is that since much of the DRC 
lacks reliable sources of electricity 

place literally in the dark. The CEI does not have the means 
to provide all voting centers with enough generators and fuel 
to continue voting past sunset. While a battery-operated lamp 
will be provided to each voting station for the counting 
process 

entire room. 


9. (C) If voting were to be extended a second day (which CEI 
President Abbe Apollinaire Malu Malu has insisted will not 
happen) 

concern for CEI officials will be securing ballots and voting 
centers overnight 

the procedures for safeguarding election materials. CEI 
officials in eastern DRC told PolOff there have been no 
discussions with national CEI authorities regarding this 
possibility 

Kinshasa several times. To avoid this problem during the 
referendum 

voting stations to ensure the safety of ballots already cast. 


10. (C) Furthermore 

Mahagi 

facilities to hold election material before the vote takes 
place. Ukumu said he was still trying to find secure 
locations in which to place ballot boxes 

ballots 

case would be able to pay the required rental fees. In many 
locations 

delivered to voting sites. However 

admitted they lack adequate storage facilities 

out as well that MONUC does not have such locations in most 
areas. 


11. (C) Another major concern of CEI officials in eastern DRC 
is the security threat posed by militias and other armed 
groups 

military. CEI officials in Beni and Butembo said the 

continuing activities of Mai Mai and FDLR forces in North 
Kivu contributed to an overall sense of instability 

it more difficult for them to distribute election materials 
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and to conduct civic education campaigns. Officials in North 
Kivu said they thought MONUC and the international community 
needed to do more to secure the elections process and to 
ensure that these groups would not try to reverse election 
results. Likewise 

of their work -- particularly in Маһаді territory -- was 

hampered by militia presence. The CEI coordinators of Bunia 
and Маһаді also said certain elements of the Armed Forces of 
the DRC (FARDO) contributed to security problems by stealing 
voter registration cards from civilians and harassing 

election workers delivering materials in the field. Overall 
though 

about the post-electoral security situation. 


12. (C) In addition to these external threats 

the east (and in many other parts of the DRC) have faced 
problems from their own workers. A primary motivation for 
these disaffected workers has been financial gain. In Aru 
for example 

stealing more than 20 computers 

and two cameras from the CEIVs offices there. Eight of the 
stolen computers were recovered (four of them in Uganda) 
the rest of the material remains missing and has not been 
replaced. CEI officials in North Kivu and Ituri said they had 
all been victims of petty theft 

on several occasions protested outside CEI offices for not 
being paid. While CEI officials PolOff met with said they did 
not expect major disruptions from their workers during the 
elections 

not paid promptly 


13. (C) National CEI officials say they are aware of the 
problems in eastern DRC and throughout the rest of the 
country. The CEIVs 2nd Vice President 

said the Commission was in the process of paying salaries 

still owed to election workers 

payments would be made by the end of May. (Note: Nearly 80 
CEI workers in Mahagi were being paid when PolOff visited CEI 
offices there May 8. End note.) As for the lack of equipment 
and financing 

May 15 meeting that the CEI was currently conducting an audit 
of all its provincial offices to determine what needs still 

had to be met before the July 30 elections. Malu Malu said he 
realized provincial offices still required some basic items 

like photocopiers 

up with the money needed for these projects in time. 
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14. (SBU) Some of the concerns expressed by CEI officials in 
eastern DRC regarding money and logistics are exaggerated. 
While payment for workers has been slow 

offices are sometimes themselves to blame for submitting 
incomplete receipts and managing funds improperly. In terms 
of logistics 

assistance before elections 

to put together plans to ensure the delivery of materials in 

a timely manner. Nonetheless 

officials experience have impacted their ability to conduct 
civic education campaigns 

voting population. The difficulties election workers face are 
real 

logistical and other errors during the vote 

this magnitude has never been undertaken in a country like 
the DRC that lacks basic infrastructure. Security remains an 
ever-present issue as well. But if the experience of the 
referendum is any guide 

difficulties. Despite these challenges 

committed to seeing elections through to the end 

as well from a population in eastern DRC that strongly 
supports the electoral process. End comment. 
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market sources\" estimate spending on the upcoming election campaigns 
to reach a total of 100 million KD (approximately $346 million) at 

an average rate of 3 million KD ($10 million) per day to meet the 
requirements of advertisements 

transportation 

a considerable number of the potential candidates are liquidating 

their stock portfolios at the Kuwait Stock Exchange in order to 

ensure sufficient funds to cover their electoral expenses. (Note: 

Actual data on costs and financing methods are rare. End note.) 


Optimism 


4. According to the most recent electoral rolls 

of registered voters in Kuwait is 340 

145 

elected to Parliament is slim 

adequate time to put together effective campaigns against men who 
have 44 years of experience. They also argue that local customs and 
traditions 

restrict women\'s ability to reach wider audiences. Women 

account for 5796 of the total number of voters 


05-01, d 1. (U) This is the third in a series of four cables assessing the GOP\'s progress in its crackc 


; the visit of CODEL Blunt on May 30. Turkey is a strong ally in the Global War on Terrorism (GWOT) 


atian PM Ivo Sanader unveiled his government\'s economic and social development plan оп May 15. 


(b) and (d) (C) Оп May 23, the Ambassador joined the Polish Ambassador and British High Commis 


ng the May 7 death of Public Works Minister Stella Sigcau. Four serving ministers, all women, were | 
ad By: Derived from DSCG 05-01, b and d. 1. (C/NF) Summary: According to PML Secretary Gener 


iit that at least some elements of armed forces may be cooperating with irregular armed groups. Gov 


Column 3 

expected to play an important role in the elections. They are not 
necessarily going to favor female candidates 

follow voting patterns related to local interests. 


Tribes Entering the Fray with Election Primaries 


5. Three Kuwaiti tribes published separate ads in the Arabic daily 
Al-Rai Al-Aam on Мау 23 inviting would-be tribal candidates to 
contact that tribe\'s leadership to arrange for meetings that aim at 
\"coordination and consultation 

intend to hold primaries to choose one representative from the tribe 
to represent them in the elections. (Note: According to Article 45 
of the Elections Law 

and punishable by a fine and up to three years in prison 

the Government seldom enforces this law. End note.) In a related 
development 

consultations have intensified between some political associations 
specifically the Salafi Movement and the Islamic Constitutional 
Movement (ICM) 

instead of competing to the detriment of both associations. 


Liberal Columnist: Why This Election Is Different 


6. In a May 23 editorial published in Al-Rai Al-Aam 

columnist Ahmed Al-Deyain stressed the need to invite international 
observers to monitor the upcoming parliamentary elections 

that this is not interference іп KuwaitVs domestic affairs. “Тһе 
June 29 elections will be different from any past elections 
witnessed by Kuwait\" for four reasons 

political climate surrounding the upcoming elections is different 


from any former climate (i.e. there is a popular counter-corruption 
and pro-reform movement and momentum that crystallized during the 
tumultuous \"We Want Five [electoral constituencies]\" rallies). 
Second 

critical of the ruling regime and anti-corruption and pro-reform 
which will necessarily reflect in the campaign themes of many of the 
candidates. Third 

resentment as a result of the steady deterioration of negotiations 

on electoral reform 

governmental maneuvers\" against reform 

corruption. Fourth 

in parliamentary elections and the significant increase in the size 

of the electoral base will have a serious and influential impact on 
the conduct and outcome of parliamentary elections. 
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Experience.\" Former Minister of Information and linguistics 
professor 

accompanied by his entire class of English literature and 
linguistics students. Following the presentation 

swarmed the speaker 

model.\" 


Impact: Reaching Hearts 


8. Dr. Flanagan demonstrably connected with all of her audiences 
but particularly with students and young writers. Promising to work 
as their mentor 

who have kept in touch seeking further critiques of their writing. 

A number of program participants requested photographs with Dr. 
Flanagan and sought her autograph at the conclusion of her 
presentations. Participants told EmbOffs that Dr. Flanagan touched 
their lives 

in a positive 

teachers and students alike. A few of the conservative female 
students put aside their inhibitions and fear of judgment 

established bonds with the speaker. Some participants commented 
that Dr. Flanagan\'s approach was exceptionally effective because 
\"she reached the hearts 


Acknowledging Phenomenal Women 


9. During Dr. Flanagan\'s readings 

Frost 

Neal 

Angelou\'s V'Phenomenal Woman.V She stressed the importance and 
contributions of quality literature as opposed to the popular trend 

of some young American rap artists who glorify drugs and obscene 
language in poetry and music 

she applauded the historical one-year anniversary of Kuwaiti women\'s 
attainment of full suffrage 

Kuwait University audience. In her presentations and discussions 

the speaker instantly warmed up to her audiences 

her experiences as a penniless immigrant from Trinidad at the tender 
age of 19 to captivate young listeners. She proudly spoke about how 
with the benefit of the American educational system matched with her 
intense dedication and hard work she was able to realize her dreams 
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of becoming a published writer 

audiences. She captured their imaginations with personal anecdotes 
of interactions with a variety of acclaimed authors and notable 
figures in American society. 


Extensive Media Coverage 


10. Dr. Flanagan\'s program in Kuwait achieved broad 

media coverage. She appeared on Kuwait TV\'s popular talk show 
\"Good Morning Kuwait 

that appeared in all major Arabic and English newspapers 
one-on-one interview with Al-Rai Al-Aam newspaper. The press 
coverage summary follows: 


05/17/06 
--Al-Qabas 
--Al-Rai Al-Aam 
--Al-Watan 
--Al-Anbaa 
--Kuwait Times 
--Al-Seyassah 


05/20/06 
--Al-Rai Al-Aam 
--Al-Qabas 


Outstanding Speaker -- Excellent Results 


11. Embassy thanks ТІР for arranging Dr. FlanaganWs visit to 

Kuwait. As a U.S. Speaker 

with 

connections between American history and experiences of the local 
audiences 

highly recommend this adept cultural ambassador to posts developing 
American studies and American Corner programs 

outreach to youth and writers. 


Cost Sharing 


11. IIP used Post\'s I-Bucks allocation to fund Dr. Flanagan\'s 
visit. Embassy Public Affairs representational funds supplemented 
the program and Kuwaiti partners hosted evening gatherings and 
events. 
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general consensus\" that Brazil will not suffer any 
disruptions in its gas supply 

Petrobras was already studying alternatives to substitute 
natural gas imports -- from conversion of industrial 
facilities (steel 

oil from gas 

from the Santos basin 

of energy (biodiesel 


6. (SBU) SantVAnna stated that Petrobras! strategic plan 
already had contemplated accelerating the development of 
natural gas from the Santos Basin. Initially 

predicts daily production for 2008 in the range of 8 to 9 
million cubic meters 

the Mexilhao platform. By the end of 2010 

estimates daily production would reach 30 million cubic 
meters. On May 18 

(CNPE) 

Ministers of Energy and Agriculture and PetrobrasY President 
approved the accelerated Santos Basin development plan. To 
reach the target production levels 

investments on the order of USD 16 billion 

of this investment occurring between 2007 and 2011 
construction of the ten platforms necessary for the 
completion of the project 

the past 

the notion that Petrobras will be able to get any significant 
amount of gas from the Santos Basin prior to 2010 is 
extremely optimistic. End Comment.) 


7. (U) A second alternative would be to substitute natural 
gas imports with fuel oil. PetrobrasY total natural gas 
imports are equivalent (boe - barrels of oil equivalent) to 
100 thousand barrels of oil per day. In an interview with 

the press 

that the company has the capacity to substitute all the 
natural gas imported from Bolivia with domestically produced 
oil. Petrobras exported an average of 250 thousand barrels 
of oil during the first three months of 2006 

easily re-direct part of this volume to domestic consumption. 
Separately 

2005 it had begun a pilot project in which it converted a 
(relatively small scale) thermal power generation plant to 
burn any one of several fuels 

Liquefied Natural Gas (LNG) or ethanol. 


8. (SBU) The Petrobras officials believed the company would 


JBJECT: BACKGROUND ON DOE RUN\'S TAX DISPUTE Ref: 05 Lima 4228 Contains Sensitive Ві 
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be indemnified adequately for any losses in Bolivia 
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the agreements it had previously signed with the Bolivian 
government. Petrobras will fight for its rights 

said 

stance and will not make further investments in Bolivia due 
to the 82 percent tax. Brazil needs to give Bolivia a dose 
of reality 


9. (SBU) According to Petrobras officials 

minimum of five years for Bolivia to build up alternatives to 
the gas exports to Brazil. Were Bolivia somehow to identify 
new export customers 

or a plant to liquefy the gas (LNG) for export. Another 
option would be to construct a petrochemical plant. 


10. (SBU) SantVAnna also stated that major petroleum projects 
in South America are in danger now 

construct a ten thousand-kilometer gas pipeline connecting 
Brazil 

Lula\'s foreign policy 

promoting greater South American integration 

the continent\'s leader 

of the situation in Bolivia. 


11. (SBU) Petrobras is mounting a multi-pronged effort to 
persuade the Bolivians that Brazil has alternatives to 
Bolivian gas in both the short and long term. Some of the 
recent press publicizing these options doubtless is more 
negotiating strategy than reality. Brazil\'s ethanol 
supplies 

domestic demand for automotive fuel 

serious alternative for thermal power generation. 
Development of the Santos basin 

to take longer to yield significant quantities of gas than 
Petrobras posits. Brazil does 


t TalabaniVs Chief of Staff and close confidant Kamran Karadaghi told PolOff on May 23 that all of Ira 
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should industry need to convert from gas to another fuel. 
Most importantly 

Petrobras have decided on a gas self-sufficiency strategy and 
will move consistently in that direction. This will have 
repercussions not only for Bolivia 

prospective suppliers. 


12. (U) This cable was coordinated with AmEmbassy Brasilia. 


ATKINS 


3. (C) When PDAS Shapiro expressed disappointment with the 
GOE decision to cancel Oxy 

with a phrase he would repeat five times during the hour-long 
meeting: V'Oxy never took us (or GOE proposals or the 
possibility of caducity) seriously. Carrion claimed he had 
personally worked hard to find a way out 

legal solution was not possible under Ecuadorian law. He 
blamed the decision to cancel the contract on Oxy 
responsiveness to GOE proposals and said Oxy did not even 
have any negotiators in Ecuador. The Ambassador pointed out 
that President Palacio had told her the only channel for 
negotiations was through U.S. attorney Al Cardenas 

physically in the United States; Oxy 

U.S. for an annual shareholders meeting. Carrion claimed 

that the door for negotiation had always been open. Shapiro 
told Carrion the door may have been open 

clearly now closed it. Carrion 

naive 

possibility of continued FTA negotiations. 


Shapiro Outlines Possible Repercussions 


4. (C) Shapiro told Carrion that the USG would not \"freeze\" 
broader relations with Ecuador over the Oxy decision 

that negotiations on an FTA were unlikely to resume. The USG 
prioritizes its negotiating efforts on countries where the 
negotiations are likely to be successful and approved by the 
U.S. Congress. Andean Trade Promotion and Drug Eradication 
Act (ATPDEA) authorization will terminate in December 2006 
and renewal is unlikely. Oxy expects to take the GOE to 
arbitration under the terms of the Ecuador-U.S. Bilateral 
Investment Treaty (BIT). Carrion said the GOE had considered 
this but believed Oxy had violated Ecuadorian law. He 
expressed hope that the USG would respect Ecuador\'s sovereign 
rights and domestic law. Ambassador Jewell responded that 
even if Oxy were found to have violated the law as alleged 


3, D) 1. (U) This is an action request for SCA and USUN. Please see para 4. 2. (C) Foreign Secreta 
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the cancellation of the contract and seizure of assets was a 
highly disproportionate response; and the GOE had not fully 
considered a negotiated settlement 

Ecuador\'s law. Carrion repeated that applying the law 
against Oxy was the GOEV's only legal alternative. 


\"We Are Not Venezuela or Bolivia V 


5. (C) Carrion stated that Oxy 

on a violation of Ecuadorian law 

resemblance to moves by the governments of Venezuela and 
Bolivia. The Ambassador noted that there were some striking 
similarities. Carrion said that negotiations over the 
implementation of the new hydrocarbon law were soon to begin 
with another U.S. oil company 

emphasized that the USG is most concerned about GOE violation 
of the sanctity of contracts and its obligations to respect 

the rights of U.S. investors under the BIT. 


Public Statement and Reaction 


6. (U) In a press encounter following his meeting with 
Carrion 

the details of the declaration of caducity. He repeated USG 
\"disappointment\" over Ecuador\'s Oxy decision 

to confiscate the property of a U.S. company.\" He pointed 
out that in order to attract investment--and jobs that come 
with it--nations must obey the rules that apply to foreign 
investments. \"Free trade agreements are based on the 
fundamental principle that both parties respect the rules 

he said. He noted further that no date had been set to 
resume FTA negotiations. Shapiro told journalists that the 
United States would continue to maintain a dialogue with 
Ecuador over these issues and that Oxy could seek remedy 
under the BIT. 


7. (U) In its public statement 

that the Oxy matter was strictly judicial in character 
involving V'a sovereign state that follows the law and a 
private company that has broken it. It is not a conflict 
between countries.' Caducity has not resulted in 
Vexpropriation or nationalization of the Occidental 
investment 

trusts the United States will take into account that this 
process is judicial and will not cut off FTA negotiations 
which are strictly commercial in nature.\" 


8. (C) All of PDAS ShapiroWs meetings in Guayaquil and Quito 
touched on the Oxy seizure with some parties more interested 


an with the coup plot thwarted here March 21. Our contacts indicate that, in subsequent days, these ι 


though the case is not done, observers opine that the prosecution probably has presented enough e 


wa, Czech MFAVs Director of the Human Rights Department, to discuss reftel on human rights abuse 
the international donor community\'s monthly meeting on electoral issues May 17. Mirzoali Boltuyev, C 
and the Ambassador, U.S. Undersecretary of Transportation for Policy Jeffrey Shane expressed opti 


On May 19, Dr. Suresh C. Chalise, the Prime Minister\'s External Affairs Advisor, told us that the Prim 
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than others in its implications. Guayaquil Chamber leaders 

said the move reflected Palacio\'s intentions all along. 

Roldos appeared uninterested and especially unconcerned about 
its economic effect in the Sierra Region. Nebot was solely 
focused on Guayaquil. 


Comment 


9. (C) PDAS Shapiro\'s visit was timely. He delivered a hard 
private message to the GOE after its disastrous decision on 
Oxy. His public remarks were also highly effective 

never explicitly closing the door to a future FTA. The media 
reported his words faithfully 

more definitive. As the economic consequences begin to sink 
in 

leadership and the lack of national consensus and political 
comity. No political parties or movements 

leaders came out publicly in support of a negotiated solution 
with Oxy. Until the Oxy decision dashed realistic hopes for 
an FTA in the short to medium term 

supported the opportunities represented by an FTA with the 
U.S. All the people PDAS Shapiro met with were more 
interested in their party 

they were in the overall good of the country. Palacio has no 
support in the congress 

pressure and gave into his own basic instincts. Bad 
advisors? Certainly. Lack of political will? Without 
question. But above all there is a lack of national 
consensus and comity. 

JEWELL 
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the reconfirmed ZCTU leadership to econoff on May 23. In 
particular 
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stronger stance on the GOZ\'s exclusion of civil servants from 
the trade union movement. He concluded that \"in the spirit 
of the struggle" the ZCTU should defend its leaders but not 
tolerate misuse of position. 


6. (SBU) In a transparent effort to undermine the Conference 
immigration authorities in the run-up to the meeting deported 
several foreign trade union officials upon their arrival in 


itry took to the streets on Мау 18 and 19 to peacefully celebrate the May 18 V 


(5 and services. He urged donors to make financial commitments to the governments next fiscal bu 
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Harare and barred Congress of South African Trade Unions 
(COSATU) Secretary General Zwelinzima Vavi from entry. 
Although the High Court overturned the deportations on May 
19 

Conference. 


7. (SBU) In another instance of GOZ intimidation 

leadership bolted from a meeting on the evening of Мау 19 to 
avoid being served a court order apparently obtained by 
GOZ-aligned unions to bar certain delegates from the 
Conference. ZCTU executives announced at the opening of day 
two that it had obtained a court ruling that set aside the 

first order and found it to be obtained by fraud. 


8. (SBU) A mid-level ministry official was among the 
Conference\'s guest speakers; he offered an anodyne address 
and refused to shake ChibebeVs hand after Chibebe\'s speech 
which dismissed the legitimacy of the GOZ-supported Zimbabwe 
Federation of Unions. In addition 

newspaper reported on May 22 that the Ministry of Public 
Service 

investigation into allegations of ZCTU financial misdeeds 
(reftel). During the ConferenceVs open session 

leadership had alluded to some evidence of abuse of position 
within its executive ranks. 


9. (SBU) The conflicted ZCTU leadership is largely stuck in a 
survival mode under continuing GOZ pressure. That said 
four-digit inflation is building frustration at the 

grassroots level that the ZCTU leadership and GOZ may have 
difficulty controlling down the road. Indeed 

later regret having appeared publicly to take laborVs side 
against employers in TNF negotiations over wages -- a posture 
that may embolden worker action. Its Hobbesian choice 
between fueling inflation by supporting wage increases and 
fueling popular unrest by controlling wages will only get 

worse. For instance 

Workers Union of Zimbabwe (GAPWUZ) indicated to econoff that 
it intended to call for a strike of agricultural workers over 
wages within two weeks (septel). 

SCHULTZ 
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Unsuccesful OPL candidate for Chamber in 2000. 


PIERRE LOUIS 


C) Armenia\'s southern Syunik region feels very little of the economic growth that is now so obvious il 


8 outcome of the Panday Integrity Commission case (reftel). Given the seriousness of the situation, | 
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--Lawyer born in Port Salud March 7 

the peace (Juge de Paix) as well as teacher of social 
sciences and philosphy in several schools in Port Salud area. 


OLIVARD 

--Current administrator of Roche-a-Bateau commune civil 
tribunal. Also а teacher. He was born in Roche-a-Bateau 
June 1 


BOISROND 

--Boisrond has served as ASEC 
Assembly 

member since 1996. Born July 23 


DENIZE 


GEORGES 
--Journalist and local radio station owner. Also hosts local 
televised show hosting political and civic personalities. 


13. (SBU) SOUTH EAST DEPARTMENT 


Full Name (Last 


ROBASSON 

--Mayor of Thiotte 1995-1999. Close associate of known 
narcotics trafficker incarcerated in the US. Owner of radio 
station in Anse-aPitre and a hotel. 


FRANCOIS 
--Secondary school teacher. Formerly active in Lavalas. 


BALTHAZAR 
--Questeur of Chamber of Deputies. Anti-Aristide member of 
46th Legislture. 


MONVAL 
--Mayor of Cote-de-Fer 1995-1999. Nephew of Rosemond Pradel 
CEP Secretary General. 


DESMARATTES 
- An agronomst. Unsuccessful in three previous bids for 
election to the Chamber of Deputies. 


DORMOND 
--Related by marriage to Senate President Joseph Lambert. 


VALENTIN 
--Lavalas Deputy in 47th Legislature. 
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amation of Parliamentary supremacy by Nepal\'s House of Representatives has clipped the King\'s w 
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FELIX 

--Lavalas Deputy in 46th Legislature 

election for 47th Legislature. An engineer by training 

is a professor at the State University. He is involved with 

a disaster preparedness NGO. A friend of President Preval. 
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he reluctance of Bulgarian authorities to be fully transparent about safety problems concerning their г 


.4 (b) and (d) 1. (С) EMIN delivered ref demarche and information concerning MURAT KARNAZ (ak 
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2. (C) ΜΕΑ Undersecretary Khaled Al-Jarallah told the 
Ambassador on May 24 of his surprise that Russian FM Sergey 
Lavrov said the Iranian Bushehr nuclear plant was not a 

threat to the region. During his May 22 meetings with the 

Amir 

Nasser 

English) 

not yet begin operating 

guidelines. Lavrov attempted to further reassure the 

Kuwaitis by telling them that according to Russian 

UK intelligence 

develop a nuclear weapons capability. Russia believes that 
military action against Iran would be disastrous for the 

region and supported a diplomatic solution to the dispute. 
Lavrov asserted Iran\'s right to a peaceful nuclear program 
and said Russia would assist the GOI in its efforts to 

develop an energy program. He made no comment on Russian 
enrichment of Iranian uranium. Russia will also assist the 
international community -- specifically Germany 

the UK - in reaching a political solution that permits Iran 

to pursue nuclear programs for peaceful uses and hopes Iran 
will accept the pending EU-3 proposal and incentives package. 


3. (C) The Russian Ambassador to Kuwait 

Mukhametov 

a readout he provided to the Ambassador. He said Russia did 
not have any solutions to the problems with Iran 

that military action was not the answer. He added that 

Kuwaiti FM Shaykh Dr. Mohammed suggested that Russian 
cooperation with Iran on nuclear energy could be the carrot 

to encourage responsible behavior. The Kuwaiti FM also 
suggested urging those groups that are not pleased with 
AhmadinejadVs regime to call for compliance with the IAEA. 
Lavrov was skeptical 

support for IranYs nuclear program and it would be difficult 

for any group to campaign against it. He also advocated 
caution so Iran would not be enticed to withdraw from the 
NPT. The Russian Ambassador said the proposal for Russian 
reprocessing of Iranian uranium was still on the table 

has been overshadowed by the EU effort. The Kuwaitis 
emphasized to Lavrov the need to maintain international 
consensus on the lranian nuclear issue. 


Russia on Regional Issues 


extend the visa waiver program (VWP) to Poland, but not to the Czech Republic. Svoboda, who fact 
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government and Al-Jarallah commented that Russia did seem to 
be deeply interested in developments in Iraq. The Russian 
Ambassador reported that Iraqi FM Hoshyar Zebari told Lavrov 
that Syria had strengthened control of both its border with 

Iraq and immigration procedures at the Damascus airport. On 
the peace process 

GOK seemed pessimistic when discussing developments with 
Lavrov. There was a sense that Israeli PM Ehud Olmert was 
\"too eager for separation" and the GOK wanted the 
international community to increase pressure on Israel. 

Lavrov informed the Kuwaitis that the Quartet was discussing 

a mechanism for transferring funds to the Palestinian people 
and the GOK reportedly looked forward to using it. 

Ambassador Mukhametov commented that Ahmadinejad reportedly 
pressed the Amir to transfer money to the Palestinian 

Authority and the Amir retorted 

money to the PA and it reaches the right people. V" 


Russia Makes Good on Unpaid Loan 
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5. (C) Russia and Kuwait also reached agreement on Russian 
repayment of a $1.6 billion ($1 billion in principal and the 

rest in interest) loan made to Russia during the Iraqi 
occupation of Kuwait. One billion will be paid immediately 

in cash and the balance in installments over the course of a 
year. Al-Jarallah confided in the Ambassador Russia had not 
intended on repaying the loan (V'in their books 

was zero\") 

now afford to make good on the debt. Al-Jarallah added that 
Energy Minister Shaykh Ahmed Fahad Al-Sabah would soon travel 
to Moscow to sign the agreement; his trip had been postponed 
due to political developments in Kuwait. He noted that 

Russia owed Saudi Arabia $2 billion for a loan made at the 
same time. 


Iran: Resolving the Continental Shelf Dispute 


6. (C) Much of Iranian FM Manouchehr MottakiVs Мау 20 visit 
focused on three long-standing bilateral issues: delineation 

of the continental shelf boundary 

offshore Durra field 

insisted on a decision on the continental shelf and the two 
sides agreed that a technical team would meet within days to 
receive the Iranian response to a Kuwaiti proposal. The 
parties also agreed to elevate an existing committee to the 


imic growth -- an estimated 10.6 percent in 2005, 15.4 percent in 2004 and 11.4 percent in 2003, accı 
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minister-level 

bilateral issues. Amir Shaykh Sabah will visit Tehran on the 
return leg of an upcoming Asian tour and the GOK hoped the 
shelf issue would be resolved to allow for a successful 

visit. (Note: The GOK clearly wants to use a visit to 

leverage the continental shelf agreement.) 


Iran Says the Oil is Running Out 


7. (C) Addressing the nuclear standoff 

Shaykh Dr. Mohammed that within 20-30 years 

would be depleted and Iran and the region would be in need of 
alternative energy sources. He insisted GOK fears of a 
nuclear disaster were unfounded 

technology was very advanced. He told the GOK that Iran 
planned to build 15-20 nuclear stations that would be used 

for peaceful purposes only. Al-Jarallah described Mottaki as 
very concerned about military action against Iran. 


Kuwait Delivers Clear Message on Iran\'s Regional Role 


8. (C) Al-Jarallah told the Ambassador that during a 
meeting of only Mottaki 

Mohammed 

should not interfere in Iraq or any other country in the 
region. While Mottaki insisted that Iran had good relations 
with both Sunni and ShiVa Iraqis and hoped to normalize 
relations with the new government 

no meddling. 


Germany 


9. (C) Al-Jarallah did not provide a detailed read-out of 

the German and Chinese FMs\ brief visits. The German FM was 
accompanied by a small business delegation and also had 
meetings with the Chamber of Commerce. The German Ambassador 
told us that much of the conversation was about the Iran 

nuclear program 

cooperate with the IAEA and the international community. The 
Kuwaitis described the GCC plan to send an Omani-led 
delegation to talk to the Iranians 

of dates or other participants. Talks with the Chinese FM 
focused on Kuwaiti investment in China 

purchase of a significant share in a large bank and a large 
petrochemical project 

The May 21 visit of Jordanian King Abdullah was also very 

short 

ministers waited at the airport. Jarallah speculated that 
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the conversation focused on Jordan\'s urgent oil needs. 
(Note: In the middle of all these visits 

leadership was managing major domestic political events 
leading to dissolution of Parliament on May 20. The Russian 
Ambassador noted that the Amir appeared exhausted.) 
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government 


Second Time for Alexis 


5.(C) Alexis personal ties to Preval stem from his 

training as an agronomist. Alexis served as the dean of 
agronomy at Haiti\'s State University before co-founding the 
private Kiskeya University in 1990. Preval brought him into 
his first administration in 1995 as Minister for Education 
Youth and Sport. Alexis had no prior experience in politics 
and did not associate with Lavalas or any other political 
movement. Preval nominated Alexis prime minister in December 
1999 

refused to confirm his ratify government program. Preval 
ultimately confirmed Alexis by decree in March 

effectively dissolving the National Assembly subsequent to 
the delayed parliamentary elections of 1998. Technically 
serving as an interim Prime Minister with a mandate focused 
on conducting the parliamentary elections 

gained a reputation as an aggressive 

advocate for Preval\'s wider policies. He aroused Lavalas 
indignation by concluding the privatization of the state 

flour mill and seeking to implement the IMF\'s structural 
adjustment policy. He later came under opposition fire as a 
result of his administration\'s perceived support for the 
contested results senatorial elections in 2000 

Lavalas a near sweep of senate seats on the basis of a 
manipulated vote count. 


Trouble with Canada 


t REASONS 1.4 (В) AND (D). 1. (C) SUMMARY. Ambassador Wisner\'s visit finds Kosovo Albanian f 
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6. (C) Controvery erupted in advance of a visit by Preval to 
Ottawa in March after Alexis acknowledged with a bitter 
protest thatthe GoC had denied him a visa for the visit. 

(Тһе GoC later offered to issue a one-entry visa for the 

trip 

Polcouns\' counterpart in the Canadian Embassy told Polcouns 
on May 23 that the ineligibility stems from legislation 

enacted by the Canadian parliament in the mid-1990s that bars 
all senior Haitian officials 

working directly for ministers 

non-democratic governments in the period 1971-1994. The 
Canadian Embassy continued to research why Alexis had fallen 
into this category. (Note: based on our own reading of 

Alexis biography 

held during the period was dean of agronomy at the state 
university. The leadership positions at the university were 

not generally associated with the oppressive or 
non-democratic practices of the Haitian governments of this 
period. End Note.) The Canadian Poulcons admitted that the 
Embassy found itself in an embarrassing position and had 
communicated to Ottawa that the GoC stance toward Alexis was 
unreasonable and would complicate bilateral relations. 
Because the policy resulted from legislation 

that legislative action to modify the previous law would take 
some time. 


5. (C) Comment. To the extent that we have dealt with Alexis 
during the campaign and the transition 

to be open and approachable. Alexis has publicly repeated 
PrevalVs formulation that Aristide is legally permitted to 

return to Haiti 

shares PrevalVs bitter resentment of Aristide and the Lavalas 
legacy. Though Alexis has no independent political base and 
owes his position in government entirely to Preval 

supporters claim he is nevertheless personally honest 
independent actor 

constitutional role of the PM during his earlier tenure. 


SANDERSON 
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within the context of the Inter-American Democratic 
Charter. Ambassador Maisto told Taiana that Insulza had 
informed him that he planned to set aside two hours during 
the General Assembly for a discussion on human rights in 
Ecuador 


Presidency issued a declaration urging the Syrian authorities to reconsider all cases of political priso 
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3. (C) Ambassador Maisto said the U.S. was committed to 
pursuing \"relevant multilateralism\" within the OAS 

context. He noted the purpose of the OAS Summit 
Implementation Review Group (SIRG) meeting to be held in 
Buenos Aires May 22-24 was to keep countries focused on 
their obligations and commitments. In this regard 

noted the continuing disruptive actions of Venezuela. He 
said the Venezuelan delegation was disrupting negotiations 
on the Santo Domingo draft declaration in the same manner 
as it did recently in Bogota during the meeting of the 
Inter-American Committee Against Terrorism (CICTE) 

for two days the Venezuelan delegates tried to undo the 
work of the CICTE declaration. Ambassador Maisto 
underscored the strong position taken by the Argentine 
delegation to the CICTE conference in support of the 
declaration as being critical in defeating the Venezuelan 
attempts to change the document. 


4. (C) Turning to regional issues 

Taiana for his assessment of the situation in Bolivia. 
Taiana responded it was difficult to guarantee anything in 
Bolivia. He said it was particularly important to remember 
that the Evo Morales team had very little government 
experience and was therefore very unpredictable. He 
commented that at the recent EU-LAC Summit 

Bolivia\'s best friends were Venezuela 

Japan. How Morales could arrive at such an incongruous 
group as this reflected his inexperience. He said 

Argentine president Nestor Kirchner and Brazilian president 
Lula da Silva had a \"big job" ahead of them in playing а 
moderating role with Morales. He said Argentina was not as 
concerned with Bolivian gas supplies as Brazil (Taiana said 
Argentina received only four percent of its gas from 

Bolivia) 

Morales government could lead to large influx of Bolivian 
illegal immigrants 

million in Argentina. 


5. (C) Ambassador Maisto then turned the conversation to 
the upcoming selection of new members to the United Nations 
Security Council. He noted the two announced candidates 
for the Western Hemisphere were Venezuela and Guatemala. 
Ambassador Maisto underscored the importance we place on 
keeping Venezuela off the Security Council 

we view this issue not just as a hemispheric problem but as 
an international issue vital both to the security of the 

U.S. and the credibility of the United Nations. Listing 

the positive attributes of Guatemala 

noted they were a small country that had never served on 

the Security Council but one which had a good understanding 


(5 Human Rights Ombudsman Vladimir Lukin will visit the U.S. May 23-26. A former diplomat (who w 
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ofthe UN system. They had contributed to peacekeeping 
efforts in Haiti and had played a very positive role within 
the OAS on indigenous movement issues. Venezuela 
other hand 

continent 

weapons of mass destruction 

continuing support for IranVs illegal nuclear program. 
Ambassador Maisto reiterated that we view these as U.S. 
security issues and that Argentina should be looking for 
what is best for the UN rather than at regional solidarity. 


6. (C) Taiana responded that while he understood the U.S. 
position he did not want to V'raise false hopes.\" He said 

it would be V'very difficult for Argentina not to vote for 
Venezuela.\" In the first instance he said it would be 
difficult for Argentina not to vote for any South American 
candidate 

had always been a close ally of Argentina and 

Peru 

the Argentine position on the Malvinas. He also noted that 
Venezuela recently had been helpful on both energy and 
economic issues 

Argentine bonds. Both Taiana and Vice Foreign Minister 
Garcia Moritan stressed that as was the case with the UN 
Human Rights Commission 

have the votes necessary to secure a seat in the UNSC. 
GUTIERREZ 


65335 

competencies as UNMIK winds down its presence in Kosovo. 
Although the United Nations-facilitated final status 

negotiations have made some headway 

produce major breakthroughs on the decentralization of 
government services and the preservation of cultural and 
religious heritage 

international community continues to press Kosovo government 
leaders to implement the Standards more quickly 

with regard to minority rights. The situation for Kosovo\'s 

Serbs throughout Kosovo remains difficult 

boycott of Kosovo political institutions by Kosovo Serb 

leaders compounds matters. The removal of KFOR\'s last fixed 
checkpoint north of the Ibar River has reduced the 

international community\'s ability to exercise influence over 
potential trouble-spots in the Serb-majority north. END 
SUMMARY. 


2. (SBU) The United Nations Special Envoy for Kosovo Status 
Talks 

presided over five sessions of the final status settlement 
process in Vienna. Given that the bottom lines of the 

Pristina and Belgrade delegations are diametrically opposed 


icz, confirmed ongoing talks with the ultra-orthodox United Torah Judaism (UTJ) party to join the coal 


of staff, Yoram Turbowicz, described the main goal of Olmert\'s upcoming visit to Washington as built 
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with Belgrade ruling out independence for Kosovo and Pristina 
refusing to consider any other result 

talks with topics that are not obviously status-dependent -- 
decentralization of government services and preservation of 
cultural and religious heritage. Basic principals have been 
agreed on but few concrete issues have been resolved. 
Ahtisaari and his team have collected proposals and the 
international community has urged both sides to make further 
compromises. On a May 21-23 visit to Kosovo 

Frank Wisner 

Kosovo final status talks 

more flexible and more generous if they expect to conclude 
the talks favorably (reftel). 


3. (SBU) Although the prior \"Standards before status\" policy 
has been largely abandoned 

France 

Albanian leaders to make visible progress on Standards 
implementation concurrently with status negotiations. 
Concrete steps are under way to resolve property disputes 
fight corruption 

improve freedom of movement for minorities and to pass laws 
on religious freedom 


4. (SBU) UNMIK is downsizing and continues the transfer of 
competencies to the Kosovo Provisional Institutions of Self 
Government (PISG). A new Ministry of Justice and Ministry of 
Interior have been established in recent months. UNMIK 
offices at all levels are reducing staffing levels and 

training local staff to take over their functions. 


5. (SBU) Kosovo\'s new President Fatmir Sejdiu and new Prime 
Minister Agim Ceku have taken concrete steps to reach out to 
Kosovo Serbs 

cultural sites 

calls for Kosovo Albanians to make Serbs feel welcome in 
Kosovo. However 

public need to do more at the grassroots level to overcome 

the perception of insecurity still felt by Kosovo Serbs 

of whom fear to venture beyond their isolated 

enclaves. 


6. (SBU) Many Kosovo Serbs 
negotiations will ultimately produce an independent Kosovo 
with an overwhelmingly (93 percent) ethnic Albanian 
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population 
relocate to Serbia. In most cases 
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particularly attractive with poverty a virtual certainty no 
matter which side of the Kosovo-Serbia administrative 
boundary line is chosen. The recent demand by Belgrade\'s 
Kosovo Coordination Center (CCK) that Kosovo Serb teachers 
and healthcare workers working for Belgrade-run \"parallel 
institutions\" reject salaries provided by the PISG has 
further entrenched their isolation from Kosovo society and 
institutions 

their best interests in mind. Kosovo Serb leaders elected in 
2004 lament that Belgrade will not allow them to return to 
the PISG and take up their seats in the Assembly 

constant urging to do so by the international community. 


7. (SBU) UNMIK control over the Serb-majority areas north of 
the Ibar River 

best. In the north 

social welfare and utilities. There is also some Belgrade 
influence over the Kosovo Police Service (KPS) in the north 
with some KPS officers more-or-less overtly employed by the 
Serbian interior ministry (MUP). In recent weeks 

KFOR 

checkpoint north of the Ibar River running through the 
ethnically divided city of Mitrovica. KFOR headquarters is 
currently considering reinstatement of a fixed presence as 
the status process reaches fruition. 


8. (SBU) COMMENT. This is an exciting time to visit Kosovo. 
Kosovo Albanians believe their dreams are coming close to 
fulfillment 

delays in the process and begin to understand the magnitude 
of the concrete compromises they will have to make in order 
to get there. Kosovo Albanian leaders have made positive 
first steps to reach out to Kosovo Serbs 

measures are needed to ensure Kosovo Serbs stay in Kosovo and 
participate in building a multi-ethnic society. KFOR must 
re-assert control in northern Kosovo 

possible attempts by hard-liners to secede when final status 
is announced. END COMMENT. 


9. (U) Post clears this message in its entirety for release 
to Special Envoy Ahtisaari. 
GURIAN 
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program to eliminate child labor in the public markets in the 
city of Manta. 


3. (U) According to the MOL\'s child labor division 

of this year the MOL stepped up inspections in construction 
and bricklaying. During January and February no child labor 
inspections were carried out because the inspectors were 


another major obstacle to election preparations May 18. It filed a lawsuit in GuyanaVs High Court chi 


jation of National War College (ΝΙΝΟ) students and faculty, led by Commandant Major General Teres 
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being trained in new inspection procedures and forms. 
Chiriboga has institutionalized the inter-agency child labor 
council (CONEPTI) which now has its own offices and a 
technical secretary. The Secretary of CONEPTI 

Herrera 

identify sectors with the highest rates of child labor. 


4. (U) Chiriboga said the Ministry is formulating a list of 
prohibited work for children and some other definitions 
related to the child code. A law passed in March harmonized 
the child code and the labor code by setting the minimum age 
for legal work at 15 and imposing higher fines for child 

labor violations. 


New Labor Code To Be Discussed in Tripartite Forum 


5. (U) Serrano said the MOL has worked hard to strengthen 
tripartite (business-labor-government) dialogue in the 
National Labor Council 

being the near-consensus reached on the subcontracting law. 
Business and labor ultimately agreed on all but two key 
articles in the bill. Serrano said he expected the law to be 
voted on in Congress in the next 15 days. Serrano said the 
MOL was satisfied with the law and hoped for its passage. 
The one point holding up the subcontracting law in the 
Congress is the article which describes the permissible scope 
for the use of subcontracting by employers. The Council did 
not reach agreement on the maximum percentage of workers that 
can be subcontracted 

40 percent 

thought a compromise could be reached. 


6. (U) Serrano said that 

passes 

forum to discuss labor code reforms for Ecuador. Serrano 
said he was expecting ILO expert Enrique Marin to deliver a 
first draft of a new labor code to the National Labor Council 
by July 15. Chiriboga said the labor code would likely 


require two months of discussion and negotiation in the 
National Labor Council before being submitted to Congress. 
Ideally 

the ILO could play a facilitating role crafting consensus in 
the National Labor Council. Serrano requested USAID 
assistance to conduct workshops about the new labor code for 
the National Labor Council and funds to hire experts to 
advise business and labor. The toughest issues to reach 
consensus on 

sharing 

person minimum to form a union 
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pending 
assistance to implement the new labor code 


Modernization a Top Priority 


7. (U) According to Chiriboga 

assistance from USAID 

procedures. Chiriboga believes that an efficient computer 
system could help catch labor irregularities and make the 
inspections system more efficient. The MOL is also working 
with the ILO on a project to systematize the information 
gathered in inspections. Chiriboga said the MOL had been 
working to update its website and make it more useful. 


Combating Discrimination in Hiring 


8. (U) Chiriboga told us the MOL will launch a program to 
increase youth employment with the ILO in July. In order to 
improve job prospects for youth 

had recently signed an agreement with 50 universities to 
create a job bank to match students with job market needs. 
Other priorities have been eliminating discrimination in 
hiring of women 

with disabilities. Chiriboga is also promoting a law to 
prevent discrimination against those with HIV/AIDS and 
promote prevention of the disease. The MOL is drafting 
regulations for a new law to increase the hiring of persons 
with disabilities. 


Comment 


9. (SBU) Chiriboga is committed to improving the Ministry 
and worker rights and has taken significant steps forward on 
combating child labor and promoting tripartite dialogue. The 
institutional strengthening Chiriboga is promoting will help 

in the implementation of any new labor laws. Labor code 
reform will be significantly more contentious than the 
subcontracting law and it is likely discussions of the labor 
code in the tripartite council would extend beyond two 
months. Without a signed FTA it is unlikely Chiriboga has 
the political strength to lobby the Congress for the new 
labor code. While business had understood the need for labor 
reform in order to gain passage of a U.S.-Ecuador FTA 
elimination of the prospect for an FTA probably dooms 
prospects for comprehensive labor reform. 

JEWELL 
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valuable\" items; and established a new information technology 
system to process deliveries. The DGC has agreed to work 
with closely with CAPSIA on the development of controls 
affecting the industry. End Summary. 


2. (U) Argentina\'s Federal Revenue Administration (AFIP) 
published Resolution 2021 on March 31 in the Official Gazette 
to amend regulations affecting express-mail service 
companies. Resolution 2021 was scheduled to enter into force 
on May 2 and would have increased controls to reduce the flow 
of contraband as outlined in Resolution 1811 from January 
2005 (see reftel). The proposed resolution required: senders 
and receivers of express-mail deliveries to have an Argentine 
tax or labor identification number; express-mail service 
companies to use independent customs brokers for any package 
destined for a given recipient that exceeds 50 kgs (110 Ibs.) 
and/or USD 1 

recipients of express-mail deliveries to pay a duty equal to 

50 percent of the declared value of any package deemed to 
have commercial value. Federal Express and UPS expressed 
their concerns to post that Resolution 2021 would create 
bottlenecks that would adversely affect their business. The 
firms doubted that Customs 

sufficient information technology resources and staff to 
process the data which Resolution 2021 required express-mail 
companies to provide. 


3. (U) Companies forming Argentina\'s Chamber of 
International Express-Mail Service Providers (CAPSIA) 
increased their efforts to create allies within the small 
business community and in the tourism sector to amend 
suspend implementation of 

began when Resolution 1811 went into effect (see reftel). 
Representatives of CAPSIA companies published editorials 
critical of Resolution 1811 

would be more damaging to the industry. Another article 
written by a private citizen 

criticized AFIP for allowing Customs to impede legitimate 
transactions for no measurable benefit or security objective. 
CAPSIA companies worked on an individual basis to meet with 
the Director General of Customs as well as advisors to the 
AFIP Administrator to discuss possible improvements to the 
proposed Resolution 2021. 


D). 1.(C) SUMMARY: The final session of the 59th Congress ended on April 28, with the modest re 
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4. (U) Post responded to the U.S. companies\' concerns by 
raising the issue with interlocutors at various levels within 

the Economy and Planning Ministries. Econoffs also met with 
operations directors in Customs and AFIP for a \"hands-on\" 
assessment of the effects of the implementation of Resolution 
1811 to determine what changes would flow from the eventual 
implementation of Resolution 2021. Econoff organized 
meetings with the Deputy Director of Customs for Controls and 
the U.S. companies in CAPSIA to monitor processing of 
packages arriving at Buenos Aires Ezeiza International 

Airport. Director General of Customs Ricardo Echegaray 
contacted Econoff after these meetings had been and said that 
\"Customs has nothing to hide\" regarding the express-mail 
companies 

U.S. Embassy might have on the issue.\" Econoff suggested a 
small meeting between representatives of CAPSIA companies and 
the Director General 


5. (U) Echegaray began the meeting thanking the Embassy for 
its leadership in establishing the Container Security 

Initiative and that he looked forward to enhancing bilateral 
cooperation. He turned to the subject of the express-mail 
companies and said that he was glad to have this opportunity 
to address the companies at the same time 

to \"hear from CAPSIA one day 

newspaper the next 

Miguel Peirano the day after.\" (Note: The Commercial 
Counselor and the Economic Counselor had called on Secretary 
Peirano on July 27 and October 20 

about Resolution 1811Vs impact on the small- and medium-sized 
business community 

critical parts 

deliveries. End Note.) Echegaray asked the company 
representatives what their major concerns were regarding the 
upcoming implementation of Resolution 2021. The companies 
responded that the test runs they had conducted with customs 
officers at Buenos Aires International Airport showed that 

the number of officers and the information technology were 
inadequate for processing packages in a timely manner. 


6. (C) Echegaray responded critically to the existing 

regulatory framework under Resolution 1811 and to the 

proposed measures under Resolution 2021. He echoed comments 
that his advisors had made in earlier meetings with Econoffs 

that Resolution 1811 does not work." He also said that 

\"there is a better way to regulate express-mail activity 

that will increase security without harming users. In a 

surprisingly public censure 

Vunfortunately plagued with mediocrity\" and even V'Customs 
sometimes lacks vision when the issue is fulfilling the 
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policies of the State." He concluded by saying that he would 
suspend implementation of Resolution 2021 until Customs had 
had the opportunity to consult closely with CAPSIA members on 
the development of an information technology system that is 
able to process the information AFIP has required 

express-mail companies to provide. 


7. (C) Customs Director Echegaray 

President Kirchner 

appointed by former President Duhalde 

for authority over customs issues since Echegaray\'s 
appointment in May 2003. Echegaray has spent his entire 
professional career working on customs issues 

capacity for governments in Central America and in Patagonia 
before working in the Kirchner administration. Consequently 
he views customs as both a revenue-collecting office and a 
law enforcement agency. This may be the source of the 
tension with AFIP Administrator Abad. Rumors about Abad\'s 
departure have been in circulation since Echegaray\'s arrival 
but Abad remains in place 

collecting record-level government revenues. The Embassy\'s 
success in facilitating a suspension of Resolution 2021 is 
partly related to Echegaray\'s willingness to challenge Abad\'s 
effort to use the resolution to increase revenue collections 

at the expense of the express-mail industry. This is not the 
last word on the GOAVs efforts to regulate the express-mail 
industry 

who is willing to take its interests into consideration. End 
Comment. 


8. (U) To see more Buenos Aires reporting 
classified website at: 
http://www.state.sgov.gov/p/wha/buenosaires.« /a> 
GUTIERREZ 
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Daily-of-record V'La Nacion!" reports (05/23) V'Amid 
increasing fears of an eventual attack from Iran 

USG proposed its Eastern European allies to establish 
an anti-missile VshieldY in Europe for a cost of over 
1.6 billion dollars. 


V'In its edition from yesterday 
revealed the White Houses purpose of establishing ten 
bases for missile interception in a European location 


ΑΕ SUBJECT: OPTIONS FOR US ARMY CORPS ΟΕ ENGINEERS ASSISTANCE ON JAPANESE Ε 
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by 2011 with the purpose of protecting Europe and the 
US from eventual attacks from Middle East countries 
particularly Iran. 


“Номеуег 

purpose is to broaden its presence in the old area of 
influence of the Soviet Union. Actually 

could have huge political impact because 
established in Poland 

first permanent US military base in that country.\" 


- \"Bush is disturbed by Bolivia and Venezuela\" 


Daily-of-record \"La Nacion\" reports (05/23) \"In an 
unusual statement 

expressed yesterday his concern about the Veroded 
democracy" in Venezuela and Bolivia 

President Chavez\'s intervention in Latin American 
countries election processes. 


\"This is the first time Bush publicly denounces 
Chavez\'s interference in the elections of the region - 
although without naming the Venezuelan president in an 
explicit way - and it is the first time he refers to 

Bolivia since President Evo Morales took over last 
January. 


Y... Without mentioning any country 

the right to private property and free trade following 

the Bolivian governments announced nationalization of 
hydrocarbons and Ecuador\'s cancellation of an 
agreement with US oil company Oxy. 


VSecretary General to the OAS Jose Miguel Insulza 
harshly criticized this retaliation from Washington. V" 


- VUS skepticism about Argentina\'s projected political 
conciliation\" 


Ana Baron 

\"Clarin 

skepticism to Argentine President Nestor Kirchner\'s 
proposal of pluralism and conciliation with different 
political and social forces vis--vis 2007 elections. 


VA USG official told this newspaper \'let\'s wait and 
see.\' And he added that for real pluralism and 
conciliation to take place 

change his typical style. And he suggested \'to reverse 
the concentration of power\' at the Argentine 
Government House and Vaccept criticism.\' On the 


le. 2. (SBU) Summary: Оп Мау 19, the eve of the expected announcement of the newly formed па! 


cabinet in a special parliament session on May 20, but not before several Sunni Arab parliamentarian 


weekend papers addressed domestic issues, primarily the topic of redrawing Kuwait\'s electoral distı 
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contrary 

worse than this 
concentration of power.\' 


\"Several analysts and former government officials 
consulted by \'Clarin\' agreed with the first source in 
one way or another. Everyone believes that Kirchner 
will run for re-election.\" 


- VWar technology against illegal immigrants\" 


Hugo Alconada Mon 

daily-of-record \"La Nacion 

the same military strategic view and the same 
technology it applies to its Vglobal war on 

terrorism 

Vvirtual border! to stop the thousands of undocumented 
immigrants that cross the US-Mexican border every 
single day. 


VAccording to USG officials 

Homeland Security wants to deploy the technology used 
in Afghanistan and lraq in the desert 

from satellites and manned and unmanned aircraft to 
sensors and night cameras connected to computerized 
network systems." 


- VLatin America\'s potential physician" 


Daily-of-record \"La Nacion!" carries an opinion piece 
by Andres Oppenheimer 

proposed by Walter Russell Mead in his recent book 
\"Power 

negotiate preferential agreements with Latin American 
countries willing to do it in order to let US citizens 

who want to move to the Southern border use their U.S. 
Medicare in those countries. 


\"... If the wall proposed by Bush is built 

thing he will get is that immigrants search for new 
sites to cross the border or that they dig tunnels or 
come through Canada. 


\"And if 6 

border 

number of US border patrol agents has been increased 
from 3 
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and the immigration of undocumented immigrants has 
doubled over the same period all the same.\" 


- VThe region will sign a deal with Israel\" 


Business-financial 

(05/23) \"Before the end of an agitated semester in 
regional affairs 

tempore presidency of Mercosur with dignity. 


\"Its main bet consists of reaching an FTA with Israel 
which would be the first big deal of the bloc because 
the deals in force up to now are limited to fixed 
preferences. 


\"Last December the two parties signed a macro deal in 
Montevideo which included a schedule of negotiations. 
The final purpose was to sign an ΕΤΑ in the upcoming 
Mercosur presidential summit 

Cordoba on July 21.\" 


- "Venezuela is closer to enter Mercosur" 


Gabriel Buttazzoni 

center-right \"InfoBae 

make public today its strong support for Venezuela\'s 
formal entry into Mercosur 

negotiations to be held among the five countries of 
the bloc. 


Y... A political and strategic ally 

and still purchases Argentine bonds 

whenever there is a shortfall of oil. However 
influence irritates even his allies 

giving a hand to him may mean to be subject to his 
dictates and initiatives.\" 


- VDecoding Castro\'s cash\" 


James Scott 

VBuenos Aires Herald 

Fidel Castro\'s retirement account is looking a bit 
healthier than the revolutionary dictator these days 

if you believe a recent Forbes magazine ranking of the 
79-year-old as the seven wealthiest world leader. 


\"The US financial magazine that charts the wealth of 


fied By: Robert Downes, Political Counselor, for Reason 1.4(b). ------- Summary ------- 1. (C) Preside 
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leaders in its annual \'Kings 

survey 

about 900 million dollars. He tops the queen of 
England... and the queen of the Netherlands... 


\"The Forbes article prompted an angry response from 
Castro 

Central Bank at his side and said he would resign if 
the magazine\'s assertions could be proven true. 


\"Even more interesting is how the ranking comes ata 
time when the Bush administration has made cracking 
down on Cuba a much bigger priority than any previous 
president in recent memory.\" 


To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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the FARC throughout the region. In addition 
Autodefensas Unidas de Colombia (AUC) infiltration into 
Venezuela has led to their playing a significant role in 
narcotics smuggling activities on the Guyana/Venezuela 
border. 


4. (SBU) \"Disrupting Criminal Organizations!" is the 
primary objective in Post\'s FY2008 Mission Performance 
Plan (MPP). However 

difficult by the lack of a permanent DEA presence at 

Post. The DEA mission in Trinidad also covers Guyana 
but is fully pre-occupied with the counter-narcotics 
initiatives in their host nation. DEA has done an 

excellent job serving both nations 

greater focus and its own DEA staff to fully address the 
severe narco-trafficking situation on the ground. A 
permanently manned office at Embassy Georgetown would 
ensure that DEA can work more effectively to accomplish 
the critical MPP counter-narcotics objectives and provide 
more sustained support to local law enforcement agencies 
in Guyana. 


5. (SBU) Plans are already in train for DEA to assist in 
the establishment of a vetted counter-narcotics unit in 
Guyana. An important challenge facing this unit is the 
pervasive corruption in the country 

previous Guyanese counter-narcotics initiatives. 
Establishing a DEA office will allow close and constant 
monitoring of the vetted unit to help alleviate this 


Β) Guangzhou 13384 C) Guangzhou 13385 F) Guangzhou 14707 G) Guangzhou 14818 Η) Guangz 
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problem. 


6. (SBU) In economic terms for USG 

Guyana would be more cost-effective over the long term. 
Without this office 

by drug trafficking organizations in Guyana would result 
in ongoing 

costs. 


7. (U) Ambassador plans to meet with Michael Braun 
Chief of Operations 

establishment of a DEA office at Post via the NSDD-38 
process. 


8. (U) This messge was cleared by DEA Port of Spain. 
BULLEN 
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out of Iraq" 


Eleonora Gosman 

for leading V'Clarin 

Fisk 

opines (05/21) V'... VMany American and British 
soldiers will die before troops leave. Insurgence has 
almost 40 

could be 200 

occupation forces. Occupying forces are living in real 
fortresses and live under the land.V 


V... VArabs lost their fear to resist and the US 
project seems exhausted." 


- VThe UN asks the US to close the Guantanamo prison" 


Daily-of-record V'La Nacion!" reports (05/20) “Тһе UN 
Committee against Torture asked the US yesterday to 
close Guantanamo prison in Cuba and asked Washington 
to eliminate all forms of mistreatment against 

detainees 

prisons in its global war on terrorism. 


V... Human rights organizations believe there are some 
460 detainees in Guantanamo 

there for more than four years without any charges 
filed against them. V 


- VThe next empire\" 


Marcelo Cantelmi 
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\"Clarin 

change in the world. Its growth is part of along 
economic cycle that impacts all over the world. 


\"Oil prices are owed to this capitalistic revolution 
launched by the biggest communist political structure 
of the world. 


\"In this framework 
the gigantic dam they have just built disregarding 
social or environmental costs. 


\"The purpose is to attend to the giant\'s voracity of 
energy and food. 


\"The question is where the giant will stop. The only 
certainty is that it will be the next empire.\" 


- VThe region and the US\" 


Left-of-center V'Pagina 128" carries an interview with 
Argentine President Nestor Kirchner 

(05/21) Y"... | believe there will be an interesting 
political change in the US. I think the role of Brazil 
and Venezuela is very important for the region... The 
US has not even remembered about the region 
reality. It proposes FTAs that are unacceptable in the 
current framework. With a different US 

be more integrated to the region 

easier. 


VAsked whether the fact that the US has not set its 

eyes on the region may have been a circumstantial 

relative advantage 

advantage with this policy 

disadvantage if there is a more integrating policy for 
the region." 


- VSouth 


Jorge Elias 

writes (05/21) V... Globalization 

freedom of movement 

of a cruel contradiction - if Germany\'s reunification 
and the end of the Soviet Union were reasons to be 
glad 

Southern border... vis--vis the virtual risk posed by 

an invasion of those who 
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opportunities in their countries of origin 

abandon their homes and families in search for a 
better future? 


V... Every wall means a more or less painful scar that 
protects some while expelling others. Neither the US 
nor Australia 

other country that was generous with immigrants would 
not have conceived of with walls.\" 


- VUS: racist groups increase and Hispanics are the 
new target" 


Ana Baron 

\"Clarin 

immigration demonstrations that took place in several 
cities of the US demonstrated the extreme racism still 
prevailing in some US groups. In response to those 
demonstrations 

Klan 

openly called to terrorist violence including 

operations with car bombs 

and murders of members of the US congress and Senate. 


\"According to a former journalist of The Miami Herald 
and the USA Today who now works for the Southern 
Poverty Law Center 

operating in the US went from 762 in 2004 to 803 in 
2005. During the last five years there has been a 3396 
increase. There are many reasons to explain this 
increase 

immigrants is the most important one." 


- \"K(irchner)\'s Braden\" 


Jorge Lanata 

(05/21) \"... Mr. Wayne does not speak Spanish and does 
not know our region well but 

his job as US Assistant Secretary for Economic and 
Business Affairs during the Clinton administration 

\'the first thing | used to do in the morning was check 
what was going on with the Argentine economy\... 


\"Mr. Wayne is concerned about Kirchner\'s ties with 
Hugo Chavez 

Government officials that \'with Venezuela we only do 
business 


\"... According to former diplomat and writer Albino 
Gomez 
not even a fascist. This is why it was highly 


sentations of various description could be present here. The lease/construction of office space and re 


a diminished Congress Party to power in Assam that must now rule in a coalition with the tribal Bodo 
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advisable for both Braden and Peron to come to an 
agreement regardless of what could have publicly been 
said about their relationship.V 


\"... The official history of Braden \'versus\' Peron has 
been questioned for good reason - several historians 
agree to make Braden appear as engaged in conflict 
with Peron 

(just as it has been recently with Kirchner\'s 

enemies)... Peron granted airline concessions to his 
\'enemy\' Braden and the two of them reached a deal on 
oil. V 


- VAfghanistan again V" 


Liberal 

carries an opinion piece by contributor Gwynne Dyer 
who writes (05/229 V'The Taliban are back. The 
resurgence of Taliban attacks in the Pashto-speaking 
provinces of southern and eastern Afghanistan means 
that US and other foreign troops in Afghanistan are 
now taking casualties at the same rate as US troops in 
Iraq... This was entirely predictable 

impossible to prevent given the strategy that the US 
has pursued since overthrowing the Taliban regime in 


late 2001. On the other hand 
could have offered a guarantee of success in 
Afghanistan either. 


VAfghanistan was always the problem from hell for 
Western strategists 

British and Russian strategists. It is an easy country 
to invade 

long-term... 


V... Would the situation improve if they all went home? 
No; it will probably just jog along as a low-level 
guerrilla 

present and no end in sight. Damned if you do 
damned if you don\'t.\" 


- VVOne should keep a cautious distance from the US 
and not being hostile to it^" 


Telma Luzzani makes an interview with Brazilian 
political analyst Helio Jaguaribe 

\"'South American integration cannot be performed with 
a negative 


it extremely well. Defense Minister Juwono and | opened the week-long program and the Minister pa 
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nowhere. It must be carried out under the sign of 
regional autonomy. And this means to keep a cautious 
distance from Washington 

Americans have the resources to torpedo this 
integration." 


- VWhy is Mercosur fainting\" 


Leading \"Clarin\" carries an op-ed piece by Marta 
Bekerman 

Economic Sciences 

Aires 

it will start a trade liberalization process with the 
US does nothing but deepen Mercosur\'s critical 
situation. 


Y... The process started with the Brazilian 
devaluation and the crisis of neo-liberal policies 
implies the end of a model of Mercosur and a form of 
administration that is typical of the \'90s. 


V... What this has demonstrated is that trade 
liberalization itself does not have the virtuous 
effect of diluting asymmetries and even less 
structural disparities.\" 


3. EDITORIALS 
- VThe control of hot borders" 


An editorial in leading \"Clarin\" reads (05/22) \"The 
tough anti-immigration measures taken by the US in 
recent days reflect an increasing concern about 
illegal immigration and its effects on the US economy 
and society. 


V... The USG decision to militarize the US-Mexican 
border targets the police aspect of the problem but 
clearly it does not solve it. It also implies a view 

that could generate discrimination and biases and that 
does not honor the US multicultural tradition. V 


To see more Buenos Aires reporting 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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positions on Burma. He said the GoA had always taken a 
strong interest in the human rights situation in Burma in 
general and in the case of Aung San Suu Kyi in particular. 
Cappagli said the GoA would look closely at the draft 
resolution. He noted a resolution that could be adopted by 
concensus would be ideal 

to difficulties. He singled out China as a potential 
roadblock to a Security Council resolution on Burma. 
GUTIERREZ 
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and stability in гад. He added it was important that the 
territorial integrity of Iraq be preserved and that the 

formation of the new government should contribute to that 
objective. Cappagli gave no indication that any GoA public 
statement on the new Iraqi government would be forthcoming. 
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man 

Ambassador noted that the military justice system needs to be 
improved so that it cooperates more effectively with the 
civilian justice system 

human rights cases 


5. (C) The Ambassador\'s strong comments to the MOD and 
entire high command on April 22 that they had to do better 
struck a nerve. We understand there was some pushback from 
within the COLMIL high command 

did not immediately rise to their defense in response to the 
Ambassadors criticism. 

WOOD 
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Jimenez Puerto and AMB 

that he and other Central American Foreign Ministers (with 
the exception of the Salvadoran FM) had met May 18 with the 
PRC Foreign Minister in Mexico City. The meeting was 
brokered by the Mexican FM. 


COUNSELOR ROBERT S. FORD, REASONS 1.4 (B) AND (D). 1. (C) Summary: Displacement of | 
to agree with various arguments for retaining the smallpox virus. He promised that he would discuss 


0 discuss increasing Egyptian-Israeli cooperation on combating TIP. The meeting came at US sugge 


y 20-22 on President Chen Shui-bian\'s apology for the First FamilyVs involvement in the recent inside 


Foreign Minister, Egypt called for the process of government formation to be completed via agreeme 


esidential race Park Geun-hye was attacked May 20 in Seoul by an assailant with a box-cutter; she 5 


J to their President), but not all, of the world\'s Baptists - visited Vietnam Мау 16-21 to meet with the € 


had (GOC) has complied with its commitments to date under the April 26 accord between the СОС a 
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2. (Ο) FM Jimenez said that the Costa Ricans appear to be 
drawing closer to the PRC and will soon sign a commercial 
deal with the PRC. He indicated that the GOCR might change 
recognition from Taiwan to the PRC 

offered to double Taiwan\'s assistance to Costa Rica. 


3. (C) President Zelaya said that he had an invitation to 

visit Taiwan in July and that he planned to make the visit. 

He noted that he would not abandon a friend of Honduras 
although the GOH will become closer to the PRC. He indicated 
that it appeared that Panama would soon change recognition 
from Taiwan to the PRC 

Panama Canal renovations was key. The AMB reiterated his 
offer for FM Jimenez to meet with Department of State experts 
on the China/Taiwan issue the next time he was in Washington. 
President Zelaya said that the GOH will take part in 
discussions with the PRC but will be careful not to take any 
rash decisions on Taiwan and the PRC. 


4. (C) Action request for Embassy Beijing 

and the other Embassies in Central America: Post requests 
that Posts report on any additional information they can 

obtain from host country\'s MFA regarding the meeting with the 
PRC FM in advance of Honduran President Zelaya\'s June 5 
meeting with POTUS. 

Ford 
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exactly how SloveniaVs donation would be spent. Cimpersek 
claimed that this lack of transparency made it more difficult 
to \"sell\" the proposal to the government. Cimpersek 
stressed 

any restrictions or caveats. She also expressed optimism 
that the GOS would adopt the proposal before the June 
ministerial. 

COLEMAN 
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calling for lowering the minimum wage 

standards. The alliance says it concerned that a second 
Uribe Administration will weaken worker rights 

by reducing the minimum wage 

denied this. Although labor\'s political strategy has not 
significantly weakened Uribe in the polls 

teacher\'s union strike and ongoing judicial sector strike 
could affect a smooth voting process. End Summary. 


Handle Accordingly 1. (U) This is an Action Request. Please see para 4. 2. (SBU) On May 19 onec 


g support for the Administration\'s decision to move quickly in November to normalize military-to-milit: 
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2. (C) The United National Command (СМО) 

Colombia\'s three major trade confederations 

pensioner\'s group 

dialogue with the GOC. In a public statement 

denounced an alleged \"hit list 

activists 

the National Commission of Settlement for Labor Affairs 
monthly tripartite roundtable mandated by law. According to 
the allegations 

the Department of Administrative Security (DAS) 

supplied the list to \"paramilitary death squads\" (reftel A). 
The public statement also highlighted concerns over a recent 
World Bank report calling for a lowering of the minimum wage 
and more flexible labor standards 

rights concerns. The statement concluded by calling on \"all 
forces of society\" to oppose the reelection of President 
Uribe. 


3. (C) Carlos Rodriguez 

Confederation of Workers (CUT) 

to suspend dialogue with the GOC under pressure from rank and 
file trade unionists and \"extremist\" elements. He explained 
\"This was the only way we could get the government\'s 
attention.\" Apicedes Fernandez 

Confederation of Colombian Workers (CTC) 

decision was a \"joint declaration\" against DAS corruption and 
impunity for violence against trade unionists. The CNU met 
with the Minister of Social Protection Diego Palacio and Vice 
Minister Jorge Leon Sanchez on April 31 

declared it would not resume dialogue until at least after 

the Prosecutor General releases findings on the alleged hit 
list. 


4. (C) Senator Jesus Bernal Amorocho of the leftist Polo 
Democratico Alternativo (POLO) 

Labor Committee 

GOC was \"more political than practical.\" He said the 
National Commission of Settlement was "а commission 
without any settlement. He claimed the СОС \"listens but 
never hears anything" in the Commission 

suspension would not have any real consequences. Prominent 
labor leaders also recognize the political nature of the 
suspension. CUT president Rodriguez 

the suspension would \"definitely\" last through the elections. 
VIf we meet with Uribe now 

supporting him 


; entry into Yemeni politics this year by increasingly distancing himself from his father\'s traditional alli 


ent to be issued by PM Blair and Maliki during the UK Prime Ministers visit to Iraq. 2. (C) Begin text: . 
. 1. (Ὁ) Summary. Three weeks after the official opening of the Togolese national dialogue, discus 
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to garner attention from the International Labor Organization 
(ILO) 

the May 28 Presidential election and the June International 
Labor Conference in Geneva. Vice Minister Sanchez agreed 
there were \"no practical consequences\" of the suspension as 
GOC and labor discussions were continuing on the subregional 
level 

they are interested in continuing dialogue with us 


privately.\" He called the suspension 
and claimed the move had hurt organized labor\'s public 
perceptions more than Uribe\'s. 


5. (C) In a May Day speech 

greater use of indefinite contracts for employees having 
remained with one entity for more than one year. Labor 
leaders have frequently identified the use of fixed-term 
contracts as the primary impediment to freedom of 
association. The next day 

presidency official clarifying that Uribe was not proposing 
these conditions for public employees 

the private sector to follow these suggestions. Senator 
Bernal called the Uribe speech V'campaign rhetoric." He 
referred to the State as \"the worst violator of labor 

rights\" 

servants are under fixed term contracts or are hired through 
temporary staffing agencies. He claimed that if Uribe 
sincerely wanted to improve labor rights 

enacting reforms in the public sector. Vice Minister Sanchez 
disagreed 

and referred to a May 14 announcement by beverage giant 
Bavaria 

According to Bavaria 

employees who had previously been working as temporary 
workers 


6. (C) Labor leaders fear that the GOC will take steps to add 
further flexibility to the labor code and lower the minimum 
wage 

following an expected Uribe victory on May 28. Senator 
Bernal said Congress would likely lower the minimum wage 
after the elections 

as Colombia is already sitting on gunpowder ready to 


pplicants and 212(f) review, we recommend: 1) that retired senior civil servants be considered on a c 
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explode.\" Vice Minister Sanchez 

do not want to lower the minimum wage 

economy had been improving and unemployment rates had been 
decreasing under the current policies. Conservative Party 
Representative Santiago Castro Gomez told other Poloffs that 
any proposal to lower the minimum wage would \"never\" be 
passed in the House. In addition to the concern over a 
minimum wage reduction 

of Social Protection Palacio had told him the GOC intends to 
introduce legislation after the election that would allow 
pension payments to fall below minimum wage levels. 


7. (C) May has witnessed three large-scale strikes. On May 
2-3 

conducted a strike that took 95 percent of the capital\'s 

25 

(reftel B). On May 11 

Branch Employees (ASANOL) began a strike involving 38 
judicial sector employees 

federal prosecutors 

effectively paralyzing the judicial system. Although the GOC 
declared the strike illegal after one week and withdrew from 
negotiations 

ASONAL president Fabio Hernandez claimed the strike did not 
have political motivations 

the union was taking advantage of the timing of the 

elections. In addition 

Drummond 

300 workers on strike from Swiss coal mining company Glencore 
(reftel C). Drummond and Glencore account for approximately 
45 percent of national coal production. The Union of Mine 

and Energy Workers (SINTRAMINERGETICA) 

majority of Drummond and Glencore workers 

salary increase of 20 percent 

investment 

issues. The lead negotiator for the Foundation of Energy 
Workers (FUNTRAENERGETICA) 

representing SINTRAMINERGETICA 

political objectives. He explained 

has already won the election 


that. V" 


people on completing the process οἱ forming their new government, MFA West Asian and North Afric 
zASE OF UAE DIPLOMAT/PROPOSED REGIONAL MISSILE DEFENSE SYSTEM 1. SUMMARY: 


pers, retook control of the Ituri town of Tchei (approximately 43 miles south of Bunia) May 21 during ( 


MFA press announcement follows. Begin Embassy translation: Press Announcement Nr.: 62/06 Dat 


| letter contents with MFA DAS for nonproliferation and disarmament Jan Arve Knutsen. Knutsen sait 
icer with the Department of Agriculture, Nature and Food Quality. Verbunt stated that, while he agree 
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--- 2. The content of UNFPA program in Mozambique is appropriate, and takes in consideration the c 


cial On May 18, Aleksandr Lukashenko told Abdullah al-Ahmar, assistant secretary general of Syria\' 
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8. (C) There is speculation that a proposed teacher's strike 
and the ongoing judicial strike could affect election day. 

On May 18 

Ramirez told Laboff that the CNU was discussing the 
possibility of encouraging the Colombian Federation of 
Educators (FECODE) to conduct a teacher's strike. 
Considering that up to 75 percent of polling station workers 
are teachers 

28 Presidential elections. FECODE represents some 280 
teachers and has been a vigorous opponent of Uribe. Although 
the political motivations of such a strike are clear 

said FECODE would declare the strike under the auspices of 
showing solidarity with ASONAL and presenting its own salary 
demands. He added that CUT president Rodriguez and Julio 
Roberto Gomez 

Confederation (CGT) 

but CTC president Fernandez was not. On May 19 

Executive Committee member Ivan Toro told Laboff that the 
prospects for the strike had become V'very doubtful." ASONAL 
president Fabio Hernandez 

also claimed his union\'s strike could affect election day 
calling the role of judges in ballot counting 


9. (C) The state of organized labor in Colombia parallels 

that of the political left (septel) and is basically divided 

into two camps: moderates who emphasize practical governance 
and radicals who are more involved in pursuing political 
agendas. The Bogota bus strike reflected this division 

ex-labor leader and POLO leftist Wilson Borja having attacked 
Mayor Garzon as a VfascistV for initially refusing to 

negotiate with the striking drivers and owners. Mayor Garzon 

is also a POLO party member and an ex-president of the CUT 
Colombia\'s largest and most influential trade confederation 
representing over 60 percent of ColombiaVs organized workers. 
On the first day of the strike 

Rodriguez 

supporting Garzon for his efforts at modernizing the 

capital's mass transit system. The next day 

21 Executive Committee members issued a statement criticizing 
Garzon and supporting the strike. Many argue such fissures 
foreshadow a splitting of the CUT 

Congress. While CUT founder Hector Fajardo said such rumors 
circulate every four years when the CUT Congress takes place 
he said this year's Congress 

in early Fall 

Colombia. 

WOOD 
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challenge Fernandez in 2008. Those who aspire will look to 
2012." 


The PLD appears to have won absolute control of Congress 
giving Fernandez leverage to get approval for his proposals 

-- suggesting that legislation on good governance will move 
ahead. According to the preliminary returns 

20 ofthe 32 Senate seats and is ahead for two others; the 
PRD has won 6 and the PRSC 4. If this result is confirmed 
the Fernandez administration will have the 2/3 majority 
needed to pass constitutional amendments in the Senate. His 
PLD may also achieve a simple majority in the House of 
Representatives 

unpublished JCE projection obtained by the Embassy shows 92 
seats for the PLD (of 178) 

PRD. The PLD will chair both houses as of the opening 
session of the new Congress on August 16. 


The ruling party also did very well in the municipal 
elections. As of May 23 

of the 151 municipalities 

minor parties in the remainder. Each mayor comes with a 
party list of city council candidates; council members are 
chosen in proportion to each party\'s vote total. As in the 
Congress 

change the balance of party control: the PLD 

of only 7 towns 

half 

governments on public works and delivery of benefits to the 
inhabitants. 


Election Count Continues 


As in previous elections 
significant problems in counting the votes according to a 


legally mandated system that is complicated 
time-consuming security procedures 

error-prone human beings to prepare hand-written and 
calculated tallies subsequently entered into computers. The 
losers 

election frauds into the 1990s 

first of what are likely to be many challenges to results in 
specific localities. 


Prominent USAID-supported civic organizaation Participacion 
Ciudadana 


ed reftel points to Department of Foreign Affairs Human Rights Section Deputy Director Gavan O\'Le: 
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reminded the public on May 24 that the parties have a right 

to challenge results believed to be inaccurate and asked that 
the challenges be well documented. The group also urged the 
parties not to engage in protests or other disruptive tactics 
that could raise tension 

results as determined by the JCE. 


JCE administrative chamber president Nelson Gomez announced 
that 

hearing challenges and requests for correction of widespread 
adding errors and other mistakes on the tally sheets prepared 

by poll workers on election night. The boards would have up 

to five days to resolve the challenges; the JCE would serve 

as a court of appeal if necessary. Political officer has 

seen egregious examples of bad math and a few of what might 
have been intentional changes to alter results. 


As of May 23 

municipal election boards in two provinces working to correct 
the tallies. The JCE plenary Мау 22 strongly invited the 
remaining boards to submit their results within 24 hours; the 
JCE subsequently anticipated releasing complete provisional 
returns on May 24. Opposition leaders and candidates 
asserted to political officer that the errors consistently 
favored the ruling party 

battle to push things their way in provinces and 
municipalities where the PLD edge is relatively thin. This 
strategy 

final determination of the winners while the election boards 
adjudicate challenges -- particularly in the numerous races 
for representative and mayor. 


What Path for the Opposition? 


The opposition parties are talking about internal reforms to 
revitalize the parties that dominated Dominican politics for 
more than 40 years. This election was primarily a defeat for 
the PRD. The party that won three straight elections -- in 
1998 

in 2006 its legislative and municipal dominance. The 
anti-PRD vote is attributed by many to the continuing 
widespread voter disapproval of ex-president Meja 

office in 2004 amid financial crisis 

and a failed effort at re-election. Some Embassy contacts 
believe Mejia\'s influence will wane after the electoral 
defeat 

will resign or be forced to do so. 


The PRSC of deceased president Balaguer had already hit a low 
point in 2004 


cerned by both the security situation in Afghanistan and by public accusations by Afghanistan Preside 
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Estrella got less than 9 percent of the vote. This time 

PRSC elected additional senators 

mayors 

won the senate seat from La Altagracia and aspires to run for 
president. However 

attributable to its аШапсе with the PRD. Not counting 

allies 

than the 9% PRSC vote in the 2004 presential election. An 


unknown but considerable number of Reformista voters 
over the alliance 
party affiliation is in doubt. 


Both opposition parties are in a shambles; their Grand 
National Alliance\" failed to reverse their decline. PRD 
secretary general Orlando Jorge Mera told political officer 


SIPDIS 

May 17 that the elections 'damaged the system of political 
parties. We need to pass a good political party law 

requiring greater transparency and discouraging candidates 
from switching parties opportunistically. Renegade Senator 
\"Tonty\" Rutinel 

elections 

recomposition\" in the parties. 


As if to underscore that need 

May 24 ran a front-page photo of two re-elected congressmen 
all smiles 

Ramos Garcia (PRD) of La Vega 

that last year the Supreme Court convicted him of alien 
smuggling and he served 9 months of an 18-month prison 
sentence. 


2. (U) Drafted by Bainbridge Cowell. 


3. (U) This piece and others in our series can be consulted 
at our SIPRNET web site 
(http://www.state.sgov.gov/p/wha/santodomingo) along with 
extensive other material. 
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and warned that a successor prime minister should not visit the 
shrine. On the other hand 

the need for promoting cooperation and exchanges in such areas as 
the economy 

bilateral dialogues other than the one at the top level until 

Koizumi steps down this fall 


r, Ashraf Ghani, in Nepal for two weeks of consulting for the World Bank (WB) on the transition of the 


he new Iraqi government. See para 4 for complete text. 2. (C) PolCouns spoke Мау 22 to Indian Mic 
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the Czech Republic took place in Prague on May 10. Discussions were productive and the mood po 


Column 3 
have been able to stem bilateral relations from suffering any 
further strains. 


The Japan-China foreign ministerial meeting took place for the 
first time in about one year and was the first one for Aso to 
attend since assuming the post of foreign minister. 


Speaking of the so-called Yasukuni issue 

fact that the Japanese leader pays homage at Yasukuni Shrine that 
enshrines Class-A war criminals along with other war dead hurts 
the sentiments of the Chinese people.\" 


Aso told Li about Japan\'s position: \"Visiting the shrine is to 
pay respect and offer gratitude to the war dead.\" As to whether 
he would visit the shrine 
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based on my principles and in consideration of my official 
capacity.\" 


On gas field development in the East China Sea 

ministers confirmed that they would give a boost to senior 
working level talks. They also agreed that the two countries 
would discuss the introduction of a system of consultation and 
notification between relevant government agencies of the two 
countries 

Navy. The purpose is to avoid unforeseen incidents at sea. 


Aso stated 

same time he expressed concerns about China\'s military buildup: 
\"China needs to make its national defense policy transparent and 
to work for confidence building with Japan.\" Li emphasized: \"As 
evidenced by the Great Wall of China 

defense.\" The two foreign ministers agreed on a plan to resume 
security dialogues between the two countries - which have been 
interrupted since February 2004 - by the end of the year. 


They also agreed to work together to bring about an early 
resumption of the six-party talks on North Korea\'s nuclear issue. 
Aso sought cooperation from China to deal with the abduction 
issue 

the importance of the issue.\" 


After the meeting 

frankly and effectively. I\'ve felt that the meeting this time has 
now paved the path for Japan-China relations to move toward 
improvement.\" 


Chief Cabinet Secretary Abe: \"Extremely meaningful\" 


itive Council (PLC) member Salam Fayyad and PLO Executive Committee (PLO-EC) member Yasir y 
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During a press conference this morning 

Shinzo Abe referred to the Japan-China foreign ministerial 
meeting held for the first time in one year and gave high marks 
to it: "It's extremely important to have talks with China at the 
foreign ministerial level. Such a meeting is extremely meaningful 
so as to frankly exchange views on issues lying between the two 
countries." When asked about the Chinese side\'s renewing its 
criticism of Prime Minister Junichiro Koizumi\'s visits to 
Yasukuni Shrine 

relationship 

respect the other side\'s thinking and the differences. We must 
not close the door of dialogue.\" 


(3) Whether important bills on conspiracy 
and education reform will clear Diet during current session 
remains uncertain 


NIHON KEIZAI (Page 2) (Full) 
May 24 


With less than one month left in the current Diet session that 
runs until June 18 

bills has become even tighter. The ruling coalition intends to 
give priority to deliberations on an administrative reform 
promotion bill 

postponed to next week or later a vote in the House of 
Representatives Committee on Judicial Affairs on a bill to amend 
the organized crime law that would make \"conspiracy\" a crime. 
Since no prospect is in sight for consultations with the 

opposition parties to modify the bill 
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clear the Diet during the current session is uncertain. It also 
will be difficult to pass a bill amending the Basic Education Law 
without extending the Diet session. The ruling camp is likely to 
be forced to walk a precarious tightrope in the weeks ahead. 


In a press conference yesterday 

Abe expressed his hope for an early vote on the bill to revise 
the organized crime law 

become well-known to the public 

naturally heighten.\" 


Unable to read the prime ministers mind 
With Lower House Speaker Yohei Kono\'s arbitration on May 19 


ruling and opposition camps agreed to continue deliberations 
Yukio Hatoyama 


ЈАК AS LAWYERS AND LINGERIE SALESPERSONS, SAUDI TRIBUNAL OVERRULES MINISTRY 


Terrorists killed seven and injured scores more in a spectacular mid-day May 21 attack on a Congre 


World Press Freedom Day Prize in April in recognition of her courage in defending and promoting fre 
on Мау 22 welcoming the formation of the new гад! government. The Austrian EU Presidency said i 
, plus friction among the Ministry of Agriculture, Secretary of Agrarian Affairs and the Land Fund have 
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party 

coalition should accept our bill with no changes.\" Koya Nishikawa 
ofthe LDP said 


A senior LDP Diet Affairs Committee member stated positively 

\"The bill will never clear the Diet without extending the 

session.V If the Upper House requires as much time for 

deliberations as did the Lower House 

pass the bill before the end of the current session. The 

situation is that the ruling camp has yet to decide when to take 

a vote on the bill since it cannot read the real intentions of 

Prime Minister Koizumi 

is reluctant to extend the session. Some LDP members are becoming 
increasingly dissatisfied with KoizumiVs response. 


Deepening confrontation between LDP and Minshuto 


Heightening confrontation between the LDP and Minshuto is 
affecting deliberations on a medical reform bill and other bills. 

The Upper House Committee on Health 

deliberations yesterday 

session. The members from the ruling parties and the Japanese 
Communist Party conducted deliberations. The ruling camp intends 
to continue deliberations without Minshuto lawmakers in an 
attempt to get the bill through the Diet before the end of the 

current session. 


The Lower House Special Committee will start on the 24th 
deliberations on the bill revising the Basic Education Law with 
attendance of Koizumi. Minshuto submitted its own bill to the 
Lower House yesterday. The committee will conduct deliberations 
on both bills. Minshuto incorporates more conservative words than 
those of the government and ruling camp in its bill 

rocking the LDP. The opposition party also intends to prevent the 
government-sponsored bill from clearing the Diet 

conducting deliberations thoroughly. 


Many ruling camp members call for extension of the current Diet 
session 


Asked by reporters about the governments bill yesterday 
responded 

bill will pass through the Diet before the end of the current 
session.\" The dominant view in the ruling camp is that in order 
to pass the bill the session should be extended until the end of 
July. Negotiations broke down between the ruling camp and 
Minshuto on the joint submission of a bill on referendum for 
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of dissolving the ad-hoc committee on electoral legislation. The move came after committee chair, Al 
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amending the Constitution. The ruling LDP and its coalition 
partner 

session on their won as early as May 26. Minshuto also plans to 
present its own bill to the Diet. The prospects for the bills 
remain uncertain. 


(4) Mapping out measures to cut government expenditures bound to 
encounter complications 


MAINICHI (Page 3) (Full) 
May 23 


Liberal Democratic Party (LDP) Policy Research Council Chairman 
Nakagawa 

Reform Project Team 

plans to cut civil servant employment costs 

substantial cut in retirement benefits paid to local 

administrative chiefs and the abolition of subsidies paid from 
public funds to the mutual aid association for local public 

servants. Since public servants employment costs can be cut 
without cost to the Japanese people 

Financial 

they are cut 

beginning to take the view that the settlement line for the 

package reform of expenditures and revenues is to have taxpayers 
tolerate a lenient cut in social security expenses in return for 
slashing public servants\' salaries. 


The Project Team has looked into ways to cut expenditures in five 
areas 

and personnel costs since April. In particular 

almost annually reformed the medical services and pension 
systems. Even so 

approximately 40% of general spending (20.5 trillion yen in 

fiscal 2006). Such spending is bound to continue to expand. In 
order to obtain understanding of the public for a hike in the 
consumption tax 

voluminous social security expenses. However 

services reform bill is now under deliberation 

to discuss a cut in social security expenses 

a further increase in the burden shared by the public. Such being 
the circumstance 

yet to be set. 


The Council on Economic and Fiscal Policy (CEFP) has approved of 
a policy of constraining public works expenditures to an amount 

3% below the preceding year\'s level over the next five years. 
However 

possible to support a uniform cut. If the margin of a cut in 

Social security expenditures is small 

come with people resenting the prospect that public works alone 


eting with ΙΟ Assistant Secretary Kristen Silverberg, UNRWA Deputy Commissioner-General Filippo 


vith Human Rights Ombudsman Vladimir Lukin, who will visit New York and Washington May 23-26 (r 


1e international Stathopoulos drug trafficking organization. Greek police also seized approximately 1( 
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will become the victim of cost-cutting. 


Though the LDP is determined to use a cut in public servantsV 
salaries as an escape 

revenues could disintegrate 

social security expenses. 


(5) FTC 
throughout nation 


NIHON KEIZAI (Page 3) (Slightly abridged) 
May 24 
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The Osaka District Public Prosecutors Office Special 
Investigation Unit yesterday arrested seven company employees 
including department heads 

construction of sewage-treatment plants. The incident has once 
again brought into the open the reality of a situation in which 
leading companies are rigging bids over large public works. Since 
the steel bridge bid-rigging case 

Commission (FTC) filed an accusation last May 

prosecutors have strengthened efforts to crack down on bid 
rigging. They are determined to root out the practice throughout 
the country by fully applying the revised Anti-Monopoly Law 
which grants the FTC the authority to investigate AML violations. 


The bridge construction bid-rigging case 

biggest bid-rigging case in history 

personnel of JapanVs leading companies 

Heavy Industries and Ishikawajima-Harima Heavy Industries 
involved in bureaucrat-led bid rigging in conspiracy with senior 
officials of the former Japan Highway Public Corporation 

sponsor of the projects. The number of manufacturers indicted on 
charges of violating the AML reached 26. 


Of the 11 companies charged with bid rigging over the 

construction of sewage-treatment plants 

engaging in bid rigging for the construction of steel bridges. 

Some of these companies had also come under scrutiny on suspicion 
of engaging in bid rigging over the construction of water gates 

and tunnel ventilation equipment. The FTC conducted on-the-spot 
inspections of these bid-rigging cases. The FTC and public 
prosecutors have made clear their determination to urge companies 
to observe regulations more strictly 

prosecutor of the Supreme Public Prosecutors\' Office put it. 


In bid-rigging cases concerning projects sponsored by the New 


ied opposition Aleksandr Milinkevich. Milinkevich had just completed a long-delayed talk with Anatol) 


1. (S) The forced departure of NDIVs project director on May 12 | 
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Tokyo International Airport Authority (now Narita International 
Airport) and the Defense Facilities Administration Agency 

FTC and public prosecutors brought employees in charge at heavy 
electric machinery and air conditioner makers and general 
contractors in a summary indictment on charges of conducting 
collusive tendering. The case has revealed that bid rigging is 
rampant in every sector. 


The FTC and public prosecutors will toughen their efforts to 
crack down on bid rigging 

into effect this January. The revised law grants the FTC 
investigative authority 

involved in rigged bidding and seize evidence. A system of 
reducing administrative surcharges imposed on companies that 
cooperate with the FTC by voluntarily reporting unfair trade 
practices has also been introduced. Before the law was revised 
only the Tokyo High Public Prosecutors Office was authorized to 
indict AML offenders 

office can do so. 


Bid rigging over the construction of sewage-treatment plants is 
the first case in which the FTC has exercised its authority to 
investigate AML violations. The Osaka District Public Prosecutors 
Office will be in charge of investigation. The case reportedly 
involved monetary compensation to contain oppositions to the 
construction of such facilities. On May 17 

investigation unit arrested one broker 

on suspicion of blackmail. This broker (72) 


TOKYO 00002873 007 OF 012 


consulting company 

yen from companies that were involved in the bid rigging. He was 
active mainly in western Japan. He reportedly has influence on 
both manufacturers and local governments. The Special 
Investigation Unit is keen to discern the flow of funds from the 
involved companies. It is expected to pursue this executive as 
well as the arrested seven employees. 


(6) 2006 LDP presidential race (Part 1): One-on-one battle 
between Fukuda and Abe expected 


SANKEI (Page 4) (Abridged slightly) 
May 24 


Prime Minister Junichiro Koizumi 

making factional coordination for the Liberal Democratic Party\'s 
presidential election 

Prime Minister Yoshiro Mori 

the LDP with two potential successors to Koizumi -- Chief Cabinet 
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ill buzzing a week after news broke over Gamal Mubarak\'s visit to the United States. The perceptior 
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Secretary Shinzo Abe 


SIPDIS 

Yasuo Fukuda 

fielding a single candidate. Although there is an observation 

that candidates have effectively been narrowed down to Abe and 
Fukuda 

Sadakazu Tanigaki 

the first installment in a series of reports on the LDP 

presidential race in motion. 


Abe called on Mori at his office near the Diet building on the 
afternoon of May 17. Mori moaned to Abe about loud support for 
Abe by Ichita Yamamoto 


MoriVs true intention was to determine Abe\'s preparedness to run 
inthe race. Abe gave an evasive answer to Mori\'s question. Abe 
is also believed to have explained his position that not running 

in the race would disappoint the expectations of his supporters. 


Mori still holds a faint hope for fielding a single candidate. 

Abe and Fukuda are often compared in terms of Asia policy and a 
generational change. Despite Mori\'s hope for acompromise between 
the two 

inthe LDP poll. 


When Mori met on May 22 with former Singaporean Prime Minister 
Lee Kuan Yew 
Fukuda 


After the Golden Week holiday period 

visit to the United States where he was able to hold talks with 
some 50 prominent figures 

- red-carpet treatment to someone not holding any key government 
or party post. The visit proved fruitful for Fukuda 

exchanging views оп America\'s Asia strategy and other matters. 
People connected with the US Congress wanted to know if Fukuda 
would run for the LDP presidency. 


But Fukuda always told them: WI didn\'t say anything about seeking 
the presidency. The media made that up." 


A Mori faction member supportive of Fukuda took this view: V'Mr. 
Fukuda\'s US trip was a success. The White House has high regards 
for him 

seeing US congressional members.\" 
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Washington\'s red-carpet treatment is not completely unconnected 
with Fukuda\'s growing popularity. In the latest opinion survey 
conducted by Fuji-TV\'s V'Hodo 2001 

marked 36.296 and that for Fukuda 29.296 

shrinking by 28 points to 7 points from January. 


The trend is ascribable to the emergence of a mood putting higher 
priority to experience than to youthfulness with the appearance 

of Minshuto (Democratic Party of Japan) President Ichiro Ozawa 
64 

A growing likelihood for Fukuda\'s one-on-one battle with Abe 
following Mori\'s announcement to give up a single candidate is 
another reason. 


Fukuda does not seem eager to run in the race 

surface. His father 

the Mori faction (or Seiwa Seisaku Kenkyukai). Fukuda wants to 
ride the crest of growing calls for his candidacy rather than to 
come forward independently and split up the faction. Such 
scenario is being mentioned in the LDP. 


Before leaving for the United States 

the home in Tokyo of the late Prime Minister Keizo Obuchi to 

offer incense sticks ahead of the seventh anniversary of his 

death. The Obuchi family sensed FukudaVs eagerness for the LDP\'s 
top job. 


Abe calmly attributed Fukuda\'s growing popularity to his track 
records 

Koizumi administration. But a junior member close to Abe thinks 
he is alarmed by Fukuda\'s popularity. 


Fukuda served as chief cabinet secretary and Abe as his deputy 
for three years from the closing days of the Mori administration 
to the beginning of the Koizumi administration. Reportedly 
discord grew stronger between the two during that period. 


Fukuda and Abe again locked horns fiercely over whether Koizumi 
should visit Pyongyang to collect family members of repatriated 
abductees following his first surprise visit to North Korea in 

2002. Since Fukuda became the Mori factions representative 
secretary general in the fall of 2004 


SIPDIS 
the factions general meetings. 


Being the Koizumi cabinets spokesman 

Abe to comment on the LDP poll. But he has begun mentioning 
correcting the social disparity and relations with China 

apparently with the LDP presidency in mind. A Mori faction member 
supporting Abe noted: \"Only a few faction members 


b), (d) 1. (С) SUMMARY: Charge Stein and USAID representative Fuller held a warm meeting with 
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Seishiro Eto 

support behind Mr. Fukuda. | think that of the 87 members 
are supporting Mr. Abe and 20% Mr. Fukuda.\" 


Views of members of other factions are mixed. Mid-level and 

veteran members pinning hopes on Fukuda and who are also eager to 
become winners in the next administration are carefully 

monitoring the trend without expressing their support for Fukuda 
outright. 


Rumor has it that a fifth person will join the race along with 
Abe 
Koichi Kato 
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candidate. 


Such persons as former Vice President Taku Yamasaki 
Minister in Charge of Economic and Fiscal Policy Kaoru Yosano 
67 

are being mentioned as possible candidates. 


An LDP executive predicted: \"A large number of candidates would 
reduce Abe\'s chances for winning a majority 

runoff." A veteran Fukuda supporter took this view: \"If a runoff 
occurred between the top two contenders 

Fukuda to score a come-from-behind victory." 


К has been a half-century since AbeVs grandfather 

Kishi 

and was eventually defeated by his runner-up 

who joined hands in the second ballot with the person who came in 
third in the first voting in the election in 1956. Will Abe be 

able to achieve a victory in the first ballot? 


(7) Editorial: Full preparations necessary for SDF to withdraw 
from Samawah safely 


MAINICHI (Page 5) (Full) 
May 24 


Following the inauguration of the formal Iraqi government 
focus of attention has now shifted to when and how coalition 
forces will withdraw from Iraq after security responsibilities 
are handed over to the Iraqi government. 


Prime Minister Nouri al-Maliki met with visiting British Prime 
Minister Blair and said that the security responsibility in 
Samawah 


selor Robert S. Ford for Reasons 1.4 (b) and (d). 1. (C) Summary. Тһе simmering conflict within the 


S 1. This is a Guidance Request, see para 4. 2. Summary and Comment: UNESCO Extrabudgetar 


‚5 include US President George W. Bush requesting additional funds from the US Congress for the οἱ 


spend Schengen provisions and re-establish border controls if necessary during the World Cup June 
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been stationed 

Australian militaries to Iraqi security forces in June 
earliest. 


If matters move smoothly 
Japan will be able to pull GSDF troops out of Iraq possibly in 
July 


About 500 troops in 10th SDF rotation are about to enter Samawah. 
Should the government formally decide to withdraw troops in the 
near future 


In its basic plan for SDF dispatch to Iraq - adopted at a cabinet 
meeting last December 

withdrawing SDF troops: (1) progress in the political process 
such as holding of national assembly elections and establishing a 
full-scale government; (2) the local security situation; and (3) 

the state of activities by coalition forces 

and Australian troops 

forces. 


The new Iraqi government was finally launched nearly six months 
later than scheduled 

handing over security responsibilities in Samawah to Iraqi 

security forces. This means that GSDF troops in Samawah will soon 
start a process leading to their withdrawal. 


Prime Minister Junichiro Koizumi 
when Japan will bring its troops back to Japan 
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will make a judgment from a comprehensive viewpoint. V" Chief 
Cabinet Secretary Shinzo Abe has also cautiously taken the 
remarks by the new lraqi prime minister 

predict what would happen in the future. V" 


The government is nervous about SDF withdrawal 
be involved 
troops were attacked on their way from Samawah. 


Samawah is one of the most stable areas in Iraq 

other areas in Iraq 

often taken place. There was a case in which a shell was fired at 
the SDF camp. They must stay alert. 


GSDF troops employ many local citizens for work to repair roads 
and public facilities. There is a project that involves employing 

4 

get jobs should SDF troops be pulled out. It therefore is 
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necessary for Japan to work out some measures so that local 
residents will not be left dissatisfied and disgusted. 


Japan also must let local residents know that itwill continue to 
make utmost efforts to reconstruct their nation by constructing 
thermal power plants and other projects under its official 
development assistance (ODA) program even after pulling out SDF 
troops. 


Japan plans to have SDF troops leave Iraq in conjunction with the 
withdrawal of British and Australian troops because the Japanese 
troops have been under their protection. The Japanese military 
should make full arrangements with the British and Australian 
militaries. 


The government has decided to continue offering airlift services 

by the Air Self-Defense Force even after GSDF troops return home. 
Such airlift services will naturally be carried out under the 

context of humanitarian and rehabilitation assistance based on 

the Iraq Humanitarian Reconstruction Support Special Measures 
Law. 


Two years and three months have already passed since the GSDF 
launched humanitarian and reconstruction assistance in Samawah. 
During this period 

the Japanese troops. 


In order to pull the GSDF out of Iraq safely 
a perfect crisis-management system. 


(8) Why the Foreign Ministry is all upset about Muneo Suzuki\'s 
visit to the northern territories after five years 


SHUKAN POSUTO (Weekly Post) (Pages 172-173) (Abridged) 
June 2 


Lawmaker Muneo Suzuki visited Japan\'s northern territories (now 
controlled by Russia) for the first time in five years for four 

days starting on May 19. He joined a group of visitors to the 
islands participating in a no-visa exchange that just started 

this fiscal year (April 1). The Foreign Ministry was greatly 

upset to find out about his trip. A staffer at that ministry 

explains why: 


\"The no-visa exchange visitors will be accompanied by somebody 
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from the Foreign Ministry. When we found out that Mr. Suzuki 
would be in the group 
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responsible for the exchange said they did not want to go on the 
trip. They expected Mr. Suzuki would bombard them during the tour 
with questions 

move to their boss. He would add a big load to their work. 
Moreover 

to more criticism of the Foreign Ministry.\" 


The reason why ministry officials are so nervous is because 
Suzuki has continuously been pursuing the Foreign Ministry in the 
Diet. After he was restored to political life in the last 

election 

Ministry for it to answer in the Diet. Among them was an inquiry 
about suspicions of secret funds being held by the Japanese 
Embassy in Moscow during the former Soviet Union period. He 
pursued that issue last November in the Diet 

that he had named 

not show up. 


The same Foreign Ministry source said: 


VAt that time 

responsibility 

were backbiting him 

division director accompany Suzuki since there were still sore 
feelings left from that incident. There have been some who 
ridiculed Director Matsuda 

by Suzuki for acting childish at a posh Japanese restaurant 
now had the chance to complain directly to him. V 


Muneo Suzuki was arrested on the charge of bribery and corruption 
in 2002 

aid-funded) friendship house built on the northern island of 
Kunashiri. At the time 

that the place was called the \"Muneo House 

suspicions about Suzuki. A reporter attached to the Foreign 
Ministry noted: 


VIn the end 

sent an underling to accompany the group. Although the staffers 
of the Russia Division so far have been avoiding Suzuki 
absenting themselves from a reception held by the Russian 
ambassador 

exchange trip. V 


In addition 
has been the Cabinet OfficeVs action. A source in the Foreign 
Ministry had these misgivings: 


VIt was the Cabinet Office that gave permission to Suzuki at the 
last minute to join the no-visa exchange group. In dealing with 
the northern territories issue 
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the diplomatic negotiations 

charge of the northern island reversion movement in Japan 
includes handling the petitions of former islanders. But since 
the negotiations to return the islands have been stagnant 
Cabinet Office is said to be annoyed at the Foreign Ministry. If 
Suzuki visits the islands 

become self-evident. The Cabinet Office\'s aim seems to have been 
to further stir up the quarrel between the Ministry and Suzuki 
and thereby grab for itself the lead on northern territorial 
affairs. V 
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65362 
for arranging a meeting with the US president" 


YOMIURI (Page 37) (Full) 
May 25 


Sakie Yokota 

on US Ambassador to Japan Thomas Schieffer 

behind the scenes in arranging a meeting between Sakie and US 
President Bush in April 

ambassador. Attending a lecture meeting in Tokyo where the 
ambassador delivered a speech 

thank you enough for our having had an opportunity to convey our 
sorrows to President Bush. V 


Schieffer told Yokota 

was sure the president would be moved by Mrs. YokotaVs story 
indicating a rising interest in the abduction issue in the US 
government. 


It is said that the meeting between President Bush and Sakie was 
realized largely because of Schieffer\'s advice to the president. 
Schieffer and Bush have been close friends since before Bush went 
into politics. Schieffer has been actively addressing the 

abduction issue. For instance 

government official to inspect the scene of MegumiVs abduction in 
Niigata City. 


5) US will not meddle in shrine visit issue 
Japan says 


SANKEI (Page 3) (Full) 
May 25 


IG FOR REASONS 1.5 (b), (d) 1. (C) Summary: KMT legislators debated each other and sheepishly 


ϱ history of friendly relations with Iraq and would like to get them back on track. End Summary. 2. (S 
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US Ambassador to Japan Schieffer 

ofthe Japan-US Forum of the International Friendship Exchange 
Council 

interfering in the issue of Prime Minister Junichiro KoizumiVs 
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visits to Yasukuni Shrine had not changed. \"Whether or not to 
visit the shrine is a matter for Japan will decide and not a 
matter for the United States and others to say do as | tell you 
he stated. 


Schieffer noted: V'East Asia has seen the emergence of the 
unprecedented phenomenon of two major powers (Japan and China) 
standing side by side. Even without the Yasukuni issue 
apprehensions and tensions could rise.V' He then stressed the 
importance of the Japan-US alliance contributing to bringing 

stability to the region. 


The Ambassador added: V'While Japan-US relations are in remarkably 
good shape 

to say that improving diplomatic ties with a certain country 

comes about at the expense of relations with another country.\" 

6) Koga calls for separate enshrinement at Yamasaki faction 

meeting 


YOMIURI (Page 4) (Full) 
May 25 


The Yamasaki faction of the Liberal Democratic Party held a 
policy study meeting yesterday by inviting former Secretary 
General Makoto Koga 


Explaining his policy proposal for unenshrining Class-A war 
criminals from Yasukuni Shrine 

people to pay homage at Yasukuni Shrine comfortably 
avoid the question of separate enshrinement.\" 


Some Yamasaki faction members 

Katsuei Hirasawa 

unenshrine them.V' But Koga sought their understanding 

believe the advancement οἱ this idea will help spread the concept 
among the people.V' 


Former LDP Vice President and Yamasaki faction head Taku Yamasaki 
and Koga intend to put high priority on Asia diplomacy with the 

LDP presidential election in September in mind. Some observers 
regard the move as part of cooperation between Yamasaki and Koga 
for the presidential race. 
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7) Bereaved Families Association Chairman Koga opposes state 
support of Yasukuni Shrine 


ASAHI (Page 4) (Full) 
May 25 


Bereaved Families Association Chairman Makoto Koga 
secretary general of the Liberal Democratic Party 


SIPDIS 

meeting yesterday of a policy study group of the Yamasaki faction 
ofthe same party. He there expressed his view opposing thinking 
in the party of placing Yasukuni Shrine under \"state protection 
under which it would lose its credentials as a religious 

institution. He said: "Ав a member of a bereaved family that lost 
loved ones in battle 

remain as Yasukuni Shrine. V 


8) Education reform bill: Government carefully answers to 
question about patriotism 
purpose of revision V 
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MAINICHI (Page 2) (Excerpts) 
May 25 


The House of Representatives Special Committee on the Basic 
Education Law started yesterday deliberations on bills revising 
the education law 

as well as effects on schools. Opposition parties expressed 
concern that teaching students to take an attitude of loving the 
nation and homeland 

sponsored bill 

Kosaka 

technology 

have patriotism is not the purpose of revising the law.\" 


9) LDP likely to forgo inclusion of consumption tax-hike plan in 
fiscal 2007 tax reform proposal 
Upper House election next year 


NIHON KEIZAI (Top Play (Excerpts) 
May 25 


The Liberal Democratic Partys Tax System Research Commission 
chaired by Hakuo Yanagisawa 
stipulating a hike of the consumption tax rate in its fiscal 2007 


ied By: Tatiana C. Gfoeller reasons 1.4 (b) and (d). 1. (S) SUMMARY: During a recent meeting with 


State. ΕΙΡ leader Chaudhry plans to be Leader of the Opposition, but his party will take 9 portfolios 


Affairs informed us that it would forward a letter to the Ministry of Commerce, authorizing that ministry 
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tax reform proposal. In the ruling party 

concern about the negative effect of a tax hike on the House of 
Councillors election slated for July of next year. In addition 

some members have also suggested that the best timing for the tax 
should be worked out for the first time after the panel paves the 
way for revenue and spending reforms. The possibility is now 
strong that the tax-hike decision will be made in the summer of 
next year or after. 


The LDP tax panel noted in its tax reform proposal for fiscal 

2006 released late last year: \"The nation\'s tax system 

the consumption tax 

line with debates on revenue and spending reform in the 
government and the ruling camp 

discussing how to promote the sweeping reform of the tax system. 


However 

panel 

if we show a timetable for implementing reform plans.\" He thus 
referred to the possibility that the commission will only discuss 
a timetable for future reform plans without stepping into the 
margin of tax hike in debates on а fiscal 2007 tax reform 
proposal due out late this year. 


10) Minshuto to turn up the heat on ruling coalition with new set 
of four issues 


SANKEI (Page 5) (Excerpts) 
May 25 


For the main opposition party 

Japan) the issue of illegal handling of national pension premiums 
payments by a social security office has now become a new weapon 
to attack the government and ruling coalition. At a Lower House 
Health 

posed questions about this issue alone. At the second half of the 
current Diet session 
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and ruling camp with a set of four issues: making V'conspiracy a 
crime; education reform 
reform 


At the committee session yesterday 

Social Insurance Agency Director General Seiji MuraseVs 
responsibility 

pension premium payments) was impossible" 


Murase responded 


i/THAI MEMO DATED 8 MAY REC\'D 17 MAY 2006 В. 05 STATE 021314 - GUIDANCE С. 03: 


\. JUSMAG/THAI MEMO DATED 16 MAY REC\'D 18 MAY 2006 B. 05 STATE 021314 - GUIDANC 
AG THAI E-MAIL OF 19 MAY 2006 В. JUSMAG/THAI MEMO DATED 3 MAY RECVD 9 MAY 200! 
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(U) This is an action request for human rights verification required by the Leahy Amendment; see Pi 
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м of force by the Ankara secular establishment. The elites - President Sezer, military brass, party leat 


us PKK attacks (usually involving IEDs) and Turkish military operations, six soldiers or police, four ci\ 
Turkey to keep the Dardanelles and the Bosporus open to commercial shipping and to limit naval pas: 
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narized here. POLITICAL, SECURITY, HUMAN RIGHTS OZGUR GUNDEM: A bomb explosion toc 
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statutes.\" However 

and welfare 

the consent of the social insurance office. He then said that a 
new Social Insurance Agency 

present agency is abolished 

The Health 

the scandal by coming up with measures to prevent a recurrence 
such as personnel changes across the nation before the 
establishment of the new organization. 


It is true that this scandal has become a good tool to attack the 
government and ruling camp. 


11) Kyuma: \"Diet session will be extended for about a week\" 


ҮОМІШНІ (Page 4) (Full) 
May 25 


Liberal Democratic Party General Council Chairman Fumio Kyuma 
delivered a speech in Fukuoka yesterday in which he said 
regarding the ongoing Diet session: \"Considering the prime 
minister\'s diplomatic schedule (US visit) 

extended substantially.\" Kyuma thus predicted that the Diet 
session would be extended for a week at most. 


12) Abe to announce candidacy for LDP presidential race probably 
in July 


YOMIURI (Page 1) (Excerpts) 
May 25 


Chief Cabinet Secretary Shinzo Abe indicated yesterday in a 
speech that he would announce his candidacy for the September 
Liberal Democratic Party (LDP) presidential election after the 
Group of Eight summit that takes place in St. Petersburg 

in mid-July. 


He stated: 


VI will continue to fulfill my duty as chief cabinet secretary 

and then decide what | should do next. The Diet is now in session 
and the G8 summit will be held. | will have to think about when 

to announce (my candidacy) sometime in the future." 


Asked how he felt about his high rating in opinion polls as a 
possible candidate to succeed Prime Minister Junichiro Koizumi 
Abe said 

that meet everyone\'s expectations." Citing constitutional 
revision as a future political task 

that that will become a major challenge for the next cabinet. V 


„PDC coalition reiterated that the May 3 presidential election was a farce and said it was N 


banon/Egypt, Resolution 1680, Palestinian Territories, Israel/US (5/22) 1. Summary: Syrian papers 


Column 3 
Abe has already told his aides he intends to run in the LDP 
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leadership race. After a series of political events -- the 
drafting in June of \" big-boned reform policy guidelines\" for 
economic and fiscal policy and structural reform 

KoizumiVs visit to the United States 

intends to announce his candidacy 

the Koizumi reforms. 


13) Lawmakers held meetings at restaurants 

yen from national administration research expenses; Lower House 
data for fiscal 2002 and 2003 unveiled for first time; Chief 
secretariat returned part of money he spent 


SIPDIS 


ASAHI (Top Play) (Excerpts) 
May 25 


National administration research expenses are funded by tax 
revenues for use by lawmakers when they conduct research on 
national politics. Data obtained by the Asahi Shimbun through 
access to official files found that the Lower House disbursed a 
total of approximately 100 million yen to lawmakers in fiscal 

2002 and 2003 to be used for their meetings and about half that 
mount was used for wining and dining at posh traditional Japanese- 
style restaurants or snack bars. The current Information 
Disclosure Law does not cover the Diet 

information subject to disclosure to such held by administrative 
organizations. The Asahi Shimbun asked the Board of Audit to 
disclose expenditure-related documents received from the Lower 
House. This is the first time that the overall use of expenses 

for national administration research was unveiled. 


In an interview with the Asahi Shimbun 

of the Secretariat of the Lower House 

that it is absolutely impossible to obtain an understanding of 
this.\" He revealed that he last weekend voluntarily returned 

940 

expenses 

November 2003 and used for wining and dining outside the Lower 
House. 


According to the Finance Ministry 
expenses the Lower House paid out 2.87477 billion yen in fiscal 
2002 and 2.67854 billion yen in fiscal 2003. 


The data the Asahi Shimbun obtained unveiled that of those 


іа оп Мау 10-12, 2006. Over thirty senior government officials from the six Greater Mekong Sub-regi 


OF 005 Classified By: Consul General James B. Cunningham. Reasons: 1.4 (0,4). 1. (С) Summ: 
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amounts 

2002 and 49.87 million yen in fiscal 2003 for wining and dining. 
The above money was used for meals provided during committee 
meetings as well 

were used in fiscal 2002 and fiscal 2003 respectively for 
meetings 


Meetings that involved wining and dining took place 71 times at 
hotels 

traditional Japanese-style restaurants 

bars. 


Hefty bills included one for 210 

for three persons with 65 

restaurant at Shinbashi 

October 2002 on the pretext of the speakers meeting with the 
vice speaker and the former Die Steering Committee chairman. 
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In March 2003 

wining and dining 

Japanese restaurant at Akasaka. The \"meeting\" was held on the 
pretext of a meeting between the speaker and the vice speaker. 


A total of 960 

meetings held at snack bars to exchange information with Diet 
policy committee members of various political parties. Expensive 
meals 

(unaju) 


A Lower House source said that the speaker or the chairmen of 
various committees have the discretion on what types of meals 
should be served at meetings. Officials in charge take orders 
from lawmakers attending such meetings 

restaurants and sends bills to the account division for 
settlement. 


14) Friendly mood played up in Japan-China foreign ministerial 
meeting 


meetings 


ҮОМІШНІ (Page 2) (Excerpts) 
May 25 


Tetsu Okazaki 


Japan and China held a foreign ministerial meeting yesterday for 
the first time in a year. \"A friendly atmosphere never seen in 


issing Section 002 * *********************** HONG KONG 00000219 003 OF 005 and both parties lik 


vered reftel points, which summarized the results of the April 11-12 Proliferation Security Initiative (PS 
against yet another challenge to its rule, even as a new party is maneuvering to join. New Parliament 
intier Province (NWFP) Governor Khalil ur-Rehman recently confided that Lt. General (retired) Ali Mo 


conjunction with an official visit to the Defense Threat Reduction Agency (DTRA) to Assistant Directc 
rity and Intelligence Services (NISS), Salah Gosh, planned to travel to Asmara on May 24 to discuss 
3 is an Action Request. See Paragraph 11. 2. (C) Summary: Italy recommends inviting Chile, Ghane 
7-9 and held meetings with key Cypriot political and business figures in both the north and the south. 


outlines current activities and events relating to the implementation of the Darfur Peace Agreement ( 


4, REASONS 1.4 (В) AND (D). 1. (C) Summary: In a meeting May 17 with Abu Dhabi Crown Prince 8 
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the past several years prevailed at the meeting 

Ministry source noted. Both countries agreed to improve relations 
by expanding dialogues and to avoid any more clashes. But on the 
issue of Prime Minister KoizumiVs visits to Yasukuni Shrine 

the two foreign ministers did in the meeting was to exchange 
statements of their respective principles 

resume summit meetings. A friendly mood was displayed but it 
lacked a solid base. 


Talks held in a third country 


VWe are neighbors 

place far away from our countries....\" Foreign Minister Aso made 
this remark to his Chinese counterpart Li Zhaoxing and drew 
laughs from both sides. Li told Aso 

more benefits if we two countries get along well 

will be injured if both have a quarrel.\" The two foreign 

ministers confirmed that Japan and China would expand dialogues 
such as on security and defense. After the meeting 

emphasized to the reporters: V'A trend of improvement in JapanVs 
ties with China is forming.V 


China 

arranging the meeting: V'ItVs still difficult for the foreign 
ministers to visit each other 

foreign ministerial in a third country.\" Thus 

ministerial would not have been realized if it had not occurred 
in a third country. 


Yesterday 

the foreign ministerial meeting this time: V'Our country\'s 
investments in China are starting to show negative growth 
this could have a great impact on (ChinaVs) economic growth. 
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China therefore thinks it is wise to (improve relations) with 
Japan. That country\'s sense of value is whether there is money to 
be made or not." 


15) Government postpones cabinet approval of US force 
realignment; bills enactment difficult 


ASAHI (Page 2) (Excerpts) 
May 25 


The government has decided to postpone giving cabinet approval to 
the governments plan to implement US force realignment until 
after the 4th Pacific Islands Summit that will begin in Okinawa 

on May 26. The postponement is ascribable to Okinawa\'s strong 


ΧΡ, RP SUBJECT: EMBASSY IPR ROUNDTABLE HIGHLIGHTS OPPORTUNITIES FOR COOPER 


ite, needs to make more progress in meeting its national implementation obligations under the conve 
ant attack on GNP Chairwoman Park Geun-hye (Ref B). As Daejeon is the ROKVs geographic heart, 


Column 3 

resistance to the Defense Agency-drafted implementation plan. 
\"The Pacific Islands Summit 

Koizumi will also attend 

between the government and Okinawa 

said. This would make it extremely difficult for US force 
realignment bills regarding Japan\'s share in relocating Okinawa- 
based US Marines to Guam and other matters to clear the Diet 
unless the session is extended substantially. 


Koizumi has already told Defense Agency Director General 
Fukushiro Nukaga 

leaving for Okinawa.\" Regarding a timeline for a cabinet decision 
in a press conference yesterday 

Abe said 

would hold talks with the Okinawa governor on the sidelines of 
the Islands Summit 

as far as | know.\" 


Calculating the Diet timetable backwards 

until now has intended to seek cabinet approval of the US force 
realignment-related bills before the Islands Summit. The agency 
has also been seeking Okinawa\'s understanding 

the draft plan for a cabinet decision. 


The draft plan defines the relocation site for Futenma Air 

Station as V'waters connecting Cape Henoko 

Bay 

V shape. The description reflects the governments consideration 
to Okinawa 

government has decided to compile a construction plan by October 
it has also decided to allow a consultative panel involving 

Okinawa and Nago officials to study the matter. 


But Okinawa 

Henoko 

Hirotaka Makino conveyed Okinawa\'s views again to Deputy Chief 
Cabinet Secretary Masahiro Futahashi. 


16) USFJ Commander Wright: Look at the entire picture in 
considering the burden of US force realignment in Japan 


ASAHI (Page 4) (Full) 
May 25 


Commander of US Forces Japan Lt. Gen. Bruce Wright in a press 
conference in Tokyo yesterday stressed that in assessing JapanVs 
share of the total cost of US force realignment in Japan which is 
estimated as 3 trillion yen 
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picture of the burden on both countries before boiling it down to 
one number.\" He pointed out: \"You should not just pay attention 
to such burdens as the construction costs in Guam 

your eyes to the total burden placed on both governments in 
maintaining the US-Japan alliance 

training expenditures (for protecting Japan) \" 


17) Government to propose establishing new framework outside IWC 
with aim of resuming commercial whaling 


MAINICHI (Page 3) (Full) 
May 25 


The government yesterday decided to set up outside the 

International Whaling Commission (IWC) a new framework consisting 
of countries that support the resumption of commercial whaling. 

It will release the plan at the annual plenary session of the IWC 

to be held St. Christopher & Nevis in the Caribbean Sea starting 

on June 16. The aim is to have the outcome of discussions on the 
proposal reflected in the IWC\'s stance. A senior Fisheries Agency 
official said 


The new framework will aim to complete the revised management 
system (RMS) 

without decreasing such number. Commercial whaling has been under 
temporary suspension since 1986. Discussions on the RMS have been 
continuing since the 1990s 

due to oppositions from anti-whaling countries 

Australia. Under such circumstances 

that little progress can be hoped for even if discussions under 

the IWC continue. The RMS can be initiated by a three-fourths 
majority or more. 


The government plans to hold a meeting of concerned countries to 
discuss specific ways to hold a meeting of such a group during 

the plenary session of the IWC. Some on the domestic front had 
taken the view from way back that Japan should opt out of the IWC 
or another international organization is necessary. Chances are 
that anti-whaling countries might toughen their opposition to 
Japan's move 

a new organization. 


18) Mitarai 
making Japan a science-oriented nation 


TOKYO SHIMBUN (Page 1) (Excerpt) 
May 25 


The Japan Business Federation (Nippon Keidanren) formally 
appointed Canon Inc. Chairman Fujio Mitarai 


is sensitive but unclassified; please protect accordingly. Not for Internet distribution. 1. (SBU) Sumi 
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chairman to replace Hiroshi Okuda 

Tokyo yesterday. He is the first chairman of the business lobby 
from the precision equipment industry. In an inaugural press 
conference 

hopeful country for the people inside and outside Japan 

make utmost efforts.\" He reiterated his determination to continue 
the reform line pushed ahead by Okuda. 


SCHIEFFER 


65363 

business views on relations with Asian neighbors. Half 
jokingly he said he hoped that President Bush would ask the 
Prime Minister to improve Japan\'s relations with its 

neighbors in North East Asia. Okuda said he was also worried 
that Chinese President Hu Jintao\'s visit to the United States 
had not gone well. Ambassador Schieffer said that despite a 
few glitches 

conversation on the issues. Ambassador Schieffer also said 
President Bush was eager to welcome Prime Minister Koizumi to 
Washington to thank him for his support and friendship over 
the past five years. 


Selecting a new LDP President 


5. (SBU) Turning to domestic politics 

LDP Presidential race was down to two candidates -- Chief 
Cabinet Secretary Abe and former Chief Cabinet Secretary 
Fukuda. Okuda thought that former Prime Minister Mori and 
Prime Minister Koizumi would manage their factional politics 
so that only one of them would run for LDP President. This 
development virtually guaranteed the selection of a Mori 
faction member in the first round. Okuda said that other 
candidates -- including Foreign Minister Aso and Finance 
Minister Tanigaki -- had virtually no chance of election. 
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They would both run 

He discounted the chances of any other dark horse candidates 
saying the selection was down to the two leading candidates. 
Okuda said that Fukuda was V'gaining strongly" on Abe. Okuda 
also said that Defense Agency head Nukaga was the strongest 
contender from the Tsushima (former Hashimoto) faction 

he doubted that Nukaga or anyone else from that faction would 
run. He also said that this election represented the last 
chance for LDP politicians such as Fukuda 

In the next election 

the main contenders. 


ia spotlight Мау 23, newspaper coverage also focused on Taiwan\'s failure to obtain observer status : 


atia expresses its satisfaction regarding the establishment of a new Iraqi government led by Nouri Ка 
no credible information of gross human rights violations by Major Tawfik Nagi Kaid Al-Bawah of the Yı 
'd ΟΥ Ambassador William T. Monroe for reasons 1.4 (b) and (d). ------- Summary ------- 1. (C) An int 


98 Classified by Ambassador William T. Monroe for reasons 1.4 (b) and (d). ------- Summary ------- 
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6. (SBU) Okuda said that he had told Abe not to run this time 
for Whealth reasons.\" Не said that he sits across from Abe 

at Prime Minister Koizumi\'s Council on Economic and Fiscal 
Policy meetings 

“поі good." He had heard rumors that Abe had some sort of 
liver problems which were consistent with Abe\'s \"dark\" 
physical complexion. Okuda then admitted that \"health\" was 
an excuse and he thought that Abe needed to gain experience 
by holding a minister portfolio in the next government. 


Comment 


7. (SBU) Okuda appeared genuinely anxious to step down and 
disappear for a time from Japan\'s political and business 
world. He said that his ambition in the short term was to 

travel around the world using sea and road transportation. He 
said he wanted to drive across the United States to see 

places he had heard about like Route 66. (Indeed after his 
visit with the Ambassador he went to the Consular Section to 
apply for a visitors visa which is only required for persons 
staying for over 90 days.) It was not clear if Okuda\'s 

scenario of only one Mori faction candidate running was a 
prediction or more wishful thinking. His decision to back 
Fukuda rather than Abe is undoubtedly a reflection of his 
concern about Japan-Korea and Japan-China relations. For his 
part 

meeting. We expect that after having formally assumed the 
reigns of Keidanren on May 24 

active participant in US-Japan economic discussions. Mitarai 
appeared anxious to develop close relations with U.S. 
counterparts and talked of visiting Washington DC next year. 
SCHIEFFER 
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Jabr\'s leadership of the Interior Ministry 
considered very strong 

question when news broke of the Jadriya Bunker 
secret prison where tortured prisoners - primarily 


SIPDIS 

Sunni Arabs - were found on November 15 

Although Jabr has publicly denied allegations that any 
prisoners were harmed 

report confirms evidence of torture. See septel.) 


of Health and Samir Abdullayev, Head of the International Department at the Ministry of Health on M. 
MC District 2 police on May 22. Radio Free Asia also broadcast an interview with Pastor Quang\'s wi 


ο Chavez\'s request to visit South Korea on July 16. Sensitive to USG concerns, the ROKG refused | 
| for reasons 1.4 (b,d). SUMMARY ------- 1. (C) We have recently seen a number of predictions that 
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4. (С) Talabani earnestly assured PolOff that 
President Talabani and the PUK had completely 
withdrawn its quiet support for former Deputy Prime 
Minister Ahmad Chalabi. According to Talabani 
President Talabani had been the last major political 
figure to defend Chalabi 

after Chalabi continued to support Ja\afari\'s bid for 
Prime Minister against SCIRIVs Adil Abd al-Mahdi. 
Talabani reported that President Talabani felt 
betrayed by Chalabi 

accompany JaVafari to Turkey to discuss - among other 
things - Kurdish issues deepened the rift. V'You can 
bank on it that my father will not change his mind on 
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this 


5. (C) Talabani reminisced that he used to go to a gym 
in Baghdad in 2003 

access 

Whenever Chalabi\'s name came up people used to 
literally spit with hatred 

that there is not one group in Baghdad who trusts 
Chalabi 

analytic ability. Talabani laughingly wondered how 
Chalabi would bounce back from this setback 
stated that he viewed Chalabi as a political survivor 
from whom everyone could take lessons. 


6. (C) When asked how the real integration of the PUK 
and the Kurdistan Democratic Party (KDP) is 
progressing 

two senior leaders (Jalal Talabani and Masud Barzani 
respectively) had never been better. Both men shared 
the capacity for a strategic vision 

for Kurdistan. They have known each since they were 
young men 

rivalries respected each otherVs strength and 

position. Talabani even suggested that Barzani and 
Talabani had carved out a modus operandi of V'good cop 
bad cop\" - Barzani would push Iraqi leaders for more 
gains for the Kurdistan region 

either either disclaim any ability to control Barzani 

or would try to cajole concessions as a \"neutral\" 


nister Paek Nam Sun will visit China May 30-June 6 for talks on bilateral and regional security issues, 


В. JEDDAH 117 C. STATE 22041 Р. STATE 35770 Е. STATE 55143 F. RIYADH 2309 1. 
an, US/Syria, Beirut-Damascus Declaration, Lebanon/Resolution 1680, Iraq (5/19-21) 1. Summary: ‹ 


го? New Zealand Deputy Head of Mission Michelle Slade and Embassy of Australia First Secretary C 


Lech Kaczynski in mid-May, marking the importance of those bilateral relationships and the slow warı 


МАНАТ PRESENTED А WHITE PAPER (WP) TO ΤΗΕ RE-INSTATED PARLIAMENT DEPICTING A 
named the town Ahmadiya Para. Both the gathering of Ahmadiyas and the apparent renaming of thei 


National Security Report (NSR) on May 20. The 162-page report is divided into a preface by Preside 
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mediator. 


7. (C) The problem lies with the next layer down 
claimed Talabani. The politburos of both parties 

still had a \"Cold War mentality\" of distrust against 
each other. Speaking for his own party 

that senior members such as Noshirwan Mustafa and 
Kosrat Rasul had never been fully comfortable with 
merging the two Kurdish parties and regional 
governments. Talabani suggested that the solution was 
to wait for the first generation of ex-peshmerga 

fighters and senior Kurdish politicians to retire. 


8. (C) Talabani then went into lobbyist mode 

the Embassy for not doing enough to promote 
development and foreign direct investment (FDI) into 
the Kurdistan region. V'IVm working on strategy to 
lobby for this on the floor of Congress 

warned. Talabani noted that he would be going to 
Sulymaniyah on May 24 or May 25 to meet with Saudi 
Sheikh Walid bin Talal to discuss potential foreign 
investment. (Comment: It\'s unclear whether Talabani 
meant actually meant Saudi Prince Sheikh Walid bin 
Talal rather than Sheikh Walid al-lbrahim 

owner of the Al Arabiya television network. End 
Comment.) 


9. (C) Qubad Talabani is the second son of Jalal and 
Herro Talabani. He is in his mid-30s and married to 
an American citizen 

English and Kurdish. As the KRG\'s representative in 
Washington 

his father. Talabani incorporates many empty 
catchphrases in his conversation. For example 
regard to Kurdish disappointment over al-Maliki\'s 
government 

positive because \"optimism is a force multiplier.\" 
Later 

recent article of his warning the West that Kurdistan 
reserved the right to independence 

\"Kurdistan will never secede from Iraq; Iraq will 
secede from Kurdistan.\" 


ah to Iraqi President Jalal Talabani and Prime Minister Nuri al-Maliki (ref А), Deputy Prime Minister а! 


n activities in South Ossetia to Aurelia Bouchez, the MFA\'s DAS-equivalent for Russia and the forme 


-OR REASONS 1.4(B) and (D) 1. (C) Summary: Newly-appointed KazTransOil Deputy DG, Sabr Ye 


o-Gbagbo militias ceased their disruptive activities against the program in the south and the populatic 
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г 90,000 CDs and DVDs in a month-long operation. Raids on Dushanbe vendors have resulted in sr 
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ely. Recently, post\'s project officers have received delegation of authority notices from MEPIVs Regit 


KSS faces an uphill struggle to get the 596 of the vote necessary to be in the next Parliament. Even il 
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10. (C) Despite his youth 

have given him a place in Kurdish politics abroad. 
Many PUK members privately tell us 

Talabani\'s future in the PUK is questionable as the 
PUK is wary of appearing to be a tribal patriarchy 

like the KDP (which has been run by one family since 
its inception.) Qubad Talabani is not considered one 
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of the heavy hitters in Kurdish politics 
wholly dependent on his father. 
KHALILZAD 
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While his office was extremely busy with preparations for the 
Non-Aligned Movement (NAM) Ministerial to be held in Malaysia 
May 27-30 

the prime minister's office about the possibility of an 

official statement of support and congratulations for the new 
Iraqi government. He noted that Prime Minister Abdullah 
Badawi had expressed concern over the level of sectarian 
violence in Irag on May 21 atthe Sharm el-Sheikh World 
Economic Forum 

of support had not been issued by the GOM. The Iraqi Charge 
here had earlier told us that the Iraqi foreign minister 

would not be attending the NAM Ministerial 

Iraqi MFA would be sending a senior ambassador to represent 
Baghdad. We encouraged Zainal to provide all possible 
support for the Iraqi representative while he attended the 
ministerial. On May 24 

in reftel to GOM officials participating in the U.S.-Malaysia 
Senior Officials Dialogue in Kuala Lumpur. 
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to assemble at the NZ Embassy if needed. 
McCormick 


5. (C) Silliman said the U.S. was looking at what would be 
required to designate the TAK as an alias of the PKK 


nistry of Foreign Affairs May 22. Nasredinov promised to pass the points on to the MFA\'s Asia and А 
of the vessel WT Lin 1 and its crew of 20 Filipinos seized by Somali pirates on March 29. Cabactula 


mmission (NHRC) is, according to the European Commission, in the Presidency and should be forwe 
en into the Dhaka Export Processing Zone (DEPZ). Police were slow to respond, but had the situatio 


эп Team PD 06-09 R53 to travel to The Netherlands from June 4 - 9, 2006 for the purpose of civil avi: 
ide range of peacekeeping, development, disaster relief and political activities. The sum includes Eu 
iander of U.S. Naval Forces Europe Admiral Henry Ulrich met with Croatian Navy Commander Vice A 
astors were arrested оп May 18. Their churches religious materials were seized, and their church c 
' consolidation of democracy and rule of law, as well as the independence of the judiciary. She defen: 


smuggle a total οἱ nearly 7 kg of heroin to Taiwan highlight increased drug arrests and seizures in Ca 


/Есоп Chief, Vatican, State. REASON: 1.4 (b), (d) 1. (U) This cable is the first of two messages рге" 
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asked whether Turkey still had reservations about such a 
designation. At first 

Turkish strategy had been to ignore TAK and not to dignify 
it with recognition. Eventually 

that such a designation would tie the TAK and PKK under 
U.S. law. Nevertheless 

with his superiors before Turkey reconsidered its earlier 
hesitation. 


6. (C) Silliman inquired whether Turkey would like the U.S. 

to weigh in on the Zubeyde Ersoz case in Luxembourg. If 

so 

so the U.S. could determine the facts of the case and Ersoz\'s 
relation to the PKK. Bicakli expressed his appreciation 

and said that Turkey would provide full information. 


7. (C) Silliman raised U.S. concerns about the definition of 
terrorism in draft Turkish legislation 

change its definition to match international best practices. 

He specifically expressed concern that the law does not 
appear 

to cover foreign terrorists in Turkey who are not targeting 
Turks. Bicakli heartily agreed 

Ministry had made the same points but 

discussion in the Council of Ministers 

decided otherwise. He was aware of the Ambassador\'s letter 
to the Justice Minister and noted that the bill is still in 
sub-committee. Silliman asked that the MFA again convey its 
and U.S. objections to the law as currently drafted. 


8. (C) Bicakli confirmed that Turkey had received the UNHCR 
plan for Makhmour. He said there would be an interagency 
GOT meeting on the topic on May 24 and that Ambassador 
Guven would go to Geneva June 1 and/or 2. 


“ЕН, NI SUBJECT: SENIOR BAYELSA OFFICIAL SEES MILITANTS AS A POLITICAL FORCE Clas: 


ТЕСТ: MEDIA REACTION REPORT - Montenegro Olmert to Washington PARIS - Tuesday, Мау 23, 2 


Fethullah Gulen sits at the center of a vast and growing network encompassing more than 160 affilia 
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9. (C) Silliman reiterated the U.S. commitment to work with 
Turkey and Iraq against PKK terrorism. Once the 

new Government in Baghdad is established the three 
countries can work on setting up another trilateral 

meeting. Silliman expressed a preference for logistical 
reasons to hold the meeting in the region rather than in 
the U.S. Bicakli said Turkey really wanted to have another 
meeting and said his personal view was that it would be 
desirable to hold it in Ankara. Silliman said it should 

cover the same issues as before 

unresolved law enforcement cooperation issues of the earlier 
meetings. 


10. (C) Silliman told Bicakli that the U.S. interagency 

group working on PKK has begun meeting with the Turkish 
Embassy on a regular basis. Bicakli was aware of the 
Washington meetings and said the U.S. interagency group 
meeting that had taken place in Ankara in December had been 
extremely useful. He said the Turkish General Staff 

particular 

the group back to hold another such meeting. 

Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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liberal Asahi editorialized:(5/25): \"...Japanese Foreign 
Minister Aso and his Chinese counterpart Li met for the 
first time in Qatar Tuesday. It was the first China-Japan 
foreign ministerial in a year. Although Li called for the 
VJapanese leader to refrain from visiting Yasukuni 
Shrine 

dialogue and cooperate on such issues as natural gas 
field development in the East China Sea 

cultural exchanges. China and Japan are extremely 
important to each other economically and in terms of 
security. Although a summit will be impossible so long as 
PM Koizumi continues to visit Yasukuni 

agree on the need to minimize the effects of those 
visits. 


2. \"In the absence of summits or foreign ministerials 
during the past year 

that Japan-China relations are important and that the 
overall relationship should not be destroyed by the 


“unisian print and broadcast media positively and prominently covered the May 18 - 19 DepSec Zoelli 


ND INTRODUCTION: The Ambassador met May 19 for one hour with Party of Progress and Socialis! 


ig the house of a Nepali Congress party member, recruiting new fighters, and extorting businesses. Е 


eas (FATA) and adjoining regions of the North West Frontier Province (NWFP). 2. (U) Frontier Corps 
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Yasukuni issue alone.... Although Japan and China remain 
unable to hold a summit 

progress on improving bilateral ties through working- 

level dialogue. For now 

on this. V 
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liberal Asahi editorialized:(5/25): \"...Japanese Foreign 
Minister Aso and his Chinese counterpart Li met for the 
first time in Qatar Tuesday. It was the first China-Japan 
foreign ministerial in a year. Although Li called for the 
VJapanese leader! to refrain from visiting Yasukuni 
Shrine 

dialogue and cooperate on such issues as natural gas 
field development in the East China Sea 

cultural exchanges. China and Japan are extremely 
important to each other economically and in terms of 
security. Although a summit will be impossible so long as 
PM Koizumi continues to visit Yasukuni 

agree on the need to minimize the effects of those 
visits. 


2. VIn the absence of summits or foreign ministerials 
during the past year 

that Japan-China relations are important and that the 
overall relationship should not be destroyed by the 
Yasukuni issue alone.... Although Japan and China remain 
unable to hold a summit 

progress on improving bilateral ties through working- 

level dialogue. For now 

on this. V" 
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the government is well aware of the disputes and the 

negative consequences of land concessions 

could resolve them successfully if they wanted 

human rights leader. V'The government looks away because the 
personal interests of government officials and their wealthy 
backers are at stake 

confident that the newly established National Authority to 

resolve land disputes will succeed 
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opposition party are included in the composition of the 
authority. 


Je opposition demonstration planned for May 27 in central Bishkek, tensions are noticeably lower tha 


aftel we referred to a confirmed case іп an eight-yea Since then we have learned that the child in que: 
if Bhutan (RGOB), MEA Joint Secretary (North) Pankaj Saran told visiting PDAS Camp and PolCoun: 


»marche points on Manas airfield and said that the MFA would have no problem acting on our reques 
1 with Russia\'s regions, the Parliament, and civil society groups, said that his department also assist: 


LABWANI TRIAL DELAYED; ASSOCIATE TELLS OF SARG INTIMIDATION ATTEMPTS: The trial с 


i GDP growth of 2.096 in Q-1 shows stable but hardly dynamic improvement. The government is stick 


ASCUS 2318 (С) DAMASCUS 963 Classified By: Charge dVAffaires Kathy Johnson-Casares for 


ον thanked poloff for the information but otherwise provided πο substantive comment. PURNELL 

‚000 members in the public sector postal department and the UPA government cannot remain in pow 
'yprus would continue to support the EUVs position on Darfur. In addition, the ROC agreed during the 
ambos Hadjisavvas, who follows Middle Eastern issues in the MFA\'s Office of Bilateral Affairs. Hadj 


Secretary agreed that the international community should voice its support for Prime Minister al-Malit 


a. Babenko has seven days to appeal to the Supreme Administrative Court. Barring an appeal, the ı 
JAH 221 JEDDAH 00000384 001.2 OF 003 1. SUMMARY: On May 16, the CG and Pol/Econ Chie 


ıched a coordinated effort to prosecute several of its regional offices. Seven of its nine provincial offi 


zommission (ЕЕВС) to produce a breakthrough in the border standoff between Ethiopia and Eritrea, | 
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It All Rests with the Prime Minister 


7. (U) So far 

assistance to those afflicted by land disputes is Prime 
Minister Hun Sen. On May 16 

Siem Reap ProvinceVs Banteay Srei District to return nearly 
3 

approximately 100 villagers and military personnel who had 
been allocated the land. On May 21 

for the village of Kbal Spean in Banteay Meanchey province 
announced that each of the 218 families who protested their 
eviction on March 21 

plot at the order of the Prime Minister 

kilos of rice and 300 

families 

satisfaction with the decision. The families of those 

killed protesting the eviction in Kbal Spean last year are 
continuing to seek justice through the courts. 


Comment 


8. (SBU) Land disputes remain a growing 

problem. Average Cambodians are concerned that the entire 
country has a price tag 

ownership will soon belong to a small 

society. Officials outside Phnom Penh are afraid to 
intervene in cases for fear of political repercussions 

forcing hundreds to come to the capital to seek government 
action. Those cases that have been successfully resolved 
have required the intervention of the Prime Minister or 
members of his immediate staff 

media attention given to large numbers of protesters in 
front of the National Assembly. Until the Land Dispute 
Authority begins its work 

will continue to come to Phnom Penh to draw attention to a 
problem that shows no signs of going away. 
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broad political dialogue take place to address root causes of 
the conflict. Eritrea refused 

be demarcated \"as is.\" After three years of little progress 
Eritrea imposed a series of restrictions on the UN\'s border 
monitoring force (UNMEE) 

deployments and tension along the border. In November 2005 
the UN Security Council passed a resolution urging a 


sified By: PolCouns Geoff Pyatt for reasons 1.4 (B,D) 1. (C) Summary. Congress ineptitude and a p 


immary: ΙΟ PDAS Jim WarlickYs May 19 meeting with MFA IO A/S-equivalent Sylvie Bermann focuse 


5 Statement, Syria/Palestinians, Syria/Kuwait, Lebanon, Iraq, Palestinian Territories (5/23) 1. Summ 


Column 3 

resumption of demarcation efforts. The USG has taken the 
diplomatic lead in support of the ЕЕВС 

twice this year in London 

Ethiopia and Eritrea 

demarcation of the border. The parties 

have no formal diplomatic relations with each other 
nevertheless agreed to meet again under the auspices of the 
ЕЕВС in June. The U.S. continues to work closely with the 
parties to resume demarcation of the border and promote an 
eventual normalization of relations. 


4. Since the early 1990Vs 

strategy based on a mixed economy of both state and private 
enterprises. It has eliminated discriminatory tax 

and foreign trade treatment of the private sector 

to simplify bureaucratic regulations and procedures. However 
the state remains heavily involved in most economic sectors 
and parastatal and party affiliated companies continue to 
dominate trade and industry 

competition for the emerging private sector. In addition 
increasingly frequent cycles of drought 

growth 

significant pressure on Ethiopia\'s economy. Greater economic 
liberalization and reforms are critical to reducing poverty 

and increasing food security. Ethiopia\'s GDP for 2005 is 
estimated at USD8.5 billion 

USD100. The economy grew by 7.3 per cent in 2005 

inflation rate was 6.8 per cent. The economy is predominantly 
agricultural 

the GDP and employing 80 per cent of Ethiopia\'s 74 million 
people. Almost all agricultural production is rainfed. Major 
exports include coffee 

skins 

have increased significantly over the past few years and have 
strong growth potential. In 2005 

over 30 percent 

though exports increased even faster 

trade deficit. With U.S. Government assistance 

progress was made in 2004 and 2005 in reforming tax 
administration and operations 

register a business 

been progress in the protection of intellectual property 

rights 

Ethiopia formally applied for WTO membership in January of 
2003 

sector 

The USG 


essimistic about the final choice of candidates (between Garcia and Humala) and spoke ardently of {| 


on, Unity and Magtumguly Poetry with the expected pomp and wastefulness of a grand musical conc 


accompanied for part οἱ the meeting by his candidate for First Vice President, Gonzalo Garcia. 2. (( 
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WTO accession and strongly supports the process as a tool to 
promote reforms and enhance food security. 


5. U.S.-Ethiopian bilateral trade totaled approximately 

USD575 million in 2005 

aircraft and related parts. In August 2005 

а US$ 1.3 billion deal with Ethiopian Airlines for the sale 

of 10 Boeing 787 aircrafts. Ethiopia\'s exports to the United 
States were USD61.8 million in 2005 

cent over 2004. There are no special barriers to U.S. trade 

and investment 

banking 

Ethiopia\'s exports under AGOA 

totaled approximately USD5 million in 2005. Though Ethiopia\'s 
exports under AGOA remain small compared with other eligible 
countries 

including garments/apparel 

handicrafts 

actively working to support Ethiopia\'s participation in AGOA 
through both outreach/promotion efforts and technical 
assistance 

through the public-private sector AGOA Technical Committee 
established in late 2004. 


6. Ethiopia remains one of the poorest countries in the 

world. Poverty alleviation and food security remain 

priorities for the government. The 2005/06 government budget 
allocations reflect poverty reduction priorities. The 

government has decreased military spending from 13 per cent 
of GDP in 1999/2000 

4.0 per cent of GDP in 2004/05 

savings to poverty reduction and capacity building efforts. 

In coordination with donors 

2006-2010 Plan for Accelerated and Sustainable Development to 
End Poverty in Ethiopia (PASDEP). In addition to continuing 
poverty reduction strategies in areas such as human 
development 

security 

commercialization of agriculture 

participation in the economy 

achieve the Millennium Development Goals. Ethiopia is 
participating in the enhanced Highly Indebted Poor Countries 
(HIPC) initiative and G8 Multilateral Debt Relief Initiative. 


ent\'s top priority should beimproving security for the country. Al-Sagheer warned that the Najaf cleric 


ations. Delegations were divided among those who urged the Assembly to craft a strategy from the e 


Council. An informal embassy translation of the note follows: Begin text. \ 


to leave later that day for a Nagorno-Karabakh trip. He hoped to be pleasantly surprised. With regaı 


ем information has been confirmed. In reftel we referred to a confirmed case іп an eight-year-old gir 
o discuss increasing Egyptian-Israeli cooperation on combating TIP. The meeting came at US sugge 


inister Nicholas Sarkozy completed а candid and at times confrontational two-day visit to Mali. Hype: 
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The U.S. and Ethiopia signed a bilateral debt agreement in 
2004 that provided 100 percent cancellation of Ethiopia\'s 
debt to the United States. 


7. The United States provides both developmental and 
humanitarian assistance to Ethiopia 

direct budget support (DBS). Last year we provided USD700 
million for health 

was from USAID 

in food aid. Our objective is to help the Ethiopian 
government and people construct safety nets so that they will 
be less vulnerable to drought 

result of post-election events in Ethiopia 


direct budget support 

Bank 

suspend DBS. These funds will be reprogrammed through a new 
program 


includes more targeted 
and district level. 


8. The African Union (AU) and U.S.-AU relations have come a 
long way since the official emergence of the AU from the OAU 
in July 2002. While the EU is currently the AU\'s largest 
donor and political partner 

political support and engagement on key issues such as 
continental peace and security 

trade and UN reform. The U.S. will be the first non-African 
country to have a separate mission to the AU. The AU looks 
to the USG for political support and dialogue. Regularizing 
policy planning talks with the AU and playing a lead role in 
new Addis-based AU coordination structures would enable us to 
achieve our shared goals with Africa. Building closer 
relationships with AU member state missions in Addis would 
also provide the USG with greater insight into AU 
decision-making processes and ensure U.S. views are 
considered. 


9. AU engagement in Darfur through the African Mission in 
Sudan (AMIS) has been seen as a test of the new 
organizationVs political will 

with Western partners. Recent decisions of the AU Peace and 
Security Council endorsed the May 5 Darfur Peace Agreement 
(DPA) and also urged the AU Commission to work with partner 
countries to plan for the transition of the AU-led AMIS 
operation to a UN-led peacekeeping operation. U.S. policy 
goals include pressing non-signatories (such as the JEM and 
Abdulwahid faction of the SLM/A) to endorse the DPA prior to 


Шайоп with UNHCR and others. Post has the authority to award such grants to recipients this fiscal \ 
Kurdistan (РОК), and Kurdistan Islamic Union (KIU), all of whom have ministries in the new governm 


ding to Embassy contacts, the attack and an ensuing gun battle occurred during the early hours of M: 
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y 2, 2006 diplomatic note with statistics about the number of persons arrested in 2005 on charges of 
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May 31 

that did sign (such as the Minni Minawi faction of the 
SLM/A). In addition to supporting DPA implementation 
United States is also working closely with other partners 
(such as NATO 

enhance the capabilities of the current AMIS peacekeeping 
operation in Sudan 

to aUN peacekeeping operation. Resistance by the Government 
of Sudan (GOS) to allow a joint AU-UN assessment team to 
enter Sudan and begin planning has delayed the likely 
transition to а more robust UN operation. U.S. officials 

will participate in a UN Security Council visit to Sudan and 
Addis Ababa next week (June 5) to push these objectives. 
HUDDLESTON 
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as a way of imparting the lessons learned from its own 
experiences with NATO membership. She explained that 
Slovenia has offered to help bolster public support for NATO 
membership in Croatia and Ukraine 

response from the two countries. Townsend praised 
Slovenia 

more valuable 

by the U.S. because of Slovenia 

member. 


14. (C) Regarding NATO partnerships 

the U.S. idea is still a work in progress and thanked 

Slovenia for its contribution to the debate. Ambassador 

Loftis highlighted the U.S. view that 

NATO 

agreed 

emphasis is on closer relationships between NATO and those 
nations we may be fighting alongside in future missions. 
Pipan indicated that the core concept of fundamental values 
is critical and that the GOS hopes the Summit in 2006 will be 
a milestone in the debate on the future of partnerships while 
the 2008 NATO Summit would be a better timeline to unveil the 
matured idea of NATO with global partners and to determine 
invitations for membership. 


15. (C) Pipan asked whether debate on the NATO strategic 
concept will be reopened at Riga. Townsend acknowledged the 
need to look carefully at NATO 

has not been updated since 1999 

may not be ready to reopen that document any time soon. 
However 

NATO to consider strategic issues before it may be ready 
politically. 


ssadors of New Zealand and Australia delivered reftel demarche and background papers to Amira Es 
AN JOURNALISTS ON WORLD PRESS FREEDOM DAY REF: 2005 TUNIS 1091 Classified By: An 


(C) In Asmara, both UNMEE officials and the GSE are sending clear messages that changing UNME 


zation of this support, but said he was told by his superiors to verbally convey this support to DCM. K 
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ollowing outlines current activities and events relating to the implementation of the Darfur Peace Agre 
rthcoming, and encouraged a public GOE statement of support if and when it occurred. On Мау 22 р 


out) updated poloff May 19 on the planned travel of former Syrian Vice-President Abdel Найт Khadd: 


nd Pol/Econ Chief were able to meet with the Governor and leading members of the Tabuk Chamber 
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16. (C) Pipan said that Slovenia remains committed to ΝΑΤΟ 

and agreed that ESDP must compliment 

NATO 

Aljosa Selan 

contribute to a more effective NATO-EU working relationship 

with an ESDP focus on value-added contributions. He raised 

the Southeast Europe Clearinghouse and the USEUCOM proposal 
for Slovenia 

in June 2006. He explained that the MOD has established a 
database to streamline data on regional defense reform 
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focused on acknowledged needs and offers of assistance. 
Selan added that Slovenia supports common funding to cover 
some of the costs of critical NATO operations 

acknowledged that increased common funding should not be a 
substitute for poor force generation or Allied capability 
shortfalls. 


17. (C) Townsend indicated that the U.S. wants to ensure that 
ESDP compliments NATO and that there is better coordination 
between the two institutions. He agreed with the Slovenian 
view on the limitations of common funding. Townsend 
discussed the idea of a strategic lift consortium purchase of 
C-17 aircraft 

in such a consortium. He mentioned that NATO Assistant 
Secretary General Marshall Billingslea is the lead contact 


SIPDIS 

point for the initiative at NATO. The GOS appeared 
uninformed about the strategic lift initiative 

urged the Slovenian NATO mission to engage with ASG 
Billingslea to determine if the GOS could participate. 


18. (C) Ambassador Loftis asked MOD representatives if 
Slovenia had plans to change its observer status within 
SEEBRIG. MOD International Relations Department Head 
Delalut 

constraints as well as other international and regional 
commitments 
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noted that while Slovenia has been a member of the 

Southeastern Defense Ministerial (SEDM) since 1997 

a member of the Multinational Peace Force Southeastern Europe 
Agreement (MPFSEE) under which SEEBRIG was developed. He 
also stated that Slovenian Armed Forces (SAF) participation 

in SEEBRIG has not been foreseen in any strategic document 
and this kind of cooperation would not correspond with plans 

to gradually decrease Slovenian engagement in SEDM initiative 
projects. 


19. (C) Explaining the U.S. Global Defense Posture 
Realignment 

should not be interpreted as a diminished commitment to 
Europe. Cooperation with allies would be even more 
important 

to deploy troops to meet new challenges. 


20. (C) Slovenian MOD representatives noted that Slovenia had 
reached the decision to professionalize the Slovenian Armed 
Forces (SAF) in 2002 and had abolished conscription in 2003. 
They said 

engaged in transforming the military to conform to NATO 
rigorous requirements. In March 2004 

NATO Force Goals 

of them. In March 2006 

Goals 

spending 

reach the NATO goal of 2 percent of GDP by 2008 and plans to 
maintain that level at least until 2015. They indicated that 

by 2010 

reserve troops. Townsend queried whether they plan to use 
Slovenian Reserve forces outside of Slovenia (eg. NATO 
operations) or if these forces are only intended for homeland 
defense. In response 

of country operations are a future possibility 

require a change in regulations 

professional training and equipment. 


21. (C) MOD Representatives described some of the lessons 
learned from Slovenian participation in peacekeeping 
operations. While they admitted their system for compiling 
lessons learned is still ad hoc 


‚es after the cultural diversity setback, and, in particular, to make effective use of the First Lady\'s inte 
23. The Turkish pilot was rescued; it appears the Greek pilot died. Turkish FonMin Gul called Greek 
U) This is an action request. Please see para. 4. 2. (S/NF) Turkish National Police (TNP) sources in 
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companies and the World Bank (IBRD) to produce the following status report on privatization in Nige 


Column 3 
LJUBLJANA 00000329 006 OF 006 


conclusions including the importance of English language at 
all levels; the fact that the timeline from decision to 
deployment takes at least three months; the importance of 
strategic lift capability; their regional advantage in the 

Balkans 

national caveats. Ambassador Loftis thanked them for sharing 
their lessons learned and noted that V'real-world experiences V" 
help reform efforts. He confirmed that the USG recognizes 
the importance of the Balkan region and its significance for 
the stability of Europe and encouraged the Slovenians to 
remove or reduce national caveats in all operations. 
Townsend added that Slovenian forces are well-respected 
internationally and are known for their professional demeanor 
and niche capabilities. 


22. (C) Lt Miha Kuhar from the MOD briefed the delegation on 
the Slovenian Mountain School. He emphasized training 
opportunities for Special Forces and foreign military 
personnel. At the same time 

is currently too small to be considered for a NATO Center of 
Excellence and admitted that limited resources and personnel 
would require regional partners in order to grow. For 

example 

need 50 instructors to meet NATO requirements. Kuhar noted 
that Slovenia had pitched the project to NATO headquarters 
about three months ago 

partners. Ambassador Loftis and Principal Director Townsend 
appreciated this presentation 

Slovenes to contribute significant resources to this effort. 


23. (C) The positive and open mood of the talks reflected the 
state of our overall bilateral relationship. The Slovenes 

were fully briefed on all the issues and came prepared for a 
substantive discussion. On numerous occasions 
emphasized the importance of their relationship with the U.S. 
and the primacy they assign to NATO as a transatlantic 
security institution. The Slovene delegation appreciated the 
interagency USG delegation and suggested annual talks as a 
way to ensure effective and consistent dialogue. The 
Slovenes will continue to embrace the transatlantic security 


y)yrdinator, REO Hillah, Department of State. REASON: 1.4 (b), (d) 1. (U) This is a Babil PRT cable. 


15, 2006 through June 25, 2006. The purpose of this trip is to participate as United States delegate t 
to conduct meetings with the Central Bank, the Superintendency of Banks, the Banking Association, 
1. (SBU) Summary: GOET PROPOSAL FOR TALKS FALTERS AS REINADO AND РОТЕ CLASH С! 


Gaza was relatively calm on May 23 after senior Fatah and HAMAS officials agreed to take steps to r 
al evolution. Increasing instability in the lower Niger River Delta threatens the nation\'s oil production, 
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relationship and to ensure its promotion within Europe. Post 
will continue to engage the Slovenes on the issues raised 
during these discussions to further build on the positive 
momentum we have already achieved. 


24. (U) This cable has been cleared by Ambassador Loftis and 
Mr. Townsend. 
COLEMAN 
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to travel for those who imbibed\" the genocide ideology: 
many of these people have not yet changed. Nyiramilimo 
noted that the senate recently completed a one-year study 
to determine whether genocide ideology persists in Rwanda. 
The work--carried out by 22 academics--has not yet been 
released but suggests that genocide ideology is very much 
alive in Rwanda. The report currently is being translated 
into English and should be made public in the near future. 


12. (U) Karemera closed the meeting by thanking the USG 
for its continued support of Rwanda 

--singling out the US for its assistance to the gacaca 
process when its development had stalled--and expressed 
a desire for the Rwandan legislature to continue to 
cooperate with and learn from other democratic nations. 
ARIETTI 
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integral part of the Russian Federation. Each extolled the 
virtues of investing in Kaliningrad based on its location and 
tax breaks 

bankers (local heads of Sberbank and Rosselkhozbank) 
head of the oblast tax directorate 

commerce 

investors in food processing 

Produkty Pitaniya and Lithuanian-owned Vicunai-Rus. An added 
attraction was presence all day of Lithuanian Minister of 
Agriculture and former Prime Minister Kasimiera Prunskiene. 


3. (SBU) Two highlights were presentations by German 
academics 

Holger Klink of the University of Kiel 

commissioned to spend six months studying Kaliningrad Oblast 
agriculture and then to report on its potential for revival 

in the event German farmers could be enticed to invest both 
capital and know-how. The professors noted that climatic and 
soil conditions of Kaliningrad are not dissimilar to those of 
northern Germany 

season. These excellent lectures were offset somewhat by a 
lengthy diatribe by German Ministry of Agriculture specialist 
Martin Struck 


5 1.4 (b) ἃ (d) 1. (C) SUMMARY: The citizens of El Salvador are outraged by numerous murders occ 


itad said that Norway shared our concerns about Russian activities in support of separatist elements 
3 RONALD SPOGLI. REASONS 1.4 BANDD. ------- Summary ------- 1. (С) In the Ambassadors М 
ors welcoming the development as contributing to bolstering regional stability. It is encouraging that I 


ence exists in the region, supported by both legal and illegal cross-border trade. Weak national and p 
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Russian traffic police and undisciplined pedestrians 
amusement of the audience 

for German technical assistance. Another low was the 
boastful 

Inteko Agro 

owned by Moscow Mayor Yuriy Luzhkov\'s wife 

Khaypov openly challenged Prunskiene 

years Inteko\'s investment in Kaliningrad Oblast would result 
in Inteko alone exporting more to Lithuania than Lithuania 
currently exports to all of Russia. He offered naught but 
high expectations 

accomplish much in Kaliningrad. 


4. (U) Oblast Agriculture Minister Romanov reported that out 
of a total of 723 

percent is unused and has been essentially abandoned. In 
another ten years 

that reclamation will be prohibitively expensive 

the time for investors to come in and start farming. He 
noted that rapeseed production (for export to Germany to be 
processed) is on the rise 

production continues to contract 

is growing as rapidly in Kaliningrad Oblast as in Russia at 
large. One major issue is deterioration of polders. Much of 
the oblast 

protected by dikes 

and pumps. Some of this infrastructure dates to the 16th 
century and none of it has been upgraded or overhauled since 
the fall of the Soviet Union. Putting some of the unused 
land back into production will require investment of up to 
USD 1 

willing to help with financing some of this work. 


5. (U) Minister of Economy Lapin described infrastructure 
projects underway 

north-south roads to handle better transit cargo from the 
Kaliningrad seaport. The oblast has identified five 
priorities for economic development: producing agricultural 
raw material for the food processing industry 


MOSCOW 00005513 002.2 OF 003 


logistics and transport (the warm-water port coupled with 
roads) 

development. Lapin dwelt at length on the six-year holiday 
on corporate profits (following by a 50 PCT cut in profit 


1 By: Economic Counselor Sandra Clark for reasons 1.4(B) and ( D) 1. (C/NF) The United Kingdom i 
.S. negotiations with the Kyrgyzs were ongoing. Chatel observed that our request that France make . 
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erpa would defy poll data and finish second in the May 28 Presidential election. They argued the PL( 
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taxes in years 7 through 12) 

Economic Zone status that will exist through 2031. Oblast 
Tax Inspector Aleksandr Fedorov extolled the virtues of the 
single agricultural tax of 6 PCT (a national 

policy) plus relief from VAT and corporate income tax 
available to investors in the Oblast. 


6. (SBU) Following Governor Boos\'s presentation 

was opened for questions and answers. The first questioner 
a local farmer 

excluded from the list of enterprises eligible to import 

inputs free of customs duty. Joint-stock companies 

pointed out 

duty-free 

with 18 PCT VAT plus 5 PCT import duty. Boos promised to 
look into it and see what could be done. 


7. (SBU) Another questioner 

German investor already engaged in local agriculture 
complained that border crossings for foreigners are a major 
obstacle. \"It creates tension 

fix the problem globally?\" Boos tried to dodge the question 
answering that getting goods and products across the border 
is an enormous problem 

not talking about products 

\"Yesterday it took seven and a half hours for one of my 
investors to cross the border. Boos again tried to dodge 
the question 

\"synchronization\" with the Polish border guard service 

is being discussed at the federal level between Russia and 
the European Union. \"We should be better integrated with the 
European market 

excluded. We are working with the President to propose to 
the EU making Kaliningrad an open zone 

Later 

crossing issue is Kaliningrad\'s single biggest headache 
one that the governor simply cannot deal with since it is in 
the hands of federal authorities 


8. (SBU) A German farmer already vested in an operation in 
Kaliningrad mumbled to AgMinCouns that the entire dialogue 
was nonsense 

difficult -- and not because of the Poles. Damir Imamovic 
vice president of Produkty Pitaniya (which has invested USD 
112 million in Kaliningrad so far 

another 200 million in 2006) 

border crossings remain hard 


anctioning under UNSCR 1649. UKUN gave USUN on Мау 22 a revised list of targets. UKUN stress 
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metric tons of product monthly 
crossing the border is a significant cost. 


9. (U) The standing-room only forum exceeded the expectations 
of its organizers in terms of turnout. Over 150 invitees 

actually came. Of them 

Mecklenburg-Vorpommern 

Schleswig-Holstein 

sprinkling of Scandanavians 

represented both agricultural producers and processors 

a few input suppliers. 


10. (SBU) The following day Minister Romanov led much of the 
group in two large buses around a series of farms 

the impressive Georgiyev Horse Farm 

agriculture is capable of producing. He invited AgMinCouns 
and German AgAtt Judith Kons to ride with him 

course of the day Kons asked him bluntly if inviting Germans 
to come back to Kaliningrad would not create political 
problems for him. Romanov admitted that it will 

of letting German farmers come back to \"Koenigsberg\" after 
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over a million Soviet soldiers died to capture it will rub 
many nationalists the wrong way. Kaliningrad has no other 
choice 

know-how 

concluded it was worth the political heat from Russian 
nationalists to invite the Germans back. Otherwise 

in another ten years the land currently idle will be so far 
gone it will never be brought back into production. He added 
that this new 

a change from the previous governor\'s policies 

the hope that the agribusiness forum would be only the first 
of a series of such activities intended to attract foreign 
attention to the oblast. 


1endations of the 9/11 and the WMD Commissions, the Congress and the President have mandated : 


er elements οἱ Guatemalan government and society to share ideas on addressing poverty and social 
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11. (SBU) Agronomically there is no reason Kaliningrad 
OblastVs agriculture could not be put back into production. 
The critical issues will be market access in the EU for the 
crops the oblast can produce (mainly rapeseed 

forage grains like barley 

coupled with willingness of foreign investors to pick 
Kaliningrad over other candidates for investment 

Poland. Other obstacles are common to Russia as a whole 
include the continued muddle of who owns the farmland 
fact that foreigners are only permitted to lease land and not 
to own it outright 

manage and operate farms and companies to Western standards 
and shortages of credit for farming operations. The 
Kaliningrad Oblast administration appears acutely aware of 
these headaches and to its credit is actively looking for 
ways to deal with them. 


12. (SBU) The border-crossing problem cannot be minimized. 
As an \"exclave\" cut off from the mainland and now surrounded 
by the European Union 

difficulty developing tourism as well as attracting foreign 
investors if visitors truly have to spend an entire working 

day in line each time they cross the land border. This 
problem is acknowledged 

levels of the oblast administration. At the conclusion of 

the VIP dinner following the forum 

Governor Shalimov assure Prunskiene that he had spoken to 
appropriate border guard authorities and ensured that her 
overland crossing back to Lithuania the next morning would 
not cause her any delays. 

BURNS 
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negative message to all investors 

mining. This was because it had sent a worrisome 
signal about the stability of the legal environment for 
business and about transparency of policymaking. 
Noting that the Democratic Party seemed to be saying it 
would not vote to override a veto 

Speaker for his comments. 


Speaker Defends Windfall Profit Tax 


5. (SBU) Nyamdorj immediately responded that he would 
deal with the last issue first. This issue had become 

a public issue and sensation -- rather like immigration 

in the United States 

resulted in marches and public debates. There had been 
organized efforts to discuss the mining issue in the 
media 


PALESTINIAN AUTHORITY - TOKYO LEAD STORIES: Most Wednesday morning dailies led with t 
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windfall profit tax 

cost basis for gold production is $250 per ounce. 
Mongolia had said that 

$500 

continue to keep 32% above this high price. There was 
also a 68% tax on copper on prices in excess of the 
stated level. Nyamdorj smilingly noted that Mongolia 
had been very happy in May of 2005 at the \"peak\" price 
of $2800 per ton. The Speaker said he did not know 
whether the President would veto the windfall profits 
law 

State Great Hural and the law implemented. Regarding 
the Democratic Party 

would support the veto 

introduced by their own members. Nyamdorj recalled 
that in 1998 

Minister 

introduced a windfall profits tax. However 

President Bagabandhi had vetoed it 

had accepted the veto. 


6. (SBU) When the price of metals goes up 

said 

benefit -- neither the Erdenet copper mine (note: a 
Mongolian-Russian joint venture) nor private companies. 
Nyamdorj said he had read carefully the Ambassador\'s 
thoughts on how the 1997 mining law had been V'perfect. V" 
He said he was now comparing the 1997 law to the 1994 
law. He had asked a working group to review how mining 
licenses had been distributed. As he saw things now 
Nyamdorj said 

misjudgments in implementing the 1997 law. All of the 
negative outcomes had been caused by the imperfect 
nature of the legislation. This had also led citizens 

to demonstrate and to the debate about new legislation. 
Nyamdorj cited two examples of problems with licensing. 
One person who was not even properly registered as a 
company owned 200 licenses. In 19 soums of one aimag 
50 mining licenses had been distributed in one day. 
Nyamdorj grimly jested that he felt sorry for the 

person who had signed all that paper on one day. Some 
200 \"companies\" had obtained licenses by filing false 
documents. These were examples of why Mongolia needed 
to review the licenses and needed to act to prevent 

these problems in the future. 


7. (SBU) The Speaker continued that lack of land 
rehabilitation on mining sites is also a problem. 
Moreover 

market price for coal is $45 a ton 

told coal exports were priced at only $10 a ton. All 


o two official members, will be strengthened with the (informal) addition of the United Labor Party anc 
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this explained the feeling there need to be changes to 
the law. However 

believed that principles should be observed and mining 
companies which operated properly should be allowed to 
continue. This position had been explained to 
demonstrators. All domestic and foreign investors 
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should be treated fairly. Those companies getting 
profits from mining should obey Mongolian law. 


8. (SBU) The Ambassador commented that one of the 
concerns of mining companies regarding the windfall 
profit tax is its relationship to tax reform. Mongolia 

also seemed to be considering abolishing tax holidays. 
There was concern that this was not being done as part 
of an overall tax package which would also contain 
offsets 

as was being proposed in the tax law. If done as part 
of an overall package 

ensure it gets appropriate revenues from the sector. 


9. (SBU) Nyamdorj responded that there had been two 
alternatives put forward: increased royalty payments or 

a windfall profits tax. Mongolia had chosen the second 
option. As to why the bill had moved quickly 

SGH\'s schedule is tight 

and easily understandable. There had been concern 
expressed by companies 

high profits without exerting any efforts. These 
companies should remember they earned those profits at 
the expense of Mongolia\'s soil and its people. 

Nyamdorj added that there were many debates over Oyu 
Tolgoi (note: an apparent reference to the copper mine 
being developed at the site by Canada's Ivanhoe Mines). 
He understood that it would be 7-8 years before 
production was at full scale. Prices might well drop 
considerably during this period. Nyamdorj added that 

he disliked attempts by companies 

foreign 

that there had been many cases of corruption in 
government 

asked him to clarify what he opposed 

course corruption should be stopped. Nyamdorj 
reiterated that he opposes intervention by lobbying and 
bribing. 


10. (SBU) Regarding environmental damage caused by 
mining 


ла tour of Ahmed Younis, National Director of the Muslim Public Affairs Council, a tour which included 
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visited a Rio Tinto mine in Alaska. The mine is 
situated in an environmentally protected area 

there are tight regulations on it from the federal 

state and local governments. At the outset of mining 

a set aside of funds had to be made to ensure the land 
was fully restored. She commented that it provided a 
good example of how effective regulation can ensure 
mining that respects the environment. 


11. (SBU) Nyamdorj asked if the Ambassador had visited 
one of Mongolia\'s most notorious mining sites. He said 
that whenever he drives past it 

atit. All the excavated soil is still there 

spoiling the Tuul River. His question is 

is the Tuul River worth?" When he had visited Utah 

had seen a copper mine using modern technology 
without damage to the environment. In Mongolia 
however 

damage; this should not be a problem if modern 
technology is used. Nyamdorj repeated his 
recommendation the Ambassador pay a visit to the mining 
site. The situation had led to considerable public 

upset. The Ambassador responded that she was aware of 
at least one local group opposed to the mining damage. 
Companies are not making an effort to rehabilitate the 
land 

them to stop.\" Nyamdorj opined that countries like 

South Korea are able to reach high development without 
mining. 


12. (SBU) Nyamdorj returned to the subject of the 
disparity in coal prices between world markets and what 
was claimed as the price on export from Mongolia. 
These companies are using false documentation to keep 
the profits outside Mongolia 

state and public could not turn a blind eye to this 
problem. This also raised questions of justice and 
fairness 

corruption. If these companies mine Mongolian coal 
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they should obey Mongolian law and pay Mongolian taxes. 
Otherwise 

coal? Nyamdorj said he was being frank with the 
Ambassador because he knew he could do so and receive 
fair comments in response. 


13. (SBU) The Ambassador responded that she also 
wanted to be frank. Mongolia could reasonably control 


| the formation of the new Iraqi government. \ 
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speculation on mining licenses without any production. 
It should certainly protect the environment. She 
expressed concern 

tax and other things being discussed might result in 
driving away high quality foreign mining companies 
which would pay taxes and protect the environment. She 
noted that such companies 

Canada are in Mongolia 

result 

companies who would not play by international 
standards. 


Speaker Hopes for Tax 


14. (SBU) Nyamdorj said that he hoped the State Great 
Hural will finalize mining and tax laws before its 

planned recess in July. There is an urgent need to 
settle all these issues. Mongolia would be more than 
willing to accept suggestions and even change laws 
companies are willing to use modern equipment and not 
harm the environment. Both sides need to work to 
better understand each other's position. The companies 
should respect Mongolia sovereignty 

said that when the demonstrators had first begun 

raising these issues 

seriously. Then 

realized there are major problems. Hopefully 

would soon pass legislation to provide a good new legal 
environment 

companies to make profits. He said he understood the 
need to do this as quickly as possible. 


Speaker Cites Weak Bank of Mongolia Management 


15. (SBU) Regarding the Bank of Mongolia 

said he had set up a SGH working group to review the 
matter. The law on central banking 

adopted in the early 1990s 

be amended. This year 

changes at the bank; he opined that the bankVs 
management was weak. He said he also felt that 
oversight of the bank needs to be looked at. He had 
hoped the IMF team that had just visited would make 
good recommendations 

IMF recommendations were either unacceptable or 
unhelpful: one 

prohibit the government from dipping into the central 
bank reserves as it did to pay off the Russian debt in 
2003 and 
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committee of the Bank should be expanded. He did not 
accept the first point. The money in the bank was 
owned by the people of Mongolia 

Hural had viewed it as the responsibility of Mongolia 

to settle its debt with Russia. He did not accept 
criticism on this issue. He had been looking for 
constructive IMF suggestions on how to take steps to 
improve the structure of the bank. He was now waiting 
for the working group\'s report and would then take a 
look at supervision. 


Speaker Hopes for Anti-Corruption Law 


16. (SBU) Regading the anti-corruption law and anti- 
money laundering law 

Great Hural will be able to pass these during its 

spring session. Standing Committee work on the anti- 
corruption law would hopefully begin next week. Tax 
reform had already passed its first reading 

work would be done during this week. After both these 
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laws had passed 
laundering laws. He repeated that he wanted the SGH to 
pass all four laws he had mentioned before it adjourns. 


SLUTZ 
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Hong Kong\'s results. End Summary. 


The BSA Report and The HKG Response 


2. (SBU) On May 23 

its third annual survey on software piracy. The survey 

which is conducted by market research firm IDC and is the 
largest survey of its kind 

software piracy rate increased from 52 percent to 54 percent 
in 2005. IPD Deputy Director Peter Cheung told Econoff that 
he was shocked by the negative results of the survey and 

that the HKG would be actively seeking ways to crack down on 
software piracy overall and business end-user software 

piracy in particular. 


3. (SBU) Cheung opined that the survey results would also 
weigh heavily on the minds of Legco members currently 
deliberating proposed amendments to the Copyright Ordinance. 
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The survey results may weaken opposition to a proposed new 
clause in the Ordinance that would specifically pin 

liability for corporate copyright violations upon the 

directors or partners of the company. Cheung said that on 
May 29 the HKG would officially launch a new publicity 
campaign aimed at raising public awareness of IPR issues. 
The campaign 

Industry 

Kong Customs 

other forms of digital piracy. 


Regional Picture 


4. (SBU) Hong Kong\'s rising software piracy rate contrasts 
with improved figures for other regional economies 
including Singapore (from 42 percent to 40 percent) 
Malaysia (from 61 percent to 60 percent) 

China 

Hong Kong Chairperson Belinda Lui said that while the 
overall software piracy rate in China remains high 

results show that the country is moving in the right 
direction. She expects the mainland will probably see 
another drop next year as it moves to ban the use of pirated 
software by government departments and as PC manufacturers 
such as Lenovo 

legitimate software into new models. 


5. (SBU) Lui continued that although Hong Kong has an 
overall effective enforcement regime 

inability to win contested prosecutions in business end-user 
piracy cases contributed to the increase in the piracy rate. 
She said that BSA decided to move the official unveiling of 
the study to Hong Kong to emphasize its view that Hong Kong 
is moving in the wrong direction on IPR protection. 


CUNNINGHAM 
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force staffed with Kurds ostensibly loyal to the 
government. 


What do they want from Ankara? 


7. (C) Overall 

control of their lives and much more of AnkaraVs resources 
to attend to basic health 

needs. Many in DTP point to the evolving Kurdistan 

Regional Government in northern Iraq as an example of what 
they would like to see in Turkey 
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\"federalism\" without really knowing just what Iraqi 
federalist formulas yet will be. Others in DTP 

the more experienced former DEHAP cadres 

circumspect 

respect\" from Ankara. Asked what that would mean 

point to a basket of issues which range from use of Kurdish 
in public schools to unbridled - and even 
government-supported - Kurdish language mass media in the 
region; lowering the national ten percent electoral 

threshold to facilitate Kurdish representation in 

Parliament; conversion of the police to a Kurdish ethnic 
force; and constitutional change to recognize Kurdish 
heritage on an equal par with Turkish heritage. 


8. (C) Those in the region\'s business community with 
growing trading ties to northern Iraq and real exposure to 
its evolving political community quietly talk of Iraqi 
Kurdish widespread corruption 

Regional Government (KRG) democratic institutions 

rule of law 

the fabric of northern Iraq. Some in this Kurdish ethnic 
business community also have long standing tribal rivalries 
with the Barzani clan that color their views. However 
Turkish urds are generally eager to trade and do 
contracting 

possible) 


9. (C) Most importantly - and almost uniformly - many of 
those with whom we speak underline that they want to see 
Turkey\'s territorial integrity maintained. While the 

region\'s vast jobless ranks produce hundreds of thousands 
of migrants a year 

the region toward northern Iraq. It all migrates north and 
west 

as Adana or Mersin; and finally to Istanbul or Izmir 

not western Europe. 


What do they think of the PKK? 


11. (C) Most Kurds in the region feel helplessly trapped 
between the GoT and the PKK. On the one hand 

perceive an internally divided GoT/Turkish state which they 
feel cannot resolve its internal policy differences 

vis-Q-vis the Southeast and therefore relies on a 
security-only solution. They call this the GoTVs \"no 
solutions" policy for the region. On the other hand 

a minority of regional Kurds actually support the PKK by 
sending their children to its cadres 

support 
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12. (C) Nevertheless 

sympathy for the PKK as the force which has opposed Turkish 
government efforts to assimilate Turkey\'s Kurds into the 
Turkish Republic\'s Turkish ethnic core. If forced by 
increasing Turkish nationalism and spiraling violence into 

the choice - a distinct possibility following the 
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Diyarbakir riots - they will lean toward the PKK. 


13. (C) Abdullah Ocalan is deeply respected by the vast 
number of Kurds in southeastern and eastern Anatolia. Most 
would identify him as their sole legitimate leader. His 
ongoing incarceration and welfare are central rallying 
points in the Kurdish regional political dynamic. While 
many Kurds now reject the PKK\'s past use of violence in 
favor of a non-violent political regional solution 

consider it deeply disloyal to disown his - and the PKKVs - 
role in winning them respite from what they see as Turkish 
government use of state institutions to enforce ethnic 
assimilation. 


How does this translate into DTP\'s political agenda? 


14. (C) According to many of our Kurdish contacts who are 
not politically active 

has started to act politically as the political arm of the 

PKK. Its founding members - Hatip Dicle 

Dogan and Selim Sadak - spent most of the last decade in 
jail as terrorists 

release in June 2004 

\"democratic grass roots base\" whose participants have 
virtually no experience in politics. DTP stridently calls 

for a general amnesty for all PKK members; trials of 
Turkish military members (active duty and retired) for 
alleged human rights abuses; openly refers to Ocalan using 
the Turkish honorific title of \"honorable\" in meetings with 
us (which we reject explicitly when they use it); calls for 

his immediate release and unconditional amnesty; and avers 
that Ocalan is the sole interlocutor to negotiate an 
agreement with the Turkish government to settle the region\' 
s desire for self-government. They criticize the U.S. 
designation of the PKK as a terrorist group as wrong and 
mistaken. They liken themselves to Sinn Fein or the ETA. 
Some Kurdish contacts note that the difference is that Sinn 
Fein ran the IRA 

the agenda for DTP. 


| Congress (ANC) is currently in turmoil due to the ongoing battles between opponents and supporter 
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Who is Osman Ваудетіг? 


15. (C) Osman Ваудетіг was elected as mayor of Diyarbakir 
the unofficial capital of Turkey\'s Kurdish region 

DEHAP ticket in 2004. He succeeded a previous DEHAP 
mayor. As incumbent 

folded into the new Kurdish party. As the incumbent in the 
representing the largest Kurdish electorate in Turkey 

is an alternative voice on Kurdish issues in a Turkish 
political system which sees the very existence of such a 
position as a national security threat. It could 

eyes 

orthodoxy in the Turkish Republic. According to the press 
various Turkish officials sometimes question the Kurdish 
cultural content of Baydemir\'s speeches 

in written holiday greetings 

times since 2004 they have announced the opening of legal 
investigations of his conduct 

investigations several weeks later. It is not Baydemir 

per se 

uneasiness with any alternative power center. 


16. (C) In meetings with us 

non-violent solutions to the region\'s problems 

economic development and expresses hope that the GoT will 
set a positive agenda for developing the region. He is 
ambitious and hopes to be in parliament some day. His 
politics seem attuned to a strategy of incremental change 
and measured 

politicians 

the sway of the PKK over the people" and indicates that the 
PKKVs influence on his grass roots supporters significantly 
limits positions he can take publicly. At times he seems 
hesitant to get near PKK V'red lines 

his life. Many Diyarbakir contacts 

killing of Kurdish activist Hikmet Fidan 

the PKK is determined to enforce its monopolization of the 
Kurdish political space. The PKK frequently carried out 
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political killings of Kurdish alternative voices in the 

1990\'s and some in Diyarbakir human rights advocacy circles 
(to which Baydemir originally belonged) see themselves 
targeted again now. 


How do Islamist-rooted parties figure in Kurdish politics? 


t's Annual Report to Congress on the Military Power of the People\'s Republic of China, which reflect 


| Jintao what opinions or advice the UN can offer to help break the current Six-Party Talks impasse, № 
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17. (SBU) Kurdish society fundamentally was conservative 
and tribal in nature until the violence of the 1980895 and 
1990\'s broke the near-stranglehold of traditional tribal 
structures in the region. Devout Kurds also tend to be 

from the more conservative and doctrinaire ShafiVi school 
of Sunni Islam. It is among these Kurdish communities that 
first Refah and now AKP (and to a lesser extent 

party) have established a minority political position. 


18. (C) While recent press reports of Kurdish AKP deputies 
lobbying Prime Minister Erdogan on regional issues show 
that they are not deaf to regional issues 

party's agenda ultimately holds sway in these communities. 
The Prime Minister 

of Siirt 

initially was perceived in the region as a national leader 
with an ear for the region\'s woes. This peaked with his 
August 2005 Diyarbakir speech 

problem in Turkish politics and calling for further 
democratic reform. The absence of any follow-through on 
that statement and his perceived harsh remarks following 
the March 2006 Diyarbakir street unrest have 

greatly reduced his appeal among regional AKP loyalists. 


Other than Islamist-aligned Kurds 
voices among Kurds? 


19. (C) Are there alternate voices among Kurds? Yes - 
and 

exist 

both in the region and western Turkey. Examples are Abdul 
Melik FiratVs (grandson of Shaik Said who led the great 
1925 Kurdish rebellion against the fledgling Turkish 
Republic) Hak-Par party and several even smaller fringe 
groups. They influence the equally tiny 

Kurdish civil society movement in the region 

ardent advocates of non-violence and the rule of law. 

Still 

independence from Turkey in all but name through a 
widely-revised constitution are unlikely to attract 
widespread Kurdish support 

audiences or moderate AnkaraVs opinions about Kurdish civil 
society development. 


20. (C) There also are notable individuals 

Serafettin Elci 

center-left party) figure removed from an Ecevit cabinet 
because of his announcement of his Kurdish lineage 
subsequently jailed. He lacks a party vehicle 


nts on May 24 with Humaid al-Maani, deputy director, office of the Under Secretary for Foreign Affairs 
culties securing financial guarantees has breathed new life into the Chinese Patamacca palm oil proj 
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occasionally writes on behalf of Kurdish issues in op-ed 
pieces. He maintains close ties to the Barzani clan in 
northern Iraq as well. Another is European resident Kemal 
Burkay 

advocate of non-violence and expanded pluralism in Turkish 
politics as ameans to address the problems of the 
Southeast. He appears on (Iraqi) Kurdistan TV from time to 
time and probably would be subject to arrest in Turkey 
owing to 1960\'s-era previously publicized arrest warrants. 


How does the region see recent Turkish democratic reforms? 


21. (C) While the small civil society in Diyarbakir and 
legal circles see potential hope in the EU-membership 
driven democratization process 

explicitly 

token in nature. They also resent the begrudging way in 
which GoT institutions delayed the reformsV 
implementation. They point to the considerable regulatory 
baggage attached to the operation of Kurdish language 
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schools which made them cost-prohibitive in a poor 

society. None of these schools now operate two years after 
they were first allowed to open. They also note that the 
recent RTUK (central broadcast authority\'s) belated 
decisions to allow V'mother tongue" broadcasting in 
Diyarbakir and Sanliurfa came so laden with expensive 
administrative requirements that they see little viable 

future for that medium of cultural expression within legal 
boundaries. Some Kurds even go so far as to point out that 
they feel insulted by the dated and obviously GoT-slanted 
Kurdish-language programs broadcast several hours a week on 
state TRT broadcast. One contact sardonically quipped that 
the GoT soon would start broadcasting the history of 
Ataturk in Kurdish dialects to nominally meet the 
requirements set out in the V'mother tongue\" broadcast 
regulations. 


22. (C) They also see recent judicial reform as 
meaningless. The EU-desired dissolution of State Security 
Courts was rendered pointless in their view by their 
immediate reconfiguration as Heavy Penal Courts with 
matching jurisdiction 

powers. They also find little in the way of increased 

civil liberties in the recently revised penal code and 

point to draft versions of the new anti-terror law 

currently before Parliament 


1. (C) At a time when the Bahrain\'s King and ruling family should be co 
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Then how does the region see the EU? 


23. (C) While the EUVs reputation was fairly positive in 
2003-2004 

play hardball with the GoT to advance Kurdish cultural 
rights have been sorely disappointed. Kurdish perceptions 
ofthe EU took further knocks as the EU declared te PKK a 
terrorist organization; the EU did not strongly criticize 

the GoT for its summer 2005 regional military campaigns; 
and EU Ambassadors were seen as leaning on Diyarbakir mayor 
Ваудетіг to distance himself publicly from the PKK. Тһе 
DTP then pronounced the EU soft on their agenda to see 
Ocalan unconditionally released and granted full amnesty. 


How does the region see the U.S.? 


24. (C) Kurdish regional attitudes toward the U.S are 
conflicted 

Kurds strongly criticize the U.S. of using a V'double 
standard\" in \"freeing southern Kurdistan (aka northern 
Iraq) 

[Southeast Turkey]\" enjoys more autonomy. Many bitterly 
condemn the U.S. designation of the PKK as a terrorist 
group. Most see BMENA as discredited since they see it as 
silent on the desires of Southeast Kurds. Others say that 
BMENA is a sham to cover U.S. designs on the region\'s 
natural resources. 


25. (SBU) Still 

seek opportunities to study at U.S. educational 
institutions 

financial rewards. In general 

mass culture 

American cultural developments 

religious beliefs. 


What are further developments to watch? 


26. (C) Further issues to watch are whether and how the 
GoT may continue its seemingly stalled democratization 
drive. It will also be interesting to see how Kurds react 
to the 2007 election cycleVs politics and whether they feel 
the formal election campaign has given them a voice in 
national politics. The question of whether DTP 

a party or through running independent candidates as 
proxies 

be important. It also remains to be seen how the region 
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will react to the rising tide of nationalism which could 
polarize the region so much that the PKK\'s use of violence 
could begin to regain legitimacy. Finally 
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volatile longer-term development could be efforts by the 
region\'s Kurds to involve Iraqi Kurds in Turkish domestic 
politics. 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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for that. We are starting from a lower base with no 
room to readjust.\" Roxas said that the GRP also has 
issues with the agricultural provisions since the RP 
does have limited products that it wants to protect. 
He cynically concluded that in the end 

background noise. Chances are that we will end up 
going along to get along and then suffer the 
consequences." 


3. (SBU) On legislation to restore Clark tax 

incentives 

sensitive for investors. Despite unanimous agreement 
within the Senate to address the problem 

disagree over how it should be done. The Chair of the 
Ways and Means Committee 

incorporate language restoring Clark tax incentives 
into a broader piece of legislation that addresses a 
range of incentive issues 

Senate is ready to pass legislation on Clark 

gets linked to other incentive issues 

that disagreements could slow it down. Roxas added 
that the Senate can work on the legislation only after 

it comes out of the Ways and Means Committee 

said he hoped that Recto will keep the Clark 
legislation separate from other incentive proposals. 


ROXAS WILLING TO COMPLY WITH TRIPS 


for Terrorism and Financial Intelligence (ΤΕΙ) Stuart Levey that if the Palestinian people turn away frc 
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4. (SBU) Weisel raised concerns about Senate Bill 2139 
(SB2139) 

amend the Intellectual Property Code of the Philippines 
in order to expand the RP\'s parallel importation 

program for pharmaceuticals to include patented 
medicines. Roxas said that he wrote the legislation in 
order to make medicines more affordable to the average 
Filipino. He said 

more competition in the domestic market. There are 85 
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million people here 
that population is much smaller.\" 


5. (SBU) Weisel suggested alternative means to address 
the issue 

on pharmaceutical products. Roxas commented that this 
was a \"fair point\" and that he \"really appreciated the 
exchange.\" He said that he sees SB2139 as one way to 
address the problem 

other things the GRP should be doing. Weisel said that 
countermeasures for counterfeit medicines also deserve 
attention as new policies and legislation are 

considered. 


6. (SBU) In response to the USG\'s request for 
clarification on certain provisions that pose possible 
compliance issues with respect to Trade Related Aspects 
of Intellectual Property Rights Agreement (TRIPs) 
(reftel) 

been reworked. The Intellectual Property Office (IPO) 
recommended changes in order to ensure TRIPs 
compliance 

said that he would send the Embassy a copy of the 
updated bill. He expressed interest in working with 
the USG to resolve potential TRIPs issues. 


7. (SBU) The meeting was positive and focused on 
constructive ways to ensure that SB2139 is TRIPs 
compliant. The draft legislation has met with 
increasing support from local interest groups but harsh 
criticism from the pharmaceutical industry. Being able 
to raise TRIPs-related concerns about specific 
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provisions (reftel) contributed to the positive tone of 
the meeting. In previous meetings 

to identify specific issues so that he could work with 
us to address them. Now that the USG has done that 
seemed willing to follow through. Ultimately 

be responsible to his constituents and their demands 
for cheaper medicines 

to collaborate and ensure that new legislation 
addresses USG concerns. 
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of the province is much more peaceful than it was two years 

ago 

the projects the PRT is building and won't let them be 
disrupted. A Swedish NGO is working in Zagra district 

although UNAMA does not have a permanent presence in Paktika 
they have been V'much more energized\" since the January Loya 
Paktika conference Another issue raised was the ultimate 
disposition of the Afghan Security Forces (ASF) 

worked with U.S. special forces in the area. They are 

relatively well paid and equipped 

they would consent to reintegrate into the ANA 

would have much lower salaries and poor equipment. A 
suggestion was made that former ASF be used either as a 
special border security force 

of force which could either patrol the interior of the 

province or be used as a rapid reaction force. 


3. (SBU) In a town hall type meeting with local notables 
Governor Khpulwak made a plea for more resources. Asa 
border province 

insurgency and the people \"will always defend against the 
enemy"; however 

rights and have received little central government attention. 
There are no hospitals 

dying in childbirth 

however 

internally 

economy and create jobs 

investment. He particularly stressed the importance of the 
road from Sharana to Gardez 

province to the north - which is also significant from the 
point of view of security 

corps headquarters in Gardez. Finally 

that the U.S. build administrative offices for the provincial 
officials. The head of the provincial council thanked the 
coalition forces for several new buildings 
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view that 

province 

referred to promises that the former U.S. ambassador had 
made. А local engineer then took the floor and enumerated 

the projects - such as housing for 8 

been promised on behalf of the U.S. but never delivered. He 
asked that assistance be given to complete the Parakh dam and 
the Zami dam. A tribal leader complained that some coalition 
forces disrespect the mosques and the code of Pashtunwali 

and search compounds without proper notice. \"Remember you 
are our guests 

used the presence of coalition forces to settle personal 

scores by filing false reports against their enemies; he gave 

the Ambassador a list of men whom he claimed had been falsely 
apprehended 


4. (SBU) The Ambassador responded by reaffirming the U.S. 
commitment to Afghanistan. Не noted 

Afghanistan had been poor thirty years ago 

of things that needed to be done throughout the country was 
very long. The U.S. will try to help 

doesnt intend to make promises that can\'t be kept. He 
stressed the importance of having honest officials in place 
and of making and keeping the peace 

to develop and flourish. He said that he and LTG Eikenberry 
were concerned with reports of breaking into compounds 
without proper notice 

reduce the number of incidents. Comment: These complaints 
appear to be a rehashing of old issues 

foundation. End Comment 


5. (SBU) In a smaller meeting with the Governor and 
provincial representatives of the ministries 

focused on the use of tribal police 

peace. Khpulwak explained that the arbakai would be selected 
by the districts V'elder shura 

responsibility for them. They would work under the 
established security forces - the Afghan Border Police 

or ANP - rather than for an individual commander 

patrol villages beyond the normal reach of the ANA or ANP. 
“Тһе enemy won't spend the night in the villages where the 
arbakai are 

many remote villages V'where we can\'t force the ANP to go. If 
even five arbakai are there 

the people.\" Khpulwak explained that there were 2 

arbakai in the area; they didnt need weapons or uniforms 
merely money for salaries. They would receive training from 
the ANP and register their weapons 

toward future disarmament; 150 of them 

by the elder shura 

months to one year. The Ambassador said he had discussed 
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this issue with President Karzai 

that it would slow down current programs for ANP training 
and not be linked adequately to the construction of national 
authority. While the current rebalancing program will bring 
more police to Paktika 

would be enough to assure adequate security. This issue 
would require more discussion 

interested in the Governor\'s idea of having the arbakai 
switch over to the ANP. 

NEUMANN 
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circuits (LLCs) at cost-based rates using an open-standard 
interface. The decision came in response to an appeal that 
SingTel made to Minister Lee shortly after the 
Infocommunications Development Authority (IDA) issued its 
October 19 

\"tail\" LLCs using one of two technical interface options. The 
Ministers decision may be viewed at: 


2. (SBU) Although the Minister\'s decision marks a partial 
victory for U.S. telecom operators 

about its ability to take full advantage of these provisions. 

Of particular concern is SingTelVs required 30-day lead time for 
purchasing V'tie-cables 

interconnection to local exchanges. SingTel proposed this and 
other new implementing regulations in its amended Reference 
Interconnection Offer (RIO) that it submitted to IDA late last 
year in response to the October decision. In combination with 
the requirement to pre-order tie-cables 

speed multiplexing options in SingTelVs RIO creates significant 
procurement difficulties for other carriers (ref C). 


3. (SBU) Limited to only low-speed options 

tell us that a telecom operator wanting to support a customer 
base of 1 

between 250 and 1 

interconnection; this same customer base could be supported with 
only a handful of tie-cables if high-speed options were 

available. (Note: SingTel itself reportedly uses higher-speed 
options 

note.) 


4. (SBU) Atleast one U.S. carrier recently filed a 
reconsideration request with IDA asking that it provide a 
solution to the tie-cable/low speed multiplexing issue. This 
same carrier expects that 

SingTel will appeal the decision. (Note: IDA first mandated 
wholesale pricing for LLCs in December 2003; SingTel has 
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repeatedly requested stays or appealed LLC-related decisions in 
order to delay fulfilling its obligations. In addition to 

requesting stays of decisions from IDA 

current regulation 

i.e. 

Note.) 


Comment 


5. (SBU) In our meetings with Singapore officials 

Post have repeatedly urged the GOS to fulfill its telecom 
commitments under our bilateral Free Trade Agreement and to 
implement a more transparent appeals and rule-making process. 
While we are encouraged by the Minister's most recent decision 
we will continue to underscore the need for Singapore to further 
liberalize its telecom sector. As we have noted in our 
discussions with the GOS 

Singapore to allow higher-speed access and interconnection at 
tandem exchanges comparable to what is offered SingTel and other 
carriers operating in the United States under the Special Access 
program. 
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establish peace\" but would never surrender to international 

forces 

wants Gusmao to use his powers as President and Commander in 
Chief to dissolve the government. 


9. (C) Major Marcos Tilman was reportedly involved in the attack 
on the Tasitolu military headquarters earlier today. 


POLICE UPDATE 


10. (C) Emboff visited the Rapid Intervention Unit (UIR) 
compound today to ascertain the level of police still on duty in 
this unit. The compound was notably less busy than usual 
approximately 35 total officers seen during the lunchtime visit 
when the compound is normally full and active. The UIR 
commander was not present. An inspector initially stated that 
all UIR officers were accounted for and at their usual duty 
posts 

Embassy information indicates a far larger defection rate 
apparent attempts to hide the scale of the problem makes 
assessing the exact level of police defection difficult. Police 
Commissioner Martins has remained in sproadic contact with 
police headquarters but has reportedly gone into hiding. Police 
and UN reports indicate that the Deputy Police Commissioner has 
most likely joined Maj. Reinado\'s group in Aileu. 


ENSITIVE BUT UNCLASSIFIED, PROTECT ACCORDINGLY 1. (580) SUMMARY. In the month si 


ner, OVP Deputy NSA Joseph Wood, and Ambassador, former State Secretary Oleksandr Zinchenko 


'ewell call. Tarasyuk promised to review the issue carefully and to pay personal attention to it. He ob 


‚ meeting with Ministry of Foreign Affairs Undersecretary Khaled Al-Jarallah, the Ambassador again el 
row of demonstrations on May 25. The date is the first anniversary of the referendum amending the | 


ı June 29, 2006. The purpose of this trip is to participate in the Inter-American Telecommunications ( 
y (SP) is reconfiguring itself to become a credible left-wing alternative to the increasingly centrist Labı 


Column 3 
ΤΗΕ SITUATION IN DILI 


11. (U) The atmosphere around the city was notably tenser during 
the day 

normal life. The widespread panic and exodus that seized the 
city in the aftermath of the April 28 riots does not appear to 

be repeating itself. However 

point impossible due to ongoing clashes and roadblocks on the 
main roads out. International flights out of East Timor 

continued to have several dozen empty seats 

numbers are decreasing. 


12. (U) Among the most worrying developments within the city is 
the increasing level of intimidation and violence carried out by 
groups of young men 

against either westerners (loro mono) or easterners (lorosaVe). 
On the road out of the city toward Tasitolu and Tibar 

of about 50 young men 

stopping all traffic and were seen attacking a woman who 
attempted to pass in a taxi. Near the the central market 
emboffs witnessed another group armed with sticks 

slingshots chase out the merchants and shoppers. Sporadic 
gunfire was heard throughout the day to the south 

of the city. 
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IDP UPDATE 


13. (U) The number of people seeking shelter in DiliVs 

internally displaced persons (IDP) camps has increased 
significantly over the last day or so. While most IDPs are 

going to the larger well-known camps 

established. International NGOs providing aid to the camps 
estimated as of late this afternoon that there are now about 

20 

larger sites are struggling with overcrowding and deteriorating 
health and sanitation conditions. Camp organizers are 
attempting to move some of the IDPs to alternate sites to lessen 
the resource strain. As of now 

larger camps appear to be under control with security personnel 
providing adequate screening of entrants. 


AUSTRALIAN EMBASSY EVACUATION 
14. (C) According to the Australian Embassy 


military will send tomorrow a C-130 to evacuate dependents 
volunteers 


to the Turkish Cypriot community over the next three years. DG Enlargement\'s Technical Assistance 


owing his visa interview May 2 (clearance still pending), the member of the Iranian parliament in the c 


oduction was 923.5 million barrels, averaging 2.5 million barrels per day (тра). For the first months ‹ 
1. (U) Summary: GOET REQUESTS INTERNATIONAL INTERVENTION CONTINUED FIGHTING E 


һе implications of Iranian President Ahmadi-Nejad\'s attendance at the June SCO summit іп Shangh 
LI 226; (G) STATE 75819; (H) DILI 229 DILI 00000254 001.2 OF 002 CLASSIFIED BY: Grover Jos 


Column 3 
REES 


STEIN 
REES 


65390 

establish peace\" but would never surrender to international 

forces 

wants Gusmao to use his powers as President and Commander in 
Chief to dissolve the government. 


9. (C) Major Marcos Tilman was reportedly involved in the attack 
on the Tasitolu military headquarters earlier today. 


POLICE UPDATE 


10. (C) Emboff visited the Rapid Intervention Unit (UIR) 
compound today to ascertain the level of police still on duty in 
this unit. The compound was notably less busy than usual 
approximately 35 total officers seen during the lunchtime visit 
when the compound is normally full and active. The UIR 
commander was not present. An inspector initially stated that 
all UIR officers were accounted for and at their usual duty 
posts 

Embassy information indicates a far larger defection rate 
apparent attempts to hide the scale of the problem makes 
assessing the exact level of police defection difficult. Police 
Commissioner Martins has remained in sproadic contact with 
police headquarters but has reportedly gone into hiding. Police 
and UN reports indicate that the Deputy Police Commissioner has 
most likely joined Maj. Reinado\'s group in Aileu. 


THE SITUATION IN DILI 


11. (U) The atmosphere around the city was notably tenser during 
the day 

normal life. The widespread panic and exodus that seized the 
city in the aftermath of the April 28 riots does not appear to 

be repeating itself. However 

point impossible due to ongoing clashes and roadblocks on the 
main roads out. International flights out of East Timor 

continued to have several dozen empty seats 

numbers are decreasing. 


12. (U) Among the most worrying developments within the city is 
the increasing level of intimidation and violence carried out by 
groups of young men 

against either westerners (loro mono) or easterners (lorosaVe). 
On the road out of the city toward Tasitolu and Tibar 

of about 50 young men 


' Dili, Department of State. REASON: 1.4 (b), (d) 1. (SBU) On Мау 24, 2006, the DCM convened a i 


the 2005 SUA protocols with MFA Director of International Organizations and UN Affairs Nasser Bour 


cabinet adopted a bill establishing a National Human Rights Commission May 17. The idea for the οι 


curing over 60 percent of the vote in a recall election prompted by a nationalist/center-right coalition le 
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and General Assembly guidelines for UN mandate review. Haiti\'s Permrep Leo Merores, who is ECC 


ource, the governor of the Central Bank of Iran (СВІ) may be removed for questioning President Ahm 
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stopping all traffic and were seen attacking a woman who 
attempted to pass in a taxi. Near the the central market 
emboffs witnessed another group armed with sticks 
slingshots chase out the merchants and shoppers. Sporadic 
gunfire was heard throughout the day to the south 

of the city. 
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IDP UPDATE 


13. (U) The number of people seeking shelter in DiliVs 

internally displaced persons (IDP) camps has increased 
significantly over the last day or so. While most IDPs are 

going to the larger well-known camps 

established. International NGOs providing aid to the camps 
estimated as of late this afternoon that there are now about 

20 

larger sites are struggling with overcrowding and deteriorating 
health and sanitation conditions. Camp organizers are 
attempting to move some of the IDPs to alternate sites to lessen 
the resource strain. As of now 

larger camps appear to be under control with security personnel 
providing adequate screening of entrants. 


AUSTRALIAN EMBASSY EVACUATION 


14. (C) According to the Australian Embassy 
military will send tomorrow a C-130 to evacuate dependents 
volunteers 
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message be sent out to Amcits 

depart 

to use when fielding questions from inquiring Amcits. 


6. (SBU) We will continue to monitor developments and will take 
additional measures as necessary to ensure the safety of the 
American community in East Timor. 


REES 


STEIN 


of his party from the cabinet. Mutlak claimed to be still very interested in being part of the government 


nciple, might be willing to approach the Government of Kyrgyzstan to express support for continued L 
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clear that the Government of East Timor (GOET) hoped that 
Australia would have military forces on the ground in Timor 
within the next 24 hours to prevent further deterioration of the 
security situation 

request later. In a smaller meeting just after the public 
announcement 

Minister Alkatiri will offer his resignation within the next few 
days as another essential component in restoring peace and 
stability 

will convene the Council of State in order to invoke the 
constitutional procedure for the dismissal of the Prime 
Minister. Ramos-Horta indicated that he himself would likely 
then be asked to serve as interim Prime Minister pending the 
next Parliamentary elections 

United Nations to conduct these elections. End Summary. 


2. (U) In a meeting this afternoon attended by most GOET Cabinet 
members 

representatives of the Catholic Church 

announced that he and other top GOET leaders were requesting 
foreign intervention to restore order in East Timor and to end 
what he called \"this climate of panic.\" The President announced 
that a joint letter signed by himself 

President of Parliament Francisco Lu\'Olo Guterres 

Minister Ramos-Horta would be sent to the government of 
Australia this afternoon 

made to the governments of Portugal 

Gusmao said the letter would request that Australia provide “а 
robust police presence backed by a military force.\" Foreign 
Minister Ramos-Horta then explained that there was widespread 
support among the Timorese public for the proposed intervention 
and that the mere presence of the requested forces would have a 
deterrent effect that could well make combat engagements 
unnecessary 

interested in fighting with international forces.\" Prime 

Minister Alkatiri and President of Parliament LuVOlo 

reportedly resisted the request for Australian intervention 

beside the President and the Foreign Minister but did not speak. 
Ramos-Horta made clear that the security situation was 
deteriorating rapidly 

of the armed forces (FDTL) and dissident FDTL members supported 
by elements in the national police (PNTL). He said GOET hoped 
the requested Australian forces could be on the ground in Timor 
Vwithin 24 hours\" in order to prevent further fighting. 


3. (S) Ramos-Horta then asked Ambassador Rees and Deputy Special 
Representative of the UN Secretary General (DSRSG) Anis Bajwa to 
remain for a smaller meeting. This meeting was also attended by 


Jebate over the Amir\'s May 21 decision to dissolve Parliament is already fading as focus shifts to the 


ırd-winning author, conducted an outstanding speaker program Мау 12-17, 2006, in Kuwait. An Amer 
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President Gusmao\'s Chief of Staff 

Ambassador of New Zealand. Ramos-Horta explained that foreign 
military intervention is only one of the steps necessary to 
restore peace and stability in East Timor. He said the other 

key step is the resignation of Prime Minister Alkatiri. 

According to Ramos-Horta 

country he has enocountered a broad popular consensus that 
Alkatiri\'s removal is essential to restoring public confidence 

in Government. See Ref H. Ramos-Horta also said that Bishop 
Alberto Ricardo Da Silva of Dili 
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to tour troubled districts in the western part of East Timor in 

an effort to restore calm 

(Note: Bishop Ricardo 

was present at today\'s announcement of the request for foreign 
intervention. Ramos-Horta said President Gusmao is 
\"particularly insistent\" that Alkatiri must resign or be 

removed 

that it is Vhighly likely" he will resign within the next few 

days. Ramos-Horta said he expected that he himself would then be 
asked to serve as Prime Minister 

an interim basis until the next election. He said he would 

retain all but a few of the current Cabinet members and that he 
would ask the United Nations to \"conduct\" --- rather than just 
to assist and monitor --- the elections in order to ensure that 
they were administered capably and fairly. 


4. (S) Ramos-Horta said that if Alkatiri does not resign 
President will convene the Council of State in order to invoke 
the provision of Article 112 of the Constitution for the removal 

of the Prime Minister \"when necessary to ensure the regular 
functioning of the democratic institutions." See Refs Ε & H. 

He said the President would also consider dissolving Parliament 
So as to bring about an election sooner rather than later 

he acknowledged that the constitutional provisions on dissolving 
Parliament are more restrictive than the provision allowing the 
President to dismiss the Prime Minister. 


5. (S) Embassy Dili has learned that the Government of Australia 
(GOA) has received the formal written GOET request and that 
negotiations are underway and could proceed very quickly. 


6. (S) Comment: The inclusion of Portugal and Malaysia in the 
list of countries whose assistance would be requested was 
apparently to satisfy the Prime Minister 

preferred an all-Portuguese or an all-Malaysian force to one 
containing any Australians at all. The particular Portuguese 
and Malaysian paramilitary police units that will be the subject 
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of these invitations have both served in East Timor before 

both had a reputation for training Timorese police to use 
excessive levels of force. The Prime Minister had also 
submitted a draft letter that required the Australian forces to 
operate “іп co-ordination with the Prime Minister\'s office." 
Ramos-Horta insisted on changing this to “іп co-ordination with 
the President and the Prime Minister." 


7. (S) Comment continued: One possible sticking point in the 
impending GOET-GOA negotiations is that the elements in FDTL 
that have been most prominent in the recent military operations 
--- and who are generally regarded by Timorese as one of several 
warring armed groups rather than as protectors of peace and 
stability --- might be unwilling to retire to their barracks and 

leave the field to the Australian forces. Ramos-Horta privately 
acknowledged today that this is а V'sensitive issue\" and 
suggested that perhaps FDTL could retain responsibility for 
security in the three eastern districts 

experienced serious security problems 

the troubled western districts to the Australians. 


8. (S) Comment continued: Although Embassy Dili's Timorese 
sources overwhelmingly agree with Foreign Minister Ramos-Horta\'s 
assessment that Alkatiri\'s resignation or removal would be a big 
step toward restoring public confidence in the Government 
assessment that Alkatiri is \"highly likely\" to resign soon may 
underestimate the Prime MinisterVs tenacity. Indeed 

pressure Alkatiri may now feel to resign would presumably be 
substantailly reduced if the presence of Australian forces 

succeeds in quickly restoring peace and stability. End Comment. 
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issue public works contracts agreed to apply 
competitive bidding for all contracts except those in 
which there is \"clearly only a single contractor" and 
to review all contracts currently being processed in 
order to issue a plan in June that will identify those 
contracts that will be converted to competitive 
bidding. That decision followed a May 10 meeting of 
the Central Construction Commission 

body 

bidding and contracting of public works projects in 
order to expand the scope of competitive bidding at 
both the central and local levels. According to press 
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reports 
would be the first in five years. 


7. (SBU) Despite these measures 

reports continue to indicate that bid-rigging tied to 

the longstanding practice of \"descent from Heaven\" 
(amakudari) 

retirement employment at government contractors 
persists. Several of the major bid-rigging scandals in 
2006 to date -- most notably the DFAA and floodgate 
incidents -- involved retired government officials 
according to media reports. An MLIT official in charge 
of construction market access confirmed to econoff 
that 

enshrined in the Japanese Constitution 

on reemployment aimed at limiting collusion could only 
be made voluntary. Retiring officials could ignore the 
guidelines if they chose to do so. (Note: Japan\'s 
National Civil Service Law does stipulate that central 
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government employees are prohibited for two years 
following retirement from taking jobs at profit-making 
corporations that have strong relationships with 
governmental organizations where they worked in the 
five years before retirement. End note.) 


8. (SBU) Commenting on the JFTC role in these recent 
cases 

Tamura noted that 

is fundamentally a passive activity for JFTC 

undertaking a criminal investigation 

treatment plant case 

the JFTC to play in the same legal league as Japan\'s 
elite prosecutors. In the big cases of 2005 

noted 

offenders following moves by the prosecutors. He added 
that for their part the prosecutors 

focusing on political figures 

interest in economic crime. He pointed to the arrest 

and prosecution of the flamboyant Internet entrepreneur 
and investor Takafumi Horie (Livedoor Co.) as an 
example of the prosecutors\' new interest in the 
business world. 


1. (SBU) SUMMARY. In light of the great and increasing influence of the narcotics trade and related 


NISTAN; MERCOSUR 05/22/06 1. SUMMARY STATEMENT Weekend papers cover an interview w 


:ommittee of the Red Cross (ICRC) Head of Delegation Barbara Hintermann (strictly protect) May 22 
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Coleman for Reasons 1.4 (B,D) 1. (С) Оп May 24, PolMiloff delivered reftel demarche to MFA\'s ΝΑ 


'sek thanked us for the demarche and said MFA would consider delivering а demarche to the Govern 
Jenced by political reasons, an alliance of Colombia\'s three major trade confederations and a pensio 
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9. (SBU) Tamura credited JFTC Chairman Kazuhiko 
Takeshima as being very eager to energize the Fair 
Trade Commission right from the start of his tenure in 
2002. He indicated that if Takeshima\'s concrete 
progress in increasing JFTC enforcement activities had 
lagged his rhetoric 

delays and difficulties in achieving passage of the 
amended AMA 

\"teeth.\" Now 

and the new contest with the prosecutors in pursuing 
criminal activity 

previous low-profile status 


10. (SBU) The leniency program of the amended AMA 
also was forcing changes in the code of conduct for 
Japan\'s attorneys 

for companies accused of bid-rigging would freely share 
information among themselves in a common effort to 
determine what evidence the JFTC might have in a 
particular case. Now 

available 

independently and to force their lawyers to sign 

binding confidentiality agreements. Bid-rigging 

cartels 

threat of retaliation from the other members of the 
cartel as by common interest 

looked for ways to cheat on their ostensible partners. 
The onset of the leniency program gave those who wanted 
to escape from an unwelcome decision by their cartel 
partners a new way to do so. 


11. (SBU) In addition 

application of the law preventing government officials 
from participating in bid-rigging schemes (Kansei Dango 
Boshi Ho) and the strict application of suspension from 
bidding by MLIT on AMA violators -- a reaction in part 

to the strong public outcry over 2005\'s headline- 
generating steel bridge case (ref B) -- have meant that 
more and more companies were deciding to compete 
fairly. The bidding suspension 

been negotiable between MLIT and the firms 

inflicted real economic damage on some of the offending 
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firms 


12. (SBU) Tamura was skeptical that much would change 
in the near term with respect to the phenomenon of 
amakudari. He guessed that the Japanese agencies 
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concerned believed they had taken adequate measures to 
address the problem. He indicated that more attention 
might usefully be applied at the other end of the 
employment process: recruitment. People with little 
practical experience but who had graduated from elite 
universities and scored highly on their civil service 
exam dominate the ranks of the Japanese bureaucracy 
Tamura stressed. Mid-level recruitment and mobility to 
and from the private sector 

benefit the entire government and particularly 

relatively less prestigious agencies like the JFTC 

which had always had to accept the weaker applicants 
for government service 

going to more powerful institutions like the Ministries 

of Finance and Foreign Affairs. Private attorneys on 
two-year appointments at the JFTC had proven helpful 
but 

had less of an impact than if they had been able to 
become career staff.. [As a practical matter 

would JFTC hope to hold on to good lawyers for the long 
term? New personnel track?] 


13. (SBU) Strengthening the human resources of the 
JFTC 

respect to criminal prosecutions where the JFTC actions 
would be subject both to comparison with and to 

scrutiny by the government prosecutors. Right now 
JFTC staff are working seven days a week to process 
their cases 

processing a criminal case could 

of JFTC\'s other achievements by handing the opponents 
of the strengthened AMA (e.g. 

areas 

question the agency\'s fitness to handle its new 

authority. With a January 2008 review of the 2005 AMA 
amendments mandated in the revised law itself 
elements have a ready opportunity to take advantage of 
any egregious error by the JFTC. Tamura noted that a 
number of companies were already challenging the agency 
by fighting JFTCVs surcharge orders 

order to maintain its own authority 

(Note: The amended AMA raised the maximum rate of 
surcharges the JFTC could levy on firms as 
\"compensation\" for illegal profits attained through 
anticompetitive behavior from six percent to 10 percent 
of a company's income during the period it was engaged 
in the illegal activity. End note.) The workload and 
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the risk were such at present that many JFTC officials 
Tamura said 

pursuing a case was likely. 


14. (SBU) In addition 

JFTC would lose its political support once Prime 

Minister Koizumi steps down in September. In Tamura\'s 
view 

Prime Minister 

as Koizumi has. Abe 
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about protecting himself and less likely to take 
political risks than Koizumi. Former Chief Cabinet 
Secretary Yasuo Fukuda 


SIPDIS 

likely than Abe to support Japan\'s competition 
authorities but would still not equal the strong 

backing received during KoizumiVs tenure. (Note: The 
five-year term of JFTC Chairman Takeshima will also 
finish in 2007 

early opportunity to put his own stamp on the agency. 
End note.) 


15. (SBU) Bearing in mind Prof. Tamura\'s observations 
regarding the potential dangers of moving too 
aggressively 

start in applying its new powers. Certainly 

our reading of the frequent media commentary concerning 
the unending revelations of bid-rigging and public- 

private collusion 

against bid-rigging remains strong. The primary task 

for that agency 

assume a more prominent role in bringing about economic 
reform in Japan 

authority. JFTC 

the elements opposed to a stronger competition regime 

in Japan may be postponing their counterattack until a 
possibly more auspicious post-Koizumi era. 


jusiness Federation (Keidanren) Chairman Fujio Mitarai told the Ambassador Мау 23 that Japan\'s m 
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prefecture announced that it completed culling all 5.68 
million chickens that were infected with avian influenza or 
were under surveillance for the disease. After the 

culling 

safety because eggs were already being sent to the market 
and to date have been safe to consume 

still a risk that outbreaks could occur again given that 
similar outbreaks of avian influenza abroad have persisted 
over time. 
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Lee discussed new FSC duties 

Investment Framework Agreement (TIFA) talks 

about the status of two pending MOUS on financial information 
sharing. Action request para 7. End Summary. 


Progress on Cross-Strait Economic Issues 


2. (C) At a meeting on May 16 between officials from the FSC 
DIA and AIT Economic Section 

Lee (a man) said he had come to the meeting directly from the 
Taiwan Legislature (LY) where he had been answering questions 
on cross-Strait financial exchanges. Lee said he sensed an 
improvement in the tone of partisan discussion on 

cross-Strait economic relations ever since former KMT Chair 
Lien Chan led a business delegation to the KMT-CPC economic 
forum in Beijing in April. Lee credited Lien\'s trip with 

having served as a catalyst for the several subsequent small 
moves to relax cross-Strait economic relations 

recent expansions of the \"mini-links\" between Kinmen and the 
PRC 

could deliver improvements in cross-Strait economic ties just 
like the KMT. 


\"Breakthrough\" Due in June 


3. (C) Lee believed that the current mood of \"competitive 
relaxation\" of cross-Strait economic restrictions would lead 
to more dramatic opening measures after the Economic 
Sustainable Development Conference (ESDC 


‘for Appropriations, Legislative Affairs visit to Taipei 06/01-04/06. Visitors to Taiwan are reminded tha 
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to be held in Taipei June 18-19. He predicted that there 
would be a \"breakthrough\" allowing four PRC banks to set up 
representative offices in Taiwan in exchange for seven Taiwan 
banks being allowed to upgrade existing representative 
offices in Mainland China into full-fledged branches. He was 
optimistic that the two sides would sign an agreement 

allowing regulatory inspections to be handled through private 
channels 

than by official regulators. 


Overseas Branches Most Profitable 


4. (C) Lee said that currently the most profitable Taiwan 

bank branches were ones located overseas 

Taiwan banks believed the China market would be exceptionally 
profitable due to the number of Taiwan companies located 
there that would prefer doing business with a Taiwan bank. 

He noted that China has aWTO commitment to permit foreign 
banks to handle RMB savings deposits and other local business 
starting next year. PRC banks in Taiwan might find business 
opportunities among Taiwan business people posted in China 
or foreign exchange and fund transfers for trading firms 
engaged іп cross-Strait trade. 


View of the Mainland Affairs Council (MAC) 


5. (C) MAC Economic Affairs Deputy Director General Chien 
Chuan-deng told ΑΙΤ on May 23 thatthe MAC does not oppose 
cross-Strait banking exchanges. However 

exchanges require (Taiwan and PRC) regulatory supervision 
and current PRC laws require an agreement on regulatory 
issues with a foreign country before banks from that country 
can set up branches in China. He added that MAC has no 


TAIPEI 00001789 002 OF 002 


objection to an MOU with the PRC to facilitate cross-Strait 
banking 

bank representative offices in Taiwan. Chien said that such 
an MOU could be signed by the FSC 

Bankers Association 


Currency Exchange 


6. (C) Lee said that TaiwanVs central bank is currently 
drafting regulations to expand NTD:RMB currency exchange to 
various tourist areas in Taiwan where PRC tourists may visit. 


als Dialogue, EAP A/S Hill conveyed points to the Malaysian delegation, led by MFA Secretary Gene 
Chanchu, following its strike on the Philippines, headed toward eastern Guangdong Province late las 
| talks with Slovenia took place at the Slovenian MFA May 12. Highlights included: -- SLOVENE COI 
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He also said Taiwan wants to sign an agreement on avoidance 
of double taxation with the United States. Taiwan believes 

such an agreement will benefit businesses and financial 
institutions in their international operations. Taiwan 

attaches much importance to the upcoming Trade and Investment 
Framework Agreement (TIFA) talks and high ranking officials 
including Vice Economic Minister Steve Chen 

all Taiwan agencies to \"find solutions\" and \"resolve 

outstanding issues.\" 


FSC Expanding Duties 


7. (SBU) Lee mentioned that at the beginning of May the FSC 
DIA had assigned to take over from the FSC Banking Bureau 
responsibilities related to international terrorist finance 

and money laundering issues. Earlier this year 

over from the Banking Bureau as an FSC point of contact on 
general international and cross-Straits financial issues. 

The DIA had recently received Executive Yuan permission to 
establish a representative office in London 

one it established in New York last year. Lee said the new 
office does not require additional approval from the UK 
government since administratively it will come under the 
Taiwan representative office in London. He said it should be 
operational by the end of this year. (The Ministry of 

Foreign Affairs confirmed to AIT that the FSC office in 
London would administratively be a part ofthe Taiwan MOFA 
representative office there.) 


Two MOUS in Process 


8. (C) Action request: Lee noted that the U.S. Commodity 
Futures Trading Commission (СЕТС) and the U.S. Federal 
Reserve Board both were working on new information sharing 
agreements with the FSC and he inquired about the status of 
the pending MOUs. AIT/T requests guidance on how to respond 
to Lee\'s question on the current status of these two MOUs. 
YOUNG 
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Minister 

had he planned to meet with any Hizballah officials. His 
meeting with Hizballah leader Nassrullah at a reception in 
Beirut 

stressed that he understood the special U.S. sensitivities 
regarding Hizballah and emphasized that his initiative in 
Lebanon \"will by no means challenge U.S. policy.\" His 
Lebanon visit 

friendly relations and to explore commercial opportunities 


BSA Study Corrected Copy SENSITIVE BUT UNCLASSIFIED. PLEASE PROTECT ACCORDINGL 


ching from Gaziantep in the west to Kars in the north and Hakkari in the far southeast. This region in 
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especially securing product markets and energy supplies 
explaining that Taiwan \"does not want to put all of our eggs 
in one basket 


Taiwan Representative Office in Iran 


5. (S) FM Huang then raised Taiwan\'s desire to establish a 
representative office in Iran 
this issue with the U.S. in February. Taiwan concluded an 
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agreement with Iran a year ago to establish a Taiwan trade 
office in Tehran 

of products from Iran each year and because Iran represents a 
potentially huge market for Taiwan products. The only reason 
Taiwan had not proceeded to open an office in Iran 

explained 

sure whether the U.S. had ever specifically requested Taiwan 
not to open a trade office in Iran. Although he understood 

the timing for opening an office in Iran is particularly 

sensitive now 

trade office in Tehran 

exchanging information and by supporting the U.S. policy of 
peaceful transformation in Iran. 


6. (S) The Director expressed U.S. appreciation for the 

close cooperation between AIT and the Taiwan NSC and National 
Security Bureau (NSB) in working to prevent Iranian 

exploitation of Taiwan\'s open market and high tech 

capabilities. He stressed the importance of staying vigilant 

for Iranian government or industry efforts to obtain Taiwan 

high tech items that might contribute to development of 

missiles and WMD. 


Positive Face on Transit 


7. (C) FM Huang pointed to his interview in the current 

issue of \"The Journalist" magazine (no. 1002) 

gave a detailed account of President Chen\'s transits on his 

trip to Latin America. He pointed out that he explained the 
flight westward 

avoid embarrassment to Taiwan and the U.S. and as an 
opportunity to explore diplomatic initiatives in other 

regions. The Director responded that his own public comments 
have been in the same vein 

are strong and have not been damaged and that we are looking 
forward to enhancing cooperation with Taiwan. 
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Taiwan at WHO 


8. (C) The Director expressed appreciation for Taiwan\'s 
cooperative attitude on the WHO 

International Health Regulations (IHR) announcement and its 
stance at the WHA yesterday. Noting support from Canada and 
New Zealand for Taiwan WHO participation 

the U.S. desires to work with Taiwan to enhance its active 
participation in WHO activities. Huang responded that Taiwan 
had been surprised by the relatively low-key PRC behavior in 
Geneva 

the traditional way.\" 


PRC Squeezing Taiwan\'s International Space 


9. (C) PRC diplomacy is not always quite so nuanced 
Huang continued 

meeting with the foreign ministers of four of Taiwan\'s allies 
in Mexico City -- a heavy-handed effort V'to undermine our 
position in Central America." At the meeting 

four FMs and their countries of violating the “опе China 
policy" and hurting the PRC 

clumsy charm offensive. Taiwan 

fortunate to have Li Zhaoxing as PRC Foreign Minister.\" 


Talking Points Presented to Foreign Minister 


10. (S) The demarche talking points Director delivered to FM 
Huang as directed by ref e-mail were as follows: 


-- Hizballah is a designated foreign terrorist organization. 
Before 9/11 
deaths than any other terrorist organization in the world. 


-- The Lebanese Government headed by Prime Minister Siniora 
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is working hard to reassert sovereignty and control 

throughout the country following Syrian military withdrawal 

in April 2005. The GOL made a decision to disarm Palestinian 
militias outside refugee camps within six months and the 
ongoing \"national dialogue" is currently discussing the 

status of Hizballah\'s arms. 


-- The international community has repeatedly called for 
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Hizballah\'s disarmament through a series of UN Security 
Council resolutions 


-- We urge you to avoid meeting with members of Hizballah and 
restrict your meetings with Lebanese officials to those 
legitimately elected by the Lebanese people. Until Hizballah 
renounces violence and disarms 

legitimate political actor. As UN Secretary General Annan 

said in his April 2006 report 

control of the government are incompatible with restoration 

of Lebanon\'s sovereignty 


-- Hizballah relies on money laundering and other criminal 
activity as a means of raising funds. They view criminal 
enterprises as a means of diversifying their funding sources. 
Hizballah is involved in a wide range of criminal 

activities 

pirated goods to sophisticated money laundering 

and credit card fraud schemes. 


-- The Iranian Revolutionary Guard and Lebanese Hizballah 
have been linked to armor-piercing explosives that have 
resulted in the deaths of Coalition forces in Iraq. 


YOUNG 


65398 

cautiously optimistic about the appointmentVs affect on the 
MOLVT 

ministry was inactive and paralyzed by CPP-FUNCINPEC 
rivalries. A CPP leader 

the deadlock within the ministry and will have the ear of CPP 
leaders as well. 


6. (0) It appears as if the only major union leader familiar 

with Vorng Sotr is Chuon Momthol 

pro-government Cambodian Confederation of Trade Unions (CCTU) 
and advisor to Deputy Prime Minister Sar Kheng. Chuon 
Momthol described Vorng Sotr as hard-working and open-minded 
someone who could deliver quick action on several stalled 

labor issues. Chuon Momthol echoed many criticisms 
pro-opposition unions and international labor observers have 
leveled against Nhep Bunchin during his nearly two years in 
office: no labor background 

and not engaged on key issues like labor law revision. 
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Unions and Labor Observers: Hun Sen Power Play 


|, Vorng Sotr (CPP), replaces Nhep Bunchin (FUNCINPEC), who was removed from office pending a 


ig of President Chen Shui-bian\'s in-laws Wednesday and the detention of Chen\'s son-in-law Thursd: 


essing Iran\'s pursuit of a nuclear weapons capability and holding it accountable to its international ok 


ing in Tokyo comes at a crucial point in the peace process and expressed hope that it will be a compr 
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7. (SBU) Pro-opposition union leaders Rong Chhun 
Cambodian Independent Teachers Association (CITA) 

Mony 

rise as part of Prime Minister Hun Sen\'s recent consolidation 
of power. Both leaders agreed that the MOLVT was ineffective 
and were unsurprised by allegations of corruption 

pointed out 

corrupt. Nhep Bunchin was removed not because he was the 
most egregious offender 

asserted. Most international labor observers agreed with 

this assessment 

more by politics than by a genuine concern for battling 
corruption or helping workers. Nonetheless 

more active and functional MOLVT could be the silver lining 
for this cloud. 


Key Issues for the New Labor Minister 


8. (SBU) Vorng Sotr inherits a poorly functioning MOLVT that 
has been paralyzed by lack of leadership and 

inter-ministerial political divisions since the labor 

component split from the former Ministry of Social Affairs 
Labor 

critical labor issues facing him are: 


--Threatened General Strike: Pro-opposition leaders Rong 
Chhun and Chea Mony have threatened to lead a general strike 
if their demands for higher wages 

shorter working hours are not met. Garment manufacturers 
rival union leaders 

large-scale strike will come to pass--either the government 

will step in to make some compromises or the unions will not 
be able to gain the support of other unions needed to truly 
make this action a general strike. 


--Stalled Labor Law Review Process: The current labor law 
passed in 1997 

without the input of unions 

Key areas of contention are expanding the scope of the law 
to include civil servants 

domestic workers 

premium pay; job protections afforded to workersV 
representatives; and Arbitration Council jurisdiction over 
individual disputes. The new law remains in the discussion 
stage. 


--Labor Advisory Committee: This critical tripartite 
committee is responsible for approving sub-decrees (prakas) 
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governing all aspects of labor affairs 

defining hazardous and light work in the context of child 

labor. The committee has not met since the MOLVT/MOSAVY 
split in July 2004 

have been pushing for the committee to resume its work. 


Comment 


9. (SBU) Since March 

least 76 high-ranking FUNCINPEC officials from office 

Nhep Bunchin appears to be the latest victim of his 
housecleaning spree. The move consolidates Hun Sen\'s power 
not ру removing a dynamic ҒОМСІМРЕС leader actively pursuing 
an agenda opposed to the Prime MinisterVs interests 

rather by clearing out the deadwood blocking CPP from full 
access to the Labor Ministry. From a purely labor 

perspective 

development. Hopefully with a well-connected CPP minister at 
the helm 

begin tackling some of the difficult issues that it has all 

but ignored in the past. 
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Daily" front-paged: \"United States Urges [Taiwan and China to] Talk 
about Cross-Strait Military Buffer Zone in July.\" The pro-status 

quo \"China Times\" also ran a banner headline on an inside page with 
the headline V'United States Invites Both Sides [of the Taiwan 

Strait] for Military Talks Next Month" The \"Taiwan Daily 

addition 

Defense Department Report Warns That [China] Needs to Assess 
Possibility of U.S. and Japanese Involvement If It Uses Force 

Against Taiwan.\" 


2. In terms of editorials and commentaries 

pro-independence VLiberty Times 

pan-Blue legislators for blocking the U.S. arms procurement bill 
while the U.S. Defense Department report warns of unbalanced 
military powers across the Taiwan Strait. A V'China Times\" analysis 
on the other hand 

exchanges have been going on for over twenty years 

States still cannot figure out how to assess Сһіпау5 intentions and 
its force operations. End summary. 


A) V'United States Is Concerned About Unbalanced Military Powers in 
Taiwan Strait. What About Us?" 


The pro-independence VLiberty Times!" [circulation: 600 
editorialized (5/25): 


recent Cyprus-related meetings in New York, London and Brussels and asked for AnkaraVs ideas on 
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\"... Over the past few years 

annual report on China\'s military 

the potential threat to world peace caused by China\'s rise. Тһе 
unbalanced military powers across the Taiwan Strait are 

particular 

major weaponry to Taiwan 

and anti-submarine aircraft 

defense capabilities 

[Taiwan] 

that the pan-Blue camp keep blocking the arms procurements 

that is akin to tearing down Taiwan\'s defense capabilities; and [the 
pan-Blue camp\'s] joining hands with Chinese Communist Party to 
restrain Taiwan is also designed to tear down Taiwan\'s psychological 
defense capabilities. Once Taiwan\'s national and psychological 
defenses both fall apart 

having to waste any single soldier or bullet. ...\" 


B) \"United States Fails to Figure out China\'s Strategic Thinking\" 


Journalist Chi Lo-i wrote in a news analysis in the pro-status quo 
\"China Times\" [circulation: 400 


\"Chinese people are indeed difficult to understand. The fifty-page 
report on “Тһе Military Power of the PRCY fully reveals the United 
States\' bitter anxiety and expectations for strengthening military 
exchanges with Beijing. Military exchanges between China and the 
United States have been going on for over twenty years 

United States still cannot figure out how Beijing exercises its 
strategic powers. This is the major concern expressed in this 
year\'s VChina Military Power Report. ... 


V'The military power report lists in detail the general directions of 
Beijing\'s hawkish force 

aimed at Taiwan. But behind all its intelligence obtained from 
surveillance 

Beijing\'s intentions or weapons operations. ... The U.S. idea 
indicated in the report 

more it needs to strengthen communication [with China]. Strictly 
speaking 

the same as last year\'s. It is a result of [Washington\'s] 
evaluation following continued observation. Political motives 
aside 

military power is 
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generic and consistent" with what the NAM has said previously 
on Iran. Bangladesh would advocate a moderate text 

and strongly opposed any attempt by especially an NPT member 
state to develop a V'nuclear option. V 


eting in Tokyo comes at а crucial point in the peace process and expressed hope that it will be a com 


Column 3 


3. (S) Asked about Iranian President Ahmedinejad\'s 
photographed encounter with FM Khan at the Bangladesh trade 
booth of the recent D8 summit 

routine protocol. Regarding Bangladeshi press speculation 
that Ahmedinejad would visit Bangladesh soon 

had \"по news!" on that front and would not expect it to happen 
\"anytime soon. V 

BUTENIS 
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involvement 

point.\" Akashi said the April 28 Oslo Co-Chairs Meeting had 
produced a very short joint statement 

meeting would conduct a V'serious 

stock-taking.\" He wants participants to evaluate what has 
been achieved -- and not achieved -- and then chart a future 
course. Both the Sri Lankan government and the LTTE have 
responsibilities to assume 

participants will consider both \"hard\" and \"soft\" options 
that could affect the situation. The group may also consider 
financial control measures and arms import restrictions to 
Tamil controlled areas. 


3. (C) Since the Oslo meeting 

India 

play a greater role in the Sri Lanka peace process 

said. Itis up to India to decide what role it can play 
suggested 

identify itself as a full Co-Chair member. Akashi hopes 
India will become more involved not only at the Tokyo 
meeting 

Saran and NSA Narayanan 

considering a larger role. Akashi also hopes the Co-Chairs 
will consider broadening the contact group to include other 
countries with possible influence 

which have relatively large Tamil populations 

to play a greater part. Akashi said he believes the 
Co-Chairs group needs to remain loose and flexible in order 
to remain effective. 


4. (C) Akashi feels civil organizations can play an 

influential role in Sri Lanka 

visiting with one or two NGOs each time he visits. Noting 
Japan and Sri Lanka\'s shared Buddhist heritage 

is encouraging Japanese Buddhist organizations to engage with 
moderate counterparts in Sri Lanka 

extremist Buddhist groups. 


5. (C) Asked to provide a readout of FM Samaraweera\'s Мау 
17-21 visit to Tokyo 
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government appears to have high expectations for the upcoming 
Co-Chairs Meeting. The government is frustrated with its 
inability to persuade the LTTE to return to the negotiating 

table 

Government of Sri Lanka would like to see other countries 

with large Tamil populations designate the LTTE as a 

terrorist organization 

international community could take measures to stop financial 
contributions 

Although ΕΜ Samaraweera conveyed the governmenti\'s willingness 
to abolish certain discriminatory policies 

Co-Chairs should encourage it to go further so that Tamils 
inside and outside the country see the governmentVs gesture 

of lifting restrictions as the way for moving forward. 


6. (C) Summing up his analysis on the situation in Sri Lanka 
following the Co-Chairs meeting 

LTTE would be persuaded that diplomacy is its best option and 
end its armed struggle. However 

with the LTTE\'s past behavior and preferences 

his thinking might be wishful. V'This is our strong hope 

said 
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to 88 victims of asbestos-related diseases who lived for at 
least one year between 1954-1995 near one of its factories. 
It is unique for a company to offer such a compensation 
package without establishing a direct link between the 
diseases and the plants or facing a lawsuit in court. 

Until then 

responsibility 

each affected resident in the area as condolence money. 


7. Japan\'s Pandemic Influenza Preparedness Action Plan 
Released: On November 14 

and Welfare (MHLW) released Japan\'s domestic action plan to 
prepare for novel strains of pandemic influenza including 
avian flu. The plan outlines six major phases for a flu 
pandemic ranging from no human cases to a worldwide 
pandemic. The plan closely correlates with the World 
Health Organization\'s Global Influenza Preparedness Plan 
though it further subdivides each of the six phases to 

include V'no outbreaks in Japan" and \"outbreaks in Japan. V 
Under the action plan the MHLW Minister will declare a 
state of emergency in the event of an outbreak to curb 
infections and prevent panic. It calls for banning major 
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gatherings as well as allowing authorities to prevent 
people from attending work or school. A summary and the 
full text of the action plan can be found at: 
http://www.mhlw.go.jp/english/topics/influenz a/index.html 


8. Japan to Amend Infectious Diseases Law to Help Prevent 
Bioterrorism: A MHLW experts panel has proposed new 
regulations on the handling of 48 viruses and bacteria 

which could possibly be used for a terror attack. The 
amended infectious diseases law will strictly regulate the 
handling of these pathogens and will also impose penalties 
on those who fail to comply with the new regulations. MHLW 
will submit a bill to the current ordinary Diet session and 
plans to implement the revised Infectious Diseases Law in 
October. (See reftel B). 


9. GOJ Prepares to Establish New BSL-4 Facility: On 
December 27 

chaired by Prime Minister Junichiro Koizumi decided to put 
into place conditions for the operation of a bio-safety 

level 4 (BSL-4) facility within three years. Japan 

currently has two BSL-4 facilities located at the National 
Institute of Infectious Diseases (NIID) and RIKEN. The 
operation of the facilities has been suspended for almost 
twenty years due to local opposition. The GOJ plans to 
conduct a study that will analyze the possible negative 
impact of running the lab on local citizens\' safety and 
compare this to the consequences stemming from the 
prolonged suspension of operations at the two BSL-4 
facilities. Tokyo will set aside Yen 300 million (USD 2.6 
million) for the studies. In addition 

that it may become necessary to establish a separate BSL-4 
facility if the two existing facilities are found unable to 
meet necessary conditions the government will set in the 
future. Until a facility re-opens or a new one is 

established 

institutes in France and Australia to analyze the blood of 
suspected patients of dangerous diseases such as the Ebola 
virus. 


10. Lymphocytes Controlling HIV Development Found Among 
Japanese: A research team from Kumamoto UniversityVs 
Center for AIDS Research and the International Medical 
Center of Japan (IMCJ) identified several HIV infected 
individuals who were expressing a \"resistance\" to AIDS. 
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Professor Masafumi Takiguchi of Kumamoto University 
examined blood samples taken from 300 Japanese individuals 
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infected with HIV and found three who had not developed 
full-blown AIDS for more than 20 years even though they had 
not received any medical treatment. These patients have 
B51-type leukocytes including cytotoxic T lymphocytes 

(CTL) 

leukocytes infected with the virus. Fifteen percent of the 
Japanese population has the B51-type leukocytes. 


11. RIKEN Develops Way to Triple Mouse ES Cell Production 
Rate: A research team at the Institute for Physical and 
Chemical Research (RIKEN) has developed a technology to 
triple the efficiency of producing mouse embryo stem (ES) 
cells using cloning technology. The team led by Teruhiko 
Wakayama of RIKEN\'s Center for Developmental Biology raised 
the rate of ES cell production by 30-40 percent 

times the level attained through conventional methods by 
submerging a cloned mouse embryo into a reagent called 
Trichostatin A. The technology is not immediately 

applicable to humans 

the development of regenerative medicine. Japan is 

currently trying to develop guidelines for researching 

human ES cell production. 


12. Japan\'s First West Nile Fever Case Confirmed: On 
October 3 

thirties had been infected with the West Nile fever 

first case of the disease in Japan. The person 

of Kawasaki 

the disease when he traveled to the United States between 
late August and early September. He said that a mosquito 
bit him. He came down with a fever upon returning to 
Japan 


13. Thalidomide Imports Increase: MHLW will begin 
operating a system to register the use of Thalidomide by 
medical doctors this upcoming May. The drug was banned in 
1962 in Japan 

drug privately because some overseas researchers have found 
it to be effective in treating patients with multiple 

myeloma 

530 

drug 

information on the patient taking Thalidomide 

and age 

being administered. 


14. Japan Will Use Simulation System to help Prepare for 
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Possible Terror Attacks: The GOJ will use a simulation 
system to predict damage in preparation for a large-scale 
terror attack in JFY2006. When the terror attack occurs 
the system will estimate the number of deaths and the 
locations of dangerous or contaminated areas that change 
over time by using data on geography and climate. The 
system enables the central and local governments to respond 
to an attack quickly based on the predictions. The 
National Police Agency and the Self-Defense Forces will 
also use the system for evaluation and to conduct drills 

for local residents. 


15. Japan 

Secure Society: Japan agreed with the UK and France to 
cooperate on R&D focusing on technologies for a safe and 
secure society (SSS) on January 16th and 17th respectively 
which includes technologies to detect explosives and 
biological agents which can be used for terrorism and for 
identifying illegal copies of brand name products by using 
IC tags. Specific subjects for the cooperation will be 
discussed under the bilateral S&T cooperative agreements 
with the UK and France. The two countries may form a 
workshop on S&T for a SSS similar to what the US and Japan 
currently have in place. 
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16. Supersonic Plane Succeeds in Test Flight: The Japan 
Aerospace Exploration Agency (JAXA) which is developing a 
next-generation supersonic airliner 

a 15-minute flight experiment at the Woomera test site in 
southern Australia on October 10. The unmanned scale 
model 

and weighed two tons 

separated from the rocket at an altitude of 19 km and 
glided at twice the speed of sound. It was the second test 
for the project. The first test flight in July 2002 failed 

and ended in a fiery crash. 


17. Japan\'s Probe Lands on Asteroid: On November 26 
Japanese space probe Hayabusa landed on the asteroid 
Itokawa for the second time and tried to collect surface 
samples 

samples 

samples have been taken from an asteroid. After the 


e government\'s code of conduct on May 25, and, as part of the process, ordered the release of almo 
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landing 

would be postponed by three years to 2010 June due to a 
problem involving the probe\'s attitude control engine 

it is feared that the probe will not return. The space 

probe was launched on M-5 rocket in 2003 and reached the 
Itokawa more than two years later. 


18. H2A Rockets Successfully Launched: On January 24 
Japan\'s H2A rocket carrying a land-observation satellite 
was launched successfully. The launch of the No.8 version 
ofthe H2A rocket carrying the Advance Land Observing 
Satellite 

January 19 

one of the rocketVs telemetry transmitters for sending data 
on flight and rocket conditions to the ground. It is the 

first mission for an H2A since the successful launch of the 
seventh rocket with a multifunctional transport satellite 

in February 2005. Prime Minister Koizumi commented that 
the successful launch following the seventh rocket launch 
showed steady progress of Japan\'s space development. 
Following the launch 

off on February 18 and successfully put into orbit a MTSAT- 
2 satellite for weather observation and air traffic 

control. 


19. Japan\'s S&T Budget for JFY2006 Approved: On March 27 
the Diet approved the budget for JFY2006 drafted by the GOJ 
on December 24 (See ref C for the preliminary budget 

request for JFY2006). The total budget for S&T-related 
projects is Yen 3 

percent less than JFY2005\'s actual allocated budget. MEXT\'s 
S&T budget for JFY2006 will be Yen 2303.7 billion (USD 20 
billion) 

table below shows the JFY2006 S&T-related budget which will 
be allocated to major S&T-related ministries and agencies 
such as the Ministries of Education 

(MEXT); Health 

Forestry and Fisheries (MAFF); Economy 

(METI); Land 

Environment (MOE); Internal Affairs and Communication 
(MIC); the National Police Agency (NPA); and the Defense 
Agency (JDA): 


Ministry/ Yen USD Change from JFY2005 
Agency (billion) (billion) (percent) 


MEXT 2308.7 20.0 down 0.1 


The strategy, called the \ 


sioner in a call on MFA UN Additional Secretary (UN, Policy Planning and Disarmament) Tariq Osmaı 


appointed to new positions, and one deputy ministerial position was left vacant. 2. (U) Most notable ' 
‘al Mushahid Hussain, the party\'s goal in the upcoming elections is a plurality in the National Assemb 


ernment is trying to crack down on this, and is also trying to develop a proposal for a political settleme 


~ 1. (C) During the first morning of the fifth U.S.-Taiwan Trade and Investment Framework Agreemt 
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MHLW 130.8 1.14 up 1.3 
MAFF 120.5 1.05 up 1.1 
METI 558.1 4.85 down 5.5 
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MLIT 78.2 0.68 down 5.7 
MOE 28.7 0.25 down 0.1 
MIC 74.9 0.65 down 9.5 
NPA 2.1 0.02 down 1.1 
JDA 183.6 1.60 up 27.0 


20. Japan\'s Third S&T Basic Plan Approved: On March 28 
The cabinet approved JapanVs Third Five-Year Basic Plan for 
Science and Technology Policy 

which was drafted by Japan\'s Council for Science and 
Technology Policy (CSTP) chaired by Prime Minister Koizumi. 
The CSTP designated five projects as technologies critical 

to maintaining Japan\'s S&T competitiveness 

next generation super computer 

observation system 

transport system and an x-ray free electron laser. The 
Ministry of Finance has allocated Yen 25 trillion (USD217 
billion) for the GOJ\'s R&D investment budget for the five 
years covered by the plan. The cabinet approved the plan 

on March 28. The Third Basic Plan can be viewed at: 
http://www8.cao.go.jp/cstp/english/basic/3rd- BasicPlan_06- 
10.pdf 

For further details see ref D. 


21. Japan Accelerating Development of Domestic Commercial 
Jets: Major Japanese manufacturers are accelerating their 
development of small and mid-size commercial jets with a 
view to growing demand in Asian markets. Mitsubishi Heavy 
Industries is developing a prototype jet having 70-90 

seats. The company aims at improving the energy efficiency 
of the jet by 21 percent from the competitors. The company 
estimates that the market will demand 4700 jets of this 

size over the next 20 years. Kawasaki Heavy Industries is 
also going to develop a jet having 125 seats. Honda 
Company had a successful experimental flight of a six-seat 
jet and seeking a chance to place it on the market. 


SCHIEFFER 


65403 

Tokyo would be receptive to his suggestion to act immediately 
to increase assistance to Nepal by 50 million USD. He noted 
this assistance could be in the form of non-project budgetary 
support or infrastructure projects such as roads. 


the FMF-purchased synchrolift in Alexandria being used to service civilian vessels within the past mo 
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Nothing to Maoists 


2. (C) Hiraoka stressed that his government would not fund 

the feeding of Maoist cadre 

assistance if the Maoists joined the government without 

giving up arms. Hiraoka stressed that the GOJ viewed 

Maoists as fundamentally opposed to democracy 

free-market economies and private enterprise. The Ambassador 
noted that the U.S. would not fund assistance to the Maoists 
either. Hiraoka expressed interest in plans for U.S. 
development and military assistance. The Ambassador 
highlighted the need for small scale 

to show government progress and pressure the Maoists to 
negotiate. Hiraoka commented that SCA Α/5 Boucher and 
Norwegian envoy Erik Solheim would be in Tokyo on May 30 for 
a meeting on Sri Lanka 

opportunity to discuss Nepal with the two. 


Role of India 


3. (C) Hiraoka was interested in the Indian view of UN 
involvement in monitoring the cease-fire 

witness 

goal in Nepal was to restore democracy and prevent a Maoist 
takeover 

relationship with India. The Ambassador acknowledged that 
coordinating with India on Nepal issues was beneficial to our 
bilateral relationship 

and not the driving force behind 

Nepal. Hiraoka said that a Japanese diplomat recently 
visited New Delhi and talked to his counterpart in the 
Foreign Ministry about the possibility of coordinating policy 
on Nepal. The Indian diplomat reportedly replied that India 
was already coordinating with the U.S. and European 
countries; however 

if Japan were to make some statement on Nepal. 


Concerned About Safety of Japanese 


4. (C) Hiraoka continued to be concerned about the safety of 
Japanese citizens in Nepal 

expressed concerned to him about growing Maoist extortion. 
He noted that in April he had been close to evacuating staff 
of the Japanese Embassy (17 Japanese nationals) and Japan 
International Cooperation Agency (JICA) (12 Japanese 
nationals). Hiraoka commented that 

approximately 50 JICA volunteers 


ΟΕ 002 CLASSIFIED BY: Cameron Munter, PRT Leader, Provincial Reconstruction Team Ninewa, € 
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denounce the Maoists in public. He said the volunteers had 
had few problems with Maoists to date. While 
Japanese-affiliated travel and trekking companies were 


pressing him to lower the travel advisory 
only do so if peace talks progressed well. 


Comment 


5. (C) Japanese budgetary assistance could go a long way in 
helping the government. It is encouraging to see Japan 
taking the decision to act sooner rather than later to work 

to strengthen the new democratic government. 

MORIARTY 


65404 

Nguyen Dzy Nien will be briefed on the U.S. position on the 
issue before he departs for the NAM Ministerial this 
weekend. Vietnam shares U.S. concerns on the issues of 
strengthening the efficiency 

the UN and its agencies 

initiatives to promote progress in those areas 

He advised 

point of view on V'some UN reform issues.\" He would not 
elaborate further on this point. 


BOARDMAN 


65405 

slogan. For the posts of vice chairmen 
chairman of Ajinomoto 

technologies 

Corporation 
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selections show that Mitarai took into account central issues 
facing Japan 
technology and securing natural resources. 


Nippon Keidanren\'s membership is now much more diverse than 
before 

Softbank having joined. The Mitarai-led Nippon Keidanren will be 
pressed to act in line with the wishes of new industries ranging 
from information technology to the movie industry. 


Handicap 


With Toyotavs total sales topping 21 trillion yen and Canons at 


fund-raising tour and participation in an Arab-China ministerial gathering in Beijing, Palestinian Authoi 


ompliant telecommunications sector framework law (Ley Marco), recently revised and shortened, is n 


Jsiness Information, not for Internet Distribution. 1. (SBU) Summary. While the СОР has resolved i 
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approximately 3.7 trillion yen 

the sizes of the two companies. Toyota has so many affiliated 
companies that it is said that most companies in the nation have 
relations with it in some form or other 

of an economic organization put it. Toyota\'s influence on 
business circles is huge. Mitarai is handicapped in that respect. 


Canon has a 20-strong team of staff members that prop up the 
companys activities in business circles. However 

and scale is far below Toyota\'s. In fact 

staff members of Nippon Keidanren to fulfill that role. It is 

also unknown to what extent Canons management method 
been pointed out as a one-man show 

with business circles 


Leadership 


Former Chairman Okuda cited the challenge of curtailing corporate 
wrongdoings as the most important agenda item to be turned over 
to his successor. There is actually no end to the scandals with 

11 companies 

recently accused of engaging in bid-rigging in the construction 

of sewage-treatment plants. 


Nippon Keidanren this month toughened regulations 

that would not allow companies that received a recommendation to 
leave the organization to become a member again for two years 
and another that would not let companies expelled to reenroll for 
five years. However 

being canceled or members being expelled. 


Former Chairman Okuda established a strong personal channel to 
Prime Minister Koizumi 

with political circles is said to be weak. Canon makes no 

political contributions 

under the Political Funding Regulation Law since the equity of 
foreign firms in the company tops 50%. 


Canon intends to resume political donations once an amendment to 
the law to ease the foreign capital restriction is passed. 

However 

to a certain extent. V' Another challenge he faces is how to 

display his political clout as the V'prime minister!" in business 
circles. 


Interview with Mitarai; will map out my vision early next year 
Prior to the plenary session of Nippon Keidanren 


Mitarai gave an interview to the Yomiuri Shimbun and other 
dailies. The outline of the interview is as follows. 


1. (C) With U.S. concerns about Iran peaking, so are Armenia\'s concerns about how the U. 


National Accord Conference in Baghdad on June 20-22. He plans to invite UNSYG Kofi Annan, the Ε 


Я of Representatives (CoR) and Chief of Staff to the former Speaker of the Transitional National Asse 
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-- Could you tell us your aspirations? 


\"My catchphrase is Vinnovate Japan." | would like to map out a 
Mitarai vision in early next year in order to show a 
comprehensive plan for the future of the Japanese economy. V" 


-- What is the showcase of your vision? 


VOne is establishing a sustainable social security system. The 

tax system issue and promoting the signing of free trade 
agreements (FTA) with Asian countries could also become main 
elements. Government investment in science and technology should 
also be reinforced. The ratio of government investment is only 
about 1096 


-- How are you going to constrain corporate scandals? 


\"As companies go global 
international community. It is necessary to nurture corporate 
managers with high ethical values.\" 


-- How do you intend to establish relations with political 
circles? 


VI will strengthen channels wherever necessary. However 
like to avoid bringing myself too close to them and finding 
myself unable to say what | want to say. | would like to keep 
myself at armVs length with political circles to maintain a 
feeling of tension to some extent. V 


-- What is your view on the prime ministers visits to Yasukuni 
Shrine? 


V'It is only natural for him as a Japanese to offer his 
condolences to all the victims of the war and make a no-war 
pledge. However 

issue of who will be in charge of doing such things and in what 
form. Political circles should settle this issue 

wishes and thinking of all the people.\" 


-- What is your perception of the social divide and what measures 
do you intend to take to settle this issue in the future?VV 


VDisparities stemming from ability 

be allowed 

established and conditions for people to living with peace of 
mind in their old age are met. V" 


5, Mohamed Abul Dahab, requesting Egypt to communicate to the Government of Kyrgystan the impı 
| 1. (С) The Russian MFA оп Мау 25 passed to us without comment a written reply from DFM Grigor 


land email C) Ashgabat 532 Summary ------- 1. (SBU) Ukrainian Ambassador to Ashgabat Vil 


ıry Saran used a May 19 meeting with the Ambassador (other topics septel) to explain India\'s concer 
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(2) Close-up 2006 column - Japan-China and Japan-ROK foreign 
ministerial talks: Strategic differences in diplomacy seen by 
Chinavs flexibility 


MAINICHI (Page 3) (Full) 
May 25 


Seiji Nishioka 


China and South Korea are both adamant in their opposition to 
Prime Minister KoizumiVs visits to Yasukuni Shrine 

is showing signs of wanting to improve ties with Japan 

Seoul continues its tough stance toward Japan. The meeting 
between Japanese and Chinese foreign ministers this time revealed 
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a difference in strategic terms between China and South Korea in 
their diplomacy toward Japan. 


Chinese Foreign Minister Li Zhaoxing highlighted his position of 
emphasizing exchanges with Japan in a broad range of areas 
including economic and security affairs 

criticized the Japanese leader\'s visits to Yasukuni Shrine as he 
did before. 


In the past Li 

shrine visits. But during the meeting just concluded 
underscored this position: "When China-Japan relations are in 
good shape 

quarrel 

world hope to see our relations improve.\" Li thus refrained from 
criticizing shrine visits bluntly 

administration will end its term in office in September. 


This shift in attitude apparently follows the line seen in 

President Hu Jintao\'s remarks to former Japanese Prime Minister 
Ryutaro Hashimoto and other Japanese leaders when they visited 
China in March. Hu then sought to stop the shrine visits 

the same time he said 

interests of the two countries 

seeking to improve bilateral relations. China is concerned that 

if the current Japan-China relations described as being chilly on 
the political front but being hot on the economic front are left 
unattended 

cool down. 


Meanwhile 
Japan yesterday 


nd Tarasyuk, both of whom lead minor parties that contested the March 26 elections as part οἱ Presid 


detainees have finally been allowed to receive visits from family members and lawyers; refs b and c r 


vidence to score a conviction. End Summary. 2. (SBU) Milan Simic, Special Advisor for War Crimes 
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ministerial talks 

Qatar. Referring to the Japan-South Korea dispute 
that behind it is the history issue 

leader has continued visiting Yasukuni Shrine despite 
objections.\" 


The interview was held apparently to listen to Ban\'s aspirations 
about his candidacy for the post of United Nations secretary 
general 

assertions to the international audience. The South Korean 
government is likely to continue appealing on Japan\'s \"injustice\" 
to overseas mass media. 


Major statements on Yasukuni issue made during Japan-China and 
Japan-South Korea foreign ministerial meetings 


Foreign Minister Aso  V'JapanVs position remains the same as we 
have reiterated in the past. | also will make a proper decision 
(about whether to visit the shrine based on my own principles and 
in consideration of my public status. V 

Chinese Foreign Minister Li Zhaoxing — V'Visits by the Japanese 
leader to Yasukuni Shrine that enshrines Class-A war criminals 
hurt the sentiments of the Chinese people who were harmed 
terribly in the war. The visits have been a political obstacle. V' 

South Korean Foreign Minister Ban Ki Moon \"I hope to see Japan 
adopt the wise course of not inflicting any more burdens on Japan- 
South Korea relations.\" 


(3) 2006 LDP presidential race (Part 2): Intensifying 
confrontation over Yasukuni Shrine issue; Emphasis on China 


policy 
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SANKEI (Page 5) (Abridged slightly) 
May 25 


Chief Cabinet Secretary Shinzo Abe 

he would announce his candidacy for the upcoming Liberal 
Democratic Party (LDP) presidential election after the mid-July 
summit of the Group of Eight industrialized nations. Prior to 

Abe\'s remarks 

faction in the LDP 

policy recommendation that Class-A war criminals be removed from 
Yasukuni Shrine. Koga also heads the Japan Association for the 
Bereaved Families of the War Dead. 


Taku Yamasaki 
highest possible praise on Koga 


15 in Syria. Stromsikova said the Czechs аге concerned about deteriorating human rights conditions ii 
zhairman of the Central Commission on Elections and Referenda (CCER), presented a chart outlinin« 
mism about concluding the U.S.-EU air services agreement this autumn. He believed that the U.S. A 


e Minister had approved all the courses, seminars, and conferences we had planned as part οἱ our F 


dget that would be announced in early July 2006. The Finance Minister asked donors to be flexible ir 
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that the Class-A war criminals be withdrawn from the shrine is 
calling for a major response. | want to deepen debate on the 
matter.\" 


The two veteran politicians 

the Yasukuni issue. Koga believes that Yasukuni Shrine is the 
only war memorial in Japan and the prime minister should pay 
respects at the shrine 

nonpartisan parliamentary group to consider the creation of a 
national war memorial. 


Both are critical of Prime Minister Junichiro Koizumi\'s China 

policy. Yamasaki was the first to assert that the Yasukuni issue 
would become a major campaign issue in the LDP presidential race. 
Their joint move means that they are trying to put the brakes to 

the moves of Abe 

shrine. 


\"What does that policy proposal by the Japan Association of 
Corporate Executives (Doyukai) mean?\" After a meeting on May 10 
ofthe Council on Economic and Financial Policy 

Ushio 

by a majority vote on May 9 a proposal that Koizumi refrain from 
visiting Yasukuni Shrine. Although Ushio dismissed it in his 
response 

Yasukuni issue into a campaign issue. 


Many LDP lawmakers are critical of Koizumi\'s Yasukuni visits. 
Lawmakers who are critical of Koizumi include such influential 
lawmakers as former Chief Cabinet Secretary Yasuo Fukuda 
Kato 

themselves from Koizumi. Former Prime Minister Yoshiro Mori is 
one of those calling on Koizumi to be cautious in his actions. 
Hidenao Nakagawa 

Koizumi and Abe 

war criminals from Yasukuni Shrine. 


Meanwhile 
KoizumiVs visits to Yasukuni Shrine. 


In March at the Japan National Press Club 

resumption of meetings of the top leaders of Japan and China: 
\"China\'s military buildup is a significant issue for Japan and 

the United States. The top leaders should keep communications in 
order for full preparation for crisis management.\" Many of those 
critical of KoizumiVs visits to the shrine think that it is not 

desirable for Japan to have a leader with views like AbeVs. 
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\"It is now a good time to set out a comprehensive policy 
Fukuda in a speech late last month. He stressed the need for a 
new doctrine that would be an update version of the \"Fukuda 
Doctrine\" introduced in the 1970s by the Prime Minster Takeo 
Fukuda 

from expressing his desire for the party\'s presidency 

fact that he attempted to show his foreign policy vision has 
highlighted his political identity as a rival candidate against 
Abe. 


Fukuda is a member of the parliamentary group studying the 
creation of a national memorial. He has built up hopes among pro- 
China lawmakers and the forces that have distanced themselves 
from Koizumi. With his high rating in the recent opinion polls 

China policy has become the buzzword for a battle between Abe and 
Fukuda. 


Fukuda 

commented on the Yasukuni issue: \"If you explain to the one side 
(China) while giving consideration to the other side 

negotiations will not go well.V' He has called for the need to 

build a memorial facility that would honor all war victims 

an alternative facility for Yasukuni Shrine. 


A sense of alarm has heightened among lawmakers supporting Abe 
that China might interfere in the presidential election because 

of the Yasukuni issue. Abe stressed at a press briefing 

yesterday 

the election to pick JapanVs prime minister.\" 


Foreign Minister Taro Aso 

succeeded in breaking apart JapanVs conservatives. V' Fukuda also 
repeatedly said 

domestic problem.\" Finance Minister Sadakazu Tanigaki 

stated 

argument." 


Possible post-Koizumi contenders are alert to the possibility 
that Yasukuni will become a major campaign issue and that will 
impact on Japan\'s China policy after Koizumi steps down. Taro 
Yayama 

will benefit most by splitting Japan\'s public opinion in two may 
interfere in the election. If such happened 

that the country would say that we picked Japan\'s prime 
minister.\" 


(4) Guam relocation masterplan to be out in July or August: 
Pentagon official 


RYUKYU SHIMPO (Page 1) (Full) 
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May 24 


AGANA 

Lawless 

redeployment of about 8 

Guam is an important portion of the US military\'s global 
transformation. The Pentagon is now making a basic plan to 
construct infrastructure (in Guam for the Marine relocation) and 
will present it to the Pacific Command (PACOM) in July or August. 
The plan 

Congress 
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Lawless also remarked that Japan has agreed to transform the 
alliance with the United States. V'Japan will fulfill heavier 
responsibilities under the alliance 

the Pentagon official stressed that Japan would undertake more 
roles in the security area. 


The US Marine Corps 

total of about 17 

troops and about 9 

completed by 2014. The Japanese and US governments have explained 
that those Marine troops would be moved from Okinawa to Guam all 

at once 


According to an official of the Defense Agency 
has informally explained a plan to start infrastructure 
construction in Guam around the latter half of 2007. 


The final report on the US military\'s realignment in Japan 

specifies a plan to relocate the command personnel of the 3rd 
Marine Expeditionary Force (Ill MEF) and move the headquarters of 
the 12th Marine Regiment from Camp Hansen. In addition 

report also specifies some other Marine relocation plans 

moving the headquarters of III MEF from Camp Courtney 

the 3rd Marine Logistics Group from the Makiminato Service Area 
and relocating the headquarters of the 1st Marine Air Wing from 
Camp Zukeran (i.e. 

yet to reveal their respective scales. 


The cost of Marine relocation to Guam is reportedly estimated at 
10.27 billion dollars. Japan is to pay 6.09 billion dollars or 

710 billion yen for facilities and utilities 

power facilities 


(b) US military housing constructed in Okinawa Prefecture for 


ings; the three-corner struggle of NepalVs politics in recent years (the King versus the parties versus ' 


ıging nuclear reactor. Authorities on March 1 discovered that a number of control rods used to shut d 
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RYUKYU SHIMPO (Page 1) (Full) 
May 24 


TOKYO-The government has provided US forces in Okinawa Prefecture 
with housing for a total of 2 

Camp Zukeran (i.e. 

the government started housing construction at its expense in 
1979 for US military personnel and their family dependents 
Defense Facilities Administration Agency Operation Department 
Director General Kenshu Nagaoka revealed yesterday. The total 
amount of housing construction costs has run up to 119.7 billion 
yen 

housing construction is approximately 30 million yen in the case 
of a low-rise house with two stories and approximately 31 million 
yen in the case of a high-rise apartment with nine stories. 


Nagaoka was replying to a question asked by Keiko Itokazu 
independent member of the House of Councillors 
the Financial Affairs Committee. 


The average unit cost of housing construction for US forces 
excludes costs for foundation work and costs for fixtures and 
fittings. The per-household average size of US military housing 
is 145 square meters in the case of a low-rise house and 137 
square meters in the case of a high-rise apartment-respectively 
with three bedrooms 
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In the meantime 

in Okinawa Prefecture is 77.4 square meters as of 2003 

to statistics compiled by the Civil Engineering and Construction 
Department of Okinawa Prefecture. US military housing is nearly 
twice as large as local housing. The government has pumped a huge 
amount of tax money to the extent of about 120 billion yen from 

its V'omoiyari yosan\" (literally 'sympathy budget" or host nation 
support). This fact is likely to become controversial again. 


Asked about planned housing integration at Camp Zukeran 

Facilities Department Director General Atsushi Watanabe suggested 
the necessity of reviewing the housing integration plan for Camp 
Zukeran since the Japanese and US governmentsY recently finalized 
report on their talks over the realignment of US forces in Japan 
specifies their agreement to return that base in part. Watanabe 
added 

intergovernmental consultations between Japan and the United 
States over specific matters 


a contrary (ref A), Armenian organizers of the 12th Annual Forum of State Nuclear Safety Authorities « 


We delivered reftel points to Commerce Ministry Permanent Secretary Andreas Petrondas on April 2ἱ 


. unilateral statement condemning human rights violations in Syria. Cyprus would, however, support v 
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and the relocation of US Marines from Okinawa to Guam.\" With 
this 

Zukeran housing integration plan. 


The government will make a cabinet decision on the US force 
realignment. Asked about when to do so 

Policy Bureau Director General Kazuo Ofuru explained that the 
government has been proceeding with necessary coordination and 
that he therefore could not say anything definite yet. “Тһе 
government will continue making efforts so we can obtain 
understanding and cooperation from the local public entities 
concerned 

procedures 

with Okinawa to a certain extent 

specific plans 


(6) Editorial: in final phase of current Diet session 
should be tackled on priority basis? 


ASAHI (Page 3) (Slightly abridged) 
May 24 


The Diet has only less than one month to end its current session. 
But the ruling coalition has yet to reach a conclusion on whether 
or not to extend the session. 


Among those calling for prolonging the session include former 
Prime Minister Yoshiro Mori and other lawmakers who are eager to 
have a bill amending the Fundamental Law of Education passed in 
the current session. Deliberations on the bill will start at the 

House of Representatives\' Special Committee today. In order to 
enact the bill 


In addition to the education bill 

submit this week a national referendum bill that governs 
procedures for revising the Constitution. Unless the session is 
extended for a lengthy period 

the passage of the bill. 


However 

extending the session.\" His true feelings might be that if an 
administrative reform promotion bill and bills related to medical 
System reform are endorsed 
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If that is the case 
scheduled. The bill amending the Fundamental Law of Education and 
the referendum bill will affect the nation\'s fundamental 


5 County, Transylvania, the most ethnically diverse and yet ethnically divided county of Romania. Altr 


ording to Turkish Cypriot statistics. This growth has been fuelled by the relative stability of the Turkisl 


ınis noted the U.S. decision to restrict visas to members of Sudan\'s Justice and Equality Movement ( 
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policies 

proper to present such key bills in a hasty manner and speak of 
their fates while intertwining them with an extension of the Diet 
session. 


Behind calls for an extension of the session is a desire in the 
Liberal Democratic Party to pass the education bill under the 
lead of the popular Prime Minister Koizumi. 


The New Komeito 

toward the LDP on this issue 

bill passed before the unified local elections and the Upper 
House election next year come closer. 


Regarding the education bill 

poll by the Asahi Shimbun replied: V'It is better to continue 
discussion 

the current Diet session.\" The poll thus showed the dominant view 
is that more discussions are necessary. 


A successor to Prime Minister Koizumi should include the task of 
what to do with the education bill in his administration\'s 

strategy and grapple with it in earnest. The bill should not be 
hastily enacted in the final phase of the long-lasting Koizumi 
administration. 


There are other tasks the ruling and opposition parties should 
address in the current Diet session. 


In a joint statement issued when agreement was reached between 
Japan and the US on US force realignment plans 

declared that the Japan-US alliance will Venter a new stage." 
Prime Minister Koizumi is expected to reconfirm this when meeting 
with President Bush during his visit to the US in late June. 


Will its contents not depart from the principles of the Japan-US 
Security Treaty? What about JapanVs share of the cost for 
relocating US military bases? The government has hardly replied 
to these questions. 


In the Diet session 
more squarely. In the Asahi Shimbun poll 
government has not yet achieved its accountability A" 


The Ozawa-led Minshuto (Democratic Party of Japan) has played up 
a confrontational stance 

heated debate in the Diet. There are a host of themes to ask to 

the government 

quake-resistance data falsification scam. 


(7) Reading the times: Japan\'s peculiarity seen in Basic 


aded to see it because, Kelin said, the letter makes an \ 


ıs maintained a balanced approach to the talks and avoided favoring one side or solution over anothe 


same points to CHOD MG Stojanovski on May 15. Our interlocutors assured us that Macedonia wou 


for lawyers which the Bar Association alleges will effectively give control of who enters the Bar to the 


forces continued in several localities in Gaza оп Мау 18 and 19. Four Palestinians were injured in cl. 


in several key justifications: the UN and NATO mandates for ISAF, the support of the Afghan people ї 


Column 3 
Education Law 


By Ronald Dore 
Political Science 


TOKYO SHIMBUN (Page 3) (Full) 
May 21 


| wonder whether countries other than Japan have a law that is 
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similar to the Basic Education Law. 


In Britain 

become a major political issue: One is the issue that has been 
fought over for over a century of how far the state should be 
involved in the curriculum and management of schools established 
by the Orthodox Church of England 

to them as it does to public schools. The other issue is at which 
age grouping by ability should be started. From the viewpoints of 
equal opportunity in education and the social divide 

issue 

government of Prime Minister Tony Blair 

change the education system. 


In Britain 
writing and arithmetic 
to teach history 


Japan has two unique points: One is the existence of the Basic 
Education Law and the other is that specific points in the law 
have become contentious issues between political parties. Other 
countries see such a situation as intriguing. 


It is relatively easy to explain the former point: Japan\'s prewar 
education system was a means of mobilizing the nation\'s spirit to 
support war. The Basic Education Law 

in the sense that Japan declared that it would completely change 
its education system under its new constitution. 


The heated parliamentary debate now on the contents of the law is 
probably ascribable to Japan\'s defeat in World War Il. It is a 

relic of the 40-year battle between Nikkyoso or the Japan 

Teachers\' Union (JTU) and the Liberal Democratic Party (LDP) over 
the historical meaning of the war. JTU was defeated in that war 
many years ago. In the 1990s 

fly the national flag and teachers and students to sing the 

national anthem was a symbol of the LDP\'s complete victory. There 
were cases school heads committing suicide in protest 


ig many to question the structure of a Muslim religious leadership which in fact has very little contact ' 


. Many top soccer federation officials have resigned, and shares of publicly-traded teams have crash 


inal status negotiators struggling to cope with the new shuttle phase οἱ talks on decentralization. The 


cutors began presenting the High Court with evidence it said would substantiate capital charges ranç 


Column 3 
number of such incidents were small. Many schools went along with 
the LDP\'s initiative. 


The enemies of those who have moved to the right and now promote 
a normalization of the education system are no longer academics 
who have a \"masochistic view of history.\" They are libers who are 
against inserting the words \"nurture patriotism\" in the amended 

law 

thought. The LDP 

avoided the word \"patriotism\" in its bill. Instead of using that 

word 

while respecting other countries. V 


The main opposition party Minshuto (Democratic Party of Japan) 
however 
loves the nation and respects ancestors. V 


It is funny that Minshuto is trying to clash with the LDP over a 

definition of nationalism. But that nationalism could be 

extremely narrow. For example 

and bureaucrats \"Loving China but Oppressing Japan!" was published 
this week. 


If the purpose of amending the Basic Education Law is to teach 
young generations to love the nation and homeland 
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countries 

the government should set good examples. For example 
should propose to its neighboring countries that territorial 
issues over the Senkaku Islands (Diaoyu Islands in Chinese) 
Takeshima (Dokdo in Korean) 

to the International Court of Justice. Japan like an adult should 
demonstrating that action is more effective than using rhetorical 
expressions 

Education Law. 


(8) Difficulty in creating measures to reverse declining 
birthrate 
LDP 


YOMIURI (Page 3) (Slightly abridged) 
May 23 


In an effort to apply the brakes to the sharply declining 

birthrate 

to come up with a set of new countermeasures by the end of this 
month. But the governmentVs expert panel 

Party (LDP) 


Jian Ambassador, and UN representative Geir Pedersen for an open-air coffee in the Chouf mountain 


ners and immediately release all prisoners of conscience. The text of the declaration follows. BEGIN 


eld Easter weekend, to establish a pattern following the 2005 CMF, but that due to difficulties with orc 
ans from the BiH Single Account has resulted in the filing of criminal charges by Republika Srpska (R. 


Jue Line, a rise in the number of Israeli overflights, and plans to enhance contacts between UNIFIL а 


rk with Khartoum and GOSS officials to implement the CPA and the new Darfur Peace Agreement. H. 
rmann on May 19. Archer made a detailed and vigorous presentation of the views of Australia, New 2 
y\'s opinion concerning the retention of smallpox reserves, we would like to inform you that the decisi 
ncerns about settlers, the economy and Hamas\' stewardship of the government. Hebron Governor . 


altman. Reason: Sections 1.4 (b ) and (d). SUMMARY ------- 1. (SBU) According to a member of tl 
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separately. It seems difficult to unify views into a single 

report. The issue of how to finance countermeasures has also been 
left untouched. 


Chief Cabinet Secretary Abe indicated the difficulty of hammering 
out effective measures to stop the decline in a press conference 
yesterday 

to stem the declining trend. V 


Four plans are now up for discussion by the government's and 
ruling camps consultative council on countermeasures for the 
falling birthrate 

senior ruling party members. The four plans are those worked out 
by the government's expert panel 

parliamentary secretaries 

consultative council will work out measures based on these four 
plans and include them in the Basic Policy for Economic and 
Fiscal Management that will be adopted in a cabinet meeting in 
June. The council intends to translate the measures into action 
as early as fiscal 2007. 


The governments expert panel 

of Measures for the Declining Birthrate Kuniko Inoguchi 

on households with children aged 10 or younger in working out its 
plan. This idea is based on the view that V'assistance to low- 
income young couples is urgent 

Inoguchi. One junior LDP member also supported this view 
\"Financial measures are necessary for couples to be able to have 
a first baby while they are young. V 


The government and ruling camp council are likely to expand the 
child-care subsidy system 

expert panel 

differences in their specific contents. The expert panel proposes 
that subsidies should be given to up to those in the six grade - 
the same standard as that in the current system 

Komeito calls for increasing the maximum eligible age to 18. 


How to secure fiscal resources is also a difficult issue. 
Inoguchi and others insist that spending on the elderly in the 
social welfare budget should be reduced and that more money 
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should be allocated to finance countermeasures to the declining 
birthrate. But some in the Ministry of Health 
(MHLW) and the LDP are calling for caution. 


MHLW Minister Kawasaki proposed squeezing out financial resources 
by reviewing the nation\'s three main employment insurance 


ZFR ZFR ZFRZFR ZFR ZFR BELGRADE 00000813 002.4 OF 002 ZFR ZFR ZFR ZFR 2 
əmic Counselor William Weinstein for reasons 1.4 b a nd d. ------- Summary ------- 1. (S) The Bank 


ops at two sites (at Botro, in the far northeast, and Bouna, in the center) and the ΕΑΝΟΙ will assemblı 
iticipate a calm, but complicated transition after the referendum. Although we would see plenty of cor 


Ias once Russia\'s Ambassador in Washington) and Duma member from the Yabloko Party, Lukin ha: 


тоісе. Belykh insisted that the democratic opposition must do more to rejuvenate the movement and 


Column 3 

programs. But the proposal fizzled out as Prime Minister Koizumi 
expressed a negative view about it during a meeting on May 18 of 
the Council on Economic and Fiscal Policy. The expert panel and 
the New Komeito called for establishing a child-care insurance 
system to have the entire society finance child rearing. 


Less costly measures 

being worked out. Deliberations are also underway on measures to 
upgrade the child-care leave system 

work system 


Eriko Yamatani 

main member of the parliamentary secretariesV team 

said: VReviewing work styles is essential. Companies and the 
government should offer a helping hand for families. V" 


Serious battle іп governmentVs expert panel 


In the expert panel 

Minister in Charge of Measures for Declining Birthrate Minister 
Inoguchi and eight panel members over where emphasis should be 
placed. Some experts say that Inoguchi is getting too far out in 
front. Dissatisfaction at such an approach by Inoguchi might lie 
behind the row in the panel. The expert panel finalized its 

report on May 15. 


In the process 

but many panel members insisted that priority should be given to 
measures to improve the environment to offer economic assistance 
such as establishing a child-friendly system. 


To save panel members face 

measures in this order: (1) Diversified child-rearing assistance 
measures for local communities and families; (2) measures related 
to work styles; and (3) economic aid. But Inoguchi was calling 

for allowances for children aged 0-3. 


Inoguchi submitted a report titled \"New Countermeasures to the 
Declining Birthrate\" as in a meeting on May 18 of the Council on 
Economic and Fiscal Policy. The report included measures to 
create a subsidy for young children and to expand public 
subsidies for fertility treatment. These measures were excluded 
from the panelVs report submitted on May 15. In reaction 

of the eight panel members issued to the media a statement 
noting: \"The report is greatly different in content from the one 
submitted оп May 15. 


Panel member Yoji Anda 

Service and Distributive Workers Unions 

in the expert panel was that economic aid would be less effective 
without support for local communities or families and reviewing 


Могоссо. Тһе Moroccan police have an arrest warrant for ΕΙ Hamyani for criminal activity, including а 


sentatives and government officials towards the formation of a new central government in Baghdad i: 


responded that the GOA agrees, in principle, with the positions the USG is supporting in the Internati 
embly on May 16 approved amendments to the Organic Hydrocarbons Law (OHL) that raise income 


ition. He said that such a step would provide cover for the other main religious party, Shas, to suppor 
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work styles. We judged it necessary to reveal that our thinking 

is different.\" In reaction 

Economic and Fiscal Policy is an area for discussion on budget 
allocations 

public surveys or town meetings 

assistance. Panel members might have had a misunderstanding.\" 
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SCHIEFFER 


65406 
President\" Talat\'s April 4 letter asking for the SYGVs 
current position on the Annan Plan. 


4. (C) Bilman said Commission officials had approached 
Turkey with ideas about opening ports that could be presented 
through a UN process. He speculated the SYG could produce a 
matrix 

to Talat. He acknowledged Turkey still needs to provide 
Gambari with ideas of what Turkey would need in order to open 
ports and airports. Bilman said London and Brussels were 

also seeking a solution to the ports and airports problem. 


5. (C) Silliman told Bilman the UN would be very reluctant 
to infringe on Turkey/EU issues and reminded him that in the 
end Turkey had to implement its EU obligations. 
Nevertheless 

issue would be welcome in Ankara. 


Famagusta 


6. (C) Bilman said that he discussed ideas on Famagusta and 
other ports with Commission officials 

resolving the ports issue via Customs Union dispute 

settlement mechanisms. According to Bilman 

these mechanisms as a \"last resort\" and would have difficulty 
convincing the government to accept either binding 

arbitration or submitting the issue to the European Court of 
Justice (ECJ). Bilman strongly doubted the MFA would be able 
to convince the political leadership in the government to 

accept either one. 


7. (C) Bilman called the idea of opening a Turkish Cypriot 
port V'a good one\" that the MFA is working on without TalatVs 
knowledge 

control 

Bilman 


Jing trust and getting to better know the President. According to Turbowicz, һе, Dov Weissglas, and ‹ 


sitive but unclassified. Please protect accordingly. 2. (U) Summary: Оп Мау 9, 2006, Secretary of € 


JLDBERG FOR REASONS 1.4 (B) AND (D). 1. (C) Chief of Mission passed the messages containet 


itted to a hospital, one in critical condition. The group began drinking water after members of the Irist 


quested that the Treasury Department warn the Misr Bank in Cairo against making electronic fund tra 


\. TELAVIV 1368 B. JERUSALEM 1383 Classified By: Ambassador Richard H. Jones for reasons 


h Sabah Al-Khaled апа MFA U/S Al-Jarallah, a senior State-Defense-NSC team (DOD PDUSD Henry 
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Ankara 

UN zone 

any sort. Bilman was open to the idea of Commission 

officials being stationed in the port 

proposal would be more welcome ifthe Turkish Cypriot Chamber 
of Commerce issues certificates of origin. Port management 
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could be handled by an international third party company 
port master duties would have to be handled by Turkish 
Cypriots. 


8. (C) Bilman predicted Turkey would not open any port 

before the EU progress report on Turkey 

EU and the GOT could limit the damage and prevent a complete 
halt in Turkey\'s accession negotiations. 


9. (C) Bilman said Russia\'s Cyprus stance is changing 
becoming more favorable for Turkey and Turkish Cypriots. He 
speculated that FM Lavrov may be leaning toward approving 
Russian measures to help Turkish Cypriots. Bilman thinks 
Russia seeks \"respect\" and to be consulted on Cyprus; he 
recommended that the U.S. consult with the GOR on Cyprus. 
(Note: Lavrov will be in Turkey May 31-June 1 

for the Turks themselves to press their points. End note.) 


Talking to the UK 


10. (C) Silliman spoke separately with UK Ambassador 
Westmacott and DCM Roberts to compare notes on Cyprus. 
Westmacott and Roberts agreed that Brussels was focused on 
avoiding a Cyprus train-wreck in Turkey\'s EU negotiations. 
Westmacott was looking for creative ideas 

the opening of one port in Turkish Cyprus for the opening of 
Turkish ports or other new" approaches that would allow the 
Turks to fulfill their obligation. As a last resort 

Westmacott indicated he was talking to MFA about the 
possibility of invoking the Customs Union dispute settlement 
mechanism. As a practical matter 

arbitration or ECJ referral - the Turkish complaint that it 

would not give them the time and cover the GOT needed was 
disingenuous 

years. Though it would have to be approved at 25 in 

Brussels 

stronger with an ECJ case: the argument would be that Turks 


mance in protecting the patents οἱ U.S. pharmaceutical products, among other American exports, wh 


ael. (Note: The Knesset amended the law in 2005 to allow Palestinian men over 35 and women unde 


ion ceremony, Brazil detailed its short-term goal οἱ becoming self-sufficient in uranium production/enr 


ct amanagement training needs assessment for the Revenue Authority in response to a request sub 
y with the GOM, and especially with progress on resolving the issue of the disappeared between Mort 


allenging the legality of a May 2 constitutional amendment that had extended the election deadline to 


;a Marne Peterson and Deputy Commandant Ambassador Marcelle Wahba, visited Morocco May 13- 
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are accepting an EU institution although they are not yet 
members. Were dispute settlement to be used 
stressed 

be effective. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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Sensitive But Unclassified - Not for Internet 
Distribution 


Ref: 2005 KUALA LUMPUR 4080 


Summary 


1. (U) The Malaysian government issued its new National 
Auto Policy (NAP) on March 22 

the NAP Framework issued five months earlier (reftel). 
The NAP envisions some significant changes to 
development of Malaysia\'s auto sector 

expiration date for its longstanding (and much 
criticized) approved permit (AP) system 

customs valuation regime designed to more accurately 
assess import values 

imports. Key changes to the tax structure include a 
significant decrease in excise duties and an immediate 
lowering of import duties for vehicles from Malaysia\'s 
ASEAN partners 

ASEAN FTA (AFTA) earlier than expected. Malaysian 
officials acknowledge 

work in progress and that many details remain 
unsettled. 


2. (SBU) Car dealers took advantage of the NAP by 
lowering prices 

part to pressure from the government. In addition to 
reiterating five key goals from last yearVs framework 
the NAP includes a sixth goal to safeguard consumer 
interests. While the NAP moves the auto sector towards 
liberalization 

government intends to protect \"national\" cars 
including the troubled Proton. Still MalaysiaVs 
dominant carmaker 

alliances with foreign automakers that would give it 


st completed. Municipal (mayoral) and local elections remain requiring only a relative majority and th 


2 Bush, head of the official U.S. delegation including the Ambassador and Florida State Secretary for 
"2005 (refs В and C). Now that the executive will in all likelihood remain in place through the end of F 
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access to improved technology and 

markets. U.S. and other carmakers have been meeting 
with government officials on implementing the NAP. 
They generally welcome the NAP 

with Malaysia would produce faster and deeper reforms 
including import duties for U.S. vehicles that are no 
higher than those imposed on ASEAN-origin cars 
earlier abolition of the AP system than the ΝΑΡ 
envisions. End summary. 


The Government\'s Current Vision 


3. (U) Malaysia\'s New Auto Policy envisions the 
continued dominance of two strong national auto 
manufacturers (Proton and Perodua) 

the important role that foreign manufacturers play in 

the Malaysian auto sector. The NAP encourages foreign 
firms to maximize joint ventures with local partners 

and to upscale their assembly operations into niche 
areas where Proton and Perodua have little interest. 
The new policy also encourages consolidation within the 
auto components sector to create stronger domestic 
firms that would be better able to compete for 

contracts in the global automotive industry. 


Approved Permits - An Expiration Date 


4. (U) The ΝΑΡ calls for elimination of the AP system 
by December 31 

high profile preference programs for ethnic Malays. A 
spokesman for the Prime Minister has stated that APs 
would be made available in the meantime based on the 
contribution made to the local economy. Priority would 
be given to manufacturers that have committed to a 
significant increase in production volume in a 
particular model 

that model 

to complete their product range in the Malaysian 
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market. The spokesman added that a limited number of 
APs would also be made available based on the need to 
ensure sufficient vehicle choice for consumers. These 
criteria make no mention of reserving APs for ethnic 
Malays (Bumiputera) 

that the NAP may for the first time give non-Malays the 
ability to obtain APs. 


| that all of Colombia\'s illegal armed groups were operating near Tumaco, and that the ELN was invo 


‚Г, expressed strong resolve to resist political pressure and influence from the Morales government. ` 
greement and the African Union\'s push for a transition to a UN peacekeeping force. She added that 
quivalent to the U.S. Coast Guard) on May 11. Sarzosa told Poloff on May 18 that Chile shared the tl 
n Garcia. While the two candidates continue to preside over rallies of their faithful supporters, the me 


ES FOR 1.4 (D) -------- Summary -------- 1. (SBU) With a little under seven months before the Dece 


instructions from Indian Foreign Secretary Shyam Saran to cooperate with the USG on the broad ran 


for reasons 1.4(b) and (d). 1. (C) Summary: The Executive Director of Simpson Oil Limited (SOL) Е 
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5. (SBU) Comment: The setting of a date for the 
elimination of the AP system is testimony to the 
increasingly negative public opinion it has engendered 
in recent years 

Many high profile Malaysians 

Mahathir 

its original goal of giving entrepreneurial Malaysians 
greater access to a lucrative sector. Instead 

system has become a means for a very small group of 
connected Malays to enrich themselves with minimal 
effort 

imported vehicles. End comment. 


Motor Vehicle Tax Structure Changes Yet Again 


6. (U) The NAP reduces further the excise tax 
reductions for passenger cars that came into effect in 
conjunction with the NAP framework in October 2005. 
The new excise duties 

range from 75 to 125 percent. Although these 
constitute reductions of between 16 and 69 percent 
(depending on the engine size) 

still higher than those in effect until December 2004. 
Nevertheless 

Ford Malaysia and Daimler Chrysler Malaysia 

new excise rates as a marketing tool 

immediate reduction in prices for completely knocked 
down (CKD) models of up to 11 percent. 


7. (U) Of more concern to national carmakers like 
Proton and Perodua was the governments decision to 
reduce immediately the import duties for ASEAN-origin 
completely built up (CBU) vehicles from fifteen to five 
percent. This reduction 

the AP system 

implemented by the NAP. Malaysia\'s commitments under 
the ASEAN FTA (AFTA) did not require it to lower these 
duties until 2008. By acting now Malaysia has 

eliminated a contentious issue with its ASEAN partners. 
The government is hopeful that the step will promote 
greater integration within ASEAN. Imports from the 

rest of ASEAN will still be limited until the AP system 

is abolished 

import duty of 30 percent for non-ASEAN CBU vehicles 
giving ASEAN imports a marked advantage over imports 
from the rest of the world 

to the series of tax structure changes initiated in 
December 2004 

were assessed similar import duties. 


e trade agreement with Colombia. He said that a failure to act quickly would bolster Hugo Chavez\'s 


sent developments in the Kosovo status process and progress towards standards implementation. (N 


spite significant opposition to proposed changes to Mexico\'s competition law, the Federal Competitioı 


'sults that have become its hallmark under a divided government. Some, including Eduardo Perez M 
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8. (U) Proton and Perodua now face the near elimination 
of the import duties (on ASEAN-origin vehicles) that 
were the prime means of protection for both companies. 
Senior GOM officials 

Nor Mohamed Yakcop 

for not reacting quickly to the increased competition 
from imported (CBU) models due to the lower import 
duties. Though they initially announced only modest 
discounts of two to four percent on most of their 

models 

pressure by increasing their discounts substantially. 


Effective Valuation of Car Imports 


9. (SBU) Despite losing the protection of high import 
duties 
NAP reform designed to assess a more accurate value on 
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CBU imports in order to determine customs duties. 
Under the new policy 

publish the values of imported CBU cars as determined 
by a government committee 

and market studies that include back calculation from 
retail prices. By steering away from prior importer 
declared values 

cut the incidence of tax under-declaration. One study 
suggests that most CBU imports would increase in price 
from 10 to 40 percent 

declaration of vehicle values. 


10. (U) If this new provision is enforced it should 
decrease CBU demand and increase the attractiveness of 
Malaysian-built cars 

or by imported CKD models. The new provision would 
also help level the playing field for importers that do 

not abuse the current system 

Demand for such cars should also be stimulated by 
another NAP provision that phases out most used-car 
imports by 2010. 


Dreaming of a Regional Auto Hub 


11. (U) One of the six broad goals of the NAP is to 
develop a regional automotive manufacturing hub in 
Malaysia. Bringing Malaysia\'s import duty in line with 


: Classified by Ambassador Michele J. Sison for reasons 1. 4 b and d. 1. (S/NF) Summary. On April: 


ILL TRIUMPH ΟΝΕΗ ADVERSITY IN LIFE AND IN PALESTINE AND IRAQ, AND A PLEA FOR HON 


D, MMALVESTI, NSHAMPAINE, MTAYLOR MANAMA FOR JBEAL Ε.Ο. 12958: DECL: 05/20/2016 ° 
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the rest of ASEAN is one means of stimulating the 
development of such a hub 

to export within ASEAN with few tariff barriers. The 
government will also nurture such a hub by using its 
licensing authority to control the development of new 
foreign manufacturing facilities. Under the NAP new 
manufacturing licenses would not be issued until after 
domestic over-capacity had been resolved. The NAP also 
prohibits current excess capacity being used to 

assemble new makes or models that compete directly with 
those produced by national car manufacturers. 


12. (U) Just days after announcing the NAP 

Malaysia demonstrated that its overall goal of creating 
a regional auto manufacturing hub trumped its over- 
capacity concerns. On March 29 Chinese automobile 
manufacturer Geely announced that it would open an 
assembly plant in Malaysia to produce two low cost 
models 

Geely reportedly will become the first Chinese auto 
company to assemble vehicles overseas. Malaysian 
approval of this new manufacturing capacity 

models that would seem perfect competitors to Proton 
reportedly was forthcoming only through Geely\'s 
commitment to export most of its production. 


The Future of Proton 


13. (U) Proton\'s future as Malaysia\'s dominant 
\"national\" carmaker remains uncertain. Automobile 
sector analysts here agree Proton needs to conclude an 
alliance with a foreign partner that can provide 
significant technology and marketing expertise to 
enable Proton to remain competitive domestically. 
Proton\'s lengthy courtship with Volkswagen ended 
abruptly in early 2006 when VW pulled out of talks to 
form an alliance 

reluctance to give VW an equity stake. The two 
companies continued lower-profile cooperation 

including the supply by VW to Proton of a limited 
number of components. Press reports indicate the two 
companies recently have resumed high-level negotiations 
on forming an alliance that would create a separate 
corporate entity to produce Proton-branded cars 

on VW platforms 

In the meantime VW has decided to enter the Malaysian 
market in full force 

models here and to establish twelve new dealerships 
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:ommissioned report on improving the issuance of US visas to Saudi nationals, Nawaf Al Obeid, an a 
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over the next two years. If it does not end up in 
alliance with Proton 
significant competitor. 


14. (U) Proton also reportedly is in talks with both 
French carmaker Peugeot Citroen 

partner Mitsubishi 

in Proton\'s development. In both cases Proton is 
believed to be seeking looser 

than it had contemplated with VW. These types of 
alliances would be more politically palatable in 
Malaysia as they would involve little 

sharing. But some analysts believe Proton can only be 
saved through a deeper alliance 

Proton with economies of scale 

technologies 

distribution and supply network. VW or another foreign 
partner likely would not be willing to provide such 
substantial benefits without a significant equity share 

in Proton. 


15. (U) The NAP makes clear that Malaysia is not ready 
to abandon the concept of a national car. Even 
Malaysia\'s top leaders acknowledge that change is 
necessary 

said on May 23 that further government support for 
national carmakers would be \"targeted 

transitional 

added that these firms would never be able to offer a 
full line up of vehicles to satisfy all segments of the 
market. Although Najib stressed that Proton needs a 
strong foreign partner 

decent shot at competing abroad 

would allow the foreign firm to take an equity stake in 
Proton 

foreign firm to take a controlling interest in the 
company. 


16. (U) Proton\'s new president 

commented the company welcomes the competition that 
will be created by the NAP. He admitted that Proton 
needs to become a true competitor to foreign 
manufacturers 

\"cannot be a national car forever.\" Tengku Mahaleel 
who was pushed out as Proton CEO last year after more 
than a decade on the job 

doubts about the NAP\'s ability to reach its goals 
particular Malaysia\'s hope to become a regional 
manufacturing hub. Although Mahaleel praised the 


Nimr. Al-Nimr had been in SAG custody since May 11 (ref A). Asmall delegation of family and other: 


ı the President will not easily accept defeat and will search for another device to extend his presidenc 


3. Many believe the President will not easily accept defeat and will search for another device to extenc 


ле western Ninewa city of Tal Afar is due to sectarian strife. President Bush mentioned Tal Afar in a s 


il, was killed at a Najaf Iraqi Police (IP) checkpoint. Najaf IP Chief General Abbas Al Moadal stated IP 


tional government, radical anti-American cleric Mugtada Al-Sadr issued a statement outlining his expt 


ıs walked out of the session protesting their exclusion and a continued deadlock over the security por 
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government\'s goals 

implementation of auto sector policy was lackluster and 
incomplete. He pointed in particular to previous 
industrial master plans over the last two decades 
which he claimed contained similar auto sector goals 
that were never realized. Mahaleel also blamed 
Proton\'s ills in part on Malaysia\'s banks 

their long-term 

car sales 

outstanding loan balances well before the loans are 
paid off. Such loans have been key to MalaysiansV 
ability to purchase imported cars rather than the 
(generally cheaper) national cars. (Rising interest 
rates in the last four months have curbed demand 
somewhat 

at their slowest rate in three years.) 


The Auto Sector and the FTA 


17. (SBU) U.S. auto industry representatives in 

Malaysia generally are satisfied with the direction of 

GOM policy on auto sector liberalization. However 

they have identified several areas for U.S. trade 

officials to focus on during the FTA negotiations. The 
significant difference in import duties for ASEAN- 

origin CBU vehicles compared to non-ASEAN imports is a 
prime concern. U.S. firms seek an agreement containing 
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import duties on U.S. CBU vehicles that are no higher 
than those Malaysia imposes on similar ASEAN-origin 
imports. U.S. firms also are concerned about the 
government's new policy on determining the import 
values for CBU vehicles. Although the new valuation 
guidelines should have little impact on law-abiding 
importers 

provision as non-compliant with the WTO 

indicated that they will ask U.S. trade negotiators to 
push Malaysia to accept franchise importer declarations 
of commercial value for taxation purposes. 


18. (SBU) U.S. carmakers welcome the governmentVs 
efforts to create a more transparent AP system that 
would allow the firmsY Malaysian partners to directly 
obtain APs 

other rent-seeking intermediaries in importing cars. 
Nevertheless 

AP system creates unnecessary costs that disadvantage 


‘icts. The editorial below expresses popular views on the notion of the existence of double standards 


V, PREL, PTER, ASEC, ECON, EAID, KCRS, ELTN, SP, TU, AF SUBJECT: PRT/QAL I NOW: RING 


IONS SIMMER IN ΒΑΜΥΑΝ Summary -------- 1. (SBU) Uncertainty over land titles seems to be the ı 


(SBU) The Afghan Reconstruction Development Service (ARDS,) strives to conduct GOA ргосигете! 
Dr. Jamal reported that the sniper rifles were for the use of the Dubai PoliceYs Sniper Unit, under Brig 
assistance to achieve reforms in a difficult security environment. He noted that JordanYs support for 


| U.S. partners in the region to encourage security cooperation to counter threats posed by Iran. 2. (C 


es (JAF). General Sarayreh discussed border security and expressed his appreciation for U.S. supp: 
need continued assistance to face rising oil prices and regional challenges. Prince Faisal welcomed 


port visit of the USNS Mercy. We stressed the importance the USG places on such agreements and 
vhether the Iranian Consulate was officially opened today (Note: Post received a report that an official 
ing the new Cabinet. According to the press, the Amir \ 


vith Basrah Provincial Council (BPC) member Sayed Ghali (Iraqi National Accord) and Assistant to the 
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imported vehicles 

a quota on imported cars. Given that the AP policy 
does not appear to be WTO-compliant 

push for an FTA that would accelerate the complete 
phase-out of APs earlier than 2010. 


19. (SBU) Ford\'s senior representative here tells us 
that government officials have admitted that the NAP 
needs to be fleshed out significantly. He is pleased 
that the government is consulting more with industry as 
the NAP moves forward 

officials have indicated there will be still more 
changes to the auto policy. The government has 
indicated that its early priorities will be 

implementing the provisions related to customs 
valuation of imports 

imports. The government reportedly has given overall 
responsibility for implementing the NAP to the 
Malaysian Industrial Development Authority (MIDA) 
governments investment promotion agency. 


Comment 


20. (SBU) Like the framework issued last fall 

National Auto Policy is short on details. An accurate 
assessment of its effectiveness in genuinely opening up 
the auto sector to broad competition may not be 
possible for many months 

enhanced role for MIDA in implementing the NAP is 
encouraging 

outlook. It\'s also a bit surprising 

arm of the Ministry of International Trade and Industry 
(MITI) 

the misallocation of APs 

ministry was even stripped of its authority to issue 
APs. 


21. (SBU) Malaysia\'s commitment to reform may be tested 
Soon 

of the market 

percent in 2006 compared to 2005. Demand has been over 
fulfilled in recent years 

rates are making long-term loans less attractive. The 
lower end models of both Proton and Perodua may benefit 
from this changing market 

cars could suffer declining market shares. 

Strengthened national carmakers could encourage the 
government to maintain its commitment to reform. If 
Proton\'s share of the market were to continue to 

diminish significantly 


ternational Organization Affairs Ghassan Shaikho. Shaikho said he would discuss subscribing to the 


ack on a White Nile Ltd. (WNL) seismological team. At least one Government of Southern Sudan (Си 


rt οἱ First Instance Judge Hamoud Al-Mutaawa announced that the five Kuwaitis formerly detained at 
лай Al-Shatti, the Minister of Communications and a senior member of the Islamic Constitutional Mov: 
JM AGENDA - BETWEEN DISSOLUTION AND \ 


int Hugo Chavez conducted an array of state business and outreach to sympathizers during a six-cot 
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expected to seek yet more changes to the ΝΑΡ to help 
preserve the companys viability. In such a scenario 
the challenge would be for the government to maintain 
its commitments under the AFTA and 

potential U.S.-Malaysia FTA. 
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involvement 

point.\" Akashi said the April 28 Oslo Co-Chairs Meeting had 
produced a very short joint statement 

meeting would conduct a V'serious 

stock-taking.\" He wants participants to evaluate what has 
been achieved -- and not achieved -- and then chart a future 
course. Both the Sri Lankan government and the LTTE have 
responsibilities to assume 

participants will consider both \"hard\" and \"soft\" options 
that could affect the situation. The group may also consider 
financial control measures and arms import restrictions to 
Tamil controlled areas. 


3. (C) Since the Oslo meeting 

India 

play a greater role in the Sri Lanka peace process 

said. Itis up to India to decide what role it can play 
suggested 

identify itself as a full Co-Chair member. Akashi hopes 
India will become more involved not only at the Tokyo 
meeting 

Saran and NSA Narayanan 

considering a larger role. Akashi also hopes the Co-Chairs 
will consider broadening the contact group to include other 
countries with possible influence 

which have relatively large Tamil populations 

to play a greater part. Akashi said he believes the 
Co-Chairs group needs to remain loose and flexible in order 
to remain effective. 


4. (C) Akashi feels civil organizations can play an 

influential role in Sri Lanka 

visiting with one or two NGOs each time he visits. Noting 
Japan and Sri Lanka\'s shared Buddhist heritage 

is encouraging Japanese Buddhist organizations to engage with 
moderate counterparts in Sri Lanka 

extremist Buddhist groups. 


5. (C) Asked to provide а readout of FM Samaraweera\'s May 
17-21 visit to Tokyo 

government appears to have high expectations for the upcoming 
Co-Chairs Meeting. The government is frustrated with its 


nment and fill the security gaps in his cabinet. Maliki convened both the incoming and outgoing cabir 
Draft Labor Contract Law Improve Conditions for Workers? Ref: A) Guangzhou 10741 B) Beijing 01 
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inability to persuade the LTTE to return to the negotiating 
table 

Government of Sri Lanka would like to see other countries 
with large Tamil populations designate the LTTE аза 
terrorist organization 

international community could take measures to stop financial 
contributions 

Although FM Samaraweera conveyed the governmenti\'s willingness 
to abolish certain discriminatory policies 

Co-Chairs should encourage it to go further so that Tamils 
inside and outside the country see the government\'s gesture 
of lifting restrictions as the way for moving forward. 


6. (C) Summing up his analysis on the situation in Sri Lanka 
following the Co-Chairs meeting 

LTTE would be persuaded that diplomacy is its best option and 
end its armed struggle. However 

with the LTTE\'s past behavior and preferences 

his thinking might be wishful. \"This is our strong hope 

said 

SCHIEFFER 
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a divided Bosnia and Herzegovina. He denied that SBiH is an 
obstacle to constitutional reform 

party will launch radical reforms that will bring Bosnia\'s 
institutions in line with Europe. Silajdzic hopes to present 
himself to the public as a moderate fighting for a unified 
Bosnia and Herzegovina 

himself as the candidate who will fight for the interests of 

the Bosniaks -- his core constituency. 


4.(C) COMMENT. Silajdzic\'s return to official politics is a 
calculated move to raise his own and SBiH\'s profile in the 
run-up to national elections. Without what many voters see 
as Silajdzic\'s charismatic leadership 

would not garner enough support to be an effective player on 
the national scene. Silajdzic\'s return means that SBiH will 
be a much more significant electoral force 

race against Sulejman TihicVs increasingly divided Party for 
Democratic Action (SDA). 


5. (C) COMMENT CONTINUED. While Silajdzic uses pro-reform 
statements to appeal to the voters who want to see BiH join 
Europe 

to ensure support. After years of standing in the wings 

directing SBiH parliamentarians and ministers from the 

sidelines 

message himself. His real goal -- election to the BiH 

presidency -- made his opposition to constitutional reform 
inevitable; the changes to the method of electing the 


hou 14848 1. (SBU) Summary: Quanzhou, the wealthiest city in Fujian and itself a coastal city in the 
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presidency would have doomed his chances. We can expect him 
to continue running a campaign directed at Bosniak voters -- 

and against the backers of constitutional reform 

the international community 

END COMMENT 

MCELHANEY 
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scheduled to meet with Israeli FM Livni 

never previously met 

Secretary\'s caution that the timing of any referendum would 
have to be handled very carefully. 


6. (C) On the internal security front 

Hamas is determined \"get rid\" of him and will thus continue 
armed clashes with the security services loyal to the 
Presidency. Israeli blocking of the re-armament of his 
services 

to a shortage in firearms and ammunition. For instance 
Presidential Guard in Rafah has only 120 rifles among them 

he said 

Ramallah. Shaath said the Hamas threat was \"imminent 
described those allied to Fatah and the Presidency as feeling 
\"naked\" without the weapons with which to defend themselves. 
Abbas said the Egyptians and Jordanians are being \"very 
helpful\" and are poised to deliver the much-need munitions 
but Israeli refusals keep the shipments beyond the PA\'s 
borders. Abbas said he would not resort to smuggling or 

other \"mafia\" tactics to obtain the much-needed weaponry 
wishing instead to rearm \"legally.\" The Deputy Secretary 
noted that he would be meeting Israeli Foreign Minister Livni 
and would see if recent developments in Gaza have changed the 
GOl\'s perspectives on arms for the PA security services under 
the Presidency\'s control. 


7. (C) On confronting Hamas politically 

faced two choices following Hamas! victory in the Palestinian 
Legislative Council elections: 1) obstruct HamasY ability to 
govern as much as possible 

on their own. Having chosen the second option 

the Palestinian people 

that they were mistaken in electing a Hamas-led government 
and recent polling data indicate declining support. Despite 
sinking poll numbers and calls for change from the 
Palestinian private sector and elsewhere 

Hamas is ideologically incapable and unwilling to change its 
stance on Israel and support for terror. He opined that 


to build 10 additional assembly plants across the world by 2010, including two in the US. 1.\ 


has top secret clearance. The USAID switchboard number is 254- SIPDIS 20-862-2000 and the afte 


Column 3 

Hamas believed that they would enjoy broad 

but are now discovering that only Iran and Syria are behind 
them. Entering into a coalition with Fatah could possibly 
ease the pressure 

realized 

abide compromise. 


Any moves toward compromise by the Gaza leadership would 
be rejected by a radicalized rank and file and by the 

military wing abroad 

disposal for forcing a change of government 

noted that he does not \"have the constitutional right to 

dissolve the PLC 

government.\" He did not elaborate further upon the mechanism 
by which he could do this. 


8. (C) Abbas described the current economic situation as 
\"very dire 

government employees in nearly three months. Approximately 
1.5 million Palestinians rely on the salaries paid to the 

160 

on mechanisms to get aid funds flowing 

pay salaries due to the prohibitions on dealing with Hamas. 
Erekat and Shaath said the worsening situation will be blamed 
on the Presidency and the U.S. 

Hamas subsidizing those employees that support it. The 
Presidency does not have the funds necessary funds available 
to run its core operations. The Deputy Secretary 
acknowledged Abbas" concern that increased economic 
frustration could create difficulties 

funds could not be used to maintain a Hamas government which 
has refused to accept the conditions laid out by the 
international community and Abbas - renounce violence 
recognize Israel 

obligations between the parties 


9. (C) Despite a critical need for resources 

the Fatah has embarked on the rebuilding process and should 
be \"organized\" within three months. Shaath said that they 
are looking to enact a democratic reformation\" at the 
grass-roots level 

learn from the failed party policies which led to their 

defeat in the PLC. He added that the defeat has helped to 


stify as a witness for the government in the Adelita vs. Cook Islands Case. 2. (SBU) Embassy point c 
Muslims, Arabic being named the official language in Khartoum with protections for English, the oath ı 
laze fell on parts of Juba, causing light casualties. The explosions ceased after an hour and the city 


(U) This is an action request - see para 7. 2. (SBU) SUMMARY: After long negotiations, ап agreeme 


and Civil Service Ministries that its members would strike if the GDRC did not meet demands to incre 
ΙΟ A/S Silverberg hosted UN envoy Geir Pedersen to a relaxed dinner on 5/16. Pedersen had no de 


?sidential quarters poses a major challenge for countries interested in operating in the South Sudan. | 


People\'s Progressive Front - Hagrama (ВРРҒ-Н). The recently established Muslim party Asom Unit 
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\"ignite change\" within the organization. This change takes 
time 

\"imminent\" threat of Hamas. 


10. (C) Erekat emphasized PLO fears of Iranian designs in 
Palestine 

seized on the Egypt/Gaza border during a smuggling attempt by 
a Hamas official were Iranian funds. President Abbas 
described Hamas\' outside leadership as a \"hostage\" to Iran 
link which 

broader Muslim Brotherhood movement 

possibility of compromise. Thus 

pressure aimed at Hamas cannot force a quick political 
change 

ordinary Palestinians - an outcome that he believes will be 
blamed on the Presidency. Increased lranian influence in 
Palestine would have serious consequences for the security of 
Jordan and Egypt 

the Presidency to rearm and confront Hamas is not helpful in 
this regard. 


11. (C) Regarding the explosion that injured PA Intelligence 
Chief Tarek Abu Rajab 

specific information yet but added that there were signs of 
Hamas involvement. Erekat said Abu Rajab had been flown to 
an Israeli hospital where he was currently receiving 

treatment. 


12. (U) The Deputy Secretary\'s party has cleared this cable. 
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Quoting Izumi 

in more than two years.\" Acknowledging that there was no 
breakthrough on any of the issues discussed 

nonetheless 

relationship in a V'positive direction." He said the two 
ministers underscored the importance of the bilateral 
relationship to the region and stressed the need to 
strengthen dialogues and exchanges on economics 
security. The importance of people-to-people exchanges 


1.2 OF 003 Sensitive But Unclassified. Please handle accordingly. 1. (SBU) SUMMARY: With grov 


(U) In a May 19 briefing for the diplomatic community, Deputy Prime Minister and Foreign Minister К 
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particularly among the youth of the two countries 
highlighted. 


Yasukuni Shrine 


4. (C) Stating that there was nothing new in the exchange 
on Yasukuni 

Minister\'s visits to the controversial war-related shrine in 
familiar terms and FM Aso explained PM Koizumi\'s position on 
the matter. However 

his thinking on his own visits to Yasukuni 

take acomprehensive view of the issue 

personal beliefs as well as the implications of his official 
position on such a visit. Normura noted that the Foreign 
Minister had made similar comments recently in press 
conferences and in the Diet 

opportunity to discuss his views directly with the Chinese. 


5. (C) The Chinese emphasized the importance of President 
Hu\'s statement on Japan-China relations to former РМ 
Hashimoto during his visit to Beijing in late March 

stated. FM Li noted that Japanese media reports οἱ the 
statement had focused on President Hu\'s offer to hold mutual 
summits if Japanese leaders would commit not to visit 
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Yasukuni shrine. However 

President Hu\'s message was that the two countries! bilateral 
relationship is important to China and that the PRC wanted to 
improve relations with Japan. President Ни\'ѕ statement to PM 
Hashimoto has become the new official Chinese position on 
bilateral relations 


East China Sea Gas Drilling 


6. (C) Nomura said the two sides did not go into details on 
their dispute over gas drilling in the East China Sea 

did confirm their intention to make the East China Sea a \"ѕеа 
of cooperation" and to accelerate the director general-level 
dialogue on the issue. The two countries will try to arrange 

the next DG meeting in June. Both countries agreed on the 
necessity of establishing a "mechanism" to avoid accidents or 
other kinds of incidents in the East China Sea. Nomura said 
that there were no specific proposals regarding the 
\"mechanism\" and that it would require further discussion. 


Security Dialogue 


ye and its markets to the south by snow-blocked mountain passes six months of the year, and now re 


sancer or for exhaustion. He also explained that Lukashenko remains in power by offering lucrative p 
Jas prices to stand in the way of an N 


jn Affairs and Trade (МОҒАТ). In a brief preliminary response, Lee promised to share any feedback 
assing hope that the selection of a new Iraqi cabinet would be a N 


e of villagers and the coordinated response of local Iraqi Army (IA) and Iraqi Police (IP) units. Twenty 


'AN/PA. Ε.Ο. 12958: N/A TAGS: OIIP, KMDR, ΚΡΑΟ, PGOV, PINR, ECON, ELAB, JA SUBJECT: D/ 


Column 3 


7. (C) Relating the discussion on security issues 

said that FM Aso raised the issue of transparency in China\'s 
defense policy 

building confidence between China and Japan. FM Li responded 
that China\'s defense policy was both transparent and 

defensive in nature. Noting that there had been no meeting 

of the Japan-China Security Dialogue in over two years 

said the dialogue should resume as soon as possible. Japan 

is encouraged by this suggestion 


UN Reform and Other Issues 


8. (C) Nomura noted that FM Aso raised the importance of 
discussing UN reforms 

Council. FM Li said China understood the importance of such 
a dialogue 


9. (C) The two sides also touched on Taiwan 

World War II Japanese chemical weapons 

Talks in familiar terms. Japan raised North Korean 
abductions of Japanese citizens 

the importance of the issue. The two sides noted their 
desire to cooperate in regional fora 

Regional Forum and Asean Plus Three. Both countries 
confirmed that as 2007 was the 35th anniversary year of the 
normalization of their relations 

cultural exchanges and other special events next year. 
SCHIEFFER 
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Some structural targets had been met late and the IMF was 
concerned that Malawi might fail to meet Highly Indebted 
Poor Countries (HIPC) trigger conditions in the health and 
education sectors by mid year 

request. The team criticized the GOM for the growing import 
backlog and poor foreign exchange rate management 
expressed serious concern over the recent halt in sales of 
MalawiVs major export commodity 


2. (SBU) While the International Monetary Fund (IMF) team 
was hopeful that the GOM would achieve Highly Indebted Poor 
Countries (HIPC) completion by mid year 

MacDonald noted that waivers would be required if education 


raqis spiked following the mid-Feburary bombing of the Golden Mosque in Samarra, but has now leve 
the issue with Minister of Health Nimal Siripala De Silva, who will head Sri Lanka\'s delegation to the 


stion to both sides after Livni had raised the TIP issue with Deputy Secretary Zoellick. The two sides 


ar trading scandal; alleged involvement by Chen\'s son-in-law in the snowballing insider trading scanc 


int on naming new Defense and Interior ministers. Similarly, Arab League Secretary General Amre Mc 


uffered deep cuts to her face. While she is expected to make a fast recovery, she will be hospitalizec 
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and health targets were not met in time. At stake is ап 
estimated USD 26 to 27 million Multilateral Debt Relief 
Initiative (MDRI) package. As outlined during previous 
visits 

wage reforms 

far (ref A). MacDonald said that the IMF would work closely 
with the GOM in these areas and continue to help develop 
crucial tax policy initiatives. 


POLICY 


3. (U) MacDonald expressed concern regarding the closure of 
MalawiVs tobacco auction following a misguided government- 
imposed pricing scheme (ref B). The disruption had resulted 
in a substantial reduction in forex to the banking sector 

and affected the Reserve Bank of MalawiVs ability to manage 
the import backlog and to reach the net foreign assets 

target. Continued sales delays 

reduce forex inflows and harm overall macroeconomic 
performance in the next six months or so. Finance Minister 
Goodall Gondwe responded that he hoped the situation in the 
tobacco sector would be \"normalized\" and the auctions would 
reopen soon. 


4. (U) During the visit 

import demand reduction strategies and had worked with the 
bank to improve quantification of the import backlog 
MacDonald reported. They had also engaged in a V'vigorous 
debate\" with the GOM over its exchange rate policy. The IMF 
encouraged a managed policy with greater flexibility. 

Gondwe conceded that the GOM had been \"tardy\" at times in 
adjusting the exchange rate. The problem 

arose when the exchange rate reached its maximum point 
allowable within the predetermined exchange rate band 
remained stationary for some time until regulators agreed 
upon a new limit. 


5. (SBU) Comment: Despite its relatively positive 
assessment 

closure of the country\'s state-controlled tobacco auction 
which generates some 60 percent of MalawiVs forex inflow. 
President Mutharika\'s imprudent intervention in the market 
could prove disastrous given the country's very limited 

forex reserves and sizeable import backlog. This situation 
will be compounded if the expected HIPC completion point is 
missed or delayed. In addition to keeping more dollars in 
Malawi 

government some room to pay down its very expensive domestic 


SVN and hold a large meeting of Baptists in Ho Chi Minh City. The delegation, which included the ВМ 


nd the World Bank, according to team leaders for the World Bank and IMF. The next steps are to de 
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ary ties with Indonesia has given a new, more cooperative quality to bilateral relations across the ranc 
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debt stock 
inflationary pressure on the kwacha. 
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Party for Socialist Progress (PPS) 

that it must remain vigilant in its fight against terrorism 

while keeping a close eye on the problems faced by youth in 
Morocco\'s slums and rural areas. 


5. (SBU) Casablanca has shown great resiliency since the 
May 2003 attacks and areas like Sidi Mouman 

majority of the suicide bombers 

constructions and progress. However 

neighborhoods here show signs οἱ the same sense of 
dissatisfaction and social exclusion 

and unemployment that fostered the fertile breeding ground 
for extremist influence 

willing participants. Many locals perceive that in some 
areas of Casablanca conservatism is sharply on the rise 
there is concern that the GOM\'s current efforts to limit 
extremist influence may not succeed. 


GREENE 
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Jouini 
business matters. 


REGIONAL INTEGRATION 


9. (C) In closing 

political difficulties that limit regional integration. He 
highlighted the success of Gulf Cooperation Council countries 
іп advancing economic issues despite political disagreements. 
Jouini estimated that lack of Maghreb integration costs 
Tunisia one percentage point of growth annually. The 
difference between TunisiaVs average 5.5 percent growth and 
the 6.5 percent that is possible through increased regional 
integration would be enough to create the necessary job 
growth for university graduates 
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Secretary added that the U.S. would be willing 


SIPDIS 

be helpful 

could explore opportunities to bring Morocco 

Tunisia together with the U.S. to discuss trade issues. 


10. (U) The Deputy Secretary\'s party has cleared this cable. 
HUDSON 
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Tunisia values the exchanges such visits offer 

also have an obligation to \"tell the truth\" about the 
situation in Tunisia. The Deputy Secretary said that he 
hoped to listen and learn during his visit 

discuss bilateral and regional issues. 


SOCIAL/ECONOMIC DEVELOPMENT 


5. (C) Abdallah noted that Tunisia is a development success 
despite its moderate natural resources 

human resources. Abdallah said fifty-five percent of higher 
education students are women and all school age children are 
enrolled - remarkable for an Arab and Muslim country." 
Tunisia\'s focus on education 

economic growth has contained the Islamist menace of the late 
1980s in Tunisia 

to be confronted with Islamist extremism 

The Deputy Secretary noted TunisiaVs strategy of using social 
and economic development to preclude extremism 

period of economic and social success is the best time to 
broaden political participation. 


ISLAMIST THREAT 


6. (C) Abdallah stressed that he does not agree with what he 
believed were U.S. views on Islamist political participation 
which does not correspond fully with reality in Tunisia. 
Islamists 

especially regarding women. These individuals are not 
Vovernight democrats 

regime. The Deputy Secretary said that we know radical 
Islamists 

on policies. If lawyers 

to effectively participate in civil society dialogue 

may turn to a dangerous Islamist path. 


POLITICAL REFORM 


ance with President Saleh. To the surprise of many, Hameed has emerged as an articulate regime сі 


Joint statement about the visit of the UK Prime Minister The British Prime Minister welcomed the forrr 
sions are moving along at a tortuous pace. In leading the proceedings, dialogue chair Yawovi Agboyi 


ase-by-case basis; and 2) that retired senior military officers remain subject to review. We also recorr 


t the situation facing the group in UAE, including the border fence along the UAE-Omani border, Shih 
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7. (C) Abdallah said that 

President Ben Ali has overseen a number of political reforms: 
eliminating the one party system 

all political levels 

country 

respect for freedom of association 

VWhile we have not achieved perfection 

Tunisia had made satisfactory progress. V'ForeignersVV" 
perception of a lack of political freedom was due to a lack 

of information. In addition 

a small fraction of civil society with radical and extreme 
views\" seek to distort Tunisia\'s image and disseminate false 
information about Tunisia to foreign diplomats and 

journalists 


8. (C) The Deputy Secretary noted that 

develop our bilateral relationship 

greater dialogue on the evolution of the Tunisian political 
process 

hoped Tunisia and the U.S. could restart a high-level 
dialogue about political participation 

of NGOs and the registration of new NGOs 

participation opportunities 

participation. The Deputy Secretary noted that Tunisia Vs 
progress in economic and social reform and education would 
prompt additional popular interest in greater participation 

and freedoms. The Deputy Secretary specifically noted there 
may be a positive role for IRI or NDI to play in Tunisia 

they are not destabilizing organizations. Abdallah said that 
there are over 10 

satisfactory" public 

added that the GOT V'has no role\" in the high-profile case of 
the Tunisian Human Rights League (LTDH). The Deputy 
Secretary also noted USG concern regarding the case of lawyer 
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Mohammed Abbou. Abdallah dismissed this topic 

V'There is no need to waste your time (discussing this case) 
when you could read the file. V 


REGIONAL ISSUES 


9. (C) On the Maghreb 

is now an opportunity for greater regional cohesion 

following the re-establishment of U.S. relations with Libya 

and new momentum in Algeria. Abdallah said Tunisia acts as a 
moderator in the Maghreb 

difficulties today although everyone is supportive of 


situation in Africa, and that it is better to apply a small amount of preventive force early than to have t« 


lems. Pakistani Ambassador Kamran reported that Karimov\'s visit produced few tangible results, bu: 
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ral Ibrahim Gambari visited Burma May 18-20. He did manage to see Aung San Suu Kyi for 45 mint 
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pan-Maghreb relations. The Western Sahara issue is still 
difficult 

entities moving forward at the economic and political level 
such as during the upcoming June 14-15 Foreign Ministers\' 
meeting in Tripoli. 


10. (C) Turning to Iraq 

Tunisia is watching the evolution of the situation and the 
progress in developing national institutions 

stabilize the country 

emergence of the state and rule of law. Progress may not be 
fast enough 


11. (C) Abdallah said that Tunisia regretted the result of 
the Palestinian elections 

Palestinian people. We should be patient 

Hamas government has to evolve - and will. Hamas must reject 
violence 

agreements 

Meanwhile 

Abdallah 

оп despair. WI don\'t know how to channel aid 

Abdallah 

that he hopes Israelis understand the difficulty and 
complexity of the situation 

unilateral decisions.\" Noting that he had met Israeli PM 
Olmert at the Barcelona Summit 

intelligent and trust-worthy. 


12. (C) The Deputy Secretary noted his participation in the 
recent Abuja talks on Darfur 

League and African Union member 

Government to address the root problems. He also asked if 
Tunisia might be a participant in a future U.N. peacekeeping 
operation in Darfur. Abdallah said that Tunisia \"is not 
looking to get into the heart of the problem 

through the Arab League. While noting that African Union 
forces do not have the material or human means to meet the 
needs in Darfur 

Tunisian participation in a future U.N. peacekeeping 
operation. 


13. (U) The Deputy Secretary\'s party has cleared this cable. 
HUDSON 
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devoted to human development.\" Although he characterized the 
US-Tunisian relationship as \"excellent\" he accused the USG of 
bias in interpreting Tunisia\'s human rights record. He said 

USG criticism of human rights in Tunisia \"cast a small 

shadow\" on the relationship 


Jperation Ituri Explorer. The operation, which was launched Мау 20 and included some 3,000 FARDC 


e: 20.05.2006 (bold) The Foreign Minister congratulates Iraq on its new government (end bold) \ 
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has been so direct in regards to difficulties in our 

relationship. Deputy Secretary Zoellick said that as a 

friend we want to listen to Tunisia\'s perspective and that we 
should have a broad spectrum bilateral dialogue 

both political and economic topics. The Deputy Secretary and 
President Ben Ali also discussed counter-terrorism 
cooperation and a potential role for Tunisia in a UN 
peacekeeping mission in Sudan. End Summary. 


President Defends Tunisia\'s Human Rights Record 


4. (C) President Ben Ali opened by saying that Tunisia and 
the U.S. enjoyed \"excellent relations.\" However 

perceived a bias on the part of the U.S. in interpreting 
Tunisia\'s human rights record. He said 

comprehensive approach to human rights 

Embassy for not associating with the right contacts on human 
rights issues in Tunisia. Ben Ali noted that when compared 
to Morocco and Algeria 

rights. 


5. (C) Ben Ali said that Tunisia is committed to freedom of 
expression. He said that opposition press in Tunisia is very 
critical of the GOT 

publications and has even provided funding. (NOTE: Opposition 
newspaper al-Mawkif 

Tunisia 

receives no GOT funding. END NOTE.) Ben Ali stated that \"no 
one is jailed for their views in Tunisia\" 

criticism is seldom based on the real facts in acase. He 

said 

аге criminals.\" Noting that the case of jailed 

lawyer/activist Mohammed Abbou (Ref A) had been raised during 
the Deputy Secretary\'s meeting at the MFA (septel) 

said he Vhad not been aware of the case\" 

it from the papers. He claimed that Abbou was jailed for 
assault of a colleague and said the GOT would follow the rule 
of law for all its citizens: "Тһе law must be applied to all 

and cannot be tailored based on views or the position of 
individuals.\" He concluded that while the bilateral 

relationship is \"outstanding\" with all the help Tunisia has 

given on Palestine and Libya 

shadow!" on our relationship. \"When the Department of State 
takes a position 

and therefore it is obligated to look at all positions and 

facts. 


Political Reform 
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6. (С) Тһе Deputy Secretary noted the extraordinary 
accomplishments that have been made in Tunisia 

inthe area of education 

accomplishments throughout the country. He continued that 
although Tunisia has struggled with radical Islam 

country moves forward 

more open political environment. The Deputy Secretary added 
V'if people cannot participate in a legitimate system of 


political debate 

radical Islam.\" He continued 

would create opportunities for dialogue with NGOs and the 
press 

expression 

context 

operate in Tunisia as a way to show more broadened political 
participation which would not threaten security. 


7. (C) The Deputy Secretary said that it is important to 

always have the facts 

dialogue. He said it is the USG perspective that the GOT 
legal system is V'over reactive\". He noted that the GOT has a 
good story and should let its people participate in the 

political process. He then used as an example the 
consultative process on Tunisia\'s ten-year economic program 
which was described by Development and International 
Cooperation Minister Jouini (septel) 

excellent idea and might be useful as a model for the 

political realm. The Deputy Secretary said we have seen 
movements of democracy in Eastern Europe and Asia 
movements would continue and he hoped Tunisia could 
participate. Ben Ali responded that the reform process will 
continue 

process as \"all our means are devoted to human developments 
-- mistakes should not be used to criticize the entire 

system\". The Deputy Secretary concluded that he greatly 
respects what Tunisia has accomplished. \"We must listen to 
our friends and learn their perspective -- that is why | 

suggest we restart a high-level dialogue 

economic sphere as well. V" 


Counter-terrorism 


8. (C) Ben Ali said that Tunisia has long taken a strong 
position on terrorism and that the U.S. and Tunisia have had 
great bilateral cooperation on terrorism issues. He said: 
\"History 

has vindicated our approach.\" The Deputy Secretary said he 
hoped we could deepen our cooperation on counter terrorism. 


006. Linking the loss of credibility of Saudi sheikhs with their cooperation with the government, he no 
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Sudan 


9. (C) Turning to Sudan 

member of the Arab League and African Union 

placed to help Sudan create a better future for its people 
and to follow through on the recent accords. The Deputy 
Secretary mentioned that he hoped there would be a UN 


SIPDIS 

peacekeeping operation in Sudan and hoped that the GOT could 
participate. Ben Ali responded that Tunisia V'is following up 

on Sudan in the Arab League.\" He said that Chad was playing 
a negative role. He commented that Tunisian forces have 
participated in peacekeeping operations in the past and \"are 
always willing.\" (COMMENT: Тһе GOT traditionally only 
participates in UN peacekeeping 

Arab League position on this.) 


10. (U) The Deputy Secretary\'s party has cleared this cable. 
HUDSON 
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repeated often by all round-table participants. Hajji 

discussing the stifling press environment in Tunisia 

commented that the state of political and civil liberties 

Vhas gotten much worse\" in recent years. Khachana negatively 
compared the present environment to a free press atmoshphere 
that existed under previous Tunisian President Bourguiba. 
(NOTE: There were significant restrictions on the press under 
Bourguiba as well.) 


5. (C) Marzouk warned that without open political dialogue in 
Tunisia 

Ben Ali 

jeopardy. Referring to the GOT\'s fear that independent civil 
Society represented a security threat 

emphasized that on the contrary 

and association in Tunisia were leading Tunisians to become 
extremists. Hajji commented: \"Tunisia is becoming a factory 
for extremists because there is no way to express yourself 
moderately." AIHR President Baccouche asked the Deputy 
Secretary if USG security goals and alliances with regional 


SIPDIS 
regimes contradicted our democratic reform goals. The Deputy 
Secretary responded that although it might be difficult to 


SIPDIS 
see 
structure of the region. He said that while change must come 


> Government of Nepal (GON), stressed the need for rapid progress on the part of the new governme 
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from within 
democratic reform and human rights. 


6. (C) The Deputy Secretary concluded by thanking the 
participants for their \"difficult work which put them at 

personal risk.\" Khachana thanked the Deputy Secretary for the 
round table opportunity 

meetings with Embassy officers 

E 


\"continue the discussion at a high level." He then asked 
invitees for their insight on how best to deliver the USG\'s 
reform message to GOT interlocutors he would meet during his 
visit to Tunisia. Hajji commented that while statements from 
Washington were welcome 

continued that it was important that the message be 
consistently delivered at high levels as the СОТ \"was 
becoming good at enduring being scolded for 15 minutes and 
then ignoring\" our messages. Shifting focus 

that for a significant shift in the political status quo 

was necessary that those V'close to the President" (NB: he was 
likely in part referring to the extended family of Ben Ali) 

would have to be given assurances that they would V'continue 
to be taken care of\" following the departure of Ben Ali. 
Marzouk admitted that such an arrangement would be a tall 
order for the USG diplomatically 

assurances to Ben AliVs inner circle 

System would be difficult. 


7. (U) The Deputy Secretary\'s party has cleared this cable. 
HUDSON 
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and moral obligations ' as first on the GOM\'s list of 
achievements. The return to a past era of orderliness has 
been a clear and consistent theme of the Mutharika government. 
Most Malawians view the first ten years of multiparty 
democracy under Bakili Muluzi (1994-2004) as a period of 
disorder 

is commonly referred to as \"the lost decade 

Malawians now look nostalgically at the order and discipline 
that characterized the era of the former dictator Hastings 
Kamuzu Banda. 


4. (SBU) Mutharika has seized on that public longing for a 
return to a perceived era of former glory 
political success. Reversing the policies of his predecessor 
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who banished all references to Dr. Banda 

restored Kamuzu\'s name to prominent landmarks 

tracked construction of a $600 

Banda 

government. Mutharika dedicated the mausoleum with great 
fanfare earlier this month 

almost universal public approval as a fitting tribute to V'the 
Father of the Malawi Nation. V 


5. (SBU) Other popular Mutharika policies aimed at restoring 
societal order include his anti-corruption campaign 

forced removal of vendors from city streets 

return of refugees and asylum seekers to refugee camps 
destruction of illegal buildings 

performance of the civil service. Such measures have been 
also been popular because of a traditional Malawian affinity 
for \"strong\" leaders who give orders and get things done. 


6. (SBU) A senior presidential advisor recently told us that 
the average Malawian is concerned about food 

education 

moves have been in the all-important agricultural sector 

he has concentrated heavily on food security. He instituted a 
massive fertilizer subsidy that Malawians credit (along with 
good rains) with giving the country its best maize harvest in 
the past ten years. Also very popular has been an expansion 
of a donor funded food-for-work program 

thousands of manual irrigation pumps. Mutharika touts grand 
food-related infrastructure projects such as large silos to 
store grain for lean periods 

all of which have won solid public approval. 


One Step Forward 


7. (SBU) While most Malawians view these actions as positive 
many remain cautious about Mutharika and there is a sense that 
his good policies have been offset by significant negatives. 


8. (SBU) Much of Mutharika\'s tenure has been consumed by 
political instability that conflict-averse Malawians find 
instinctively uncomfortable. They applauded the launch of his 
anti-corruption campaign in 2004 

resulting open warfare between Mutharika and his former United 
Democratic Front (UDF) colleagues that persists to this day. 
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Most Malawians approved of MutharikaVs resignation from the 
UDF 


Abed Rabbo told the Consul General at a May 20 meeting in Ramallah that plans are moving forward 
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party and attracted many of the same tired politicians to 
join. Many people viewed the move as business-as-usual 
Malawian politics 

be little different from its corrupt predecessors. 


9. (SBU) Many Malawians are unhappy with the clear increase in 
political prosecutions that has taken place in recent months 
(ref A). The arrests and prosecutions of a number of 
opposition MPs 

seen as a worrisome trend that could return Malawi to the 
denial of political freedom that was standard practice under 
Dr. Banda. Many people side with Mutharika in the belief that 
Vice President Chilumpha has neglected his duties 

are not comfortable with the undignified treatment of the vice 
president 

the back of police vans and speaking to his family members 
through prison barbed wire. 


10. (SBU) The recent visit of President Mugabe was strongly 
opposed by many Malawians and frowned upon by businesspeople 
who complained that the visit damaged investor confidence. 

The government managed to keep a lid on public protests by 
pacifying human rights NGOs and arresting a number of 
opposition figures before the visit. Many people worry about 
Mutharika\'s close ties to Mugabe 

interest in emulating Zimbabwe\'s example on human rights or 
economic policies. 


11. (SBU) Concern about the administration\'s direction is 
sufficiently widespread to prompt Malawians to question the 
President\'s motives 

intentioned. Many commentators have expressed concern about a 
particular Banda-imitation activity: annual \"crop inspection\" 
tours. Mutharika wants to encourage the farmers by showing 
interest in what they do and how their crops are doing. But 

to many 

peasants to grow certain crops and meted out punishment for 
non-compliance 

and contributed to Malawi\'s overwhelming and unhealthy 
dependence on maize as a primary cereal crop. In a similar 
vein 

administration intends to re-invent the unlamented Banda-era 
\"Forfeiture Act\" in the form of the draft anti-money 
laundering legislation 

spent significant effort to distinguish a modern money- 
laundering regime from the tool used during the Banda period 
to seize houses 


12. (SBU) Most Malawians are not pleased with the performance 
of Parliament in the past two years 
harmony between Mutharika and parliamentary leaders. Last 


'O WORK ILLEGALLY AS UNSKILLED LABORERS. ANECDOTAL EVIDENCE COLLECTED FRON 


fredo Gamito, reported that the group was unable to reach consensus on the composition of the Маш 
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year\'s impeachment fight was the most prominent example of a 
Parliament that is seen as bogged down in political squabbles 
and unable to get any work done. 


The Foreigners\' View of Success... 


13. (SBU) Western perceptions of Mutharika\'s success are 
rather different. In the eyes of donors 

government spending 

macroeconomic fundamentals are the signal achievements thus 
far. In the face of IMF pressure 

kwacha to depreciate toward a more realistic value. 

Mutharika\'s emphasis on fiscal discipline won the confidence 
of donors early on 

granted a new Poverty Reduction and Growth Facility (PRGF) in 
August 2005 

granted a new structural adjustment loan 

bilateral donors have augmented budget support. 


14. (SBU) The GOM won praise from donors for its cooperative 
and timely response to the past year's food security crisis 

and the coordinated action of donors and government averted 
massive hunger. 


... and Failure 


15. (SBU) Despite a stated orientation toward reform and some 
clear successes 
and some of its proposed solutions are cause for concern. 
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16. (SBU) Donors are constantly frustrated by painfully slow 
decision making at the highest levels of government. Major 
policy documents languish in Cabinet for months at a time 
many important decisions are seemingly never taken. The 
vicious battle over impeachment in late 2005 has left 
parliament deadlocked 

been unable to pass any significant legislation in over a 
year. There is a large backlog of bills awaiting passage that 
are critical to any forward movement on reform. 


17. (SBU) While the GOM has made honest efforts at addressing 
long term food security problems 

as massive fertilizer and seed subsidies and construction of 
costly grain silos 

for success. Mutharika\'s emphasis on other fanciful schemes 


Grandi said that his agency would maintain \ 
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such as his pet project Shire Zambezi Waterway and the 
construction of a new technology university in Lilongwe 

exhibit a certain detachment from reality 

unwillingness to tackle more concrete problems that are within 
the GOM\'s power to resolve. 


18. (SBU) Democracy remains fragile. The above-mentioned 
political prosecutions are cause for concern 

recent firing of Attorney General Ralph Kasambara may change 
the outlook. The GOM has yet to produce any solid evidence 
against Vice President Chilumpha in his ongoing treason case. 
Despite significant donor pressure 

interest in conducting long-postponed local government 
elections. Mutharika dismissed all of the elected district 

and municipal assemblies last year when their terms expired. 
This has led to a lack of oversight of local and district 
administrators 

for the development of younger political leaders. 


19. (SBU) MutharikaVs recent pronouncements on economic policy 
are of particular concern. His mandated minimum prices for 
tobacco have caused major disruptions in the tobacco market 
(which provides 60% of MalawiVs foreign exchange) and have 
precipitated an ongoing forex shortage that could have very 
serious implications for the country\'s balance of payments 
later in the year (ref B). Mutharika has announced his 
intention to intervene in the markets of other \"strategic\" 
crops such as tea and cotton 

those markets are very nervous about the prospect of 
government interference. 


20. (SBU) During a recent performance review 

mission expressed serious concern that the GOM\'s structural 
reforms in public expenditure have stalled 

Malawi\'s anticipated HIPC debt relief may not be as easily 
achieved as previously thought. 


21. (SBU) MalawiVs business community continues to worry about 
increased political risk and businesspeople complain that 
instability is driving away investment and raising the cost of 

capital on international markets. Among business leaders 
Mutharika is no longer seen as the reformer they had hoped for 

in 2004 

promised reforms to stimulate investment. 


22. (SBU) The GOM has made a laudable effort to correct 
Malawi\'s macroeconomic fundamentals 

no progress on making essential (and relatively easy) 
improvements to the business climate that will attract new 
investment. There are still major problems with transport 
electric and water utilities 
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procedures. The lack of GOM willingness to fix these problems 
is doubly surprising 

identified the problems and Mutharika himself constantly talks 

of improving the business environment. The GOM\'s program for 
privatization of unprofitable state enterprises is moribund 

and only one major privatization has taken place since 

Mutharika took office. Many observers believe that the 

president \"talks the talk\" of economic liberalization 

actions show that he doesn\'t really believe the message. 


Comment 


23. (SBU) Clearly the optimism that was present in early 
months of this administration 

foreign observers alike 

wants to be a reformist president 

and not terribly dynamic. Ironically 

looks backward rather than to the future 
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idealize a Malawi of the 1960s rather than pushing his country 
to be a competitor in the globalized world of the 21st 
century. 


24. (SBU) MalawiVs transition to democracy is not yet 
complete. It came about through exhaustion and mortality 

left behind an older generation of leaders who grew up under 
the Banda dictatorship and who sometimes seem to be struggling 
not to reform and democratize Malawi but to claim the mantle 
of the Life President and to restore the perceived order and 
unity of his era. Mutharika is clearly a politician in this 

mold. He will achieve some positive steps for Malawi 

will take longer and be much harder than we thought two years 
ago. Real and comprehensive reform will probably need to wait 
for the coming of a new generation of Malawian leaders. 
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-- East Timor President Gusmao\'s planned visit to 
Beijing has been postponed. 


-- Ecuador Foreign Minister Carrion will visit China 
May 31-June 6. 


End Summary. 


s just one example of actions taken by elements within the government and ruling family to exert incr 
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А/5 Hill discusses Bush-Hu summit 


2. EAP A/S Christopher Hill met with EVFM Yang Jiechi 
and VFM Wu Dawei today in Beijing 

Liu Jianchao stated during his regular May 25 press 
briefing. A/S Hill's meeting with Yang focused on 
implementing agreements reached between President Bush 
and Chinese President Hu during Hu\'s April 2006 visit 

to Washington. A/S Hill's meeting with VFM Wu lasted 
four hours 

sides exchanged views on denuclearization of the 

Korean Peninsula. 


3. Liu said that A/S Hill and Wu agreed that the 
consensus reached at the Fourth Round of Six-Party 
Talks should be implemented as soon as possible; that 
a peace mechanism for the Peninsula should be 
established and that denuclearization serves the 
interests of all Parties. China will continue its 

positive efforts to break the impasse 

Beijing\'s desire to maintain peace 

development in North East Asia. 


4. Beijing rejects foreign comments that China is not 
doing enough to move the Talks forward and is seeking 
only to enhance its self-interest 

PRC hopes the principal Parties concerned will 
cooperate positively with ChinaVs efforts. 


Response to CMPR: Strengthen Trust 


5. Asked by UPI for detailed responses to the China 
Military Power Report (CMPR) 

24 statement but added that China takes a V'responsible 
attitude\" toward its military budget and wishes to 
strengthen trust 

countries 

budget issues. Claims that the PRC military budget is 
\"non-transparent\" are unacceptable 

China relations should be cooperative and 
comprehensive 

bilateral and international issues. The PRC is not at 
a Vstrategic crossroads\" but follows the path of 
peaceful development 

not have a \"U.S. threat theory" and seeks a 
cooperative and constructive partnership with the 
United States. 


6. Pressed by Global Radio News to comment on whom 
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China is defending against and to explain its Taiwan 
Strait build-up 

territory with long borders. The PRC will maintain 
its sovereignty and territorial integrity. 
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China-Japan Foreign Ministers\ Doha Meeting 


7. During Talks in Doha with Japan FM Taro Aso 
Zhaoxing emphasized ChinaVs position on the Yasukuni 
Shrine 

shrine are the major obstacle to improved Sino- 
Japanese relations. The shrine issue is a question of 
importance and cannot be bypassed or sidelined. LiVs 
meeting with Aso reached agreement on removing 
obstacles to the relationship and Aso is an \"important 
colleague" in the process of improvement in Sino-Japan 
ties. 


Iran 


8. Asked by AFP about reports in Europe 
characterizing China as an obstacle to resolution of 
the Iran nuclear issue 

reports but that China would not accept criticism of 
its role. Beijing upholds the international 
nonproliferation regime and is not pursuing its own 
interests with Iran 


Status of Foreign Visits 


9. East Timor President Gusmao\'s planned visit to 
Beijing has been postponed due to the situation in 
East Timor. Ecuador FM Carrion will visit China May 
31-June 6. 
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and V'aimed at silencing the press.\" IAPA pointed out that 
Natera had presented a report highly critical of the BRV at 
its recent meeting 

retaliatory. The Ministry of Information and Communication 
(MINCI) issued a statement rejecting the IAPA communique 
accusing the international press freedom organization of 


i, Deputy Ruler of Dubai and UAE Minister of Finance and Industry, ^ 
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mounting a V'campaign of lies\" against Venezuela. MINCI 
denied the participation of any national government entity in 
the decision and affirmed the constitutional authority of the 
legislative council to take action against the newspaper. 
The statement boasted that Venezuela has a \"high level of 
citizen liberties 

information.\" 


4. (U) Separately 
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2005 annual report May 22. The concise section on Venezuela 
included the concern that the BRV was using tax and 
administrative measures against the media to restrict freedom 
of expression. Al specifically mentioned the 24-hour closure 
of Barquisimeto daily El Impulso by the tax authority SENIAT 
suggesting the measure was in retaliation for the newspaper\'s 
criticism of the BRV at the IAPA annual meeting. MVR Deputy 
Jose Khan responded to the report May 23 

was trying to skew public opinion to favor Chavez! political 
opposition. Khan argued that respect for human rights had 
improved markedly over that of the previous regime. 


5. (U) Minister of Information and Communication Willian Lara 
announced May 16 he had filed an injunction against the suit 
filed by RCTV television station director Marcel Granier 
against the Social Responsibility Law (RESORTE 

regulates the press). Lara said the Ministry had an 

obligation to defend the law and then proceeded to attack 
each of Granier\'s accusations. Separately 

had advised President Chavez that a portion of his weekly 
national broadcast \"Alo 

analysis of the news media. 


6. (U) Fifth Republic Movement (MVR) Deputy Calixto Ortega 
was incensed by a political cartoon published May 5 in the 
Caracas daily ΕΙ Mundo. The cartoon depicts a frantic woman 


arification Agency (KAVA) to visit venues and locations other than the Defense Threat Reduction Ager 
e on Gaza fishing grounds, already restricted to 6 nautical miles from the shore. (Note: The Oslo Acc 
yf confirmation of their detention, we have learned that they аге in custody of DRC officials at a knowt 
1) 05 BUCHAREST 2239; l) 05 BUCHAREST 2205, J) 05 BUCHAREST 2185; K) 05 BUCHAREST 2° 
eld on May 20. The seat was vacant as a result of the February death of MDC M.P. Gilbert Shoko. Ir 


-year project. - Employees of the DRC\'s customs service and Ministry of Tourism threatened to strik 
---------- 1. (С) Dean of the University of Mosul Medical School, Dr. Nazar Qibi, says һе is interested 


iccept a merger offer from the NYSE, has been jockeying for a major merger operation for some time 


ҙайоп, and domestic purposes. Current water production stands at 311 million gallons per day (gpd) 
»sult of the December 15 elections and which should aim to ensure а balanced representation of the · 


' Sunni Tawafuq bloc exploded on Мау 20 when Аар Nasir al-Janabi lead a walkout by about a dozen 


у Funding Director Moller briefed Geneva Group members on the Director general\'s plans for а топ 
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calling in the \"emergency\" of escalating violence in 
Venezuela; when she asks the operator what to do 
responds 

accused the paper of inciting the assassination of the 
president and called for a parliamentary investigation. Both 
the publisher and the cartoonist were called to a hearing to 
explain the cartoon 

call attention to a growing social problem. Ultimately 
National Assembly\'s Interior Committee declared that there 
was no \"bad faith\" in the publication of the cartoon. One 
MVR deputy said he missed the ironic humor of the cartoon and 
warned that such cartoons should not happen again. 
Nonetheless 

not take action proved that there is freedom of expression in 
Venezuela. 


7. (U) Slander charges against well-known journalist Napoleon 
Bravo were dismissed by a Caracas judge May 16. The charges 
were filed by then-Supreme Court President Ivan Rincon in 
September 2004 when Bravo called the Court V'a brothel.\" The 
judge cited procedural errors in dismissing the case. 
Prosecutors 

that the judge had herself erred. BravoVs case remains 

pending before the Supreme Court. 


8. (C) The thin-skinned BRV is trying to castrate the press 
through judicial intimidation and harassment. Venezuelan 
journalists 

feeling the brunt of the BRV\'s efforts to criminalize 

political dissent. While the BRV tries to play a coy game of 

it by charging but not convicting 

organizations that follow international press freedom issues 

see through the tactic -- viz the Inter-American Commission 

on Human Right\'s recent statement that the BRV imposes press 
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restrictions that run contrary to international norms. As 
much as any other set of actions taken by the BRV 
continuing assault on the independent media shows its 
increasingly repressive nature. 

BROWNFIELD 


anstruction of fences and temporary troop deployment on the US-Mexican border; Venezuela\'s scam 


9 - July 9, the reality seems to be the move is little beyond a legal step needed in case Germany dec 


1 Accion Social to observe the roll out of economic development assistance in Valledupar. The comm 
mary. According to an article published in the May 11 \ 


(СТ: BOSNIA: POLICE REFORM FOUNDERING ON ROCKY SHORES Classified By: AMBASSADC 


ı May 10, Amnesty International (ΑΙ) issued a report on the global arms trade. In the report, ΑΙ errone 


impact of women voting in national elections for the first time. A number of public figures have alread 
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Investors typically write a \"futures contract\" with the farmers 
for a minimum quantity of cotton calculated to repay the value 
of inputs provided. Investors supply farmers with in-kind 
technical equipment including seeds and fertilizers at higher 
than market prices 

cotton is sold 15 months later. Investors are responsible for 
marketing the cotton and return any surplus funds (usually none) 
to the farmer. 


3. (U) According to the commission 

not profitable. However 

resuscitate farms because it believes cotton is an attractive 
commodity on the world market. Cotton is the largest 
agricultural export in Tajikistan and its second largest export 
overall. Cotton is sent by rail from Tajikistan to Baltic 
seaports 

Pakistan 


4. (U) A baseline study of farm debt ordered by the 

independent commission shows 

average cotton farmerVs salary is 129 somoni per month 
(approximately $40) for the entire family. Some families only 

earn 73 somoni per month (approximately $23). Farmers explained 
the most serious economic problems they face are lack of funds 
debt accrued 

procurement of resources 


5. (SBU) The majority of farms report receiving instructions 

from the local government on which cotton ginnery to use and how 
much cotton they must produce. Investors work closely with the 
local government and sometimes instruct the local government how 
to manage the farms. In most cases 

gins 

gins. 


6. (SBU) The government collects up to 30% of its state 
revenues from taxes in the cotton sector. The commission called 
on international assistance to relieve the debt. One reason the 
investors and local government have control over the farmer is 
that each district has a tax quota it must deliver to the 

central government. Therefore 

to use gins within the district to collect taxes and meet their 
quota. Local government officials have been known to destroy 
farms that refuse to obey orders. 
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Any revision supported by the President will ultimately require a popular referendum or a favorable νε 


mezuelan vice foreign minister Maria Pilar Hernandez called in the Ambassador on May 17 to discuss 


AULO AFTER VIOLENT CRIME WAVE REF: (A) Sao Paulo 551; (В) Sao Paulo 532; (С) Sao Paulo 
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7. (U) The study also reports 76% of farmers believe they 
would be unable independently to sell their cotton harvest 
themselves without investors. These figures show the need for 
low-interest loans and to provide technical assistance to 
farmers to create business plans and skills to negotiate and do 
business with investors to bring their products to the market. 

On average 

commission established to resolve the land debt crisis. In some 
districts 

uneducated and unaware of the comprehensive cotton business in 
Tajikistan. 


NEXT STEPS FOR DONORS 


8. (U) USAID Country Director and PolOff have attended a 
series of international donor meetings led by the Asian 
Development Bank outlining next steps for the donor community. 
Meeting participants 

International Monetary Fund 

Corporation 

Development and other diplomatic missions 

approach towards the government in order to implement change. 
Prior to the independent commissionVs May 13 presentation 
advisor Hans Woldring sent Davlatov a memorandum outlining areas 
where progress has been made towards farm debt resolution 
areas where additional donor assistance is needed. 


9. (U) LAND USE CERTIFICATES: Currently 

all land in Tajikistan. Some donors 

and USAID 

land-use certificate 

serve essentially as lease certificates showing the farmer has 
irrevocable rights from the government to use the land. Donors 
also hope farmers will have the ability to pledge these land-use 
certificates as lending collateral for new loans and for the 
certificates to be tradable 

market. Local banks currently charge interest at upwards of 3696 
to farmers and only for a two to three month period for cash 
flow purposes. Often banks require collateral 

are not able to provide. Land-use certificates as collateral 
would allow farmers to take out loans from the banks. The 
government does not want to privatize land 

make the government aware that allowing for tradable land-use 
certificates does not require land privatization. 


10. (SBU) NEW LAND REGISTRATION LEGISLATION: One of the first 
tasks for the donor community is to approach the Tajik 

government to suggest redrafting land registration legislation. 

A draft law may go to parliament in June 


the America\'s (JSCA). Text of note and accompanying C.V. for Ellis faxed to WHA/CAR (Ref). Beg 
3. BRIDGETOWN 744 Classified By: Ambassador Brenda LaGrange Johnson for reasons 1.4 (0) ar 


Chandrikapersad Santokhi told journalists on May 17 that transnational criminal organizations involv 
y its work. Deputy Speaker Khalid Attiyah chaired the session in the absence of Speaker Mahmoud N 


S FIRST QUARTER ECONOMIC SURPRISE REF: LIMA 1825 1. (U) Summary: Just-released Q1C 
iid that he believes the crux of the problem is a tribal conflict between Muhammad Falaq (the Sistani 
ie issue with his counterparts in relevant GON agencies before offering a firm response, but seemed 


Hugo ChavezV ^ 
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of Justice (MOJ) to register buildings and other improvements on 
land. The State Land Committee currently registers all land and 
will continue to do 5ο. Having two agencies register land 
parcels and buildings separately with no links between the two 
databases would be expensive 

It would also make the property and potential land market more 
difficult to manage. Bill Kennedy of ARD/Checchi (USAID) is 
advising the Tajik government on creating a system to register 
immovable property and opposes giving the Ministry of Justice 
registration authority. In his opinion 

to be redrafted. The Ministry of Justice does not have proper 
expertise or resources to start a registration system. 
(COMMENT: Some donors fear MOJ officials may personally benefit 
from the registration system 

political tool. END COMMENT.) 


11. (U) A unified registration system 
or through a common database 
collection system that would be cheaper and more efficient 
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thereby allowing the government higher tax revenues. Also 
single land registry database would consolidate information 
allowing for easier access to more consistent information. It 
would limit the opportunities for corruption and reduce the 
number of property disputes. Overall 

security of land tenure 

to invest and further raise the government tax base and 
facilitate development of a land market. 


12. (SBU) BETTER REGULATORY OVERSIGHT: USAID organizations are 
providing legislative reform and regulatory oversight assistance 
to the government of Tajikistan 

with legal services and agriculture education programs. They 

are working with the National Bank of Tajikistan (NBT) to 

provide assistance on how the NBT can monitor and regulate 
commercial lending in the agriculture sector 

microfinance banks. USAID will also work with courts to review 
bankruptcy legislation and analyze contractual agreements 
between lenders and borrowers. Investors have taken advantage 
of farmersV lack of knowledge to draft contracts 
disproportionately beneficial to the investor. 


13. (U) UNIVERSAL STANDARDS: ADB is also providing support to 
introduce Universal Cotton Grade Standards. Parliament has 

already approved the adoption of universal standards 

working with the government to carefully select an implementer 

for other market reforms. Introducing cotton grade standards 

would allow TajikistanVs cotton to be internationally certified 


the dissent among his support base. This cable shows that Chavez has sought with some success ἵ 


‘al Petroleum (Оху) to FM Francisco Carrion оп May 22. Carrion said he would convey the U.S. posit 


/ defended their opposition to the stalled defense procurement legislation during a May 18 meeting w 


ВИО) On Мау 22, Poloff spoke with Nguyen Anh Охи, an expert at the Ministry of Foreign Affairs with : 


NAR, SOCI, ID SUBJECT: Aceh: GAM Reintegration Advances Despite Obstacles JAKARTA 00006. 
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thereby increasing its market value and making it more 
attractive to international buyers. 


ADDITIONAL DONOR SUPPORT REQUIRED 


14. (U) Additional support is needed in a number of areas. 

The highest priority is \"freedom to farm 

local government interference in cotton production. Currently 
the government issues quotas and forces farms to grow cotton. 
However 

create a profitable business environment for agriculture and 
allow farmers to decide what crop to grow. Iffarmers have a 
sense of ownership of the land 

run a healthy business. One of the key findings the independent 
commission mentioned during the conference is that farmers have 
little motivation or incentive to produce more cotton. 

Increased farmer education programs and legislation clearly 
stating the role of local government will help reduce government 
interference. 


15. (U) Additional donor support is also needed to establish 
alternative financing sources. Donors have already begun 
providing rural credit. However 

the use of land certificates as collateral 

profitability still require donor assistance. 


16. (U) Tax reform assistance is also needed. Each farmer\'s 

tax burden is excessive. ADB proposes donors review the tax 
system 

burden on the agriculture sector. In addition 

Universal Goods and Commodity Exchange needs to become a true 
commodities exchange with linkages to international markets. 


17. (U) Technical assistance such as seed breeding 
implementation of seed quarantine regulations 
ginning equipment and farm equipment 

agricultural chemicals 

needed 


18. (SBU) COMMENT: Land debt reform has been hindered by a 
lack of strong political will from the Tajik government. 
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Although in public Rahmonov has urged land reform 

report the powerful chairman of Tajikistan\'s National Bank 
Murodali Alimardonov has delayed land reform by voicing 
discouragement along the way. Alimardonov is a significant 
stake-holder in one of the largest futures companies in 
Tajikistan-a clear conflict of interest. Many other ministers 


ΡΑΝ/ΡΑ. Ε.Ο. 12958: N/A TAGS: ОПР, KMDR, ΚΡΑΟ, PGOV, PINR, ЕСОМ, ELAB, JA SUBJECT: J/ 
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are frustrated and have expressed dissatisfaction with 
Alimardonov\'s meddling. 


19. (SBU) COMMENT CONTINUED: ADB is attempting to take the 
lead to coordinate donor efforts 

withholding of information from some other multi-lateral and 
bi-lateral donors. International donors plan to meet with 

Davlatov to discuss their concerns. The solution to land debt 
requires not only financial assistance 

from the international community to not duplicate efforts and 

solve the problem. Tajikistan\'s people understand that land 

debt cripples their economy 

advocates to encourage true reform among those power holders in 
the Tajik government who stand to lose the most 

futures system be reformed. END COMMENT. 
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designs and attitude.\" Oli did not respond to the 
Ambassador\'s suggestion that the GON should allow UNHCR 
verification of the refugees in the camps. 


Acknowledges that Other Solution Are Possible 


3. (C) Oli acknowledged that it was possible that there might 
be different solutions but reiterated to the Ambassador the 
GON\'s stance as outlined to the diplomatic community (reftel) 
that Bhutan should recognize the refugees as Bhutanese 
citizens and allow its citizens to return. Oli stressed that 

it was important for the refugees themselves to agree to the 
solution. \"We can\'t force the refugees out of Nepal as we 
can\'t behave like Bhutan in 1990 

that third-county resettlement might help some refugees 

he believed that was a V'small 

solution.\" He termed third-country resettlement \"a little 

bit helpful 

situation in its entirety." He concluded by saying Nepal 
would be flexible and willing to accept any solution that 
addressed the problem in its entirety. 


Comment 


4. (C) While Oli still is intent on pursuing the bilateral 
process 

solutions. Given his deep knowledge on this issue and past 
experience dealing with the Bhutanese 

open to internationalizing the process 

yet. 

MORIARTY 


ConGenoff, a Jeddah businessman and former International Visitors Program participant claimed the 
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between the countries is not in the interest of Lebanon 

of its enemies.\" President Lahoud received delegations of student 
and youth organizations 

anniversary of the Liberation of south Lebanon; he pointed to 
Syria\'s assistance to the Lebanese Army saying \"Syria offered all 
facilities to Lebanon until we were able to reunite the army 

during a period of 3 years; the Lebanese people can\'t forget the 
Syrian assistance." He renewed rejection of merger of the 
Lebanese national resistance with the Lebanese army 

this would not be in the interest of the country. 


Papers also reported a statement by SecGen of Hizbollah Hasan 
Nasrallah calling for a comprehensive national strategy in 
Lebanon to protect the country from Israeli aggression. 'We have 
proposed a study to the Lebanese National Dialogue regarding a 
strategy to protect the country from Israeli aggression 

Nasrallah said in a speech at the opening of \"resistance culture 
exhibition" in Beirut 

strategy with all Lebanese. He reiterated that the Syrian Army 
fought along with the Lebanese against the Israeli occupation 
forces when they attacked Lebanon in 1982. He called on Lebanese 
parties to specify who is the enemy of Lebanon 

conferees took for granted that Israel is the enemy of Lebanon 
we would continue dialogue; but if some donVt 

wasting time.\" 


Papers also featured a statement by Nabih Berri 

Lebanese Parliament 

describing it as defective. V'This resolution adds nothing to UN 
Resolution 1559 

Lebanese newspaper As-Safir. The Lebanese Speaker wondered why 
UNSC Resolution 1680 never demanded that Israel withdraw from 
occupied ShebaVa Farms 

about LebanonVs sovereignty and independence why does it not even 
mention Israel and its continuous violations of Lebanon\'s 

airspace?\" Berri warned against using Lebanon as a platform to 
judge and besiege Syria: V'Actually | am afraid that some Lebanese 
factions are committed to an international agenda 

underlined that in the Lebanese national dialogue most Lebanese 
understand that Syria represents a solution for several hard 

issues \"Despite this 

searching for a solution 


End of summary. 
2. Selected Headlines: 


VVP Shara discusses with Palestinian Minister of Interior Siam 
recent developments in the Palestinian arena and means to avoid 


under a multi-party cabinet provision of Fiji's Constitution. A number of FLP leaders want to give pov 


'to extend AER-covered investment approvals to US applicants for an additional 90 days (reftel). Wit 


STATE 34981 - GUIDANCE 1. This is an action request. 2. (U) JUSMAG THAI has requested that 


ЈЕ C. 03 STATE 34981 - GUIDANCE 1. This is an action request. 2. (U) JUSMAG THAI has rec 
6 С. 05 STATE 021314 - GUIDANCE D. 03 STATE 34981 - GUIDANCE 1. This is an action re 
(U) RSO has requested that the Embassy/State Department complete human rights vetting request 
ara. 2. 2. (U) RSO has requested that the Embassy/State Department complete human rights vettir 
ant; see Para. 2. 2. (U) RSO has requested that the Embassy/State Department complete human ri 
MO DATED 8 MAY 2006 С. 05 STATE 021314 - GUIDANCE D. 03 STATE 34981 - GUIDANCE 
ning papers front-paged the record net consolidated profit of 1.8 trillion yen posted by Mitsubishi UFJ 


Jers - turned out, it appeared, less to honor Ozbilgin and more to take a stand against PM ErdoganVs 
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civil strife\" (Government-owned Al-Thawra 


\"Al-Ahmar concludes his visit to Minsk and Moscow 
importance of RussiaVs role in the Middle East" (Government-owned 
Al-Ba\'th 


\"Lahoud: Lebanon will never forget Syria\'s assistance. Berri 
reiterates warning against exploiting Lebanon against Syria. 
Nasrallah: Lebanon needs a strong government and a national and 
patriotic army. Criticism of UNSC 1680 continues: It reflects 
discrimination and double standards in international relations\" 
(Government-owned Tishreen 


\"Hanieh undertakes to prevent a Palestinian civil war. Al-Zaha\'ar 
commences an Asian tour. The US Congress ratifies a draft 
resolution to halt aid to Palestinians. Bush: Olmert\'s plan on 
unilateral withdrawal from the West Bank might be an important 
step\" (Government-owned Tishreen 


\"Gilerman 
a secret agent in the Israeli mission to the United Nations\" 
(Government-owned Tishreen 


\"Amnesty International reveals Israeli and US crimes in Palestine 
and Iraq\" (Government-owned Al-Ba\'th 


\"Eight nominees for the Iraqi Defense and Interior Ministers\' 
positions. Washington and London discuss acceleration of 
withdrawal from Ігад\" (Government-owned AI-BaVth 


3. Editorial Block Quotes: 


Omar Jaftali 

wrote (5/24): \"The European position 

statement by the EU presidency on 19 May 

of a number of Syrian intellectuals for signing the Beirut- 
Damascus Declaration on Syrian-Lebanese relations 
hypocritical.... How can the EU rise up in defense of human 
rights in Syria while it remains deadly silent toward Israeli 
terrorism against an entire people 

Palestinians jailed in the occupation\'s prisons 

violation of international law and the Geneva agreements on 
human rights 


filians (all children), and five PKK terrorists were killed, with two security forces personnel wounded. , 
sage into and out of the Black Sea. In addition, non-littoral navies face limits on both tonnage and du 


[ ILEA FROM 5 - 16 JUNE 2006 REF: DEAMEMO/E-MAIL DATED 18 MAY 2006 1. (U) This is an 
ж place on Friday (05/19) in a trash can located in front of the apartment building where Sabahattin $ 
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and racism 
Palestinian people for their democratic choice.... 


\"Why hasn\'t the EU ever used its influence 

serve justice in our region? Why did it not dare to send a fact- 
finding mission to investigate the Jenin massacre 
example...? Europe is ignoring human rights violations in 
Guantanamo 

European territory.... The main concern of Europeans 
particularly the influential counties in the EU 

to please the United States and Israel....\" 


Isam Dari 

(5/24): We wonder How the United States gives itself the right 
to refer journalists to the judiciary if they reveal secrets on 

the Iraq war and yet denies the right of a sovereign country to 
question some of its citizens about their attempts to harm 
national unity and break the law. In this VAmerican era 

have no right to exercise their sovereignty over their 

territory 

those who try to create sectarianism 

seek to harm national unity and stability. V" 


VWe wonder how the civilized West volunteers to defend human 
rights in Syria while it does nothing for more than 9 


Palestinian prisoners in the jails of the occupation 
authorities. 


VWe regret that the West 

Israel in the heart of the Arab homeland 

factor of pressure on and threat to countries of the world. It 
is biased in favor of the forces of aggression and terrorism 
reminding us of its colonialist past 

yearns. V 


Hamid Huran 
(5/24): V'Security Council Resolution 1680 dealt a new blow to 


reported that Prime Minister Ottri sent cables of congratulation to Iraqi PM al-Malki and to Italian PM 


ion (GMS) Governments (Cambodia, China, Laos, Burma, Thailand and Vietnam) attended the meeti 


ary. The dust has settled since the defeat by Hong Kong democrats of Donald Tsang\'s Constitutiona 


Column 3 

international legitimacy when it interfered in relations between 
two sovereign states.... International law is jeopardized 
because the powers of hegemony use it to serve their interests 
ambitions 


\"Thus 

magnitude of the threat to world stability and security and call 
for stopping this violation through diplomacy and within the 
framework of the United Nations to prevent the adoption of 
suspicious resolutions....\" 


Ali Qasim 

(5/24): V There are fearful signs that the American-Israeli 

summit in Washington will discuss not only Israeli Prime 

Minister Ehud Olmert\'s unilateral withdrawal plan 

regional roles that Israel will play to serve American 

interests 

crisis in Iraq and a showdown over the Iranian nuclear file. 

This feeling was strengthened by leaks from the neoconservative 
team about the essential mission of Israel\'s presence in the 
region.... There are US reports of a strategic relationship with 
new dimensions between Tel Aviv and Washington.... We wonder if 
this is going to be a strategic partnership to extend the 

American era 

implementer 

United States would only be adding fuel to the fire....\" 
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individuals were responsible. Gautam said the mob was not 
comprised of Maoists 

hours of negotiation 

their negligence 

3 

on May 25 in Kathmandu 

vehicles in response to an incident where police allegedly 
beat a cab driver involved in an accident (some eyewitnesses 
deny that such a beating occurred). 


MEDICAL SERVICES CLOSED NATIONWIDE ON MAY 25 


3. (SBU) Police sources confirmed that the Medical 


«ely would have lobbied strongly against any additional concessions to the democrats. (Interestingly, 


31) Operational Experts Group (OEG) meeting in Miami, to Director Kwon Hee-seog, Disarmament ап 
t Speaker Viktoras Muntianas is leading the new Civil Democracy Party bid for coalition membership, 
hammed Jan Orakzai will soon replace him. Embittered by his premature removal, Rehman castigat 


xr Park Chi-Young at North America Division Ш of the Ministry of Foreign Affairs and Trade (МОҒАТ). 
preparations for GNU-Eastern Front negotiations. Arman estimated that the negotiations would begir 
1, Nigeria, Serbia and Montenegro (SaM), and South Africa to participate in the Center of Excellence : 
On the Greek Cypriot side, AKEL Spokesman and Foreign Relations Secretary Andros Kyprianou an 
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Association of Nepal shut down all but emergency medical 
services nationwide on May 25 in protest of the two violent 
mob incidents. Medical staff in Butwal\'s Rupandehi District 
began an indefinite strike on May 24. While demonstrations 
continued in Kathmandu on May 25 


COMMENT 


4. (C) While sources have confirmed Maoist involvement in the 
May 23 violence in Butwal 

in inciting the violent protests in Kathmandu on May 24 as 

well. The Maoists\' fanning of violence could be a political 

tool to keep pressure on the government or an attempt to 
create anarchy in NepalVs cities. It is obviously in the 

Maoists\' interest to signal that the government is not in 
control. 

MORIARTY 
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4. (C) Rahmonov opened the meeting by declaring he\'d made a 
political decision that Tajikistan was going to work with AES. 

All that remained was to work out the details. Although the 

details had been worked out over months and months 

clear Rahmonov\'s team had well briefed him 

on what he thought should really be done. For example 

than an AES-Barqi Tojik joint venture with AES holding no fewer 
than 55 percent of the shares over a 15-year period 

said he wanted the venture to be tri-partite - AES 

and the Government of Tajikistan 

the shares - and that 12 years should be long enough. Rahmonov 
said 

decision. WeVre ready to work with you 

Ambassador Boucher told me the U.S. Government supports AES. 
Isn\'t that true?" he asked the Ambassador 


reply. 


5. (C) Rahmonov made a pitch for AES to take a careful look at 
Dashti Zhum 

as he usually does on this subject. Instead 

steady year-round availability of water. 


RUSAL -- NYET 


6. (C) He then asked 

to participate in Rogun?\" A bit non-plussed 

VI thought that was RusAl\'s.\" After the laughter died down 
Rahmonov said 

they have to be transparent. They aren't at all transparent 
and ΛΙ tell that to Putin in Sochi in a few days. We аге 


DPA): -- Getting Abdel Wahid to Sign -- AU Report Increased Arab Militia Activity -- MFA Pledges DP; 


ınd Deputy Supreme Commander of the UAE Armed Forces Sheikh Mohammed bin Zayed (MbZ), a 
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Tajikistan. We may be the poorest state in the region 
ARE Tajikistan!\" 


7. (C) COMMENT: Although it was clear what he meant 
echoed a bit close to \"I\etat 

senior advisors - except Ghulomov and Davlatov - all played 
jack-in-the-box 

Rahmonov\'s questions 

COMMENT. 


RAO UES -- DA 
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8. (C) By contrast 
UES 


SIPDIS 

international standards. AES Central Asia Vice President Dale 
Perry said AES would still like to work with RAO UES on 
Sangtuda-l. Rahmonov responded 

encouragingly 

your project. Λ' like that. V 


A GIFT FOR ΝΤΗΕΜΝ 


9. (C) After a lot of technical back and forth 

ΝΟΚ. Let\'s sign today. It will be a good gift for VthemN this 
evening. It's no secret Russia is watching this closely 

make our own decisions.\" [NOTE: \"Them\" clearly referred to the 
CIS heads of state arriving in Dushanbe the same evening 
probably specifically to Russian Prime Minister Fradkov. END 
МОТЕ.] 


10. (С) In conclusion 
work. | want results 


11. (C) The agreement was signed at 8:00 pm 

hammering out the finer points of the seven-page MOU. DPM 
Ghulomov himself read the final draft line by line 

the press to the signing with Hanrahan. [NOTE: AES VP Perry 
was originally designated as the signator 

insisted if the DPM signed the MOU 

should as well. END NOTE.] 


12. (C) COMMENT: This MOU represents the first step for the 
Tajiks and for AES. RusAl and RAO UES are rumored to work from 
loose two-page MOUs 

negotiations for contracts. This is the Tajik government\'s 


ıntion. During an April 3-4 workshop with U.S. technical experts, GRP officials expressed their comn 
its burgeoning base of high-tech industry and the future home of its proposed administrative capital, 
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first taste of a transparent negotiation process 

the benefits increase their appetite. END COMMENT. 
HOAGLAND 
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interest in U.S. resettlement 

respecting North KoreansY free will to choose where they wish 

to be resettled 

North Koreans are under the ROKV's care 

its legal system assist North Koreans in going to a country 

other than the ROK. The U.S. delegation raised the case of 

the three North Koreans that approached ConGen Vladivostok on 
May 24; the ROK reported that it had no information about 

being contacted by these individuals 

its Consulate in Vladivostok. The U.S. delegation noted the 

need for the U.S. to consider resettling North Korean asylum 
seekers from Mongolia 

the ROKG on a contingency plan for handling cases that might 
arise there. DOS and DHS representatives responded to ROK 
concerns about granting asylum in the U.S. to North Koreans 
who have been resettled in the ROK. DG Nam said the ROK hopes 
to continue these consultations on these important issues. 

End Summary. 


3. (C) An interagency delegation composed of representatives 
from EAP 

interagency delegation for the fourth round of USG-ROKG 
consultations on North Korean asylum seekers. (Note: 
Delegation list in para 17. End Note.) Both sides agreed 

that this round 

negotiation 

agreements 

implications for future trends and cooperation. Director 
General for Policy Planning Nam Gwan-pyo opened the 
discussions by commending the U.S. government on its 
endeavors to make the resettlement of North Korean asylum 
seekers in the U.S. possible. EAP Senior Advisor Steven 
McGann thanked the ROK for its efforts to help the U.S. 
understand this issue and the ROKVs own process 

us find a way to assist North Korean asylum seekers in a way 
that complements the ROK\'s own process. McGann emphasized 
the need to maintain the framework that we have agreed upon 
for ROK assistance in U.S. processing for North Korean asylum 
seekers in Thailand and in cases of unauthorized entrants at 
U.S. diplomatic facilities. 


Bangkok Six: Lessons Learned and Implications 


4. (C) PRM Director of Admissions Terry Rusch reported that 
the processing of the Bangkok Six had gone mostly as we had 


mary. On May 15, 17, and 20, Ambassador met in separate meetings with Kuwaiti officials in the petr 


Column 3 

envisioned 

UNHCR. In future cases 

UNHCR in order to ensure protection of the asylum seekers and 
to correspond to our mutual understanding of the manner in 
which cases would be presented. DG Nam concurred that the 


case had proceeded mostly according to plan 

that the ROK was surprised that the case had arisen by asylum 
seekers presenting themselves at the U.S. Embassy 

than being referred from Thai detention facilities as 

envisioned in the U.S. operational plan. DG Nam expressed 
concern that this precedent could lead to a large number of 
North Koreans approaching U.S. missions in a similar manner 
and noted with concern press reports that have said the U.S. 
could accept from 200-1 

Nam fears that such numbers could undermine the ROKYs own 
program for resettling North Korean asylum seekers. Nam 
noted that the U.S. process was much faster than the ROKVs 
own process for resettling North Koreans from Thailand (18 
days vs. 3 months) 

to approach U.S. missions. 


5. (C) Nam expressed concern that Pastor Chun Ki-won 
had assisted these six asylum seekers in reaching U.S. 
Embassy Bangkok 

methods in interviewing these asylum seekers to determine 
their nationality. Director Kim Ki-woong noted that this is 
the first time the ROKVs procedures for confirming North 
Korean identity have been publicly revealed 

about the security implications of this revelation. The ROK 
appreciated 

publicize this case. Nam noted that there has been a 
significant increase in the number of North Korean asylum 
Seekers crossing into Thailand and Mongolia during the last 
month 

rapid increase. The ROK is closely monitoring host 
government's reactions. To date 

say it is willing to provide the necessary cooperation for 

the ROK to discreetly process North Korean asylum seekers on 
a case by case basis 

detention of North Korean asylum seekers by the RTG does not 
signal a change in the way the RTG handles such cases 
Nam worries that the RTG is publicizing this process as a 


ΤΙΝΕ SIPDIS Ε.Ο. 12958: N/A TAGS: ΚΙΡΗ, KJUS, KCRM, ΕΟΟΝ, ETRD, CH SUBJECT: Shenzhen 
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‘eragency delegation led by Principal Deputy Under Secretary of Defense Henry and Assistant Secret 
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warning to other North Koreans. 


Russia and Mongolia Cases 


6. (C) Rusch informed the ROK that the U.S. Consulate in 
Vladivostok was approached by three North Koreans seeking 
asylum on May 24. The ROK was unaware of any contact between 
these North Koreans and its consulate in Vladivostok 

would confirm with its consulate. Rusch delivered Reftel 

points on ROK assistance to the U.S. on these cases. 

Director Kim asked under what conditions the U.S. might 
reject individuals that the ROK has confirmed are legitimate 
North Koreans. DHS Joe Olivares reported that 

to meeting the definition of a refugee based on a 

well-founded fear of persecution 

activity or persecution of others could bar asylum seekers 

from admission to the U.S. Director Kim confirmed that 
rejection by the U.S. refugee program would not affect the 
ROK\'s consideration of North Korean asylum seekers that 
express their free will to resettle in the ROK. If UNHCR 
confirms the individuals are interested in U.S. resettlement 

the ROK would assist in accordance with the previously agreed 
framework 


7. (C) Kim reported that Russia has not been very 
forthcoming in its approach to North Korean asylum seekers. 
When the ROK is approached by North Korean asylum seekers in 
Russia 

arranges for a religious or NGO group to provide shelter; and 
refers the case to UNHCR. It is a violation of ROK law to 
refuse to assist North Korean asylum seekers that approach 
the ROKG 

of the difficulties in facilitating the transfer of North 

Koreans from Russia to the ROK 

North Koreans to proceed to Mongolia 

Russia is comparatively safe for North Koreans 

weeks ago Russia deported a North Korean 

since 2002. Nam indicated that the ROKG is investigating 
what prompted the GOR to take this action. 


8. (C) The U.S. delegation noted the need for the U.S. to 


consider resettling North Korean asylum seekers from 
Mongolia 

contingency plan for handling cases that might arise there. 
The process for dealing with North Korean asylum seekers in 
Mongolia is very different 

Koreans are captured crossing the border 

temporarily at the border while the GOM contacts the ROK 
Embassy. They are then transported to a shelter in 


1. (C) An interagency delegation led by Principal Deputy Under Secretary of Defense Henry and Ass 


ay 18. Gasimov and Abdullayev had no comment. HYLAND 
fe Le Thi Phu Dung in which she alleged that police assaulted members of Quang\'s church as they s 


the visit in consideration of the U.S.-Korean alliance. Park also noted Chavez\'s personal attack on P 
North Korea is, or will soon be, suffering a situation similar to the famine of the middle and late 1990\ 
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Ulaanbaatar 

arrangements are made directly between the ROKG and GOM 
no international organizations are involved in the process. 
After completing the process 

transported directly to the ROK 

treats these cases very sensitively 

that it accepts refugees 


ROK Assistance on North Korean Walk-Ins 


9. (C) McGann turned to the recent case of the four North 
Koreans that entered ConGen Shenyang 

U.S. sees this as an exceptional case. The U.S. has not 
changed its position that unauthorized entry into U.S. 
diplomatic facilities will not further 

claims for asylum and resettlement in the U.S. The U.S. will 
continue to seek ROK assistance on North Korean walk-ins in 
accordance with previously agreed modalities 

DG Nam reaffirmed the previously agreed framework for 
handling these situations. 


10. (C) DG Nam agreed with the U.S. assessment that the 
situation in Shenyang is an exceptional case 

itis a regrettable situation that has put both the U.S. and 

ROK in difficult positions vis a vis the Chinese. Nam said 

that he understands the situation is basically being handled 

by the U.S. in consultation with the Chinese 

will consider any requests for \"behind the scenes!" assistance 
it may receive from the U.S. The ROK Consulate in Shenyang 
has increased its security to try to prevent another such 

event 

reported. Rusch asked if the ROK would consider any of these 
individuals forresettlement in the ROK if they were found 
inadmissible for U.S. resettlement; Nam said that this is an 
exceptional case because of the manner in which the North 
Koreans escaped the Consulate 

resettlement and express a renewed interest in the ROK 

ROK would consider applications from those North Koreans 
Vfrom scratch. V 


North Koreans Under ROK Protection 


11. (C) Nam opined that 

North Koreans under ROK care in its diplomatic facilities 
have expressed an interest in U.S. resettlement. Nam said 
dealing with this situation is a V'difficult question 

ROK\'s basic policy is to respect the free will of asylum 
seekers but North Koreans\' status under the ROKVs legal 
system is that they are ROK citizens whom the ROK is 


, meet senior PRC leaders and tour Guangzhou. -- EAP A/S Christopher Hill will visit Beijing May 24- 


. SUMMARY: Following the visit of A/S Harty to Saudi Arabia on Мау 13 and 14, high-level SAG atter 
Syrian papers reported a Syrian Foreign Ministry response to a May 19 European Presidency stateme 
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obligated to assist. After explaining these two positions 
Nam noted that the ROK does not oppose the free will of 
asylum seekers to be resettled in third countries 

assist North Koreans in resettling elsewhere 

be perceived as neglecting its legal obligations. Once North 
Korean asylum seekers have expressed their free will and are 
under the ROKNs protection in the resettlement process 
individuals should be excluded from consideration for 
resettlement elsewhere. The ROK is explaining to North 
Koreans in its care that it cannot assist them in approaching 
a U.S. mission in search of U.S. resettlement. 


Assisting North Koreans in China 


12. (C) PRM Melissa Pitotti reported that we hope that the 

PRC will follow-through on its commitment to send a 

delegation to Geneva to discuss China\'s international 
obligations with UNHCR. DG Nam repeated the ROKVs position 
that a trilateral with the USG 


desirable 

giving the appearance of \"ganging-up\" on it. The ROK 
continues to press the PRC at every opportunity and at all 
levels to expedite the transit of North Koreans in ROK 
diplomatic facilities. While the ROK would like to protest 
China\'s mistreatment of North Koreans 

speaking-out on this issue could provoke Chinese crack-downs 
on NGOs and North Koreans. 


13. (C) Pitotti said the ROK continues to explore ways to 
provide assistance to North Koreans outside the DPRK 
expanded assistance to North Koreans through international 
organizations. While the U.S. recognizes ROK concerns about 
funding NGOs 

that claim to meet U.S. criteria 

repeated ROK concerns about the problems with determining 
which NGOs may be reliable 

work through international organizations. DG Nam addressed 
the ROK\'s position on UNHCR\'s proposal to create a 
\"humanitarian space\" in Northeast China 

the ROK has no objection to it 

agree to this proposal. It may be best to target assistance 

to North Koreans in Mongolia or Southeast Asia 


ROK Protests U.S. Asylum for Resettled North Koreans 


14. (C) Attorney Advisor Frank Gaffney addressed the ROK\'s 
concerns about the recent decision of an immigration judge to 
grant U.S. asylum to a North Korean who had been resettled in 


atherine Wallace in delivering a joint demarche to MOFA Global Issues Department Human Rights ar 


ming of personal contacts between the apprehensive Polish leader and his colleagues next door. Wil 


DISMAL PICTURE OF THE CURRENT STATE OF NEPALYS ECONOMY AND THE GOVERNMEN 
ir town angered the members of the local madrassa. The madrassa announced a three-day protest, 


nt Chen and five parts: an introduction, Taiwan\'s security environment, internal and external threats t 


ла Foreign Minister Shaykh Dr. Mohammed Al-Sabah Al-Salem Al-Sabah sent a letter to Iraqi ΕΜ Hos 


ir Soviet space, and Marie Dumoulin, Georgia desk officer. Dumoulin said on May 23 that France sh: 


ssimbekov, told Econoff on May 18 that the recent round of BTC-IGA negotiations had gone \ 


)n appears to be gaining confidence in the procedure. However, the pace of the process remains pai 
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the ROK. Gaffney explained that while the U.S. cannot 
guarantee that another such decision would not be made by an 
immigration judge 

consulting with DHS to emphasize the importance of carefully 
tracking these cases and considering appeal of future such 
cases. Тһе USG\'s interpretation of the North Korea Human 
Rights Act is that it does not apply to North Koreans that 

have \"availed themselves!" of the benefit of ROK citizenship 
and DHS has issued guidance to its asylum officers explaining 
that interpretation 

understands the ROKVs concerns about this issue 

continue to carefully track the situation. 


15. (C) Director Hahn commented that the U.S. and ROK have 
cooperated closely on the issue of North Korean refugees 
believes that the U.S. should be able to share more 
information with the ROK on the particular reasons for the 
decision in the LA case. Hahn asked about guidance to DHS 
officers that said North Koreans that had been resettled in 
the ROK should be considered both North and South Korean 
nationals; Gaffney reported that he is unaware of that 
guidance 

Hahn\'s question about firm resettlement 

this issue is indeed considered in asylum proceedings. 


16. (C) DG Nam thanked the U.S. delegation for the helpful 
discussion of many urgent issues 

understanding of the situation. Nam said the ROK will 
continue to cooperate with the U.S. on this issue \"from 
behind the curtain 

consultations on this important issue. 


17. (U) Participants 


ROK: 

NAM Gwan-pyo 
KIM Ki-woong 
HAHN Choon-hee 
PARK Ji-hyun 
LEE Byeong-do 
LEE Kwang-suk 
CHO Hyung-hwa 
Affairs Division 
CHP Yong-sik 
LEE Si-youn 


USG: 
Steven McGann 
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move the talk process ahead.\" Media reported that the 
Maoists claimed that there were 1200 of their comrades in the 
government detention. However 

Secretary at the Home Ministry 


SIPDIS 

had about 700 Maoists in preventive detention. Following the 
Cabinet\'s order 

send to each district to instruct them to release all Maoists 

in preventive detention. Khanal noted that the government 
would not release 200 additional Maoists who the government 
was holding with charges. 


Human Rights Groups Applaud Decision 


2. (C) Charan Prasai 

Organization Nepal 

told Emboff that local human rights groups had been urging 
the government to release Maoists in preventive detention 
explaining that the process denied the Maoists the right to 
due process. Prasai noted that the CabinetVs decision would 
create a conducive environment to move forward with peace 
talks. Subodh Pyakurel 

hailed the decision as positive. \"All preventive detention 

is unacceptable 

governments detention of former Ministers should be 
condemned for not following legal norms.\" 


Cabinet Names Dialogue Team 


3. (U) The government on May 25 announced two more names for 
its dialogue team headed by Home Minister Krishna Prasad 

Sitaula (reftel). A cabinet meeting held at the residence of 

Prime Minister Girija Prasad Koirala added Tourism Minister 
Pradip Gyawali (CPN-UML) and Labor Minister Ramesh Lekhak (of 
Nepali Congress-Democratic) to the team. The government 


viewing Pope Benedict\'s May 25-28 visit to Poland. The first details Poland\'s continuing importance 
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006 (A) SUBJECTS COVERED IN TODAY\'S REPORT: Montenegro Olmert to Washington B) SUN 


Column 3 

announced that it was immediately ready to sit for dialogue 
with the Krishna Bahadur Mahara-led negotiating team of the 
Maoists. 


Comment 


4. (C) The government is giving the Maoists everything they 
want but they have little to show for it in return. The 

Maoists have yet to release all of their captives. However 
the government is positioning itself to be able to absolve 
itself from any blame should peace talks fail. 

MORIARTY 
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and replace it with a sign reading \"The Brothers\' Creamery 
Milk and Dates.\" Some Algerian women contacts have already 
expressed alarm that Belkhadem -- whose wife and daughters 
are among the rare women family members of the Algerian elite 
to wear full facial veils -- will lead Algeria in an Islamist 
conservative direction. One columnist May 25 termed 
Belkhadem Van Islamist in a suit. V 


BELKHADEM ENTHUSIASTIC SUPPORTER OF BOUTEFLIKA\'S 
NATIONAL RECONCILIATION 


3. (C) Differences over Constitutional amendments and public 
sector wage increases aside 

between Belkhadem and Ouyahia is their varying attitudes 
toward Bouteflika\'s National Reconciliation program. As 
Prime Minister 

former terrorists and efforts to convince hundreds of armed 
terrorist to turn themselves in 

\"eradicating\" Islamist terrorists 

lack of enthusiasm for what Bouteflika clearly sees as his 
historic legacy. Belkhadem 

considered by the military to be a sympathizer with the 
Islamic Salvation Front (FIS) before that party was banned 
and he played a prominent role last fall in engaging former 
FIS leaders abroad in an effort to gain their support for 
National Reconciliation. At least one interpretation of 
Bouteflika\'s decision is that he felt more comfortable with a 
Prime Minister whose enthusiastic support for National 
Reconciliation he could count on. 


HOW SIGNIFICANT A CHANGE? 


4. (C) We will know more about Belkhadem\'s political 
intentions when he announces the changes in the cabinet. The 


ted organizations in over 30 countries, including over 50 in the U.S. As a result, Gulen supporters ac 


ck visit to Tunisia. While both the government and privately-owned press highlighted the DepSec\'s { 
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moderate Islamist Movement for a Society of Peace (MSP) will 
almost certainly be a primary beneficiary 

Aboulguerra Soltani served as Belkhadem\'s ally in pushing out 
Ouyahia 

many issues. There is press speculation that Belkhadem may 
bring in the harder line Islamist Islah Party and the far 

left Labor Party 

governing coalition could make it impossible for Belkhadem to 
govern. Belkhadem will likely need to govern from the center 
with an eye to expanding the FLN\'s base of support for the 
2007 elections 

lines of President Bouteflika 

privatization 

attracting foreign investment. That said 

Belkhadem/Soltani government will have a strongly populist 
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undertone and may slow the already uneven reform process 
further. 


5. (C) On foreign policy 

Minister from 2000 to 2005 

interlocutor 

over Darfur and insisting that the conflict there was little 
more than clashes between villagers and nomads. On Iraq 
has expressed sympathy for Sunni insurgents 

Zargawi\'s terrorists 

Algeria will never establish ties to Israel until there is an 
independent Palestinian state. There are also persistent 
reports that Belkhadem has ties to Iran. Nonetheless 
Belkhadem owes his political survival and current position to 
Bouteflika 

foreign policy of developing relations with the United States 
while simultaneously expanding AlgeriaVs relations with key 
Asian 

example was the several diplomatic exchanges we conducted 
with Belkhadem as Foreign Minister in 2003 over our request 
for an Article 98 exemption 

strongly until he was overruled by Bouteflika 

he quietly went along. 


WHERE IS THE MILITARY? 


6. (C) Ouyahia was seen as the generalsY man 

factor in his fall from Bouteflika\'s good graces may have 
been reports that the military was grooming Ouyahia to 
succeed the President if BouteflikaVs health did not permit 
him to serve out his second term. Belkhadem\'s pro-Islamist 


3usinessmen in central Bara District pushed back, and threatened to close their businesses ifthe Ma 


;. The paramilitary Frontier Corps (FC) is the primary security force that operates in the ΕΑΤΑ. The Fı 


n in the run-up to the April 29 opposition protest (reftel). Opposition leaders have in recent days back 


stion was only two-ye She has since recovered nicely. We believe she may be one of the you survivo 
sin a May 17 meeting. Saran indicated that he would visit Bhutan during the week of May 22-26 and 


t that Norway help urge the Kyrgyz on the importance of continued access to Manas. Norway has по 
5 domestic NGOs in making contact with international counterparts. The department is developing a 


X Kamal Labwani, scheduled to begin Мау 22, has been delayed after court officials claimed that no t 
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sentiments and his Arab and Islamic foreign policy 

orientation have long made him suspect in the eyes of the 
generals 

together his new government. Since Algerian prime ministers 
serve at the pleasure of the President 

retains the confidence of the military as far as we can tell 

the military is unlikely to intervene overtly. Yet the 

generals have many ways to make their views known behind the 
scenes 

carefully than ever 

Belkhadem is positioning himself to succeed Bouteflika either 
at the end of his term in 2009 

health fails. As for Ouyahia 

President in 2009 

was so discouraged by what he considered the shabby way he 
had been treated that he intended to withdraw from politics 
entirely. 


BIOGRAPHIC NOTE 


7. (C) Abdelaziz Belkhadem was born on November 8 

the central Algerian province of Laghouat. He received a 
high school education and began his government career in 1964 
as a financial inspector. He then became a teacher before 
becoming deputy director of international relations in the 
Presidency from 1972-77 

president. In 1977 he was elected to the National Popular 
Assembly (APN) as an FLN deputy. From 1988-1990 

was Vice President of the APN 

APN until it was dissolved by the military in 1992. 

Belkhadem was a member of the FLNVs political bureau from 
1991 to 1997. After Bouteflika was elected President in 

1999 

occupied until last year. Belkhadem led the effort in 
2003-2004 to remove Ali Benflis 

from his position as head of the FLN. Belkhadem 

Foreign Minister 

the FLN 

backing of the courts. Belkhadem was elected Secretary 
General of the \"reunified\" FLN in February 2005. In May 
2005 

Bedjaoui 

Personal Representative. The latter position enabled 
Belkhadem to continue to shape Algeria\'s Arab and Islamic 
policies 

to Foreign Minister Bedjaoui. Belkhadem speaks Arabic and 
French 

of many Western diplomats in Algiers who are unaccustomed to 
doing business in Algeria\'s national language. 

SIEVERS 


«ing to its GDP forecast range of 2.0-2.5% in 2006, accompanied by a decrease in the unemploymen 


reasons 1.4( b)/(d) 1. (C) SUMMARY: Four signatories of the Damascus-Beirut Declaration (DBD), 
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<i and his government, citing the congratulatory statement by Pakistani PM Shaukat Aziz issued by th 


uling sets the stage for the Vilnius Appeals Court to continue hearings on Russia\'s extradition reque: 
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ties that many domestic extremist groups have developed with 
designated foreign terrorist organizations are equally 

worrying. Sustained international pressure will be necessary 

to focus GOP attention on this component of the Global War on 
Terror. End Comment. 
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government leaders interact with their regional counterparts. 
The Turks are considering providing more training 

sending their Special Representative to Iraq 

to Baghdad shortly 

officials to visit Turkey 

subsequent FM Gul trip to Baghdad. 


5. (SBU) In addition to Turkey\'s desire for political 

stability 

interest. Bilateral trade in 2005 was $2.87 billion 

which $2.42B was Turkish exports to Iraq. Turkey exports 270 
MW of electricity to northern Iraq. Both countries aim to 
increase electricity exports from Turkey to 1000MW 
equates to 25% of Iraq\'s current peak capacity. Turkey has 
pledged $50M in assistance to Iraq for energy 

other projects 

reasons. Turkey\'s port of Ceyhan is the terminus of the oil 
pipeline from Kirkuk. 


Afghanistan: 


6. (SBU) Turkey has twice successfully led the International 
Security Assistance Force (ISAF) in Afghanistan 

recently from February to August 2005. Beginning in 
mid-2006 

Kabul for a two-year period 

the neighboring province of Wardak. PM Erdogan visited 
Afghanistan in spring 2005 and subsequently increased 
Turkey\'s pledged assistance ten-fold to $100M. This will be 
allocated in $16M increments for five years to build schools 
hospitals 

throughout the country. Four hospitals have already been 
constructed. The GOT provides counter-narcotics training in 
Turkey to Afghan security forces and will initiate such 
training in Afghanistan this year under the auspices of the 
Wardak PRT. President Karzai demonstrated his gratitude for 
Turkey\'s assistance by participating in a March 
counter-terrorism conference at Turkey\'s NATO Center of 
Excellence for the Defense Against Terrorism. 


Other: 


ary: Syrian papers continued their strong criticism of European countries, against the background of : 
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7. (SBU) In addition to its efforts in Iraq and Afghanistan 
Turkey continues to cotribute forces to the peacekeeping 
efforts inthe Balkans and provides training to Georgian 
security forces 

contributed $41M in equipment to Georgia over the past six 
years 

Azerbaijan 

over $100M in training and facilities over the past six years. 


INCREASING PKK THREAT 


8. (SBU) Since ending its self-imposed cease-fire in May 
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2004 

Istanbul and increasingly clashed with Turkish security 

forces in the country\'s southeast. A PKK off-shoot 

Kurdish Freedom Hawks (TAK) 

away from Turkey and threatened additional attacks in tourist 
centers. Тһе funerals of 14 PKK terrorists killed in a March 
operation led to civil unrest in Diyarbakir and other 
southeastern cities 

Televised news programs are filled with the funerals of 

Turkish security forces. Tourism bookings are down from 2005. 


9. (SBU) The PKK issue is the biggest irritant in bilateral 
relations. The Turkish public and the СОТ expect the US to 
take action against the PKK in Iraq. The government welcomes 
our efforts with European allies to eliminate the PKK\'s 
financing sources and support networks in Europe and our 
intelligence-sharing program 

insist on US action against the PKK presence in northern 
Iraq. While recognizing that the insurgency prevents 
coalition troops from engaging the PKK in Iraq 

remains frustrated at its inability 

stop attacks it believes are emanating from the other side of 
its border. 


10. (SBU) Security forces have had some success against the 
PKK in Istanbul and Ankara 

plastic explosives were found and suspects arrested. The 
early up-tick in terrorist activity in 2006 also hastened the 
military\'s push to strengthen its troop presence along 
Turkey\'s border with Iraq 

Turkish press speculates that Turkey is either already 
conducting or will engage in cross-border operations into 
northern Iraq where the PKK has a presence. The Chief of the 


ert and the opening of Turkmenistan\'s first ice skating rink. At the concert, a Japanese delegation pr 
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'lements on which all could agree and those who said there should be no counter-terrorism strategy L 


rd to U/S Burns\' letter on South Ossetia, Karasin stressed positive movement and labeled the rest a 


Column 3 

Turkish General Staff GEN Hilmi Ozkok and FM Abdullah Gul 
have both publicly dismissed these reports and said that 
Turkey is doing nothing more than protecting its sovereign 
territory 


REGIONAL DIPLOMACY 


11. (SBU) Given its shared historical 

ties with countries in the region 

location bridging both east and west 

right and a responsibility to engage countries of concern on 
issues of importance to the international community. Turkey 
has worked hard in recent years to re-establish relations 
with Iran and Syria both to bolster its fight against the 

PKK 

strengthen its economeQnQIG29 

early in 

June. 


12. (SBU) The МҒА 

view a nuclear Iran as a threat to Turkey but all view 

diplomacy as the only road to a solution and therefore insist 

on engagement. The GOT is averse to broad economic sanctions 
that could disrupt a growing commercial relationship with 

Iran 

with us on targeted financial sanctions. The government\'s 
public statements -- which we are told match their private 
statements -- on Iran\'s nuclear program have significantly 
strengthened since Iran resumed uranium enrichment. You may 
want to welcome these statements and to encourage a continued 
strong message. 


CYPRUS THREATENS TURKEYVS EU BID 
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13. (SBU) The EU has expressed frustration with what it 
perceives as lackluster GOT efforts to fully implement 
democratic reforms. Indictments against novelist Orhan Pamuk 
and other writers and intellectuals for statements 

purportedly undermining the Turkish identity 

issues with Turkey\'s Kurdish population that are exacerbating 
the PKK problem 

Turkey\'s accession. But the lack of a settlement of the 
Cyprus question may be the biggest immediate threat to 
Turkey\'s EU bid. Turkey remains bitter over the 2004 Greek 
Cypriot vote against UN secretary-general Annan\'s plan for a 


1. Since then we һауе learned that the child in question was only two-years-old. She has since reco\ 
stion to both sides after Livni had raised the TIP issue with Deputy Secretary Zoellick. The two sides 


1 as a chance for Sarkozy to articulate his vision of future France-Africa relations and hone his image 


year. MEDICAL ASSISTANCE AT KNIN AREAACCOMMODATION CENTER (USD 5000) 2. Backgr 
ient, revealed a little optimism, but mainly deep misgivings about the quality of the new, permanent gc 


ay 23. Although reports are contradictory, the attackers appear to have targeted a largely empty form 
seive more votes in the upcoming June 2-3 general election, and consequently more seats in the nex 
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comprehensive settlement and the lack of measures to reward 
Turkish Cypriots for their favorable vote 

look to the UN for the way forward. Under its EU customs 
agreement 

members -- including Cyprus -- Turkey must 

its sea and airports to Greek Cypriot vessels by the end of 
2006. Turkey is unwilling to do so in absence of some 
opening of Turkish Cypriot ports and an end to Turkish 
Cypriot economic isolation. In January 

proposal that would include this. The lack of a deal could 
stall further EU negotiations 

on finding creative ways to avoid a Cyprus &train wreck8 
that could derail Turkey 


THE DOMESTIC EQUATION 


14. (SBU) Over the next year or so 

Turkish Government to undertake anything even moderately 
controversial ) whether related to its own southeast 

or the EU ) will be difficult. In the run-up to the 

presidential election (May 2007) and parliamentary elections 
(scheduled for November 2007) 

maneuver will be limited. This is even more so in the 
aftermath of a May 17 gunman\'s attack at the Council of State 
(an administrative appeals court) that left one judge dead 
and four others wounded. This has heightened pre-existing 
tensions between PM Erdogan\'s pro-Islam Justice and 
Development Party (AKP) government and the 
military/secularist establishment. 


ECONOMY RECOVERING STRONGLY 


15. (SBU) The AK Party government has implemented key 
economic and structural reforms that have supported the 
strong economic recovery from the deep 2001 financial crisis. 
An average GDP growth rate of nearly 8% over the past three 
years is one of the highest in the world 

has strengthened 

IMF is currently overseeing a $11.8 billion stand-by program 
and the World Bank\'s loan portfolio of $6 billion is one of 

the largest for any country. Reforms and optimism engendered 
by the EU accession process have also bolstered economic 
performance. Yet 

current account deficit is large (about 796 of GDP this year) 
and the government remains heavily indebted. This leaves the 
economy vulnerable to market swings that could threaten 
economic and political stability. Unemployment and poverty 
also remain serious problems. These vulnerabilities were 
highlighted since mid-May by a global market pullback that 


trafficking in persons. According to the diplomatic note, in the last nine months of 2005, authorities h 


ef (A) demarche, but was receptive to suggestions that India provide training to the Iraqi Parliament, ı 


lamabad on Мау 25. Referring to Iranian President Anmedinejad\'s public statements in the days follı 
3) meeting in Rio. In response to points, Roche noted that the French government fully supported thı 


iquivel, Director of Human Rights for the Ministry of Foreign Affairs. Esquivel said the СОС shared οι 
1bassador William J. Hudson; reasons 1.4 (b) & (d) 1.(SBU) Summary: Embassy Tunis reached out 


ΞΕ from a peacekeeping to an observer mission will not be accepted. At the monthly Friends of UNMI 


tion proposal to allow women to work for half the hours for two-thirds the pay would be enacted in 20 


»ement (DPA): -- Charge meets with State Minister Al-Waseela -- WFP Returns to Protest Sites, АО! 
)olecoff followed up by raising reftel points with MFA Middle East Director Marin Mottus. In remarks р 


am to the UK, which has now been postponed to the last week of May/first week of June. Fletcher re 
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coincided with increased political uncertainty in Turkey 
leading to a 16% fall in the exchange rate and 18% drop in 
the stock market and a shap increase in domestic interest 
rates. However 

follow-through on reform commitments -- as it recently did by 
reaffirming the IMF program -- and EU accession remains on 
track 

turbulence. 
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DEFENSE INDUSTRY COOPERATION DECLINING 


16. (SBU) Defense industry cooperation 

aspect of our military-to-military relationship 

significant decline. No US firm has won a direct commercial 
sale since Boeing was awarded a contract for an Airborne 
Early Warning and Control (AEW&C) aircraft in 2002. In 2004 
three tenders (UAVs 

helicopters) were canceled. Two US firms 

were interested in a second attack helicopter tender 
declined to participate due to onerous liability and 
technology transfer requirements. (Several non-US firms did 
submit bids.) Sikorsky may choose not to participate in a 
tender for 54 utility helicopters for the Turkish Armed 
Forces and Forestry Service for the same reason 

may bow out of contention for an aircraft trainer tender. 

Both in Ankara and in Washington 

raised the technology transfer and liability concerns with 
Turkey\'s Ministry of Defense and Defense Industry 
Undersecretariat (SSM). Despite both Turkish military and 
government insistence that it wants US competition in these 
tenders 

tenders to ensure it. 


AGGRESSIVE COUNTER-NARCOTICS PROGRAM 


17. (SBU) Turkey remains a significant transit country for 
Southwest Asian heroin destined for European markets. 
Turkish law enforcement vigorously pursues opiate traffickers 
and have made extensive opiate seizures. Arrests resulting 
from large seizures are prosecuted and generally result in 
lengthy sentences. Over eight metric tons of heroin were 
seized in Turkey in 2005 

seized in 2004. Several of the world\'s largest verified 


of Commerce and Industry (reftels). The trip included a tour of the city of Tabuk which provided a ch 


oal at EC-45: discussion of the U.S. request for an extension of its 100% destruction deadline was se 


Column 3 

opiate seizures have been made in Turkey in recent years 
including 7.5 metric tons of morphine base that were captured 
іп а single seizure іп 2002. In 2004 

morphine base were seized and in 2005 there were two heroin 
seizures of over 1 

enforcement is actively participating in DEA\'s Operation 
Containment 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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2013 

mostly at reassuring the European Union that the GOC 
has a plan for spending its money over the next 
several years. Long on generalities 

encouraging entrepreneurship 

and increasing GDP growth 

specifics. The notable exception is privatization 
where the authors optimistically call for the 
privatization of the state-owned insurance company 
metal works and a shipyard by the end of 2006. End 
Summary. 


The Man with a Plan 

2. (SBU) The \"Strategic Framework for Development 
2006-2013\" is PM Sanader\'s second major \"strategy\" 
іп as many months 

GOC\'s anti-corruption plan. Presented on May 15 
the plan\'s stated aim is to provide a vision for 
Croatia\'s development through a competitive market 
economy 

percent of the EU-25 per capita GDP to 75 percent by 
2013. The seventy-five page strategy lays out 10 

key pre-cursors of development: human capital and 
education 

social cohesion 

and regional development 

capital markets 

and restructuring 


3. (SBU) The strategy is a portrait of a desired 
end-state rather than a roadmap for economic reform 
and 

years 

countries in Europe.V It highlights many laudable 


Column 3 

goals 

improving education 

technology and renewable energy. Atthe same time 
the plan calls for maintaining macroeconomic 
stability 

low deficits and reducing the country\'s foreign debt 
from the current 83 percent of GDP to 60 percent. 
The plan is rife with goals that seem difficult to 
reconcile with one another and statements that even 
border on wistful 

Croatia must \"retain that which some developed 
countries lost on their road to riches - its quality 

of life and the quality of its cultural and natural 
heritage.\" 


Privatization Highlighted 

4. (SBU) In surprising contrast to the lengthy 
generalities in the plan is a very specific time- 

line for the privatization and restructuring of some 
of the remaining state-owned enterprises. Тһе 
strategy singles out state-owned (and profitable) 
insurance company Croatia Osiguranje for 
privatization by the end of 2006 - specifically 

noting that it could combine with the state-owned 
Postanska Banka. (Note: This merger would fulfill 
the wish of some in Zagreb to create a national 
champion financial institution to balance 93 percent 
foreign control of the banking sector.) Also slated 
for privatization by yearVs end are the stateVs two 
heavily-indebted steel mills and the Uljanik 
shipyard in Pula. The plan calls for all shipyards 

to be restructured by 2010 

restructuring of Croatian Railroads to reduce its 
expense/income ratio from the current 220 percent to 
atleast 150 percent. 


5. (SBU) Several embassy contacts dismissed the 
strategy as nothing more than a sop to the EU 

has increased pressure on the GOC to present a plan 
to close the privatization portfolio before it will 

open negotiations on the Competition and Industrial 
Policy chapters of the EU Acquis. The GOC does not 
have a lot of credibility on the privatization 

question 
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concerns for each of the past several years. 
Nevertheless 


rest in UNESCO and its literacy programs. ADG for Education Peter Smith made it clear that this is c 
FonMin Bokayannis to express regret over the incident and condolences for the loss of the pilot; the 
formed LEGATT May 22 that the weapon used to murder Council of State judge Ozbilgin and wound 
iiway line with the Nacala railway corridor for the export of coal from Moatize. We told them that we w 


r. GON privatization efforts have advanced since 1996, when Niger codified in law the desire to pri 


2. (C) SUMMARY. The unabated efforts of the Babil Provincial Council (PC) to usurp power from loc 


ο Permanent Consultative Committee Il of the Interamerican Telecommunications Commission (CITE 
management of selected U.S. banks operating in Lima and the management of foreign banking orga 
OMMENTS FROM THE FOREIGN MINISTER REQUESTS FROM THE GOET POLICE ISSUES IDF 


Column 3 

because of the imperative of EU negotiations 
GOC can no longer duck this issue 
development strategy overall offers little else. 


6. (SBU) In the final analysis 

strategy simply reiterates what nearly everyone in 
Croatia\'s business community has known for a long 
time. Similar to the so-called \"fifty-five 
recommendations Y' on making Croatia more competitive 
that the Croatian Competitiveness Council gave the 
government in 2004 

strategy has a longer shelf life and will be invoked 
when the time comes to make the painful decisions 
necessary to bring its vision to fruition. However 
with 2007 an election year in Croatia 

holding our breath. 


FRANK 
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Warsaw meeting is not/not an option 

British High Commissioner explained that the U.S. and UK are 
seeking the GOP\'s commitment to PSI principals 

particular path of implementation. The Additional Secretary 
responded that the GOP is committed to non-proliferation. It 
already has legislation for interdiction in its territorial 

waters 

counterterrorism and non-proliferation mission. Haider 
concluded by saying that Pakistan prefers international 
agreements reached through UN processes. If the GOP cannot 
go to the Warsaw meeting as observers 

but will remain actively engaged on non-proliferation in 

other fora. 

CROCKER 
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looking for candidates with strong ties to their district; 

feudal lords and tribal leaders would be strong contenders. 
Approximately 70 percent of the PML assembly delegation had 
won solid majorities 

would receive tickets. Those with slim margins of victory 
could be replaced. 


Free and Fair Elections 


5. (S/NF) Mushahid stressed that the PML wanted a free and 
fair contest. Its leaders were prepared to negotiate rules 

of the game with opposition parties and the Chief Election 
Commissioner (CEC). A credible electoral process was 
necessary to provide the new government with the popular 


revent further violence. However, rival armed groups continue to patrol the streets and a potential re 
the governments primary source of income; continuing outbreaks of avian influenza threaten the na 


urring daily in this country. Police Director Avila is trying to professionalize his police force, but he lac 
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mandate required. Several statements 

the conversation 

question. For instance 

use development funds to support candidates in marginal 
districts; the President would actively campaign on behalf of 
the PML; and intelligence services would continue to conduct 
polling of PML and PML candidate popularity in key 
constituencies. (Note: All are clear violations of election 

law and regulations. End Note.) 


Iran 


6. (C/NF) Mushahid raised concern about the current stalemate 
with Iran. He asserted that hostile American action against 
Iran would provide Pakistan\'s Islamist parties with an 
attractive election plank 

in their favor as the Afghanistan invasion had done in 2002. 
Mushahid recognized that rhetoric and actions by the Iranian 
presidency were not helpful in resolving the nuclear impasse. 
For this reason 

to more moderate elements inside Iran including the Foreign 
Ministry with a view to influencing positively its conduct. 

He cautioned the USG not/not to view the Iranian government 
as a monolith or to assume the current President is firmly in 
control. 


Afghanistan 


7. (C/NF) Mushahid expressed grave concern about the 
\"deteriorating\" relationship between Pakistan and 

Afghanistan. In his view 

extremists on both sides to derail the constructive 

engagement policy which he and others had tried to build with 
the Karzai government. Mushahid called on the USG to do more 
to strengthen cooperation and contacts between the countries\' 
intelligence services and political leadership 

done on the military side. 
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Comment 


8. (C/NF) Mushahid provided a realistic look at internal PML 
dynamics and planning as it approaches the upcoming national 
elections. His analysis of the PML\'s strengths and 
weaknesses with the electorate largely track with our own. A 
strategy emphasizing President Musharraf 

plays to the PML\'s strongest campaigner and most popular 
figure. Direct presidential involvement in the partyVs 


in South Ossetia and said that Georgia must be able to maintain its territorial integrity. Norwegians w 
lay 23 introductory call on new Italian Defense Minister Arturo Parisi, Parisi stressed themes of friend 
harder-line eAlbanian parties, such as opposition DPA, have not tried to exploit the Montenegro vote | 


irovincial-level government influence in the region further contributes to this phenomenon. In additior 


ntends to seek UN 1267 designation of two additional Libyan Islamic Fighting Group (LIFG) targets. . 
a demarche to Kyrgyzstan likely would be considered favorably by the GoF and promised to get back 
a. The results of the EAC meeting are noted below. 2. (C) The Embassy\'s RSO confirmed that no ti 
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campaign remains a risky strategy 

constitutional prohibitions on partisan activity by the 
President. Opposition parties 

will continue to seize on such involvement to claim an unfair 
electoral process 

credentials 

class vote that the PML\'s strategy is designed to capture. 
End Comment. 

CROCKER 


4. (C) Peace Secretariat Head Palitha Kohona said 
that the GSL strongly supported the proposed 
initiatives on fundraising and weapons 

procurement 

Japanese Special Envoy Yasushi Akashi had told him 
that Japan wanted to modify the role of Norway as 
facilitator. Norway (and by extension the Co- 

Chairs) should be \"neutral but not impartial. V 
Ambassador said that in addition to stating that 

the Tigers needed to give up violence and enter 

the political process 

repeat the recent statements by PDAS Camp that the 
Government needed to find ways to address long- 
term Tamil grievances and to protect the rights of 
Tamils in the short-term. Kohona agreed that 

Vsome bad things are happening" which the 
Government needed to control. Some elements of the 
security forces 

Karuna and others. 


5. (C) On the political front 

just spent two days in a retreat with Hanssen- 

Bauer in Barcelona to go over the basics of the 
peace process. Hanssen-Bauer had pushed him hard 
Kohona said 

Lanka Monitoring Mission (SLMM) 

very forthright recently in its statements 

said that it was fair for the SLMM to criticize 

the GSL when it did something wrong 

not equate the Government and the Tigers. 


Gotabaya Rajapaksa: Indians Pushing Hard 
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insert a statement welcoming the newly established Iraqi Cabinet when answering questions pertainir 
Г 1244 -- KUWAIT МЕРІС 4 D. KUWAIT 605 -- KUWAIT MEPIC3 Е. 05 KUWAIT 4144 -- КОМ 
2 would not disintegrate after the election, but would re-organize in advance of an eventual pendulum 


Nigerian National Drug Enforcement Agency (NDLEA) Chairman Ahmadu Giade on May 22. Giade v 


2 has formally invited Secretary Rice to attend a June 2-3 extraordinary meeting of the 8 countries thc 
=, MAY 13-19, 2006 REF: A. ASUNCION 0479 B. ASUNCION 0507 1. (U) Summary -------------- - 
Те World Bank Andean Director met with the Ambassador to solicit support from the U.S. governmer 
'eputy Foreign Minister was part of a\ 


------------------------- 1. (C) A Counselor to the Prime Minister phoned ош senior political FSN Мау 21 


anous Peoples. Ambassador Troup presented reftel points orally, and left both English and Spanish 1: 
\ffairs Bouzaher gave the Algerian perspective on Libya and dealing with the Hamas government in tr 
а and Barbuda June 4-30. Mr. Halldorson departs June 24. The Treasury Advisors will conduct a Са! 
ed its desire to move quickly and submit the names for sanctioning, ideally before the Security Counc 


ed its desire to move quickly and submit the names for sanctioning, ideally before the Security Counc 


nt representatives from Greece, Slovakia, Albania, Macedonia, Bulgaria, Bosnia and Herzegovina, Ci 


lacy. Castellanos said he had just spoken with Gert Rosenthal, Special Advisor to Guatemalan Forei 


»nay indicated the following to Ambassador Dieter: (А) He wanted \ 


3 certification renewal of repair station. 2. Post understands Embassy assistance is not required. Wh 
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6. (C) Defense Secretary Gotabaya Rajapajksa 
admitted to Ambassador that some elements of the 
armed forces might be colluding with Karuna 

that this had to stop. He said that the President 
was adamant on this point and had made it strongly 
to the service chiefs at a National Security 

Council meeting that same morning. Gotabaya said 
that Indian officials had pushed him hard during 

his recent visit to New Delhi. National Security 
Adviser Narayanan was very familiar with the 

issue 

LTTE head Prabhakaran when Narayanan was working 
in RAW. Naryanan and others had recommended 
strongly that Sri Lanka adopt something like the 
Indian model of governance 

Indias own ethnic crises. The Indians also told 
him that the GSL had to curb abuses against 
Tamils 

positive to work towards. 


Palihakkara: GSL Serious about Human Rights 

7. (C) In a May 25 conversation with the 
Ambassador and DCM 

Palihakkara said that President Rajapaksa is V'very 
keen\" in mounting serious investigations into 
possible security force human rights violations. 

To that end 

and Minister of Disaster Management and Human 
Rights Mahinda Samarasinghe would later on May 25 
hold the first meeting of a revived inter- 

ministerial committee on human rights which would 
provide oversight of security force conduct. \"We 
want to prevent security force misconduct while 
investigating any that has already taken place 
Palihakkara said. There would be a standing 
working group under the committee 

Samarasinghe 

commanders 

the Attorney General and others. At the same 

time 

would be meeting with the governor of the 
Northeast Province and UNHCR to deal with those 
who have been displaced by disturbances in the 
Trincomalee area. That situation 

stated 

handled carefully 


8. (C) Looking longer term 
with the Ambassador that the GSL needs to take 
steps to spell out a political future for the 


ating the GOP\'s position. On 5/23, Ramirez told ESTHoff that she had recommended to the Minister 


a number of changes in the way information is to be shared, within the federal government, between 


inequality. In addition to GOG officials, participants will include representatives from NGOs, labor, ini 
et off the morning of May 23 from three ports to conduct JARPN ΙΙ (Second Phase of Japan\'s Whale 
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country which would give a sense of belonging and 
security to Tamils and Muslims. To that end 
President has initiated a working group to put 

flesh on the bones of his presidential campaign 
commitment to maximum devolution.\" Palihakkara 
commented that it would be important to not get 
caught up in labels like devolution or federalism. 
VWe should label it after we\'ve put it together. V 


9. (C) Palihakkara agreed with the Ambassador that 
the May 30 co-chairs meeting in Tokyo would be an 
important opportunity for the co-chairs to 

determine what useful role they could play given 
that their initial raison dVetre really did not 

exist anymore. \"New thinking is needed. V 
Palihakkara commented that the V'ancillary ideas V" 
of forming working groups to crack down on money 
and weapons flows were welcomed by the government 
which looked forward to feeding information to the 
groups once they were formed. He said he hoped 
the co-chairs would come out strongly against the 
current violence and discuss ways to lessen it 
commenting that the cease-fire agreement is 
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intended to mean V'no violence not regulated 
violence." 


10. (C) Palihakkara reiterated that the GSL 
remains committed 

difficulties 

table\" not just to discuss the cease-fire 

agreement but also to talk about long-term 
solutions (which made a public presentation on 
maximum devolution\" all the more important). He 
thanked the Ambassador for Secretary Rice\'s 
response to Foreign Minister Samaraweeravs letter 
on the all-party congress and commented that while 
it was easy to be dismissive of such exercises 

the congress had been very important in getting 

the radical JVP to commit publicly to а number of 
steps. 


Hanssen-Bauer: Looking for Ways Forward 


11. (C) Co-Chair Chiefs of Mission (US 
Norway 
and EC) met with visiting Norwegian Special Envoy 


ΡΑΝ/ΡΑ. Ε.Ο. 12958: N/A TAGS: ОПР, KMDR, KPAO, PGOV, PINR, ЕСОМ, ELAB, JA SUBJECT: J/ 
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Jon Hanssen-Bauer evening of May 24. Hanssen-Bauer 
said that his Barcelona meeting with Kohona was 
intended to help the GSL think through its 

strategy 

offer for a political deal. Hanssen-Bauer would 

see President Rajapaksa on Friday (after visiting 

the Tigers in Kilinocchi on Thursday) and would 

try to take these ideas further then. 


12. (C) Hanssen-Bauer said that as an interim 
confidence building measure 

inviting the parties to come to Oslo to discuss 

the role of the SLMM 

interested in. This was especially important in 
view of recent Tiger statements that the SLMM sea 
wing should no longer ride on Sri Lankan Navy 
vessels 

dangerous. 


13. (С) Hanssen-Bauer asked COM\'s what they 
thought should come out of the Tokyo meeting. 
There was general consensus that the Co-Chairs 
should state that they wanted to help the peace 
process but could only do so successfully if the 
parties were serious and took certain actions. 
The LTTE would need to give up violence and 
terrorism and enter the political process. The 
Government would need to show that it recognized 
Tamil grievances and was willing to take the 
dramatic political steps needed to address them. 
It would also need to ensure that Tamils were 
protected. Unexpectedly 

Van Dijk said that a Co-Chairs statement should 
not mention \"terrorism 

designation of LTTE as a terrorist group was 
liable to be announced simultaneously with Tokyo 
meeting on May 29 or 30. Van Dijk\'s position 
seemed to surprise everyone 

strongly refuted it. 


EU Inside Baseball 


14. (C) Van Dijk called Ambassador May 25 and 
asked to get together to talk the issue through. 
Van Dijk (please protect) told Ambassador that 
there were still deep divisions within EU on this 
subject. France and Italy had objected to the 
listing on procedural grounds 

thought they were being pushed into it by the US. 
When that objection was dealt with 


he combined total of 3.12 trillion yen in net profits posted by the nation\'s six largest banking groups { 


J the continued support of the People\'s Deputy Group. Current Deputy Speaker Tigran Torosyan (Re 


ZLASSIFIED - NOT FOR INTERNET DISTRIBUTION - PROTECT ACCORDINGLY ------- SUMMAR 


ttlement. The FY 2006/7 budget deficit, even after implementation of a planned N 
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still objected on substantive grounds. They 
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insisted that a listing be accompanied by a 
statement which mentioned the failings of both the 
Government and the LTTE. He also said that EC 
Commissioner Ferrero-Waldner and her colleague 
Herve Jouanjean (who will represent the EC at 
Tokyo) had pushed for a lesser action than 
listing--some type of targeted sanctions--but had 
lost. As a result 

could be difficult at Tokyo. Ambassador said he 
believed there was no way we could accept a Tokyo 
statement which did not mention the need for the 
Tigers to give up terrorism 

eventually agreed there should be some way to do 
that. 


COMMENT 


15. Several things strike us from these meetings. 
For one 

that it must do something to prevent abuse of 
Tamils 

long-term solution would look like. We were 
particularly struck by the turnaround in Gotabaya 
Rajapaksa. Previously he would strenuously deny 
any connection between the GSL and the Karuna 
group--now he admits it is probably occurring. We 
are favorably impressed by Hanssen-Bauer 
bringing both imagination and structure to the 
peace process and the work of the Co-Chairs. It 
seems certain that the EU will designate the LTTE 
but it is still in disarray internally. Van Dijk 

is excitable and not always accurate in his 
predictions 

EU in Tokyo to make any statement meaningful. In 
the end 

criticize both sides 

them. 

LUNSTEAD 
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light" would be unacceptable to the United States. After 
praising TaiwanVs position оп NAMA (non-agricultural market 
access) negotiations 

assistance in encouraging other WTO members to put forward 
final offers to reach an agricultural agreement. Ambassador 


The purpose of this visit is to participate in the CO2 project cruise aboard the R/V Cap Victor. 2. (U 


Kyrgyztan and Tajikistan. Embassy Ashgabat welcomed Younis, its first Islam in America speaker, ar 
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Bhatia invited the Taiwan authorities to engage in bilateral 
talks with the United States on agricultural trade during the 
APEC meeting in Vietnam next week. 


5. (C) Deputy MOEA Minister Chen confirmed Taiwan\'s support 
for a successful completion of the Doha round 

expressed doubt the round could be completed by year end. He 
noted Taiwan\'s support of the Swiss formula on tariff 

reduction and its support of two coefficients (10 and 15) as 

an example of how Taiwan\'s interests are aligned with those 

of the United States. On agricultural market access 

defended TaiwanYs membership in the G-10 by saying Taiwan 
needed to show its farmers that the authorities still support 

rural interests. Chen argued that TaiwanVs conservative 
position on agriculture does not create an obstacle in the 
negotiations 

the G-10 will not block consensus. Chen also said that Taiwan 
will actively urge other WTO members to support U.S. 

positions on Doha issues during the upcoming APEC meeting. 


Asia-Pacific Economic Development and Future Cooperation 


6. (C) Chen noted two regional trends that greatly concerned 
Taiwan: 1) Taiwan\'s deep and extensive economic dependence on 
China and 2) regional integration 

trade agreements that exclude Taiwan. Chen said that 


TAIPEI 00001803 002 OF 002 


economic dependence on China was worrisome because Taiwan is 
struggling to find new industries to replace those that have 
migrated to China. ChinaVs is fast catching up to Taiwan\'s 
level of technological sophistication in those industries 

that remain in Taiwan 

that the Taiwan authorities are also trying to enhance 
TaiwanVs competitiveness by enhancing its role in the global 
supply chain. Chen specifically said that a U.S. FTA with 
South Korea 

Taiwan companies under \"unfair\" pressure 

that the United States consider a U.S.-Taiwan FTA to restore 
the competitive balance. The Taiwan side also 1) praised 
U.S. efforts in APEC to ensure high standards for FTAs/RTAs; 
and 2) urged the United States to consider an FTA for the 
Asia Pacific (FTAAP). 


7. (C) Ambassador Bhatia said the United States will 

continue to be actively involved in the region and cited the 
development of the U.S.-India economic relationship as a good 
model for continued U.S. engagement with Taiwan. Under the 


al Committee and Politburo following the April National Party Congress indicates a barely perceptible 


esident Moisiu called Montenegrin President Vujanovic and praised the referendum as \ 


nd WHA delegate Dr. Sameer Khalfan. 2. Econoff May 16 also delivered the points to MFA Director c 
1g with biotechnology issues are eager to see the veterinary vaccine production facility that Betta Star 


ау 23, Gaukhar Ashirbekova, of the MFA\'s World Health Organization desk, told Post that MFA has s 
om rate is $125.00 net (taxes and American breakfast included) and is within per diem (lodging $125 
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U.S.-India Trade Policy Forum framework 

address trade issues sector by sector with a goal to reducing 
both tariff and non-tariff barriers. While not taking an FTA 

off the table as a potential goal 

much could be accomplished within the existing U.S.-Taiwan 
TIFA framework. With respect to the FTAAP 

noted an upcoming APEC report on the idea 

concern that an endorsement of such a wide FTA could undercut 
progress in the Doha round. Ambassador Bhatia concluded that 
real trade progress will take place under the WTO where 
competitors such as Taiwan and Korea can benefit equally. 


8. (C) AUSTR Tim Stratford said that in order for Taiwan to 
remain competitive with China 

disadvantages as well as enhancing its role in the global 
supply chain. Stratford noted China is at the center of 
regional trade flows 

restrictions on Taiwan-China trade impede their ability to 
integrate their Taiwan operations with those in the rest of 
Asia. By removing trade barriers between Taiwan and China 
Stratford said 

operating center for both U.S. and Taiwan companies. 


TIFA: Session 2: GPA 


9. (C) During the session on Taiwan\'s efforts to accede to 

the WTO government procurement agreement (GPA) Ambassador 
Bhatia stated the United States strongly supports TaiwanVs 

efforts to accede to the WTO GPA. The DUSTR mentioned that 
the U.S. will propose a measure to address the nomenclature 
issue at the WTO GPA committee meeting on June 2. If 
successful 

during the week of July 10. The DUSTR stated the U.S. was 
considering asking China to not block this proposal 

other options were also being explored. 


10. (C) Ambassador Bhatia said that if the measure could not 
be satisfactorily resolved at the WTO GPA meeting on June 2 
he proposed that Taiwan consider one of two options: either 

to identify a Taiwan entity that can be listed to GPA 

as is done for some local government entities in other 
economies or to build upon the 2001 WTO understanding by 
working toward bilateral GPAs with the U.S. and the EU. 
Ambassador Bhatia added that the EU had responded favorably 
to this U.S. initiative. 


11. (C) MOEA Deputy Minister Chen responded that Taiwan 
would support a bilateral GPA in the context of an FTA. He 
also proposed consideration of a trilateral agreement between 
the U.S. 


Raymond Lim, currently Minister іп the Prime Minister's Office. Five new MPs will be appointed to ju 
/-four foreign nationals, who have entered the country illegally and who were being trafficked, were сг 


‘orrisome prospects for Sri Lanka\'s fragile ceasefire. Your visit gives us the opportunity to pursue tw 


protect accordingly. 1. (SBU) Summary: New Zealand\'s Labour government maintained its image fc 
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12. (C) AIT Director Stephen Young remarked that the U.S. 

has aggressively and creatively supported Taiwan in many 
different venues such as WTO and WHO. He called on Taiwan to 
develop a more flexible approach to alternatives such as 

bilateral agreements. 


YOUNG 
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Classified By: Ambassador Ryan C. Crocker 
January 2005 


1. (C) Summary. At a May 23 conference celebrating 55 years 
of Pakistan-China relations 
Aziz characterized the Sino-Pak relationship as a model 
bilateral relationship 
to peaceful co-existence 
non-interference in internal affairs. He emphasized the deep 
trust the two nations have for each other 
several areas of potential economic and military cooperation. 
His remarks on the Indo-U.S. relationship 
insight into Pakistani insecurities that the U.S. values its 
relationship with India more than its GWOT partner 

End summary. 


2. (U) The conference 

Institute of Strategic Studies in Islamabad (ISS) 

55 years of Pakistan-China relations. The guest of honor 
Shaukat Aziz 

economic relationship with China and noted that the bilateral 
relationship is not based on \"transient interests V 

Vhigher than the Himalayas 

the recent Pakistan-China Treaty of Friendship 

and Good Relations as an example of a relationship 
characterized by peaceful co-existence 

and non-interference in internal affairs. He also noted 
China\'s possible future assistance in space technology 
would give Pakistan an entry into space programs. The 
February 2005 defense agreement with China will continue 
said 

well as research and development programs that will \"lay the 
groundwork for future cooperation." Aziz praised growing 
Chinese investment in Pakistan 

assistance in constructing Gwadar port. He talked of 


as on his mandatory Statement of Assets, Liability and Net worth (SALN). Defense attorneys argued 


ark Chi-young of North America Division Ш at MOFAT. Undertaking to share the information with rele 
WEEN РОТЕ AND DISSIDENTS - РОТЕ ACTIVITIES - OTHER VIOLENCE ІМ DILI - AIR TRAFFIC Іс 
on May 22 and 23. Kouwenaar appreciated the points, and was not aware of new Russian initiatives 


1d. Reftel details Poland\'s continuing importance to the Holy See and touches on several on-going i: 


inisters will announce specific plans to increase the number of exchanges between IndiaVs military ar 
ntroduction: Many of MalaysiaVs lead negotiators for the different FTA chapters took part in our Trade 


»presentatives of civil society for two days of lectures, breakout sessions, and question and answer tii 
ient-owned Arabic daily V 


yin Science Research Funding Workshop with the Netherlands Organization for Scientific Research. 
ıreton, Associate IG for Audit, of the Office of Inspector General, to participate and co-host the Accou 
t engineer heavily involved in the project. Although the Minister of Railways reportedly ordered the cc 
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upgrading the Karakoram Highway (KKH) to improve Sino-Pak 
trade 

prospect of constructing an oil pipeline from Gwadar to 

China. Notably absent in Azizs comments was апу mention of 
benefits from ongoing Sino-Pak free trade negotiations. 

After applauding ChinaVs assistance with the Chashma | and II 
nuclear reactors 

should be used for peaceful purposes. In a quick aside 
pointed out that a nation has the right to produce nuclear 
energy peacefully. (Note: This comment is a standard GOP 
talking point when discussing the current controversy over 
Iran\'s nuclear programs. End note.) 


3. (U) In response to a journalist's provocative question 
on the new V'unholy alliance\" between the U.S. and India 
Aziz emphasized that 

U.S.-India relationship). He further qualified his comment 
by reminding the audience that Chinas emergence as a player 
on the international arena has deepened the Indo-U.S. 
relationship. He referred to Newton\'s third law of motion -- 
every action has an equal and opposite reaction -- and 
explained a strong Sino-Pak relationship is a natural 
reaction to the Indo-U.S. relationship 

reminding the audience that 

diplomacy. V 


4. (U) Aziz was then asked what major challenges he 
envisioned the Pak-Sino relationship facing in the next five 

to ten years. He responded that the challenge would lay in 
\"creating new avenues and looking for new opportunities!" for 
cooperation in the future. He mused that one-sided 
relationships do not last forever and that only a 

relationship that is mutually beneficial is sustainable. 

Pakistan and China must promote security -- not hegemony -- 
he said 

System in order to resolve conflicts. 


5. (C) Comment: As the inaugural speaker 
answered a few questions 
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not present when the discussion descended into openly 
anti-American rhetoric. Yet his inflated praise of the 

Sino-Pak relationship -- characterized as one based on 

trust 

attitude toward the other nationVs internal affairs -- 

offered a mirror image of common Pakistani sentiments about 
the U.S.-Pakistan relationship. By emphasizing that the 
Pak-Sino relationship is built on a solid foundation 


6, May 24, 2006 ------- Summary ------- 1. On May 21, 2006, the U. N. Food and Agriculture Organiz 
.GOVERNMENT CHANNELS. NOT FOR INTERNET PUBLICATION. Ref: A) GUANGZHOU 11657 


d the Chinese government to set up at least 10 such centers throughout China. The center will devel 
18ἱ Laboratories personnel Mr. Josae Rafael Rodriguez, Mr. Michael J. Irwin, Mr. Herbert Metcalf, Mr. 
IS SENSITIVE BUT UNCLASSIFIED. IT SHOULD NOT BE DISSEMINATED OUTSIDE OF U.S. GC 


Iter W. Nederbragt to visit Hemburg, Inc. to discuss retrofitting a high-precision lathe, to meet LLNL\'s 
alth, NIH; and Dr. Francoise Mahew, Visiting Fellow, NIH, to attend and give individual presentations ε 
мата (UNTOP) asked to see the Ambassador urgently on May 24. 2. (SBU) In mid-May every year, 
ther Communication Disorders, NIH, to attend and partcipate in the Fifth International Conference or 
nd particpate in the XIVth International Vasular Biology Meeting in Noordwijkerhout. 2. Embassy un 
3 also focused on other local corruption scandals and the DPPVs disputed nomination process for the 


ttend Cryosat Calibration/Validation Activity Planning Meeting with the European Space Agency іп Not 
all Airplane Directorate, to travel to the Netherlands from June 10-16, 2006, to conduct supplier audit: 
5, Office of Environment and Energy, FAA, to travel to the Netherlands from May 29 - June 3, 2006, tc 
) Forms IPR Working Group SUMMARY ------- 1. (U) Through sustained outreach over the last yea 
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opposed to \"transient\" interests 

undercurrent of Pakistani insecurity that the U.S. is not 
fully committed to a long-term strategic partnership. 


6. (C) Comment (con\'t): Aziz\'s comments aside 
conference should have been billed V'Seminar on U.S.-Indian 
Perfidy.\" While the Chinese panelists focused on historical 
examples of Sino-Pak cooperation (Pakistani facilitation of 
Henry Kissinger\'s 1971 trip to China was one example) 
Pakistani speakers stressed the need for a tight Pak-Sino 
relationship in light of a stronger U.S.-India relationship. 
(Note: Pakistani comments about this \"new\" U.S.-India 
relationship were so vitriolic that members of the audience 
repeatedly turned around in their chairs to gauge poloff\'s 
reaction.) For example 

India 

National Security Strategy 

U.S.-India nuclear deal has effectively co-opted India into 
endorsing \"the American strategic tenets of preemptive 
action 

-- hardly the basis for a strategic U.S.-Pakistani 
partnership. End comment. 
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Government of Pakistan accepts as an international border. It 
is also an area where an administrative and legal 
vacuum--created by years of government neglect 

jihad and later Afghan civil war 

level of strict Islamization--has been filled by Islamic 
community leaders 

affiliations with former Taliban leaders 

anti-Coalition militants. (Note: For more detailed 

information on the FATA\'s problems 


3. (C//NF) When these factors are combined 

current operating environment in the FATA: 

--Porous borders that allow for the safe-passage and 
safe-haven of militants; 

--Rudimentary systems to promote law and order; 
--Agencies susceptible to control by radicalized militants 
and clerics; 

--Low levels of education 

--Agency-level administrators with little influence or power 
with the tribes or central government; 

--Separate and unequal judicial and political systems; 
--Tribesmen hostile to non-tribal foreigners 

Pakistanis 

--Substantial Pak Army and Frontier Corps presence taking 
heavy casualties; 


ready been approached by Smer Chairman Robert Fico about serving as FM in a Smer-led governrr 


ае! Chemidlin and three Sierra Leoneans held on charges of conspiracy and treason for taking photc 


t prospects for normalization of his organization\'s status. The 87 year-old monk said that he remains 
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--Deteriorating security and increasing radicalization in two 
agencies 

--An outmoded and inept bureaucracy at the Federal and 
Provincial levels. 


GOP\'s NEW FATA STRATEGY 

4. (C//NF) The GOP has long been aware of the FATA\'s 
problems 

strategies to \"fix\" FATA. Many of these have centered around 
military stabilization 
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promises for increased development funding that have not gone 
far. Faced with the reality of an increasingly unstable and 
radicalized FATA (particularly North Waziristan) 

military casualties 

to the FATA\'s neighboring frontier regions 

Musharraf has become re-energized on finding a permanent 
solution to the FATA. This past winter 

Minister Aziz appointed former FATA Chief Secretary Sahibzada 
Imtiaz as the Prime Minister\'s Advisor on FATA 

with drafting a new political/administrative strategy for the 

FATA (ref B) . They also appointed Jehangir Tehreen to draft 

a strategy on jump-starting economic development and activity 
in the FATA (ref C). Not to be left out 

also re-iterated its integrated strategy (ref D). 


5. (S//NF) Together 
concert--a three-pronged strategy that calls for: 


-- POLITICAL/ADMINISTRATIVE STRATEGY (Ref B and Septel) 
A. Anew 


B. Centralized decision making by the NWFP Governor (and 
unofficially the PM and President) (Note: The GOP officially 
appointed a new NWFP Governor--General (Ret.) Orakzai--on May 
22 

Governor would be more capable of getting cooperation and 
implementing changes (Ref D) End Note.); 


C. Integrated 
decision making at the FATA Secretariat; 


D. Strengthened powers for each Agency\'s local administrator 
(the Political Agent); 


-- DEVELOPMENT STRATEGY (Ref C) 


'eputy Foreign Minister was part of a \ 


'eputy Foreign Minister was part of a \ 


TSIDE U.S. GOVERNMENT CHANNELS. NOT FOR INTERNET PUBLICATION. SUMMARY/COMI 


ELHI 6596 Classified By: Charge Robert Blake, Jr. for Reasons 1.4 (B, D) 1. (U) This is an Action R 
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A. Creating a new Frontier Development Company (FDC) to 
oversee FATA development 
setup; 


B. Earmarking up to $600 million development funds over 5 
years for development in the FATA ($150 million for 2006) in 
a Border Areas Development Program that is run by the FDC; 


C. Asking the ADB and World Bank to draft a needs assessment 
for FATA by June 2006; 


D. Increasing capacity to utilize allocated funds for FATA at 
present only 65-75 percent of funds are spent); 


E. Developing a road network to benefit tribes; and 


F. Drawing up a $150 million five-year \"mini-Marshall Plan\" 
to boost economic activity through: Reconstruction 
opportunity zones; agriculture and livestock management 
projects; 100 small dams; vocational technical institutes to 
train the workforce; community water schemes; increased 
spending on education and health; and development of the 
marble industry. 


-- MILITARY STRATEGY 


The Pakistan Army\'s FATA military strategy--articulated at 

the May 1-5 DCG meetings in Washington--aims to \"Pursue the 
elimination of terrorists and deny the use of Pakistani 

territory for miscreant activity through the articulation of 

military 

mil will: 


A. Seal the border with Afghanistan effectively through 
-troop saturation 

-reinforce bases 

-increased number of border check points 
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-40-50 mobile checkpoints 
-strikes 
forces and the Special Operations Task Force; 


B. Conduct close cordination with ODRP 
NATO/ISAF and tri-lateral intelligence agencies through 


liaison and mutual visits; 


C. Modify operational techniques to emphasize reliance on 


5 of President Thabo Mbeki, according to noted political analyst Aubrey Matshiqi. Party deputy presk 
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special forces to strike \"miscreants\" at short notice; 


D. Double the size of the Frontier Corps and enhance 
political administration (helping to build stronger political 
agents 

and political tiers; 


F. Enhance integration of Frontier Corps and Khasdar forces 
giving them greater role in maintaing law and order and 
preventing cross-border infiltrations; and 


G. Contribute to economic development to reward tribes that 
cooperate and increase inter-tribal alliances. 


CONSTRAINTS TO FURTHER 

6. (C//NF) The far-reaching civilian (development and 
political) prong of GOP\'s counter-terrorism/FATA 
normalization strategies has been hindered by domestic 
political attitudes 

in absorptive and administrative capacity 

problems. A revolving series of NWFP Governors 
Agents 

Corporation 

administration have so far failed at the task of establishing 
better control and faster development. Clashes in 
personality 

along with the Corps Commander and FC leadership) 
strategy (agreement with Musharraf's grand vision) have 
hamstrung each successive effort. 


7. (SBU) To succeed 
must also overcome a myriad of constraints and political 
hurdles 


A. ADMINISTRATIVE CONSTRAINTS 
-- Absorptive Capacity 

-- Lack of Effective Administrators 

-- Administrative Mindset 


B. REDLINES FOR TRIBAL CHIEFS 

-- US/Foreign Presence for Development 
-- Bigger PAK Army Footprint in FATA 

-- Resistance to Elected Local Government 
-- Resistance to Political Party Activity 


C. OTHER RISKS 

-- Tribal demand for pullout of troops 

-- Tribal demand for negotiation with militants 

-- Tribal demands to Remove Political Agents (Note: President 
Musharraf has said that this is not an option at this time. 


ЛҒА International Organizations Department Officer Guo Xuejun told Poloff on May 23. Hu said Chin: 


5. Al-Maani confirmed that MFA SIPDIS U/S Sayyid Badr al-Busaidy will represent Oman at the NAM 
ect, but this event has renewed controversy over the sound business sense behind the deal. Those c 


Column 3 
End note.) 


8. (C//NF) The military prong of the GOP\'s 
counter-terrorism/FATA normalization strategy faces its own 
series of constraints--mainly the GOP\'s careful balance of 
political priorities 

MusharrafVs need to maintain popular support for his 
civil-military government. President Musharraf\'s carefully 
constructed ruling coalition enjoys the tenuous support of 
several political parties who have made announced that they 
will not support a larger GOP military deployment in the FATA 
or US military operations in the FATA (particularly air raids 
and operations) without express prior coordination. 
Mainstream and Islamist political parties also remain 
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intolerant of civilian casualties and collateral damage 

well as the specter of targeting popular madrassas and 
mosques. Tribal leaders share this national intolerance of a 
larger footprint 

resist a significant foreign/US footprint for development 
Work 

are also likely to resist larger political changes 

inviting political party activity into the FATA or 

integrating the FATA into NWFP. 


COMMENT 

9. (C//NF) The success of the GOP\'s newly articulated 
political 

and develop the FATA hinges on political will 

support 

and international support are also critical. Past FATA 
strategies were derailed by ineffective management and 
MusharrafVs political balancing act 

GOP\'s political and military flexibility. This time around 
Musharraf 

secretariat 


SIPDIS 

hard fight. The questions are now whether the new NWFP 
governor can get the job done 

the tribes will accept this new course of action. 
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(originally launched in 2002 as an integrated political 
military 

2005. As articulated by the DGMO 


AND POL PARIS ALSO FOR POL ROME FOR MFO Ε.Ο. 12958: N/A TAGS: IS, KMDR, MEDIA RE/ 


ngratulating themselves for having successfully maneuvered major opposition society Al Wifaq into d 
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military operations are to V'pursue and eliminate terrorists 
deny safehaven 

military has stationed approximately 35 

and 14 

the roughly 28 

Balochistan when they say there are 80 

along the border. End note.) They have also established 227 
border posts 

infantry battalions of Quick Reaction Forces (QRFs) (2 in 
South Waziristan and 3 in North Waziristan). 


4. (S) The 39 operations conducted to date have had varying 
degrees of success 

mistakes. Overall 

militants and the death of 324 (including 76 foreign 

fighters) 

to the Embassy. In January 2006 

admitted to US military counterparts that their 
tactics--repetetive cordon and search operations--were not 
working and that improperly integrated operations and 
intelligence and equipment/training shortfalls resulted in 
several failed operations in late 2005. Pak mil is now 
attempting to rectify this situation 

reported a few successes of late. Raids in January 2006 led 
to the apprehension of 13 and the death of 14 \"foreign 
miscreants 

spokesmen announced the probable capture or killing of two 
high value targets in separate operations: 


--Muhsin Musa Matawai 
involvement in the 1998 East African Embassy bombings 
captured during a raid in North Waziristan 


--Marwan Hadid-al Suri 
attacks on Pakistani forces and US forces in Eastern 
Afghanistan 


Waziristan: From Bad to Worse in 60 Days 
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5. (C) Despite unprecedented troop and patrol levels 

military\'s control over law and order South Waziristan 

remains weak. Militants in South Waziristan--which has been 
unstable since troops first entered in 2004--continue to 

harbor foreign fighters 

anyone perceived to be \"pro-government.\" Over the past year 
150 pro-government tribesmen (maliks 

have been targeted and killed in South Waziristan (Ref A). 


ıental Affairs, DOD; LTC Kurt Vogel, US Air Force; Captain Ernest Barringer, US Air Force; Mr. Eddie 
¡OC terminated its membership, but as a N 


: Embassy requests Department assistance to follow up on several pending export license requests | 
RY. During a recent meeting Abu Al-Basri, Islamic Da\'wa Party Chief of Babil Province, offered Provir 


refuge in DublinVs historic St. Patrick\'s Cathedral in a bid to strengthen their asylum cases. (None ac 


ssion on how to stimulate counterrorism progress, stability, and political change in Pakistan\'s Federal 
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6. (C) Meanwhile 

December 2005 and early January 2006 

and remains beyond government control today (ref B). There is 
a growing popular perception--reinforced by daily press 
reporting--that the violence has reached a point beyond the 
government's ability to re-establish authority (refs В and 

D). In December 2005 and January 2006 

clerics--calling themselves Taliban or students of the 
QuVran--launched a \"law and order" campaign aimed at driving 
out the military and imposing their own brand of security in 

the region (Ref C). Journalists and government officials 
indicate that the clerics--linked to anti-coalition militants 

in Afghanistan--have played up collateral civilian casualties 
and played on the weakness of the political administration 

and tribal leaders to gain public sympathy. Today 

journalists say the militant clerics have a following of 1500 

able to launch daily ambushes 

military patrols and installations in North Waziristan 

relegating many troops to their barracks. Since August 2005 
56 soldiers in North Waziristan have been killed. 


Comment 

7. (S) The absence until now of a comprehensive effort to 
establish strong and responsive political control 

order 

successes the GOP can count from Operation ΑΙ Mizan. We have 
pressed this point repeatedly with the Pakistani leadership 
and in January 

major policy overhaul in the tribal areas. The governmetn\'s 
mid-May revelation of a new strategy for the FATA (ref A) is 
potentially a major step forward 

its implementation. 
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Awami League) and the media with misrepresenting his actions 
to spread chaos and undermine elections. Despite calls for 
him to resign 

Summary. 


2. (SBU) On May 23 

Supreme Court unanimously rejected Chief Election 
Commissioner AzizVs appeal against a January 4 High Court 
directive to update the voter list prepared in the year 2000 
instead of creating a brand new one. Also on May 23 

Court panel asked Aziz to explain why he should not be 
charged with contempt proceedings for defying the earlier 
order on the voter list -- a stunning rebuke for a serving 

High Court justice. 


Y a delegation from the Washington-based Council on American Islamic Relations (CAIR). 2. (SBU) 


diolakos to lift the caveats that prevented Greek troops taking part in ISAF from deploying beyond Kal 
5 May 24. Leskevicius told us that on May 15 the MFA had recommended that the GOL contribute 5C 
airfield. Leskevicius said that this is an important issue for all ISAF coalition partners, and that Lithue 
ated in the violence that injured approximately 100 persons, few if any seriously. The ruling BNP blai 


ym Hamas, they would probably not turn towards Fatah unless Fatah undergoes a significant ideologi 


an people turn away from Hamas, they would probably not turn towards Fatah unless Fatah undergoe 
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3. (SBU) The controversy over the voter list arose when two 
now-retired AL-appointed Election Commissioners objected to 
Aziz\'s decision to prepare a new list for the upcoming 
election in accordance with long-standing Bangladeshi 
practice. They argued that 

law actually provided only for updating an existing list. 

When Aziz proceeded with his plan 

opposition Awami League filed a High Court writ challenging 
his action 

existing list. 


4. (C) Eminent lawyer Kamal Hussein 

legal team 

he said was the Supreme Court\'s V'clear cut\" ruling in favor 

of a revised list. He had feared 

that would be subjected to conflicting interpretation and 

delay. Hussein stated his primary objective in going to 

court was to expose Aziz\'s \"partisanship\" and V'incompetence V 
since the list itself was unlikely to decide who won or lost 

the election 


5. (C) Attorney General A.J. Mohammed Ali played it 
differently. He told us that although the Appellate Panel 
rejected the CEC\'s appeal 

Court observations 

needed to reach the right conclusions. Election Commissioner 
Zakaria told us that the EC could not comment on the ruling 
until it received the written judgment. 


6. (C) On May 25 

previously scheduled introductory meeting 

constitutional obligation to implement the May 23 ruling and 
that he would do so without equivocation. The EC 

will follow the written judgment \"word for word" once it is 
received from the court 

end of the day. In the interim 

to press reports) stopped working on a new list to honor the 
spirit of the judgment. Aziz claimed he had made the same 
pledge to the press yesterday but that they had declined to 
report it 

him publicly. Aziz estimated it would take three months to 
revise the list. 


7. (C) Aziz defended his voter list 

voters was only 22.4 percent while the 2000 list prepared 
under the AL government showed a 33.93 percent jump. As 
justification for a brand new list 

survey indicating 6.4 million \"fake\" voters and an EU letter 
in the year 2000 identifying 13 million \"fake\" voters in the 
then-new list. Ambassador pointed out that in percentage 


sh counterparts in a joint demarche urging the GOC to accede to the Proliferation Security Initiative ( 


зсгаї party and a government spokesman under former President Lagos (2000-02), lived іп Venezuel 


by A/SYG for peacekeeping, Hedi Annabi. During the 90 minute meeting Brahimi sought USG views t 
onths of surveillance. The action, Swiss government sources (protect) told Embassy officers, was ta 


| Jazeera Network (АУМ) and Managing Director of the Arabic Al Jazeera TV channel. Khanfar told tr 


ons 1.4(b) and (α). 1. (C) In a May 23 discussion with ConGenOff at a reception sponsored by Post, 


nited States of America and, with reference to the Embassy\'s Note No. 057/06 of 10 April 2006, has 


ssam provided no substantive response, and Post does not expect that a public statement will be ma 
ıes. On Iraq there was general consensus that if the UN Security Council extends the multinational fc 


3a Tamil cleric from Jaffna and a Sinhalese Buddhist Cabinet Minister shared with poloff their asses: 
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terms 

those discrepancies appeared to stem from migration and 
duplication 


8. (C) According to Aziz 

the media 

seeks to discredit all institutions involved with the 

electoral process. He sought unspecified USG support several 
times for Bangladeshi democracy 

EC itself has the resources and authority to exercise its 
mandate successfully. 


9. (C) Asked to comment on the AL\'s proposed electoral 
reforms 

ordinances issued during the end of the last AL government 
but quickly revoked under pressure from \"a certain party\" 
that would have disqualified parliamentary candidates for 
gross campaign irregularities and if they were slapped with a 
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contempt of court finding. He also proposed giving political 
parties equal television time in exchange for limiting the 
scope of allowable local campaign activities 

processions and advertising 

realistic campaign spending limits. 


10. (C) Comment: Aziz has been humbled by the twin court 
actions charging him with contempt and repudiating his 
interpretation of the law 

million in taka the EC reportedly spent to devise a new list 
was wasted. Nevertheless 

step back from his public assertions earlier this week that 
he would not resign. Whether Aziz can ride out calls key 
newspapers for him to quit is unclear 

readiness to implement the Supreme Court ruling might bring 
him some relief. In a subsequent courtesy call with 
Ambassador 

judgment would not be ready by today 

court goes into recess tomorrow for 15 days 

may persist about what the EC intends to do. 


11. (C) However 

the AL 

credibility of the electoral process 

that is presumably more AL friendly than anything it is 
likely to get now 

Bangladesh has always created brand new voter lists 
effective media outreach might have mitigated the 
controversy 


sedonian embassy in Bishkek. However, Spirodonovski said the MFA would instruct Macedonian rep 
ate for a GA resolution that would demand the Security Council recommend more than one candidat 


x was 77 to 0 in favor with 4 abstentions. The Compact was signed in Washington on March 27 by M 


xdullah Rashid al-Noaimi who noted FonMin Sheikh Abdullah bin Zayed al-Nahyan (AbZ)Vs congratul: 


, Moriera said the EU and OSCE messages urging restraint were probably sufficient given the sensiti 


d the Serbia and Montenegro ambassador Darko Uskokovic that Italy wants to become Montenegro\' 


1 By: Acting Consul General Hector Morales, for reasons 1.4 (b) and (d). FROM THE EASTERN PR 


he UN Security Council (UNSC) оп May 19 that while 2005 was a VlostV year in terms of peace and re 
sited Montevideo on Мау 18 to discuss Summit of the Americas follow-up, the June OAS General Ав: 


Column 3 

complaints about actions from a \"powerful\" section reflects a 
clear anti-AL bias 

local campaign activities would disproportionately affect the 
party with the superior grassroots organization 

happens to be the AL. 
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desirable that you should be firm but humane 

efficient 

forces to ensure \"zero tolerance\" for custodial killings. 
The PM announced that the roundtable would meet again 
he would speak with anyone who renounced violence 
hoped the Hurriyat would come back to the table 

the formation of five subgroups to examine autonomy 
Delhi-Srinagar relations 

difficult issues. Meanwhile 

irrelevance to Kashmiri political dynamics 

the papers that they spent the day tidying up their houses 
although the PM graciously left the door to dialogue open 
despite their abrupt last-minute refusal to meet him 
(reftel). Our Hurriyat contacts acknowledged privately that 
the PM\'s human rights message had been positive. End Summary. 


KASHMIRIS 


2. (C) The Prime Minister visited Srinagar May 24 for two 
days of talks with leading representatives of the people of 
Jammu and Kashmir (J&K). At a roundtable conference on the 
future of the state 

elected Members of Paliament from Congress 

Conference 

PDF 

Kargil residents 

Ladakhis and the BJP stayed away 

of the All Party Hurriyat Conference (APHC). Pressing ahead 
despite the absence of the moderate separatists (reftel) 

PM announced plans to establish five subgroups within the 
roundtable to focus on security 

governance 

and ways to bring the people on both sides of the Line of 
Control closer. He also announced that the roundtable would 
meet again 

hoped they would come back to the table 

message to groups like Hizb-ul-Mujahideen who have signaled 
an increasing unease with violence perpetrated by 
Lashkar-e-Tayiba and Jaish-e-Muhamed 

anyone who renounced violence. 


? race for second place. According to the poll, Uribe continues to hold steady in the mid-50 percent r: 


nd Simone Scholze (Ethics of Science). They discussed a number of ethics issues currently being w 


je d'Affaires Gene А. Cretz; Reasons 1.4 (В апа D). 1. (С) On May 23, the Charge asked Foreign M 


ments with the non-Russian members of the organization would be a priority; it would be important to 


KDEM, AF SUBJECT: PARLIAMENT APPROVES ONLY TWO SUPREME COURT JUSTICES REF 
i. The Turkish pilot was rescued after ejecting from his aircraft. The Greek Defense Ministry said the 


Column 3 
READ MY LIPS: NO HUMAN RIGHTS ABUSES 


3. (C) The headline from day one of the deliberations was the 
Prime Minister\'s declaration following a briefing by security 
forces that there should be \"zero tolerance\" for custodial 
killings. Following the security meeting 

security forces their walking orders: \"Be firm but humane 
effective and efficient 

Long-time Kashmir watcher Radha Kumar of Delhi Policy Group 
told D/PolCouns that it came as an astounding surprise for 
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her to see a Prime Minister of India speak so bluntly to 

security forces about the need to respect human rights -- 

“ғала in Kashmir 

statement would have been \"hard to imagine" coming from any 
past Indian PM. 


TEN INNOCENTS MURDERED 


4. (C) The Prime Minister's human rights message was lost on 
terrorists 

Rajouri near Punch even as he met with the roundtable May 25. 
The attack follows a wave of five grenade-throwing incidents 
May 24 in Srinagar that injured several at locations around 
town despite the security cordon. Security in Srinagar was 

So air-tight that tourists complained of ruined vacations and 

our contacts said they could not even go out their gates. 
Recognizing the disruption his presence was causing 
announced that he would return to Delhi a day early following 

a four p.m. press conference May 25. 


THE HURRIYAT RE-ARRANGES ITS SOCK DRAWERS 


5. (C) In a move widely regarded by Delhi observers and 
newspapers commentators as disastrous for their standing 
Hurriyat stuck with their announcement to boycott the 
roundtable 

still welcome dialogue with them. With all of Srinagar under 
an unprecedented security clamp-down that frustrated tourists 
and amounted essentially to a curfew 

told newspapers that they puttered in their gardens 

Pakistan beat West Indies in cricket (a subtle pro-Pak dig at 
India\'s recent loss to Windies) 


AND WHO NEEDS VEM 


zeneral Lekhanye (Secretary General of BNP) called Ambassador for an N 


D). 1. (C) SUMMARY: President Kirchner recently gave extensive newspaper interviews that likely p 


adia and contacts. A Syrian military court issued a summons for Jumblatt оп May 3 for N 


nd in educating the Iraqi public about human rights more generally. She explained that the ministry s 


Column 3 


6. (C) Press headlines such as Why do we tolerate the 
Hurriyat?\" appeared in Indian media 

the Hurriyat had shown \"contempt\" for a PM who had done more 
than any to lift them ир and give them a forum for meaningful 
exchange with Delhi. Yusuf Jameel of \"Asian Age\" newspaper 
said the PM had not boxed in the Hurriyat nor did he 

embarrass them even though they had been churlish. Despite 
their feigned indifference 

Ghani Bhat told us by telephone from Srinagar that the PM\'s 
human rights message had been \"all positive\" and hinted that 
the Hurriyat would go back to dialogue with the PM oncethe 
roundtable ended. Bilal Lone was skeptical about the human 
rights promises unless India really delivers. Naeem Khan 

said the PM\'s words \"generated hope amongst the people." 


COMMENT: LECTURE THE TERRORISTS ON HUMAN RIGHTS 


7. (C) Kashmiris for decades have labeled India a violent 
oppressor and lauded separatists of every stripe as 
liberators. It is highly ironic 

Prime Minister of India call for human rights and zero 
tolerance for custodial killings even as terrorists kill ten 
Kashmiris to send a nihilistic message rejecting his dialogue 
process. Our Kashmiri contacts are beginning to wonder why 
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the Indians are preaching restraint when some separatists 
continue to indulge in violence. Meanwhile 

self-appointed political leaders are nursing wounds of a 
different kind after slamming the door on the one Indian 
leader who sincerely wants to hear their views. As usual in 
Kashmir 

the GOI dishes out. END COMMENT. 
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and puts many of Bosnia\'s pensioners on a par with people in 
the poorest countries in the developing world. 


UNEQUAL TREATMENT 


4. Benefits vary widely between the entities and within the 
Federation. Some of the more affluent Cantons within the 
Federation are able to offer additional benefits to the most 
vulnerable pensioners. In Sarajevo Canton 

pensioners with incomes less than $118 (180 KM/month) (the 


те inauguration of President Rene Preval. Franco had just returned from Haiti where he attended the 


ontinued іп Gaza May 23-24. In Ramallah, a May 24 IDF arrest operation targeting a PIJ activist res 


endation (reftel) to lift Authorized Departure on May 31. End Summary. 2. (U) U.S. Embassy conven 
ng financial assistance to Al-Quds University as ameans of assisting the Palestinian people. The Απ 
on Iran and its nuclear aspirations. Al-Jarallah appreciated the non-paper, explaining that he would la 
Jesk Action Officer in charge of ISAF affairs. Blaurock was very supportive of the request and under! 
eptember and seated in December 2005 are major achievements. Significant challenges remain hov 
ranian students in the city of Tabriz, killing at least ten. A flurry of Azerbaijani press reports has fannec 


ince SRSG Jessen-Petersen extended the controversial protection zone around Decani Monastery, rt 


stressed that UkraineVs next prime minister should be a politically independent technocrat -- not a p: 
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minimum pension in the Federation) receive a $33 (50 
KM/month) subsidy for winter heating costs. In Sarajevo 
Canton 

population receive some kind of social assistance 

free public transportation 

nursing care or are on the client list of NGO-run soup 
kitchens 

the city of Mostar 

KM/month) are eligible for free public transportation. 
However 

on their pension payments. 


THE IMPACT OF VAT 


5. Since the introduction of VAT in January 2006 

economic situation of pensioners has worsened. According to 
the Federation Association of Pensioners 

have gone up at least 30 percent 

large portion of their incomes on medications 

covered by public health insurance. By the AssociationVs 
estimate 

now reduced to 66 cents (1 KM/day) 

cover food 

transportation. One positive development in the Federation is 
that the Federation Pension Fund is currently making payments 
to wipe out past unpaid benefits dating back to 2000. 

However 

owes pensioners back payments from 1991-August 1998 

of some $4.5-$5.2 million (700-800 million KM). The 
Federation has also implemented one limited element of its 
proposed VAT mitigation program (designed to lessen the 
impact of VAT on BiH\'s poor) by increasing pensions by $6 (10 
KM/month). Since the RS instituted its VAT mitigation program 
in April 2006 

than $164 (250 KM/month) are getting subsidies of an 
additional $6-10 (10-15 KM/month). In the RS 

percent of the mitigation funds are allocated to pensioners 
through the entity Ministry of Labor and Veterans Affairs. In 
the Federation 
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the ten Cantonal Ministries of Social Welfare. Although these 
Ministries received a forty percent budget increase in 2006 
their policies are so poorly targeted that much of the 
assistance is not reaching the neediest beneficiaries. 


AN UNTAPPED POLITICAL FORCE? 


6. As in many other countries 


served that the current Ukrainian government had been interested in making \ 


ncouraged Kuwait to transmit the GOKVs formal response endorsing the Proliferation Security Initiativ 
Egyptian constitution to permit multi-candidate presidential elections, marred at the time by police айг 


sommission (CITEL) Meeting. Per Reftel no Embassy assistance has been requested. When depar 
or Party (PvdA) of Wouter Bos. In a rare meeting with Ambassador Arnall on May 16, Marijnissen an 


3 and Information Exchange Unit (TAIEX) will begin work immediately and could send a permanent οἱ 
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greater numbers than younger citizens. Although some are 
politically conservative and vote along ethnic-nationalist 

lines 

would be responsive to issue-based campaigns that focus on 
the topics that are most critical to them: social benefits 

and health care. The RS and Federation Associations of 
Pensioners are members of the NGO coalition Citizens\' 
Organization for Democracy (GROZD) 

Center for Civic Initiatives (ССІ). GROZD members represent а 
wide spectrum of the Bosnian population in addition to 
pensioners 

farmers. GROZD is organizing a conference in Sarajevo on May 
24 to develop a citizensV platform for the October 2006 

general elections 

parties should focus during the campaign period. 


COMMENT 


7. Because pension and health insurance funds are 
administered at the entity level 

have often seen their interests as competing rather than 
complementary. One example: Pensions owed by one entity to 
internally displaced persons (IDPs) living in the other 
entity divided pensioners 

from \"their\" fund. However 

participation of the entity pensioners\' associations in the 
development of a common citizens\' platform. Given the 
pensionersY numbers and record high turnout in past 
elections 

outreach to pensioners on issues of health care and social 
benefits in the run-up to OctoberVs general elections. 
MCELHANEY 
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The group 

alleged pressure from the Presidential administration 
is likely to remain loyal to the Government. 


2. (SBU) Six members of this group were elected into 
the National Assembly through the Orinats Yerkir party 
list; they did not 

after leaving the party. (Note: Parliamentary bylaws 
contain no mechanism to force someone who leaves a 
party (and was elected via the party list) to give up 

his seat 

individual conscience to comply with the intent of the 
rules. End Note.) Due to this gap in the rules 

OY faction (now down to nine members) will no longer 
control all twelve seats it won from the party list in 
2003. 

EVANS 


lesignated Jewish seat, Morris Motamed (please protect), discussed the current situation for Jews in 


of 2006 production breaks down as follows: January 2.31 тра February 2.28 mbd March 2.04 тра 
3ETWEEN FDTLAND DISSIDENT FORCES UPDATE ON DISSIDENT LEADERS POLICE UPDATE 


ai. Aurelia Bouchez, the MFA\'s DAS-equivalent for Russia and the former Soviet space, told poloff tl 
;eph Rees, Ambassador, U.S. Embassy Dili, Department of State. REASON: 1.4 (b), (4) Classified | 


meeting of Embassy Dili\'s EAC to review the Embassy\'s contingency planning in light of the deterior 


ita. Polcouns followed up with Bourita on May 24. Bourita told Polcouns that the GOM was supportiv 


ommission was first proposed in \ 


за by the Serbian Democratic Party (SDS) and Serb Radical Party - Dr. Vojislav Seselj. Pavlovic, wh« 
Embassy Secretary Frederic Labarrere delivered to Acting PolCouns May 23 a diplomatic note (inforı 


no Embassy of New Zealand or Australia in Morocco. Polcouns left behind non-papers with Bourita. 
)SOC Vice President for the GRULAC Group, indicated he would continue to convene two such sess 
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the stage for а downward correction. Compared to other 
emerging markets 

growing current account deficit 

short-term portfolio investment 

vulnerability. Driven by booming financial inflows 

were clear signs of bubble-like behavior in everything from 
real estate prices to stocks and government bonds. Credit 
Suisse Economist Berna Beyazitoglu\'s comment to us -- that 
she had run out of different ways to tell investors the 

Turkish markets were overpriced -- was representative of the 
warning notes sounded by market analysts. 


4. (C) The sell-off coincided with a dramatic increase in 
domestic political tensions between PM Erdogan\'s pro-Islam 
Justice and Development Party (AKP) Government and the 
secularist establishment 

Views are mixed 

political uncertainty played in the sell-off. While Economy 
Minister Babacan blamed the market drop entirely on global 
factors 

meeting with the Ambassador 

Yilmaz agreed with what is also the market consensus that the 
main driver was the drying up of global liquidity 

the sell-off would not have been as severe without local 
factors. MarketsY and the business community\'s main concerns 
are over how political instability could affect the AKP 
Governments ability to continue the market- and EU-friendly 
economic reforms opposed by the statist 
political-judicial-military establishment. President Sezer\'s 
recent veto of Social Security reform legislation and the 
virulent opposition to recent privatizations heightened this 
concern. 


5. (C) Still 

Many note that statist-Islamist tensions are of long standing 

and should not mask the fundamental improvements in Turkey\'s 
macroeconomic situation. After the turbulent 1990Vs and the 
harsh 2001 crisis 

of political stability under a one-party government 

economic policies 

profitability. Increased political tensions raise the 


iadinejadVs request to transfer Iranian government money into private accounts inside and out of the 


) SUMMARY: -------- 1. (S) Conflicting reports about the U.S.-led forces (CJSOTF) attack the eveni 


and was looking for Embassy support. He said, however, the Sunni street was very angry that Baya 


J.S. access. MFA Senior Advisor for Central Asia Tanja Roling told Polmiloff May 24 that the Dutch V 


resident of the party he founded, the Alliance for the Future of Kosovo (ААК), during the party's May 


nter-SLA Fighting Reported in Birmaza -- Charge Discuss UN Deployment with Brahimi -- Mudawi To 
ΕΙ spokesman Dieudonne Mirimo said that by May 22, 19,783 potential candidates had requested rex 
issification to 1.4 b & d 1. (SBU) Summary: The Congress of Young Patriots (COJEP), the leading fac 
By: Ambassador Niels Marquardt, for reasons 1.4 (b) and (d). ------- Summary ------- 1. (С) In its 46 
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possibility of early elections that could bring a 
market-unfriendly party such as the nationalist MHP into a 
weak coalition government and even the possibility of some 
sort of confrontation with military. Perhaps most negatively 
for business people 

Turkey\'s EU accession process 

a powerful modernizing and stabilizing force. 

6. (C) Big Turkish corporations 

are also heavily exposed to the exchange rate fall 
borrowed in foreign exchange to finance their recent growth 
without taking advantage of hedging tools. Big business 
leaders -- telling us privately they don\'t want to roil the 
waters -- have been relatively quiet in their public 
statements since the May 17 shooting. Leading executives 
seem hesitant to say anything that might contribute to a 
perception of panic or crisis and reluctant to speculate 
about what they characterize as an \"extremely serious 
opaque\" political situation. 


7. (C) With no domestic political fix apparent 

markets entering a new stage less friendly to countries like 
Turkey 

accession process 

over the short term as political and market tensions 

reinforce each other in what could be a downward spiral. 
However 

reforms Turkey has made since 2001 

exchange rate 

debt reduction 

volatility to spill over into the real economy. If Turkish 
leaders are able to prevail against their populist instincts 

and maintain strong fiscal and monetary policies 

chance the damage of recent weeks can be contained. This 
however 

play a supportive role with messages that encourage Turkish 
leaders to remain calm and balanced during a turbulent period. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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and attractive." Disli asked about U.S. reaction to the plan 
and Schaefer reportedly told him it enjoyed U.S. approval. 
Disli assured Schaefer that 

with Ahmadinejad in Baku and Bali 


part of the country. The lack of an adequate transportation infrastructure makes delivering voting ma 


June 29 parliamentary elections. Though candidate registration begins officially May 25, many prosr 


'ican of Trinidadian origin, Dr. Flanagan captivated Kuwaiti audiences with readings of timeless poetry 
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the U.S./EU-3 message on Iran but had delivered it with full 
force. He said that Erdogan remained concerned that either 
Iran or the U.S. could seek to escalate the conflict and that 
Erdogan wants a meeting with President Bush in Washington to 
convey his concerns. 


4. (C) According to the Germans 

that the Iranian regime is totally focused on the U.S. and is 
using the nuclear issue to solidify domestic support. The 
Iranians cannot make concessions as they believe any 
compromise will be followed by additional Western demands. 
Akgunay said Larijani was extremely critical of the EU during 
his April visit to Ankara 

Iran. Akgunay told the Germans the Iranians must not succeed 
in their attempt to divide the international community 
particularly the Islamic countries from the West. 


5. (C) Akgunay reportedly told Schaefer that the GOT is 
convinced the Ігапіапѕ want a nuclear weapon 

perceive they are now surrounded by U.S. allies 

that the GOT views this as a serious threat to Turkey. 
Meanwhile 

to expand their influence throughout the region as never 
before. The Turks see no viable military solution but 

believe engagement with Iran and finding a means for Iran to 
save face is the only reasonable strategy. 


6. (C) Akgunay suggested to Schaefer that the GOT is not/not 
confident the U.S. will listen to the advice of its allies 

and avoid a military confrontation. PolCouns Barth said the 
German side came away with the impression that the GOT would 
like to see direct U.S.-Iran talks on the nuclear issue. The 
Turkish side told them it has no ambition to take on a 

mediating role in the dispute. 


7. (C) In discussions on the aucasus 

Schaefer that Turkey would continue to encourage Russian 
helpfulness in dealing with Abkhazia 

Nagorno-Karabakh. Schaefer reportedly took the opportunity 
to press Akgunay to consider opening its border with Armenia 
as an incentive for Armenian agreement to an N-K settlement. 
Akgunay responded that an N-K settlement would facilitate 
negotiations on opening the border but that normalization of 
Turkish-Armenian relations depends on progress on bilateral 
issues. 


Alternatives to Bolivian Gas REFS: A) LAPAZ 1316 and previous B) BRASILIA 888 and previous 


ty that would have a chilling effect on FTA talks. Carrion defended the decision as the application of E 


. LACKS SPARK REF: HARARE 08 Classified Ву: CDA Eric T. Schultz under Section 1.4 b/d ------- ' 


iphic information. The pending results for the Verrettes district (circonscription), Artibonite Departmeı 


of Cabinet at the Ministry of Foreign Affairs. Ndiaye said that the Non-Aligned Movement (NAM) is d 
\\'s press release reached appropriate media in Kuwait. (Note: This is, to our knowledge, the first Ц. 


Iran, and Germany -- who visited Kuwait May 20 - 22. All were in the region to discuss bilateral issue 
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Kosovo 
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8. (C) Eastern Europe Department Head Hasan Asan reportedly 
told Schaefer that Turkey expects independence for Kosovo but 
is concerned about the effect on Serbia 

the Montenegrin independence vote. In this light 

views direct Pristina-Belgrade talks as positive. With 

Kosovo\'s ethnic Turk minority in mind 

hopes the Kosovo constitution will acknowledge Kosovo\'s 
multiethnic character. PolCouns Barth told us that 

separate conversation 

regional stability would be best served if an independent 
Kosovo is not permitted an army and UN membership in the 
short term. 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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Zahar pressed the Arab League to release donated funds to the 
PA 

initiative as a basis for next steps in the peace process. 


3. (U) Following their meeting 

joint press conference in which Zahar responded to Egyptian 
Interior Ministry accusations of the previous day asserting 
Palestinian involvement in the recent triple bombing in the 

Sinai resort of Dahab. Zahar denied any involvement in the 
Dahab bombings by Hamas or the Palestinian Islamic Jihad 
(PIJ). According to the Egyptian MOIVs statement 

Egyptians involved in the attacks reportedly met with 

extremists in Gaza and received money and explosives training. 
RICCIARDONE 
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speculation.\" Hondutel may also be looking to find a 

partner to develop its own mobile service. Post requests 
Washington-based agencies views on whether the proposed 
award of a new cell phone concession must be open and 
competitive under CAFTA rules. END SUMMARY. 


ident Preval\'s nomination of Jacques Edouard Alexis today, May 24. Most observers expect a vote с 


meeting in Santo Domingo. Ambassador Maisto also took the opportunity to strongly emphasize the | 


BU) SUMMARY. The new Kosovo government, formed in March after the death of President Ibrahim 


nain goals of the Ministry of Labor (MOL): combating child labor, tripartite dialogue, modernization of 


, that would have amended the regulatory framework governing international express mail deliveries. 
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3. (U) As reported in reftel 

(telecommunications framework law) has been drafted and 
submitted to the Honduran Congress for formal introduction. 
The law was originally 120 articles long but was shortened 
to 80 articles for quicker comprehension by the largely 
freshman Congress. Atthe same time Hondutel 
telecommunications company 

the Ley Marco to the Congress 

competitive initiatives and reestablish a more \"ordered\" 
environment. The Hondutel law is strongly supported by the 
anti-globalization Bloque Popular 

issue is making common cause with the Hondutel workers union 
among others. 


4. (SBU) The shortened Ley Marco was submitted quietly to 
Congress on May 17. On the same day 

workers marched from the Presidential house to the Congress 
to present the Hondutel version. Despite the fanfare 

sources confirm that National Party congressman and 
telecommunications committee head Rodolpho Irias Navas made 
it clear to union leaders that the shortened Ley Marco would 
be the only law considered. Irias Navas encouraged the 

union to present ideas and suggestions 

\"spirit\" of the law that calls for more competition. The 
Hondutel version 

period and would delay key CAFTA-inspired initiatives 

not meet that requirement. 


5. (SBU) Hector Nunez 

(ASETEL) in the sector 

\"within the next two weeks.\" He stated that his strategy is 

to have the bill backed in Congress by President Jose Manuel 
\"Mel\" Zelaya 

passage. Nunez and several other private sector 
representatives will meet with Presidential minister Yani 
Rosenthal on May 23 to present this proposal 

that he seek Zelaya\'s backing. (Comment: On May 19 
made a speech in which he criticized past privatizations as 

a mistake -- a stance which may not bode well for courting 

his support of a bill that opens telecommunications to 

greater competition and could force Hondutel to privatize or 
at least take on a strategic partner in order to survive. 
Ambassador raised the importance of a good \"Ley Marco\" ina 
May 22 meeting with President Zelaya 

Minister with following up with Minister Rosenthal on the 
issue. End Comment.) 


will attend the Third Caribbean Environmental Forum and Exhibition in collaboration with the 12th Anr 
NEZUELAAND MERCOSUR; CASTRO 05/23/06 1. SUMMARY STATEMENT Today\'s most impor 


transnational crimes in Guyana, Post requests the formal establishment of a DEA office at Embassy 


ЩИ journalist Robert Fisk on the war in Iraq; the UN asking the US to close the Guantanamo prison; {| 
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6. (SBU) Meanwhile 

tactics to ward off competition as long as possible. 
According to аз 

Marco (a sector-wide framework) will probably not be 
presented to Congress 

specifically with Hondutel itself in its role as a 

parastatal -- reftel) has gone nowhere. This law attempted 
to restructure the former monopoly and allow the company 
broader discretion in spending 

allow it to compete in the new environment. (The company 
would not 

bids for its equipment procurements.) The proposed law was 
termed a \"poorly written disaster\" by World Bank 
representatives and former commissioners of CONATEL 
telecommunications oversight agency. 


7. (SBU) Meanwhile 

licenses awarded to \"sub-operators\" that have not 
sufficiently developed their business. These companies 
invested in Honduras in 2004 and 2005 

services under contract to Hondutel while awaiting the 
December 26 

time 

which could directly compete with Hondutel. The regulatory 
changes that would have made this possible have not been 
passed 

therefore that Hondutel's moves to cancel current contracts 
now are an attempt to reduce eventual competition once the 
market is opened. 


8. (SBU) In a meeting May 4 with EconChief and EconOff 
Hondutel second-in-command Marcelo Antonio Chimirri admitted 
that his legal department had been sending out cancellation 
letters to operators that V'were not using their permits.\" 
Chimirri claimed this was done to V'avoid speculation\" in 
permits by companies seeking to \"flip\" the permit to another 
firm for a profit. (Comment: This explanation rings false 

to Post 

of operating permits that could be approved. With an 
unlimited supply 

cannot be made to rise. Moreover 

that permits for companies that are operating are also being 
canceled 

basis for the cancellation 

the permits were being canceled because they were not being 
used. End Comment.) Per Chimirri 

contract was a requirement to notify Hondutel 

other means 

its operating permit within 30 days of its approval. 

Chimirri also stated that any company whose permit was being 


to discuss follow up to ICRC Juan Pedro Schaerer\'s recent meetings in Washington with Under Sec 
reftelB. 2. Counselor for Economic and Political Affairs, Andrew G. Chritton certifies the above state 
for Economic and Political Affairs, Andrew G. Chritton certifies the above statement. KELLY 


aftel B. 2. Counselor for Economic and Political Affairs, Andrew G. Chritton certifies the above staten 
/ 24. DOM reviewed background and talking points with Cappagli and left a copy of the draft resolutic 


ıment formation process represented an \ 


е Radio Communications Regulation Board for the period 2006- 2010 in the elections that will take рі: 
yant offices within the MFA and would also send our talking points to the Argentine ambassador in Ku 
immigration post, hosted a luncheon with USG and GOE stakeholders in regional development, inau 
Younced its intention to hold a primary to choose a single opposition candidate on July 16. As of May 
атап rights. This followed an April 22 working meeting with the MOD and military high command аш 


GALPA НО IIR 6 841 987906 Е. USDAO TEGUCIGALPA HO IIR 6 841 9882 06 G. 05 ТЕЗИС 


ТО Department Head, Zorica Bukinac Cimpersek. Cimpersek said that the MFA and MOD had sent: 


ment of Kyrgyzstan regarding use of the Manas airfield. Post will follow up to determine if any action: 
ner\'s group announced a suspension of dialogue with the GOC over lack of GOC action on an allege 


dr; United Nations, Human Rights, and Commonwealth Division, Ministry of Foreign Affairs and Trade 
ing on the Dominican Republic\'s May 16 congressional and municipal elections: 2006 Elections - A | 
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canceled could appeal the cancellation. (EconChief and 
EconOff will meet next week with one of the first companies 
to receive this letter to better understand the alleged 

legal basis behind the decision.) 


9. (SBU) Later in the meeting Chimirri 

veteran 

Hondutel pushes for a two-year non-competitive period and an 
\"ordered\" market opening 

on a spending spree to take advantage of emerging 
technologies. He echoed Hondutel President Jacobo 
Regalado\'s call to offer pay-per-view services 

confidently called for the roll-out of high speed DSL over 
Hondutel\'s aging copper phone lines \"within the next four 
months.\" Per the World Bank 

220 million over the past four years on new projects 

of which remain uncompleted. 


10. (SBU) When asked about the potential development of 
Hondutel\'s mobile capability 

realistic timeframe of nine months before service could be 
offered. He indicated that Hondutel has the license and 
equipment available to offer the service but lacks the 
necessary market acumen and funding to make the service a 
success. To that end Hondutel has publicly stated that they 
are seeking a potential partner to outsource or invest in 
Hondutel to launch a mobile service. By their own 
admission 

one more player 

companies serving a market that is currently only 1.3 

million users. Post is concerned that the GOH could award 
such a cell license to Hondutel in a non-competitive or non- 
transparent manner. Post is also concerned about reports 
that Hondutel head Regalado has suggested that the two 
existing cell phone concessions be cancelled. Post 
understands the Presidency quashed that idea 

proposal speaks to Regalado\'s view of markets. 


11. (SBU) ACTION REQUEST: FOR USTR: Post requests comment 
on the Hondutel initiative to partner or attract an investor 

to help develop its mobile service 

falls under the CAFTA guidelines on government contract 

bidding and transparency. Confirmation of this could allow 

the bidding process to be extended to U.S. companies. 

Options for a potential partner could range from a limited 

investment or consulting role to a complete outsourcing. 

END ACTION REQUEST. 
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12. (SBU) COMMENT: With the legislative slate relatively 

clear and momentum apparently on the side of the \"shortened\" 
Ley Marco 

advances under CAFTA codified into law. ASETELVs initiative 
to have the GOH executive back the proposal may pave the way 
for the bill to make the Congressional agenda 

discussion before Congress breaks for recess in June. The 
competing bill from Hondutel remains a threat 

how the Bloque Popular and others react to the Congressional 
debate may still affect the outcome of the new Ley Marco. 

END SUMMARY. 
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Classified By: AMBASSADOR DOUGLAS MCELHANEY. REASON: 1.4 (B) ANE 


1. (С) SUMMARY AND COMMENT: Breakaway ethnic Croat VHDZ 
1990)” made a dramatic entry into BiH politics on April 26 
when it co-opted enough key parliamentary votes to block 
constitutional reform. Since then 

the momentum as it builds local party structures. Lacking 
definition 

to constitutional reform 

to Covic (the leader of the mainstream HDZ party) 

the international community and the U.S.. And while HDZ 
1990\'s party president 

himself as a pro-European moderate 

his hardline credentials. That is no surprise; many of HDZ 
1990s members have a well-established reputation as Croat 
nationalists (some associated with the discredited \"Third 
Entity" movement). HDZ 199085 appeal to the nationalist 
right likely means that Covic\'s HDZ will increasingly run to 
the right as well; both will seek coalition partners among 

the small Croat parties. HDZ 1990Vs success in the elections 
depends on its ability to gain backing from them as well as 
from the Catholic church (and potentially the HDZ in 

Croatia). For now 

structure and votes (he thinks they will be unable to cross 

the minimum vote threshold come October). Publicly 

a tough streetfighter not to be underestimated -- is trying 

to remain above the fray 

legal obstacle possible into HDZ 1990\'s path. END SUMMARY. 


FIRST 
2. (C) Over the past few weeks 


1990 has focused on defining its public profile. To gain 
traction with Croat voters 
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more than the by-product of the poisonous personal 
relationship between its leader 

president 

Presidency last June failed due to a -- probably fraudulent 
-- vote count at the party congress) found his defining issue 
in the BiH Parliament: the U.S.-brokered 

constitutional reform. With Covic among the reformVs 
negotiators 

as the \"true\" protector of Croat interests 

time differentiating his party from Covic\'s HDZ. Asa 
result 

holding a hasty founding Congress on April 8; the party's 
first Vproper" Congress will be held in July. 


3. (C) Ljubic drew valuable backing from Croats burned by 
Covic\'s autocratic attitude. Covic\'s decision in November 
2005 to kick the speaker of the BiH House of Representatives 
Martin Raguz 

Ljubic in HDZ 1990; eventually 

meant that HDZ 1990 was able to pull four of five HDZ 
parliamentary delegates into the \"no\" column when 
constitutional reform came to a vote on April 26. During 
end-game negotiations 

delegates would not agree to ANY compromise proposal 
(including a retrograde idea to give Croats an ethnic veto 
over all legislation). Rather 

elections should be postponed two-three months 
much-needed time to consolidate their party while pretending 
to \"negotiate.\" Their ploy failed; the parties backing 
constitutional reform recognized it as an effort to whittle 

away at the solid 26 votes in favor of the package and expand 
the 16 against 

regrettably 

two-thirds majority by two votes. 


... THEN DEFINE A PLATFORM 


4. (C) Ljubic has trumpeted the failure of constitutional 
reform as a victory for his nascent party 

it to give him momentum. But he still has to define HDZ 1990 
more broadly. This is no alliance of moderates; HDZ 1990 

will run to the right 

moderation in the BiH parliament over the past couple of 
years had helped him overcome his former association with the 
V'Third Entity" movement (which favored construction of a 
Croat-majority entity in Herzegovina and was disbanded by the 
High Representative in 2002). However 

his roots. Other troubling hardliners can also be counted 
among HDZ 1990Ү5 adherents: Vinko Zoric 

the BiH House of Representatives (a known advocate of Croat 
self-rule) 


¡ost important foreign relationship was with the United States. He agreed with Ambassador Schieffer 
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Lozanzic. Ljubic 

as a pro-European moderate 

Drazenko Primorac 

one-time Croat member of the BiH Presidency 


5. (C) Ljubic\'s recent rhetoric 

confirms his swing toward a hardline defense of Croat 
interests. On May 19 

compromise his principles on constitutional reform 

would only cement the entity system and weaken Croat 
influence in state institutions. He claimed it was up to the 
U.S. to bring the Bosnian Serbs to a (different 

pro-Croat) compromise. When asked how BiH would pursue 
reforms needed for EU membership in the absence of U.S. or 
OHR initiatives 

back to fighting each other then.\" 


6. (C) So far 

defender of Croat interests generally 

upcoming party congress to define further specifics on 

issues. Avoiding Bosnian domestic issues means that Ljubic 

is increasingly running against the international community 

and the U.S. In one recent example 

that the referendum in Montenegro was somehow linked to 
constitutional reform -- reform here 

a plan to compensate (presumably Serb) losses at the expense 
of Croats in BiH. 


BUILDING A BASE 


7. (C) Meanwhile 

for HDZ voters and assets. HDZ is asking the BiH Election 
Commission to prevent HDZ 1990 from registering for the 
elections in October 

party symbol 

be battling over party properties. There are also reports 
that Croatian political figure Іміс Pasalic is bankrolling 
Ljubic and the HDZ 1990 

realm of rumor. 


8. (C) Atthe grassroots level 

establishing its party infrastructure by forming municipal 
boards 

In Capljina (a stronghold of Ljubic associate Pero Markovic) 
11 city councillors have opted for HDZ 1990 

still loyal to Covic. But some in Covic\'s HDZ argue that 
Capljina (and Ravno municipality) are making a huge mistake 
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as Covic still has influence over Cantonal officials who 
control municipal purse strings. In Siroki Brijeg and Grude 
municipalities 

may change; this is a Vinko Zoric (HDZ 1990) stronghold. 
Ruza Sopta 

Representatives who has so far stuck with HDZ 

weak link; she voted with HDZ 1990 against constitutional 
reform 

otherwise. Mostar is (so far) considered to be a Covic 
stronghold 

there. In addition 

parliament 

entity-level Federation parliament (six representatives plus 
one member of the House of Peoples). 


9. (C) But nascent party structures in key locations does 

not mean that HDZ 1990 is on a winning streak. HDZ president 
Covic is clearly biding his time 

conclusion of his own court case. Covic -- a tough and canny 
politician -- told the Ambassador that he believed HDZ 1990 
was so structurally weak that it would not be able to 

surmount the minimum vote threshold for representation in the 
BiH parliament in October. Covic also believes that the 
declining number of Bosnian Croat voters in ВІН means that 
there will be only four 

Croat parties 

parties like the SDP) in the next parliament. Though CovicVs 
assessment is self-serving 

now. It remains an open question whether HDZ 1990 can build 
a functional party structure that will be effective in 

October. 


LJUBIC FOR PRESIDENT? 


10. (C) All signs are that Ljubic has his eyes on what he 
considers the big prize: election as the Croat member of the 
BiH Tri-Presidency. He believes he will get the job 

provided he can gain support from small Croat parties. 
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Sources cite recent meetings between Ljubic and HSP (Croat 
Party of Rights 

has agreed to open negotiations with HDZ 1990 despite 
Jurisic\'s own open pretentions to the Tri-Presidency slot. 
Negotiations continue amid rumors that Cardinal Puljic 
favored the coalition; other coalition partners may also be 
available if HSP falls through. But undoubtedly Covic and 

his HDZ supporters are also looking for coalition partners 
making a deal potentially expensive. 


fits tax passed by the State Great Hural (parliament), and opined that the body may override a veto if 
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11. (C) Backing from Catholic Church officials will also be 
important; their opposition to constitutional reform brought 
with it a natural alignment with HDZ 1990\'s stance. HDZ 
Zagreb\'s views may also play a role. So far 

above the fray. But Croat citizens resident in BiH also vote 
in Croatian elections as the eleventh electoral district of 
Croatia (they did in the 2004 Croatian presidential 

elections) 

sooner or later. Croatian Prime Minister Sanader (no fan of 
HDZ president Covic) recently told Bosnian High 
Representative Christian Schwarz-Schilling that he regretted 
the fractures in the Bosnian Croat political scene and 
believed that \"reunification\" of the various HDZ factions was 
possible and even likely -- presumably he was contemplating 
the possibility that Covic will finally be convicted for 

financial misdeeds in the ongoing BiH court case 

open the door for HDZ breakaways to rejoin the mother party. 


COMMENT 


12. (C) The turmoil in the Croat camp has both positive and 
negative aspects for political developments here. Croats 
themselves bemoan the fact that their representation 

small 

a function of internecine fighting and personal animosities 
not international interference or pressure. Indeed 
breakaway Croat political figures with aspirations to the 
country\'s Presidency and Parliament have used the figleaf of 
constitutional reform to seize the spotlight by opposing the 
reform 

because such opposition distinguishes them from fellow Croat 
politicians -- namely Covic -- who accept the reform mandate. 
The atomization of the Croat political front 

years has been highly monolithic 

bad thing 

(though most Croat parties run to the right 

It will also 

coherent agreements with the Croats 

like constitutional reform. Even if the HDZ eventually comes 
together again 

lobbying the restive Croat body politic will become 
increasingly more complex over time. End comment. 
MCELHANEY 
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SUNAT conducted an assessment of Doe Run 

1997 merger had no economic substance. As such 

Peru should not have revalued its assets for the purposes of 
calculating depreciation. SUNAT assessed that Doe Run owed 
$9 million in fines and back taxes 


Netherlands, and the U.K. ) have signed bilateral agreements with the Government of Afghanistan οι 
1ARMACEUTICALS, WTO, INVESTMENT ISSUES SENSITIVE BUT UNCLASSIFIED - NOT FOR 1 
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credit for 1998 from 32 million soles to 9 million soles. 

Doe Run contends that it has clearly demonstrated the 
economic substance of the merger and therefore was eligible 
to deduct for tax purposes. In December 2004 

reviewing Doe Run\'s 1999-2001 income taxes 

company with additional fines. The company filed several 
appeals against SUNAT\'s assessments. As of December 31 
2005 

was estimated to be more than $110 million. 


4. (SBU) Correct Reevaluation of Assets: SUNAT has lost 
several high profile cases where it argued that the merger 
of privatized companies with the new foreign operator\'s firm 
lacked economic substance. For that reason 

to drop that claim against Doe Run if the company agreed to 
have CONATA 

binding valuation of the company\'s fixed assets. According 
to Bruce Neil 

February 2006 to hire CONATA to evaluate 10 percent of the 
companys holdings as a test. The results were lower than 
Doe Run\'s own appraisal by 30 percent. Neil reported that 
the СОМАТА appraisal valued the company\'s assets 
individually (as one would do in a liquidation) rather than 

as part of an integrated profitable enterprise. He has 
requested that CONATA conduct an integral assessment 
Neil believes would provide a higher value of Doe Run\'s 
assets. Doe Run has not yet accepted SUNAT\'s offer of a 
binding CONATA appraisal. Neil explained that the company 
is interested if CONATA falls within its ballpark because 
Doe Run is considering major new investments in Peru. He 
does not believe the companys board will approve the 
investment plan until tax liabilities have been clarified; 

Using a CONATA appraisal would resolve the depreciation 
dispute faster than going through the courts. (Note: While 
the assessment of assets dispute is 

del Sur\'s case (reftel) 

U.S.-owned Luz contracted for three separate independent 
evaluations and used the most conservative; Doe Run 
conducted one. It is unclear whether the Doe Run appraisal 
is a conservative or aggressive valuation. End Note.) 


5. (SBU) Application of VAT: In September 2004 

result of Doe Run\'s request for a VAT credit 

conducted a full audit of Doe Run\'s January-July 2004 tax 
documents 

zinc and copper sales. Doe Run used a different system for 
the sale of concentrates and refined metals than most 
(though not all) refiners. This gave rise to a highly 

technical dispute about whether the sales were \"domestic\" 
(which do not qualify for VAT rebate) or \"export\" (which 
do.) In November 2004 


uphold the telecom regulator\'s requirement that dominant carrier SingTel provide competitors acces 
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more than $2.2 million in back VAT payments and offset this 
amount against the refund for VAT credit. SUNAT then began 
an audit of Doe Run\'s VAT documents dating from 1999-2001. 
As of December 31 

liability of $44 million for the years 1999-2001. In 

January 2006 

time for the 2002-2003 period. This audit is still in 

process. While the audits continue 

Doe Run credit on VAT refunds 

million. 


Where The Cases Stand Now 


6. (SBU) According to Patricia Paz Soldan 

Vice President for Legal and Institutional Affairs 

company is not required to make any payments on the income 
tax assessments while the case is in administrative appeal. 
Doe Run 

Loret de Mola 

methodology to assess Doe Run\'s assets. 


7. (SBU) The Ambassador 

Minister Pedro Pablo Kuczynski (PPK) on May 9 

Doe Run tax issues. On the income tax issue 

Struble requested that CONATA consider Doe Run\'s proposal 
that the assessment value the company as a functioning 
integrated business. On the VAT issue 

may be the easiest problem to resolve 

face the same VAT problem with SUNAT. The Ministry of 
Finance is in the process of drafting a Supreme Decree that 
should resolve the issue. 


Timing Issues 


8. (SBU) As noted earlier 

expansion of its La Oroya smelting facilities and wants 
these tax issues resolved before it goes to the board for 
approval. Bruce Neil informed the Ambassador that the 
company is trying to use the U.S. Congressional 
consideration of the free trade agreement to drive 
resolution by June. Doe Run has urged the Missouri 
delegation to vote against the FTA unless the issue is 
resolved. 


9. (SBU) The Peruvian Government recognizes the urgency of 
the Doe Run case 

in June. Disputes coordinator Loret de Mola is working with 
CONATA to redo the appraisal of Doe Run\'s assets 

take several months. Once the appraisal is complete 
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case goes back to SUNAT to determine any back taxes owed by 
Doe Run. It is unclear whether SUNAT 

will issue its decision in a timely fashion 

GOP will urge a quick decision by SUNAT. The Ministry of 
Finance is currently working on the Supreme Decree that will 
resolve the VAT issues; it is possible that the decree may 

be issued by June. 
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for business as usual\" and pressed him to consider the 
broader political and security goals of the international 
community and urged Armenia to be a part of this effort. 
Washington would find it very difficult to understand any 
steps which would give the impression that Armenia seeks to 
lend international legitimacy to the highly irresponsible 
actions of the current Iranian leadership. End Summary. 


Pressing the Armenians on the Reactor Safety Conference 


2. (C) The Ambassador met with President Kocharian on May 24 
to convey our concern that Armenia would host the 12th Annual 
Forum of State Nuclear Safety Authorities of 

the Countries Operating VVER-type Reactors in June to which 
Iran was invited to attend as an observer (ref). The 
Ambassador also met earlier on the same day with Deputy 
Foreign Minister Kirakossian to discuss details of the same 
issue. 


3. (C) The Ambassador told Kirakossian that the USG was 
doubly disappointed 

would not be holding the conference. Kirakossian expressed 
his regret that the previous decision had been reversed. He 
told the Ambassador that Russia had refused to hold the 
conference in Armenia\'s place and that other states-members 
had also refused to take ArmeniaVs turn. He added that the 
decision to invite Iran as an observer was not taken in 
Armenia and that there were other states parties engaged in 
this process. Kirakossian told the Ambassador that the issue 
had occasioned a meeting including the MFA 

Energy 

Vartan Ayvazian 

Ayvazian 

Kocharian to have the decision reversed 

state-party had agreed to host. 


Ambassador: V'No Time for Business as Usual with Iran\" 


y)ligations. Rashid expressed appreciation for the points and undertook to ensure they were brought t 
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4. (Ο) Kocharian told the Ambassador that he had 

given an instruction to try to find a way out of hosting the 
conference. Referring to statements made by U/S Burns 
Ambassador said that this was \"not the time for business as 
usual with Iran" The USG regretted that Armenia planned to 
move ahead with the conference. He gave Kocharian a 
statement by A/S Rademaker which clearly laid out the flaws 
and contradictions in statements made by the Government of 
Iran with regard to their plans to develop nuclear energy. 

He underscored to Kocharian that the type of reactor Iran 
sought to bring on line was not even of the same type as that 
which the other states-members of VVER reactors now manage. 
Kocharian said that he would prefer \"not to have this 
headache 

conference. 


Kocharian: Project with Iran for Armenia\'s Energy Security 


5. (C) Kocharian broadened the discussion to include other 
aspects of Armenial's relationship with Iran in this difficult 
time. Armenia\'s energy security depends on completing a 
complicated 

three parts of the policy are interlocked 

without any one of the parts 

Armenia sold a still-incomplete gas-fired power plant to 
RAO-UES with a guarantee of investment so the unit will be 
highly efficient. The second part of the policy is the 

pipeline from Iran 

third part of the policy is the construction of a 

high-voltage transmission line to Iran. This part is 

essential 

other two economically viable. When the project is complete 
energy security for the entire region 

he stressed 

Iran Insisting on Kocharian Visit to Close Deal 

6. (C) Kocharian told the Ambassador that Iran is now holding 
up the deal for the high-voltage line until he makes a visit 

to Iran. The Energy Minister had signed the deal 

said 

Parliament and of several banks 

insisting that he needs to be present for the event. He had 
been putting off the visit -- which Kocharian said should 
have taken place in April -- but the Iranian Embassy in 
Yerevan was contacting his staff twice a week with requests 
to confirm a date. 


Wishing Armenia Could Choose Different Neighbors 
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7. (C) Kocharian said that Iran was Armenia\'s neighbor and 
as much as he would like to 

Ahmadi-Najad was elected for four years; would the U.S. ask 
Armenia not to have a relationship with its neighbor for such 
a long period? What if he were re-elected? He was convinced 
that Iran would not change its policy on moving forward with 
nuclear research; the issue had become one of national pride 
and reason no longer entered into their decision-making 
process. Kocharian said that he had had frank discussions 
with Rafsanjani; perhaps he would be able to serve as a 
conduit for key messages to lran from the international 
community. 


8. (C) What concerned him most 

Ambassador 

the misfortune of having Iran as a neighbor. He was 
concerned that the U.S. would punish Armenia should he travel 
to Iran 

position. WSo what if the President of a little country 

visits Iran; that does not constitute a threat to U.S. 

national security. Would not a response to such a visit be 

an emotional reaction?\" asked Kocharian. 


Ambassador: Hard to Understand Visit to Iran 


9. (C) The Ambassador urged Kocharian to think beyond 
Armenia\'s immediate economic interests and consider the work 
the entire international community was trying to accomplish. 
We were not asking Iran to do anything it should not be 
prepared to do already; surely abiding by international 
treaties was not a shameful thing. It would be difficult to 
understand 

were to travel to Iran at this time. A visit by a 

lower-level leader 

easier to explain. A visit of a head of state was always 
taken for its symbolic value. 


10. (C) Kocharian acknowledged that he understood how 
problematic a visit would be. He told the Ambassador that if 
he could get the deal done without a visit 

not go. If he had to go to Iran 

the visit 

visit without all the accompanying events which Iran wanted 
to include. Kocharian pledged to let us know in advance if 
his plans to visit Iran became concrete. (Note: We 
understand from other sources that the timeframe under 
consideration is July. End Note.) 


Comment 


measures for Turkish Cypriots that could provide Turkey the political space it needs to open ports ar 
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11. (C) Kocharian has decided that he has no choice but to 
host the nuclear safety conference to which Iran is invited. 
As it appears that this conference will go ahead 

an approach to all states-members to urge them to deliver a 
strong message during the conference. Kocharian\'s plea for 
understanding on ArmeniaWs relationship with Iran is 
understandable from a local perspective 

broader viewpoint. We were disappointed that Kocharian did 
not agree that the international community\'s broader 
political and security goals should outweigh Armenia\'s 
shorter-term economic needs. Armenians 

fear the loss of what they view as their lifeline to the 

south. 

EVANS 
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issues (e.g. displaced persons) then that would be a good 
sign for everyone to continue in the process. Lamani 
suggested that perhaps Sistani and al-Dhari could both issue 
statements for people to go back to their homes. 


5. (C) Lamani said the Iranians want Arab League SG Amr Musa 
to visit 

may send Lamani instead. 

KHALILZAD 


2. (C) Chief of the Research Directorate at the 

Council of Representatives (CoR) and Chief of Staff to 
the former Speaker of the Transitional National 
Assembly (TNA) Saifaldin Abdul-Rahman told PolOff on 
May 22 that the current crop of parliamentarians is 
more sectarian and less professional than those in the 
old TNA. Abdul-Rahman complained that Speaker Mahmud 
al-Mashadani will listen to anyone and typically 

agrees with the last person with whom he spoke. In 
contrast 

stronger presence with more control over the Shia 
parliamentarians in the CoR. As chair of the May 22 
session 

controlled the Shia bloc 

in some cases making unilateral decisions on agenda 
items. 


3. (C) Abdul-Rahman expressed concern that the new CoR 
members were significantly diminishing the access and 
responsibilities of the CoR Secretariat. Abdul-Rahman 
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pointed to the draft CoR Bylaws 

staff from the floor of the parliament. \"They want to 
make staffers like second class citizens; they 
wouldn\'t even listen to any my ideas for the Bylaws 
Abdul-Rahman complained. He warned PolOff that 
Minister of State for the CoR Safa al-Safi had opened 
an office across the street from the Convention Center 
(where the CoR meets) with a staff that was already 
beginning to challenge longtime employees of the TNA 
and CoR. \"While Dr. Hajim allowed me free rein to 
hire people based solely on competency and 
professionalism 

on recreating sectarian divides in the CoR staff 
pattern 


4. (C) Pointing out that Mashadani had opted not to 
chair the May 22 session 

Mashadani was protesting over the proposed changes to 
his authority as Speaker (see reftel A). Abdul-Rahman 
added that he believed Mashadani was right to be 
concerned about efforts to diminish his authority 

agreed that his absence was not helpful. (Comment: 
Other sources subsequently told the Embassy that 
Mashadani was holding meetings with Tawafuq on its 
internal divisions. End Comment.) Abdul-Rahman also 
claimed that Mashadani fell out with CoR member Sheikh 
Abd al-Nasir al-Janabi over his walkout during the 
cabinet confirmation session (see reftel B). 

Mashadani felt that al-Janabi was trying to control 

him 

are hearing conflicting stories: President TalabaniVs 
Chief of Staff Kamran Karadaghi told PolOff on May 23 
that Mashadani had called Talabani personally to ask 
for a meeting between Talabani and National Dialogue 
Council members Khalaf Alayan and al-Jenabi. Αἱ a 
meeting with the Ambassador on May 22 (septel) where 
both Mashadani and al-Janabi were present 

no evidence of any ill will. End Comment.) 
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5. (C) Abdul-Rahman confirmed to PolOff that chief 
Tawafuq negotiator and new Minister of Planning Ali 
Baban is a high-ranking member of the Iraqi Islamic 
Party\'s (IIP) Politburo. According to Abdul-Rahman 


‚ HOPES FOR SECRETARY BODMANVS PARTICIPATION SIPDIS REF:A. STATE 83676 В. ВЕ 
294 LILONGWE 00000437 001.3 OF 002 1. (Ц) Summary. During a May 15 briefing, the Internatit 


ЛІ society leaders, family members of those killed, and survivors of the attacks gathered before a те! 


rticipants: U.S. ---- The Deputy Secretary Ambassador William Hudson Christine Davies, D Special 


Ambassador William Hudson Christine Davies, D Special Assistant Kelly Dillon, D Personal Assistant 


ambassador William Hudson TUNISIA ------- President Zine el Abidine Ben Ali Abdelaziz Ben Dhia, N 


2. (C) Participants: U.S. ---- The Deputy Secretary Ambassador William Hudson Christine Davies, I 


ign Minister Nguyen Dzy Nien\'s use at the upcoming NAM Ministerial in Kuala Lumpur. 2. (SBU) Mie 


ге order and accountability in Malawian society, and his program of macroeconomic reforms has wol! 
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Baban holds degrees in Economics and International 
Relations. His participation in the government 
formation process was a surprise 

because Baban had been so against Tawafuq\'s 
participation - implying that Baban had only done so 
hoping for a Ministry position. 


6. (C) When asked whether he thought Baban would 
perform well as Planning Minister 

shrugged and noted that he had pressed Tawafuq to 
nominate Iraqi Ambassador to Japan Ghanim al-Jumaily 
for the post: al-Jumaily had worked on the Hubble 
project for NASA and most recently had been the 
Research and Development director for a Fortune 500 
American firm. 


7. (C) Much of what Abdul-Rahman told us is classic 
Iraqi political gossip and rumor 

part to give a sense of the kinds of theories that 

float around here daily 

sophisticated contacts. Saifaldin Abdul-Rahman is a 
Sunni Arab and an American citizen 

longtime Тамаша member. Abdul-Rahmanvs family ties 
and his position as former Тамаша member and TNA 
Speaker Hajim al-HasaniVs Chief of Staff gave him 
entree into Tawafuqvs inner circle. (Note: Hasani 

ran for the CoR on the Iraqiyya list. His Iraqi 

Islamic Party roots have been strained after he bolted 
from the Party and ran for the INA in 2005 - which the 
ИР boycotted. End note.) Abdul-Rahman\'s 
reservations toward Shia independent and CoR Deputy 
Speaker al-Attiya 

al-Attiya resents his presence. Abdul-Rahman 
mentioned twice during the meeting on May 22 that al- 
Attiya unaccountably seemed to hold a grudge against 
Abdul-Rahman. For his part 

but praise for Abdul-Rahman\'s advice and 
professionalism in separate meetings with PolOffs. 
Abdul-Rahman bristled when PolOff suggested he give 
Mashadani more advice if he feels the Speaker is not 
performing. Adbul-Rahman responded by saying V'I don\'t 
work for the Speaker 

Rahman is married with children 

English. His ease with English and Arabic 

comfort with American culture 

important contact within the legislative branch of the 
Iraqi government. 


plementing consensus reached in the April 2006 Bush- Hu meetings and in the Fourth Round of Six-I 


ide periodic press freedom updates to document these subtle yet effective tactics that reveal а repres 


ble delegation members in preparation for the NAM meeting. Al-Khoury advised us that Foreign Mini: 
156 cell phone (967) 1-73329-2603. The number for emergencies only is (967) (1) 755-2170 (Post O 
iOs have long recognized the problem and that solving it takes political will. Conflicting interests in th 
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Iraqis like the fingers of its own hand...everything 

it does is for areason 

Americans to speak to them 

stated that Iran had longstanding political 

and historical ties to Iraq and with the Kurds. Each 

time President Talabani went to Iran he was received 

at the highest levels 

Khamenei and Iranian Secretary of the Supreme National 
Security Council (SNSC) Ali Larijani. 


3. (S) Although Karadaghi was unsure of the exact 
composition of the Iranian delegation that would be 
coming to Baghdad this week 

Foreign Minister Manouchehr Mottaki 

Ambassador to Iraq Hasan Khazemi-Qomi 

negotiator Muhammad JaVafari and Iranian Revolutionary 
Guards Corps-Qods Force (IRGC-QF) General Qassim 
Soleimani would probably be included. Both JaVafari 
and Khazemi-Qomi 

Kurdish bureau in the IRGC-QF and had even fought 
alongside the Kurds against Saddam during the Iran- 
Iraq War. He believed that the one to really keep an 
eye on 


4. (S) PolOff noted that it was difficult to tell 

Tehran\'s ultimate intentions. Karadaghi agreed 
saying that the different voices within Tehran both 

for and against engagement with the West confused 
matters. Although Iranian President Ahmedinejad\'s 
comments dismissing the value of bilateral discussions 
with the U.S. is troubling 

that it was merely an attempt to maintain face with 

the Iranian public. 


5. (S) Karadaghi is not only a longtime confidant of 
President Talabani and his close adviser 


3overnment of Nepal (GON) had decided to resume issuing travel documents to Tibetan and Bhutane 


; reported the visit to Damascus by Palestinian Minister of Interior Said Siam and his meeting with VP 


tary Financing. Post requests Department assistance with transmitting the points below (responding | 
a doctor led to a patients death. Reports indicate that after news of the patient's death spread, а mok 


or an hour on May 24. With the president were Deputy Prime Minister Ghulomov, Minister of Energy 
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also spent many years as a journalist and political 
analyst of Iraqi affairs 

a journalist at Al-Hayat newspaper. While nominally 
an independent and close to the leaders of both the 
KDP and the PUK 

Talabani. He is a believer in the new Iraqi state 
while also sympathetic to the Kurdish movements. 
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Karadaghi has often pressed the U.S. to take a wider 
view of the Middle EastVs political situation 

been pushing for engagement with Tehran as a means of 
controlling its actions in Iraq. 
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due to our own sensitivities\") and he hoped that would be the 
case this time 

\"wrong issue at the wrong location 

Malaysia had been a great friend of India on this issue 
added. Moreover 

against the Iranian nuclear program and did not want to get 
\"rolled\" at the NAM. In any case 

note of our demarche and promised to reinforce its message 
with Minister Sharma prior to his arrival in Kuala Lumpur. 


2. (C) PolCouns also delivered reftel demarche earlier May 25 
to Sanjiv Arora 

prior to Arora\'s departure for the NAM meeting in Kuala 
Lumpur 

office as well. 

BLAKE 
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and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 
of validity if not used within 90 days of issuance. 


6. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 
United States are advised to ensure that their yellow fever 
vaccination is up to date 

with them to prove it. If you require a yellow fever vaccination 
and it is for the first time 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


7. Please find below information needed for the cities to be 


Summary: DG Nam Gwan-pyo opened the 4th round of USG-ROKG consultations on North Korean a 


st all Maoists detained in prisons across the nation to help move the peace process along. The peac 


accepted it. This news was followed five minutes later by a second announcement that Bouteflika ha 
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visited: 


- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes 

011+(55)(61) 3312-7000 

3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


8. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 

or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program 

and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
the GOB. Full cooperation with the identification procedures is 
advisable. 


9. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor 

fiscal data to pay for direct costs of the visit. Each agency 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include 

not limited to: 


-- American and LES overtime (for such services as airport 
expediting 

representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitorVs field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 
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Post will not provide service if fiscal data is not provided for the 


OP\'s July 2005 crackdown, has suffered from competing priorities, limited political capital, and a voc 


O Training Mission (NTM-I) there; publicly calling on Iran to comply with its ΙΑΕΑ commitments; and r 


n SIPDIS Haider to press (again) for the Government of Pakistan (GOP) to participate in the June Se 


was the appointment of Land and Agricultural Minister Thoko Didiza to Public Works. Didiza served i 
ly. He identified urban areas in central Punjab (Lahore, Gujranwala, Faisalabad) as the chief battlegr 


ant. EU will likely designate LTTE as terrorist group on May 29 or 30, but there are still internal divisic 
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direct charges. 


B. For TDYers remaining at post over 30 days 

ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module 
per-capita-basis 

TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 
post 

document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 
charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ІСА55 invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 

invoice cost for TDY support exceeds Dols 2 

Where travel is urgent 

with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 ofthe TDY. 


10. Crime is the principal and real threat to visitors to Brazil. 

The crime threat level in Brasilia 

Recife is critical. Armed street robberies are common in these 
cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous 

been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


11. In addition 

extremist groups operate in the tri-border area between Brazil 
Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 
the Embassy before doing so 

Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


12. Visitors should practice common sense preventative security 
techniques 

of the more important tips that you should follow to avoid becoming 
a crime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 


ant (ΤΙΕΑ) joint council meeting in Taipei May 25-26, Deputy U.S. Trade Representative (DUSTR) Am 


ınth. During two separate visits to Alexandria, officers saw the the Syrian-flagged maritime vessel Ahr 


=dition 1, Reason: 1.4 (B,D) 1. (C/NF) Summary. The stabilization of Pakistan\'s Federally Administe 
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сату a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store 


-- Do not physically resist any robbery attempt. While this is a 
personal decision 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


13. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 
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shape. 


| will not get into polemics on the whole list of charges 
brought up in your message 
thorough discussion. | want 


Assistance to South Ossetia in the socio-economic sphere by 
the North Ossetian region is in complete conformity with the 
Russian-Georgian Intergovernmental Agreement on Cooperation 
and Reconstruction of the Economy in the Zone of the 
Georgian-Ossetian Conflict and Return of Refugees of 23 
December 2000. 


It (the Agreement) provides specifically that Russia and 
Georgia will support the initiative of 
administrative-territorial institutions 

organizations to assist the South Ossetian side. 


The rebuke with regard to the participation of Russian 
citizens in the government of South Ossetia is 

groundless. Russian citizens have the right to work where 
they desire as 

states 


nism. 2. (S) Summary. In the aftermath of the July 7, 2005 bombings in London, President Musharra’ 


State. REASON: 1.4 (a), (b), (d) ------- SUMMARY ------- 1. (C) Rule of law is the foundation of an « 
; of the people of Jammu and Kashmir state stretched into their second day, terrorists killed ten more 


nfluential in the October 2006 general elections. They also vote in a higher proportion than younger c 
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Our people would not understand the Government of Russia 

it -- in the era of democracy -- dictated to citizens where 

to live and work. One would think that a similar ban on the 

part of our partners in the West would justifiably be subject 

to criticism. As far as | know 

Ossetian government who came from Russia possess in one way 
or another roots or kinship relations with the Ossetian 

people who 

geographical lines. 


Residents of South Ossetia are in fact acquiring Russian 
citizenship and 

Russian passports. However 

recently 

Georgia from the USSR 

many South Ossetians acquired Russian citizenship during the 
military phase of the conflict between Tbilisi and 

Tskhinvali. | would stress that the acquisition by residents 


SIPDIS 

of South Ossetia of Russian citizenship took place and is 
taking place in strict accordance with relevant Russian 
legislation. 


It struck me as somewhat strange that the letter contained no 
recognition of the clear progress that has been achieved in 
recent months on a Georgian-Ossetian resolution. | have in 
mind above all the significant results of the two recent 
sessions of the Joint Control Commission (JCC) in Vladikavkaz 
and Tskhinvali (incidentally 

itself with a mention). 
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We evaluate the work of the Commission positively 
evaluation is shared by Georgia 

particular 

groups of the JCC were formed for the elaboration of a joint 
program of action to resolve the Georgian-Ossetian conflict 
and a list of projects was agreed for the socio-economic 
rehabilitation of the zone of conflict 

presented for consideration at the DonorsY Conference in 
Brussels. 


Incidentally 

that the Georgian side stubbornly refuses to adopt 

with the South Ossetian side 

fixed mutual security guarantees and obligations on the 


Sortsarar (Entrepreneur). The members of Gortsarar elected Grigor Margaryan, the owner of N 


ı most global financial markets. Turkey has been among the harder hit emerging markets because ol 


gs in Baku and Bali. The GOT is convinced Iran seeks to develop a nuclear weapon and this is a thre 


rity (PA) Foreign Minister Mahmud al Zahar visited Cairo May 24 where he met Arab League Secretar 


ow set to be introduced to Congress. A competing law by parastatal telecommunications company H 
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non-use of force (the initiative for such a document was 

is well known 

such a declaration 

important confidence-building factor between the sides 
would facilitate the creation of the psychological and 
political context necessary for real progress in a 

resolution. | suppose that our colleagues in Washington 
might wish to recommend to their Georgian partners a more 
constructive and flexible approach to this issue. 


Such a document on the non-renewal of hostilities is highly 
relevant and applicable to the Georgian-Abkhazia resolution 
where we have also noticed positive steps as a result of the 
session of the Coordinating Council held on May 15. Apropos 
of the potential for Russian-American cooperation on the 
problems of the conflicts in the Transcaucasus 

our approaches is symbolized in the issue of the prospect for 
prolonging the mandate of the UN Secretary General\'s Special 
Representative for Georgia H(eidi) Tagliavini. 


In conclusion 

convinced that Russia and the U.S.A. are capable of joint 
efforts to make a substantial contribution to reinforce 
peace 

we must act in that direction in conditions of positive 
mutual understanding 

negative tone. As you may be able to imagine 

our own issues with the United States and its not entirely 
impartial policies in the region (for example 

hardly unaware of deliveries of weapons to Georgia by some of 
its NATO allies). 


With regard to the agenda of the G8 

as far as | am aware 

format on issues of Transcaucasian conflicts with the 
exception of Nagorno-Karabakh. In that regard | was 
extremely surprised that this question was raised in your 
letter. 


| think 

a detailed discussion in Moscow in early June. Let us 
resolve to seek mutually agreeable approaches based on 
objectivity and taking each others interests into account. 


With respect 
/s/ 
G. Karasin 


End text. 
BURNS 


many of the outstanding commercial disputes with U.S. firms, Doe Run Peru continues to have signifi 


S. and the international community will respond to ArmeniaVs attempts to maintain a vestige of neigh 


-oreign Ministers of the Arab League, Iran, Turkey, the EU and the P5 countries. (Note: These dates 


»mbly (TNA) Saifaldin Abdul-Rahman told PolOff on May 22 that the current crop of parliamentarians 


Column 3 
65466 
(http://www.interbudmontazh.com/eng/home.php) 


4. (SBU) Charge reviewed the current state of play on 
the TAP 


-- volume of gas supplies in Turkmenistan 
-- security in Afghanistan 
-- volume of demand from Pakistan/India. 


Charge also noted that though the USG thought the idea of 
a TAP had considerable merit 

showing significant interest in this project because of 

these unknowns. 


Mayko\'s Biography 


4. (SBU) Ambassador Mayko is well and favorably known to 
the embassy. He is eager to cooperate with the United 
States and exchange views and information. Since his 
arrival in 2005 (and following the election of 

Yushchenko) his entire mission has been on a bit of a 
friendship offensive with us. Mayko speaks excellent 
English and has an acerbic wit which 

the diplomatic corps 

of his Russian colleagues. 


5. (U) Following is the biography the Ukrainian Embassy 
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provided upon Mayko\'s arrival іп Ashgabat: 
Begin Text: 


Viktor Mayko 
(biography) 


Date and place of birth: July 7 
Citizenship: Ukraine 


Marital status: married 


rith the U.S. He urged Washington to engage Tehran as a means of having some way of controlling i 


en interest in India\'s views in light of the US-India civil nuclear energy agreement, Jaishankar said th 


imes and grants country clearance for Katherine Pilgrim-Langer, Senior Specialist EG&G Technical S 


ortance of maintaining U.S. military access to the Manas airfield for continued support to internationa 
iy Karasin to the May 19 letter U/S Burns sent him on South Ossetia (Ref A). The letter echoes the p 


«or Mayko will travel to Kabul in mid-June to present his credentials to President Karzai. Ukraine pre 
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not 
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Resident 
said the UN was 


however 
given the difficult political conditions 


2005 royal takeover. 


η about the current UN Secretariat approach to Nepal and to appeal for US engagement with the UN 


ACTION REPORT SUBJECT: ISRAEL MEDIA REACTION -------------------------------- SUBJECTS СО 


lent Yushchenko\'s Our Ukraine bloc, spoke about the need to form an Orange coalition and the pros| 
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the \"weak lot\" that compose the new government of 


Saran cited 


\" which would grant 


Saran argued that the UN 
especially when the 


the UN\'s ability to play 
Saran reported 
he continued Vthe UN 


апа not a 


a point he also made to the UK High 


we hope the Department 


5/19/2006 12:12 O6TELAVIV1963 Embassy Tel Aviv 


Jerusalem is worried by any move that might 


eport conoff\'s visit to detained Amcit (dual national) Tamsir Jasseh. Among the estimated five or so ı 


and Organized Crime іп the SaM Ministry of Human and Minority Rights, told poloff on April 20 that tl 


n Syria, and were aware of the abuses identified in reftel, including the SARG-imposed travel ban imp 
3 concrete actions the CCER ргоровев to take in order to improve upon the Organization for Security 
dministration\'s efforts to allay Congressional concerns about new opportunities for foreign involveme 


Y 06 security assistance program. He indicated that we should take a quiet approach. He stressed 1 
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Israel made a last-minute effort to persuade 


HaVaretz said that the 


FM Tzipi Livni and Vice PM Shimon 


during OlmertVs visit to Washington 
to resume peace talks with the Palestinians 


000 settlers the 


\" and that he was 


1 their giving due to the difficult political conditions in the country. Donors expressed willingness to sul 


irliament. The vote in the Foreign Policy Committee was 12-2 in favor, and in the Defense Committee 
irliament. The vote in the Foreign Policy Committee was 12-2 in favor, and in the Defense Committee 
in is drawn primarily from the Kazakhstani local press, and has not been checked for accuracy. The ‹ 


ent and training to two different agencies within the Government of Azerbaijan resulting in a fragment 
the U.S. proposal: 1) a call for national governments to reinforce their delisting mechanisms might ru 


overnmental Agreement (IGA) for cross-Caspian oil transport. Dabbar said that Kairgeldy Kabyldin ο 
tan OHR priority. To this end, he has instructed that an N 
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FM Livni rebuked Chen 
the Chinese Ambassador to Israel over 


which Livni reportedly said might 


a spokesman for the State Department told 


there has been a 46 percent rise in 


000) with 27 
a 

an Abbas associate and his 
which said that on Wednesday the 


quoted associates of current 


who is supported by Israel is trying to 


a former head of 


sasionally washed out by landslides, Syunik borders the Azerbaijani exclave Nakhichevan on the We: 


however, and the situation is ongoing. The ultimate legal question is what Sharma\'s motivation was 
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as saying in an 


Hizbullah 


comparing the 


High Court of 


according to which US citizens 


HaVaretz quoted Israeli and British 


a British citizen since 
and that they are holding him for questioning on 


000 to relaunch its anti-boycott fund. 


зесе\'$ large Muslim minority in Thrace could be the source of reciprocal CBMs between Greece and 


the Maoists) should turn into a more straightforward contest between a unitary government and a vici 
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Swiss 


an Israeli- 


which was commissioned by NASA. 


a 

died this morning in his kibbutz 
aged almost 100. The radio cited 
PM 

and Vice PM Peres. 


the 
a nonpartisan initiative 


released data according to which Israel 


at this time a research 


\"addressed\" Prime Minister 


lown the reactor in an emergency situation were inoperable during a reduction of power at the reactor 


zhlader had no immediate reaction, but noted he was familiar with detailed discussions that had taker 
cal questions. The Justice Ministry reportedly is preparing explanatory notes, and some Federal Regi 


5f the Countries Operating VVER-type Reactors һауе acknowledged that they will not withdraw from | 


3. Ambassador Schlicher followed up with Minister of Commerce Yiorgos Lillikas on May 11. Both Pe 


whatever position emerged as the EU consensus. SCHLICHER 
visit, he was guest of honor at a Delhi reception hosted by the Deobandi Political organization Jamiat- 
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pluralist 


George Bush is the only president you have.\" 


independent Jerusalem Post: “Тһе 


pluralist Maariv 


the 


000.“ 


left-leaning HaVaretz: \"[For the United 
the Middle East is the lead region 


Orthodox Hatzofe editorialized: \"[The 


since President Bush has aligned 


Fasten Your Seat Belt" 
at this time a research 


\"addressed\" Prime Minister 

pluralist 

Mr. Prime 

you will get on the plane on the way to 
George Bush is the only 


as you see it 
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senior columnist Dan 


but within 


the convergence plan will 


? had just returned from a visit to Washington, which included a meeting with Senator Lugar. Lugar h 


ay, fueled by a worsening dispute with Argentina, Brazil\'s distraction with regional events, and an incr 


Yough less than 20 kilometers apart, each community demonstrated dramatically different levels of de 
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he will be the tenant at the White 
therefore 

that you will heap 

on his courage 


so outstanding 


continued with suspicion and 


2001 
Sharon lashed out against the Bush government 


and that he would 


independent Jerusalem Post (5/19): \"The 


yet far from 


questions are expected to be raised.... 
though 


the Israeli PM will have to be given much more 


at least from 
of the legality of the new temporary borders 


pluralist Maariv 


but only as a bench warmer. Israel may have 
000 or 50 
painful step accompanied by an intra-Israeli 


Column 5 Column 6 
be only natural if and 
on 


in 


less than a month after the terror 


senior columnist Dan 


000 settlers as part of a 


h Lira, a large construction boom, the expansion of Turkish Cypriot universities -- which cater to Turki 


JEM), but made clear that the ROC did not intend to take similar action. When pressed on the issue, 


ır. However, the Prime Minister has said privately that Serbia needs \ 
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the number of evacuated settlers might 
000. The convergence plan is based on 


but we will have an international body 


left-leaning HaVaretz (5/19): “Тһе Bush 


on the basis of a 


the Middle East was a secondary 
which centered in Europe) but within it the 


but within it Israel 


VThe Iranian 


talk that 


Orthodox Hatzofe editorialized (5/19): 


it wonVt be discussed during 
since President Bush has 


IId maintain its policy of πο declared caveats limiting deployment of Macedonian forces to a particular 


GOT. There has been a heavy police presence surrounding the lawyers\' meeting hall (Lawyers Ho 


ashes overnight on May 18 during a gun battle in Gaza City. Talks between senior HAMAS and Fatal 


or an international presence, the humanitarian needs of the Afghan people, and the threats that Afgh: 


with the group it represents. Meanwhile, an increasing number of secular and grassroots organizatior 


ied. Some members of the former center-right government are under scrutiny for their ties to disgrac 
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left-leaning HaVaretz: “Тһе signs [that 


left-leaning HaVaretz (5/19): “Тһе signs 


truly crucial. VIf the Americans 
it 


and perhaps with this it will be possible to 


V explained a source in 


above all the question of 
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but Regions still did not embrace key 

such as NATO and abandoning 

that 


and that such a 
but 


that begs the question 


y are quickly learning that they are not as well prepared for the give-and-take of bargaining as they w 


jing from treason and attempted genocide against CUD chairman Hailu Shawel and other opposition 


8. Jumblatt\'s read-out of Hassan Nasrallah\'s hardline speech at the 5/16 National Dialogue sessior 
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and his 
but he knows our 


but OU-Regions a serious alternative 


also leader of the 
one of five 


told Ambassador May 17 that he looked 


who has not been involved in coalition negotiations 


characterized the OU-BYuT-Socialist 
which covers principles programs 
and positions as 70% complet: he gave 


with a total of 60 days (through July 24) 


because that would only complicate government-Rada 


Kinakh 

because there was a concentration of very real 

political and economic and the ongoing 
government and the Rada continued; the 
based 


there was no agreement yet; if an 
he did not rule out that such a 
in contrast to predictions 


Ч TEXT Declaration by the Presidency on behalf of the European Union regarding the recent arrests 


janizing it for April, tne CMF has been postponed until June 17. Ali also noted that the website needs 
S) Prime Minister Milorad Dodik against Indirect Taxation Authority (ITA) Governing Board Chairman . 


nd tne LAF. The General was uncertain about the reasons behind Hizballah\'s construction activity. E 


odnebo mentioned that Norwegians are encouraging ӨРІМ officials to speed preparations for a meet 
Zealand and the U.S. on the Draft Declaration on the Rights of Indigenous Peoples (DRIP) that tracke 
ion to store the smallpox reserves in two protected places was caused in the past by the necessity of 
Jabari expressed his appreciation for USG assistance in past difficulties involving the Ibrahimi Mosqu 


18 national commission charged with reforming the electoral law, the commission has finally reached 


"ЕН ZFR ZFR ZFR ZFR ZFR ZFR ZFR ZFR ZFR ICAN C EL GAB L E/IIIIIIIll, 
of Israel (BOI) and Ministry of Finance (MOF) are developing a package of proposals to present to th 


8 its troops at eleven sites in the south. According to FANCI Chief-of-Staff General Philippe Mangou\ 
fusion in the event of a pro- independence vote, we do not expect significant disruption of the goverr 
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Kinakh rejected efforts to V'drag the 


Kinakh hedged replying: \"basicz 


his name mentioned more to make him feel 


and Moroz would eventually back down 


Kinakh continued would be whether 
even with a 

and even BYUT itself -- there were MPs who would 

claimed Kinakh. With 186 MPs of 

\" Regions only needed to find another 19 MPs to 

that would be a serious blow to the Orange 

if OU were to embrace 


there would have to be a guarantee of 


but that unspecified 


on the web at: 


rumors to the contrary current PM Yekhanurov 


5 had a mixed reputation in Russia\'s human rights community. Many activists view him as doing a bı 


demonstrate that it is capable of initiating creative ideas. The SPS might change its name as part of 


irmed robbery with the intent to use the profits to fund terrorist activity. Having supplied the US with s 


s best described as cautiously optimistic. While there is some finger pointing as to why the process { 


onal Maritime OrganizationVs (IMO) Maritime Security Committee meeting. He said that the GOA fav 
taxes on the strategic associations from 34 to 50 percent and introduced a 33.3 percent extraction ta 
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more likely would be a 


though the latter 


was that Regions still did not accept key 


they would not accept 


Regions had not yet abandoned its 


Tarasyuk expressed optimism that the 
at the 


SPU might not be part of a future 
OU also had 
since SPU had no desire to be in opposition 


many of which resembled 


and WTO rights to owners! 


and other similar issues. 


he said OU\'s 
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4 convergence as well as allow Olmert to consider bringing the left-leaning Meretz Party into the gove 


shalom Tourgeman conducted V 


State in Charge of Families, Children, and the Handicapped, Yasmina Baddou, announced the GOM\' 


Jin reftels separately to Alliance for the Future of Kosovo (ААК) president Ramush Haradinaj and De 


ı Justice Department agreed to meet with them. There have been allegations, one substantiated by { 


ınsfers (EFT) to individual Palestinian accounts at the Bank of Palestine in Gaza. Foreign Minister (F 
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then allocate government positions. 


while there was no enthusiasm in some quarters for 


once agreement 

the way forward would be 
not 

so OU was 


of course 


\" but he stoutly asserted that they would not gain the 
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the privately owned journal 

V closed by authorities shortly after the failed 
has yet to resume operation. According to our 
the GOTG fears that 

if allowed now to 

its articles could unacceptably tarnish 


detained for 
remain free on 
its journalist 


most recently in Ambassador\'s May 18 


based in Banjul 
the session has yet to 


but we are told that some 
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given the papers 


Lamin Fatty remains in custody a 


is currently holding its 


1. (S) Bank of Israel Governor Stanley Fischer and his antite 


/, State PM A/S Hillen, and NSC Senior Director Doran) reiterated the U.S. commitment to Gulf secur 


ich led USTR to place Israel on its priority watch list for the second year in a row. 2. (SBU) The Amb 


yr 25 the right to apply for residency status. The law expires at the end of June and must be re-enact 


ichment by 2016/17. This takes into account the projected needs of a completed Angra Ill. Simultan 


mitted through CARICOM/COTA. 2. Per reftel, Embassy understands assistance is not required. Tr: 
оссо and the Polisario Front. Anniversary of the Red Cross ---------------------------- 2. (SBU) Visiting | 
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2003 is temporarily 
Germany can 


the ballistic 
a 


who has a 
in 
which 


following a summer recess from July 15 to 


however that 
the 
which could postpone a ruling by 


however that he 


should the police arrest the six 

Simic worried that this would 

said that he would not expect a delay of 
although the case 

observers were 


who had been the 


September 2. The plaintiff is Joe Hamilton, the PNC/RVs Chief Scrutineer, designated rabble-rouser. 


18, 2006 as part of their Field Studies in National Security program. The group met with officials fron 


erefore just one round. Additionally, three remaining Senate seats and 11 Deputy contests must be а 
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is capable of 


and is not planning to 


this dark 

it will be a victory 
which still suffer 
corruption 


to the Special Court itself 
and 


should the court convict the indictees. 
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\"if both sides remained calm.\" He observed 


and he added that bilateral Open Skies 


and Minister Cullen agreed to confer with the 


U.S. Undersecretary of Transportation for Policy 
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Health Dr. Rony Francois, on the morning of his Мау 14 inauguration (reftel). Preval passed on his E 
"resident BolanosV term, we must focus on the results of Nicaragua\'s national elections. Nicaragua 


месі in the region\'s drug trade. He said illicit crops had brought both ecological and moral damage ї‹ 


While Morales has refrained from making further attacks on the courts, the justices are concerned ak 
Ireland is demonstrating that support through the following: Humanitarian Assistance ------------------- 
ле U.S. position on limiting the role of the International Mobile Satellite Organization (IMSO). 2. Sarz 
dia and general public are less interested in the daily give-and-take on issues and campaign promise 
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however 


DOT had taken a slower track 


security 
without eroding new 


he said 


U/S Shane 


in contrast to 


together with the fact that 
U/S Shane did 


as prospective investors in Aer Lingus 
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had prompted 


issuing in May a 


and 


would move participant countries beyc 


mber З presidential elections, key dates are coming up fast for the newly inaugurated National Electc 


ge of issues facing both countries atthe UN. Expressing criticism of the often confrontational approa 


relieves that Venezuela may work through SOL to import and distribute PetroCaribe fuel in the Easter 


efforts to create an alternative trading bloc. End summary. 2. (U) Colombian President Alvaro Uribe 


lote: As the Brook Club does not allow note taking on its premises, this telegram was drafted only to | 


n Commission (CFC) negotiated an agreement with the business community led by the Mexican Busi 
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\"if both sides remained calm.\" 


allowing the U.S.-Ireland annex provisions 


\" stressed Cullen 


and he encouraged Cullen to confer with the 


Louis Ranger at the 
moreover that pre-clearance offered 
as 


which demonstrated the 


potentially 


otta, head of the Federal Competition Commission (CFC) believe that the new competitiveness law w 


30 Treasury Under Secretary for Terrorism and Financial Intelligence Stuart Levey met with UAE Fore 
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and he said that he was aware of the 


and U.S. firms. He cited Irish 


Cullen committed to meet in several weeks with 


Cullen 


as the Secretary was involved in National 


particularly for a nation that 


which was a strong reason to support the 


in 
to curtail rapid expansion in the Dublin area to 
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Irish participants in the 
Minister of State 


Assistant Secretary for Aviation; 
Robin McKay 


Principal for Aviation Regulation and 
and econoff. 
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if possible 


V'should not be 


as we 


rather than in Nepal 


to avoid 
planned for 
could occur in Nepal or whether it should 
he wanted to balance the 
at this time political 
but 


it would not be comfortable giving it a 


)2 ------- Summary ------- 1. (SBU) Officials from the Japanese Embassy in Kabul are anxious to res 
y that U.S. energy policy is ^ 


|, an Ajman-based organization that he had just heard was problematic for the USG. When CG inforr 


dvisor to Saudi Ambassador to the US Turki bin Feisal Al Saud, met with the Consul General and Cor 


5 had met with the Eastern Province\'s vice governor, Prince Jiluwi, earlier in the day, Mohammed sai 


γ. Cynics believe he will foment or encourage unrest, particularly in the Niger Delta, in order to create 


J his presidency. Cynics believe he will foment or encourage unrest, particularly in the Niger Delta, in 


peech this year as a beacon of hope after successful counterinsurgency efforts last September helpe 


's opened fire after the wedding party was stopped at the checkpoint and Chilabi brandished а pistol. 
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but privately 


but hoped 


but claimed that it fell short of the 


but 


and political parties 

Bhaktapur and 
the three cities in the Kathmandu Valley to 
Rupandehi District (western 

students and townspeople rallied in support of the 


students and tourism entrepreneurs rallied after the 
chanting slogans such as \"long live the Nepal 


townspeople converged on the 


Dolakha District (central hills) 


Morang 
students and townspeople lit 


\" but expressed some concern 
civil society 
told Emboff that the Parliamentary 


actations for IraqYs Council of Representatives (CoR). Sadr noted that the Hawza (NOTE: this refers 


tfolios. They demanded a 48 hour delay of the proceedings to settle differences and resolve the inteı 


іп U.S. foreign policy. While many in Kuwait are against Iran possessing nuclear technology, fearing « 


ROAD IN BADGHIS REF: KABUL 2214 Classified By: POLITICAL COUNSELOR FOR REASONS : 


common denominator in recent disputes in Bamyan. The Governor has intervened personally to deft 
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he 


Ashok Palikhe 
welcomed the Declaration 


because the King might 


Dhawal Shumsher Rana 
told Emboff that the Parliamentary 


President of 

stated that 

\" it was only 

people could challenge it in the 
and it could be voided. Thus 


Ram Krishna Timalsena 
told Emboff that the 


and hoped 
President of 


said the Declaration was good 


Vice President of the Confederation of 
said the Declaration was important 


former President of the Chamber of Commerce and 
said the Declaration was historic 


but Criticize Declaration 


Column 5 Column 6 


an activist in 
but said the true test 


he hoped the government 


and now it was 


but 


nt in accordance with international standards and the GOA Procurement Law, passed in September 2 
ladier Mohammedi, and had been ordered through GULF. Dr. Jamal expressed concern that the polit 
U.S. policies in Iraq, new Israeli Prime Minster Olmert, and Palestinian President Mahmoud Abbas h 


>) Dhahabi said that Iran was determined to grow into a major economic and military power so as to f 


әгі, but stressed Jordan will need continued assistance to face rising oil prices and regional challenge 
the Antiterrorism Assistance Assessment Team that is scheduled to visit Jordan in early June (reftel). 


of a timely and positive response. 2. (U) We will follow up with MFA and report. BUTENIS 
| delegation from Iran was going to be іп Basrah to meet with the Governor and open the new consul: 


8 Governor, Sayed Rajeh Al Musawi (Independent) at the Regional Embassy Office. Тһе discussions 


НСОС with contacts at the Bahrain Defense Force. He understood the U.S. interest in promoting thi 


255) official has accused Total of involvement as well. There has still been no GoSS decision on hov 


Guantanamo had been acquitted of all charges against them. (Following their return to Kuwait, the С 
ement (ICM), the political arm of the Kuwaiti Muslim Brotherhood, was expelled from the ICM after re 
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ina 

attempted to claim partial 

noting that Maoists had long been demanding several 
including naming Nepal as a secular state. 

he complained that \"the proclamation does not 
address the needs and aspirations of the people.\" 


\" he said in the statement. 


restructuring the state 

regional and ethnic autonomy and federal 
revolutionary land reforms and fundamental rights to 
health and employment. He also claimed that 

the 


the officers were concerned that the 


he 

\"what is important to note is that 
clear roles from NA 

rules of engagement 


saying \"the Army is a disciplined 
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on 


by 


as the Nepal 


cease-fire duties and 


тігу swing through Europe and North Africa, May 10-18. The trip began with Chavez getting a stern 


теі for a joint meeting May 21 to hand over portfolios and spell out priorities. Maliki told the Ambass: 
1355 C) Beijing 01153 D) 05 Beijing 10998 E) 05 Beijing 09446 F) 04 Beijing 19514 Sensitive But L 
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ParliamentVs role should be 
welfare logistics апа pay that the NA 
and motives. One officer worried that if the 
\"the 
he 
and not merely accept 
government and 


in the ten years of the Maoist insurgency 


Prasidha Pandey President Nepal-USA 


' southern part of the province, strikes a contrast to Xiamen as the city neglects its vast potential as a 


\PANESE MORNING PRESS HIGHLIGHTS 05/22/06 INDEX: 1) Top headlines 2) Editorials Prim 
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was more optimistic 


V'If the King was forced to bow down to the popular 


then the Maoists will also be forced to 


people continue to have high expectations of the 


which will have to quickly build trust with the 
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WANT PEACE 


head of the United Kingdom\'s Department for 
stated on behalf of 

Denmark 

Finland and Germany 

not 


Resident 
said the UN was 


however 
given the difficult political conditions 
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Norway Switzerland 
that donors should 
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2005 royal takeover. 
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and the budget deficit will remain at 


the GOK plans to correlate its spending to GDP 
May 4) 


Kazakhstan will undergo structural changes in the 


V Kazakhstan\'s Labor and Social Protection 


ar-hours number is 254-20-856- 2825. Control officer is Tom Ray, work International Voice Gateway ( 


Xf contact is Political Officer Tod Duran. Contact details are as follows: Office: 644-462-6043 Fax: 
of the governor following the national oath, and the oaths of the ministers and the parliamentarians al 
had returned to normal by dusk. The Consulate General compound was not affected, and no Americ 


int for the establishment of Radio SAWA in Sudan is nearing the point of signature. At this juncture, F 


ase salaries, pay salary arrears and reinstate certain staff. Negotiations were unsuccessful, and the < 
sfinitive answer regarding why Hizballah had stepped up the construction of military infrastructure alot 
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industrial-innovation and 


\" Karagusova concluded. 
Мау 2) 


Prime-Minister Akhmetov signed a decree 


Vice-Minister of 

Vice-Minister of Transport Zhenis 
Vice-Minister of Economy Marat Kusainov 
who 


April 28) 


\" Kazakhstan\'s Prime Minister Akhmetov 


\"mainly Kashagan oil 


Project Director of the Turkish section of the BTC 


May 8) 


Prime Minister Akhmetov stated in 
the GOK is looking at the possibility 


the Prime Minister said. The 

with a capacity of 30 billion cubic 

will be completed in September. (Interfax - 
May 6) 
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and 


Baku- 
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End summary. --— s Already on the Ground ----------------------- 2. Listed below in order « 


ed Democratic Front (AUDF) split the formerly solid Congress Muslim vote and undermined the party 


ving fears of an electricity supply deficit in Turkey by the end of the decade, the Turkish government I 


.P. Oli said Nepal\'s relationship with its immediate neighbors would remain unchanged, and that Nep 
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Tsentralnyoe PSAs Scheduled for end 2006 


as reported by Lukoil 


May 3) 


KazMunayGaz and Gazprom will operate the 


KMG Managing Director Meraliyev recently announced. 


one of Karachaganak\'s shareholders 


May 3) 
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a desk officer in the 
added that expanding the number of states 


he said that if Venezuela were elected to the UNSC 


anti-West agenda and impede 
France 


es and civil society, produced a concrete product on the design of a prospective Indonesian NSC whi 
843 001.2 OF 002 SUMMARY ------- 1. (SBU) Оп May 18, authorities stepped up their effort to cor 
зесе\'$ large Muslim minority in Thrace could be the source of reciprocal CBMs between Greece and 


stricted from the markets of neighboring Uzbekistan due to strained Uzbek-Tajik relations. With the t 


iositions in state companies to nomenclature and their families, allowing them to steal from the state i 


with post and undertook to deliver the letter to Deputy Minister Park In-kook for Policy Planning and | 


-eight detained members of the group conducting the raid were turned over to Coalition Forces (CF) 


\ILY SUMMARY ΟΕ JAPANESE PRESS 05/22/06 INDEX: (1) Japan, US to gear up for missile defe 
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would might consider this as interference in sovereign 
France had no objection to 


said Guidee although it questioned 


and those likely to ignore it are precisely the 


said Guidee a country like 
short-term way to abide by 


said Deruffe to carving out an exception to the 


whatever the final 


it would be important for it to be \"visible V so 

said Guidee because they 
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be established in OHR with the initial 


especially to CSS\' announced intention to coordinate 


a fact cheerfully acknowledged by 
unlike other ill-considered OHR forays 
will do no harm. However it does 
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plus 
while still 


appears to consist of several elements. First the 
with a staff of 4-5 


be created within OHR. CSS used the dinner to appeal 


CSS envisions 


head of OHR\'s Economic Section 


even as he has been tasked 


Pribitzer contended rightly saw 


but declared that OHR could 


3led off to a slower overall rate of growth. The main reasons for displacement include: death threats, 
assembly, and Dr. Paba Palihawadana, Epidemiology Unit Director, who will also be part of the Sri L: 


invited Ambassador to join their meeting. The Egyptians declined to invite media coverage. (Livni hi 


lal; TaiwanVs first National Security Report; the DPP\'s internal feud; the islandVs bid to join the WHO 


dussa - on the margins of the World Economic Forum in Sharm EI Sheihk - told reporters he welcome 


1 at least through the end of the week. Post recommends the Secretary consider sending Chairwoma 


IAVs President (David Coffey, from the UK) and prominent Baptist officials from Texas, California, Vir 


velop a revised 2006 budget that conforms to the accord, and finalize a strategy for the reform οἱ the 
) Summary: Malaysia\'s bumiputera policy provides socioeconomic support for ethnic Malays and otl 
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prompting a hasty reminder 


an 
given CSS\' mantra-like use of the phrase 


a more active business role in policy making can 
this new focus is far less worrisome 


the High Rep appears determined to essentially 


the High Rep 
with the 
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this link should 


but has not brought much in the way 
as construction 


but questions remain about whether this asset was 


corrupt leadership seems to have few ideas 


travel across the pass to Yerevan\'s 
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pany, Universal, has opened an investigation into an internal report that one of its employees in an ur 


Je of our interests. You will have the opportunity to engage Indonesian leaders to encourage them to 
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barren stretches of high alpine 


drivers can still see 
the trip to the 


we passed dozens of Iranian trucks 


one of Syunik\'s three main cities is the 
it receives some small economic benefit from the 

according 

is the fact that farmers in the Goris area supply a 


the military presence in Syunik Marz is not obvious 


the area 

with its spectacular 

who are now coming to Armenia in increasing 
are willing to make the trip south. 


Newly Private Business 


most steady private employer in the Syunik 


it was privatized in 
with the majority of shares bought by a German 


the mine provides steady 
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ritic who enjoys a larger popular base than virtually any other oppositionist, primarily due to his power 


lation of the government of national unity as a major step towards transforming Iraq into a democratic 
bo of the opposition CAR party has been ponderous, as have been the agreed-to procedures. This v 
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but that all of 


purchasing a new truck 
the mine 


our political 


teachers and members of NGOs told us that issues 
school curriculum changes and 


he said \"everything is 
we have good cooperation with the central 


however. We met with Ruben Mkrtchyan the director of 
who led a successful 


and to the fact that 


ımend review οἱ 21 2/8) eligibility for active managers of state-owned enterprises (SOE) since they gel 


uh democratic traditions, and other social issues. Al-Shehhi talked about the size and the history of tr 


»wn DIKO turned in a strong showing in terms of both percentages and seats. Other parties consider 


2 deal with a crisis later on. 2. In a separate presentation to a group of Central European political scit 


t stressed that the Uzbeks seemed more open than during last year's summit in Tashkent. Post has 


Malawi\'s tobacco auctions closed again May 11 in a continuing dispute over prices. Before this shutc 


ıtes, although no one had expected it. He also visited the senior generals in their new capital and he; 
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more economical route for the highway was available. 


in fact change government decisions if they v 


which calls to mind 
a 


the 


with the Sevan Cascade to the north 
remains the most reliable source of electricity 
the Cascade was a 


with two power stations about 
has been planned but no construction 


Steady Traffic from Iran Brings Little for Syunik 


the Port Director was 
he 
well-laid-out and 


the port 
with no queue of trucks or foot passengers 


outside the exclusion 

was a row of Iranian trucks transferring their cargoes 
sturdy Russian-made Kamaz trucks better 

Safaryan told us 


the Mayor of Meghri told us 


^t will be posted on the MFA\'s website and that Prime Minister Wen Jiabao and Foreign Minister Li Z 


> troops and 1,000 MONUC peacekeepers (from the Pakistani, Bangladeshi and South African battal 


‘ourse -- did not anticipate that Norway would have issues of concern. Visit Oslo\'s Classified website 
iestions that he would like clarified before the GONL goes forward with making a decision on whether 
yther for Abu Dhabi Crown Prince Sheikh Mohammed bin Zayed (MbZ) during a visit here six weeks: 


1, and also to certain extent the ones related to Instituto Nacional de Estatistica (INE), specifically on 


he former Syrian president, Hafiz al-Assad, and has good relations with his son and successor, Bash 
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the lifeline 

and Meghri benefited directly from its 

however 

especially not food 

since brands they prefer are readily available from 


the advantage to shipping goods purchased in Dubai 


cross the border regularly on 


if the weights of the vehicles match 


he has no right to inspect containers at 


But for Whom? 


and 


the pipeline is to be financed by Iran 


in plain sight just across the 


the 


however 
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Armenian consumers do 


with 


that gas deliveries would 
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tent, police, and NGO representatives indicated that, overall, legalization of prostitution has helped m 
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canceling his trip Europe for the Spain-CARICOM 


shortly after 


while the matter was still fresh in his memory. 


Sharma filed a 


arguing that McNicolls falsely and 


Chief Magistrate 


the day after the 
and was advised to look at the case 


il society and human rights activists, but lacking representation in Damascus, the GOI will defer to tht 
j)bserved in Tunisia with the usual repeat of GOT pronouncements in support of a free press, unaccoi 


Operations Chief -- Lawyers Arrested in Nyala -- Pronk Calls Donor Meeting ------------------------------- 


y had serious disagreements with two other coalition partners. Bagdasarian also announced that, as : 
8 UAE if it decides to participate in the program which utilizes PISCES hardware and software at sele 
efore June 16. According to Markara, who said һе had met with her the previous afternoon, Dr. Isaac 


ed in the embattled north and east May 20-21. Unknown perpetrators threw grenades into the offices 


ited a new sheikh whose message is clear-- the Middle East suffers from a lack of freedom of expres 


3 Ministers had immediately withdrawn. Parties and civil society expressed relief that the new Ministe 
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particularly 


that the charges 


Manning also received a report from 
QC 


one of the StateVs prosecutors 
that Sharma had raised the Hindu 


Attorney General Jeremie wrote to 


including looking 


nd Coalition forces. Presidential Chief of Staff LTG Hamid Javaid and Aziz have counseled an irritate 
2, USAID/RDM/A USPACOM ALSO PASS TO J07 Е.О. 12958: N/A TAGS: ТВІО, AMED, CASC, ЕА( 
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which includes the 


at least one is being untruthful. Sharma\'s 


even 


Manning\'s statement only deepened 
the crisis 


or he may have been 


Sharma penned a dissenting opinion supporting 


and everyone involved 
the case 
with PNM 


Indo- 
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rather than 
reinforcing the UNC-held perception 


ті during May 21 discussions with several Ambassadors. He said the СОМ needed to establish its οἱ 


ЗОІ wishes the new PM V 


UMMARY. On May 22, Foreign Minister Sheikh Abdullah bin Zayed (AbZ) asked for USG \ 


‚zechs intend to maintain their 100 military police presence in Iraq in 2007. -- NATO/RIGA (paras 8-1 
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q) 


Andrei Vdovin 


the Turkey Greece 
a claim of an extension to 


Vdovin 


and that Russian supplies over 60 percent of 


Vdovin indirectly linked RussiaVs 


mentioning that movement on BA will be seen 


according to Vdovin 
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Russian Ambas: 


was presented during MillerVs 


for the National Dialogue, but some of President Abbas\' (Abu Mazen) closest advisors do not under 


version bill (Ref C), instead sending it back to the state cabinet based on concerns that it is unconstit 


Manmohan Singh. Pakistani think-tankers expect the GOP to firmly reject India\'s demand to verify t 
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Vdovin told the room that 


from his side Russia sought \"diversity of 


\" continuing 


Vdovin stated that We don\'t 


claiming V'we support the principles of the free 
Vdovin also called on 


V the joint-venture between Gazprom and the 


leading Greeks 


including the head of Greece\'s 
DEPA (septel) are telling us that the 


eral Tatiana Gfoeller for reasons 1.4(b) and (d) ΒΙΝΙ ΑΡΕΝ GROUP ARRANGES EXPEDITIOUS Ct 


‚ peaceful separatist All Party Hurriyat Conference led by Mirwaiz Omar Farooq rejected an invitation : 


il (LBCI), was injured in September 2005 in a series of bombings in Lebanon targeting Christians and 
3llows: The European Union warmly welcomes the formation of an Iraqi government of national unity 
‘ibution a hot issue, and genuine resolution of land issues remains a distant goal. End summary. АС 


1 LABOR MIGRANTS SUGGESTS THAT, HAVING ARRIVED IN TURKEY, MOST MIGRANTS OVEF 
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from a recent Turkish МҒА non-paper we received 
improving minority 


there are some modest actions the GoG can 


one of Greece\'s poorest regions. It could show 


something the 


the northeastern part of Greece that 
is home to an estimated 100 


most of whom identify themselves as ethnically 
estimates as many as 150 
000 Pomaks 


including Muslim leaders 
not as 


many of whom also identify themselves as V'Turks 


and economic development in the region 


improving the lot of the 
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000 to 125 000 


000 members. Included are 
Muslims of Slavic origin who speak a 


identify 


va 


as well as 


onal Election Council. The issue of electoral reform will now be addressed by a standing committee | 


Slassified By: POLCOUNS ANGUS SIMMONS FOR REASONS 1.4 (B) AND (D) 1. (C) SUMMARY. 
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but might also contribute positively 


Greece and Turkey differ 


not 


while it views treatment of its ethnic brethren in 


FM Bakoyannis made clear that the 
for example 
not a 


as a means to provide PM 
the GoG consider separating the 


not without justification 


less than 3 
Y while in western 
000-150 


still the only major 


we know that PM Erdogan is interested 
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that 
000 mostly elderly Greeks аге V'fightinc 


000 members of the Muslim minority αι 


е on human rights. On other issues, he said that his office\'s recently released human rights report t 


Jg-related proceeds, and two vehicles. The arrests are attributed to a successful Athens DEA Countn 
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a firm decision on venue 


Amb Konstantinos 


the PM\'s deputy diplomatic adviser confirmed the 


e.g.: 


according to MP Ilhan Ahmet who is from the region 


Ahmet (protect) estimates that Turkey\'s 


Umit Gurdum spends 


saying this situation 


bedko would not quit the coalition, and presented only αλ 


eased control over the political environment in the run-up to parliamentary and municipal council elec 
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меуге clearly not there yet. The Greeks seeing that 


are clearly not 


which they tell us frequently is 


there are things that Greece can do to 


easily 
such as opening a 


we should 


we recently received a non-paper attributed to 


and cites the ruling of a European Court of 
rather than appointment by 
who are supported by the Turkish 


were convicted and fined in 1999 in Greek courts for 


which ruled in 1999 against Greece 
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tatus quo 25 constituencies. Reformers who rejected a compromise offer of 10 constituencies іп ога 
or assessing UN agencies, performance. U/S Shiner and PM Stoltenberg also discussed energy issu 


zh a lawyer burst into the deliberation room and shot dead judge Mustafa Yucel Ozbilgin and wounde 


\rabic-language roundtable at one of JeddahYs most prominent women\'s colleges highlighted both tr 


6. The Turks are focusing on high level participation, including from the United States, but have not y 
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nor to change the procedure for appointing the 
but did suggest Greece take measures to 


not elected.) 


in a May 10 meeting with visiting EUR/SE Deputy 

said the боб would \"never\" accept elected 

who would be 1100 percent" controlled by the Turkish 
and that the GoG would not allow muftis to be 


ij a cif2ersation with the DCM th% 3a-e $a9 1a)d 


e tc 4he election of 
but the politic3 


63 ΚΩ 


e- af$ спе that we raise in the H5e!fQQ 
dT(i3Q 

Uh f iT 2e e!Te$ 4he appeal of 

e$Q 


ed t(e dea)Qiij To the European Court mbQ 
IQ 


V especially since a similar 


indeed serious problems with this in Thrace 


but do not have property documentation since many 


‘ed enormous subsidies, totaling USD 1.3 billion, in seed, fuel, chemicals, and equipment. However, t 


lian press. End Summary. 2. (U) On May 20, the Italian MFA expressed satisfaction with the formati 


гу Inspectorate office stated that bird migration is due to end shortly, reducing risk of new Al outbreak 
' Greeks are waiting until they have had a chance to meet with the new Italian government as well as 


itionship with the Mufti of Rwanda and with the predominantly Muslim political party, Parti Pour la Der 
lukhabarat) Chief Tariq Abu Rajab, who was severely injured on May 20 when а bomb exploded іп а 
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since fines have 


and properties there have been confiscated by the 
according to minority representatives 


however 


both states had 


children can attend mainstream 


Greek language) high schools. Minority members and MP 


and would be warmly welcomed by the Muslim 


minority complaints of inadequate 


we have encouraged the GoG to follow through on 
and therefore promote integration and 

the GoG should 

which certifies minority school teachers. Many of 


like other University 
and could include study exchanges to 
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ımmission she leads to investigate the grievances of the former FDTL soldiers, the \ 


‘hetes clashed intermittently throughout the day, significantly raised the level of tension іп Dili. Police 
Yegotiations. Prior to commencement of the session, in which he would rise in protest, Hewar leader 


jan under former Defense Minister Shaul Mofaz, and the approvals took place within the last few wee 


icy (DTRA). Please relay points below to appropriate Korean government (ROKG) interlocutors in re 
sords designated 20 miles of fishing grounds for Palestinians in Gaza. End Note.) Fish catch droppe 
1 location in Kinshasa. 2. (C) Post consular officer and RSO had a meeting scheduled the morning c 
177, L) 05 BUCHAREST 2152 BUCHAREST 00000847 001.2 OF 002 SUMMARY ------- 1. (SBU) 
1atally confirmed by an independent election observing body, Chisvuure won 64 percent of the vote ; 


e over non-payment of benefits. - Gecamines\' CEO announced plans to reduce the number of empk 
in working with PRT Ninewa on projects to benefit the people of the province, but is terrified that any 


3. EURONEXT''s shareholders, the Paris financial community, and the French government all have = 


while consumption exceeds 322 million ара. The deficit of 11 million αρα is drawn from water stored 
different components of the country. France hopes that the new government works with all Iraqis to r 
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it claims it still is not easy for 


but 
primarily when 


and affected persons resident in Greece can 


and how 


until 
this minority was isolated from the rest of the 


are no longer in 
but says legislation 


or on the 
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of the 59 Sunni Arab CoR members during Prime Minister Maliki\'s presentation of the cabinet (reftel 


e strategic approach to extra-budgetary resources; these now account for more than half of UNESCC 


ı invasion of the US, intended to train its military forces and community for a supposed war with the U 


4 


sides it needs some additional specific measures against hooligans, terrorists, or criminal elements. : 


ıunities are complex, and building consensus among indigenous and local leaders concerning targete 


Column 4 Column 5 
the government 


as well as the 


given the 
the government has 


talks with the Maoists will be lengthy 


they will doubtless see whether 


the insurgents have a 
to see 


they will be 


when 
so they may well decide 


however the history 


the major parties in the 


the Maoists are making it increasingly 


some of the international 
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JR DOUGLAS MCELHANEY FOR REASONS 1.4 (В), (D) 1. (C) SUMMARY. On May 3, the Police 


ously alleges that hundreds οἱ thousands of small arms and light weapons (SA/LW) and associate ar 


ly declared their intent to run for office, among them several women. Some MPs commented that the 


де by both the National Assembly and Senate. This process is unfolding amid increased political jock 


; the status of BRV extradition requests on alleged terrorist bombers Jose Antonio Colina, German V: 
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the GON hopes that 


as would any final peace 


Koirala\'s views strike us 
the Prime Minister has said 


which will serve as the government\'s think tank 


and to the facilitators who will be passing 
and not 


it also means working with the Indians. 


prosperous and democratic Nepal and understanc 


but only if we continually 


(526 SENSITIVE BUT UNCLASSIFIED - PLEASE PROTECT ACCORDINGLY. 1. (U) SUMMARY: 


in text: Ref: 50/200/40 The Ministry of Foreign Affairs and Foreign Trade presents its compliments tc 
ıd (d) 1. (SBU) Summary: At a meeting of CARICOM Ministers of National Security and Law Enforce 


ed in the weapons-for-drugs trade are working closely together in Suriname and that the FARC is one 
Jashdani. Since there was still no agreement between the political blocs on the authorities of the Cou 
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and presumably 


we understand the GOIVs lack of enthusiasm for 


and the Indians rightfully 


who would not 
would merely report to 


and shortness of vision of most ofthe key 
this government has a 


we will need to 


in case things go wrong in the talks we 


ultimately the GON will 


the 
and clear 
Nepal will never have a better 
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)6 economic results indicate that Peru\'s economy grew 6.85 percent for the quarter, surprising the Сі 
representative in Basra) and the Basra governor. Maliki said he believes that any Mehdi Army elemer 
positive about offering resettlement opportunities to at least a few of the refugees, especially the Cuk 


ο deflect his administration\'s failures by blaming the USG, chastising his own subordinates, and hold 


ion to President Palacio later the same day. Carrion rejected press speculation that the Oxy decisior 
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the plant instituted a short-term 


Gidropress and the 


the chairman of Bulgaria\'s Nuclear 
told us that Bulgarian authorities 


an \"incident\" 
according to the INES scale 


the 39 remaining rods would have been sufficient 
whether they could have 


it is 


who has worked to improve 
the event at Kozloduy 
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ith the Director. There was a strong difference of views on the upcoming Economic Sustainable Devt 


almost 40 years of experience in the West Asia/Africa department. Until a few months ago, Dzu was | 
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however is how the Bulgarian 


Bulgarian officials stayed quiet 


however was never 
which went unnoticed. The 


Georgi Kaschiev who alleged a serious accident at 


the GOB remained 
Rumen Ovcharov 


and speculation surrounding the incident was 


saying Bulgarian\'s nuclear power sector should 
that other politicians were not pleased about being 


the Speaker of Parliament Georgi 
responded that he had only learned about the event 


but certain questions 
like why the public was not informed 
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as well as the public 


and that the EU is being overly cautious at 


which is to remain operational 


the Bulgarian government 
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the FRS has begun hiring new staff to carry out 
in a May 15 meeting with major 


that the deputy director 


although he gave no reason to believe that hiring 
the FRS 
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already 
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it he had been approached by representatives of the Iranian government to participate in a new strate 


ver-sharing a good faith effort. Foreign Minister Tavola retains his job, this time as a Senator, a welcc 


h this extension, US benefits under the AER will continue until o/a September 5, 2006. BOYCE 
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he also 

telling her that in 

he 


for 
NDI country director Mary O\'Hagan said she was 


for instance 
many of the NGOs that receive JDC 


which is weakening 
activists had told 


although some are now getting some 
her FRS interlocutor 


and such a meeting has been tentatively set for 


who tracks 
is among several people who have told us 


Moscow Carnegie 


broader 
for 
Raguzina said she believed that registering with 


whereas Ford Foundation country director Steve 
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the Embassy/State Department complete human rights vetting request for Chanon WACHAKAMA Cc 


juested that the Embassy/State Department complete human rights vetting request for LTC Parichat 
quest. 2. (U) JUSMAG THAI has requested that the Embassy/State Department complete human r 
for individuals listed below, who have been selected to attend the above-mentioned course. Embass 
ig request for individual listed below, who has been selected to attend the above-mentioned course. 

ghts vetting request for individuals listed below, who have been selected to attend the above-mentior 
: 1. This is an action request. 2. (U) JUSMAG THAI has requested that the Embassy/State Departr 
Financial Group for the year ending March 31, which made the bank Japan\'s second-largest earner 


; pro-Islam Justice and Development Party (AKP) government. The secularists, who represent a rela 


Allthe press reports cited deaths in southeast Turkey (Nusaybin, Tunceli, Erzincan), save for one acc 
iration of stay in the Black Sea. Civilian owned but military commanded vessels are subject to these 


action request for human rights verification required by the Leahy Amendment; see Para. 2. 2. (U) 
5uvagci, former DEHAP (Democratic PeopleVs Party) provincial chairperson, has been living in Hakk 
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Solnick said that at least for large and 
the law might not prove 


and 


it would be less prone to go 
he acknowledged 


AmCham Executive Director Andrew Somers 


the implementing regulations have 
including Yuriy 
have told us they had been able to influence 


the sheer number of forms to be 


may lack the funds to add new 
forcing them to find creative solutions 


noting that some of the forms appear to 


rather than by 
further increasing the burden. Yelena Topoleva of 


the law creates 


Prodi on the occasion of forming the new Iraqi and Italian governments. He expressed his confidence 
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the activists tell us. The FRS could 


along the lines of the GOR\'s use of minor 


although many have told us they recognize that 


however 


NDI scored an almost total victory in a case 
which had charged that NDI had 


and 


NGOs have begun 


sometimes exploring the possibility of sharing 


as well as Russian NGOs such as the Center for 


USAID is developing arrangements 
to channel funds to Internews Russia through 


rather than as a non-profit grantee. Our 


Column 6 


ing to review and assess the progress of cooperation on trafficking to realize a vision of a trafficking-fi 


| Reform package in December. Tsang\'s strategy failed because he didn\'t anticipate the ability of th 
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some Western organizations have stopped 
preferring to provide funding to 


but has now decided to avoid the registration 
opting instead to channel funding directly to the 


head of the St. 
told us he is part of an 
which will either be filed 


Yevgeniy Velikhov told us May 15 that this would 


a Chamber member from the World Wildlife Fund 
along with several 

is on a working group 

a Chamber 

told us he is poised to draft 


however that it is far too early to draw any 


told us he had intended to 
but had concluded that it would not 


when the hearings are now 


other embassies have begun working on that 


the EU has 


some younger, non-Legco members of the Democratic Party wanted to support the Government prof 


ιά Nonproliferation Division, Ministry of Foreign Affairs and Trade (MOFAT). On May 23, Kwon respoı 
demanding a cabinet seat and parliamentary committee spots. Meanwhile the coalition\'s largest pa 
ed his replacement, claiming Orakzai was not aggressive enough in 2003-04 tribal operations, is V 


Park undertook to deliver the points to relevant officials at KAVA and to convey to us their responses 
1 about two to three weeks after his meeting in Asmara. He invited Charge Hume to observe the talk 
for Police Stability Units (COESPU) in Vicenza. In addition, Italy looks to the U.S. to recommend one 
d DISY Deputy Leader Averof SIPDIS Neophytou predicted strong showings for their respective part 


A Support -- Interview with Charge Makes Front Page -- Charge Meets with Yasser Arman ------------- 


DOD-State-NSC-USCENTCOM delegation headed by Principal Deputy Under Secretary of Defense: 
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noting the damaging 


who said he did not see the Kremlin using the law 


but said he thought those working on domestic 


which would pocket such steps 


most recently by speaking at the thirtieth 


which gets USG support 
which was echoed at the event by Public Chamber 


jointly sponsored by the 
that will 


its 


give grounds for concern. 


but that 
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to make the 
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iitment to fully implement the convention and pledged to work closely with the U.S. in achieving this ο 
a win here is not insignificant. However, an Uri Party victory in Daejeon would more likely be the rest 
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the 

though no doubt partly a 

create both logistical difficulties and 


these vulnerabilities are likely to foster 


we should not assume that a worst-case 


above all by strengthening 


although it is important for 


as well as 


to the degree possible doing so in 
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she had \"no information\" about 
though Iran had received 


she repeated past 
noting that the V'Finnish Regulatory Authority" had 


the GOAM\'s decision to move ahead with the 


unified message against proliferation in 
as Deputy Foreign Minister Arman Kirakossian told 
President Kocharian had ordered organizers to 


the Ambassador plans to 
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Sharp 
and Eli Lilly. Other members include 


Novartis (Swiss) 
Bayer (German) 
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but Rahman\'s comments were 


which 


whatever their political coloration. 


Pakistani hard-line MP 
leader of the opposition in the 
and outspoken proponent of the 


is in India for a private visit at the invitation of 


which espouses religious 


their Indian 
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head of the 


'oleum sector to discuss privatization, Kuwait Project, the planned fourth refinery, investments abroad 


i Optical Disc Forensics Lab Clarifies Its Capabilities and Procedures: Doing Less With More REF: А 
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the JuH hosted a reception for Rahman at 


those who attended included 15 MPs and some 


former Chief Minister of J&K Farooq Abdullah and Ram 
the brother of UP Chief Minister Mulayam Singh 
a member of the Madani 


which is currently running Uttar 
we heeded Embassy 


V by V'encouraging 


while the Urdu press covered it in great 


\" and 


influential 


iafe, democratic, prosperous and integrated Iraq, to the benefit of all its citizens, as well as an import: 
A. Specific assistance: DOD will sponsor Major Al-Bawah to attend the Ninth Host Nation Coordine 
ary of State Hillen met with MFA Assistant Under Secretary Shaikh Abdul Aziz May 14 and discussed 


istant Secretary of State Hillen met with Crown Prince Salman May 14 and discussed the Gulf Securi 
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but all had refused to attend. The Barelvis 
are locked in an increasingly 


some of whom attended the 


claimed that the JuH had invited over 500 
and that 


including all Barelvi and Sufi invitees 


Rahman\'s speech at the reception was 


Rahman purportedly held 


Pakistan and the West to blackmail promising that 


\" asking rhetorically \"how anyone could 


\" Mazari predicted that all but the most 


which is owned by Suri who purportedly kept a block 


;ought to rebuild their home, which also doubles as a house church. Another НҒА interviewee, Nguye 


'resident Bush and Venezuela\'s intervention in Latin American countries. Asked what reason ROKG 
's. Disruptions in distribution of rations and reports of localized food shortages аге cited as the main | 


nary and Comment: Deputy Prime Minister (and putative Prime Minister) Nguyen Tan Dzung gave a: 
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none of the Maulvis turned up and the rooms remained 


which is not amused by his antics. 


the JuH 
which most believe is being encouraged and funded by 
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including in his public statements after 
to praise the 


as demonstrated by the visa roadmap. 


and certainly did not 


given that the full 


that this 


particularly that it did not 
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25 to meet with VFM Wu Dawei to exchange views on the Six-Party Talks. The Six-Party Talks are f 


ition to the refuge case of Rema Al Said, which had been languishing for over three months, resulted 
ant expressing EU concern about what it called the recent widespread harassment of human rights dt 


ла Humanitarian Affairs Division Director Tetsuya Kimura concerning the draft Declaration on the Ро! 


ih Yushchenko, Kaczynski discussed regional cooperation, energy, and domestic politics, and offered 


TVS FISCAL CONDITION. ΤΗΕ WP WARNED OF A SERIOUS FISCAL DEFICIT. IN ΤΗΕ WP, ΜΑΗ 
disguised as a religious gathering, to be held 60 feet from the site of the Ahmadiya gathering. Local: 


o national security, national security strategies, and a conclusion. The report takes an encyclopedic έ 


Column 4 Column 5 Column 6 

but only troop contributions to OIF and ΟΕΕ. Svoboda 

including those serving under NATO 

including the Czechs to move more of their forces to 
the 


particularly the 


the Czechs have contributed in many 
including substantial reconstruction and 


given his visit to Washington this week but for 


Svoboda stressed that Czech 


and also clarifying the steps that still lay ahead 


5/19/2006 14:00 06MONTEVIDEC Embassy Montevidec 


he highlighted the passage of the 


the four largest 


;hyar Zebari praising the formation of the new government. According to press reports, Shaykh Dr. V 


nfully slow (averaging about 45 minutes to an hour per applicant). According to a United Nations гер! 


ATUS ΜΑΗΤΤΙ AHTISAARI SPENT MOST ΟΕ ΤΗΕ PAST TWO WEEKS TRAVELING TO EUROPE, 


tan, probably from Russia, but possibly from China too. News reports claim that Tajikistan is conside 
g program on Provincial Reconstruction Teams (PRTs), Romanian representatives, all from the Minis 


rr officers are not trained to perform and for which post has not received resources (while these deleg 


coalition that will emerge after the election. End Summary. 2. (SBU) Sevc said he was surprised to rı 
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which 


to be outlined 
Venezuela would not have 


but would 


what they perceived as a 


it could signal a trend towards a 


high- 


as little or no 


split 
in an 


talks with the EU have historically 


part of the failure of these latest talks lay 


Brazil\'s Foreign Affairs Minister Celso 


hat Tajikistan views the formation of the Iraqi government positively. 2. The Embassy has also issue 
nd if so, what the vessels whereabouts are. Cabactulan also passed the message that Manila is co 


ar which version was forwarded to the Presidency. The UN was unable to verify the status of the Con 
ty damage outside DEPZ. Protests continued on May 23 with several thousand garment workers fror 


3. Visitors who need unescorted access into secure areas of the Mission must provide proof of a cle 
tch MFA\'s Sudan Task Force. Outline of Dutch Contributions to Sudan, 2005 and 2006 1. Dutch Со! 
radar data to the NATO network as the highest impact and most cost-effective contribution Croatia cc 
e day. They were told that their churches were illegal and would remain closed. They were ordered t 
the diplomatic community in Phnom Penh for the UN Office for Human Rights. She met with PM Hu 


lards--authorities seized just 11 kg of heroin in 2005. Seizures of amphetamine-type stimulants are m 


to the Holy See and touches on several on-going issues in the Polish Church from the perspective οἱ 
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President Lula\'s Special Advisor Marco 


one of the 
stated 
to improve its 


China and India. On May 19 Astori confirmed 


despite strong repeated criticism of 
broad consensus remains that the GOU\'s first- 


which he considered would be an 
he has 


but has made clear 


is his mantra. 
Vazquez said that Uruguay 


Juring a series of April 28-29 discussions with the Consul General, Bayelsa State Secretary of State ( 


AMARY OF COVERAGE: The probable merger between Euronext and the NYSE is today\'s lead sto 


count for an increasing proportion of Mission Turkey,s nonimmigrant visa applicant pool. As applican 
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and Chile is clearly his model: \"Uruguay is 
asis 


Paraguayan President Duarte 


Argentine President Kirchner 


the signals from the Brazilian MFA 
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tis particular sector has \"stayed behind.\" Some 


mostethnic-Roma Romanians still live 
many of them in 


Human Rights Officer visited three vastly 
Transylvania. 

Mures County is 

the two largest ethnic groups in Mures 


however 


for 


three Roma men were killed and 14 Roma houses burnt 
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Jositive statements on Tunisian modernity and moderation, the private press also included coverage ι 


ador was accompanied by Poloff (notetaker), while Alaoui was joined by PPS executive committee mı 


oists did not enter into dialogue with them. Media were also becoming more critical of Maoist actions 


C also operates in the Dir and Chitral districts of NWFP. The FC is a formally trained, organized force 
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PolOff 


and a broad variance in socio- 
ranging from absolute 


marginalized Roma 


most Roma families lived side-by-side with 


still preferred \"minimal association\" with their 


and 

many with intricate metal roofs an easily 

000 almost five times the average 
000 because \"the gypsies 


the wealth had not increased the social 


the Rostas and the Kocsas -- had 
along with new asphalt streets and then 


«ed away from an earlier vow to call for President Bakiyev\'s resignation, and have said that the prote: 


15 of H5N1 to recover without Tamiflu being administered withi first 48 hours of symptom onset. Two 
the refugee situation would be on the agenda. Saran reported that other recent meetings with the BI 


embassy in Bishkek, so Larsen said that the instructions would be sent from the MFA to the Norwegi: 
pool of NGOs interested in engaging in dialogue with the GOR, particularly on G8 issues. It also did 


rial had been scheduled for that day. Labwani\'s family members, human rights lawyers, and a numbı 


t rate to 9% by the end of 2006. However, preliminary employment data showed poor job creation in ( 


including prominent human rights lawyer Anwar al-Bunni, were interrogated on Мау 21 by investigatc 


ver UPA economic policy, the Congress-dominated UPA government has moved to placate the Comn 
the Congo (EUFOR RD Congo). SCHLICHER 
it he had been focused on the May 21 parliamentary elections in Cyprus over the weekend. Despite : 


e MFA earlier that afternoon. (Ref B) The text of PM Aziz\'s statement is reproduced below: (Begin t 


st which had been suspended pending a final ruling on his asylum status. A district court ruled in Sep 
r of the Supreme Commission for Tourism (SCT). The Board enthusiastically promoted the agricultur 


ly barraged with numerous administrative charges, requests for re-registration and comprehensive αι 


JN Mission in Ethiopia and Eritrea (UNMEE). Members меге not fooled by the last-minute ploy by tht 


Column 4 


conditions in the village of 


no electricity 


especially 


Roma villagers lived in 


others 


however 


they are \"out of money again.\" He also accused the 
\" as profits from their goods 


their lifestyle remained stigmatized. 
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no water and no 


that \"the gypsies just do not know 


incil (HRC), and management reform -- with SYG elections, Darfur, Cote dVlvoire, and UNSC electior 


a statement from the EU Presidency criticizing the recent arrest of human rights activists in Syria. Pay 
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according to 


is the fact that many 


well-to-do and educated Roma often choose to 


V or 
chooses not to work or engages 
however that the Romanian 


mainstream Romanians still frequently express 


but deeply 

bias towards the Roma. Many educated and 

for example 

in some fundamental but undefined way not 

and in some cases more than ethnicity. 


political leaders are reluctant to openly 


the leaders of many Roma clans are also unwilling. One 


however he noted that 


he stressed Vwill be a big problem not just for 
but for Europe V especially after Romania joins the 


'esented President Niyazov with a Japanese translation of his Ruknama sequel, extolling the virtues c 


d to have good relations with the United States, which he considered an important partner on issues | 
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such as poverty 


are neither unique to Romania nor the region 


as well 
are available on the Bucharest 
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is only recognized by Turkey and controls 


172 people were physically present in 
2006 


although British and Cyprus 


the Turkish Cypriot 
driven largely by strong 


11.4 percent in 2003 
according to the 


which 


the employment of several thousand Turkish 


and the rapid expansion 


000 to 10 
000 Turkish Cypriots crossing 
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discrimination and inter- 
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according to preliminary 


15.4 percent in 2004 


000. Given that GoC statistics 


the worsening security situation. On a positive note, Al-Sagheer assessed the new government of Ir: 


ınless there was agreement on all elements. Surprisingly, this latter group was led by Saudi Arabia, E 


matter of interpretation, but argued that the referendum in Montenegro is \ 


sered nicely. We believe she may be one of the youngest survivors of H5N1 to recover without Tamifli 
invited Ambassador to join their meeting. The Egyptians declined to invite media coverage. (Livni hi 


as a French presidential candidate, the visit was mired in controversy from the start. Angered by Sa 


Column 4 
the true figure is probably closer 
the 


which are often filled by importing cheap 


where qualified Turkish labor is 
it has pushed up Turkish Cypriot wages 


which teach in English and 


the six universities 

383 students (up from 35 

877 were Turkish Cypriot. Almost 27 
Africa 


room and board 


something which appears unlikely in the near 
this industry would collapse. 


and ancillary businesses 
and accounted for 35 
according to \"Finance 


contributing to the growth of 
000 applications for 


however 


filled the void. Note: As much as 85 percent of 
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000 the previous 
000 


as equivalent to 1.2 


have not declined and new constructic 


ound: Until October 2005, the Austrian Red Cross provided assistance through the Croatian Red Cro 
yvernment of Iraq. While PUK members Fuad Ma\'sum and Tania Gilly both expressed some cautiou 


ıer military base in downtown Kidal and a second, newer base used by the Malian military on the outs 
t parliament, than any other party. However, ODS leadership of the next government is still far from c 


ad arrested more than 28 persons on charges of N 


renew India\'s Joint Commission with Iraq, and confirm an invitation to visit India to Iraq's new Petrol 


owing the recent D-8 Summit, at which Aziz and Turkish PM Erdogan privately pressed Ahmedinejad 
8 proposed U.S. presentation and approach and was, in fact, planning to make a similar presentation 
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most observers believe this boom may 
in any case unsustainable in 


aggravating traffic 
and contributing to persistent 


which 


tourism in the north remains an economically- 


which discourages (through the use of 


where 


increasing the cost and duration of 


unpredictable delays at the Green Line and 

in 2005 the Turkish Cypriot 
000 tourists up from 599 000 in 2004 

000 came from Turkey and 90 000 from the UK) 


Turkish Cypriot hotels had a bed capacity 
000 and a year-round occupancy rate of 42.8 


000 by the end of 2007 
000 (compared to around 100 000 in 
9 000- 


which aims at 


000 beds are planned for a major development along the 


Jr concerns about approving such a global document without consensus. Chile is also concerned ab 
to Tunisian journalists on World Press Freedom Day through a May 4 DVC with NEA/PA Director Alb 


ΞΕ meeting on May 23, Acting SRSG Ennifar and the Force Commander Major General Mohamad Τε 


107. According to press reports, the draft law will apply to women working in the public sector with chi 


CIVPOL Waits -- IRC Staff Continues to be Held or Harassed -------------------------------------------- Cha 
icked up by the Estonian press, the MFA spokeswoman said during her May 22 press brief that Estor 


ported that Khaddam had delayed his UK travel slightly to take more time to organize an opposition c 


iance to form some general impressions. Tabuk is а growing community. It is the center of a major a 


'rious and somber. Delegations were clearly disappointed that it did not appear likely the U.S. would ı 
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actual 


bookings are down 30 percent so far this year 


part of which often 


however 
diminishing their 


V Turkey budgeted USD 531 million for the \"TRNC\" in 


often 
have 


60 percent of all business transactions 


the north continues to be 
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are generally awarded to 
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according to the Turkish 


the EU still accounts 

Turkish Cypriots imported USD 8.2 million worth of 

tobacco products cars 
000 (textiles). 

totaling a little over USD 2 million 


000 in purchases in 2005. 
unregistered trade is thought to have been 


although most is transshipped through 


there are exceptions. Embassy 


unconfirmed reports of ships sailing 
but these 


most observers expect slower 


continued increases 
and a UK decision against British property 
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3 top priority and committed to having UNESCO organize and raise money for future literary conferen 
Turkish and Greek CHODs have apparently also spoken. A Turkish MFA statement says that both ct 
five others May 17 was a Glock pistol. TNP sources further reported that the Glock company had inf 
'ould not oppose a study, but that we thought Nacala was preferable and that we understood this was 


vatize 12 firms with a share held by the state. Four firms remain that have varying levels of ownershi| 
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V he said flatly. PolMinCouns questioned 
saying that the U.S. believed it 


saying that the agreement had been only to put 
and only if there was 


however that Kislyak would be V'very surprised 


Kelin said he was \"surprised\" and 


he said that the U.S. had V'taken sides!" 


which he enumerated and emphasized. Since 
he 


V and disputed their 
he said he would not comment on the 


he said none of the named \"officials\" 


although he did not dispute 


which 


\" and that Russia had no 


al municipalities and gain control of the provincial security forces continue to provoke a secular ShiVa 


:L). Per Reftelno Embassy assistance has been requested. When departing Lima by air, the Repuk 
nizations for which the Federal Reserve Bank of Atlanta has supervisory responsibility. Per reftel Em 
> CAMPS SITUATION IN DILI End Summary. СОЕТ PROPOSAL FOR TALKS FALTERS AS REINA! 


mains for a return of violent clashes. PA government spokesman Ghazi Hamad told the media that f 
tion\'s poultry industry, the source of livelihood for thousands of Nigerians and the primary source of [ 
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\" disputing 
downplaying others 


however 
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s plans for the EU review of Cuba policy in 
МҒА DG for Latin America Javier Sandomingo told 


and to counter Spanish 


Sandomingo said that Spain hopes to see Alan Garcia 


it is critical for the US and Spain to keep talking 
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that Кейіп probably accurately foreshat 


O6MADRID1260 Embassy Madrid 


‘ks sufficient manpower and equipment. Yesterday, President Saca announced that his administratio! 


ill bring these issues up with Russian counterparts. Horpestad said that Norwegian State Secretary I 
ship with the U.S., a desire to consult closely on all issues and to deal with the most sensitive ones fr 
әу calling for greater autonomy for Macedonia\'s eAlbanian citizens. End Summary. 2. (U) Initial Mac 


1 to the preponderance of Ugandan products in local markets, Asian goods have found their way into ' 
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given recent 

and the 

but the outcomes 


despite the ruckus that Hugo Chavez has created 
the EU was clear atthe Summit 


whether with three countries or four. 

as part of an accord that 

they 

Caricom and other regional 
they will proceed with 

modeled 

that would provide a more permanent link. Sandomingo 


not to create new institutions. 


and 


Sandomingo said that the GOS 
given 


According to Giles Cutler, of the Foreign and Commonwealth Office\'s Sanctions Unit, the UK plans t 
to us with a more definitive answer soonest. He noted that France and others had used Manas frorr 
er one tripwires have been reached. The EAC decided to send a warden message reminding AmCit: 


VAIT MEPIC П F. 05 KUWAIT 2732 -- FIRST QUARTERLY MEPIC G. 05 KUWAIT 2091 -- DEI 
1g to the situation in Iraq in Parliament. He also stated that the GOI does not envision sending any of 
АТ MEPIC П Е. 05 KUWAIT 2732 -- FIRST QUARTERLY МЕРІС 6.05 KUWAIT 2091 -- DEN 
ı swing back to the center during the second Uribe Administration. End Summary. 2. (C) In a dinner 


vanted to discuss the planned trip by the GON counter narcotics delegation led by the Attorney Gener 


at are members of the Central American System of Integration. The presidents of Colombia and Mex 
- Duarte Visits Vienna, Brussels, and Paris -- Defense Commission Supports US Military Exercises -- 
1t for the approval of its interim Bolivian strategy during the next World Bank board meeting on July 2! 


and informed her that President Bouteflika had decided not to wait until August to reshuffle ministeri: 


anguage copies. Representing SRE, Director General for Human Rights and Democracy Rodrigo Lal 
те Palestinian territories. Ambassador briefed Bouzaher on the U.S. decision to restore full diplomatic 
ming Course Phase | and Internet Gaming workshop with country representatives. 2. Per reftel, Emk 
il travels to Africa in the beginning of June. The UK would like the list to be tabled as a joint U.S.-Fre 


Column 4 
unfortunately 


where he saw 


though still very weak 


a frustration 


and sees him in a Tabare Vasquez mode. 


Venezuela 
Brazil 


and to a lesser extent Colombia and Argentina. 


Sandomingo said that MFA had put 


not 


asking 


but insisted 


Column 5 Column 6 
expected 


Bolivia axisV' when in fact 


sil travels to Africa in the beginning of June. The UK would like the list to be tabled as a joint U.S.-Fre 


roatia, and Serbia and Montenegro (S-M). Ambassador Wisner laid out the U.S. position in support o 


gn Minister Briz, who had just spoken with Chilean Foreign Minister Foxley. Rosenthal, who reported! 


iitney Witteman, Economic Chief, is the assigned Control Officer and he can be reached at Embassy 


that Peru support the U.S. position; while Minister Mazetti was going to review her staff\'s recommen 
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but there is 
and thus no reason 
in the Zapatero Government\'s 


direct conflict with Castro would not improve political 


he viewed the Castro regime as satisfied with 


and thus 


Sandomingo said that Uruguayan President 


and noted how high the dislike of Argentina 


but Zapatero V'knew that Uruguay is 


the GOS outreach 
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\" and most Bulgarians are not reconciled to 
at least in the short term. Bulgaria 


which is a key factor driving its interest in 


Sofia 
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Embassy Sofia 


the federal government and state, local and tribal officials (including in some cases the private sector 


digenous groups, human rights organizations, the business sector, and political parties. The dialogue 
' Research Program under Special Permit in the Western North Pacific), Japan\' annual lethal researt 


\PANESE MORNING PRESS HIGHLIGHTS 05/24/06 Index: 1) Top headlines 2) Editorials 3) Pr 


Column 4 Column 5 Column 6 
Prime Minister and 
Kosovo and 


including Serbia and Macedonia and is 


where he discussed 


Sofia is 


given its 
would prefer to leave the 


especially if the result is seen as negative. 


which had a devastating effect on economy 


or the business year ending March 31, stating that this represents a complete turnaround for Japane: 


Column 4 
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Kosovo and the rest ofthe Western Balkans need 
with its set 
a useful tool for the Western Balkans 
in a presentation to CSIS last October 
which were the cause of so many conflicts would 


and that radicalism 


in particular could help in tne economic developme 


the Bulgarian government can 
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\" which 


declare that in no case except in instances of 


is the infantry company to be used to: 


the execution of which would 
or 


»publican) is looking ever more likely to fill the Speakers position as of June 12, and key spoils from 


Y ------- 1. (SBU) In an Embassy roundtable discussion on cable piracy issues, Commissioner Solis 


) Embassy understands that country clearance is the only assistance required. 3. (SBU) Embassy p 
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and during which there would be a risk 


tunnels 


museums 


or are necessary 
f 


riot control equipment) and/or training to 


U.S. commanders in Iraq 
have consistently praised the 


5/19/2006 14:42 


according to lawyer Abderraouf Ayadi 


the program featured GOT officials 
and journalists from GOT-loyal newspapers defending 
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dams or dikes and other significant 


and 


and g) because the 


and German 
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and pro-GOT 


ла organized meetings with Turkmen imams, minority religious groups, USG alumni, civil society men 


victory of conservative over progressive elements within the Party (although Party insiders now say t 
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denigrating current Bar Association 


notably not 


echo concerns by 


both from the bench and from the courtroom floor. 
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who will launch an investigation. The funds will be 


PresidentVs Office 


“Тһе funds that the Presidential Guard have seized 
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if International Organization Affairs Ghassan Shaikho. Shaikho appreciated receiving the information 
“|5 setting up in Stepnogorsk succeed, as it has the potential to commercialize innovations resulting f 


sent a letter to the Kazakhstani Embassy in Geneva with instructions to support the USG\'s position o 
5, M&IE - $57) 3. Embassy point of contact is: Guy Lawson Work phone: (66-2) 205-4865 Cell pho! 


nior positions in the cabinet. Other ministers have shuffled their secondary portfolios, likely in anticipe 
aught in a truck in Van\'s Gurpinar district. Twenty-six of them were Afghanis, 15 of them were Bangla 


2 key goals - increased co-chair support to push the peace process forward, including seeking ways t 
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Alonso emphasized that 
beginning with Spain\'s 
NATO-operated ISAF. He discussed 


leadership of a 


and financial contributions most recently its London 


noting 
the contractors soldiers and Spanish Agency 
water and road projects. 


and noted the 


asking 


he made the strong point that 


yr tightfistedness by delivering a 2006-7 budget with an anticipated surplus and no tax relief. Most of 


that Armed Forces of the Philippines (AFP) rules did not require Garcia to disclose the vehicles becaı 


vant officials, Lee stated that his office had already reviewed the report and asked the significance οἱ 
3SUES - DISIDENT MILITARY GROUPS - OTHER POLICE ISSUES - IDP CAMPS OVERCROWDE 
aimed to link South Ossetia and Russia through a V 


ssues in the Polish Church from the perspective of the Vatican. This installment focuses in more det: 
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and they do 


Afghan Deputy Foreign Minister 
called ISAF\'s work in Afghanistan a long-term 


like a parliament that has a higher percentage of 


and called on Spain to support 


Afghanistan is a source of both. He 


even 


which traditionally has not been 


but he also mentioned the extent to which 


starting with 2006. He said 


Column 6 


ıd Japan\'s Self-Defense Forces, expand cooperation in training, information sharing and technical αι 
> and Investment Framework (TIFA) discussions, but others are new faces. Econ counselor and eco 


me with experts. Participants learned and practiced how to interview and counsel trafficking victims, 


2. Embassy understands that no assistance is necessary. POST ACCESS: 3. Visitors who need i 
ntability in Science Research Funding Workshop with the Netherlands Organization for Scientific Res 
mpletion date moved up to coincide with his promotion cycle, corruption and red tape are dogging th 


zation (FAO) office in Khartoum convened the second Technical Task Force meeting on avian influenz 
and 7743, 12155, 13381 (notal) B) GUANGZHOU 14712 C) BEIJING 00565 (notal), D) GUANGZHC 


op software for e- governance, entertainment, and information systems security as well as provide tr: 
Dale Wiley Murray, Mr. Chris Eric Robertson, and Ms. Anita Romero, to participate in a training cours 
)VERNMENT CHANNELS OR IN ANY PUBLIC FORUM WITHOUT THE WRITTEN CONCURRENC 


Column 4 Column 5 Column 6 


the road projects would 


de 


should provide institutional support and should 


and said that Spain took responsibility for 


saying 


this should focus attention and thus make 


five-year financial commitment Spain seeking 
we have 
also 
for a meeting with our Charge next 
per Ambassador Neumann 5 
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while now there are Algerians 


; demanding machine requirements. 2. Embassy understands that no assistance is necessary. POS 
at the Fifth Dutch Endocrinologists and Neuroscientists Meeting. 2. Embassy understands that no fu 

the UN Security Council extends the UNTOP mandate based on the Secretary-General\'s recommer 
1 Speech Motor Control. 2. Embassy understands that no further assistance is necessary. POST At 
Jerstands that no further assistance is necessary. POST ACCESS: 3. Visitors who need unescortec 
‚ year-end Taipei and Kaohsiung mayoral races. The pro-independence V 


ordwijk. 2. Embassy understands that no further assistance is necessary. POST ACCESS: 3. Visit 
s at Eldim BV, Dutch Aero. 2. Embassy understands that no further assistance is necessary. POST 
) attend the ICAO sponsored meetings for its CAEP Forecasting and Economic Support Group and it 
ir, Post has successfully raised the profile of IPR problems in the consular district and forged relation: 


ent that includes the SDKU. Under this scenario, current PM Dzurinda might serve as Speaker of Pa 


graphs of the Special Court for Sierra Leone, police re-arrested Chemidlin and two of the three Sierr: 
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again broadening 


for example sending Imam Messery 


previously the realm only of the original 


many activists have approached the 


pressure is building for the CIE to broaden its 


but it may also open a 


revealing fissures within the 


and especially 
many began to wonder out 


leading to a push for programs to promote the 


Column 6 


under effective pagoda arrest and expressed frustration over his inability to meet with UBCV Secrete 


MENT --------------- 1. (SBU) Hong Kong\'s 8.2 percent first quarter GDP growth caps off two years of 


iequest for SCA and S/CT. Please see Para 17. 2. (C) Summary: Тһе DCM and key Embassy interl 
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the Alliance of Civilizations.) While the Zapatero 


the GOS handles issues of religion 
and many 


rather 
000 members 


immigration problems and Spanish 


and has a network of more 


with no 


education and functioning in the 
some mosques and 


as well as 


to build bridges and show a 


a consultant in the office of 
said in 
religion is not necessarily the 


but in the end the success of the Muslim community 


in the early stages of existence 
it seems the Spanish -- against their usual 


much like the UK experience where 


Jent Jacob Zuma\'s acquittal on rape charges and the subsequent May 14 National Executive Comm 


Column 4 Column 5 Column 6 


but it hasn't yet decided 


and extremely few even on 
not to 


the Spanish government and society 
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the latest seems to go far beyond 


illegal betting drug use by play 


who controls GEA a 


including AC Milan (owned by 
Lazio and 


former members of his government have 
investigators have wiretaps of conversations 


who allegedly asked Moggi to \"help\" Pisanu\'s 


an officer in 


a continues to work with the other Partiesto resume the Six-Party Talks at an early date. Hu told Ann: 
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it is far from clear that either 


and we doubt that these are the only 


with Juventus shares alone 


most operate in the red because of high 


the Embassy received calls from prosecutors 


a sign that this is becoming a case of truly 


there is 


so far has been 
Italy has taken pains to 
deep-seated corruption. 


like the pre-Clean Hands 
may not survive this 


| Ministerial, but noted Oman\'s understanding, based on extensive consultations in New York, that thı 
»pposed describe it as nothing more than a thinly veiled timber export scheme undertaken by an inex; 
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Pristina negotiators tabled a serious 


however 


not by their 


population estimates 
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the Unity\'s Team owes its 


and the like. He 


eciding to end its boycott and participate in this year's parliamentary elections, recent developments 


Johnson; Ms. Barbara Davis; and Major Matt Green, US Marine Corps, and grants country clearance 


for U.S.-origin components for the Italian Space Agency\'s (ASI) AGILE scientific satellite mission, wh 
1cial Reconstruction Team (PRT) staff insight into the party\'s opinions on reconstruction, the Provinci 
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for example that the USG stands ready to 


but should also make clear that the 


Kosovo 
Skender Hyseni and Blerim 


the SOC patriarchate in Pec hosted a 


UNMIK renewed the no-build protective zone 
KFOR 
and the 


Pristina negotiators Ylber 


Ardian Gjini and Enver Hoja previewed for poloffs 


Gjini said 
not kilometers.V' Gjini 


stually faced immediate deportation). During the course of the protest, eight of the demonstrators we 


Іу Administered Tribal Areas. Mission Pakistan--in biweekly ^ 


АІ-Навһіті spoke about the tolerant nature of Islam as a religion, and the explicit call for tolerance ar 


bul. He noted that these caveats had a practical and significant impact on ISAF\'s ability to operate e 
1,000 euros to the NATO Training Mission in Iraq for 2006, the same amount it contributed in 2005. A 
inia would try to find the best way to engage Kyrgystan. He noted that Lithuania has no diplomatic re| 
med the Awami League and India, while Sheikh Hasina blamed the BNP. Speculation, false rumors c 
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saying \"we could really use him 


on 
complain that the international community has 


especially in Standard-specific 
more than this the ambassador should 


were never meant as formulas 


particularly how they treat their minorities. He 


cal transformation. Kupperwasser provided four possible Hamas courses of action, judging the most 


35 a significant ideological transformation. Kupperwasser provided four possible Hamas courses of a 


PSI). Foreign Ministry Director General Carlos Portales said the MFA needed time to build support {ο 


a for five of his eleven years in exile (1980-84) during the Pinochet era. There, he worked as a UN αι 


on the viability of the Darfur Peace Agreement (DPA), on activity to secure additional public support fc 
ken due to political pressure after press leaks claimed that the cell was looking into acquiring rocket | 


те delegation that Al Jazeera, reflecting regional developments, has entered the third of three major p 
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led by the United States 
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one 


prosecutors moved the trial\'s venue from central Addis 
where student 


where most detainees are currently being held. 
listed sixth on the GOEV's original list of 131 


who prison officials acknowledge has been 


5ο its site could be transferred to the African Union 
but which has remained open to house 


asserting that Muluneh sought to incite other 


an independent 


which 
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to 
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Bilal K. Sasso, head of protocol and public relations at the Organization of the Islamic Conference (C 


the honor to inform the Embassy that the competent Dutch authorities have no objections to the prop 


ide at this time. Note: The GRM has repeatedly advised Post that since the САМ has no official gove 
ce mandate, parliamentary extension of the Estonian troop mandate would not become an issue іп 


sments οἱ the current situation and expectations for the future. Although their many differences in vie 


resentatives in major Western European capitals with a Kyrgyz diplomatic presence to express GOM 
e to be the next Secretary-General. The proposal, which seeks to capitalize on the current contentioi 


CC Chief Executive Officer Ambassador John Danilovich and Armenian Minister of Finance and Ecoı 


atory phone call to the Iraqi FonMin. On the task before the new government in Iraq, al-Nuaimi expre 


ivities of the issue. She noted that the situation was a delicate balance between the Georgian govern 
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under terms of reference agreed to with 


the case had faced 
including: a nine-week 


each approximately two hours long. Following the 


prosecutors 

rather than 

with only brief introductory remarks by 

who simply state that the evidence presented 


prosecutors do not explain the events shown nor do 


prosecutors make no remarks at all other than at the 


opened by Lidetu 


y 


in which CUD spokesman Seleshi 


s strongest EU partner and added that Montenegrin President Filip Vujanovic would be invited to visit 


ΙΟΝΙΝΟΕ: FULMINATIONS AGAINST THE MODERN WORLD AND ESPECIALLY WOMENVS RIGF 


sconciliation in the Darfur crisis, 2006 was looking up, with promises from the Government of Natione 
sembly, and U.S./Uruguayan bilateral relations. He met with President Vazquez, lunched with Formin 


ange, with 54.7 percent of likely voters saying they will re-elect the president on Sunday. The same p 


orked on at UNESCO, especially bioethics and the ethics of science. The secretariat staff insisted th 
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and arbitary killing of CUD supporters as well as 
being 
and being killed \" and states that a people under 


\"South Africa struggled between white and 


and poetry dominate much of the tape; lead defendant 


for 
and for ignoring starvation. 


to the 
| encourage your friends and family to join 


this government will 


SON 


Hailu Shawel Yacob Hailemari and other 


inister Tzipi Livni\'s chief of staff, Jakub \ 


protect the interests of Georgian citizens living and trading in the CIS. He predicted that as Georgia 


: KABUL 1694 Classified By: POLCOUNS ANGUS SIMMONS FOR REASONS 1.4 (В) AND (D) 1. ( 
' Greek F-16 had been dispatched to intercept the Turkish jet because it had violatedGreek airspace, 


resage his speech at the huge rally planned in the central square of Buenos Aires on May 25 to comr 
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mayor-elect 


culminating in a vote in which 32 

three voted in 

and eight abstained. Following the vote 
including Berhanu 

do not want to discuss the issue 

and 


democratic way 


asking that all decision 


which 
Hailu Shawel states that the CUD 
and is capable of a peaceful struggle. 


in several videos presented as evidence of 


some of the remarks that are the most 


including: Dr. Merera Gudina; 


the lead prosecutor complained of a news 


causing a delay of the trial. The 
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the issue of 


but a small minority 


‚ May 14 inauguration ceremonies and, with colleagues from Brazil and Chile -- the so-called ABC Gr 


ulted in four Palestinians dead and at least 35 wounded. HAMAS spokesmen publicly accused the F 


ied an EAC on May 24. In attendance were AMB, DCM, RSO, ECON/CON, ΙΜΟ, POL/MIL, DAO, FS 
1bassador informed Al-Jarallah that the U.S. was looking for ways to assist the university and said the 
iter meet Kuwait\'s Head of Delegation for the NAM meeting, MFA Director for International Organizat 
took to pursue the matter with the relevant MFA regional bureau. 2. (C) Also on May 22, DAO passec 
Never, including the need for economic reform and development and an uptick in the level of violence 
I public interest. Members of the Azerbaijani parliament expressed cautious concern about the ^ 
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including ActionAid London (whose country 


generally share the 


urging its 
questioning the impartiality of state institutions 
and doubting 


no advocacy of violence treason or genocide 


and could call up 


the evidence has not been compelling. END COMMENT. 
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although 


Jumblatt said 


Jumblatt insisted. "Where 


Hizballah-affiliated charities are the 


\" Jumblatt said 


suggesting 


alations between the Monastery and the local Kosovo Albanian community have improved. KFOR ha 


dlitician. Zinchenko had advised President Yushchenko\'s Our Ukraine (OU) to build bridges to the ri 


re (PSI). Al-Jarallah restated GOK political support for the initiative and said the embassy should rece 
ıcks on peaceful demonstrators calling for а boycott. An array of different, mainly leftist secular groug 


ting Lima by air, the Republic of Peru imposes an airport departure tax on any outbound passenger o 
d MP Harry van Bommel stressed that the party has evolved to become more moderate and less anti 


Column 4 Column 5 Column 6 


the rest of Lebanon 
because of 


this canton will be 
whereas the 


V'at least | think so.\" 


a mutton-filled Iunch with 150 Druse sheikhs 


Jumblatt told his sheikhs that the countries and 


and he explained to his sheikhs that 


accusingthe Syrians of killing Lebanese political 


given the 
it is political message that 
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and Prime Minister 


however -- 


Verdonk\'s tough Vrules are rules\" 


fficial to an office in the north before the June 25 Turkish Cypriot municipal elections. Plans for the fire 


Iran. He reported no change in their situation to date, but he is concerned this could change in the f. 
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nearly 5 
8-hour long 


apparently 


one of whose members former Immigration 
sparked the current controversy 


Verdonk reluctantly agreed -- after 


Verdonk defiantly defended her original decision 


Prime Minister Balkenende summoned 


Balkenende also instructed Verdonk to issue a 
Verdonk 


the affair has 


and VVD Party Chairman 
and Finance Minister Gerrit Zalm -- have swung 


the party announced 
000 members who have already 


Verdonk has challenged this 


000 voting members 
000 have already voted by mail or e-mail.) 


ating security environment. The Ambassador, RSO, POL, MGMT, USAID, CONS, and ODC attendec 


e of the US position and had accepted the proposed amendments. The issues posed no political prc 


) heads a multi-ethnic, center-left coalition that includes his own Socialist Party (SP), the Alliance of ΙΙ 
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country. The source claims a personal friendship with the governor, but could be repeating similar alle 


ing of May 21 on the village of Azizi in Panjwai district about 25 kilometers from Kandahar City reflect 
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Hirsi Ali expressed shock at the way her case has 
and regret that she has once again 


regardless of whether 


famous for defending PKK leader 


meanwhile highlighted Deputy Secretary 


the public is 
49 percent of the Dutch population believe Hirsi Ali 


while the same number believe she should keep it 


only 35 percent felt 


giving 


right-wing populist campaign in 
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n Jabr was given a senior position and that the security Ministers had not been named. Mutlak said t 


IOD has acknowledged it would be \ 
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and move on to the 


RS PM Milorad Dodik filed criminal 


despite knowing that it had not been 


and reach an agreement by 
it is unlikely that Dixon is in real danger of being 


although Prime 


the lack of 
where after almost six hours the 


scheduled for May 24 the GB is supposed to 


likely because they knew they 


»ective candidates have already launched their campaigns. According to one estimate, spending on t 


/ by noted American writers and excerpts from her latest collection of short stories. She enchanted п 
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Pellegrini said Israel\'s operations were 


the killing of a sheherd by the Israeli forces 


the 
worried about Hizballah 


he noted 


Pellegrini found the situation on the 


the Internal Security Forces and 


000 members. Approximately 400 JSF troops are 


where Palestinian groups have 


as well as enhance 
and deal with local fishermen who 
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ın Alexis by the end of this week. Political leaders have voiced objection to Alexis, but appear to be p 


importance we place in keeping Venezuela off the United Nations Security Council. Ambassador Mai 
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is another goal for Pellegrini. Pellegrini said that 


but LAF HQ stuck to the liaison mission only 


the 
which is deployed with each UNIFIL field battalion has 
directed by the IDF moved to the site and 


to have verifiable benchmarks that the GOL is 
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which he said would help 


saying they lacked the experience to properly perform 


and 
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ша! Wider Caribbean Waste Management Conference Conservation and Management. 2. Per reftel 
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law professor Michel Tabet 
told us that he and his fellow 
they unanimously agreed to adopt 


79 Members of 


running within 


\"or 
South Lebanon 
and Beirut. Parliamentary seats will be allocated 


plus 11 candidates 


plus 9 


plus 7 from the 


the Keserwan 


Aley 


Mount Lebanon as a governorate will elect 13 MPs. 


AND WOMEN 
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a member of 


the Biga\' Mount 


and the Metn 


and the Chouf -- will also elect 22 MPs 
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Georgetown. Guyana is well on its way to narco-statehood -- a prospect that poses a real threat to U 


he US/Latin American ties in the opinion of Argentine President Nestor Kirchner; the impact of the US 


retary Burns and the NSC. Hintermann said she has established reliable contact with high level FAR 
ment. KELLY 
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in for ООА review and comments. 2. (C) Cappagli, who had just received а briefing from the MFA hu 
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‘ing which the Ambassador pressed hard for more improvements and a genuine transformation of the 
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according to the expected final 
elections will take place on a single day nationwide. 


one for candidates running at 
and another for candidates running in 


which were 


commission members will have to come up 


lower one for candidates running at the \"qada\" 


which requires that 30 percent of any 


according to 


MORE OR LESS" 


\" Tabet told us. Several 


Fayez Hajj Chahine dean of the law 


advocated 


Hajj Chahine had argued.) 


was 


according to Tabet originally proposed a 


: (MFAT). Meyer responded that representatives from her division would not be able to attend, but th: 
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insisting instead on 60 percent of MPs elected at the 
who briefly resigned along with Tabet over 

in the interest of presumably more 

with allthe above 

will submit a 

commission members have agreed not to leak any 
but rather give the impression that 

because \"it is acceptable to all 


because \"discussions had been 
and none of 


show-stopping resignation of two of its 


then to Parliament). Without 


Parliament -- all of whose members were elected under 


5/19/2006 15:36 O6BELGRADE81 Embassy Belgrade 
5/19/2006 15:43 O6TELAVIV1978 Embassy Tel Aviv 


they will not be held 


168 002.2 OF 002 ZFR ZFR ZFR -- SUPERSEDED BY НК 2180 ZFR ZFR CUNNINGHAM 
APANESE MORNING PRESS HIGHLIGHTS 05/25/06 Index: 1) Top headlines 2) Editorials 3) P 


Column 4 Column 5 


if a Palestinian buys 


which will 


and to be freed from any 


but 


the Ministry of Justice is being asked 
and that there 


Zaken asked that the U.S. Treasury 


and the banks are therefore unlikely to 


the banks 


and that it might be difficult for 


noting the 
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that it was time to consider further integration of the U.S. and Japanese economies. Outgoing Keida 


1 that the Border Security Group (BSG) was working on the surveys. 2. On April 24, Poloff received t 
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Zaken said he thought they would. The 


he said he thought that the banks 


at which point it will 


and are subject to change. 
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GOS Minister of Justice 


the Serbian Parliament would have to 


vernment business in Taiwan. Visitors, passport should be valid for at least six months. No visa is re 


ant has officially asked for help. In the morning of May 25, NZ Defense Force (NZDF) Assistant Chiel 
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lowing assurances their cases would be resolved. Civil society leaders remain concerned that land 
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the justice minister and our contacts in 


EU Foreign Ministers 


regardless of the 


the GOM has 


but will be 


which the GoM sees 


and that the GOS would not be in 


while it predicts a clear victory 
it will not hesitate to 


either shortly after the referendum or 


Jil. Hill warned that the Iranian foreign minister was likely to follow President Anmedinejad\'s example 
; were evacuated, with numbers reaching more than one million by the time the typhoon departed. Rı 
collective burden and that they intend to maintain their participation in ISAF and МТМ-І and are consic 


elopments in the Great Lakes region, human rights issues, the role of parliament in Rwandan society, 


reign farmers and processors. The oblast minister of agriculture conceded that openly inviting Germ. 


‘the President chose to take that step. Companies that expected to earn high profits without any wor 
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especially given that command of the 
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the PIFWC asset freeze) and they 


the State Union could move from 


until either a 
especially from the EU will be 
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for 
he stressed that the state controls some 90 percent 


the example of the 


underscoring 


which was explained in terms of 
did not meet 


the 


\" Lukin said 


and active discussion of current issues in our lives 


oncerning the transfer of detainees. With the exception of Denmark, these nations are already enga 
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but some of them 
tell us he is 
they 


he urged USAID to work as much as 


such 


including 


but he is no \"Kremlin stooge.\" 


and to discuss ways 
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if Kasyanov joined forces 


y Ambassador Grover Joseph Rees for reasons 1(b) & (d). 1. (S) Summary: East Timor\'s four top ¢ 


ion regulator, the Japan Fair Trade Commission (JFTC), has made a good start іп applying the new Б 


wing is an update οἱ avian influenza (Al) developments in Japan for the period May 17-25. No humaı 


gation organized by the (Taiwan) Chinese National Federation of Industries on a 10-day visit to Chin: 


nt of International Affairs Acting (DIA) Director General Mr. Andrea Lee told AIT on May 16 that formei 


mercial opportunities. The meeting with a Hizballah leader at a reception was unplanned and unexpt 
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his proposed solutions did not go far enough. For 
offering money to women who had more babies would 


such as that found in democratic 


especially when corrupt government officials act 


Belykh believed that Putin\'s address had been 


challenging the U.S. 
\" Belykh concluded 


Belykh observed that 
but 


Belykh emphasized 
however 


particularly with respect to energy prices and 


union talks would continue despite 


Belykh 
it had 


but now he perceived schisms 
citing Senator John McCain\'s call for 


Belykh said he 
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and 


a majority of voters still 


if Moscow continued to step up ргевві. 


s MOLVT Secretary of State working on child labor and trafficking speak highly of him, but for most ur 
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Khakamada asserted that Kasyanov was not a 
but he knew how to 


including his 
to move the country in 
but she attributed that to several factors 


an increasingly disinterested electorate that was 
and the 


Khakamada noted that the democratic 


but implied that 


but noted as well that the Kremlin along with 
had made it difficult for 


Khakamada concluded 


she did not think 


the situation in Russia would only worsen. In 
Khakamada said she was not convinced that the 


Khakamada said 


U.S. support for 
and overall 


; should increase assistance as quickly as possible to consolidate the democratic transition. Hiraoka 
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pointing out that the current power 


she encouraged continued economic cooperation as 
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to Morocco for a range of violations of US 


we do not believe the GOM 


who were returned in 


while the others are free 


id airports to Greek Cypriots. Bilman said the MFA is discussing ideas about Famagusta with EU Coi 
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this amendment is 


the seller must supply the Energy Ministry with the 


API 


PDVSA or one of its affiliates will control crude 


the 


however 

PDVSA will indemnify the partners ifthere is an 
in order to receive payment 

the indemnity clauses contain 


unfortunately 
it is highly unlikely that the 


she believed the ІОСв would be loathe to 


it appears that the 


a former senior 
told Econoff on April 27 that he did 
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sulfur content and destination of sr 


that each of the 


assume low oil prices. Due to 
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-- the meeting was a sign of China\'s desire to improve bilateral relations; -- the atmospherics of the 


‘WING 7901 C. STATE 63936 D. BEIJING 7437 Е. BEIJING 4466 Е. STATE 32243 С. 
anal Monetary Fund (IMF) assessment team characterized the Government of Malawi\'s (GOM) over: 


morial erected to honor the victims. The GOM used the occasion to present financial compensation ο 


Assistant Kelly Dillon, D Personal Assistant Aaron Jost, D Special Assistant Michael Matera, D Execı 


Aaron Jost, D Special Assistant Michael Matera, D Executive Assistant Richard Mills, D Senior Advis 


Column 4 Column 5 Column 6 
oil prices 


even with 30 percent 


the model for future investment in 


a 50 percent income tax rate and 


the BRV 


the strategic 


the BRV forced 


the BRV took an 80 percent stake in a joint 
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n praise from donors. But MutharikaVs tenure has been marred by constant political instability, an inci 


Party Talks. -- Accusations that ChinaVs military budget is non- transparent are unacceptable. China 
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the 


Petatt came away 


Statoil 


a reduction in 


which currently is somewhere between 7 


which is the cheapest way to extract crude. He 


sive -- indeed, authoritarian if not fascist -- attitude by the BRV toward the free press. Topics in this L 


ster Fawzi Salloukh will head the Lebanese delegation to the NAM meeting. The delegation will be le 
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e government have slowed reform, and international donors need to cooperate more closely to make 


256 refugees effective immediately. Oli commented that the previous government had halted issuanc 


' Shara. Siam expressed the Palestinian government\'s and the Palestinian people\'s great appreciatii 
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none of 
the 


it is difficult to 


8 local analyst has pointed 


the analyst noted that prices for materials and 


materials and labor costs also reduce 


the ExxonMobil executive told Petatt that 
PDVSA is negotiating to buy 


PDVSA 35 percent ENI 26 
and OPIC 6.5 percent). By 


to the Congressman\'s question) to Mr. KolbeVs office. 3. (SBU) The potential impact of a reductior 
) Of several hundred, comprised of youths, street children, and Maoists vandalized the hospital, two ni 


Yorov, Minister of Economy Soliyev, Chairman of Barqi Tojik (state electricity company Samiyev, Pres 


isylum seekers on May 25 by commending the U.S. government on its endeavors to make the resettl 
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the obvious question is how are they going to 


it could offer tnem a variety of incentives in order to 


it is clear that 


due to the current level of uncertainty in 


it is hard to believe 


the best 


a partner at a multinational law 
as it did in the OSA migrations use tax 
the BRV could bring a suit alleging that the 


production 


President Chavez 


the associations would have to sell all of their 
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‚е coordinating committee of the nine major parties in the House of Representatives submitted their fi 


d appointed Minister of State and National Liberation Front Secretary General Abdelaziz Belkhadem ` 


al opposition from Islamic conservatives. While initial GOP actions detained a number of second-tier 


yressuring Syria and Hamas to renounce their support for terrorism. This summer Turkey will share с 
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when the negotiations do not proceed as quickly 
we expect 


the Chavez 


as Kaiser Wilhelm and Hitler can 
brinkmanship is successful only if you know when to 
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V saying 


Turbowicz claimed that the party has \"no real 
despite what was in the press.\" Shas had 


he maintained. While Kadima had 
it had 


but the PM had insisted 
obtaining reluctant agreement 


nior Level Meeting on the Proliferation Security Initiative (PSI) in Warsaw (Ref B). The Polish AMB οἱ 
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ins on how to handle this issue, and this may affect discussions in Tokyo. Norwegian Special Envoy F 


bassador Karan Bhatia communicated the USG\'s desire to strengthen the bilateral economic relatior 


Column 4 Column 5 Column 6 


saying that \"it would have been a difficult 


David Liba\'i is a personal frie which allowed 


saying the lack of expensive 


first as a doctoral student at 
and then at 


when the minister of trade pressed him to 


start a legal library and ship his law books from 


he stayed in the job for 5-6 years. He speaks 
but occasionally refers to Hebrew terms 


nad Brenc and the North Korean-flagged vessel Lady Rama in the working area of or on the synchrol 


red Areas (FATA) and the acceleration of political and economic development in this troubled region 


f made a series of broad-reaching committments to tackle extremism and terrorism in Pakistan. One 
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\" particularly 


he urged prompt action to prevent Iran from 


although they are unlikely to come up 


the 


FM Livni Justice Minister 
the Ambassador requested that the 


said that the GOI would take the necessary steps 
and claimed that 


and preferably prior to a compliance assessment visit 


the Ambassador stressed the importance of making 
which has been an Israeli and 


affective criminal justice system that empowers governments to provide security and stability. Using t 
villagers in Rajouri. During the first day's roundtable discussions, and following a security briefing b 


itizens. Increasingly squeezed by Bosnia\'s new national value-added tax (VAT) and rising health care 


Hits current account deficit, but also because the global sell-off coincided with rising domestic political 


zat to Turkey. The Germans got the impression that: Turkey would prefer to see direct U.S.-Iran talks 
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Interior 


Baddou 


International Program on the 
and ADROS (a United 
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Employment National Education 
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londutel has so far gained little traction in the Congress, but still counts the powerful telecom workers 


icant differences with SUNAT (the tax agency) over tax assessments. The dispute focuses on three ‹ 
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Fez Marrakech and Laayoune (Wes: 


Human Rights Watch 


as young as five working 100 or more hours 


000 children under 15 are employed illegally 
more than 66 000 of them as child domestics. 
while acknowledging the problem took 


borly relations with its southern neighbor. As Armenia had only two open international borders, Presic 


conflict with an Organization of the Islamic Conference in Baku, where high level delegations are alsc 
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and by bringing in 
she 
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there is also a 
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he should 
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the group is losing its 
but not its will. According to Katirchakra \"We 
one by one if necessary.\" End 
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the GOI 


including the current British 
to pay Palestinian salaries with such a fund. He 


Misr Bank in Cairo 


and that Hamas 


8 but did not receive 
NSC Counter 


pects for it, though neither with conviction. Kinakh said that the situation demanded an Orange coalit 


detainees that have yet to be charged, we are aware of at least one, Mariam Denton, Jasseh\'s lawye 


he \ 
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in fact such an attempt 
FM Tzipi Livni flanked by the 
met 


starting with targeted financial measures 


particularly given 
s history of cloaking its activities 


or a fallback tactic should the UNSC not 


she proposed a pressure strategy for the next three to 
during which time the USG and GOI should \"draw a 


&what is our end game? To put 
neck?8 Livni claimed that it would 


and that the best policy for now was to apply 


&where will we be three months from now? 
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oport Nepal. However, some international donors proclaimed the need for peace with the Maoists be 
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and might also 


and encouraged continued dialogue to find 
FM Livni mentioned that the PA medical 
s resources could replace 


and alluded to the sharp 


she added that she did not want to keep the 
but that basic services were needed 

&it is not good to chose between 

she suggested that the future be 

and that the next three months 


s keep the money 


she insisted that money donated 
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and had heard that 
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before deciding if this effort 


to implement convergence. Ramon admitted that through 


Ramon said \"convergence is \" 


\" 
меуге 


апа ру focusing on politically 
Ramon insisted. Ramon noted that regardless 
GOI officials will begin 


but not cash. 


including being open to creating a 


but he stressed 


which he 


insisting that 


Ramon explained that the GOI plans to 


Maale Adumim area at a cost of approximately one quarter 


ious insurgency. That does not mean things will be easy. The new government will have to maintain 


, Even though the IAEA characterized the incident as a relatively minor one, the Bulgarian governme! 


1 place in Washington concerning the case and undertook to notify appropriate other German authori 
stration Service (FRS) officials indicate they are open to meeting with NGOs to discuss compliance. 
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changes in the barrier\'s route could reduce the 


000 under the existin 
000 and 3 000. (Note: He freely 
Ramon explained forms part of the GOI plan 


VI have no power to compromise because we made а 


and it is up to them to 


including 

Magen David Adom intellectual 

and nationality and entry are covered in 
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an agreed GCC 


addressing 
but also other 


hosting the nuclear reactor conference (ref B). The GOAM\'s decision to move ahead with the confer 


ıtrondas and Lillikas stressed the importance the GoC places on this issue and noted their commitme 


--Ulama-i-Hind (Јин), that we steered well clear of. The JuH failed to convince most prominent Mus! 


ad told him on May 16 that the lobbying by senior officials from Central European capitals -- including 


‘eased marginalization of Mercosur\'s smaller members in the decision-making. The trade bloc could 


Column 4 Column 5 Column 6 


but Iran\'s nuclear activities must be in accordance 


referring to signals 


Iran\'s youth would 


China and Germany. NSC Doran and A/S 


without which the GCC would be ata 


going from uranium conversion to industrial 


Shaykh Sabah Al-Khaled asserted KuwaitVs 


velopment, and distinctly varied experiences in terms of inter-ethnic relations and Roma integration. 


sh and other international students -- and the employment of roughly five thousand Turkish Cypriots i 


he simply expressed doubt that JEM members would request visa entry into Cyprus, given the histor 
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who reported abuse by 


Notthe PA 


the same message they had 


one of the Quartet conditions. 


Principal Deputy Under Secretary of Defense 
Assistant Secretary of State for 
National Security Council Senior Director 


State PM Chief of Staff; 
Military Assistant to the PDUSD; 


Political Chief Embassy Kuwait 


geographic area in the ISAF AOR, and πο caveats requiring national approval to conduct any particu 


use) in Tunis, and lawyers have alleged serious physical assault on several Bar members who attem 


1 officials have continued, with agreement on steps to reduce tensions. The Presidential Guard seize 


an narcotics and/or a failed Afghan state pose to the international community. They also spoke frequ: 
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visit: 
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Ramon said. Ramon then 


in its broadest aspect.\" In coordination 
Post plans to provide this paper to Ramon on May 


illegal outposts 


trafficking in per: Magen 
and nationality and entry -- are covered in 
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\" Ramon explained in providing to all 


religion or prior nationality. 
however that the new law will limit the 
he specified the Palestinian 


applicants without prospects for financial 


15 are working on the project of integration of Muslim immigrant communities, prompting some to que 


ed ex-Juventus General Manager Luciano Moggi, and there may be greater political fallout from this 


теге for developing broad policy positions. Insisting they had put forward their best offer on decentrali 


members, independent journalists, and civil society representatives. The first two weeks of prosecut 


Column 4 
and applicants who refuse to respect Israel\'s 


\" Ramon claimed 


and to a law in Holland that he claims requires 


illegal outposts 
and intellectual property rights - - are covered 


5/19/2006 18:03 


meanwhile 


as in most cases 
the cost of 


the projected value of 


thermal energy from gas was priced at R$ 137/MWh as 


Interim Minister of Mines and Energy 


that the GoB has not only admitted the economic viability of 


Brazil appears to be 


5/19/2006 18:05 
5/19/2006 18:07 
\" he said 
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referring specifically to a law in 


trafficking in pers Magen 
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noted that CNEN 


fueled by economics. 


recently 
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an observation 


1 tracked closely with earlier briefings (ref a), although Jumblatt added details: Nasrallah claimed to h 


in Syria Recalling the Presidency\'s statement of 19th January, the European Union expresses regre 


‚to be updated with some additional details, including the new dates. 2. (C) Ali reported that the org: 
Joly Dixon (who is seconded by the European Commission), and ITA Director Kemal Causevic. Dodi 


3ut he linked Israeli overflights to that construction. He also noted significant construction and infrast 


ting in Juba with the SLM faction not party to the peace accord in an effort to persuade them to sign tl 
1 closely with reftel instructions. He also gave Theuermann six non-papers identical with those in re! 
conducting further research on the virus for a variety of reasons, especially for developing new types 
e/Tomb of the Patriarchs, described new difficulties and sought USG help to resolve them. Allthe He 


agreement on a draft law. The draft would call for a mixed electoral system, one with both small distı 
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МОЈ Bouzoubaa had given ICRC President 


which was basically a carbon copy of agreements the 


regardless of whether the 
and regardless 


but he was satisfied that the initiative 


but Pfefferle had met with several Polisario 


which the ICRC would chair. 


who had said 


based on the information 
cases could be closed and the family members 


but he told Pfefferle he was just talking off the 


as long as they had the authority to make decisions. 


Column 6 


HIT ΙΙΙ ΙΙΙ CABLE WILL BE RESENT WITH NEW ΜΟΝ /////////II// ZFR ZFR ZFR ZFR ZFF 
e Israeli banks that handle shekel check clearing for Palestinian Banks. The purpose is to convince | 


's presentation at today\'s International Working Group (IWG) meeting, soldiers began presenting the 
1ment or command of military forces. Nonetheless, strong antipathy between both sides and their de 


etter job than expected and acknowledge that he remains among their few channels to Kremlin decis 


this broader effort. Belykh said that he favored continued coordination among democratic parties, bu 


Column 4 


Column 5 Column 6 
and 
but it appeared 
where their bodies were or how the 


such data could prove very useful to the ICRC. 


one in which it seems both sides have a stake 


a development which could 
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2006. In addition 


the claim seeks an injunction 


without the parliamentary 


the PNC/R has a notable track 


ubstantial information concerning El Hamyani\'s activities and whereabouts, and as strong partner of 


185 taken so long (over six months) with no agreement, the general consensus is a desire for econon 


rors expansion of the Global Maritime Distress and Safety System (GMDSS) and is interested in final 
x. It appears that the six international oil companies (IOCs) that are partners in the strategic associal 


xnment without offending orthodox Jewish voters. After describing negotiations with Labor, Turbowic 
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the election process 


the two sides are very 
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including some of the world\'s main human rights 


Cuba Indonesia Pakistan and Russia 


in a process that undermines the credibility not 
but also of the UN. The art of diplomacy 


in a human rights matter the foreign relations head 
it becomes distant 


5/19/2006 18:47 O6RABAT971 Embassy Rabat 


parliamentVs interaction with constituents and the 


5 plan of action to end the practice of employing child maids in Morocco. The problem of hiring unde 


mocratic Party of Kosovo (PDK) president Hashim Thaci on Мау 18. Haradinaj said that he had not 


a Justice Department official, of the demonstrators having affiliations with the former Taliban regime. 


M) Livni proposed a strategy of pressuring Hamas with a financial siege for three to four months to se 


yrrorism finance team told Treasury U/S Stuart Levey and the Ambassador on May 2 that Israeli bank 


ity, outlined the U.S. Gulf Security Dialogue (GSD) and discussed opportunities to strengthen defense 


Column 4 


and U.S. views on the Western 
on the other hand 
including 


the NWC delegation met with MFA 


including the Western Sahara 
terrorism 
Amrani noted the 


stressing that Morocco\'s autonomy plan 
democratic 


noting that RabatVs decision to host last 


Amrani said Morocco has and always will condemn 


to include 


Amrani noted that Morocco 


Amrani said Wwe have to give 


Amrani explained. Shifting to 


Amrani said the GOM shares many 


Amrani warned against a military solution because it 


with several segments of 


Column 5 Column 6 


stressed the need for 


Middle East Pea and 


and efficient and in line 


‘assador also stressed the importance of Israel enforcing the norm of ^ 


ed. End note.) 2. (SBU) Claiming Israel has a sovereign right to determine who may become a citiz 


eously, Bolivia\'s decision to nationalize its gas-fields has spurred Brazil to renew its search for sustai 


avelers will be staying at the St. Kitts Marriott. 3. Embassy Bridgetown requests an outbrief be provid 
Morocco from Tunis to attend the anniversary of the Red Cross societies in Marrakech May 16, Pfeffe 


, and font of alarmist misinformation about the election process. The defendants in the case are Atto 


n the Ministry of Foreign Affairs, including Director General of Bilateral Affairs Youssef Amrani, selecte 


Column 4 

such as the law 
the family code 
however 

through the King\'s 
he 


at its own pace 


Morocco wants to be 


Constitutional Union (UC) MP and president 
Popular Movement Union 
Party for Justice and 


Socialist Union of 
Popular Movement 


several ofthe MPs expressed 


but are 


V she hoped the US would support Morocco\'s 


the 


PJD MP and lower chamber 
Istiglal MP Tayieb Masbahi 


such as the 

parliamentarians\' 

the future of 

and the 2007 legislative elections. Lachgar 
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and the IER. He 
that there is still work to be done and 


and according to its 


and 


ecided. Despite the success of the process thus far and the positive momentum generated, several i 


‚est wishes to President Bush, repeated that his administration\'s priorities would be enhancing public 
faces an electoral crossroads in -- the five-way race may increase the chances of an FSLN victory, bi 
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i.e. democracy will be a long struggle 


his constituents have repeatedly 


rather than relaying 


Masbahi said Morocco is in the process of 


there will only 


Moudden travels to other 
findings and 
he stressed the 


according to Moudden are 


constitutional change must first take 


and the King desires to preserve 


Column 6 


2 the area, and claimed that fumigation was damaging legitimate crops. The Bishop lamented the sit 


out the future independence of the judiciary, particularly in light of the upcoming Constituent Assemb 
ARS = Irish Foreign Minister Dermot Ahern remarked in a May 4 parliamentary question session that ir 
osa also said ChileVs position at the 81st session of the International Maritime Organization\'s Maritin 
3s. Instead, the focus has been on whether Humala and Garcia will engage in a nationally televised c 


ral Council (ΟΝΕ). On May 11, the ΟΝΕ told opposition presidential candidates it would have elector 


ıch to the USG taken by his boss, Indian PermRep Nirupam Sen, Malhotra said he had -- and would ı 


т Caribbean. Such a move would contradict PetroCaribe\'s design as a government-only oil agreemi 
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however 


whether government 
have been responsive to these visits and this year 


and a reception for the group hosted by the 
we hope the delegation left with a full 


economic 
and particularly in the area of reform a 
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who obtained Dominica 


was accredited as Dominica\'s 


which is to the 


«through his Ambassador to Costa Rica requested to meet with CODEL Burton on the margins of Os 


provide a sense of the meeting. End note.) Ambassador Wisner began the meeting by handing Jess 


ness Coordination Council (CCE), an umbrella group of trade associations. This agreement became 


vill become the most significant law passed as time progresses and its effects are visible while others 
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Dominica\'s representative to the UN 
the 


who was not a representative to Switzerland but 


000 people it is constrained in its ability to select 


in May the GCOD announced 


he was accredited to the UN its specialized 


and the World Trade Organization (WTO) as 


the Swiss withdrew Lakschin\'s 
stating that it had done so because he was a 


sign Minister Abdullah bin Zayed Al Nahyan (ΑΟΖ) to discuss the possibility of imposing targeted finan 


| Tatiana Gfoeller, for reasons 1.4 (b) and (d). FROM THE EASTERN PROVINCE: CONTINUED CC 


20 MEETING REF: A. ABU DHABI 409 B. STATE 57203 C. STATE 62100 Р. АВО DHABI * 
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for suspected 
Dominica Attorney 


who was suspected of having 
000 


economically troubled country. A 2003 report by 


371 passports while a GCOD official put the 
000 in 2005. At present economic 
000 for 


000 for a family of four. The 


Lakschin was recently 
claiming 


possibly 
to agree to file a 


tart work on their portion of the Ring Road between Kandahar and Herat as soon as possible. The Je 


ned him that the USG had serious concerns about HAI, and that we strongly recommended that ΜΒΕ 


voff on May 17. The CG emphasized that though minor efforts to streamline the application process | 
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which is often sought by individuals attempting 


the GCOD recently requested that the USG 


a Barbados 
however the harder it 
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Bernard said 


all 


the document was not completed prior 


the mayors are less accountable to the local 


d, and Prince Jiluwi said he would intervene to seek Al-Nimr\'s release. 2. (C) Meanwhile, post learn 


a state of emergency where elections are impossible and thus tenure extension is warranted. His st 


order to create a state of emergency where elections are impossible and thus tenure extension is wa 


:d bring stability to the area. Al-Qudir claims Shia police officers, presumably taking orders from the N 


According to Al-Moadal, IP working the checkpoint were not aware of his identity. The precise facts 


to the major religious schools in Iraq, such as that under Ayatollah Sistani. Sadr considers himself tt 


‘ior and defense ministries. The Ambassador mediated with the dissenters and other members of the 
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in fact beholden to the Minister of the 


Bernard confirmed that the 


some re-districting of 


at present there is not an 


he maintained that the CEPVs mandate had expired 


anvironmental and/or strategic consequences, it is not uncommon for a few to support its developmer 


1.4 (B) AND (D) 1. (C) SUMMARY: The Spanish Agency for International Cooperation (AECI) recent 


ise Tajik and Hazara tussles over farmland. An unresolved ownership dispute continues to hamper g 


005. Though not all GOA procurement is handled by the ARDS, this office sets a standard to which : 
se had not yet received the rifles. 2. (SBU) When asked about negative information concerning GUL 
ad made it a target of extremists. Iran 2. (C) A/S Hillen updated Khatib on the USGVs assessment o 


orm 8 new \ 


5. 2. (C) General Sarayreh described Jordan\'s Saudi and Israeli borders as secure and under contr 
. 2. (C) A/S Hillen updated Faisal on the USGVs assessment of the danger posed by Iran\'s behavior. 


ate on May 18. End note.) Al Musawi replied that he had gone to the Iranian Consulate the previous 


; focused on the recent events surrounding the possible ousting of Basrah Governor Mohammed Mus 


Column 4 
this issue 
is 


it 


in discussions with poloff 


the ESU wants the 


the \"third\" 


the ΟΕΡ members do not 


Gauthier was 


poloff joined 


the 
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and 
the ALN is holding open its 
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in addition to general incompetence aı 
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as senior Montealegre advisor Edmun 


e HCOC in the context of other non-proliferation initiatives including the Proliferation Security Initiative 


v to handle the petroleum controversy, but the latest developments have changed the complexion of 1 


3OK brought various charges, including membership in an illegal organization, Al-Qaida.) Three of th 
fusing to resign in protest of the Governments position in the debate over electoral reform (ref A), th 


message on human rights from Pope Benedict XVI. In Rome, Chavez met with communist Italian lex 
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possibly in anticipation of a 


post has received 


our goal should be to sway the great 


and Delia Arellano (formerly Camino 
APRE president Miguel Lopez 


much of 


Polcouns recently facilitated contacts between 


ador that he hoped to fill the interior, defense and national security affairs slots within two-three days, 
Jnclassified; Handle Accordingly 1. (SBU) Summary: The draft Labor Contract Law (LCL), considere 
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post developed and 


it forced the other parties to \"show their cards\" 


have the strength to 


Ukranian President Viktor Yushchenko Georgian 
and Lech Walesa to explain to 


Venezuela and 


press footage transmitters and other 


tourist and economic hub through poor intellectual property rights protection and conservative planni 


e Minister\'s weekend schedule: Omitted today Opinion polls: 3) Annual national conscientious poll: 


Column 4 


Venezuela has provided loans and 
offered medical 


and promised to supply Sandinista mayors with 
Venezuela has 


and given 
a large number of 


promoting Zoilamerica Narvaez\' human rights abuse 
facilitating 
Florida 


and working with the Elections Donor Group 


disappearances 


still in development 


Column 5 Column 6 
Panama and the Dominican F 
crop burning and assassinations 


has already generated 


IVG) telephone number 8-871-2503, home landline phone 254-20-712-4049 and cell phone 2542722 


Column 4 


Zoilamerica 
brought a case against Ortega in 1998 for rape 
and sexual harassment but the case was 


confirming her interest in 
and noting that an amicable settlement 
IAHCR director 


the СОМ ceased its 


which deals with 


attention will be drawn towards 


however 


a criminal investigation in the 
a criminal trial in Panama (in which a 


and an additional criminal investigation in Nicaragua 


Column 5 Column 6 


Aleman and his family are the 


644-472-3537 Cell: 027-451-2538 E-mail: DuranTE@state.gov Security Assessment ---------------- 
so reflecting the national oaths (reftel). A fifth issue, the distribution of power in the localities betweer 
зап citizens were injured. End summary. ------------ Pyrotechnics ------------ 2. At approximately 1500 


"ost has learned that the Department οἱ Treasury\'s Office Foreign Assets Control (OFAC), while app 


strike commenced. The GDRC has not paid public hospital physicians for fourteen months or more, o 
19 the Blue Line, but he argued that Hizballah tried to maintain \ 


of arrival are countries and organizations already operating in Juba, to exclude the omnipresent speci 


\'s hold in 20 Muslim-dominated constituencies, causing Congress to loose its outright majority. The 
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however have claimed 


his family and core 


his wife Maria Fernanda 
and Byron Jerez may 


especially in Latin America to take similar 


fiscal and party official training cedula 
and voter registration. The 


Group members would have to seriously reconsider 


and conversations at the Foreign Ministry level 


Canada Finland Norway 
Sweden Germany (currently holds the EU 
the European Union Delegation 


185 announced plans to add nuclear power to its energy mix and the private sector is calling for great 


а! would continue its policy of friendship and cooperation with all countries. He highlighted Nepal's k 


ch Minister Juwono will consider and present to President Yudhoyono. If all goes well, it should provi 
тізіп the H5N1 avian influenza (Al) outbreak in southern Transylvania, restricting traffic and establishi 
Turkey that lessen tension and assist Turkey\'s EU accession, a strategic GoG objective. Unfortunal 
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Nicaraguan voter 
as 


Liberal and independent voters have shown less 
the CSE has 


000 national ID/voting cards (cedulas) that remain 


and workshops on political party activities as 


verify their status on the voter 
and participate in the electoral process. Through 
IRI is planning a \"Rock the Vote\" campaign to target 


000 cedulas produced by the CSE but not 


through ET and UCA is conducting a review of the cedula 


Citizen Attention 
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order just a few kilometers away, trade should be bustling, but Tajiks have a hard time getting visas 1 


n exchange for their support. The opposition cannot offer such valuable positions, and therefore Aua 


nternational Organizations. VERSHBOW 


and admitted to JAM involvement. The local Iraqi Security Force (ISF) units operated in a coordinate 


anse cooperation, extend intelligence sharing network (2) Who will elect Japan\'s prime minister? Ch 


Column 4 
\"from food to weapons.\" 


v'all 
the drug 


moral 
and 


but 


but not all.\" 


but said \"they\'re not here 


\" but expressed concern 


the Bishop explained 


but 


claiming it 
such as platano 


\" but also agreed with the Ambassador that manual 


Column 5 


Vit 


rice 


Column 6 


and sugar 


lack of access to education, discriminatory firings, forcible expulsion, and kidnappings and killings of 
ankan delegation. Kahandaliyanage indicated that he always considers the USG viewpoint in such m 


ad met twice earlier with President Mubarak -- once with several ministers from both sides, and a sec 


‚and the year-end Taipei and Kaohsiung mayoral races. In addition, almost all papers carried on insi 


ad the agreement, calling the move a N 


ın Park a sympathy note; see paragraph eight. END SUMMARY. CHAIRWOMAN IN STABLE ΟΟΝΓ 


Column 4 Column 5 Column 6 


and 

90 percent of Tumaco 

V as well as Wa lack of community 

administrative knowledge and propensity for 


but much more 


the Bishop highlighted the need to improve 


explaining \"People can\'t 


explaining 
but said a lack 


and said the water quality was 


Narino is the country\'s most 
and Tumaco further suffers from a 


\"He has done little for Tumaco.\" The Bishop 
with ex-mayor Samuel Alberto Escruceria having 


but said 


\" saying \"people appreciate us and we can operate well.\" 


Jinia, India, Korea, Vietnam and the UK, was originally concerned that they would not be able to mee 


public finance system. Unblocking of the frozen escrow account payments will begin once the budge 
лег indigenous groups with the goal of raising the \ 


ınamed country had engaged in improper activities involving payments totaling USD one million over 
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5/19/2006 20:05 O6LIMA1974 
with each given three minutes to 

two minutes to reply to the 

and then one minute to respond to the 


Embassy Lima 


governability and human rights; 


in his public comments is pushing the 
\" while 


particularly Humala\'s claim that a UPP 
and 


following a raid 


000 anti-Garcia leaflets Humala\'s father Isaac 


petered out after 


following his 


at times attacking 


Column 4 
the Humalistas 


Y and 
carried out by 
show Garcia ahead by 12-14 


garnered headlines by claiming that Garcia\'s lead is 
and they do so with 

they have been 

we 


while 


as well as on how 


5/19/2006 20:08 


Petkoff 


electoral watchdog NGO Sumate has announced that 


but may eventually be pressured into participating. 


its candidate 
will have between August 5 and 24 to register. 


opposition 
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and minor candidates traveling natiom 


or 


ful tribal ties and his personal fortune. Hameed bears watching as he takes his place among the nex 


> country. He also praised the programme of the new government (attached) for its commitment to ul 
veek, the nine delegations concluded the initial discussion round, to be followed by individual session 


nerally receive insignificant benefits from the regime. End Summary. 2. Pensions are virtually neglig 


зе Shihuh, and the relationship between SCHS and the Shihuh cultural group in Abu Dhabi. END SUN 


“ed hard-line on the Cyprus issue -- including EDEK and EVROKO -- also did well. The only clear los 
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ifthey get one atall. (Note: The 


the 


sitting government officials 


the rumor goes the CNE will postpone the elections. 


there is nothing beyond rumors to indicate this at 


antists Fedor\'s chief advisor, Rudolf Michalka, said that a divide between ΝΑΤΟ and the EU on such 


heard rumors of flights between Uzbekistan and Pakistan recommencing in July. Both officials agree 


Jown, a combination of government price controls, weak demand, and a large crop were slowing thro 


ard promises of greater openness. Gambari downplayed the significance of his meetings saying that 


haoxing will send congratulatory letters to their respective Iraqi counterparts. Beijing hopes the form: 


Column 4 


Column 5 Column 6 
some of may 


if decisions are made in time to 


the fight for fair 
and an occasional BRV accusation 


or other effort to goad its opponents will 


stall stall 
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as the original 


Post would work with 
500 of incurred travel and 
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Ambassador Wolff urged 


ions), aimed at capturing or eliminating militia forces with the Congolese Revolutionary Movement (Μ 


y: http://www.state.sgov.gov/p/eur/oslo/index.cf m WHITNEY 
“to join the coalition. Specifically, he asked: A. Could CAWT\'s objectives be accomplished within the 
ago. So far there has been no response. Mr. Nusseibeh said the UAE had provided help to Al Quds | 


support to Census. UNFPA-funded activities, in collaboration with other donors and the efforts of the 


ar al-Assad. Mr. Al-Ahmar thanked the Belarusian leader for the good words about his country\'s leac 


unicipal authorities fight crime, including trafficking in persons (TIP), in the prostitution sector, but alsı 
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Malhotra pledged 


the Indian 


implying that he would try to be 


particularly the USG that 


Sen\'s views often make working with the 
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but keeping private companies 


Stewart Gill 
clarified the 


Dominica Grenada St. Kitts and Nevis 
St. Vincent and the Grenadines) Energy Task Force at 


with a large Hess 
could also 


2 recent declaration by the EU presidency regarding the arrests in Syria to address the matter on Irel: 
mpanied by any new initiative to make reality match the rhetoric. Both the Tunisian Journalists Associ 


mE Charge Meets with AU Head of Mission ------------------------------------ 2. (C) CDA Hume and US/ 


a result of the recent developments, eleven deputies (out of twenty) had left the OY faction. Accordin 
‘ct ports of entry which would include international airports and major land-border crossings. The pro 
№ troubles began about one year ago, when she was accused by the Mutawa\' of proselytizing thank 


; of three international NGOs in a government-controlled town in the eastern district of Trincomalee о 
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but he 


ChevronTexaco is diversified aro 


he has sought a role for SOL within PetroCaribe for 


has apparently had a much easier time 


having both made a 


sion, tolerance, and self-criticism. Recently appointed by the Ministry of Culture and Information to tr 


rs were now in place, and noted that there were many fresh faces. However, some commented that 


d President Musharraf to exercise restraint, to avoid yet another spiral οἱ unhelpful cross-border rhet« 
aR, AMGT, PGOV, ID, KFLU SUBJECT: INDONESIA: MEDAN AVIAN INFLUENZA CLUSTER UPDA 


iuys another USD 239 million of Boden 2012 bonds. - GOA runs an ARP 1.5 billion primary fiscal surg 
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these imagined benefits are unlikely to 

000) to small St. Lucia (population 165 000). 

their crushing debt loads 

leave them ill-suited to incurring any additional 

Chavez can credibly 

however his 

expertise and connections with 


Venezuela has 


insisting on the formation of state-run 


redibility by setting priorities regarding development assistance. He emphasized that the GONVs crec 
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and Uribe responded that 
what he really wanted was prompt 


and Arias supported it. 


and there are several internal 


because 


while 


s Afro-Colombian population. 
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065АМЈОЅЕ1 10! Embassy San Jose 


while such an extension 


1): The Czechs share almost all of our major objectives for NATO reform and the Riga summit. MFA | 
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000 families have received 


which includes building new roads 
000 
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noting he had 


but 


Jessen-Petersen said overall developments were moving 


even the 


yë 


\" Jessen-Petersen asserted 
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\"because each member does 


stand how the dialogue fits into a broader strategy for isolating HAMAS. Fayyad and Abed Rabbo dis 


utional. The cabinet must now present arguments to the Governor that would substantiate the BillVs « 


roop positions in Siachen, believing that India will present а compromise solution on Siachen at the t: 


INVERSIONS FOR WESTERNERS WORKING ІМ HOLY CITIES 1. (С) The Saudi construction c 


to meet with the Prime Minister during his planned May 24 visit to Srinagar. The Prime Minister is bei 


critics of Syria and lost a leg and ап arm in the attack. She is currently in France for medical treatme 
following the elections of 15 December 2005. This completes the political transition process in Iraq, : 
Question of Property ---------------------- 2. (SBU) Arecent study by Guatemala\'s liberal think tank CIEN 
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Wisner asked 


increased UN police (which was already being 


etc.) and that would also 


Wisner 


but that person\'s powers should 


but an EU representative; 


where the representative is 


Ambassador Wisner 
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including its 


tSTAY THEIR TOURIST VISAS TO EARN INCOMES ROUGHLY TEN TIMES GREATER THAN THC 


n the National Assembly, also headed by Gamito, by party vote -- meaning FRELIMO will dictate the 1 


On May 21, the lower house of the Afghan Parliament rejected the GOA budget by a clear majority (a 
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President of Telmex the most. 


a common tactic used 


the new law raises the costs of 


Perez Motta 


a lawyer specializing in telecommunications notes 


companies such as Telmex will be able 


184 been relatively well received so far in Russia and that it was too soon to tell about implementation 


/ Officer undercover infiltration operation that began in March 2005 and showcase strong U.S.-Greek 


Column 4 

such as Telmex 

making them more difficult for the CFC to 
Perez Motta now predicts that Telmex and 


Column 5 Column 6 
were created before the CFC came 


500 000 times the minimum salary in 


without finding any 
the new law will allow them to 


such as 


the law allows 


V such as ΡΕΜΕΧΝς actions in gas distribution 


academic institutions or international 


VERED IN THIS REPORT: -------------------------------- Mideast ------------------------- Key stories in the n 
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metropolitan airports and radio and 


coupled with recent legal rulings in 
as well as CFC\'s efforts to have its activities 


to help advance our 
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reportedly drafted largely 
will give the Federal Communications 


inter alia 


in 
left several 


tions later this year. According to several senior Bahraini officials, the GOB wants NDI to operate in 1 


ar to hold out for their proposed 5 constituency model, will now attempt to make their case to a fractul 
ies, focusing on the role that Norway plays as a stable and major world energy supplier, and the U/S | 


d four others. One of the judges said that the gunman, Alparslan Aslan, shouted that һе was a ‘soldi 


Column 4 
applied 


s digitalization process. 


bidders will not have to wait for an 


and the prohibition 
dominant companies will have a 


a closer examination of the 


the media law 


the billpassed on March 30 by a two-to-one 
promises to 


a group of 47 senators submitted a petition to 


tread it. Juaregui intimated that the party 


Senator Juaregui said that his party\'s 


Juaregui claimed that when PAN legislators had 
Televisa 


in a clear signal of how it would react 


Juaregui alleges the PAN 


Column 5 
and enforced in 


Column 6 


те increased public attention paid to promoting women\'s employment and the lingering controversy o 


et delivered invitations. We recommend that Energy Secretary Bodman lead the USG representatior 


infavorable weather and GOB interference has not been sympathetic to farmers. Belarus\' cold winte 


on of the new Iraqi Government. The GOI statement noted that the formation of the government was 


Column 4 Column 5 
a high-ranking member of his party\'s 
from the party\'s electoral list for the 


for fear of the electoral consequences of 


a 


the Senate passed а bill 


but 


one of the Senate\'s 
told us that aside from the media law 


(ii) legislation protecting personal information 
(iii) legislation 
and (iv) 


Chuarand 


including fiscal reform labor reform 
and key energy 
to name but the most prominent. Moreover 


seeking to return more federal revenues to the 
was passed by the Senate but remains pending in the 
a highly controversial bill on drugs 


President Fox has indicated he 


Column 6 


with the Turkish government to initiate discussions with the Azeris, the most significant alternate sup| 


nocratie Ideale (PDI). Also in attendance were the British Ambassador, the Libyan Charge, the Minist 
booby trapped elevator at his headquarters in Gaza City. Separately, Preventive Security Organizatic 


from the Dili district task force, rapid response unit, and police reserve unit were deployed to the агег 
Saleh Mutlak told PolOff that he had in fact agreed to participate in the government. Up to the mome 


ıks. The four settlements are: -- Beitar Illit, southwest of Jerusalem in the Gush Etzion bloc; will be ε 
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particularly the provision 


the Chamber of Deputies approved а bill 


modify terminate or withdraw reservations of 


as 


the last session 
legislation 


the number of bills introduced by 


in which it 
to the second session of its sexenio 
in which it introduced 42 bills. Strikingly the 


suggesting either that it had run out of new 
or that it had given up on a divided Congress 


sponse to KAVAVs request. For background, see Refs B & C wherein Washington requested that KA 
d from 8 metric tons per day in 2005 to 4.2 metric tons рег day in 2006. WFP warned that if the fishii 
yf May 22 with the National Police\'s Chief of Special Services. The meeting was postponed due to tr 
| The latest outbreak of avian influenza (ΑΙ) in Romania continues to spread over nearly one third of tl 
and the ruling ZANU-PF party candidate garnered 32 percent. The pro-Senate MDC candidate mane 


3yees. - Several high-level GDRC officials participated in the World Bank/IMF\'s Spring meetings in V 
association with the USG or Coalition Forces (CF) might lead to injury or death for himself and his fa 


in interest in maintaining the role of Paris as a major financial center. This cable examines those то! 


as an emergency reserve. 2. Kuwait\'s rapidly growing population (currently 2.4 million) and its hot c 
'educe violence, promote national reconciliation, and manages well the reconstruction of the country. 


ΓΑ). The walkout was a manifestation of a long standing leadership struggle among the three Tawafu 


Ns funding. The DG\'s action plan includes: outlining in budget documents strategic frameworks to ir 
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the number of bills approved increased 
from 108 


assuring Mexicans that the Congress is working for 
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then \"why пой" try that option. AbZ requested а 
and said he would discuss the 


Director 
Bureau of 
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IS; the future of Mercosur; the appointment of John Lipsky, VP, JP Morgan Bank, to replace Anne Kru 


2. (C) Interior Minister Wolfgang Schaeuble announced at a World Cup Security Conference hosted t 


за assistance requires lengthy consultation and the ability to provide creative solutions to meet culture 


Reform Directorate (PRD), by majority vote, approved a plan for a a single police structure consistin« 


nmunition were clandestinely shipped from Bosnia and Herzegovina (БІН) to Iraq and elsewhere via : 


? dissolution was a necessary response to Parliament\'s failure to resolve the electoral redistricting im 
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Treasury Financial Analysts; Ambassador; and deputy 


Japan 


terrorist support 
destabilizing Iraq 


then the public may begin to 
and his regime will be put 


but to exacerbate tensions among Iranian 
in order for these 
buy-in from all of the major 


if Iran 
steps could be taken to 


the Netherlands 


who took detailed notes throughout the meeting 


asked a 


but he also 


AbZ noted that 


Ali Larajani 
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and the UAE where most of the 


or corruption creating a 


and certain Gulf Cooperation 


would be in Abu and 


eying for the 2007 legislative and municipal elections, sharpening tensions within the three-party pres 


arela, and Luis Posada Carriles. She said her government had taken the position that the USG defer 


Criminal activities associated with last week\'s violent crime wave orchestrated by the organized crim 


Column 4 


and if the group of countries 
it would be included. 


AbZ 


then 
V AbZ declared. Stating that AbZ\'s 


U/S Levey explained 


which could be good or bad PR for the 


or you are ignored by the U.S. 


\" added U/S Levey. 


AbZ said that he believes it is 


but Iran having a nuclear 


Russia 
but as the plan escalated 


yen 
Japan 


\" said U/S Levey. Understanding 


\"This is one of those times where | wish the 
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which could have 


South Africa or 


and the Euro and if it is fully isolate 
the U.S. and the UAE 


AbZ noted with a 


) the Embassy of the United States of America, and has the honour to inform that the Government of 
ment addressing security issues surrounding Cricket World Cup 2007 held in Kingston on May 19 an 


? of these organizations. He made the statement upon leaving a Council of Ministers meeting when h 


OP and analysts alike. Given January\'s and February\'s relatively moderate growth rates of 4.4 perc 
its involved in the violence are acting outside Muqtada al-Sadr\'s control. He said Sadrist Salam αἰ-Ν 
yans. 2. (SBU) Salinas recounted a situation in 2004 when a group of 12-15 Cuban migrants were de 
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but that it was also important to have at 


and if the UNSC fails then it will be much worse.\" 


access to 
they would move the money to other 


U/S Levey responded that all the countries he 


in the short run the USG 


and U/S agreed to provide it. (Note: Embassy 
the annex and the list of 


itis good 
at least for the time being. V" 


\"Financial Measures to Pressure 
V with corresponding estimated 
to the Embassy for passage to AbZ as soon as 
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ling rallies to task his government with wide-ranging plans of action. Chavez has encouraged a perce 


i represented a GOE shift toward Venezuela and Bolivia, and said the GOE was working hard to reso 


alopment Conference (ESDC) between those planning to boycott it as a meaningless public relations 


Те DCM at the Vietnamese Embassy in Baghdad and has been intimately involved in Vietnam\'s rela 


y. Successful reintegration of Free Aceh Movement (GAM) ex-combatants and others, essential to е! 


vs 


Column 4 


the lack of drugs and medicine 
all of which he 


rights that American had called for. He described 


he called on the \"faithful to boycott 


speaking at the holy mosque in Mecca 


he announced 
and continued \"we 


humble non-belief and 
destroy the enemies of religion 
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their lack of funds 


must believe 


and make this 


ime Minister\'s daily schedule Asahi opinion poll: 4) Monthly poll on favorite for next premier shows 


Column 4 


Imam Shaykh Husayn ibn-Abd-al-Aziz ΑΙ al-Shaykh 


so it is impermissible 


V'as is now happening in the stock exchange market.\" 


PALESTINIAN HEROES SUFFER AT 
FAITH WILL TRIUMPH OVER 
AND A PLEA FOR 


noting that \"Islam is a religion of mercy and 
tolerance and facilitation. Some financial 
V he stormed 


the imam concluded 
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Ministry of Social Affairs 
the UAE 


2006. In separate meetings on 
Dubai State Security Director discussed his 


and the 
Customs 


see ref A.) 
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and 


and Free Zones told U/S 


agic media initiative to foment anti-US sentiment in the GCC, particularly in Saudi Arabia. Al Sairi stal 
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the U.S./UAE Joint Terrorist Finance 

led by Treasury Under Secretary for Financial 

included David Nelson 

Office of Terrorism Finance and Economic Sanctions 

ЕВІ 

Financial Investigations 

Department of Homeland Security Immigration 
Treasury Financial Analysts; Jason Beal 

led by Central Bank 


included officials from 


Foreign Affairs and 


al-Suweidi began the 


Al 


UK 


including in the United States. Al-Suweidi 


but that they are finding other 


Column 6 


UK and U.S. meet jointly to 


Executive Director and In-Charge 


)me surprise. Home Affairs Minister Vosanibola also returns, which is bound to give Republic of Fiji V 


instruction and Development Dept. Sattahip Naval Base, who has been selected to attend course(s) 


CHANGKARNDEE, Directorate of Joint Logistics, J-4, Supreme Command HQ, who has been select 
ights vetting request for LTJG Mongkot PODANG, who has been selected to attend course(s) listed E 
iy Bangkok possesses no credible information of gross violations of human rights by these persons. 
Embassy Bangkok possesses no credible information of gross violations of human rights by these pe 
ied course. Embassy Bangkok possesses no credible information of gross violations of human rights 
nent complete human rights vetting request for individuals listed below, who has been selected to atte 
after Toyota Motor Corp. 1.\ 


tively small slice of the Turkish populace, are using the attack to attempt to force early elections and | 
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told the U.S. delegation that one of the 


and has provided invoices 


the UAE asked the U.S. to 
although this has never happened. According to 


VWe want you to take the people 
they have financed terrorism 


itis 


after the Al Barakat 
the UAE is unable to use this 


al-Suweidi requested a paper 


prosecution versus fines and/or 


then the Emiratis need to know so this information 
because the Central 


U/S Levey and the 
special advisor on 


:ount of a shootout between PKK terrorists and Turkish police in Istanbul. 2. (C/NF) This level of cast 
restrictions as well. Although the MC limits Turkey\'s ability to control fast-growing commercial traffic 


DEA has requested that the Embassy/State Department complete human rights vetting request for ir 
ari. No casualties have been reported. The daily hints that bombings are being orchestrated to refute 


Column 4 
al-Sheikh said that the Central Bank 


or obtain 
but he was 


however 
vice international 


and that such authority lies with the Ministry of 
state security 


al-Sheikh recommended 


\"It would be 


al-Suweidi told Ambassador that he 


regardless of which 


al-Sheikh began the charities 


and with the MENAFATF\'s Best Practices 


but he queried whether 


Vfor sending money 


| thought they are regulated by the Central Bank. V 


al-Suweidi replied that 
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that most of the 


and the Ministry of Justice. 


a in developing cooperation between Syria and Italy to serve their joint interests. Papers reported Pre 


ree Mekong region. Each country briefed on its efforts in bilateral cooperation, development of legal 


e pan-democrats to remain united on the call for a timetable for democracy. He believed until the ver 


Column 4 Column 5 
it cannot open an account and 


U/S Levey asked which entity is 


al-Suweidi said 


that if the Ministry takes it to the board they 
while 


it is important to investigate the matter fully. 
discuss 
and 


such authority 
the federal State 
and the Ministry of Justice. End 


but that he is also concerned about the UAEVs 


but that they are supposed 


SSD conducts an internal check 


Column 6 


20581, since they believed it would have enhanced their own chances to win Legco seats in the future 


?ded that the ROKG appreciated receiving details on the meeting, particularly the 20 questions on lec 
rty faces an investigation into allegations of bribe-taking and the opposition leadership is threatening ' 


or additional requests. VERSHBOW 

s and added that Norway, the European Union and the United Nations expressed interest in observin 
Asian country. Prior to approving a final list, Italy urges consultation with the UN,s Department of Pe 
ies in the May 21 parliamentary elections. Both outlined specific shortcomings of the Annan Plan anc 
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al-Suweidi told 


Acting Econchief spoke with Sami 
of the Dubai Department of Islamic Affairs and 


who attended the 
said he was very frustrated that the MSA 


90 


000 
900) and it noted that customs 


such 


customs machines scan 


but the machines identify that they have cash 


the SSD 
and 


000 dirhams. \"If we find money then we call 


\" he said. 


-------------- Getting Abdel Wahid to Sign --------------------------- 2. (С) Dr. Mudawi Ibrahim Adam, Chai 


for Policy Ryan Henry and Political-Military Affairs Bureau Assistant Secretary John Hillen discussed ı 


. (SBU) At an Embassy-sponsored roundtable discussion on intellectual property rights (IPR) on May 
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Chairman of Dubai Ports 
and Free Zones was fully supportive of the proposed 


Embassy provided a copy of this 


the Central 


and al-Awadi and during the J' 


but U/S Levey said the USG would 


and he said the Central Bank is continuing to 


Next Meeting 


the U.S. and UAE 


ıbjective. End Summary. 3. (SBU) On April 3-4, a delegation of U.S. experts held a workshop with C 
Ilt of the personal popularity of incumbent Mayor Yom Hong-chul, than a vote of confidence in the ruli 


ies, post-Koizumi candidates, USFJ realignment, education law revision (2) Outgoing Keidanren Che 


Column 4 
2006 in Abu Dhabi. 
State EB/TFS/ESC: please 


UK 


or before 


U/S Levey and the delegation met with 


asked for an update on the 


and he said that the GDSS 


adding that the MB is 

as directed by the 

he noted that since 

the GDSS can not take any action 


he said that since \"the charity is not designated by 
the judicial authorities cannot prosecute.\" He noted 


al-Qemzi asked for the 
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and U.S. to discuss the issue of Soma 


the next JTFCC meeting 


|, and the recent gas discovery. Interlocutors expected that the Kuwait Project would eventually pass 
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then we won\'t have enough tools in the future 
V he said. Al-Qemzi said that the GDSS\'s 


it \"killed\" the MB\'s effectiveness. When the DDIA 


who \"understands the MB\'s threat.\" Al-Qemzi also 


al-Qemzi 


al-Qemzi said that it would be difficult because 


\" said al-Qemzi. 


but well organized like 


Column 6 


) Beijing 2542; B) 05 Beijing 19671 (U) This message is sensitive but unclassified. Please handle ac 


ant step in the stabilization of the whole region. -- The Ministry of Foreign Affairs and European Integı 
itors Conference at Combined Joint Task Force - Horn of Africa Headquarters in Djbouti 30 May - 8 J 
the Gulf Security Dialogue, Proliferation Security Initiative (PSI), the Iranian challenge, possible sanc 
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cannot travel 
and cannot have any involvement with 


Customs On Re-exporting to Iran 


Customs and Free Zone 


and 


they are in the process 


Customs and GDSS all work hard to ensure tha 


\" he said. 


SbS told U/S Levey that Dubai Customs has employed a 


and they 


but he emphasized that Dubai needs more 


but he acknowledged that 


which identifies Iranian and North 


ty Dialogue, the threat posed by Iran, direct contacts between the U.S. and Iran, a declaratory securit 


an Thanh Nhan, said that Ms. Le Thi Hong Lien, another member of the N 


gave to Venezuela for declining, Park said the ROKG explained that its diplomatic agenda this year v 
roof of an impending crisis. Some experts also cite evidence that the 2005 harvest was less bountifi 


ssurances to international contributors to Vietnam\'s economic development that the Government of ` 
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SbS observed that 


SbS opined that it will be more 
\" he observed. 


\"People buy at the markets 
put the items on the dhows 


and take them to lran. 
the Iranian people would have a more difficult 


Embassy requests 
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acing \ 


in a sudden flurry οἱ negotiations between the Mission and representatives from the Interministerial ( 
afenders in Syria. The EU Presidency urged Syria to review the cases of political prisoners, and imme 
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oil shale and Orinoco Belt 


it will equal 


but it is the right time for us to 


he described its 


they will need more energy than 
he dismissed Matt Simmons\'s peak oil 


but I\'ve never discussed the book with him.\" 


which Al-Suwaidan hosted as part 


and JumahVs 


he was a career 
he 


he was involved in a serious auto accident that 
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and to learn first hand of 


and that no funds 
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its of Indigenous Peoples. Led, as instructed, by New Zealand's Slade, the tripartite delegation conv 


a gesture of reconciliation for World War Il-era atrocities (in this case, those committed by Polish for 


ΙΑΤ BLAMED ΤΗΕ ROYAL GOVERNMENT FOR RECKLESS EXPENDITURE OF GOVERNMENT F 
authorities chose to avoid the potential for violence by invoking Section 144 of the Criminal Procedure 


approach to \ 


lohammed wrote that government formation ^ 


ort, on May 18, out of a total of 319 applicants, 190 received birth certificates, and 130 qualified for ce 


Column 4 


SecGen of Mohammed bin Rashid Humanitarian and Charity 


a respected local charity that prides itself 


and was concerned because MBRE was 


roughly V'Benevolent 
clinics and 
Jenin 


and was certain that HAI did not appear on 
HAI was a V'very respected" 
headquartered in the nearby emirate of Ajman 


where it had a \"300 person office\" in 
and particularly on the advisability of expanding 
where the needs were \"urgent.\" MBRE 


\"which has 
and is also 


after receiving talking points from the 


CG met with Bu Melha a second time to inform him 


we strongly recommended that MBRE 


and no new projects started. 
many in an advanced 
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Ramallah and Nablus). 


that 


ΔΝ CAPITALS AND WASHINGTON, AND IN MEETINGS WITH ΝΑΤΟ AND ΤΗΕ COUNCIL OF EUR 


ring asking for Russian help to further the investigation. HOAGLAND 
try of Defense, privately expressed their strong interest in taking over the US PRT in Qalat, given Roı 


jations of authority are thus far for small grants, in one case, the grant is for USD 250,000). (Note: Th 


eceive an invitation to speak from the American Chamber of Commerce, but that he accepted becau: 


d a press release noting the successful formation of the Iraqi government. HOAGLAND 
ncerned that the U.S. Navy not 


amission\'s draft legislation. Under the proposed law, the Presidency approves the Commission\'s fin 
n factories in the band from north Dhaka near Zia International Airport to Savar reportedly turning to t 


arance. If level of clearance was not provided in the original country clearance request it should be Ж 
tributions to Sudan 2005 MDTF (reconstruction): The Netherlands has pledged Euro 150 million thr 
)uld make to Operation Active Endeavour in the short term. Kardum responded that he expected to F 
2 cease all future religious meetings. -- This case comes only weeks after the detention and quick re 
in Sen and other senior government officials, NGOs and the diplomatic corps during her visit. Hun St 


ıore than double last year\'s levels. Police and international observers credit USG and other foreign tı 
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would be completed but no new ones would 


at which point the 


and was virtually certain that both he and 


including Hamas; \"in fact Hamas is angry at 
\" Bu 
according to Bu Melha and was eager to \"open 


according to Bu Melha 
| want to cooperate fully with you -- | 


Bu Melha earlier emphasized that the 


mainly medicines and medical supplies. None of the 
the 


but no response had yet 


in the form of receipts from both the company 
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fthe Vatican. The second focuses in more detail on the specifics of the upcoming visit. 


aovernment, Dr. Godknows lgali, described militant activity in the Delta region as an inchoate \ 


гу for le Figaro and the economic press. Les Echos, which leads with the general downward slide of i 
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per the Ambassador\'s November 2005 request and 


despite the fact that should abomb 


the Mission would be able to dramatically 


given that the Department would 


it would be unlikel that the section would re-open 
\" she said. Obeid 


\" Obeid 
he said the SAG had to avoid the 


he claimed that was the reason for the obstacles 


when the seller realizes who you are he 


Column 6 


its, Gulenists are almost uniformly evasive about their purpose of travel and their relationships to Gul 


of the DepSec\'s encouragement for greater political reform. All papers also focused on the possibilit 


amber Mustapha Labraimi. This call is a continuation οἱ the Ambassador\'s recent round of calls on pi 
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he said that a group of \"young and modern\" 


Obeid remarked on 


Conoff took Obeid on a brief tour of 


competing elements within 
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the Mubahith released Hassan later in the day after he 


if 


who participated in 


is perhaps 


;, with an editorial in a leading daily noting that the Maoists would have won much more public suppor 


э of approximately 35,000 personnel commanded by Pakistani Army officers who are deputed to the I 


st will last no more than one day. Nevertheless, the government is reacting in its typical Soviet fashio 


of her siblings and her health- provider have fallen ill and samples from the three individuals were № 
ıutanese authorities, the GOI has reiterated that if Thimphu would take back a pilot group of refugees 


an Embassy in Moscow, which covers Norwegian relations with all the Central Asian republics. Larse 
initial research for the NGO law, said Kuzmin, who insisted to the Staffdel that the law met internatior 


er of opposition activists, as well as Poloff, had gathered at the Palace of Justice to observe the Гари 
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thereby obviating elections in 2007. Tinubu 
according to a Tinubu 


Tinubu felt. 


Minister 
who said members of the 
Obasanjo\'s political hacks prevailed. El-Rufai 


and may make it difficult to govern for the remaining 
particularly should officials start to 


BUT NONE SAY HE IS OUT...YET 


many southern politicians still felt 


either by reviving 
perhaps after engineering 


or perhaps by simply waiting for violence in the 
providing justification for a state of 


most observers 
in order to break the 


or perhaps a 


such as a 
including the 
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2-1. The government said that 2006 privatization proceeds would be used to reduce public debt to 6: 


y judges at the Palace of Justice Criminal Court in Damascus. Bunni, who has been on a hunger str 


nunists by considering legislation to amend Inia,s 108 year-old Post Office Act. While the Act is long c 


this, he told us that he viewed the move as a long awaited and positive step for Iraq. When asked ІНІ 


ext.) Press Release Following is the text of the message of felicitations from Prime Minister Shauka 


tember 2005 to extradite Babenko to Russia where he faces charges for allegedly laundering USD 1: 
'al and industrial developments in the region and expressed a desire to improve economic links with t 


Jdits. Because the NGO registered each office independently, the GOU must prosecute each individu 


3 Government of the State of Eritrea (GSE) to stave off the prospect of downsizing by submitting a lel 


15 discussed in less detail. (Reftel reports on Iran-related discussion.) There was general agreement 
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Vice President 


Obasanjo would still have control of the PDP. 


even іп 

opposed the third term and the 

Obasanjo\'s third term setback makes the future 
not only at 


the 
astute practitioners will also keep an eye on 
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particularly should officials start to 
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ders also featured Information Minister Dr. Mohsen Bilal\'s meetings with Ambassadors of Denmark a 
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many southern politicians still felt 


either by reviving 
perhaps after engineering 


or perhaps by simply waiting for violence in the 
providing justification for a state of 


most observers 
in order to break the 


or perhaps a 
such as a 


including the 


Vice President 


Obasanjo would still have control of the PDP. 


even іп 

opposed the third term and the 

Obasanjo\'s third term setback makes the future 
not only at 


the 
astute practitioners will also keep an eye on 
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yf the book. At the ice rink, a group of French champion ice-skaters and local children performed a s| 


like coca and biodiversity. Saying he would speak frankly, Humala voiced concern about the revelatio! 


aq to be a vast improvement over JaVafariVs, claiming that Prime Minister Maliki at least is willing to li 


=gypt, Kuwait and Jordan who joined Pakistan, Syria, and Iran in opposition to those who urged a pra 
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a prominent official in the Najaf 


the major party in NajafYs provincial government and 
said \"We ask both sides to 


\"Sadr has always rejected any immature 


Sadrists called only for a full 
a 
said that every 


J being administered within the first 48 hours of symptom onset. Two of her siblings and her health-c 
ad met twice earlier with President Mubarak -- once with several ministers from both sides, and a sec 


rkozy\'s policy of ^ 


ss for medical assistance to returnees residing in the Temporary Accommodation Center in Strmica, 
ıs optimism for the al-Maliki administration, Presidency Council advisers and senior KDP members w 


kirts of the city. 2. (C) Reports also indicate an attempt to take the Governor's residence іп Kidal. Ақ 
ertain as the party might not be able to form a majority coalition government. Moreover, ODS is not a 
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the main Sadrist 


the preacher made no mention of the 

it appears that this 
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sovereignty and [the] independence of Iraq V Sadr warned 


the boycott will be twice as intense. End summary. 


as my 
\"The Hawza and the invasion are not one.\" 


because our enemy is Gods 


such as 
Sovereignty and the indepen and 
everyone especially the pe 


not their own interests. 


| announce from here that anyone who fails to serve the 


eum Minister Shahristani. Ram also asked for USG help to secure the release of an Indian in Iraqi de 


to avoid direct confrontation with the international community over Iran\'s nuclear programs (ref A), A 
at the NSG meeting. The French presentation would highlight the increase in Iranian enrichment ac 


out provisions for self-determination and property rights, but given domestic and international pressut 
erto Fernandez and through the distribution of French translations of the book V 


aisir relayed that neither the Eritreans nor Ethiopians would consent to changing UNMEE. On May 22 


Idren under sixteen years or those with handicapped children. Designed to allow Tunisian women to 


где meets with State Minister Al-Waseela ------------------------------------------- 2. (C) On May 23, State 
та \ 


onference (ΝΕΙ) and media meetings in the UK, and that the UK would issue him an amended visa tc 
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Sunni and Kurds) and you might think that | would exclude 


but if they fail to serve the people they 


even about 


and by peaceful means such as the peaceful protests and 


Muqtada Al-Sadr has rarely 


but they likely fear 


it is unclear 

Sadr goals 
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Mutlak shouted back \"You haven\'t 

the large 


and divisions between these factions go back to 


gricultural area, and is experiencing rapid industrial expansion. The region also hosts a very substan 


complete destruction by 2012, but there was virtually no harsh criticism and no panicked calls for imn 
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joined by outgoing PM Ibrahim 
heard out their concerns while a packed parliament 


VP Tariq al-Hashemi and 


Khalaf Alayan directed his 


however. Hewar Front 


he made a motion to delay the announcement of 
a request that was immediately 


illegal and unrepresentative 


as did 
Adnan Dulaymi and 


leaving vacant the 
defense and state minister for 
all of which will be hashed out in 
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a position intended originally for Mutlak. Maliki 


former PM Jafari and CoR Speaker 


the Sunni 


Shia 
and several smaller blocs in the opposition 


the Kurdistan Alliance the Iragiyya List and the 


ces. Other topics discussed were the state of the UNESCO budget and the DGVs perceived need to 
»untries do not want the incident to affect bilateral relations. We believe Turkey is seeking to keep thi: 
ormed them that according to its records, Glock had provided the weapon to the USG for distribution 
the view of the Brazilian coal mining company awarded the Moatize concession, Companhia Vale do 


p by the СОМ. However, excepting a hotel, these firms are unlikely to be privatized in the near future 


.and Sunni backlash against the SCIRI-controlled body (reftels A, B, and Ο). While it is difficult to 081 


lic of Peru imposes an airport departure tax on any outbound passenger of 30.25 USD for internatior 
bassy assistance is not requested. When departing Lima by air, the Republic of Peru imposes an air 
DO AND FDTL CLASH 2. (C) Charge Stein and USDR traveled to Gleno at the request of Foreign M 
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unds seized from a HAMAS official at Rafah crossing on May 19 have been turned over the PA Minis: 
»rotein for millions more; a recent wave of sectarian violence demonstrates how quickly religious and 


n will seek additional funding for the police, principally to reduce the murder rate. Unfortunately, ARE 
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Vlady democracy.\' Both America and her 


it does not have the ability to impose 

especially if it is faced 

such as what happened in Vietnam and lraq. 

the United States does not have a choice other than 


visit: 


5/21/2006 7:29 O6KABUL2291 Embassy Kabul 
5/21/2006 8:28 O6JEDDAH374 Consulate Jeddah 


<jetil Skogrand visited Georgia in a recent trip to the Caucasus. Horpestad said that Ossetia did com 
ankly and away from the press. He assured the Ambassador of continuity in Italy\'s engagement in A 
edonian reaction to the unofficial results of Montenegro\'s May 21 referendum on independence has 1 


this region. While a national highway rehabilitation project should bring eventual economic developm 


2 seek UN designation for Sarra Properties Limited and Khalid Balaam. Both targets were identified ‹ 
1 time to time, hence it was important that OEF and ISAF partners stayed engaged on keeping the air 
s in Mali of the standing Embassy guidance recommending against travel north of the Niger River per 
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a popular Arabic-language website 
mysteriously went offline 
sparking rumors the Saudi government had 


criticism 

and shortly after full 

an online debate ensued 
mixed-gender 


EXTREMELY POPULAR 


Cars 
as well as political issues 
but most of the siteVs 


the site has been denounced regularly in 


the Minister of Labor 
the Minister of Culture and Information 


al-Qaeda and other terrorist organizations 


one al-Sahat contributor 
edited a magazine called 
and 

was an active member of 


000 

000 registered members 

000 are thought to be active contributors. The 
other than those 


membership is in such high demand that current 


000 Saudi riyals. 
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and 


and 
terrorism and Islam. 


and lyad 
as well as 


who went 


according 


000 Saudi riyals (approximately $1.1 m 


VIOCRATIC REFORM STRATEGIES TO SUPPORT THE FREEDOM AGENDA Classified By: A 
ficials to Iraq, due to the lack of any pertinent issues to discuss, but will meet with Iraqi officials travel 
ΙΟΟΒΑΤΙΟ REFORM STRATEGIES TO SUPPORT THE FREEDOM AGENDA Classified By: Ai 
meeting on May 16, poloff discussed the Presidential election and Liberal Party (PLC) internal dynam 


‘al, to the U.S. The Мау 22 meeting was attended by NDLEA\'s Director of Prosecution and the Chief 


ico are invited. Dominicans will consider the possibility of inviting the newly inaugurated president of 
- Cubas Suspects Seek Refuge in Bolivia ----------------------------------------- Duarte Visits Vienna, Brus: 
0. The Director told both the Ambassador and President Morales in separate meetings that board co 


al portfolios. (Note: August marks the end of the period under National Peace and Reconciliation du! 


»ardini listened carefully to the points, and admitted he was unaware of the trilateral statement deliver 
> relations with Libya, explaining that the U.S. had long made clear that a change of Libyan behavior \ 
iassy understands assistance is not needed. The travelers will stay at the Jolly Beach Resort, telepho 
nch-UK proposal. 2. (C) BEGIN TEXT: UNSCR 1649: Possible Listings Note: As defined in OP2 of 


nch-UK proposal. 2. (C) BEGIN TEXT: UNSCR 1649: Possible Listings Note: As defined in OP2 of 


if concluding status talks and resolving Kosovo\'s future status by the end of 2006. Ambassador Wisr 


ly knows Foxley well, said that Foxley had told him the following: --The U.S. is exerting overly aggres 


number (506)519-2273. The Embassy after-hours emergency phone number is (506)220-3127. 3. | 
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SPARKING RUMORS OF SAUDI GOVERNMENT 


al-Sahat readers were surprised to find 
the assistant director 

the internet division of the United Arab 
attributed the 


but its political forum remained 


though discussions were at first 
al-Sahat had returned to form. 


the Saudi governmental 
has in the 


KACST blocked the site for several hours after a 
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more moderate 


at least for the time being posters have been 
Τ 

criticism and the occasional threat from 
within 

the site 


a poster wrote that ConGen Jeddah \"has 


further \"is behind the 
a columnist for the newspaper al-Riyadh who has 
he wrote \"which is specialized 


unleashed its hired (or mad) 


dation enroute to Geneva. Ramirez said Mazetti was expected to formally support the U.S. position. < 


), and with certain of our allies. These changes are making obsolete certain assumptions that have ς 


x, led by Vice President Stein, will have four major thematic &axes8: Rural Development, Health and 
zh whaling program in the Western North Pacific, which started in 2000. JARPN II will take a total of 
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the most liberal of 

which he 

was written by a Consulate \"agent\" and mocked 
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are the tools of the VAmerican 


in which Embassy Riyadh was 
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land disputes will 


who reportedly was happy to issue titles to 


when 


including to Lower House Speaker 


local elders shura members and 


Toopchi Petab 


Jobrakhil Sang Chaspan  Taibuti 
predominately 


ime Minister\'s daily schedule Defense and security issues: 4) Joint US-Japan security statement p 
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but also through 


2005. End Comment.) 


What do you Get... 


all that is necessary to extract coal is for an 


pay the 
and take that license 


but licensees frequently overload 
selling the extra coal 


due to lingering disputes 


in Ish Pesta and Talibarfak 
respectively. Both 


giving Baghlan warlords an 


coal trucks from Ish Pesta 
depriving the 
particularly Mullah Wali 


and 


Column 5 


lie on either 


of their 
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se financial institutions, which had been hobbled by nonperforming loans just a few years ago. 1.\ 


the withdrawal of Orinats Yerkir from the governing coalition are set to be split between the Republic: 


of the National Telecommunications Commission (NTC) told private sector participants that he expec 
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the 


the Hazaras 


and then leave. 
Kuchis regularly travel through 
but 


leaving the door open for new violence. 


but they only handle 
surface dispute. We need something 


noting darkly that judges\' motives have 


how can we\" Saighani asked. 


oint of contact is Political Officer Tod E. Duran. Contact details are as follows: Office: 644-462-604¢ 


nbers, and Muslim diplomats, as well as visits to mosques and Islamic archaeological sites throughot 
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but those which do arise 
to a lesser extent 


mostly because they lack the 
training 


providing fuel 


which will 


through Community 
to discuss and resolve 
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Chairman of the King Abdullah Design 
on May 2 and that Mufti 
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and/or the will to confront them. 
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hat the progressive/conservative rubric is becoming increasingly meaningless.) Restive Party Congr: 


and said he would consider the points. MONROE 
rom Kazakhstani research. According to the director of the National Center for Biotechnology, the G( 


n smallpox repositories. Kazakhstan\'s Health Minister Erbolat Dossayev and Ambassador to Switze 
ле: (66-1) 173-0144 Unclass E-mail Address: lawsongm@state.gov SIPDIS After-hours emergency 
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Dhahabi added were \"waiting to see\" 
representative 


or an state dominated by Iran. 


Syria the 
and the Gulf. He commented that it 
as well as 


if it hopes to successfully pressure the 
as lran felt that current oil prices gave it 
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Jordan could be exposed to Iranian retaliation. Faisal 


and shared Jordan\'s 
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the Iraqi Charge in Kuwait 


reaffirming U.S. support for the 
and encouraging Kuwait to continue its 


ation of further moves mid-term. The current cabinet line-up is in paragraph 7. End Summary. Опе № 
ideshis, 3 of them were Pakistanis. Yeni Safak daily further reports that Ministry of Interior started sct 


o moderate Tiger behavior, and improved Government efforts to address Tamil grievances. PDAS C 


the government\'s new spending will go to the health sector and road improvements and deliver on L 
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visit: 
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the BPC missed the 


May 17. Al Musawi stated that he did not believe 


Al Musawi stated that if the BPC chose 
he would accept the position of Governor. 


encouraging them to 


the situation 


if the Governor remains in power 
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the situation in 
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REO Basrah 


use they were registered in his wife\'s name. As such, the omission did not constitute a willful misrep 


* mentioning North Korea on page 12. He said he did not recall references to instability in North Kore 
D - AMCIT PHOTO JOURNALIST COMES UNDER FIRE IN TASITOLU - AMCIT NURSE REMAINS 


ail on some of the specifics of the upcoming visit. --------------- SUMMARY --------------- 2. (C) Pope ! 


885, and advance the scope of goodwill exercises. Both sides will seek to institutionalize the enhanc 
noffs are calling on all of the new negotiators to take their measure in advance of the negotiation. Re 


and they created framework procedures for cross-border repatriation. The seminar is part of TAF\'s ‹ 


Jnescorted access into secure areas of the Mission must provide proof of a clearance. If level of clea 
search. 2. Embassy understands that no assistance is necessary. POST ACCESS: 3. Visitors who 
e project. The Chinese Government has been reluctant to provide access and topographical informat 
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the REO received reports that 


Hasan 


the 
for the near future 
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the port security upgrades and 


the serious overcrowding at 


EconOff\'s observations and 


SEP-Congo and Boma. 


a privately-owned-and-operated port near Matadi. 
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ға (Al) in Sudan. Though the Government of National Unity (GNU) has acknowledged the presence ‹ 
JU 13381 (notal) 1. (SBU) Summary: What do the Guangdong Petroleum Society, the Communist Y 


aining and consulting services to local government offices and enterprises. The facility will eventually 
;e on the Security of Nuclear Research Reactors, in Delft. 2. Embassy understands that no further a 
E OF THE ORIGINATOR. IT SHOULD NOT BE POSTED ON THE INTERNET. 1. (SBU) SUMMAF 


5Т ACCESS: 3. Visitors who need unescorted access into secure areas of the Mission must provide 
rther assistance is necessary. POST ACCESS: 3. Visitors who need unescorted access into secure 
idation to the President of the Security Council. The current UNTOP mandate will expire on May 31, 
CCESS: 3. Visitors who need unescorted access into secure areas of the Mission must provide proc 
1 access into secure areas of the Mission must provide proof of a clearance. If level of clearance was 


tors who need unescorted access into secure areas of the Mission must provide proof of a clearance 
ACCESS: 3. Visitors who need unescorted access into secure areas of the Mission must provide pr 
s Emmissions Charges Task Force. 2. Embassy understands that no further assistance is necessar 
ships with local business and law enforcement interlocutors as effective means for encouraging imprc 
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one did not qualify as an international port 


and its 


caused primarily by management and 


removing 


the PFSO did not really know how 


ONATRA officials 
said 


while OFIDA pointed to ONATRA. Given 


it clearly 


the fact that several different services involve 


six of which are in service 


it 


although dozens of 


Column 5 


although the 
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ırliament. In the event Fico forms a government without Dzurinda\'s SDKU, Kmec says that Fico has ı 


a Leoneans. The men are accused of conspiracy, the only one of the three original charges the magi: 


ıry General Thich Quang Do based in HCMC. In a separate meeting, the Consul General raised relic 


Column 4 
construction materials and consumables. It 


апа ЕсопОН has seen dozens of trucks 


and 
its partner port 


and that some locomotives can haul up to 100 


a Chinese 


75 miles downriver from Matadi 


lighting 
a well-organized plan 


during the last USCG 
Boma reported receiving as few as one to two ships per 


each spending about three days in the port. He also 


000 in fees. It is unclear whether the traffic 
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is funding the renovation of one 


and the ongoing construction 


impressive and above-trend economic performance, but this is likely to change quickly. The boost tc 


ocutors on counterterrorism issues (see Paras 21-22) on May 19 reviewed with MEA Additional Secre 
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EconOff saw two ships anchored in the Congo River at 
waiting for an available pier upriver at Matadi. 


has four piers 
and the capacity 
although it did not 


with 600 currently in the port. As at 
imports - mainly 
basic food stuffs (sugar salt mayonnaise 


Bomavs potential as a final 


Boma does not yet have 


shippers must go to the port to 


and then at a nearby bank pay the amounts 


the petroleum distribution 
operates this port. SEP-Congo\'s manager said 
secured access is easier to control. All petroleum 


at the Congo\'s mouth. Because the 
large tankers must transfer petroleum to 


about 
whereas jet fuel 
kerosene and gasoline (up 


Shell 


with a 600 cubic meter 


ittee (NEC) decision to let him resume his duties have strengthened Zuma\'s hand in his quest to suc 
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this problem does not directly harm U.S. 
these ports remain a linchpin to the 
and thus we will continue 
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the northern government did use proxy forces to 


who did not mention the Murle attack but expressed 


they could choose a winner 


this GoSS 
they could encourage WNL 


which Total categorically refused 
the 


as it had done in Heglig and Bentiu. He said that 


but this would only make it for impossible for Total to 
and especially the 


but in five years 
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either giving 


insisting that Bloc 


should 


ın that the Iran situation is \ 


ere has been no decision reached concerning issuance of any statement on Iran. P/E Chief reminde 
Jerienced Chinese firm, which has contributed none of its own capital to the enterprise. While resider 
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the Amir issued 


the Amir said it was incumbent upon him to 


new elections must be held within two months 


June 29. 


the Prime Minister\'s divided 


but this authority is checked by the 


VERED IN THIS REPORT: -------------------------------- 1. Mideast 2. Iran З. Former Republic of Yugi 


suggest that at least some in the top echelons of the royal family are apprehensive about where this 
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Kuwait has been making important 
the United 


following weeks of contentious debate on 


Amir Shaykh Sabah Al-Ahmed Al-Jaber Al-Sabah 


the 


\" he 
for the sake of KuwaitVs security and 
there was no other option but to dissolve 


new National Assembly elections must be 


Article 71 


a new National Assembly must 


most 


then First Deputy Prime 
was reportedly the driving force 


Column 6 


? for their visit to Afghanistan on Мау 25-26, 2006, to visit troops from their home states. Control Offic 


ich ASI would like to launch from India in October. The Ministry of Foreign Affairs warned us in April ( 
al Council (PC), other ShiVa Islamist parties and the question of U.S. withdrawal from Iraq. Al-Basri e 


re admitted to a hospital and later released. Το the dismay of Labor Party, Green Party, and Sinn Fei 
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the Amir dissolved Parliament by decree 


instead focusing on pork barrel 


initiatives that were rejected by the Government. 


the participation of women in the elections for the 


rather than the ten proposed by 

walked out of Parliament on May 15 in protest 
tension has been steadily 

the MPs reiterated their 
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за cooperation in the QuVran. He explained that although Islam originated in the Arab world, and that 


ffectively. He cited the example of the Greek-led Role 2 Medical Facility, where Greek personnel cou 
ccording to Leskevicius, the Ministry of Finance will probably approve the recommendation before the 
presentation in Kyrgystan, but said he thought the GOL could raise the issue with Kyrgyz counterpart: 
yf President Anmed\'s death, and conspiracy theories are rampant. End Summary. 2. (SBU) Ассогай 


: likely to be an attempt to survive the US/EU/GOI financial cordon through donations from sympathet 


ıction, judging the most likely to be an attempt to survive the US/EU/GOI financial cordon through dor 
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\"There 


telling reporters \"There is no room for 


000 people attended the rally. 


which 


held a counter demonstration on May 


decisions have yet to be made on candidate 


like the Kuwait 
since all 


Parliament 

issued during the 

granting women full political rights. 
they failed 


ir PSI within the new Bachelet administration. He questioned why observers were not being allowed 1 


dvisor to the Venezuelan Planning Ministry and the National Commission for Scientific and Technolog 


yr the DPA, on capacity of the African Union to lead the process of implementation, and especially on 
oropelled grenade launchers to use against commercial airlines. According to Swiss government con 


ıhases it has passed through since its inception in 1996. He talked at length about the new ΑΙ Jazeeré 


IC), attributed the recent but feeble attempt to rejuvenate the Israel Boycott Office to pressure from і 


iosed research cruise by the research vessel V 


arnment spokesperson or press office, it rarely issues public statements. End Note. La Lime 
the upcoming election cycle. End summary. IRAQ ---- 2. (SBU) Although a majority of voters contini 


wpoints, especially with respect to Government responsibility to contain human rights abuses in the r 
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dissolution of the Assembly may not be repeated for 


election for the new Assembly 


the 


the 


provided that they shall not be contrary to 


visit: 


support for continued U.S. access to Manas Airfield, emphasizing its importance as а logistics base 
Js atmosphere among member states after the G-77 successfully forced votes on the SYG\'s manag 


лоту Vartan Khachatrian. 2. (C) Also on May 24, Ambassador Evans formally delivered to President 


'ssed the hope that N 


iment and South Ossetians and argued that any NATO collective or individual member action to restr: 


Italy as soon as possible. De Cardona told Uskokovic that the Contact Group is unified in its commit 


ITS 1. (С) On May 19, Sahikh Mohammad al-Qahtani spoke at the Imam Ahmad bin Нара! Mosque 


ıl Unity (GNU) to lift restrictions on humanitarian access and with increased funding from new donors 
ı Gargano and Vice Formin Herrera and held a press conference. The local media responded positive 
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Chavez attended a series of press conferences 
and various rallies. Moving on to Africa 
followed by a 

which one day 


as usual was anti-U.S. 
and anti-imperialist. At nearly every stop 


leaving 


but the pope\'s schedule was not agreeable. 


the status 
the importance of continued Catholic 
and the need for more cooperation on the 


Chavez and the Bolivarian 


Blame The Empire 


Chavez met with Refounded Communist 


according to press reports. Chavez also held an 


but 


oll, however, found that leftist Polo Democratico Alternativo (PDA) candidate Carlos Gaviria is likely tc 


roughout that there are no plans for further normative instruments and made clear that they understo 


moved towards ΝΑΤΟ membership, Russia would increasingly portray it as irresponsible. Ambassad 


'SBU) SUMMARY. On Wednesday, May 24, the Afghan National Assembly approved only two of four 
while the Turkish Foreign Ministry (MFA) claimed the crash was caused by a Geek fighter interfering 
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international press played up the pro-market 


clearly intended for Chavez and Bolivian President 


Schuessel concluded. Mexican 

who has a habit of sparring with 

attacked Chavez populism calling it a 
calling populism a great party overnight but a 

not 

and that Europe ought to listen and 

Chavez also 


500 youth leaders of 


Chavez said 


V Chavez said in reference to the USG using a 


replete with quotations of Sartre 


VHands Off\" 
the 


suggesting the BRV was heavily 


nemorate Revolution Day and the third anniversary of Kirchner assuming the presidency. Kirchner\'s 
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a left-wing 
however had no 


Chavez exploded on her 


as 
was upbraided for asking a 


where he reminded Britons that 
Chavez spoke to an audience that 


stating that there is no third 


though it was not clear 


Chavez proceeded to Libya to 


Chavez probably spoke to press and audiences 
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3up, met with Preval on May 15. Franco was accompanied at the meeting by MFA Director General f 


atah-dominated Preventive Security Organization (PSO) of orchestrating attacks against HAMAS me 


¡HP AND MO. The EAC noted that the situation in NYdjamena had not changed since the last assess 
» agreement between Al-Quds and the Kuwait University College of Social Sciences could be used as 
‘ions Ambassador Abdullah Al-Murad, to coordinate Kuwait\'s response to the proposed statement on 
| reftel message to Heidi Reisinger, Central Asia desk at the MOD. Reisinger reported that, during Ar 
' this year, particularly in the south. The recent Christian convert case of Abdul Rahman caused perp 


5 removed the fixed checkpoint outside the monastery and replaced it with mobile patrols. Additional 


val Party of Regions, the first-place finisher in the March 26 parliamentary elections; without Regions\ 
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the Vietnam of the 21st Century. Venezuela is leading 


the price of oil goes up. V 


there is a new system of integration 


\" based on 


as demonstrated by Petroamerica. 


the Bolivarians either promised 

announced they would be receiving help in 

or signed vague agreements that were not released 
though it is 


with the 


wine and fruit exports to 


sive notification from the MFA Legal and Americas\' departments іп the coming week. The Ambassac 
25 are planning to participate, in addition to a silent protest planned by the Judges Club, and possible 


f 30.25 USD for international flights and 6.05 USD for domestic flights. 2. (U) POINT OF CONTACT, 
i-American -- although it remains strongly opposed to many U.S. policies. Party leaders believe SP c 


st tranche of 38.5 million Euro have also been distributed to the EU Member States for their approval 
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commercial environmental industrial 


Chavez offered Chile 
000-km natural gas pipeline 


though there was no confirmation that 


but in 


Chavez probably got more attention as a world 


though we must discount much of this attention as 
too is tricky 


however is the seemingly growing 


including none other than the pope. We 


that this distinction will be lost on Chavez and he 


Циге and asked how the US would respond. He recommended no change to US policy towards Iran t 


yer day of production off line. These figures show production down about that amount for March and / 
JET REQUESTS INTERNATIONAL INTERVENTION 2. (C) At a meeting with the diplomatic corps th 
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the 16.1 percent of employees have experienced wage 
the Report said. 
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and other 
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as the number of recipients is on 


aims 


India need to work together to prevent 


ged in military action as part of ΟΕΕ or are looking ahead to the Phase ΙΙΙ transition to ISAF this sumı 
--- 1. (SBU) In a meeting with Assistant USTR for Asia Pacific and Pharmaceutical Policy on May 1t 


where he was repeatedly asked for assistance in constructing local roads to complete the provincial 


Column 4 Column 5 Column 6 


31% see foreign relations 


2006 
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'owers it gained αἱ the beginning of the year in several bid-rigging cases. Though not a player in wha 


Column 4 Column 5 
up from 23.5% in last year\'s survey. The 


2006 


more 


57.9% of those supporting the leading opposition 


respondents were also asked if they were in favor of 
and negative answers to this question 


000 


2006 


Tokyo 


adding: 


Column 6 


n or animal outbreaks of H5N1 avian influenza were reported in Japan during this period. Details on 


а May 23 - June 1. 2. (C) According to Lu, this is the first time in three years that Taiwan IPR officials 


r KMT Chair Lien Chan\'s trip to China in April had set the stage for improvements in cross-Strait eco! 


acted. Taiwan has put on hold its plan to establish a trade Office in Tehran in deference to U.S. сопс 
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the Iraqi government has no 
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the Defense Agency estimates the cost of realignment 
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yt further alienate the Tamil population, the LTTE should be urged to choose diplomacy over military a 
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as well as the possible resumption of US beef 
the 
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both sides reached broad agreement to resume imports in 
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Forestry and Fisheries yesterday 
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is a complex task that will determine the success of USG and Government of Pakistan (GOP) counte 
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and that the Kenyan 
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з expected. We will work the Arab League to de-conflict the schedule. End note.) 2. (C) Ambassadc 
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value of engagement with the West, he urged the U.S. to take the initiative with Iran. Karadaghi was 


riefed on the potential for Iranian mischief. Jaishankar reminded Charge that the NAM had historically 
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understand from the MFA that the text of the letter will also be delivered through the Russian Embass 
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tilt towards a more political entity if Mercosur accepts Venezuela\'s proposal to become a full membe 


Arepeated assertion by Romanians, ethnic Hungarians, and Roma in the region was that the term \ 


Column 4 


when the Supreme Court ruled that the Illegal 


effectively replicating the IMDT. 

Muslim leaders 

had already formed the AUDF. Given Assam\'s 
the AUDF hoped to do well in 


while \"Bengali speaking\" Muslims 
most voters preferred 
indigenous Muslims voted 


the division of Muslim votes between Congress 


while in 12 Muslim voters are between 30 and 40 per 


Congress won 


60 per cent of votes cast were against 


Gogoi refused to pursue an alliance. 
as AUDF Leader 


but not with Gogoi as Chief Minister. While Gogoi 
the Congress national 


Column 5 


who traditionally 


Column 6 


n the Greek Cypriot south where wages are significantly higher. As a result, the income gap betweer 


ically low number οἱ Sudanese visitors and emigrants to the country. 2. (C) Finding Makriyiannis\' a 


Column 4 


and that Gogoi\'s rejection of the 


Gogoi apparently ignored pressure to work 


the 


Mohilary 


the 


in a classic 
has exacerbated factional tensions 


a youth was lynched 
several homes set on fire 


the Party could have minimized its losses and 


CM GogoiVs chose 


making any 


GogoiVs actions sends a negative signal to other 


Column 5 Column 6 


a teacher 
and faction members 


lar mission. 2. (SBU) The Ministry of Defense later provided us, however, with a list of what they des 


pted to bring mattresses into the location. End Summary. 2. (SBU) The Tunisian Bar Association he 


1 USD 639,000 on May 19 from a senior HAMAS official as he crossed the Rafah terminal into Gaza 


ently about the co-dependent relationship between security and reconstruction, and the need to incluc 


:stion whether it is more important to focus on religious or socio-economic issues in dealing with the ‹ 


scandal. ΑΟ Milan, ateam owned by former Prime Minister Berlusconi, is one of the squads under ir 
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which bought out U.S. Intergen (although EXIM/OPIC 


and conclude that it adds to uncertainty in 


adding to investment 


as 
which could face 


even though this is guaranteed from the 
a number of 
primarily corporate V'self producers" were subject to 


to 


Turkey will continue to 


zation atthe May 4-5 Vienna session, as urged by Ambassador Wisner, the Pristina negotiators were 


ion arguments have been underwhelming: more than 20 hours οἱ seized CUD videotapes have show 


iave rockets that could reach 125 kilometers into Israel, and he kept referring back to the N 


Column 4 Column 5 Column 6 
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and asked for help in 


he said 
but would work 


and the rule of law in 


and 


Oli discussed NepalVs 


effective credible and democratic UN to deal 


the G77 and 


t that the positive steps taken in January 2006 regarding the human rights situation in Syria have not 


anizers are attempting to raise funds to pay for transportation and lodging of a few participants from 5 
k continues to push for the removal of Dixon and the appointment of a Bosnian as ITA Governing Во: 


ructure improvement by the Israelis on their side of Ghajar. By contrast, Pellegrini noted there was r 


he document. Regarding UN rehatting, he said, as others have told us, that Norway is ready to contri 
ftel. 2. (SBU) Theuermann thanked us for the information and noted particularly that the proposals fı 
of vaccines and different possibilities concerning smallpox prevention, diagnosis, and cure. The rea 
ıbronites spoke of the political and economic difficulties caused by the presence of Israeli settlers insi 


ricts and large districts. According to this system, 79 Members of Parliament would be elected under 


ı ZFR ZFR ZFR ΖΕΗ ZFR ZFR ZFR ZFRZFR POLT 
the banks to continue to provide the check-clearing services, which they officially announced will end 


ımselves for identification at the sites on May 18. Mangou said that once the soldiers are at the sites, 
termination to promote their respective position regardless of the outcome could complicate next ster 
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referring to NepalVs white paper (septel) he 


he asked for V'favorable access 
\" and called upon trading partners to 


and asked for greater employment opportunities 
Vall these will have a 


and said the government was 


Bhutan\'s continued 


Vwe still believe that Bhutan will 


Column 6 


he concluded \"we will be working with 


ionmakers. His office\'s recently-released report on Russia\'s human rights situation in 2005 included 


Jt prospects for genuine unity, especially between Yabloko and SPS, were increasingly dim. He calleı 


the US in the war on terror, the GOM would not understand a US decision to allow self-deportation, v 


ліс and political security, and providing of basic services, such as water and electricity. Areas of greal 


izing the development of the Long-Range Identification and Tracking (LRIT) system. Gonzalez said t 
tions have very little in the way of legal remedies to combat the tax increases. The BRV appears to be 


Column 4 Column 5 Column 6 
Oli reiterated that while 


Nepal was \"ready to accept other 


and the 12 point 
explaining that the 


and urged the Maoists to do the same. 


including OHCHR if the two 


Oli said that he strongly favored an 
but only if the 


so it was inappropriate for them to enter 
Oli said 


z proudly noted that the new government is pledged to budgetary and fiscal discipline and that this Πε 


таде domestics was recently highlighted in Human Rights Watch\'s report denouncing the issue. The 


heard of the presence of any Kosovo Albanian political party activists in Macedonia. He stated that d 


Ironically, according to the Justice Department none of the demonstrators faced immediate deportatic 


зе how Hamas would respond. She asked Treasury Under Secretary (U/S) for Terrorism and Financi 


Column 4 
both monetary and moral 


intimidation and preparations for war. 
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from a recent Turkish МҒА non-paper we received 
improving minority 


there are some modest actions the GoG can 


one of Greece\'s poorest regions. It could show 


something the 


the northeastern part of Greece that 
is home to an estimated 100 


most of whom identify themselves as ethnically 
estimates as many as 150 
000 Pomaks 


including Muslim leaders 
not as 


many of whom also identify themselves as V'Turks 


and economic development in the region 


Column 5 Column 6 
as it moves ahead. Both FM 
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000 to 125 000 


000 members. Included are 
Muslims of Slavic origin who speak a 


identify 


va 


as well as 


5 want to end their relationships with Palestinian banks due to fears of being accused of involvement 


з and counter-proliferation cooperation, including the Proliferation Security Initiative (PSI), with Kuwait 


еп and who may enter the country, Ramon said that the the new law will ensure that Jewish applicant 


inable, domestic supplies of energy. The most evident short-term solution is Angra Ill. End Summary 


ed to the Political/Economic Section relating to activities while in the region within 10 working days of 
arle said he was pleased that the King\'s speech marking the occasion, which was read by Royal Advi 
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improving the lot of the 


but might also contribute positively 


Greece and Turkey differ 


not 


while it views treatment of its ethnic brethren in 


FM Bakoyannis made clear that the 
for example 
not a 


as a means to provide PM 
the GoG consider separating the 


not without justification that 


less than 3 000 mostly elderly Greeks are V'fightinc 
V while in western 
000-150 000 members of the Muslim minority αι 


rney General Doodnauth Singh, Guyana Elections Commission (GECOM) Chairman Dr. Steve Surujl 


3d parliamentarians, and member of the former Equity and Reconciliation Commission (IER), Abdelh: 


ssues remain to resolved in order to bring the process to a conclusion. The single most critical issue 
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still the only major 


we know that PM Erdogan is interested 


a firm decision on venue 


Amb Konstantinos 


the PM\'s deputy diplomatic adviser confirmed the 
e.g.: 
according to MP Ilhan Ahmet who is from the region 


Ahmet (protect) estimates that Turkey\'s 
Umit Gurdum spends 


saying this situation 


: institutions and promoting private investment, and stressed the importance of the Haitian diaspora, | 
Jt at the same time offers the Nicaraguan people the tools to break from the corrupt caudillo rule of tr 


uation of Tumaco\'s Afro-Colombians and requested U.S. assistance to conduct a study of this demo 


ly. They say they are willing to push back against Morales\' apparent plans to compromise the courts 
1 2004-2005, Ireland contributed euro 1.5m to humanitarian, human rights and policing aspects of the 
ne Security Committee (MSC81) was to support fully the expansion of the Global Maritime Distress a 
lebate, which, after a week of negotiations was decided in the affirmative: Sunday, 5/21, at 20:00. H. 
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меуге clearly not there yet. The Greeks seeing that 


are clearly not 


which they tell us frequently is 


there are things that Greece can do to 


easily 
such as opening a 


we should 


we recently received a non-paper attributed to 


and cites the ruling of a European Court of 


rather than appointment by 


who are supported by the Turkish 
were convicted and fined in 1999 in Greek courts for 


al norms established by the end of July or beginning of August. The opposition will have a busy sumı 


156 -- a direct line to New Delhi to ensure USG-GOI cooperation continued іп New York. On Nepal, N 


ent. SOL used its participation in the recently formed Organization of Eastern Caribbean States (OE( 


car Arias\'s May 8 presidential inauguration. The meeting took place atthe Ramada Herradura Hotel 


en-Petersen a copy of a letter to Secretary Rice signed by Prime Minister Kostunica and President Te 


' the basis for the new Mexican competition law passed April 25 in the Chamber of Deputies and April 
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which ruled in 1999 against Greece 


nor to change the procedure for appointing the 
but did suggest Greece take measures to 


not elected.) 

іп а Мау 10 meeting with visiting EUR/SE Deputy 

said the GoG would \"never\" accept elected 

who would be \"100 percent\" controlled by the Turkish 
and that the GoG would not allow muftis to be 


in a conversation with the DCM the same day said 


but the politics 


when it rejected the appeal of 


\" especially since a similar 


Column 6 


‚ have been caught in the hype of the Radio and Television Law. The Congress also passed bills to s: 


cial measures to isolate the Government of Iran, in the event the United Nations route is unsuccessfi 


JNDEMNATION OF TECHNOLOGY AND ADVOCACY ΟΕ PALESTINE 1. (C) For the second cons 


Column 4 


indeed 


but do not have property documentation 
since fines have 


and properties there have been confiscated by the 
according to minority representatives 


however 


both states had 


children can attend mainstream 
Greek language) high schools. Minority members and MP 


and would be warmly welcomed by the Muslim 


minority complaints of inadequate 


we have encouraged the GoG to follow through on 
and therefore promote integration and 
the GoG should 


which certifies minority school teachers. Many of 
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serious problems with this in Thrace 


since many 


1409 Е. ЅТАТЕ 209792  F.ABUDHABI 1887 G.ABU DHABI 440 H. STATE 68520 ΙΑ 


Column 4 Column 5 Column 6 


like other University 
and could include study exchanges to 


it claims it still is not easy for 


but 
primarily when 


and affected persons resident in Greece can 


and how 


until 
this minority was isolated from the rest of the 


are no longer in 
but says legislation 


or on the 


5/22/2006 7:14 06DUSHANBE9: Embassy Dushanbe 
not on the mountains and they ve had to adapt to 


ıpanese Government is considering all options, including recontracting the work to a non-Japanese cı 


ЗЕ disengage from it, Bu Melha immediately agreed to do so. No new projects would be signed; clini: 


may prove fruitful, the only truly effective way to ease long visa wait times would be for the Saudi Gov 


ied from Ahmed Al-Nimr, brother of ShiVa cleric Hassan Al-Nimr, that the Mubahith detained Hassan f 


aunch critics warn the only way to ensure Obasanjo behaves responsibly is to keep him on the defen 


rranted. His staunch critics warn the only way to ensure Obasanjo behaves responsibly is to keep hir 


linistry of Interior in Baghdad, are behind the attacks оп Sunnis. Incidents range from bogus arrests 


surrounding the episode are in dispute by those close to Muqtada Al Sadr and other members of the 
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along with local businesses. 


and although his marks 
\" he was not selected. Post hopes Tajikistan\'s 


although we recognize there is better access to 


and 
but he was 


but a first-class paved road is badly needed. 
the United 


humanitarian and exchange programs all make a real 
as elsewhere they are waiting for 


a U.S. dried fruit exporter 


and 
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зе head of one, although many ShiVa do not see him as a possessing the requisite credentials) and м 


» Sunni Arab Tawafug Front in a tense and often furious session outside the parliament hall and conv 


qt of nuclear capabilities, viewing this as a victory for the Muslim world. End summary. Block Quotes 


ly began construction of a road from the Sabsak pass, on the border between Herat and Badghis pro 


jovernment efforts to regulate coal mining in the province. Officials have requested the PRT\'s assist 
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and 


he noted the past elections 


\" thus strongly 


Russia cannot 


especially in neighboring Belarus. This 


while not causing a collapse in 


but at the same time it is doubtful the Kremlin wants 
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two of which were older-model Toyota 


all government Ministries will hopefully adhere when their own procurement units are developed over 
F, Dr. Jamal stated that the Dubai Police had no negative information regarding GULF. He stated GU 
f the danger posed by Iran\'s behavior, and emphasized that a multilateral approach was the best wa 


ol but complained that the Saudi government was not assisting Jordan with costs associated with bor 
Faisal said Iran\'s greatest strength is that it has influence in Syria, Iraq, Yemen, the Gulf, East Afric. 


week to get visas for himself and his family. He proudly showed DRC and poloff his newly issued Ira! 


ssabeh ΑΙ Waevli and his statements concerning the Chief of Police Hassan Al Swaidi and the religiot 


» and the Chemical Weapons Convention Host Country Agreement. He also said he would research I 


the issue. End summary. ----------- Who Dunnit? ----------- 2. (C) AZimbabwean mine removal contr 


ie five, Abdulaziz Sayer Owain Al Shimmari, Mohammed Funaitel Sahli Al-Dihani, and Saad Maadi Se 
e English daily Arab Times reported May 21. Al-Shatti served as the head of the ICM\'s Ideological ar 


Column 4 


which confronted 


however. Beyond the leakage of Iraqi Army 
the attackers\' using Jaysh 
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why did the Keizai Doyukai (Japan 
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Jislators but did not meet President-elect Napolitano as had been previously announced. In Austria, í 


and һе appeared to be narrowing in on candidates. Maliki said he wanted to make electricity a top d 
а by the National People\'s Congress (NPC) at its March session and published for comment througt 
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we should note that though China\'s tactic may have 
its strategic objective remains unchanged. 


| see two 


Chinese President Hu Jintao recently summoned 


perhaps a mixed blessing for 


however this suggestion did not reach Hu. 
Hu has continued to pressure Japan as usual. Chinese 

particularly the old school of Japan watchers in 

still think that Japan easily caves in to pressure. 

the summit meeting between US President Bush and 

encountering in Washington 

deemed it impossible 


Hu 


Beijing has now switched its Japan policy-from 
China let its naval 


China is now trying to engage those Japanese 


90 


China is making efforts to negotiate with Japan and 


however China is trying to attain its 
anti- 


ng. Ας the last major stop on the Consulate Guangzhou\'s long march trip, Vice-Mayor Zeng discuss 


anxiety over economy has largely dissipated, but 31% of public see foreign relations headed in wron 


Column 4 


Xu Wen-long 
issued a statement of 
so 


Keizai Doyukai asked the prime minister to 


| would have thought that the 


many considered Keizai DoyukaiVs proposal as an 


Hu at first just rattled 


most 


since coming into being as the People\'s Republic of China 


such as its war with Vietnam and its invasion 
we cannot make light of China s expansionism. 


itis the lowest of all tactics to try to 


the door is always open on our 
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a pro-independence business leader v 
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2006 


the 


approving the bill\'s outline. The ruling coalition aims 


voiding blank votes. 


such as requiring 


counting blank ballots as disapprovals and making other 


national 


2006 


a council shall be 


- 204-455. Hotel accommodation has been arranged at the Mayfair Hotel/Holiday Inn at a cost of U.S 


--- 3. (SBU) The Cook Islands is a Parliamentary democracy in free association with New Zealand, ‹ 
1the NCP and SPLM, will be decided on by the Presidency in consultation with the governor of Khart 
! hrs local a number of window- rattling explosions punctuated the afternoon and a column of white sr 


‘oving a license for overall SAWA operations in Sudan, has refused a waiver request to allow purchas 


lespite a 2005 agreement to increase monthly salaries by about USD 50 and pay their wages in a tim 
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with determination 


2006 


both sides have 


the government will start in 


the Japanese government closely 


ialized agencies of the UN. -- Uganda: The Ugandan CG presently consists of two full- time staff lod 


AUDF had hoped to act as the N 


er clarity on the investment framework. While the U.S. firm AES remains interested in the electricity ( 


jid for a non-permanent seat in the United Nations Security Council (ref A) explaining that Nepal want 
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Japan will resume imports.\" 


taking two to three weeks. By 


the government aims to seek public understanding. 


as well as 


the Japanese 
Japan will 
the government will 


Labor and Welfare Ministry to the US to 


the Japanese government will give 


the Japanese government will constantly 


as well as having Japanese inspectors 


food services industry still cautious about use 
to closely monitor consumers\' responses 


2006 


de the basis for a much-needed body to coordinate foreign and security policy within the GOI. The A 
ing disinfection checkpoints on the DN 1 highway. The virus has also been identified in the bird popu 
tely, that is not the case at present: Greece views this minority as purely a domestic issue, while it se 


тот Uzbekistan. While Penjikent should be a vibrant border trade town, this city of 200,000 is forcec 


ınasov stated would not be able to attract the support of tne nomenclature. Because of current Russi 


d and even-handed manner. Some of the circumstances of this incident suggest, however, elements 


ina\'s strategic objective remains unchanged (3) Ruling bloc approves national referendum bill in out 
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many supermarket chains are still cautious 


Nippon 
Inc. President Yoshikiyo Fujii said: \"It is 


however also 


a leading 
said: V'We will carefully monitor 


which operates the barbeque restaurant 
has arranged a system to use Australian or 


Japan 

a cooperative buying organization in 

Tokyo with supermarke 
however \"nothing 


\" as said by a CGC spokesman. He added: \"In 
a second ban was imposed only three days after 
throwing cold water on our 


the restaurant chain Yoshinoya D&C Co. is eager to 


the beef bowl will be added to its menu in early 


Column 6 
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with a preparatory period of about two months including 


\" expressing high hopes on the resumption of US 


South Korea FTAs not signed 


2006 
Bangkok 
as evidenced by the April 2 


has delayed the country\'s timetable to conclude 
casting 


the two governments have yet to do so. 


the lower house planned to call 


in which only candidates of the ruling Thais Love 
as Wundemocratic V promoting the Constitutional 


the signing of an FTA with Thailand has further fell 


as Election Committee members rejected the courtVs 
saying 


chances are that Thailand will not have a new government 


family members. The best available figures suggest the scope of internal displacement currently rar 
atters. During the discussion, Kahandaliyanage noted \ 


юпа time several hours later alone; she had met also with Gamal Mubarak.) 2. (SBU) Wearing the le 


de pages AIT Director Stephen Young's first press conference with the Taiwan media last Friday. Th 


NITION ------------------------------ 2. (SBU) As Chairwoman Park Geun-hye was about to walk onto ат 


t anyone from the GVN and would be blocked from including members of the separate Baptist umbre 


3t is approved by the Council of Ministers. Both organizations are extremely concerned by the prospe 
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V а government source said apprehensively. 


2006 


including carbon dioxide (CO2). As the last 


it plans to purchase approximately 100 million tons of 


there is a limit to emissions rights 
European countries are ahead 
permeating a sense of alarm 

it would not be able 


then amounts of carbon emissions achieved by the 


the government will purchase emissions rights 


a greenhouse gas produced as a by-product in the 

India 

Argentine etc.); 
etc.). 


Column 6 


a five year period. Later in the day, a law firm that has represented another U.S. tobacco company ht 


Column 4 
and 
based on individual negotiations. The 


by purchasing 


emissions rights worth approximately 300 million tons 


while the 
200 


but it is projected that it could go up two to 


however 
depending on the future movements of 


000 


2006 


\" with the number of divorces of married couples 
000 


a first grader at an 
deciding to divorce 
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are the government may face a big 


according to a 


because of constant 


t generation of Yemen\'s power brokers, but his implicit claim to the title οἱ Yemen\'s next \ 


pholding the rule of law, promoting Iraq\'s unity and national reconciliation, protecting and increasing | 
S with the dialogue board to find consensus on the twelve points of discussion. Whether unresolved t 
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she proposes watching a 
but they refuse. She shuts a door and 
she hears her parents 


please do not divorce.\" 


Emi will continue to be unhappy.\" 
who faces the divorce of her parents. 


underage children 
000. The Ministry of 


and negotiations 


273 which is more than double the numbeı 


there are more cases in which husbands and wives 


before 


ible in making 212(f) determinations because pension amounts are so small. Retired Burmese civil s 


UMARY 2.(SBU) At the invitation of the Shihuh Culture and Heritage Society (SCHS), Congenoffs tra 


er in the election was Michael Papapetrou\'s United Democrats. Papapetrou\'s defeat means the loss 


Vout of area\' missions still exists despite frequent claims by politicians on both sides of the Atlantic tr 


> that bilateral relations have improved since 2005. Kamran attributed the improvement in part to incri 


ughput in the market to about 60 percent of normal. About 30 percent of all tobacco presented for аш 


the willingness of the GOB to provide greater access for humanitarian assistance, arrange a more in 


Column 4 Column 5 Column 6 
\"Most people take part in an orientation and listen to the 


V'We are making efforts but the family 
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WE SUGGEST THAT 
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FM Livni appealed for Egypt\'s 


and asked for details of 


beyond mention 


and to look 


and pointed to the WEF youth and peace 
which had 


5/22/2006 9:04 O6AITTAIPEI174 American Institute Τε 


[Taiwan Health Minister] Hou 


ation of the new Iraqi government will improve bilateral relations between China and Iraq. Now that tr 


RC) and the Patriotic Front for Resistance in Ituri (FRPI). The FARDC and MONUC had attempted tc 


» existing umbrella of CITES? Verbunt stated that he planned to consult with John Sellar, Senior Offic 
in the past and seemed well disposed to be again, but he understood that there were \ 


Government of Mozambique (GRM), have had an impact on reducing infant, child and maternal mor 


Jership and told Lukashenko, N 
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an editorial in the 


as the government has failed to specify its strategic 


pro-unification English-language \"China Post\" said 
whereas the many promises listed 


on the other hand criticized Deputy Secretary of State 
inappropriate remarks as he 

pro-independence English-language \"Taipei 

000] 


the report should 

and what the 

it should 

this is exactly the part in the entire National 


proper-quantity national defense 
V ... to Vpromote flexible diversified diplomacy V to 


V or to Vrebuild social relations V these are all policy 
rather than viable strategies. Even if they were policy 


why didn't they do that in the past six years? Isn\'t it 
now that it occurred to the government that it 


o suggested ways to strengthen regulation and police controls. Many stated that the number of prost 
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when there are only two 


how can it explain the so many problems 


000] (5/21): 


now that the 


it does look like a Vbig quiltV that 
bearing with it Vthe U.S. shadow ` 


and the Vpie of cross-Strait exchanges\' that is used to 


it 


both internally and externally.\" 


pro-unification English-language V'China Post V 
000] editorialized (5/22): 


if you allow us to coin that word. It 


the bulky 


his National Security Report is full of promises 
of course are by and large breakable. ...\" 


and\'s behalf. Kenny 
ation and the unrecognized Tunisian Journalists Union published critical reports on the situation of th 


NID director Almquist met AU head οἱ mission Kingibe to discuss support for DPA implementation. Hui 


g to National Assembly regulations the parliament will accept Bagdasarian\'s resignation without votir 
gram enables the host government to identify suspect travelers against a current watch list for both ir 
5 to several words she had taped on the wall of her office such as \ 


n May 21, injuring one expatriate aid worker and two local civilians. The UNHCR Resident Represen 


16 rejuvenated Literary Society in the Eastern Province, Al Mulla has been elected as the group's spc 


there should have been more women and minorities. A businessman hoped that the Minister of Indu 
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000] 


Deputy Secretary of State Robert Zoellick made 

V VTaiwan independence means war v and that 
Zoellick\'s statements went beyond 

and he took China\'s position to 


Zoellick has made 
improper remarks. ... 


Zoellick even put on a hegemonic face 
and echoed 


national policy adviser to the president opined in 
English-language \"Taipei Times\" [circulation: 
000] (5/20): 


the two would have severed relations 


but also building its 


| would like to advise those Taiwanese lawmakers who warn 


you should stop pushing proposals in the 
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гіс. 2. (S) According to Aziz, the Government of Pakistan (GOP) fully appreciates that the situation 
ТЕ ВЕЕ: А) Jakarta 6150 В) Jakarta 6148 JAKARTA 00006495 001.2 OF 003 1. (SBU) Summa! 


lus in April -- lower than expected. - Wheat exporters agree to supply the domestic market to avoid м 
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Abul Gheit 
a decision which would allow 
stability and 
5/22/2006 9:35 
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identified as Park was 


there appears no link between the two 


twenty-three name were called on a 
and three names were called extensively. Ji 


Jibility depended on how well the GON could accomplish its goals and change the life of the average 


Political Director Martin Povejsil foresees the need for another Foreign Ministers\' meeting before No 


Column 4 


director of the 


calling it an act of 


the 
according to 
the GNP was 


Gyeonggi Province 


the attack could also give Park sympathy votes to win 


| am profoundly troubled by this savage event. As 
the politics of violence 


Column 5 


Busan 


Column 6 


Daegu 


icussed plans to reinvigorate the Palestinian NGO sector to create alternatives to civil and social insti 


sonstitutionality. The Governor can then decide whether to sign the bill or again reject it and forward i 


alks this week. End summary. 2. (U) This week\'s May 23-26 defense-secretary level talks on Siact 
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not in the North\" and that Bac 


and to tell them that Truong will soon be arrested 


Truong reported. 


and 


that we will recommend to the GVN that they 


he and his 


in 


Korean businessmen. Truong displayed photos of the 


Baptists in Vietnam 


there are cases to address Pastor 


however presents a more complicated case. 


jiant the Binladen Group recently dispatched three Dutch engineers, two Christians and an atheist, to 


ing urged by political parties across the spectrum to stick with plans to meet a roundtable of J&K stat 


ant. Chidiac said she plans to return to work next month and had announced her candidacy for the νι 
as foreseen in United Nations Security Council Resolutions 1546 and 1637. The European Union firrr 
1 found that only 28% of Guatemala\'s 1,097,000 rural properties had legal title. The lack of clear pro; 


)SE AVAILABLE AT HOME. OTHERS HAVE FALLEN INTO TRAFFICKING TRAPS SET FOR THEN 
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but whether these problems reflect Bac Giang\'s 
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the policy 


from banking regulation to the 


compared to 0.6% for Malaysia\'s Chinese population; 


no one thinks their piece 


so formally 


both to meet 


it is not yet clear the extent to 


but to deal with the 
linking changes where 
and minimizing discussion of the 


will help produce a deal that 
but is salable in Malaysia 


Column 5 Column 6 
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result. This has raised concerns of some donors. End Summary. Assembly Scraps Electoral Ad-Hoı 


though with only around half of MPs voting). The impasse occurred after the GOA rejected Parliame 


Column 4 
Malaysia experienced racial riots that 


in response to the riots and to shore 
then-Prime Minister Tun 


it established 


ownership as measured by share capital 


increase 


the government could claim that it had 


not a piece of 


but numerous independent measures taken 


regulatory 


while 


the National Development Policy (NDP) 
and in 2000 the National Vision Policy 


and also 


and the Dyak 
Dusun and other indigenous inhabitants of Sabah and 
as potential beneficiaries. In practice 


Column 5 


education 


Malays 


Column 6 


i of the NGO law. Lukin is a relatively fair observer of Russia\'s human rights situation, and we recom 


cooperation in combating drug trafficking, an MPP goal. END SUMMARY. 2. (SBU) The Andreas SI 


Israel Radio reported that today PM Ehud Olmert will meet with Secretary 


Column 4 Column 5 
the goals of the МЕР remain unmet. 
ownership of share capital in 


with ownership unclear but deemed by the government 


they exclude shares held by Federal and 


the Federal investment agency). But however the 
itis clear that bumi share ownership 


9MP 


compared to 0.6% for Malaysia\'s 


while Indian incomes averaged 27% higher. Many 
noting in 


or fail to be seen to be taking steps to 


ΘΜΡ largely carries forward existing socioeconomic 
including those supporting the bumiputera policy. 

in particular 

9MP reaffirms the goal of increasing bumi share 


ΘΜΡ plans a multitude of bumiputera 
from ensuring that privatized government 
to funding for R&D projects 

to a goal of creating 100 new 


Column 6 


‘he country under the leadership of a new director. The government objected to the former director, s 
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its 


and redistributing the ownership of 
and enjoins \"all government agencies ( 


much of the 


but others take 
or informal guidelines. Even the 


when Bank Negara Malaysia (BN; the 


it checks employment rolls to see 


BN officials characterize their recommendations as 


but few firms would be 


which 


so foreign banks are forced to train up their 


when the Ministry of Domestic 


Column 6 


red electorate. While some Western media commentators are already suggesting that the dissolutio! 
met with senior oil and gas industry leaders and government officials. In a joint press appearance, bc 


er of God\' during the attack. Тһе mastermind of the attack, Muzaffer Tekin, а captain sacked from tr 


iver such moves. Though generally praised by the Saudi and Pan-Arab press, the CG and the event « 


1, and we urge SIPDIS a decision soon to ensure that we can secure hotel rooms and make other ar 
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000) and reserve 30% for a bumi 
MDTCA planned to instruct manufacturers 


however 


\"Why 


threatening the job of MITI Minister Rafidah 


which now calls for the elimination of the AP system 


including foreign 
who are not discouraged by the need to deal with 


so long as you do not 
but if you have good ones you can always get an 


the head of a high tech manufacturing 
unlike many foreign manufacturers 


Column 5 


that 


Column 6 


ər temperatures killed over 741,000 acres of sown winter crops, including 50 percent of the country\'s 


; an important step toward stabilization, reconstruction and democratization of the country. The state! 


plier to Gazprom in the medium-term. Тһе GoG is in the meantime fending off Russian requests to d 


:er of Internal Security, and а Parliamentarian. The guest of honor was the Minister of Finance and E 
in (PSO) officers foiled a possible assassination attempt against Gaza PSO and Interior Security Chie 
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who arranges for as many 


which exempts them from many 


many foreign investors are satisfied with 
even though it is far from transparent. 


why would Malaysian leaders agree to enter 
knowing they would lead to pressures 


ΜΙΤΙ Deputy Secretary General Ooi Say 
\"The NEP has an important role. The government 


we need to consider 


but we look for flexibility from 


NDP and NVP objectives 
the circumstances and environment in 


both to meet 
but not if it means scrapping the bumiputera 


since they represent the 


Column 6 


1 but had difficulty subduing the violence because, according to one police commander at the scene, 
int of cabinet announcement, some Iragiyya members seemed under the mistaken impression that tr 


»xpanded by 400-500 dunams (100-125 acres). -- Givat ZeVev, north of Jerusalem; will be expanded 


ΝΑ coordinate its non-consultative visits through Foreign Ministry channels. 3. (U) Begin Talking Poir 
ла grounds are not expanded to at least 12 miles from the shore, the fishing industry could disappear 
те Chief\'s being called to the Presidency, apparently to discuss this case. We expect to meet with th 
he country. A total of 34 sites in nine counties have been confirmed as H5N1 positive, with another 2. 
iged only 4 percent of the vote, a major setback for the fledgling party in its first foray into national ele 


Vashington, D.C. - The GDRC is on the verge of granting a preferential import tariff to a Kinshasa-ba 
mily. He believes that anti-U.S. informants are closely watching University faculty and students and tl 


tives. END SUMMARY EURONEXT Leads Simultaneous Talks with Stock Exchanges -----------------. 


lesert climate, where temperatures in summer reach more than 50 degrees Celsius (122 degrees Fa 
In liaison with its European partners, France is ready to collaborate with Iraqi authorities in order to p 
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and greater fairness and 
while leaving the Malaysian 


and instead 


it will be difficult to put a 


given the central bank\'s strong desire to 
it may only be possible to 
local 


U.S. requests for changes should be 
as this will permit Malaysian 
linking changes to existing Malaysian 


such as the Financial Sector Master 
will make it easier for Malaysian negotiators 


and minimizing 
will help create 


but is salable in Malaysia. 
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Iq leaders. Tarik Hashimi\'s Iraqi Islamic Party, with 26 οἱ Tawafug\'s 44 СОН seats, played a dominar 


ісінде potential extra-budgetary funding opportunities, and holding a \ 


eger at the ΙΜΕ; and the implications of the outcome of Italian elections. 2. OPINION PIECES АМО? 


уу his ministry March 30 that Germany would re-impose border controls due to the World Cup. Interic 


il expectations. End Summary. 
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the payments involved 
the investigation revealed activities 


but the Company 


and such actions are continuing.\" 


L/LEI Cogan and L/AN Taft by email. 


Mozambique 
was awarded concession rights in the 


another American tobacco firm Alliance One (ref A). 


the Tete factory and associated infrastructure 


it is not clear in which 


if 
to discover whether this is indeed the case 
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g of two tiers (state and local) with budget and legislation at the state-level (BiH Parliament). Republil 


a series of questionable intermediaries. In line with the theme of the report, Al contends that the SA/L 


ıpasse and to the unprecedented threats to \ 


sidential coalition, persistent signs of a cabinet reshuffle in the offing, and continuing uncertainty over 


ıded terrorists because the USG had not responded. Ambassador stated he had no instructions, note 
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and to act 


made clear that America remained a dependable partner 


and 


you could pursue the following 


recognizing that Indonesia\'s military (TNI) has 


properly managed defense force that emphasizes 


iinal gang the First Capital Command (РСС) have all but ceased іп and around Sao Paulo. A few гап 


Jamaica has presented the candidature of Justice (retired) Lloyd B. Ellis for re-election to the Board 
ıd 21, ministers were very receptive to proposals for USG assistance, through the OAS Inter-America 


e was speaking to media about his recent trip to Canada for the 2006 International Drug Enforcemen 
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as a nation of crucial importance to 
and one with which we want to work 


the world\'s third-most populous and largest 


and for our broader goals in Asia and throughout 
most notably among other 


democracy has 


promoting human rights security 
economic development and investment. Indonesia 


legislative and judicial branches. The 


open and 


ent and 4.9 percent, MarchVs 10.7 percent growth not only exceeded analysts\' projections but set a I 
laliki is playing a positive role in pushing for calm. Maliki acknowledged SCIRI-Fadhila differences in 
‘tained in the Bahamas. The GON received a personal request to assist via U.S. Representatives in 


ption among his supporters that all their problems can be solved once he addresses them personally 


ме other commercial disputes involving U.S. companies to signal its commitment to the bilateral com 
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Indonesia as the world\'s largest 


combining Islamic beliefs with modernization and 


modernization 


long-term mutually 


and on 


gives the foreign policy apparatus an 


and 


SBY carried a strong message of reform to the 


exercise, and those who believed an opposition party has a responsibility to present alternative views 


tions with Iraq in the past decade. He was among the first wave οἱ Vietnamese diplomats to return tc 


nsuring long term peace in Aceh, has advanced but still faces obstacles. Reintegration payments prc 


gap narrowing between Shinzo Abe (41%), Yasuo Fukuda (29%) 5) Poll finds 56% of public would 
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Singapore 


including maritime security and the 


but has not endorsed 


a retired General 


Juwono Sudarsono 
also served as 


which brings TNI under the Minister of 
reinforces 


TNI professionalism and 


the GOI has not yet ended TNIVs 


accountability has remained 


but we must work to 
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has continued the reform of 


a 


Column 4 


by naming names of perpetrators 
and by holding public hearings. 


the new TNI commander and the 


in keeping with the spirit of the TNI Law of 
which advocated rotating the \"Panglima\" 


Suyanto has a clean record and acted as an 


collaborating with the late LTG 


open-mindedQith 
welcomes opportunities to interact with 


senior army 


and the form 


Column 5 


by including 


Column 6 


ted that the well-coordinated campaign was part οἱ a larger drive to develop a pro-Iranian \ 


lilitary Forces (RFMF) Commander Bainimarama continued heartburn. See para 5 for a Cabinet listir 
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Column 5 Column 6 
we 


including 


overseas peacekeeping operations and 


improve command and control 


000 available; FY 07 $1.3 million 
civ-mil programs 


000 
000 planned. 


listed below. Embassy Bangkok possesses no credible information of gross violations of human righ 


‘ed to attend course(s) listed below. Embassy Bangkok possesses no credible information of gross v 
relow. Embassy Bangkok possesses no credible information of gross violations of human rights by tr 
Embassy Bangkok Political/Military Officer, Mark B. Lambert, is the verifying officer for the Embassy/l 
ırsons. Embassy Bangkok Political/Military Officer, Mark B. Lambert, is the verifying officer for the En 
; by these persons. Embassy Bangkok Political/Military Officer, Mark B. Lambert, is the verifying offic 
and course(s) listed below. Embassy Bangkok possesses no credible information of gross violations 


prevent Erdogan from becoming president. End summary. 2. (C) Ankara\'s secular/military establish 


Jalties is consistent with the ongoing trend οἱ violence. As we have reported previously (reftel), intelli 
through the Straits and the environmental hazards this entails for the 17 million residents of Istanbul, 


idividuals listed below, who have been selected to attend the above-mentioned course. Embassy Ва! 
> claims that bombings in the region that took place in the second half of 2005 abruptly stopped when 


Column 4 


Column 5 Column 6 
which DUSD Lawless hosted in Washington April 
provided a frank and effective exchange on the 
responsiveness and 


reflecting budgetary constraints. 
Indonesia will 
including 


thereby increasing transparency and reducing 


but the 


as no other U.S. effort could the benefits of 


»sident Mubarak\'s meeting with Lebanese President Lahoud, on the sidelines of the International Ecc 


Column 4 


doctrine development 
and disaster relief 


such 


put a positive face on our joint efforts. 


expanding Marines in 


particularly 


Jl has conducted dozens of bombings since 


recruit and train members 


generally regarded by terrorism experts as a political 


the National Police (INP) retains 


prompting TNI to redirect assets toward CT 


manage CT assets 


passed 


Column 5 Column 6 


logistics 
we look forward to 


and maintain links with 


and coordinate 


frameworks, and implementation of other actions to eradicate trafficking in the region. The meeting c 


y end that he could split off the minimum votes necessary from the pan-democratic group. He wasn 


Column 4 
institutional barriers and distrust 


and attended by PACOM 
and SOCPAC leaders 


or series of exercises 
immigration 


and assisting them in 


President Yudhoyono\'s domestic political future will 


one of the V'Asian Tigers\" before the 1997-98 
enjoyed annual GDP growth of almost seven 


cronyist development model 


private sector economic system. Yudhoyono came into 


and pro-jobs\" economic policy that 
explicitly recognized the private sector as a key 


and halving the poverty 


and 


the defining 
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made several policy 


in the tri-border 
and law 


and 


for the first 


. But the party leadership concluded from the outset that their political influence would be diluted und 


jal and law enforcement issues from the various delegations, as they would help the ROKG in its ass 
votes of no-confidence against up to three sitting cabinet ministers. While we do not expect that the 


g. Arman said that Asmara also invited Vice President Taha to attend the talks. 2. (C) In a separate 
acekeeping Operations (DPKO). End Summary 3. (C) On May 8, ΜΕΑ G-8 Office Head Giampaolo 
| made clear that even referring to the Plan in public was politically dangerous given the N 


rperson of the Sudan Social Development Organization (SUDO) sent the embassy a draft of a declar 


'atcheting up the U.S.-UAE security dialogue and exploring options for countering Iran\'s ambitions in 
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2005. Fuel subsidy cuts open the door 


non-subsidy 
however caused hardship to 


led to a surge in inflation and 


SBY\'s highly regarded Coordinating Minister for 
Dr. Boediono has begun developing and 
infrastructure 


we have an interest in Boediono\'s success. 


hopefully picking up in the second half as inflation 


the U.S. has had an active 
public health 
and economic growth including 


local governments and private 
including civil society to improve basic 


including health services and clean 
trade and investment 


while responding to immediate 


including focus on \"governance\" 

and specific institutional support for justice sector 
addresses one of the most difficult development 
and one of SBY\'s top priorities. 

continued progress in fighting 


/ 11, private sector participants acknowledged a heightened level of engagement by the GRP, but exp 


iRP officials on technical issues related to implementation of the Chemical Weapons Convention (CV 
ng party. Indications are that the People First Party, Shim Dae-pyong\'s new regional party, will not be 
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debt 
a contribution to the jointly-managed 


and activities of the U.S. Trade and 


restore livelihoods and improve essential 


education water sanitation 


including early warning systems. We have 


help integrate former combatants into Acehenese 


and while we should praise 


much 
34 have proven fatal a 75 percent fatality rate. 
Aburizal Bakrie to coordinate its 


agriculture and 


аптап Okuda expresses eagerness to restore strained Japan-China relations; Resumption of donatic 
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Indonesia has responded with case investigations has 


initial laboratory 
and 
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Hameed al-Ahmar has become 


press 
апа qat sessions -- Yemenvs daily free flowing 


Hameed\'s entry 


family lineage and a 


the paramount sheikh of the 
of which President SalehVs 


the National Assembly, but none were confident οἱ the timing. The privatization of gas filling stations 


scordingly. 1. (SBU) Summary: Located in Shenzhen but falling under the authority of the Ministry of | 
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despite being the head 
has been an important ally for 


Saleh would not have been able to 
Abdullah and his 


Islah nominated Saleh as its 


that alliance is now shifting. 
Hameed said several times 


and that his father V'does not want to see everything he 


Hameed told poloffs it 


he said in order to restore the 


with major cabinet 


Hameed asserted is asouthern 


\" he said \"but they are very expensive." Hame 


V then he could find financing to pay off major 


preferably Yassin Saeed Noman the Secretary 


but would 


ration especially welcomes the fact that representatives of all major ethnic and religious communities 
une. B. Certifying country team official: Pol/Econ Chief Joey Hood. C. Current threat assessment: | 
tions against Iran, and U.S.-Bahrain relations, including the National Democratic Institute (NDI) progr 


y policy in the Gulf, reform in the region, energy security, and a proposal for Secretary Rumsfeld to vi 
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PolChief 
to field a serious candidate and seek broad 


Hameed replied that V'war is possible." He 


V he emphasized 


Hameed continued 
but the other side cannot stand the thought of 
\" he explained. The conflict between the two sides 


which is why it is time for a new man to 


despite what Hameed may 


for all his 
Hameed is actually setting his sights on the next 
not this one. Sanaa is rife with 
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but said clashes instigated 


is that he 


vas full. 2. (C) Park said the ROK Embassy in Caracas had reported that Chavez has asked to trave 
αἱ than initially reported. 2. (C) South Korean analysts and government officials believe that the food 


Vietnam (GVN) will get to the bottom of the major scandal involving misappropriation of funds in seve 
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a Saudi Aramco engineer and an elected 
told PolOff and PAO 


when we are 


building schools and other 


he said. \"I brought 


Al-Ibrahim noted 


but now they know that | am an elected 
not just one person\'s voice.\" 


as Al-Ibrahim told it to 
was one of population 
the town had 


coral 


and 
neighborhoods of apartments 


thus linking Awamiya up with a planned northern 


work on this planned extension has been 
and the King obliged. 


whose office had initially sold the 
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gave his 


and mud houses 


though 


>ommittee (IC). After signing a statement on May 16 relinquishing custody of her five children and gt 
adiately release all N 


reyed reftel talking points and provided Kimura with copies of relevant documents. 2. (U) Kimura ut 


ces). Kaczynski and German President Koehler closed out a commemorative Polish-German year a 


UNDS. MAHAT HIGHLIGHTED THAT ESCALATED SECURITY EXPENDITURES, HIGH-LEVEL FC 
> Code. Among other provisions, this section bans all outdoor gatherings larger than four people. Pre 
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who jokingly call it Falluja as being tougher 
because we were on the 


if our backs are put against the walls we 


Al-Ibrahim explained with the problem 


and all local government offices are in the 

Al-Ibrahim noted the palm groves of the 
a 

was 

apparently one of the 


M 
Vbut we approach things very 


V a change 


would bring greater government involvement 


if the place 

they wont give it any money. If it's a 

they will." Yet if Awamiya is a town itis a small 
in addition to Al-Ibrahim a 


the president 
the editor of a cultural magazine 
a local leader in the somewhat 


including Nimr Al-Nimr\'s brother. 


artificates of nationality. All certificates will be issued after a 48-hour waiting period. On that first day, 


OPE (COE) ON KOSOVO STATUS. DEPUTY SPECIAL ENVOY ALBERT ROHAN AND A UNOSEK 


nanian troop experience in the area. They acknowledged, however, that the Romanian МҒА and otl 


e delegation of authority notices also contain \ 


se he thought it would be a good opportunity to show he is not a N 


Column 4 


managed by his younger brother 


each time to 
who subsequently passed away 


and their 
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and 


and employees of SOEs have little 
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\" but he was unwilling to estimate the number 
most of whom live in 

and ing the 

historically have 


they can now be found working 
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that 
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at best are 
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and in some cas 


al budget. Critics charge that this compromises the independence of the Commission and want the N 
he streets, blocking major roads. There were scattered reports of violence and property damage. O 


one by separate cable. The cable should include SSN, and the name of the agency granting the sect 
ough 2007. The 2005 contribution is Euro 38 million. Quick Impact: - UNDP, Partnership program be 
тәуе the integrated radar data connected to NATO via the Italian network by the end of the year. Как 
lease of a Christian Mauritanian employee of Doulos, an international faith-based NGO. He and two 
an\'s office characterized her visit as positive and productive. The High Commissioner noted that Са! 


raining with providing skills, motivation, and international pressure for the increase, but say that narco 


2. (C) Even without Pope John Paul Il at the helm of the Catholic Church, the Holy | 
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they migrated 
Yemen to the Dibba area when the Mareb Dam collapsed 


which 


they find it offensive 


which they said was а reflection of 


based in RAK and the Shihuh Folklore Association 
based in Abu Dhabi. Al-Shehhi said that that the only 


on the 
related in an earlier meeting that he had 


and 
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nternational markets, has this commentary about the merger: N 


an, raising questions among Consular officers. Our unease is also shared by secular segments of Τι 
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the left-wing AKEL party 


therefore 


the results translated into the same number of 


but polled at the high end of expectations 


the level of 


nearly 1196 of the electorate 


DIKO 
and European Democracy (EVROKO). Although they failed 


\" DISY supporters will be pleased that they 


γ οἱ a Tunisian role in the international efforts in Darfur. Comment: The Tunisian media coverage of 


olitical party leaders to discuss party proposals for a Western Sahara autonomy plan, the impact of tr 


t if they had stopped threatening to raise arms again. End Summary. Maoists Out and About... ------- 


=rontier Corps for three years from the Pakistani military. FC recruits are drawn from the ΕΑΤΑ tribes 
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but Papadopoulos will be 


but Perdikes and his supporters are 


Papapetrou announced that he was 


there are a number of new 
Nicholas Papadopoulos. Former government 


some well-known 
including Katie Clerides 
Nicos Pittokopititis from DIKO 


the political 


Sarris (Finance) 


it is rumored may be interested in 


in - on May 22 the government announced it would hold a celebration of Border Guards Day, at the 5ε 


AMRU-3 in Cairo for testing, as well a sick chicken that the family All returned negative. It is still not c 
3, the international community would be ready to assist in finding a durable solution. 2. (C) Separate! 


n did not specify when the instructions would be sent. Visit Oslo\'s Classified website: http://www.sta 
за! standards. End summary. 2. (SBU) John Finerty and Kyle Parker of the staff of the U.S. Helsinki 


iani case on Мау 22. Human rights lawyer Rezan Zeituneh noted that the lawyers had confirmed the 


1.696 οἱ GDP. END SUMMARY GDP Growth Rebounds іп Q-1 -------------------------- 2. Based on the 


‘ike for the last two days, was interrogated solely about his involvement with a European Commission 


erdue for an overhaul, a number of ill-advised proposed amendments would seriously impact U.S. ε 


Те ROC would issue a public statement of support for the newly formed lraqi cabinet, Hadjisavvas de 


t Aziz addressed to H.E. Mr. Jawad Al Maliki, on assumption of the office of the Prime Minister of the 


2 million of Yukos-owned Menatep Bank funds. BACKGROUND CASE HISTORY ----------------------- 
he United States. The CG promised to assist in promoting economic relations and recommended thi 


ıal branch in order to shut the entire organization down. End Summary. 2. (C) During civil court prc 


ter of its intention to lift restrictions imposed on UNMEE (refmail). The Greek delegation will circulate 
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but the 


however 


Papadopoulos seems well on 
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but the EU does not.\" 


he is confident that Slovak troops 
having successfully completed 
before the end of 2010. 


5/22/2006 10:44 


but because it is important in its own right. Ten 


to plant quarantines 


Pakistani DCM Shahbaz Malik told the DCM 


Malik told poloff that Uzbekistan and 
including 


he noted 
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of losing what little leverage it 
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to 


restricts trade. Uzbek 


on potential scope for the PBC and the need for the U.S. and France to work together in the HRC, w 


па Serbia in Damascus, in which he said that N 
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but 


flights are schedule to begin July 15 and 

UK. Karimov refused to fly 

said Kamran because of 
Kamran said Pakistani 


Uzbek 


this inhibits commerce via land routes as 


Afghanistan and Pakistan. He 


citing lack of 
the 


including stores and 
the GOU has offered a series of 
and no 


during the visit 


the Uzbeks did not seem to 
according to Kamran 


Column 6 


pectacular show for parents, GOTX representatives and the diplomatic community. While event parti 


n last week that his U.S. visa had been revoked -- both because it was news to him and because the 


Column 4 


during his time in Pakistan 

greatly improving 

Pakistani officials also reportedly 
who participated in many of 
believes the Uzbeks are genuinely 
and are much less 

despite public 

Kamran does not believe the Uzbeks are ready to 
and even tourists 

multiple entry visas. Malik 

but is 

but does not think 


that the Uzbeks will change the visa regime. 


despite problems with the U.S. 
he has friends. This visit followed closely on 


it seems that little concrete was actually decided 
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LOW VOLUMES 


it is beginning to look as if the 2006 selling 
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Salikhbaev made 


still have 


according to 
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sten to advice. Sagheer rejected both Tawfiq al-Yasiri and Hajim al-Hassani for Interior and Defense 


gmatic approach. They insisted that an exception for national liberation movements struggling again: 


are provider have fallen ill and samples from the three individuals were sent to NAMRU-3 in Cairo for 
юпа time several hours later alone; she had met also with Gamal Mubarak.) 2. (SBU) Wearing the le 
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and revenues. Buyers from the two major exporters 
have 


000 bales per day as opposed to 
000. Total volume to date is roughly 25 million 


it is widely felt that the 


even the head of 


and that it will have to 


and it does so in 
it so 


contingent upon satisfactory progress of 


recent loosening has dropped the 
this will have no 


and without such 
a looser exchange 


Bingu could not have picked a worse time for a 


near Knin. Similar assistance was also provided to returnees in the greater Knin area. There are cu! 
ere more concerned. Rising leaders of the two main parties have privately alerted Embassy to the fis 


zcording to the Algerian Ambassador, the Malian army showed little resistance but police units were с 
united monolithic force. There are several factions within the party and each of the possible election 


tention. End summary. India Will Consider Additional Bilateral Assistance to Iraq -------------------------- 


ziz admitted that his advice clearly made little impression on the Iranian president. Aziz told the Ambe 
tivities. Roche noted that France would be particularly interested in any updated information the U.S. 
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to the point that people 


and it seemed not to 


Mutharika seems 
where private exporters are 
itis a negotiation. Тһе GOM\'s command-economy 
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and his visit was 


members of ASEAN and the 


noting he met with Bilahari 


Gambari 


he met with the Ministers of Foreign Affairs 


and Science Technology and Labor. 

he met with the USDA which he professed surprise 
but a 

who also chairs the USDA the 


and separately with leaders of 


he traveled to the new capital and met with SPDC 


re regarding indigenous rights in Chile it will be difficult for the GOC to oppose the DRIP should it con 


›, in separate meetings with Poloff, two GSE officials, MFA Director General for UN Affairs Ghirmai ΟΙ 


balance family and professional life, the proposal may also reduce unemployment, as more Tunisian 


Minister for Foreign Affairs Al-Sammani Al-Waseela requested a meeting with Charge Hume to disc. 


) accommodate the new dates. 2. (C/NF) Fletcher reported a tense exchange he had a few weeks e: 


tial military presence. A community with a very long history, very little of the historic parts of the settle 


1ediate action, such as an amendment conference. 2. (U) Unfortunately, the impulse outside the We 
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Vice Chairman Maung Aye Prime Minister 
Secretary-1 Thein Sein Chief of Staff Thura Shwe 


while his staff met with the 


and reportedly she only learned of the meeting at 


he 
Gambari 


but 


so now the ball was “іп our court" 


and Charles Petrie huddled with the British 


and indicated some willingness 
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offered the UN as a 


but concluded that he felt progress had been 


V which gave Gambari the 


when questioned by Charge afterwards if the releases 
he expressed doubt she would be freed in 


very articulate and well-informed saying she 


which confirmed to Gambari that the Secretary General 


Gambari told Charge that ASSK had 


nor 
but the visit went 


he said \"the proof of the pudding is 
V and the \"UN will test the full extent of the 


and now will test the 
he 


raise the budget ceiling in the next biennium. PDAS Warlick also emphasized the need to hire more 
s incident in perspective and not allow it to escalate. End summary. 2. (U) According to a statement 
to Iraqi Security Forces. TNP repeated its request to LEGATT for an accounting of weapons we hav 
ı Rio Doce (CVRD). On May 22 a senior GRM official queried the Ambassador on \ 


. Rather than rush to privatize, the two most economically important firms, the national electrical con 
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and 


Gambari speculated 


and to 


Gambari had not received permission to visit 

so he just went ahead 

not 

seemed most eager to move forward on ODA based 


with Gambari as productive 
and felt comfortable in discussing the current 
knowing that their comments were likely 


slowly we have a way to go to our target.\" 


since he 
which no one including himself 


since Than Shwe cut 
Malaysian 


they tightly 
basically bringing everyone to 


uge the extent of this trend within the entire provincial community, secular ShiVa and Sunni opinion le: 


за! flights and 6.05 USD for domestic flights. 2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, 
port departure tax on any outbound passenger of 30.25 USD for international flights and 6.05 USD fc 
inister Horta this morning to meet with representatives of the dissident military groups and to persuac 


try of Finance, but PLO Chief Negotiator SaVeb Erekat told the Consul General that the funds remain 
ethnic sentiments can become inflamed; and Nigeria is lurching towards a presidential election. Next 
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so they begin talking to each other directly. We 


if based 
would permit real debate and 


being set up by 
offers to the best chance to test how much 


to include forced relocations 
and rapes. For instance 
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Sharjah-based 
000) wrote 5/21 


which Al-Khaleej sends to our brothers 
to quickly work on releasing the UAE Diplomat Naji Al- 


whether official 

is to reach the Arab and Muslim leaderships so that 
this intervention 

sovereignty and unity.\" 


Abdulla Rasheed 
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forced 
Aung San Suu Kyi\'s current 
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political or 


wrote in his daily column 


NA needs the support of the FMLN to raise sufficient funds. It remains to be seen ifthe old adversari 


ie up during Skogrand\'s visit, but declined to comment further stating only that Skogrand discussed t 
fghanistan and in its contributions to Iraqi reconstruction. Parisi looks forward to meeting SecDef Ru 
дееп positive. President Crvenkovski and PM Buckovski both congratulated their Montenegrin count 


ient, the Nande ethnic community, which has a strong business network, has the capacity to drive grc 
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000): 


and into 


a ОАЕ columnist 
wrote 5/22 op-ed in Arabic language daily 
000): 


Jalal Aref 
\" (eirculation 90 


we have warned the Arabs of the futility of 


Arab countries 

no matter what 

are America\'s 

which has up to now lost 

000 citizen and who is being led to a civil war 


the Zionist lobby 


V 5/22 
000): 


the U.S. now wants to 


then 
global markets could be affected and subsequently 
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Adel 


wrote 5/21 op-ed in Dubai- 
000): 


and will not excuse 


as countries in the region are major st 


during the course of investigations subsequent to the February 2006 designation of five UK-based LIF 
field accessible. 2. (C) In terms of substance, Chatel said that France had heard rumors that Shangl 
“the Embassy\'s consular information sheet. 3. (C) Official and USG-related travel to northern Mali w 


ımbassador Richard LeBaron for reasons 1.4(b) and (d) 1. (C) Key elements of Embassy Kuwait\'s 
ing to Ireland in June. ***************%******* * Visit Dublin's Classified Website: http:/A 
mbassador Richard LeBaron for reasons 1.4(b) and (d) 1. (C) Key elements of Embassy Kuwait\'s I 
iics with Senators Juan Manuel Lopez, Mario Salomon Nader, and Juan Fernando Cristo. All three cc 


of Operations. Giade stated the delegation wanted to meet senior U.S. officials, including the DEA A 


Haiti. President Bush had previously been invited (Ref A) but declined. The President\'s decision no 
sels, and Paris ----------------------------------------- 2. (U) Over the last two weeks, President Duarte atte 
ncern about Bolivia\'s hydrocarbons nationalization could impact funding. The IDB Resident Represe 


‘ing which terrorists can surrender themselves to authorities and reintegrate into society, provided cer 


“ed in the UN on this topic earlier in the week. Mexico felt that the negotiations had dragged on for far 
vis-a-vis the WMD, terrorism, and Pan Am 103 issues would open the door for achange of U.S. treat 
ine, 268/462-0061. 3. Embassy Bridgetown requests an outbrief be provided to the Political-Econom 
' UNSCR 1649, this list names: (a) Political and military leaders of foreign armed groups operating in ` 
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it should not be assumed that the 


Gulf neighbors 


but also because they have no desire to 


presumably believing its alleged concern for U.S.- 


the 


the outcome could become even more 
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General Mahboob 


a major militia base in 
will provide a significant boost to further 


the 
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\" Foreign Minister Jonas Gahr Stoere says. 


"UNSCR 1649, this list names: (a) Political and military leaders of foreign armed groups operating in ` 


Yer emphasized the need to promote stability in Southeast Europe and advance the region\'s integrati 


‘sive pressure in the region regarding the UNSC seat. --Chile will not/not work for a GRULAC conser 


Jpon arrival in country all TDY visitors are to make contact with their Embassy Control Officer for info 


STRUBLE 
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\" says 


\" says Stoere. 
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reviewing ref TPs. Al-Otaiba said he would check 
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HIV/AIDS 


and other partners 


in Mozambique. 


UNICEF 
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and 


playa 


and WHO. Staffers 


joverned the way that we in the State Department write, classify and mark telegrams and other comn 


Nutrition, Indigenous Groups and Inclusion, and Transparency and Social Auditing. Each theme will 
220 minke (100 offshore and 120 coastal), 100 Sei, 50 Bryde\'s, and 10 Sperm whales and return to . 


laces alliance ina \ 
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Contraceptive 


Youth and Family Planning. 


UNFPA and USAID funded-programs 


and they maintain a close 


like USAID. 


Mozambique 
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Aleksandr Lukashenko on Tuesday made several 


former foreign policy 
as ambassador to 


Poland. Lukashenko said that 
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and value her 
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trade 


Aleksandr Lukashenko made several appointments to the 

former Minister of 

as Deputy Chairman of the State Control Committee; Valentin 

former DCM in Washington as a presidential aide; Viktor 


Finkevich Jailed for 15 days 


two leaders of an opposition youth group Malady Front 
were sentenced to 15 days in 


Radivil was sentenced to three 


an Party, Armenian Revolutionary Faction (ARF, Dashnaks) and the United Labor Party (ULP). Althot 


ts to sign a Memorandum of Agreement (MOA) in June with the Intellectual Property Office (IPO) tha 


)Εαχ: 644-472-3537 Cell: 027-451-2538 E-mail: DuranTE@state.gov 4. (U) Embassy requests 
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opposition activist Valery Levonevsky was released from 


correction officers left him at a 


a district court in 


because of a phrase in a leaflet publicizing a May Day 
\"Come and say no to someone\'s 
skiing there and living well at your 


the Minsk City Prosecutor\'s Office warned Belarusian 


the prosecutorVs office said that her stories may violate 


\"In my 
the prosecutorial agency\'s close attention to me and my 


police and the BKGB seized 94 copies of a 


including the short- 

World War Il and the Chernobyl 

a few chapters reportedly mention the 

an unregistered youth 

Mr. Severinets and opposition 

Nikolai Statkevich were sentenced to three years of 


jt Turkmenistan from March 25-30. Younis\' dynamic presentations on Islam in America engendered 


255 delegates thwarted the Central CommitteeVs plans to expand the Politburo to 17 members and d 
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First Deputy Prime Minister Vladimir Semashko said that 


Belarus consumes 450 kilograms of oil equivalent per 
000 of GDP 


Deputy Prime Minister 


the cost of transportation is decreasing as a 


the Minsk Tractor Works (MTZ) posted a 29.6% increase in 


of which USD 96 million was shipped to 

a rise of 51.596. Exports to other CIS and non-CIS countries 
respectively. Since the 

MTZ tractors have been delivered to 126 

including: Angola 

Ireland 


Asia 
156 tractors last year 


the Belarusian culture ministry\'s censorship commission 


but ticket sales for the 


a feature film based on a novel by American author 
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while in France and Germany the figur 


Bosnia China 
Mexico Mozambique 


Africa and Eastern 
22% more 


ЭК has found the Stepnogorsk facility to be in full compliance with Kazakhstani laws, and does not be 


Папа Kayrat Abuseitov will be attending the upcoming World Health Assembly conference. TRACY 
' number for the Embassy is (66-2) 205-4108. 4. Due to limited resources and easy availability of air 


Ninisterial Change ---------------------- 2. (U) Two weeks after winning his first election as Prime Ministe 
‘utinizing the issue of human trafficking, terrorism, internal displacement and prostitution. ZAMAN / B 


amp laid out many of the themes you will push when you arrive, including the need for the GSL to tak 
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self- 
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itis not 


there are increasing signs that a 


we 


\" 


judicial 


and even military 
the scandal is less about the original sin of 


very 


abour\'s 2005 campaign promises, including increased welfare and interest-free student loans. Dem. 


resentation. The defense hailed the decision, saying it was N 


a in previous reports and wanted to know if the USG had information that the ROKG was not aware с 
IN TIBAR AREA - WARDEN UPDATE End Summary. 2. (SBU) A highly credible Embassy source pri 


3enedict\'s upcoming trip to Poland seems on the surface to be a simple goodwill tour to pay tribute t 
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Column 5 
given that the scandal touches the French governmentVs 
President Jacques Chirac 


Column 6 
and Interior Minister Nicolas 


Prime 
at a time when Villepin 


with ChiracVs help 


contained in 


that Villepin not only 
but that he insisted 


notwithstanding VillepinVs 


EADS 


he insists that he was acting in 
V was interested in possible industrial 


and that someone 


he confirms in 


but... 


‚ed ties through regular high-level visits and staff-level exchanges, seeking to develop an annual cale 
{5 A ἃ B reported on previous calls. Financial Services ------------------ 2. (C) Econ officers met with 


angoing ESF-funded efforts, which will continue to provide additional training, raise awareness, and g 


rance was not provided in the original country clearance request it should be done by separate cable. 
need unescorted access into secure areas of the Mission must provide proof of a clearance. If level ı 
‘ional to foreign engineers, apparently because of the heavy military presence in the area. Local resic 


of the highly pathogenic H5N1 strain of Al in Sudan, this information has not yet been officially release 
outh League Volunteers, the Guangdong Tobacco Society, and World Vision (a Christian charity grouj 


employ between 300 and 500 software engineers, though staff said they will be lucky to find 100 qua 
ssistance is required. POST ACCESS: 3. Visitors who need unescorted access into secure areas o 
YY: Two churches near Zhangzhou\'s city center denote Zhangzhou\'s relatively relaxed approach to i 
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it turns out that the computer expert probably 


although the spymaster\'s notes suggest strongly 
at a minimum kept informed of the ongoing 


questions about who actually 


as well as the extent to which Chirac 


Chirac still supports Villepin and 
but may 
it is not clear that a jaded alienated public 


they tend to see Clearstream as one more 


with little 


proof of a clearance. If level of clearance was not provided in the original country clearance request 
' areas of the Mission must provide proof of a clearance. If level of clearance was not provided in the 
but no action has been taken so far. 3. (C) Ambassador Sotirov suggested it would be most useful f 
yf of a clearance. If level of clearance was not provided in the original country clearance request it she 
not provided in the original country clearance request it should be done by separate cable. The cabl 


. If level of clearance was not provided in the original country clearance request it should be done by : 
oof of a clearance. If level of clearance was not provided in the original country clearance request it s 
y. POST ACCESS: 3. Visitors who need unescorted access into secure areas of the Mission must | 
wed IPR protection. To build on recent successes, Post created an interagency IPR Working Group 


essentially offered the job of FM to Jan Kubis, a long time МҒА employee who has previously served 


strate judge did not dismiss out of hand. The Government sent the case to a different court, clearly s 
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including the presence of a minor orofan 


usually for one or three months. The Hague 
but 


most establishments strive to remain compliant. 


particularly 
are less experienced with 
or are more lenient. Coster 


identifying TIP victims and child 


police develop a feel for which 
inspecting the rooms for 
interviewing the 

the officers can 


Coster 


knowingly pay for 


Jious freedom concerns with Binh Dinh People\'s Committee Chairman Vu Hoang Ha, including a len 


) Hong Kong\'s economy from China\'s growth appears set to wane amid determined moves іп the m; 


жагу (International Organizations) KC Singh action items that emerged from the April 19 US-India Co 
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police who conduct 
in 


The Hague police visited sex 


they inspect at least once a month. Coster said 


adding that he had trained them 


especially those in border cities have 


and that the government needs 


National TIP Prosecutor and Rene 
Deputy Head of the North and East Netherlands 

provided an overview of the National Expertise 

the 


the head 


Werson stressed that 


ceed Mbeki as ANC president іп 2007. However, Matshiqi -- who is close to party heavyweights Току 
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officers talk to every prostitute in the 


the police were able 


they contact 


the 


and it would therefore take time to make it a 


she suggested improved coopel 


about the ongoing 
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said that results 


but that preliminary results are 


and proactively 


Deputy Director οἱ the MFA\'s 


stressing that the GONL considers legalization 


they are 


he said 
citing the anti-TIP cooperation item in the 2005 


senior staff of the office of the National 


but not for moral 


the size of the prostitution sector was not a 


who do not provide this 

and the Rapporteur does not specifically 
from their perspective 

and they have not seen arise in that 

the Rapporteur 


increased police attention to the legalized 
or an actual rise in the number of victims. [Note. 
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should be on strengthening cooperatic 


d al-Maani of the extensive bilateral discussions between high-level USG and Omani officials on Iran' 
its in the Patamacca region fear jobs will go to Chinese laborers, leaving them with no economic ben 


oslavia ------------------------- Key stories in the media: ------------------------- All media highlighted comrr 
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internal victims are included in TIP 


\" and that 


and they lamented the special focus that is often 


a faith-based 

told Goodrich 

together with laws in the 

according to Heemskerk is that 

and then find it very difficult to leave prostitution 

such as family members at home 

over-spending taking out loans to 
or becoming indebted to the smuggler or 


she said. Heemskerk added 


but then found themselves \"trapped\" in 
who has worked 


stated that she hasn\'t noticed any growth 


but suggested the 


and a requirement that each municipality 


is heading and are looking for ways to protect royal family power. Manifestations of apparent royal sk 


ser is Gwen Pascoe, Refugee Cordinator, Political Section, email address: PascoeGJ@state.gov, tele 


Нет E-mails) that if by the end of May it is not clear that the licenses will be granted, ASI is prepared 1 
axpressed candidly that the party sees little direct signs of reconstruction and remains frustrated with 
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with 
dysfunctional relationship 


in 


\" and suggested that a few high-profile 


police and NGO 


there was consensus 
that the 


and in the number of trafficking victims in 


5/22/2006 11:45 O6DUBLIN565 Embassy Dublin 
drawn principally from Europe and 7 non-European 
with the 


as the principal 
transportation congestion. 


n leaders, as well as members of the NGO community and anti-war protesters, the Justice Minister re 


the majority of Arab Muslims are a tolerant people, as Islam spread throughout the non-Arab world tt 


IId not move to other medical facilities in Afghanistan in the event of critical need or treat patients outs 
3 June defense ministerial in Brussels. MULL 

5 through their respective embassies in Moscow. 2. (C) Leskevicius said that since April the governm 
ng to the Bangladesh Manufacturers and Exporters Association (BGMEA), press, and other reports, r 
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which now would be more 


with some initial discussion of whether 


not full 
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however 


2006 message to Tunisian journalists and 
President Ben Ali stated that \"freedom of 


democratic 


an 


2005. 


the Tunisian Journalists Association (AJT) 


when two reports were 


the Association\'s board released a 
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member of 
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only one (opposition) newspaper cove 


ic Muslim states. NSC Counterterrorism Bureau (CTB) Director Danny Arditi agreed in principle to fu 


1ations from sympathetic Muslim states. NSC Counterterrorism Bureau (СТВ) Director Danny Arditi г 


to attend the high-level meeting planned in June. As long as attendance at the meeting was predicatı 


пса! Research, according to past Embassy reporting. Huepe is not a career diplomat and has not pre 


government of Sudan positions. Brahimi has a series of meetings with top officials over the next two 
itacts (protect), one cell member also reportedly made reference to a potential attack on the World Ci 


ı English channel and also confirmed his intention to step down as MD of the Arabic channel to focus 
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the AJT report detailed many 
including the 


abusive licensing practices 
V the authors studiously avoided any 


the AJT praised President Ben Ali for 


the President of the unrecognized Tunisian 
also released a report on the situation of 


the SJT report was distributed informally to 
civil society organizations 


editorial abuses 
Hajji was convoked to 


the members of the Movement of October 18 


opposition 


Column 5 


and refusal of 


and 


Column 6 


he Libyan and Syrian governments. Sasso, who is Lebanese, said that the OIC member states\' гері 


ue to express opposition to Estonian involvement in Iraq, none of the MPs felt it would be a major pol 


ıorth, are hardly surprising, both agreed that the Government must put forward a plan, based on а fec 


as ISAF and ΟΕΕ partners seek to stabilize Afghanistan. WOHLERS 
ement reform proposals, is part of a broader Indian effort to bolster its standing in the developing wor 


Kocharian Danilovich\'s May 15 response to Kocharian\'s request for clarification concerning the МС! 


ain Russia would only destabilize that balance. 2. (С) Moriera stated that she personally doubted Por 
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most Tunisian newspapers ran editorials 


all newspapers headlined the President\'s message 


privately-owned Tunisian 


yet again\" calling for new press laws that 


better management of public ads and 


informing readers of issues that are 


who was close to former President Bourguiba in 


but diplomatic language \"Realites\" 


without ever pointing its finger directly at the 


Tunisian media 
blocked demonstrations carefully 
and government harassment of 


tment to continue to press for a status solution on Kosovo despite the results of the Montenegrin refe 


? in al-Khobar to a congregation of more than 500 worshippers. NOTE: In the opinion of our source, 


to offset the $389 million shortfall. Egeland acknowledged the substantial USG contributions in this 1 
aly to his visit, connecting it to President Vazquez! trip to the U.S. and his meeting with POTUS earlie 


2 defeat third-time Liberal candidate Horacio Serpa for second place: Gaviria is predicted to receive 2 


od 0.6. opposition to new normative instruments in this area. Given the division\'s historic propensity 
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such as 
V to carefully and quietly begin to 


however 
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according to the 
are also planning to provide English language 


i.e. terrorists 


inquired whether UN 
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but the notice was 

perhaps 

the director of the Mohammed 


Markara said 

an appeal from 

deputy Minister 

had gone unanswered. Markara said that Dr. 
recounting that the previous weekend 

Dr. Isaac had received a call from 


\"this will be the last 


who is a leader in the 
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remain few in 
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according to Μαι because of the 


informing her that her 


or urged Georgia to pursue tactics that would make such a portrayal difficult. End Summary. CIS --- 


"Supreme Court Justices put to a vote. The two approved Justices - Mawlawi Mohammad Qasem ar 
in Turkish maneuves in Vinternational airspace.V Foreign Minister Gul conveyed Turkey\'s condolenc 


interview comments focused on his administration\'s accomplishments, avoided talk on reelection, 8 


Column 4 
noted that 
Dr. Isaac\'s case was the first case in 


5/22/2006 12:34 


charged that he was assassinated by an SLA sniper. 


the Forward Defense Lines separating 


the Italian Inter SOS and the Dutch ZOA--in 


UNHCR Resident Representative 
called on Charge\' to 

which clearly 

marked a new low in the 
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to the best 
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or Latin American Policy Jose Gutierrez Maxwell. 2. (C) Franco said Haiti was now in ал 


mbers. General Intelligence (Mukhabarat) sources indicated that they are questioning two Gl officer: 


ment (reftel) when it was reported that the city had returned to normal. On May 14 The National Elec 
; a vehicle for financial assistance. Al-Jarallah welcomed the non-paper and said the GOK would con 
Iran. The GOK found one paragraph of the statement particularly troubling and said the U.S. paper : 
xil 25-27 German-Kyrgyz MOD staff talks, Germany (BG Muellner, head of the German military delec 
lexity among many in the West and concern among the Afghan population because of the contradictii 
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as well as the Foreign Secretary. Awad said he 
which 


despite its frequently innumane 
generally welcomes the presence of international 


was behind the attacks. Because 
the perception among other 
V Awad noted. He offered UNHCR as an example. 


almost all of whom 
some Sri Lankans mistakenly believe 


he said he has 
Veven if it\'s only five or ten percent. V 
citing an incident in which GTZ the bilateral 


had a training session in Anuradhapura 


he expressed 


ly, local Kosovo Albanian schoolchildren visited the monastery. Tensions have declined appreciably ε 


' support, President Yushchenko would not be able to govern effectively in the east and south. Zinch 


lor reminded Al-Jarallah of the June high-level meeting іп Warsaw and encouraged GOK participatior 
participation in demonstrations by the Muslim Brotherhood. There may be disruptions, arrests, and [ 


TELEPHONE NUMBERS, ADDRESS AND COMPUTER USE: Embassy point of contact will be Eco 
ould win between 15 and 20 seats in the next Parliament -- up from 8 -- making it a serious political fe 
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the organization 


but the newly appointed 


GSL security forces had stated that they 


but the \"ground reality\" was that the security 


Awad said. (SLMM\'s 


she said.) In addition Awad said there were \"a few 


he said. 


000 refugees or 
Awad reported 


since V'wevre almost there (in terms οἱ 


slightly over 1 


000 refugees have left Sri Lanka 
with nearly 31 


000 people 


at the June 30 PHARE Management Committee meeting. If approved, most programs would begin i 


dut worried about the impact of sanctions. This meeting occurred prior to the press allegations that a 


\pril, but it is notable that production was already down somewhat in January and February. Current r 
iis afternoon, President Xanana Gusmao, Prime Minister Mari Alkatiri, Foreign Minister Ramos Horta 


ance would consider demarching select members, including Russia, to express concern about giving 
ustralia, New Zealand, Portugal, and Malaysia to restore order and to end what President Xanana Gt 
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although \"we should be at four in truth 


Trincomalee 
resulted in serious injuries to one international 


women and 


and work 
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\" 
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1 different parts οἱ Dili and environs. The FDTL has continued operations against dissident FDTL mer 


ion of the 2005 protocols. “ене Visit Embassy Rabat\'s Classified We 


and the New Croat Initiative (NHI), won almost 1700 more votes in the recall election than he гесеіуес 
m, Monaco would propose to accredit its Ambassador to the UN, Gilles Noghes, to the U.S. - Monac 


slaration with the Western Sahara in mind. It will scrutinize the draft text for any impact it might have 
dor Merores stressed that the President of the General Assembly was committed to this schedule anc 


------------------------------------ 2. (S/NF) Amir Tavakoli (please protect), aboardmember of Alborz Insur 


ilitary operations in southern Afghanistan. U.S. military sources informed the Canadian-led Regional 
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May 21 


ZOA and the Non-Violent Peace Force 
including an 


the Tigers can be expected to 


Кагипа or even hapless civilian targets. 


presumably 
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and so they don\'t command the respect they 
\" he said. Al Mulla feels similarly about liberal 
such as Abdullah al-Obeikan 

but then it became 

SO 


Faisal al-Suhail decribes him as 


a Qassimi who was 
who wears a short thobe 
and has impeccable religious credentials. 


but because there is no freedom 
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against three international non-govern 
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saying \"he (Obeikan) 


Эгіте Minister Kosumi. Тһе AAK is Kosovo\'s third largest political party, but its influence exceeds its 


aports that fighting has broken out in the Minni Minawi stronghold of Birmaza, just north of Kutum in N 
stration from May 24 to May 26. After reviews by the DRC\'s appellate courts, the CEI is expected to : 
nent, COJEP remains in place with impunity. SYNESCI has led several strikes during the 2006 acadt 
where citizens had no voice in their leadership. Under Ahidjo, Cameroon\'s economy fared well; the c 


or several months and CEI offices not having sufficient materiel to conduct day-to-day operations. Mt 
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no freedom of press 
and an education system that focuses on rote 
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no tradition of critical 


freedom of expression and the 


an atheist 


a secularist a 
etc. He\'s a product of their system and he has no 


but was disappointed that the Ministry chose not to 


the EP women in the Chamber played a role in 


he graduated with а ВА in 


he has strong ties to 


womenvs rights and human rights activists 
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for a 
to the Government of 
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below market expectations of ARP 
and well below the ARP 2.2 billion in the 
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higher salaries and capital 


a spokesman from the Ministry of 


icking in Guyana. END SUMMARY. 2. (SBU) The level of narco-trafficking influence on the political, 
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including public comment and disclosure. 
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after 
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so it is possible that this bill will 


local media reported that the GOA was 


Chief of Cabinet Alberto Fernandez 
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as well as the increasing switch to 
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representatives from the cereal 
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Ministry of Justic Ministry of 
and Stock Exchange 
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which should be 
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the index is 37 percent above its 


in the second 
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unemployment 


a total of 1.2 million people are 


the unemployment rate stood at 
versus 12.7 percent in the fourth 


rating political relations with Korea and China. He noted that һе and Mitarai, after visiting the US em 
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non 
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oil refining (93.9 percent) and textiles 


the export ban 


losses may exceed 
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even though both were exempt 
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ays require a visa, which can be obtained through AIT Washington from the Taipei Economic and Cul 
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bringing its active lending rate 


this increase in the repo rates will 


Central Bank President 
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ıcreased from 52 to 54 percent in 2005. Cheung said that the HKG was sensitive to the results and w 
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local media reported that the GOA will 
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a spokesman for the Ministry of 


despite 


an election year. 


business sector representatives 
supermarket commerce food 


and (2) a bill that would 


the business 


ner. They are particularly concerned about insuring access to the detainees by the ICRC and Afghar 
3, Senator Roxas agreed to work with the USG to address specific concerns regarding Senate Bill 21 


network, as well as help in linking the province to Pakistan by road to enable it to profit from cross bo 


iis afternoon, President Xanana Gusmao, Prime Minister Mari Alkatiri, Foreign Minister Ramos Horta 


s afternoon, President Xanana Gusmao, Prime Minister Mari Alkatiri, Foreign Minister Ramos Horta ‹ 
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and have 
or 29 percent since the 


by Miguel Angel Broda from an article 
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Jstralia, New Zealand, Portugal, and Malaysia to restore order and to end what President Xanana Gu 
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Draft Guidelines on Japan\'s ASEAN Tamiflu/PPE Stockpile --------------------------------------------- -------- 
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arns. End Summary. Taiwan and Hizballah -------------------- 2. (S) Israeli Representative to Taiwan F 
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driven by domestic demand which 
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growth for this year is expected to 


with the world 


and with favorable terms of trade that 


the authorities have produced a high 


they have produced 


the country 


and in contrast to what has 
Argentina today is not on the 
nor any 

it is in quite the 


investment is insufficient. Without a 

the increase in gross investment has been 
increasing from 11 percent of GDP in 2002 
looking at the 

investment is still 


if we deduct depreciation of the stock of 


we are left with a net 
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each 1 percent increase in net investment 
inversely 


we can grow at 3.6 

to grow 6 percent 

we would need to invest no less than 28 
we are about 6 percentage 


and we are 


and foreign direct 


the 2001-02 crisis required the breaking of 


since we still have not 
the companies have 


while new 
using 


\" while 


ArgentinaVs 
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compared to 30 percent in 1996-2000. 


the volatility of the 
and the lack of judicial security 
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strengthen its position as it entered into peace negotiations with the Maoists. He stressed that Japan 


ite corruption (2) Close-up 2006 column - Japan-China and Japan-ROK foreign ministerial talks: Str: 
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instead of planning and 
should create 


a number of microeconomic distortions 


making what is scarce cheap 
expensive. These price 


creating 
disinvestment 
damaging long-term 


the Argentine State itself is an 


merit and innovation; (3) 
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given the unbeatable external 


due to the 
the country 


not ofthe Embassy. End Note.) 
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with its 120 million 
of whom 25 million are Shia. END COMMENT. 


which represents all sections of the Iraqi society. 


prosperity and 


and has reiterated India\'s 


May 22 2006. 
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=mbassy Information Officer TUNISIA ------- Foreign Minister Abdelwaheb Abdallah Hatem Atallah, М 


Column 4 


Ambassador spoke with Foreign Minister 
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neither Dubai Customs nor DHS/ICE 
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er) TUNISIA ------- Mokhtar Trifi, Tunisian Human Rights League (LTDH) President Taieb Baccouche 
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19 human rights and democracy, principles which that government did not support. Oli said the ситет 
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though for political reasons 


in coordination with all of 


the Czechs are particularly vulnerable to 


the MFA Coordinator for 
briefed the group on his newly-created 
and conveyed his hope that he would be able to 


in addition to efforts to improve 


he was encouraged by 


and repeated a suggestion made 


g on regional issues such as Israel-Palestine and Sudan and in multilateral fora such as the UN and | 
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Ithe end of the meeting, President Rahmonov authorized his government to sign the Memorandum ο 
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but 
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iT) in Afghanistan. But there are challenges. Bilateral defense cooperation is on the decline. An incr 
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Townsend 


and they 


as a small nation could not afford to have 


with some members clearly in favor of developing 


contrary to the global ambitions of 
the Czech Republic was trying to focus 
the Balkans and the Middle E in that 


giving the recent 


s security and that ESDP while important must 


while many members including most of 
prefer a path more consistent with theQansatlantic security relationship. 


GOCR representatives 


S letter on 
which 


Deputy Ministerial position she left vacant. Minister of Water Affairs and Forestry Buyelwa Sonjica sv 
о the Muttahida Quami Movement (MQM) and the Pakistan PeopleVs Party (PPP). Despite assuranc 


et the parties to talk to each other. END SUMMARY 2. (U) Ambassador met May 24-25 with Peace ! 
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s decision to lease 


s position that a U.S. presence in the Balkans was 
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| Areas (FATA) through an integrated strategy combining increased military operations with stronger p 
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s idea to possibly lead a Provincial 


young modern and mobile\" armed : 


000-1 250 to 1 500 troops as part 


Jahoda lamented that 


V MOD officials explained that 


he cautioned the Czech Republic did 


ewa Criminal Justice Committee (NCJC). The NCJC allows, through dialogue, members of the provi 


scuss issues of common concern. Although some pensioners will likely vote along ethnic-nationalist li 


; recent stability and stalling the country\'s return to prosperity, as well as potentially endangering the | 


ts alliesV counsel. 2. (C) Schaefer urged Turkish officials to considering opening the Turkey-Armenia 
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S second 


and that the support of the U.S. would be 


discussion of combined 


Commander Operations Group JMRC Hohenfels 
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s Non-Proliferation 
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nable to confirm whether Zahar had any additional meetings in Cairo. Zahar, she said, was in town tc 


ating operators -- allegedly because the permits are underutilized and to N 


'eruvian company; second, whether the revaluation of assets was done correctly; and third, whether t 
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the Czech police are now 
a Czech company 


the true test will come the next time the 


for Armenia. One could not pick oneVs neighbors, Kocharian said, and Ahmadi-Najad was likely to k 


ir Lamani said he intends to invite all Iraqi leaders, including leaders of the resistance. According to L 


evelopment of a professional parliamentary civil service in Iraq. As someone familiar with Tawafug, А 


unsure of the exact composition of the expected Iranian delegation to Baghdad to congratulate the nı 


/ refrained from taking positions on nuclear issues (\ 


est, hotel reservations have been made at the Melia Brasilia Hotel; Tel:55-61-3218-4700, Ғах:55-61- 
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noting that if they fail to come to an 
V possibly 


as they would see it 


Abed Rabbo saw the referendum offer as a 


Abed Rabbo estimated that 60-70 percent of 


it will be evident to 


ΟΕ reply would be communicated to the Embassy. RICCIARDONE 
iy in Washington. An unofficial Embassy translation follows in para 2. 2. (C) Begin text: Dear Nichol: 


. Mayko is an excellent diplomat and is interested in having a productive relationship with Embassy F 


reported that on Thursday, the US published a draft of a new international treaty that would forbid the 
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i.e. implementation of the Cairo Understandings 


adding that decreased support for 


Fayyad 


activities and 


e, but he was not sure that Yushchenko would accept Tymoshenko as Premier; he rated the chances 


ational Intelligence Agency (NIA) officials Abdoulie Kujabi and Ngor Secka, remai 


Column 4 Column 5 Column 6 


5/22/2006 13:15 O6NEWDELHI35 Embassy New Delhi 


complained that the Governor's 

and vowed to press the bill 
considered 

told us on May 22 that the Governor's 


while Hindu nationalists have so far kept their 


Rajasthan Governor Patil 


based on 


the 


which would automatically make it law 


who will choose to 


with its eventual passage still \"up in the 


raised at all Czech-Syrian bilateral contacts as a matter of policy, and the Czechs are willing to join U 
1, fully compliant with Tajik law and international standards. However, the technical assistance require 
e recommended deferring discussion of \ 


rt development and the return to democracy in Nepal regardless of the outcome of the GON\'s peace 
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called Governor Patil\'s decision \"a 


that her decision to send the bill to the President 


thus giving her a 


Pope Benedict XVI 


but also as 


the GOI pointed out that India is 
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sed by the majority. 2. The law for ratification of the DCA could be approved in a plenary session of ç 
sed by the majority. 2. The law for ratification of the DCA could be approved in a plenary session of ¢ 
yf Directors Reshuffle -- Kazakhstan to Join Baku-Tbilisi-Ceyhan Soon -- Kazakhstan Plans to Expt 


15 for a third, scientifically qualified agency to conduct joint training of personnel and to standardize th 
Jersome, and might potentially lead to UNSC members being flooded with copy-cat requests for delis 


inov\'s proposed draft is a very short document, said Dabbar. Essentially, it simply obligates Kazakhs 


focus. It also renews charges that PM Manning is trying to consolidate an excessive amount of powe 
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even when representing a tiny 


can 


coupled with the Pope\'s 
has dealt a major setback to the Hindutva wing of 


making USG opposition restrictions on religious 
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Institute of Regional 
cited recent Indian acquiescence on the Kishenganga 


more contentious 


workable solution soon. All three experts interpret 


es Turkey\'s obligations to its ethnic Greek minority as strictly an EU matter, as ΕΜ Bakoyannis made 
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Institute 

believes the outcome of this week\'s 

making it in India\'s interest to ensure the May 


the Pakistani experts were not interested in 


Islamabad Policy Research Institute 


with little recognition 


Pakistani observers interpret PM SinghVs 


especially in regard to meetings on sensitive 


who 


and water disputes. End comment. 
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on the other hand requires a thorough investigation 
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since being awarded the contract 


the company retains agents in Cairo to facilitate 


'tter governance. (Septel will provide greater detail on our thoughts on these issues.) Addressing the 


wspaper article speculated that Bulgaria had had а near-Chernobyl accident that Bulgarian officials w 


y independent Russian NGO activists are less sanguine, fearing the law\'s massive bureaucratic requ 
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the Saudi Lawyers Association which will 

the regulations reportedly will for 

permit women to practice law in the Kingdom. 

but the Ministry has always publicly denied such 

Tarek al-Ali denied any knowledge 
though and said no official 


and Ministry studies suggest the Kingdom 
000 new lawyers in the coming five years. Al-Ali 


which will graduate 175 female legal 

Mais Abu 

a female lawyer who has worked as an unlicensed 
and has unsuccessfully applied for a law license every 


said she is not holding her breath. She added though 
she may 


MINISTRY OF LABOR ANNOUNCES RULES FOR EMPLOYMENT 


a general 


the Ministry of Labor has issued new 


provided the female employee\'s 
the shop maintains 
the shop is set up in such a 


officials had told us Russia would substitute as host for the conference (ref Ο), and would likely oppc 


al about directing the Ministry\'s Consumer Protection Unit, which is undermanned and has many othe 


Abdullah were there. At the reception, Rahman purportedly accused the US and its coalition partners 


ar without having to adhere to the Common External Tariff (CET) and implement intra- zone free trade 
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and the employee\'s duties are 
the 


nor cause her any social or moral damage. 
among other 


wearing the hijab. The regulations are set to go into 
though a source told the CG their 


an 


has for the 


when elections for chairman of the Taif Chamber of 


the Ministry stepped in again 


Naif al-Odwani to be chairman. In 
the Diwan voided the Ministry\'s appointment 

and fined the Ministry 20 000 Saudi 

300). 

about 350 kilometers south of Taif has risen 


Saudi authorities have consistently stated that 


though 


with their faces covered and 
indicating they may have been dumped in 
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which suggests 


and 


\"In order to frustrate the peace process 


because Mirwaiz\' uncle was murdered on that day in 

while Bilal and Sajjad Lone\'s father was killed on May 

2001. Considering how close the Chief Minister came to 

2006 and their own families\' 
the Mirwaiz Hurriyat could have 


the Hurriyat announced May 22 it would not 
dealing a blow to PM 
it may very well have 


we are 
is a threat from the mainstream National Conference of 


the GOI was in a bind: lose Omar 
the PM could not 


but the National Conference had made the cost of 


cribed as \ 


is led a sit-in since May 9 at the Lawyers\' House in Tunis in protest of a new draft la 


. Officials in Abu Mazen\'s office have referred the issue to the PA Attorney General. The funds were 


Je both troops and civilians in the reconstruction. The Afghan Defense Minister emphasized that his 
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the talking shop has offended its most important 
the PM. 


the PM 

soured the mood on the 

and further polarized 

and their absence from 

the National Conference has cut the Mirwaiz 


these 


the last 48 hours\' events prove their contention that 


the current political climate makes it 


the terrorists and the people who 
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zommunity. Neither the Spanish government nor Spanish society has a clear picture of how to mo 


ivestigation. Public prosecutors, who had planned to attend an Embassy-sponsored IPR con 


' frankly miffed when UN Deputy Special Envoy Albert Rohan later called their proposal a good basis 


n public campaign speeches by opposition leaders mobilizing voters to participate in national election 
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both of 


Minister of Agriculture Alvaro Aguilar 


a fact which has 


the continued lack of a clear 
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been continued. On the contrary, the situation has substantially deteriorated. The 


ome οἱ the smaller islands and Cuba. He also noted that they have invited a Sy 
ard Chairman, Dodik\'s actions are unlikely to result in actual criminal prosecution, and are more аіте 


10 significant recent construction activity in or around Ghajar by Hizballah. End summary. 2. 


ibute to 8 UN-MIS once asked to do so. Visit Oslo\'s Classified website: http://www.state.sgov.gov/p/e 
or revising the draft DRIP would be extremely useful. He said that EU member states had participate 
sons for retaining smallpox virus are still valid today. We are still not sure that the virus is 

de Hebron and hoped that Israeli PM Olmert\'s Convergence Plan would result in their departure. Al 


a first-past-the-post system at the \ 
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ALTHOUGH SOMETIMES SIRKETS OFFER JOBS 


THE AVERAGE MONTHLY WAGE 


THE MAJORITY OF LABOR 


FOR THEIR FEE EITHER TAKE THE 


OR MAY HOST THE NEWCOMER THEMSELVES AND TRY 


SINGLE 

AND NOT ON TOURIST VISAS. 

HOWEVER CONOFF HAS REGULARLY 
AS DOES THEIR WAGE WHICH IS SEVERAL TIMES 


YOUNG 


in July and August. The package is designed to alleviate the concerns that the two banks will be hek 


, they would not leave until the next phase of the process, disarmament, begins. 2 
25. In case of a^ 


strong criticism of the government in important areas such as violence against journalists and racial, 


3 President Putin\'s May 10 address to the nation disappointing since it failed to offer solutions to maj 
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ALONG 


MUCH MORE DANGEROUS TURKMENISTANI 


FACTORIES SIRKETS AND SOMETIMES E 
AND THEY LOOK FOR MEN AND WOMEN ALIKE. USUALLY 

ΙΝ ORDER TO DO SO REQUESTS A CERTAIN AMOUNT O 
22 YEARS OLD AND 


WAS ONE OF THESE TRAFFICKED WORKERS. 


WHERE HE WORKED FOR TWO 


ALISHER 


BOTH ANECDOTAL AND 
THAT YOUNG WOMEN WHO WILLINGLY AGREE TO 


ONCE IN 


VINVOLVED IN DIRTY EMPLOYMENT 


DESPITE HIS 


ALL OF 


vhich would allow ΕΙ Hamyani to move to another destination and elude capture. Such actions οπο 


test concern -- such as adequate minority representation and the equitable distribution of m 


he GOA has concerns on GMDSS and LRIT and will be closely evaluating the specific proposals reg: 
> angling for majority control of the associations. Two company representatives told us that a decrea: 


за been achieved at a relatively low cost. He added that an agreement with ОТУ would be a bit o 
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THE GANG\'S PRIMARY ACTIVITY WAS 


TURKISH LAW ENFORCEMENT AGENTS 


ARRESTED ABOUT 15 MEMBERS OF THE GANG. 
THE TURKISH POLICE REPORTEDLY 


DEPORTATIONS AND PROSECUTIONS OF 
AS 


THIS 


THE TRAFFICKER WHO HAD 


ALSO KNOWN AS THE MIGRATION SERVICE INTRODUCED 


POLASST HAD TO SHOW 
SUGGESTING 


> ambitious new proposal, spearheaded by Baddou\'s office, will require the active participation of fou 


uring Ali AhmetiVs (the head of Macedonia\'s Democratic Union for Integration party) recent visit to Pr 


yn. The government, the Dean of the cathedral, and the Dublin representative of 


al Intelligence Stuart Levey for USG assistance in preventing Electronic Funds Transfer (EFT) from il 


with terror finance. They said that Israel Discount Bank has followed Bank Hapoalim,s lead and deci 


L. Shaykh Sabah Al-Khaled and U/S Al-Jarallah reaffirmed the strength of U.S.-Kuwaiti relations and ' 
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AND WHICH HAS EXISTED FOR 


IS THAT WOMEN UNDER THE AGE OF 35 ARE NOT 


HOWEVER А YOUNG 


EVEN THOUGH SHE WAS 


THE WOMAN MANAGED TO 


THE GOTX ALSO MAY PREVENT ITS 


AND NOT AS A 


ESPECIALLY THOSE ACCUSED OF WORKING AS 


AND THE MIGRATION 


LET ALONE THAT OF ITS ATTENDANT DARK SIDE OF 
CRIME AND PROSTITL WOULD DETRACT 
UTOPIAN STATE 


5 for citizenship receive N 


2. On May 5, the GoB inaugurated the first cascade of its first enrichment module in a final test at 


completion of travel. Please provide the outbrief by telephone, 246/436-4950 X2228, or by fax at 24€ 
isor Zoulika Nasri, made three references to the ICRC\'s involvement in the release of Moroccan PO 


dally, Chief Elections Officer (CEO) Gocool Boodoo, and all six GECOM commissioners. 2. (U) The t 


ay Moudden. The delegation\'s discussion with ΜΕΑ officials centered on the Western Sahara, NATC 


Column 4 Column 5 Column 6 


ACKNOWLEDGING THE PROBLEM AND 


THE GOTX DOES NOT 
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against dissent by the 
moved that the committee be abolished. 


the Committee on Agriculture Regional Develo 


if it 


decisions could only be 


of 

with 

proposing a 15-member CNE comprised completely 
FRELIMO was 


which 


stating that civil society 


‚ is one of a projected budget gap of at least USD 10 million necessary to hold the municipal and 


»articularly in Florida. Roughly 4 million Haitians live abroad (compared to 8 million in Haiti) and acco 
1e past. Тһе USG can best help Nicaraguans exercise this option by ensuring free and fair elections, 


Column 4 


Column 5 Column 6 
and only wanted to \"waste time.\" In а May 
RENAMO committee member Joao 
stating that 


which in his view 


which has had to 


the EU alone spent nearly USD 30 million on the 


the Carter Center and others monitoring 


with changes no longer to be done 
many are dismayed 


worried that the GRM may opt 
the British High Commissioner 


some donor representatives opined that the stalemate 


graphic. He also stressed the need for an improved educational system and better public services. 


. We will continue to look for ways to support them. End summary. 2. 

» African Union Mission in Sudan (AMIS) and the EU provided an addition 

nd Safety System (GMDSS), the development of the Long Range Identification and Tracking system, 
imala\'s U.S. visa travails and APRAVs accusations that the UPP was engaged in dir 


mer, particularly those candidates who choose to participate in the Sumate primary, tentatively set for 


Aalhotra voiced satisfaction with and support for Ambassador Wolff\'s message that the USG would b 


2S) Energy Task Force to encourage ОЕС5 member-states to utilize existing privately owned import, 


Column 4 
it 


looming ahead is a busy electoral cycle in which 
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with votes to reject in the majority each 
approve 
with the understanding that debate would continue 


widows and 


not hard choices. END COMMENT.) 


and key bilateral donors in February with a 


which donors soundly rejected on the grounds that 
any salary hikes should be linked to 


the President reportedly 
which would 


Column 5 Column 6 


06KABUL2323 Embassy Kabul 


and was attended by Uribe, Foreign Minister Carolina Barco, Presidential Aide Fabio Valencia Cossit 


idic that criticized the current status talks. Wisner called the letter, and the way it was delivered, N 


27 in the Senate. President Fox should sign the bill shortly. The new law puts CFC\'s authority on рг 


trengthen the protection of personal information, to regulate Mexico\'s enormous private security indu 
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and after receiving 


Parliament decided to return to debate on the budget 


and Minister Ahadi spoke again to 
their explanations of why the budget 


and that the 


Qanooni emphasized repeatedly (and 
but a question of policy: that the 


and is conditioning 


rather than keep referring 


in his speech urging 
Imami Ghori (Ghor) criticized 


stating that increased 


Column 6 


Jl. U/S Levey discussed multilateral measures that would financially isolate the Iranian regime, with tl 


‘ecutive week, Shaikh Mohammad al-Qahtani lectured the congregation at the Imam Ahmad bin Hant 


ВО DHABI 2080 J. ABU DHABI 1836 Classified By: Ambassador Michele J. Sison, for reasons 1. 
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the MOF\'s and 


the GOA may still declare the 
despite the negative vote by Parliament. 


the current plan appears to be to send a letter to 


they 


but the means to further 


the MOF did not know about the vote in 


with many erstwhile Karzai supporters 


and has reacted negatively to the reality that 
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ontractor. The US Army Corps of Engineers (USACE) offered to assist as a construction agent for the 


cs and schools currently in the final phases of construction would be completed within four to six mor 


'ernment to close the section of Palestine Street fronting the Consulate, per the Ambassador\'s Nover 
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REFORM AND EDUCATION ІМ NORTHERN S/ 


for 


the Consul General and Pol/Econ 
Governor of Tabuk. In a wide-ranging 
Prince 


and asked that the mission 


the Consul General and Pol/Econ Chief met 


observing that from 
the northern-most Saudi community on the Gulf of 


one could look down the road to Jordan then across 
significantly the 
Tabuk the city is headquarters of th 


as well as units that guard the sensitive 


or questioning during part of the day of May 13 or 14. (Note: Anmed did not say the exact date, 


sive -- by starting impeachment proceedings against him for attempting to bribe his way into 


n on the defensive -- by starting impeachment proceedings against him for attempting to bribe h 


and detentions, to outright physical aggression. Al-Qudir says Shia and Sunni viol 


wedding party. The governor of Najaf placed the city under a 12 hour curfew following the 


shat he termed ^ 


inced them to enter the session with assurances that these concerns could be heard out and address 
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but 


\" as well as other 
such as the plan 
while still Crown Prince at the 


he asserted that the 


such as the Syrian problem in order to ensure 


but he suggested that the democratic process that 


he suggested the Palestinians were 
in contrast to a 

ineffectual Fatah. Already HAMAS is failing to 
the 

the Quartet ledbythe U.S. and 
and the 

led by Egypt and Saudi Arabia must be prepared to 
and he 


\" he announced 


\" he repeated 


------------ Friday, 19 Мау, 2006 -- Mal Allah Yousef Mal Allah wrote in the moderate Arabic-language 


vinces, to Qal | Now, the capital of Badghis. This stretch will form part of the Afghanistan Ring Road. 


ance to ^ 


the next three years. Though the ARDS and its director, western- educated technocrat Adib Farhadi, 
ILF was a known entity and Dubai Police had ordered through them in the past. 3. (SBU) ConGen r 
y to blunt Iranian ambitions. Khatib replied that uncertainty in the region on t 


‘der security. In light of rising costs, he said, Jordan would be unable to indefinitely keep a la 
a, and with Hamas and Hizballah. Faisal speculated that if the U.S. or Isr 


nian visa in his passport. Al Musawi lamented the current situation in Basrah and lack o 


15 clerics Sheik Muhammad Falak and Sheik Imad Al-Battat. End Summary. Meeting with Ghali ------ 
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the world 
Fahad insisted succor the Palestinian 


not only for the Palestinian people 


Prince Fahad admitted that Iraq 
but he believed that the 


000 or 3 000 years.\" 
he said the Iraqi people are being betrayed by 


he 


not involving American troops. 
he endorsed Egyptian 


the CG 
specifically if 
since the 


May 17 the Saudi Gazette carried a small artic 
apistoland a 


3ahrain\'s vote in the December 8, 2005 UNGA resolution on the Code. MONROE 


actor for WNL told CG on May 16 that a party of armed Murle raiders had attacked the WNL Terr 


аа ΑΙ Azmi, have been free on bail since March 5 and remain on bail. A fourth, Adil Zamil Abdulmohe 
id Civilizational Dialogue (i.e. Foreign Relations) Office until his appointment as Minister of Communit 


Chavez heard some stinging words on the need for open markets during the EU-LatAm Summit but c 
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but the Governor also intends to encourage 


he was participating in a ceremony to 


and two of the 


but he strongly advised against any 


NOT RELIGION 
he 
and it is 


he admitted that there are very 


eliverable and approved a plan to secure the path of electricity to Baghdad. Maliki said he approved : 
1 April 20 by the NPC Standing Committee, gives workers increased protections by providing fixed-ter 


Column 4 


he was confident that 


\" he estimated 
000 to 700 
and all that money could be devoted to 


he primarily blamed the 
which only focuses on the negative. He advocated 


he was confident that if 

and not just the major coastal 

but the heartland 

and Americans would develop an understanding of 


000 Saudi students studying in the U.S. 


there were over 
000 Saudi students in the U.S. He insisted that it was 


V although he hastily 


he would mention the Consulate and encourage 


Column 5 Column 6 


000 drivers would no longer be needec 


they would return with respect for 


but 


ed the city\'s transformation from agrarian society to a shoe-producing center with help from Taiwane 


g direction 4) Jiji poll: Half of the Japanese public comfortable with word N 
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Prince Fahad mentioned that the Saudi government 


science and technology. This 


Columbia is their primary choice for partner and 


named after the governor which the 
000 people and 


also named after the Prince which offers meeting 

computers a library natural history educ: 
a doctor proudly 

the facility 

the 

1950 Prince Fahad bin 


the Saudi Olympic Committee and 


. dollars 130 for single rooms and 145 for double rooms inclusive of taxes. The hotel telephone num 


Column 4 


especially its cut flower industry. 


but is not 


so much so that he has earned the 


s visit. Application had been made 
where three 


encouraging signs continued to be 


the CGVs hotel room was guarded by armed 


like most others 
this governor 
is determined to call the shots himself. He is 


any 


ensuring that they do not 
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Grandi reported that UNRWA will 


Column 5 Column 6 


supports 
according to all 


O6JERUSALEM2 Consulate Jerusalem 


on which they rely for defense and assistance in meeting low-level security threats. The Embas 
зит. The CPA does not directly address this issue. KLA has now sent the draft constitution to th 
noke rose above the main SAF base in Juba. Brief pandemonium ensued, with civilian 


зе of U.S. spare parts and equipment needed by the host institution, the Sudan Radio and Television ! 


ely fashion. Doctors\' monthly salaries currently range from about USD 42 to USD 59. In addition 


ged in a cramped two-room bungalow οἱ the Juba Hotel. The Ugandan CG 
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which he expected to double in monetary terms to 


Acting UNRWA General Counsel Scott 

and the Director of UNRWA\'s Audit and Inspection 

Mukesh Arya at UNRWA\'s West Bank Field Offices 
Amman-based RefCoord Claire 

and ConGen Poloff (notetaker) participated in the 


UNRWA out of operational 
would need to maintain some minimal contact with 


adding that UNRWA Commissioner-General Abu ZaydVs 


given the \"sensitivities\" on all sides Grandi 


with the help of an 
Switzerland) consultant would 


adding that UNRWA 


distribution privatization, the government and judiciary continue to grapple with existing, politically-cha 


'ed to repair its \ 


PCSS visit just prior to the Secdef\'s visit was a very useful reminder of our expanded military-to-milit; 
lation within the city limits of Brasov, the regionVs largest city at 285,000 residents. The number of бі. 
es Turkey\'s obligations to its ethnic Greek minority as strictly an EU matter, as FM Bakoyannis made 
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000 local employees to eliminate long-standing 


Grandi noted that UNRWA is facing a series of 


especially 
Grandi said that he 


temporary job 
and direct cash aid) but would significantly expand 


but 

roughly double its original 2006 appeal. 
Grandi explained that they are based on 
unemployed 


but each social worker already handled a 


Column 6 


I to find other ways survive. DCM and PAO visited Penjikent May 17-20 to dedicate houses built by S 


ian economic pressures, he did not think Lukashenko would complete his current term in office. End 


з of collusion between JAM and the ISF. Local response to the incident and political pressure to relez 


line (4) An outline of national referendum bill drafted by ruling coalition (5) Government to resume U 


Column 4 Column 5 Column 6 


\" 
at the dangerous and violent conditions he observed 
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Lukin has been a fair 
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with a combined 
000 euro (USD 1 180 000). These account: 


000 euro (USD 


180 000) in bank drafts (the DTO\'s financi: 


300 000 euros (appro 666 


disrupting and 


ıges between 14,607 families/76,638 individuals and 14,607 families/87,642 individuals (based on es 


ıpel pin exhorting in Arabic \ 


e pro-independence \ 


lakeshift podium to campaign on behalf of the GNP seoul mayoral candidate, а man, who appeared t 


Column 4 


the case involved active 


and demonstrates strengthening of Greek law 
an MPP strategic objective. This 


5/22/2006 13:57 
and no 
HaVaretz quoted a 


and that American 


it is necessary to bring \"additional 


the administration recognizes that the current 
M 


and that it plans to make 


the 


as the US never used to pay 
and that Vthere is no 


President 
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O6TELAVIV1995 Embassy Tel Aviv 


Ша organizations in Vietnam, only one of which is registered with the GVN. The delegation was able 1 


act of the indirect tax revenue windfall set to arrive іп 2007 (which could amount to USD 1.7 billion in t 


are (see para З below), Alliance One, forwarded Post a copy of the Universal document. The 


Column 4 Column 5 


and that 


Maariv reported that Olmert\'s chief message to 


was quoted as saying in an interview with 


Yediot 


Vfollowing 


and Binyamin Netanyahu) who would consult 


Israeli 


citing 


FM Tzipi Livni met 


Egypt. HaVaretz wrote that Livni described 
and quoted her 


following Olmert\'s comments 
he is powerless 
Israel 


Egyptian 

and Palestinian officials decided that there 
Egyptian 

and Abbas in Sharm el-Sheikh 

Yediot quoted Vice PM Shimon 


Column 6 
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in Sharm el- 
and that Nazif stressed Egyptian 


the government approved the 


the Saudi Ambassador to the US was 


the IDF 
north of Jerusalem; 
on the Green Line in the northern West Bank; 


in the northern Jordan Valley; and Betar 
southwest of Jerusalem. The newspaper wrote 


all media reported that missiles 


killing Muhammad Dadouh considered 


causing no injuries but some damage as 


all media reported on an assassination 
chief of the PA 


raqvs sources of prosperity, and spending IraqVs resources wisely and with integrity, for th 
opics will be heard by a facilitator remains unsettled. Following a visit to Lome, Louis Michel\ 


iervants and military officers of any rank receive no more than 3,000 kyat per month (a 


iveled April 30 to Ras al-Khaimah (RAK) to attend a cultural performance at the SCHS center іп RAK. 


; in both the House and the National Council of the Greek Cypriot side\'s loudest and most 


Column 4 


major media reported that 
Sami Abu Zuhri 
000 into the 


as well as for IAF operations. 
Xenophobia 

Iran expert 

according to which Iran was preparing to 
Christians 


major media cited an Iranian 


President Bush 
which 


Shas mentor Rabbi 


which 
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HamasVs spokesman in Gaza 


and the 


and Zoroastrians to wear 


1at no difference should exist. As an example of the divide 


eased intel-sharing. Karimov refused to fly through Afghan airspace during his trip out of fear for his : 


ction is going unsold because bids are not hitting the GOM-mandated reserve price. The constricted 


ıclusive political process, and release more political prisoners remains to be tested. He also called fo 


1e new government has been formed, Beijing is considering restarting high-level exchanges with Ir 
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left-leaning HaVaretz: \"In the view of 
the convergence 


pluralist Maariv: \"George Bush needs a 
Olmert 
precise and credible. V 


pluralist Yediot 


director of research at Tel Aviv 
wrote 
independent Jerusalem Post: 


Orthodox Hatzofe: \"Olmert will not be 


left-leaning HaVaretz (5/22): \"In Israel 


and will surely not oppose a 


the convergence plan is not a fully matured idea; 


Column 6 


) seize control of Tchei in February, but those efforts were stymied following the mutiny of some FARE 


ser for Anti- smuggling, Fraud and Organized Crime with CITES, to get his views оп CAWT 


tality rates, and a significant increase in contraceptive prevalence rate. UNFPA has been a | 


itutes has not increased since legalization and stressed that they viewed prostitution and TIP as dist 


Column 4 


a situation that may spread 


commitments and timetables. 


which both sides want to see 
the visit will be 
which relies heavily on 


the meeting will 
anda 


pluralist Maariv (5/21): \"The 


but in the meantime he 


getting beaten 
in conflict with Russia and clashing with 


too 


and that Shamir 


and show respect. George Bush needs a great 
Olmert needs 
precise 


a promise was a promise.\" 
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on the assumption that his term 


Bibi and Barak did 


and credible. What they 


e media, with the former focusing on the myriad financial and administrative issues that affect Tunisie 


me explained that the USG was ready to offer immediate, tangible support for 


1g if/when he confirms it on May 27 (5 days after the first announcement). Two 
ıbound and outbound passengers. The program would enable UAE officials to use the system 


tative (and, currently, Acting UN Resident Coordinator) met Charge\' May 22 to advise that the UN wc 
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pluralist Yediot 

Foreign Minister Tzipi 

and took the 


Abu Mazen. The meeting which 
had по real 


Abu 

while Hamas has entrenched itself 
Abu Mazen hesitated to 

for 


refused to recognize the Hamas government 


Abu 
had the sole power to command the soldiers and 


V which was 


official Israel also missed the last 


director of research at Tel Aviv 
wrote 
independent Jerusalem Post (5/22): 


it will have to 


Column 6 


kesperson. He is also active in several of the weekly and monthly discussion meetings that have be: 


stry, one of the remaining vacant posts, would be able to effectively deal with the ongoing Maoist th 


on the ground is serious, hence President Musharraf\'s active engagement on Pakis 
ry: Fatal cases of H5N1 infection have occurred in three separate locations in Indonesia since May 1% 


heat price increases. - Unemployment fell 1.6 percent y-o-y to 11.4 percent in the first quarter, but inc 


Column 4 
or the northern West Bank 


and he will have to adjust to this reality 


Orthodox Hatzofe (5/21): Prime 


as the dose of illusions that he 


why do you need an 
which was built along the 1967 
he already 


did he not? It 
because 


including a unilateral one 


but 
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MilinkevichVs 10 Plus coalition is likely to adopt a 
which will guide the coalition in its 


Column 5 


because its 


06MINSK537 


Column 6 


Embassy Minsk 


Nepali for the better in the near term. Ghani thought the GON bureaucracy was competent at the joi 


Column 4 


its attempts to apply pressure on the 
and for the distribution of independent information. 
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Milinkevich was summoned to 


and he privately noted the 


the first in 


but that this is a \"medium\" rather than a major 


Milinkevich claimed seems to 


possibly for October to decide on new 


the existence of competing 


vember and repeated a suggestion made at Sofia that members also meet at the Political Directors! | 
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Milinkevich hinted at what the 


with 


through the Association of Democratic 
to see where they can work together as ameans of 


particularly 


they will seek to increase 
both domestically and 


and will support 


will distribute leaflets and posters Za Svabodu\" 
and will try to unite workers opposed to the 
he said the coalition will campaign 


and he fears 


only around 5% actually want to 


tutions dominated by HAMAS. END SUMMARY. 


tto President ΑΡ. Abdul Kalam. When the President is sent a bill for consideration, he has three 


теп and Sir Creek will be held in New Delhi. The Pakistani delegation will be headed by De 


ı Cairo for expeditious conversion to Islam. According to a Consulate contact who works for the Grouj 


ə activists in an effort to continue Delhi\'s dialogue process апа defy terrorists. The HurriyatVs rejectit 


acant Maronite seat in Lebanon\'s Baabda-Aley by-election. She mentioned that she has been forcec 
ıly believes that the formation of this government of national unity and a swift subsequent conf 
perty title has been a major problem. The Law for the Property Information Center (R 
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and they are against union with Russia as it 


although he admitted Lukashenko 
as it would be a sign of 


Milinkevich asked the USG to not recognize 


Milinkevich said 
particularly the 
who recently pledged to give a large sum of money 


but can give it to other groups who 


Milinkevich 


but stated Kozulin 


an \"instrument of change V but it is 
unlike Kozulin whose main aim is 
not democratic change. Moreover Kozulin and his 


V while Milinkevich favors 
V non-violent change. 


1 BY THEIR OWN COUNTRYMEN. MIGRANT WORKERS\' ILLEGAL STATUS, A LACK OF LOCAL | 


c Committee ------------------------------------------ 2. (U) On May 4 the FRELIMO majority in Mozambiqu: 


)yntVs suggested changes to the budget, including an increase in salaries for civil service employees a 
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which he subsequently did. However police 


where he said the March beating death of a 


such as storming state television or marching 
feeling such a move would ignite 


and 


and needs more work. 


although there will be strains. Shortly 


as he has several times to Milinkevich the vital 


but also a symptom of a poorly organized and 
the 10 Plus failed to work with many 


imend that Department assist him to the extent possible in getting high-level appointments during h 


tathopoulos drug trafficking organization (DTO) is responsible for distributing hundreds of kilograms c 
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5/22/2006 14:03 O6MANAMA891 Embassy Manama 


and would not be as 


in 
have launched ad hominem attacks on Guleid NDI and 
such as Al Wasat and 


which is alleged to have strong links 
said that NDI and other \"research and 


\" a reference to the rose and orange revolutions of 


the local branch of 


BTS is focused 


of State Condoleezza Rice; on Tuesday, Olmert will meet with Secretary of Defense Donald Rumsfel 


Column 4 


sensitive issues in 


earning public praise for its work from Prime Minister 


Minister of Social 


and ordered BTS to annul internal board 


for 
had not yet been transferred to BTS. 


she ordered the board disbanded 
and demanded that BTS conduct no activities until 


with only time 


BTS 


BTS has also fared poorly 
Al Watan wrote that NDI 
supported 


Al Watan stated that the U.S. Embassy wanted BTS to 


VIf BTS monitored 


would the Embassy ask BTS to describe the 


Minister Al Baloushi has said publicly that 
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appointed an acting 


Agents of the USG? 


and funded\" BTS to use it as a 


‚eeing him as too close and sympathetic to the opposition, particularly Shia oppositionists. The 


1 of the Kuwaiti Parliament is a setback for democratization, that analysis is not prevalent here and m 
th U/S Shiner and PM Stoltenberg stressed that Hamas must meet the central demands of the inter 


те military in 1982, was hospitalized with a knife wound near his heart after he reportedly attempted s 
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either 


M 
but | wasn't in 
| want to make sure 


voter registration 
and other factors. He 
and will make the 


talking to voters and 


V AI Watan\'s political editor asks why 


a source claims 


organizers were targeted by an infamous Islamic web site for contradicting the Kingdom\'s traditional 


rangements. First tanker loading is still targeted for May 27. End Summary. ------------------------------- 


winter wheat. To make up for the loss, Lukashenko ordered farmers to r 


ment reiterated Italy\'s commitment to provide support, along with \ 
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and following Al 
he instructed the Minister of 


when former U.S. Ambassador to Bahrain 


the King 


but it could not expect to come to Bahrain and 


however worried about the consequences of wi 


sometimes 
have taken steps to 


5/22/2006 14:05 O6KUWAIT1844 Embassy Kuwait 
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respectively with 35 per cent and 25 per 


and when the Orme Lange project 
\" Stoltenberg called 


liscuss TGI, according to Stefanou, limiting bilateral discussions to the extension of the Russian natg: 


conomic Planning, James Musoni, who underscored the governments support οἱ the Muslim commi 
əf Rashid Abu Shabak. Abu Rajab remains hospitalized in Israel with serious but non-life threatening 


his men faced the dilemma of either firing on the youth-something they were unwilling to do-or trying 
теу would be ministerial nominees. The new Industry Minister (Kurdish Alliance) told PolOff that he 


by 60 dunams (15 acres). -- Oranit, south of Qalqilya; no reports on the size of the expansion 


Column 4 Column 5 
and agrees 


is intent on controlling more of the 
and does not view energy as an ordinary 
but as a political tool. In fact Stoltenberg 


so in 

new sources need 

these potential resources are a long way 
Norway and 


and while negotiations are ongoing 


noting that the actions taken to 
old-fashioned and 
but there are better ways to increase 


Norway has been a predictable and good supplier that 
at the same 


in 


U/S Shiner and 


Column 6 


ті. -- The Departments of State and Defense concur with and approve the visit by KAVA officials to V 
‘by October 2007, impacting 35,000 Gazans who work in the industry and depriving Gazans of an im, 
e Chief later in the day or the morning of May 23. We will insist upon immediate 

4 sites under suspicion pending confirmation. In Bucharest, dead domestic poultry in one neighborhc 
:ctoral politics. The Harare high-density suburb was generally peaceful during the cam 


sed, Greek-owned industrial bakery. - The DRC\'s income tax collection agency exceeded it 
hat any overt contact with CF will be reported. Qibi says he will work with the PRT through emai 


---------------------------- --------- 2. Over the past 18 months, Paris-based EURONEXT, formed by the п 


hrenheit), require the continuous development of existing water production faciliti 
reserve Iraqvs unity and stability and to assure the country\'s return to fu 


ті role in government formation talks to the chagrin of its Тамаша Front partners. Тһе walkout o 
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Stoltenberg said that the two of them had privately 


including that Hamas acknowledge Israel\'s right to 


not seeing eye-to-eye on every issue does not 


citing Sri Lanka and Sudan as examples. 


how Norway can play a meaningful role in 


one that unhappiness at the White House over 


and the 


we remain unconvinced that Stoltenberg is 


Stoltenberg is determined to keep 


however that 


particularly as the Norwegians are anxious about 
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«ΕΥ STORIES -λ 


yr Ministry staff had outlined the move in October 2005 (reftel) and Germany appears to be carrying it 


СОС created Accion Social and the Center for Integrated Action to recla 


ka Srpska (RS) ΡΜ Milorad Dodik has publicly opposed the non-consensus decision, a stance backe 


-W, originally procured by the U.S. Defense Department via contractors, were shipped without proper 
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each institution exercises control on the others 


we can see that Turkey has not yet reached 


one of the 


while the judicial authority is more secular. So 


there isa 


but rather principles that complete one 


nor Turkish democracy to harm secularism. 
including to the 
reached through 


this outcome is comforting for Turkey 


the French government 


Turkey failed to act in a timely 


and initiatives were 


the real state of President Bouteflika\'s health. The principal co 


ad that a decision on Colina and Varela was forthcoming but indicated that there were clear signals th 


ıdom incidents that appear related were reported over the weekend, but in general, Sao Paulo crime | 
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the negative sentiments about Turkey on the 


8.00 a.m.) 


stressing that 


55.5 of Montenegrins voted for independence 


of Governors of the Justice Studies Center of the America\'s (JSCA), at elections to be he 
n Committee Against Terrorism (CICTE), in the areas of airport screening, communications, and cani 


t Conference. He emphasized that Suriname remains a transit country for drugs, but that internation 


nine-year high for monthly GDP growth. End Summary Strong Growth Continues ------------------------ 
Basra but doubted that they are a cause of the violence. The Ambassador urged the P 
Florida. In response, the MFA arranged with a group of nuns called the ^ 


Column 4 Column 5 


5/22/2006 14:09 06JEDDAH380 
Y which addressed both the recent 


one of two women to be elected to the 
the chairman of 


director of the labor office of the Jeddah 


the CG described her personal career 


she praised the recent progress 
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Taher 

Khadija who was 

which 

however remained cautious in his support 
V such as medicine management and library 


rather than operating shops. This was in marked 


. This strategy, however, has made his resilience to public criticism unsustainable. He will inevitably 


imercial relationship. The Ambassador encouraged speedy resolution of these disputes as well as th 


s. End Summary. 2. (C) AIT Director Young hosted a lunch on May 18 for KMT Legislators (Ms.) Hsı 


) Iraq after the war, and strongly supports continued Iraq- Vietnam relations. 3. 


ymised by GOI have arrived only slowly. Aceh\'s economy remains flat or worse, with a high unemplo 
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Filali described a program whereby supervisors 
Jeddah and Dammam 


Filali voiced his support 


the infamous though popular web-based 
which is frequently criticized as an 
criticized both the 


though it was silent on 


accept word \ 
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dean of Effat College 
the CG remarked on the 


given that his support for 


Princess Jawaher bint 
had to cancel. 


such as choosing 


an idea that was first 


Prince Turki Al Faisal. 


who are known 


who revolutionized the Saudi educational 
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and Princess Lol 
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but they 


but the dispute does not appear to be 
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was a major focus of criticism 


and many believe Washington is ready 


buta 


asking 


few are willing to believe that 


commentators in the independent media 
believe that Gamal was visiting 
while others 


and even indignation 
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anda 


that Gamal saw President 


19 with comments. End Summary. Foreign and Home Affairs Ministers continue 


ts by this/these person(s). Embassy Bangkok Political/Military Officer, Mark B. Lambert, is the verifyi 
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ment turned out in the thousands - perhaps 25,000 - on May 18. The laying of a symbolic wr 


Column 4 

who dropped by the meeting with NSA Director Hadley -- 
leading 

Secretary Rice 


a senior aide to бата! contacted ECPO 


rather than Egypt in particular 


columnist Soliman Gouda 


or unusual 

he 

there is everything wrong with doing so in secret 
000 questions!" about the nature of the visit 


\" adding that the Mubarak 


among others 


a nephew of the late President 


which she 
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and the 


and 


with a person like Gamal 


offered one of the 


ҙепсе reports suggest that about 140 Turkish security for 
the historical importance of the MC to Turkey, Turkish fears of relinquishin 


ngkok possesses no credible information of gross violations of human rights by these persons. Embi 
i defendants of Semdinli case were arrested. PKK, according to the paper, had already denied any lit 
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sent a \"strange signal\" about the USG\'s 


citing the contrast between A/S WelchVs 
in which he described the 
V to A/S McCormick\'s 


from 
emphasizing 


or at least 
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an 89 percent year-on-year 


000 tons 
000 tons of nitrogen 


farmers applied 60 


averaging 178 pounds per acre (up from 165 pounds 


by the 
had thawed only eight 


the GOB allocated 60 
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»nomic Forum for the Middle East held in Sharm al-Sheikh. Mubarak underlined to Lahoud that Lebaı 


:losed with the group updating COMMIT\'s Sub-Regional Plan of Action to focus attention on the area 


Vt willing to make a deal, which might have been done, at the cost of giving the organized parties in tl 


Column 4 Column 5 Column 6 
but later announced that 277 000 

000 tons of gasoline were needed 

the 


000 kilograms of gasoline the refineries 

eight kilograms would go to farms free of 

600 tons of gasoline and 

700 tons. Both companies were to provide 3 500 
approximately 38 kilograms for each ton 


000 tons of diesel and the state- 


000 tons. 


provided that 


230 tractors 1 000 MAZ 
and 1 300 combines for the campaign. 


Agriculture Minister Leonid Rusak 
and 445 000 


the 
ordered Rusak to \"toughen\" 


many of the fields were 


windy conditions blew away the 
which was powder after visible overworking of 


especially for 
the 


ler the Tsang proposal.) From the so-called pro-Government parties\' point of view, and 


essment of its current level of cooperation on PSI. Kwon, acknowledging the demarche as part of the 
opposition will take the government down, these are not the happiest of 


meeting on May 22 with USAID Mission Director, Kate Almquist, Arman stated that he and SPLM Se 
Cantini told polmiloff that Italy favors inviting seven new countries to participate in COESPU. These 
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meaning 
due to lack of potassium in the soil. [Note: 


a primary source of potassium.] 


whether a 
the farms\' 
as a consequence 


was largely inefficient. All 


and likely 
before farm hands learn to work 


the 2005 harvest 
a record 


but one that fell short of Lukashenko\'s 7.7 
GOB authorities 


the final \"official\" yield was only 6.4 million 


as were reports of 


it is highly improbable Belarus in 2006 would 


authorities 
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'ation developed by Darfur leaders following the May 16 meeting with the Charge (refte 


the region. Among a range of defense cooperation proposals made by the U.S. side, MbZ appeared 


essed concern over weak enforcement. Many industries are implementing targeted strategies to im 
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but be higher 
farmers and local 
or manipulate the results with the slight 
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\"In the name of the Italian 
| send you the sincerest 


reconstruction and democratization process for 


so that the spirit of reconciliation and 
religious and ethnic 


5/22/2006 14:24 06CAIRO3039 Embassy Cairo 


however 


implicitly supported U.S. and 
arguing that the world 


reported an unnamed MFA 


ΝΟ). Among the attendees were representatives from the GRP Department of Foreign Affairs, Depart 
a a significant contender. END SUMMARY. FORMER GNP MAYOR LIKELY 


dns likely to affect politics (3) China may attempt to divide Japan (4) Cabinet decision on Futenma re 
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which are subject to 


the article quoted unnamed party sources as vowing to 


has urged that the party distance 


while other party leaders including 
have 


not criminal in nature. Mehanna drew a 


in which the GOE provoked intense international 


lawyer Farid Al-Deeb 


lashed out in comments carried by Al-Masry 


lawyer Salem and others in Ау! 


had sabotaged his efforts to get Nour acquitted. 


continues to progress, and the recent natural gas discovery, which could be used as feedstock, has ‹ 


Column 4 


rather than making it a political litmus 

Gameela acknowledged that she had ignored Al-Deeb\'s 
describing support for the Judges Club as a moral 
consistent with 


lawyers with whom we have spoken 


perhaps issued on 


but this is viewed as a long-shot. Ehab Al-Khouly 


has also spoken vaguely about suing the court 
but we are dubious about the 
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PAO and MEPI Regional Director also participated in the 


their attendance at the 
and spoke of a possible meeting with 


representing Washington 


provided a short 


2) grassroots effort by CAIR to 
3) launching of 
long-term (5 year) advertising/outreach 


Senator (North Carolina General Assembly); Hon. Paul 


Column 5 Column 6 


06ABUDHABI21: Embassy Abu Dhabi 


D.C. public 


Public Security (MPS), the Disc Production Source Identification Center (DPSIC) is responsible for etı 


from Iraq are included in the new government of national unity, which 
High. D. This message grants country team approval on human rights vetting requirements for Maj 
am in Bahrain. Shaikh Abdul Aziz said Bahrain welcomes enhanced engagement with the U.S. on se 
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Former U.S. Representative; Don Myers 
CAIR 


CAIR Board Member. 


Ruler of Sharjah 


UAE Presidential Adviser on 
is hosting a reception at his house this 
May 22 


they had no concrete 


a $500 million/year trading company 
IBM 

is CAIR\'s main benefactor in 

Talal Khoori (UAE 

is believed to have donated one 
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the DEPA/IE firm Poseidon 


both Stefanou and Papageorghiou noted 


Cifci 


he 


during which time the two 
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Washington 


in honor of the CAIR group; Ambassaı 


founded by three 
FMC 
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and private investors and 


inviting him to meet in Athens. He 


sit the region. The CP agreed on launching the Gulf Security Dialogue as a way to bring together Am 


il to China, North Korea, Vietnam, Malaysia, Russia, Belarus, Iran, Qatar, and Saudi Arabia. | 
situation will indeed remain quite desperate during 2006. They blame the DPRKVs return to the Publi 


ral large transportation infrastructure projects (The PMU-18 case, Refs Aand B). During a lengthy di 
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the GoG has not initiated supply 


as the minister did 


\" Sioufas told him. When Economic Counselor 


Papageorghiou said 


Stefanou refused to 


that his government supported the effort to assure 


we are limiting our discussions 


Russian Ambassador Vdovin claimed 


Minister Sioufas in particular wants to know 
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jaranteeing her visitation rights, Al Said was granted a divorce from her husband оп Мау 17 and dep: 
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Embassy Athens plans to meet with the Azeri 
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secure and democratic state. The 


security and welfare on the lraqi 
in the framework of 
taking into account the rights and 
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adertook to study the issue and to relay U.S., Australian and New Zealand concerns to appropriate M: 


nd continued their discussions on the Baltic gas pipeline and other bilateral concerns (Kohler appeart 


YREIGN TRIPS AND OTHER ARBITRARY EXPENSES HAD PLACED А BURDEN ON ΤΗΕ ECONO 
2ss reports large numbers of police officers were dispatched to Brahmanbaria, and despit 


there were only nine applicants in the government-controlled south. 


Column 4 Column 5 Column 6 


PSO officials 


PSO officials announced May 21 the 
composed primarily of elements of 


8 


Fayyad said he had spoken to Abu Shabak 


DELEGATION DISCUSSED DECENTRALIZATION IN VISITS ΤΟ BELGRADE AND PRISTINA, DUF 


тег civilian agencies remain to be convinced about the wisdom of Romania leading a PRT. They note 


lational Assembly to approve the budget. A UN representative said that it was peculiar for the Presid 
rder was restored by 1600 local. No disturbances are reported in Chittagong. 2. (U) The P 


Jrity clearance. Cables must include the ASEC Tag to ensure distribution to the RSO office. COMPU 
:tween UK, NL and UNDP (construction of local administration and constitutional state) 

Jum also said that Croatia would have its naval liaison officer billet in Naples filled by the end of this y 
other Christian Mauritanians who attended the same church as the Doulos employee were arreste 
nbodia\'s civil society was committed to Cambodia\'s democratic and economic development, and sr 


itics trafficking may also be on the rise. END SUMMARY. Heroin Seizures at Phnom Penh Internatio 
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an unknown group calling itself \"Al-Qaida in 
\" claimed responsibility for the attack on Abu 
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and emphasized 


she asked for USG assistance in 


she said erroneously believe that an attack fron 


she warmly welcomes 


and new funding will not become available until July. 


the focus should now shift to the petitioners 


See\'s attention to Poland and the influence of Poles here remains an important dynamic in th 


Column 4 


Column 5 Column 6 
Horta agreed and 
USAID is seeking ways to help 
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he should get an appointment whenever he wants!\" He 


with two suitcases and no 

who was in 

took him to lunch and loaned him 
Karadaghi told PolOff wryly that Talabani 


\"You call this 


when Speaker Mashadani called out the 
the Kurds started 


rather than \"Ма\"уа\" 
\" Karadaghi assured 
JaVafari gave a moving speech calling for 


\"None of us are here today 


not a fan of the Shia 


again leaned over to whisper \"Actually I think 


who had said wearily before the ceremony that he 


caught ΡΟΙΟΗ͂Ν5 eye from the podium after he was 


irkish society. End Summary. -------------------------------- Gulen,s Network has Global R 


this visit showed a slight, but important, evolution in Tunisian reporting on visits of American offi 


ie recently passed political party law, and party plans for the 2007 legislative elections. Commenting | 
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| was in the group that 


V he said. He said he was asked to 


Mutlak who played hard 
made it easy for Maliki and the ПР 


------------------ 2. (U) The Maoists continued to be active despite the ongo 


and units are posted in tribal agencies other than their own. Under normal conditions the F 


ime time and place as the planned demonstration - opening the door to a possible confrontation. The 


Леаг how the two-year-old gi infected. The Government of Djibouti (GoD) was offering daily briefi 
ly, RGOB Second Secretary Karma Jurmin Thinley told us May 23 that his government has not been 


te.sgov.gov/p/eur/oslo/index.cf m WHITNEY 
Commission met May 16 with Valeriy Kuzmin, head of the MFA Department for Relations with Consti! 


trial date a number of times, most recently the afternoon of May 21, leading lawyers to believe that th 
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Saad was 
which might also have 


Allawi could claim that 


she repeatedly 


asked to be able to pose questions about the 


she is angry 


she rushed over to the session 


a relative of Ayad AllawiVs said that 


National Statistical Agency (INSEE) flash estimate, GDP (seasonally and workday adjusted) increası 


i (EC)-funded human rights center, while the other three activists were questioned about their involvei 


and other foreign providers of express delivery services by restricting market access and expanding tl 


amurred and said that ^ 


Republic of Iraq: ^ 


2. Lithuanian authorities arrested Babenko in Vilnius on July 1, 2005, after Russia requested his extr 
e Board establish a liaison with the FCS Section in the Consulate General. The SCT representative 


»ceedings in the three Ferghana Valley cities of Andijon, Kokand and Ferghana, CAFE is being 


y a draft resolution reflecting the views expressed by Members, with an Experts Meeting on the text s 


'ith both sides welcoming the defeat of Sudan, Iran, and Venezuela in recent HRC elections. On mar 
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introductions were 


housing 
several 


including the new ministers 


including our own 
the system here could evolve 


as it was in 2005 
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for instance 


and that no Israeli leader would divide such a 


he predicted 
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have operated in 


was 
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shoved 


in an incident that attracted 


police arrested pro-Senate leader Mutambara along 


but have been 


Tsvangirai and his 


which clearly points to voter apathy as a 


ZANU-PF also has to be disappointed with 


a ZANU-PF victory in an MDC 
5 campaign bravado 

the most disappointed 

which took 


which has largely failed to 
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and 


cipants expected President Niyazov at both ceremonies, Niyazov attended only the concert, leaving c 


timing appeared aimed at influencing the election. Ambassador Struble reminded the candidat 


Ministries respectively. As one of the more influential Shia cleric 


st foreign occupation and state terrorism must be addressed in any N 
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which dramatically improved its performance from 


its public 

including 
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who was educated in the U.K. spoke at length with 

Kuwait 

as a result the quality of medical care 


both Qibi and Mohammed agreed 


has been working with the University of 
albeit unsuccessfully because of the 


"testing, as well a sick chicken that the family owned. All returned negative. It is still not clear how th 
ipel pin exhorting in Arabic V 


'rently 41 residents at the Strmica Center, who are considered extremely vulnerable. The Center pro 
sures within the Kurdistan Alliance, and indicated that the gulf between the two parties contribute 


lefending the Governor\'s mansion. There have been no confirmed reports of casualtie 
outcomes will have different consequences for the factions. Anything less than straightforward vi 
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including clearing 
nor to have the new consolidated European stock 


the company that owns the Dubai stock exchange 


іп the U.S. and in Asia." EURONEXT Dubai and 


Gerard Mestrallet 


representing the major players in the 


since the proximity of a stock exchange 


Euroclear and the 


the general delegate of 


\" arguing that clearing might take place anywhere 


a member of the government \"Conseil d'Analyse Economique\" 


underlined that \"proximity 
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the 


the Suez chairman and head of the 


while 


50005222 3. (Ο) Іп а May 23 meeting 


issador that he plans to deliver the same message that he gave Ahmedinejad -- that the EU-3 hav 
government had regarding Iranian reprocessing. Roche further remarked that France had alr 


1e to a vote in the UN General Assembly. While commenting that GRULAC consensus was not as fir 


nebremariam and Colonel Zacarias Ogbagaber, Commissioner for the UN Peacekeeping Mission in t 


s can be employed in existing positions. While presented as another step towards professional and s 


iss DPA implementation. The government's Deputy Permanent Representative t 


arlier with a senior advisor in the French Interior Ministry (MOI), who had called Fletcher to complain ‹ 
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and fit the logic of competitiveness poles.\" Professor 
but stressed 


the head of AMF agreed 


Gerard de la Martiniere the head of the Federation 


we have to defend 


notably at the regulatory level." Separately 


synergy of costs and cross-border 
maintains local identity and allows developing 


President of the Ile-de-France region warned 


and Paris Europlace were determined to 


French Finance 
attentive to the 


a merger with DB cannot be done at 
Finance Minister Breton stated that he was 
as a vertical structure of a stock 


'ment still exist. Tabuk is a socially conservative area. While in Tabuk, the Consulate group did not s 


stern Group to link the U.S. extension request and national implementation of Article VII obligations v 


Column 4 Column 5 Column 6 
and capitalization is a key factor in the selection 


up 45% compared with the same period in 2005 a performance 
buoyed by strong 


up from 45.3 million 


and an opening into the U.S. markets. Even if 
the French financial 


however require a great deal of discussion. Th 
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\" formation of the new Iraqi 
emphasizing the importance of its greater 


but had taken 
and would look first to upcoming 


\" today\'s GoF statement is 


along with issuing today\'s statement 


Column 4 Column 5 Column 6 
strongly denied that any 


5/22/2006 16:36 O6BAGHDAD16£ Embassy Baghdad 


Abd 


shoutingat Dulaymi \"no one appointed you to 


also present during the exchange 


who spent many years abroad during the 


and with 
has the organization and 


and had tears in his 


American citizens. In closing, the DG asked the Department to reach out to senior officials at the Wi 
by the Turkish military, a Turkish F16 and a Greek F16 collided in the Aegean Sea on May 2 
e provided to ISF, noting that Turkish authorities have recovered over 600 weapons that apparently ei 


ıpany (NIGELEC) and the petroleum distribution company (SONIDEP) will attempt to restructu 


aders, including reporters, NGO activists, police, and tribal leaders, continue to expre 


‚ADDRESS AND COMPUTER USE: Embassy point of contact will be Economic Officer Samantha С 
г domestic flights. 2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND COMPU 
Je them to join a proposed dialogue to be lead by President Gusmao and including representatives fri 
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and Dulaymi was 


Dulaymi had told him 


Bazazz said the IIP walked 


along with Hewar\'s Saleh Mutlak 


an INDC member was 
a top leadership position. Hassan 


in the possession of the PA Attorney General. END SUMMARY. -------------------- Egyptians Working 
t year President Olusegun Obasanjo comes to the end of his second (and, un 


ies can cut a deal. If not, the daily homicides will continue unabated. End Summary. 2. (C) 
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the Speaker\'s son and aide told 


he added. At a May 21 meeting with PolOffs 


which was with his INDC brothers and his brain 


new leaders would emerge to 


arguing that it would be 


al-JanabiVs assertion was likely at attempt to 
and if 
Mashadani will face 


he issue in Tbilisi. Horpestad added that Norway sees Russian withdrawal from some mil 
msfeld at the June 7-8 NATO Defense Minister's meeting. An unassuming, mild-mannered academ 
erparts on May 22, with Crvenkovski stating that the referendum outcome would V 


wth in the nearer term. End summary. UGANDAN INFLUENCE ----------------- 2. (U) Ugandan influe 


=G financiers and four UK-based LIFG entities. 2. (S/NF) Cutler has provided us with draft statement 
лаі Cooperation Organization (SCO) members might pressure the Kyrgyzs to end the use of Manas a 
ІІ be postponed until further notice. This includes a trip to Timbuktu and Gao by the Ambassador the 
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Baban predicted. 


he concluded. 


al-Janabi 


all come from the \"hot\" Sunni areas of Anbar 


and perhaps leaving not 
would be more 


we 


investigation of human rights 
a tough stance on militias and other measures to 
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Freedom Agenda are promoting democratic reform through full political participation by Kuwaiti wome 
nww.state.sgov.gov/p/eur/dublin/index. cfm Kenny 

=reedom Agenda are promoting democratic reform through full political participation by Kuwaiti wome 
dncurred that President Uribe would win on May 28, surpassing the 50 percent threshold to avoid a ru 


Jministrator, to discuss Nigeria\'s counter narcotics performance. The GON is very concerned about | 


tto attend became public knowledge only today in a front-page newspaper article in a leading Domin 
nded the Latin America-EU Summit in Vienna followed by bilateral visits to Brussels and Paris. Durin 
antative told the Ambassador that USD 23 million of funds for Bolivia would soon go before the IDB bc 


tain conditions are met. End Note.) The shuffling, according to this we 


‘too long, he continued, and believed that the proposed language posted on the internet did a fair job 
ment of Libya. Libya had addressed these concerns satisfactorily, and we had responded by rem 

ic Section relating to activities while in the region within 10 working days of completion of travel. Plea: 
the Democratic Republic of the Congo who impede the disarmament and the voluntary repatriat 


the Democratic Republic of the Congo who impede the disarmament and the voluntary repatriat 


on into Euro-Atlantic institutions. 2. (C) S-M Ambassador Nebojsa Kaludjerovic presented a predictal 


ısus, which Foxley noted had been rare in past votes. --Instead, Chile will remain quiet and \ 


rmation regarding a security briefing. 4. Accommodations: Post understands travelers have hotel r 


Column 4 Column 5 Column 6 
Moller reported that only 


she stressed that the large percentage of UNESCO\'s budget 


Mission would appreciate being kept 


focusing on the Director GeneralVs Action plan on 
Birgitte Moller 


Moller stressed to the group that the new 


whose scope will include potential extrabudgetary 
and will thus offer a unified strategic 


Moller 


after the budget is adopted to be followed by 


or monitoring by UNESCO\'s governing bodies. 


saying that the goal should be to have agencies so 


including Canada who asked about the status of the 25 


qunications. Chief among these are the assumptions that classified State Department telegrams and 


be covered by a subgroup that will have three months to draft recommendations for GOG actions to 
Japan in mid-September. The fleet, comprised of the 8,030-ton mother ship, Nisshin Maru, and three 
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and 
another major extra-budgetary 


also supported the idea of a General Conference event that 
and cited the 


France noting management problems entailed by a 


\"Inconclusive\" 
Moller described the 


the only major contributor is 
who pledged 1.3 million USD - but earmarked for earthquake 


000 euros; the UK 
000 pounds for oversight and evaluation. Although \"We\'ve not 
\" the battle is not won. Moller acknowledged that UNESCO 


UNESCO ERC 


Moller described this as 
given that \"there\'s more and more action\" in the 


\"but not all that present 
we are going to do their 


who accuse headquarters of being dictatorial. Thus a 


and that will happen in the context of consultations 
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\" and there is perhaps 


Column 4 Column 5 Column 6 


given that certain fixed costs related to travel 


creating an untenable situation now that extra-budgetary 


the problem would be somewhat less pressing Moller 


reporting that the UNESCO Geneva Group was one of the 


for example the G-77. This proposal was 
who stressed the informal 


extrabudgetary funds director Moller 
and his opposition 


for example given UNESCO\s broad mandate. 
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he asked for almost two additional 


ıgh the ULP has not been a partner in the governing coalition, they are set to take on mor 


t would clarify jurisdictional issues that have impeded effective enforcement of IP rights. Effective im 
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it was fictitious 


000 Venezuelans 


Bernardo Alvarez 


all of which \'has already been 
and has led to a military 


which was 


the US has 


VP 
who writes (05/19) \"Just a few weeks ago 


was held in Sao 


as well 


rather 
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only an 


military and civili 


instead deepened 


Board of Molinos Rio de la 
the 


disintegration. 


‚that traveler contact ΡΟΟ Duran to provide a briefing on the visit. 5. (58/0) All TDY visitors to Emba 


| intense interest and a wide range of questions such as the role of Muslim women in America, vol 
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Washington-based correspondent for leading 
V comments (05/19) \"With a declining prestige 


led by 
and the election of Giorgio Napolitano 


the balance is inclined toward the left 


a former 
as president of Italy summarizes this 


visit our 
5/22/2006 17:02 O6BERLIN1389 Embassy Berlin 
5/22/2006 17:06 O6LIMA1986 Embassy Lima 


Post 


eclined to elect two of the favored Politburo candidates to the new Central Committee at all. Minister 


dlieve that it presents a proliferation or public health threat. Although there is little chance of forcing Ві 


port transportation, post policy does no allow for airport meet and assist. Thai Airways L 
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were apprehended in raids at Brasilia\'s Feira dos 

the \"Import Fair\"). The operation mobilized 120 

a week later the market appeared to be functioning normally 

the 

hundreds of pirated DVDs were on display in 

all permanent stalls were open for 

most with obviously counterfeit products. 
such as \"Capote \" and the \"Da Vinci 


but was obviously a fake given 


Paraguay. One store offered pirate Microsoft Corel Draw CDs 


the price to unblock it was R$200. 


it was 


т, PM Lee Hsien Loong named a new cabinet that reportedly reflects his priorities for the 
'OLGE / OZGUR GUNDEM: Traffic police have imposed fines on four drivers in Adana who were ca 


e a stronger leadership role and the need for the LTTE to abandon terrorism as a tactic. 2. (C) You v 


ands for even bigger budget spending may grow louder, however, as New Zealand faces an economi 


Column 4 


Column 5 Column 6 
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the RS opposed and the 


backed by RS President and SDS leader 
has stated since that he cannot agree to a plan that 


refusing to 


the RSNA passed a resolution 


\" over the last 


it appears thay have already agreed to one of 


the Ambassador met with Dodik to discuss 


he has presented his ideas to Humphreys 
and to individual EU Chiefs of Mission he claimed 


nor 


with two or 


X. He also highlighted that the reference to the DPRK had already been made by the local press 
ovided a description of the outbreak of hostilities between the FDTL and the dissident military police | 


9 the late Pope John Paul Il. In fact, there have been many issues at play in Vatica 


ndar of cooperation and exchanges. A draft of the joint statement to be issued May 25 is at para 5 
Nor Shamsiah Yunus (goes by Nor Shamsiah), Assistant Governor of Bank Negara, Malaysia\'s cent 


ather better data about TIP. End summary. --------------------------- 


. The cable should include SSN, and the name οἱ the agency granting the security clearance. Cable: 
of clearance was not provided in the original country clearance request it should be done by separate 
Jents on the Qinghai end of the line expressed support for the project, which they 
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Dodik assured the Ambassador 


nor would he reject its decisions a priori. 


EUPM plans to keep the 


but by the EU moving the goalposts to construct 
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brokering and the threat to 


2004 to June 
2005. The report asserts that the SA/LW left BiH without 


А/К claims of mismanagement are totally unfounded 


as they would for 


»d to the public. Few ΑΙ outbreaks have been reported during the last two weeks. Khartoum based o 
p) have in common? According to the Chinese government, they are all NGOs. By broadening the d 


lified candidates by the end of 2006. End summary. Microsoft Makes а Deal 
if the Mission must provide proof of a clearance. If level of clearance was not provided in the original : 
religious practice. The city\'s new Catholic Church sits prominently in the city center, replacing a near 


it should be done by separate cable. The cable should include SSN, and the name of the agency gra 
original country clearance request it should be done by separate cable. The cable should include SS 
or the USUN mission to ask the President of the Security Council to move quickly on this issue. 4. (( 
3uld be done by separate cable. The cable should include SSN, and the name of the agency grantinc 
e should include SSN, and the name of the agency granting the security clearance. Cables must incl 


separate cable. The cable should include SSN, and the name of the agency granting the security cle 
hould be done by separate cable. The cable should include SSN, and the name of the agency granti 
orovide proof of a clearance. If level of clearance was not provided in the original country clearance re 
(IPRWG) to help strategize and coordinate posts efforts in the IPR arena. The IPRWG takes a broz 
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several U.S. 

a majority ofthe 

s July 2004 moratorium on the 
the 

contributing to the 

a Canadian company named 


MOFTER issued the export licenses 


Al appears to have 


EUFOR 
and the Office of the High Representative (OHR) all 


as well as 
to guarantee that the BiH media has 
factual 
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as Slovakia\'s Ambassador to the UN in Geneva, lead negotiator on the Stability Pact, OSCE Secreta 


ignaling that it wants the case to go forward, but the conspiracy charge itself is a hazy one. Ifthe Go\ 


Пу discussion on the UBCV. Ha expressed his V 
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48 percent of those questioned favored the decision and 47 


48 percent do not believe there is 


who said the dissolution was taken due to the Amir\'s 


with both sides dug in to their positions. However some 


Chairman of the Kuwait Economic Society 


saying 


VI blame both Government and Parliament: they did not solve 
Nadia Al-Sharrah 


\"Where 


arguing that the elections would advance national 
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ainland to slow loan growth and avoid overheating in specific sectors. Meanwhile, there is widesprea 


unterterrorism Joint Working Group (CTJWG) meeting in Washington and subsequent CT-related co 
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MP Nasser 


55 percent of Kuwaitis believe \"women\'s participation will 


several have launched campaigns. Dashti began 


who has been campaigning for months 


Commerce Minister and former MP Yousef 
a Kuwait University 


told the 
siding with those who advocated 


the 


o Sexwale and Sam Shilowa but is even-handed in his critiques of all ANC factions -- noted that thes: 
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from 

and 

in fact in good health. A variation of approvir 


a president could thus serve 14 


revising the presidential term to allow Bouteflika more 


if indeed he is able to complete his current term of 


he 
resents 


and wants to push 


vs nuclear program, and Omanvs strong support for a diplomatic solution. The best means of achiev 
efits but rather saddled with environmental degradation resulting from clear cutting large swaths of tre 


Column 4 Column 5 Column 6 


Belkhadem\'s strategy also suggest a high level of 
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the BRV had taken the public 


or we could 


however that the evidence it had supplied hinge 


the Ambassador said the case was still 
but the extradition request was not sufficient in its 


but the climate of constant 


it was likely to find the evidence insufficient 
as well. Hernandez said the BRV was 


he said. 


ıents made by President Bush at his joint White House press conference with PM Ehud Olmert on Tu 


ittishness include efforts to curtail NDI and Bahrain Transparency Society activities (R 
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she asserted. The Ambassador noted 


the BRV had failed to respond to over 100 


law enforcement and military char the 


violent protests were organized. Hernandez 


Rene Arreaza who said he would approach the state 


which requested 


эрһопе 011-937-010-8156 or cell number 011-937-997-5567. All travelers should bring USG ID for id 


to purchase the needed components from non-U.S. manufacturers to enable ASI to launch from Indie 
the ineffectiveness of the Supreme Council for Islamic Revolution in Irag-dominated (SCIRI) 


afused to negotiate with the hunger strikers. Justice Department officials, with suppor 
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clearly and publicly sponsored 


which solicited permission to reestablish a 


contracts for the building space needed to be 
apartments needed to be found. Third 


however that given the low level of 
the evidence suggested a person would have to 


according to the Oak Ridge experts. 


ле cultures of many other countries were superimposed on Islam. As a result, today there are ma 


side of the city who could not be moved. 2. (C) DMOD Michaliolakos expressed sympathy for the 


ıent of Uzbekistan has similarly denied Lithuania permission to transit through its Termiz 
nobs on May 23 attacked about 300 garment factories and caused the taka equivalent of nearly USD 


ture meetings between 401,5 NSC and Treasury Department financial analysts to discuss financ 


agreed in principle to future meetings between GOI,s NSC and Treasury Department financial anal 
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she said. She 


she was in 


and fit nicely with our line 
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he shied 


and was recovering from an operation to 


and another\'s 


whose backyard 
said the GOC is 


people on all sides will have 
and the mindset of confrontation 


and 
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ed on a prior declaration of support for PSI or the Statement of Interdiction Principles (SIP), Chile woı 


viously served as an ambassador. His experience in Venezuela, including relations with members Οἱ 


days, ending with President Bashir on the evening of May 26. He will then write his report, most like 
up Soccer championship in Germany (scheduled June 9-July 9). The Swiss press is conflati 


on his responsibilities as DG of the overall network, but he did not discuss a timeline or the identity ο 


resentatives had held only a handful of meetings relating to the boycott in the first 20 years of the Offi 


itical issue in the run-up to Parliamentary elections in 2007. The Center Partys Arjak 


Jeral solution, for a permanent settlement to the conflict. End summary. ------------- HUMAN RIG 
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\"Why are you prepared to continue playing on the same 

a change of 

Paya indicated he will continue to press 

including holding Cuba 

at the UN\'s new Human Rights Council for Cuban 


flowers on MotherVs Day. Paya 


he implied that on substance 


Farinas said he is feeling 


adding 


in which 

Farinas did not rule 

even if his demand 

| have no plan to give up V 

he said. He also asked if we had heard he 


one of the 75 peaceful activists jailed 


confirmed to us that the GOC has confiscated 
which hosted last year\'s Assembly. 
and neighbors are 


on May 20 2005 
\"Down with Fidel" Most were 

but Rigoberto apparently was. On May 15 

a GOC-organized group of around 150 people - most of 
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he lacked faith in 


gathered in the stree 


1а and its chance for a permanent seat on the Security Council. Other delegations appear to have joii 


C criteria. During the April 10-12 visit of Rep. Jim Kolbe, Kocharian had requested more specific ben 


‘tugal would be interested іп pressing Russia at this time. While she recognized Russia\'s pos 


rendum and that Italy would take no action on the Kostunica/Tadic letter asking for a change in 


this was one of the strongest sermons the imam has delivered. It was Saudi-specific, and the imam 


regard but warned that dependency on only a handful οἱ donors was unsustainable, calling upon Arak 
rin the month. Ambassador Maisto demarched President Vazquez in support of Guatemala over Ver 


Column 4 Column 5 Column 6 


who was called a \"worm\" and a 
whose house faces that of a 
responded by tuning in Radio Marti 


the participants eventually 
started dancing and having fun and the 


who has of late lived in a state 
got a visit of her own on the 
after heavy rains soaked Havana and ruined 


and then 
referred to the artwork and said 


even though 
through an attorney that she is 
rather than 


Alexis 
and Agustin Cervantes Garcia extended 
to protest 


Ricardo 
37 has had food privileges 


Katia Martin was told by staffers at 


once 


}3.4 percent of the vote, while Serpa\'s numbers have fallen from 


/ for normative instruments, this is an area that will require continuous monitoring by the Mission. Επι 


2. (Ο) Georgian Deputy PM and State Minister for European Integration Giorgi (Gia) Baramidze call 


ла Mohammad Aleem Nasemi - are both Pashtun Sharia law faculty graduates. Of the five remaininc 
‚es to his Greek counterpart іп a telephone conversation, and the two agreed the incident would not г 
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while the Governor 


but the Governor insists that a list of dead will not 


the questions of what caused the outbreak of violence and 


both near the city of Ribeirao Preto in the 
a prison guard injured in 


but it 


Мау 22 the number of attacks orchestrated by 


with an additional nine inmates killed in prison riots. 
41 were police officers and only four have been 


and approximately 125 


President Lula during his first 


praised Governor Claudio 


admitted in the face of denials by the command 


ppealed to minority party leaders to join his movement, and struck a critical tone on many internation: 
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that it is possible that innocent bystanders 


and 


but Governor 


the IML has 
and 


identification must be made within 72 hours of death. 


and two were determined to be beyond recognition. 
the Sao Paulo Central morgue was not 


and six remained empty over the weekend noted one 


AND WE САМҮТ CALL YOU 


at least one community will likely appeal the 


mostly family members (ref C). 
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s and a maintenance employee in connection with the May 20 assassination attempt against GI Chief 


toral Commission announced that President Deby was the victor in the May 3 elections. There have 
ısider the issue. kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k For more reporting from Embassy Ku 
would help GOK efforts to amend the language. kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k Fo 

jation) had raised the issue of continued Manas airfield access in precisely the way requested in refte 
on in the Afghan Constitution between the right enshrined in the Universal Declaration of Human Rigt 


already. END SUMMARY. KFOR REMOVES FIXED CHECKPOINT 


enko characterized OU as a N 
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more attention is being paid to the 
and the social 

standing in solidarity next 


but with \"Brazilian society\" itself. 

VWe are reaping what we sowed in this country 
we need to assume responsibility for the steps 
Governor Lembo blasted what he called the 


with one noting that \"policemen died 


proximity to homicides 

another study showed that 

12.5 million Brazilians lived with hunger but received no 
presidential candidate Geraldo 


which 


but 
fighting today\'s criminals is an 


and that at this rate 
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and if we 


but we were the 


level of educatio and rates 


as reported in the popular 


1. (Note: Despite interest, it appears that the GOK did not send a delegation to the May 24 - 26 Anatc 
Jolice beatings of demonstrators similar to those on May 11 and 18. End summary. 


inomic Officer Samantha Carl-Yoder, office telephone number (51)(1)618-2411, cellular telephone (5 
ce and a potential partner with PvdA in a left-leaning coalition government -- although PvdA leaders 


n January 2007. Plans for a much larger second tranche are expected to be considered at PHARE 
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Ministry of Finan Sustainable 

St. Kitts and Nevis; 

Barbados; Colonel Alvin 
Barbados Defence Force; Darwin 
Royal Barbados Police; Juanita 
Barbados; 

Trinidad and 

Ministry of 

Commander 


Implementing Agency for 


Regional 


Economic 


new law in Iran would require religious minorities to wear identifying badges. Although PolEco 


eports are that the lost production will be back on line by sometime in June. CA 
and President of Parliament Francisco Guterres, formally request international intervention. A writter 


the Iranian President a public platform. Nevertheless, Bouchez expressed doubt that SCO members 
ısmao called N 


nbers as well as against groups supporting them. Groups of thugs were seen in at least three areas 


ıbsite; http://www.state.sgov.gov/p/nea/rabat ''emeeeeeeeeennneeneennennnaaaneeeeeent: Riley 


J in the 2004 general election, in spite of lower turnout. 2. (SBU) Pavlovic had received strong suppo 
Ὁ would be pleased if the U.S. would accredit its Ambassador to France, to Monaco as well. 2. (SBL 
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on Morocco\'s claim to the disputed territory and on the rights of the people who live there. 
1 noted his desire to conform the ECOSOC work program with that of the General Assembly and the 


Column 4 Column 5 
and noted that the potential assistance directly 


but were anxious for further information on canine 


Va 


she continued. Econoff reiterated that 


Police Commissioner of the Royal 
outlined for the ministers the progress made 


and the 


and the progress of the region in 


2007. A visitor who is required to 


the UK raised concern that 


and urged a more secure visa. The 


and would submit a final assessment report on the 42 
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'ance, one of Iran\'s four state-owned insurance companies, recently told Conoff that СВІ Governor, 


Command South (RC-S) that initial estimates indicated that up to 80 Taliban may have been killed in 


size because of its position in the governing coalition. END SUMMARY. 2. (SBU) The Alliance for tr 


lorth Darfur. The UN reports that they spoke with Musa Mukhtar, an SLA member | 

announce the final list of provincial candidates by June 23. Upon the publication of this list, 

amic year, most recently in April 2006 to protest the lack of movement on its request for pay increase: 
sountry enjoyed some of the strongest economic and social indicators in Africa. Since then, Biya has 


Column 4 


Charles Stallworth 
DHS 


10 fingerprints 
the concept of the card as an \"e-purse 
appears to have lost 


although Mottley stated 


there is now consensus that \"all 


Stallworth was clear that 


a draft summary of 


and that the V'Government of the USA will meet 
maintenance and operations costs up until 


and reminded participants of StallworthVs 


and Post will monitor the final summary of 


and noted that the region would be compliant with 


now a 
Trade and Investment to the 
stated that the card 
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Executive Director of 
provided an overview of 


and biographic 


\" 


sanwhile, militia activity poses significant security concerns, especially in Ituri District. The proble 


aitis expect a female candidate to be elected. Many of KuwaitVs tribes have started preparing for prir 


rican experience in the 1960895 and 70\'s. The speaker also promoted study in the U.S. to student au 
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the ministers made no firm requests. An 


in one example 


removing from the document anything that would more 


who 
to identify donor 


Phillips noted that there had 
for example 


as well as concerned about the availability of 


d): Stallworth\'s presentation and the 


but had put it on hold in the wake of the USG 


she and others repeatediy made comments such as 


but of when. Mottley indicated that she would 
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identifies the need for 600 shin 


various 


жоп in gas supply to Brazil. Petrobras, however, will accelerate the development of gas reserves in t 


decision as the death knell for an FTA, formally broke their relations with the GOE and threa 


J Secretary General Wellington Chibebe avoided strong criticism SIPDIS of the GOZ. Employers rat 


arty Total -------------------- LESPWA 20 (місе 19 r 


ial in Kuala Lumpur. DCM forwarded copies of the two demarches to the Minister, and will follow up I 
mir\'s advisor, Youssef Ebrahim, and Ministry of Foreign Affairs Undersecretary Khaled 


nst Iran and the Russians and lranians encouraged a diplomatic solution to the standoff. Russia 
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d): Likewise 


but also that each 
it avoids any notion that 


Vthe USG recommends action VxV 
the international 
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two 


while others said 


Acting Chairman of the Bylaws 
Muhsin Saadoon 


which he predicted would be 


the Speaker 


Speaker Mashadani stressed that 


Saadoon told PolOff the evening of May 22 that 


that is in the Speaker and 


with most decisions made by consensus. 
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the establishment of a 


for 
Y which could later 
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and six (and two other related 


told PolOff and PoIFSN that he did 


arding Alexis in exchange for four cabinet positions. President Preval reportedly consulted with parlie 


irganization of American States (OAS) Permanent Representative John Maisto, in a brief visit t 


the bulk of draft subcontracting law. Не hoped the same positive atmosphere would prevail during di: 


5; reduced allowable weight limits; imposed a 50-percent tax on \ 
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and indeed did so right before the May 22 session 
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however and Salinas 


and Salinas agreed. 
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differences have emerged between the movements 
its democrats and dictators and its 


these disputes have been 


machinations among pro-BRV groups have had little 


pay 
and carry out entitlement programs. 


where two pro-BRV state government factions 


divisions within Chavismo will become more apparent in 


given the 
the most likely source 


tical-Economic Section relating to activities while in the region within 10 working days of completion ο 
it illegal immigrants; Mercosur signing a deal with Israel; Venezuela closer to enter Mercosur; and Cu 


judicial and economic systems in Guyana creates ripe conditions for the emergence of a narco- state 
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yet Chavez 


splinters 


in particular those between civilian and 


the party 


and its 
the 


the importance of intra-MVR disputes can be 


as well 


issue-specific interpretations of 


business deals 
MVR deputy Quintero asserted. Presidential 


Column 5 


despite their 


institutions 


Column 6 


and old 


ill of the hostages, and is willing to pass letters from family members of the three U.S. hostages to thi 


translation of the letter from the Ministry of Foreign Affairs follows. Begin text: Th 
De en 2. (SBU) The Ambassador began with a visit to the 39th Army Battalior 


al risks, particularly low voter turn out due to fear of government retaliation and the possibility of acceı 
iscussed his intention to show a more transparent approach to the press and non-governmental orga 


iy 22 meeting between Honduran President Jose Manuel N 


ле conference, but requested further clarification about the conference before making a final decis 
:omplete returns were published by the Central Elections Board (JCE) in its bulletin #17 of May 23. T 
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they all contribute to intra-party 
whom the MVR\'s National Tactical Command 


told us that internal clashes 


individual disputes are not 


now an alternate member of the National 


one example is Carabobo Governor Luis Felipe Acosta 
who has irritated the local MVR by packing his staff 


led by National Assembly president 


Chavez opponents 


the civilian-military divide is not the 


for example officials 
such as firebrand deputy 

former human rights lawyer Governor Tarek 

and mob leader \"comandante\" Lina Ron. It also 


such as Miranda 


but no evidence exists that corrupt 


it appears that as Chavez 
Chavistas are 
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ressel, to conduct marine scientific research in the exclusive economic zone and territoria 
oreign ministers meet for first time in a year, look for ways to avoid causing more strains in bilateral rı 
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none of the splits 


MVR primaries held in April 2005 to 


but all appeared to be 


BRV representatives publicly 


however indicate their firm loyalty to Chavez. 


V they assured 


sukuni issue Political agenda: 6) Yamasaki faction favors removal of Class-A war criminals from Y. 
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PPT Governor of Guarico State Eduardo Manuitt 


the press 


nine 


radical pro-government 


a former National Assembly deputy from 


2006. 


whom Jimenez called the power behind the throne. 
who leads the 


headed the 
supported by Barinas city mayor Julio Cesar 


bassy would visit the Korean and Chinese Ambassadors and ask them how the business community 


1 May 23, BSG communicated that the surveys were complete, but had been forwarded to the Policy 
‘er Ahmad Chalabi, but warned that Chalabi would continue to seek power in the new government. 


tural Representative Office (TECRO) in Washington, DC. 2. AIT Control officer: AIT/Tai 


2 discuss command and control, tasks, and terms of engagement with GOT. GNZ officials are meetil 


ence suggests that the stream of refugees is unlikely to decrease, with a network of Christian missior 
d U.S. efforts in western Europe, said the MFA agreed with us on the definition of terrorism, suggeste 
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Governor de los Reyes Chavez reacted by issuing a 
several pro-BRV state 
public housing 


and problems with BRV social missions. 


a 


which 


education 


health care 
mining rights 


according to former 


Diaz 


insecurity drives both Chavez 


which 
reports daily on 
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trash 


security 
and back payment demands for 


w Land Dispute Authority that is not yet fully active, the court of last resort appears to b 


OVIC 
litated an ongoing political dialogue between the ruling party and leaders of two opposit 


e nuclear issue as a bilateral conflict with the United States, when in fact Iran 
ated total economic loss for Guangzhou RMB 1.47 billion (USD 184 million), for Fujian, RMB 3.68 bill 
cise in the port of Koper. -- MANPADS (para 7): The Slovenes promised to consider our offer 


unity. The A/S noted the importance not only of the international community and Congolese governm 


and investment languishing, it is a risk worth taking. END SUMMARY. 2. (U) Kaliningrad OblastVs g 
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Hugo Chavez is in control of his 


Chavez appears to have 


in the long run 


particularly 
consititute 


he is probably relying too much 


he may be driven to find more scapegoats in his 


Chavez\' subordinates may be more 


the most likely source for a viable 
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Chavez blamed the 1999 landslides that claimed 


either. When Hurricane Katrina struck 
Chavez attempted to distract the public from 
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mining by demonstrators, but had been persuaded there are many problems. Nya 


vas planning to launch a new package of intellectual property rights (IPR) initiatives, including a public 


Jit to estimate, but probably number around 15 million. With the informal e 
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who 
removed 


Chavez received 


who have treated party dissenters harshly. 
in 


Chavez tapped the powerful Jesse Chacon to 


a position in which he stood to 
Chacon has since 


which 
Pollster 


ı Independent Human Rights Commission (AIHRC), exemption from the death penalty, and adherenc 
39, which includes provisions to expand parallel importation for pharmaceuticals. On WTO Doha Ro 


rder trade. The Governor and Ambassador also spoke at length about augmenting local security thrc 
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Chavez breaks 


Hevd Fix It 


the Chavista faithful 


according to a 
members of a government-sponsored 


some have even promoted Chavez-inspired myths. 


Chavez is 
while 


who has taught the President 


Welsch said. He added that 
not government ministries 
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told us in October 2005 


oversaw the social 


and President of Parliament Francisco Guterres, formally request international intervention. A writter 


and President of Parliament Francisco Guterres, formally request international intervention. A written 


nbers as well as against groups supporting them. Groups of thugs were seen in at least three areas 


smao called \ 


yf the Japan Defense Agency -- the JFTC has utilized its new leniency program and its enhanced inve 
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either. The MVR\'s 2006 


legislators parastatal indust and state 


Chavez has surrounded himself with loyal 


but logic suggests it cannot last 


Chavez\' authoritarian 
ensuring that his 


Chavez guarantees continued 


if Chavez 

his legacy 
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and Duke Energy. The Ambassador encouraged concrete 
which also involve 


that realization could 


and probably prompted Carrion\'s pre-emptive 


e 2. (SBU) The Government of Japan is currently negotiating draft guidelines with the World Heal 


ir trademark, patent, and copyright issues. DG Tsai and his staff will spend five days in 


Auth Kahanoff requested a meeting with the Director on May 22 to discuss Israel's concern 


erns, most union leaders and labor observers are cautiously optimistic that a well-connected CPP mi 


ce\ 
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and had asked the KMT legislators if Ma 


Lu 
was that Ma should not be viewed as a puppet of 


the United States did not need to worry 


and that 


but had passed her 


which could help 


she 
the chances of the PRC permitting its students to 
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jovernment now appears to have high expectations for the upcoming Co-Chairs Meeting. Akashi beli 


n- Yoears- 2. Aomori Prefecture Accepts Nuclear Fuel Storage- Facility - З. JapanWs Nucleai 


Vs goal was to refrain from giving any legitimacy to the Maoists. He said that Tokyo was worried abo 


ategic differences in diplomacy seen by China\'s flexibility, ROKVs tough stance (3) 2006 LDP preside 
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the LY members came prepared to discuss 
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Dzu observed and said that Vienam 


historic Vietnam-Iraq relations" The GVN has 


July 

\" Dzu said. 
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700) for each ex-combatant. Το receive 
ex-combatants usually form small groups of 10-50 
although we 


he said. Once approved the Ministry of Social 


coordinating with Asmara\'s office. 


000 GAM ex-combatants mentioned in 
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then monitors progress; if 
it pays out the remaining 50 
it imposes no sanction; KPA 


said Asmara. (A BRA spokesperson told us separately 
submitted just as the body 

were rejected. All 29 subsequently submitted were 
one has requested payment of the second 


000 of the GAM ex-combatants. Of 
985 have received it; Social Affairs awaits proposals 


000. 


Colonel Chairawan K. Nusyirwan 
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North Aceh Bireuen and Pidi longtime GAM 


although GAM has denied any role. In one six men 


four armed hoodlums on 


or about USD 6 000 
robbing him when he stopped for coffee at a 

police seized one AK-47 and 

all in good working condition and not primitive 


\"he opined. (Note: GAM 


but police 
politicians and AMM members to whom we spoke all 


from a BRI branch ir 


y cannot persuade the government to accept. The MFA sees Russia\'s Cyprus stance changing, and 
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250 (about one 


though the offices likely will form 


often 
he said; the traders pay Rp. 2 
000 (about USD 0.43.) He said GAM gets 10 percent 


GAM 
he 


he added 
although less often than 


Stay The Same 


GAM viewed existence of supposedly 


the head of the 
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600 (about USD 0.28) 


still collects \"taxes\" (\"pajak 


. government now appears to have high expectations for the upcoming Co-Chairs Meeting. Akashi be 


na\'s (BiH) tripresidency in the October national elections. With Silajdzic\'s official return, SBiH will lik 


ent Mahmoud Abbas told the Deputy Secretary that he will continue to pursue negotiations wit 


sidents in the East China Sea; and -- the PRC wants to renew the Japan-China Secu 
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100) apiece from Social Affairs 


\"Fortress of the 


Ὁ 
although 


and have mostly \"stayed in their holes\" out of fear of 
\" he said 


and has 


but noted BERANTAS had offices next 


as tens 


viewing their 


Few Returning IDPs 


Column 5 


with the 
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gy Bureau Deputy Director General XU Yongsheng on Мау 25. China\'s Five-Party Energy Ministeri 


r Peace ---------------- 3. (U) On the third anniversary ofthe May 16, 2003, 


(MDIC) Mohamed Nouri Jouini Khelil Lajimi, MDIC Secretary of State Amor Jilani, MDIC Director of E 


IFA Chief of Staff Fadhel Ауагі, MFA Americas Director Moez Sinaoui, MFA Americas Deputy Director 


3, Arab Institute for Human Rights President Lotfi Hajji, Tunisian Journalists\' Syndicate 


тогі of concluding that Iran is developing a nuclear weapons program. З 


!conomic reform and political modernization is still possible, but it will be harder than we thought 
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along with the neighboring 
the heart of Acehnese civilization 


as do a number of other major Aceh figures. The 
Mustafa Glanggang 


and that 

most of them 

have only slowly returned to Bireuen. Before the 
non-Acehnese comprised 10 percent of the 

he noted; today 


although Bireuen continues as the home of Anti-GAM 


new GAM Field Commander 
and Nasruddin 


IDPs 
not 


Section 3.2.5 (c) 


not 


\" not reflecting authentic 


but not through the same mechanism as 
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offers 


told us that the 


they make up 2-3 percent and 


Senior GAM Representative to the 


or 


improved Sino-Japanese relations. The Doha meeting of FM Li and FM Aso reached agre 


Coroni; -- Amnesty International\'s annual report noted BRV attacks on 


ion will be charged for the actual costs attributed to their visit. These costs include, but are η 
| empowering farmers, could significantly reduce poverty in Tajikistan. END SUMMARY. ΤΗΕ INDEI 


Column 4 Column 5 Column 6 
000 ex-combatants would receive Rp. 25 million but where 


he said. He agreed with what others have 
that а рокеу bureaucracy rather than policy issues 


which they speculate 
TNI and 


he 


but not out ofthe same funds as GAM. He noted 


insisting police thoroughly 


Djeunieb belonged to thug group Pemuda Pancasila 


^t government came to power because of the success of the democratic people\'s movement and so 


mong sons of one homeland. On Syrian/Russian relations, papers reported the visit to Moscow by Al 


ΙΑΕΑ. -- Imposition of security surcharge of 55K Euro/$71K per 
'ening, mobs burned another ambulance and looted medical shops. Krishna Gautam 


if Understanding (MOU) that establishes a new joint venture that in the first phase will rehabilitate or k 
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among the more charismatic GAM Field 
told us he is happier now than when he lived in 


a statement made that much more believable by 


\"then we can control them from above.\" 


Militia Should Sit On BRA 


TNI Commander in Aceh told us 


500 militia members while providing Rp. 25 
000 GAM ex-combatants. After all he 
\"GAM itself came up with the 3 000 figure in Helsinki 


he and 20 friends rode their Harleys from Medan to 
a 15-hour journey. He said he found the main 

free and safe. (Comment: Based on our own 

we agree. USAID colleagues 


the six North Koreans that were processed for U.S. resettlement in Bangkok had proceeded mostly г 


yut armed activities, extortion and intimidation. The government, in turn, would releas 


lem also informed the media that his primary focus will be on amending the constitution (see reftels) ἱ 
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but will commute 


but GAM 


he asked rhetorically. 


Not Scared 


and said GAM had no reason to complain about the 
000 ex-combatants 

500 militia to receive payments 

000 is what they negotiated in Helsinki.\" 


nevertheless 
as he points out 


in his opinion 
000 ex- 


he said 
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looked scared when we 
his men no longer get 


the reintegration process has not yet 


police arrested GAM ex-combatants 


anges to prevent discrimination against religious minorities continue to languish in parlia 


‘eased Turkish security presence along the Iraqi border to combat an up-tick in PKK terrorist activi 


vapped positions with Minister of Minerals and Energy Lindiwe Hendricks. Sonjica is the third 
es that the PML wanted a free and fair contest, Mushahid made clear that use of development resoul 


Secretariat Head Palitha Kohona, Defense Secretary SIPDIS Gotabaya Rajapaksa and 
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although he conceded they did give 


and thinks GAM members carried 


providing 


but thought it could get worked out. 


the process 
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while 77% find the cited cost of realignment 


Finance Ministry over USFJ 


Okinawa remain at odds about USFJ 


ext year, and 2) much positive work could be done to strengthen the economic relationship even withi 


orth Korean-flagged vessel is owned by an Egytian, Ismail Fatallah, under the Al Safa Agency. H 


) gain greater administrative control over the region, stabilize the turbulent law and order situation, bo: 


Column 4 Column 5 Column 6 


interviewed by 
blasts Japan for freezing aid 


700 people 


iolitical administration and economic development. Implementation of the overall plan has been slow. 


ncial criminal justice community to address problems and create solutions collectively. During the se 


ines, they represent a potential source of support for opposition parties provided these parties reach ‹ 
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but no exit in sight yet 
but next moves are important 


ruling coalition must come together to tackle 
spending cuts 


aftercare is important 


May 22 


2006 


met Deputy Chief Cabinet Secretary 
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EU accession process. Following the May 17 assassination of a senior Turkish judge, the outlook is f 


border in the context of a Nagorno-Karabakh settlement. On Kosovo, Turkey 


) press Moussa for release of Arab donations to the Palestinians that are being held by the League, p 
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LDP General Council 
and former chairmen of Lower House Committees on 


Fukuda at 29% in post-Koizumi race; 


2006 


the Asahi Shimbun found from its 
one of Abe\'s predecessors in his cabinet post 


Abe stood at 45% and Fukuda at 20%. In the survey this 
the margin has narrowed 
and Finance Minister 


Abe stood at 55% 

however 

Fukuda closed in on Abe. 

Abe was higher than 

respectively at 52% and 27%. Among those who do not 
Fukuda topped Abe at 35% and 29%. 
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with Abe going down and Fukuda 


with 
Abe was at 59% and 


he company qualified for Value Added Tax (VAT) rebates on exported metal concentrates. SUNAT οἱ 


e Iran\'s leader for years to come. Kocharian told the Ambassador that Iran was insisting on a presic 


-amani, the majority of Ba\'thists are now in the Islamic opposition, and he is trying to co 


\bdul-Rahman confirmed that senior Sunni Arab negotiator Ali Baban is a high- ranking politburo men 
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or 56% is in favor 


the Asahi Shimbun found from its 
73% said it would be 


\"yes\" accounted for 56% with \"no\" reaching 29%. Among 
the affirmative figure was almost 


opinion was split with the 


2006 


84% of respondents did not think that the government has 
respondents were also asked about 
77% said it was 


down from the 50% rating in the last survey 
up 


ew government; however he noted that senior Iranian negotiator Muhammad JaVaf 


3218-4703, Address-SHS Q.6 BL.D, BRASILIA, DF 70316-000. Would appreciate receiving flight 5ο! 


as, Thank you for your communication of 19 May, in which you share your concerns with regard to th 


Kabul. End Summary. Mayko to Kabul -------------- 
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\"yes\" accounted for only 6%. Even among those who 


the affirmative figure was no more than 
with the negative figure reaching 80%. 


Japan will pay 


respondents were asked if they thought this 

\"yes\" accounted for no 

far lower than \"no.\" Even among those who support 

the affirmative figure was 25% with the 


the 


the general public seems to 


respondents were asked if they thought it 
public opinion was 
with affirmative answers totaling 48% and negative answers 


39% said it 
with 26% regarding it as a minus. However 35% 
gave other answers or 


negative answers outnumbered affirmative 
with \"plus\" accounting for 31% and \"minus\" at 43%. 
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but 

wanting to first set a forum with local 
is 

concerned 

also wants to take more time for 
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production οἱ fissionable materials for use in nucle 


; Of 
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and setting a time limit is not our 
Administrative Vice 


sensing slow 


Okinawa Prefecture on May 26-27. The city is the planned 


Okinawa Prefecture). But there is no prospect that 


Gov. Keiichi 


Inamine\'s official stance perhaps out of concern for 
is that he has not agreed 


\"The 


but how to 


3d to b 
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as well as the 


which has 
is alarmed by the JDA\'s 


in addition to a budget necessary for 


which determines equipment purchase 
arguing that a failure 


2006 


Okinawa Vice 


Futahashi 
\"Okinawa\'s view is now clear.\" 


Futahashi 
saying: \"The 
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talks w 


yarli 
yarli 
art Gas to Europe -- Khvalynskoye, Tsentralnoe PSAs Sche 


e maintenance of equipment. END SUMMARY 2. Оп Decembe 
iting. The GOF off 


stan to deliver oil to Azerbaijan a 
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which has been calling for a temporary heliport to 


prefectural 


Oura Bay 


the draft plan plays up the importance of US 


such as reducing 
000 and returning land south of 


2006 


according to the Defense 


the DFAA asked USNFJ to investigate the cause of the 
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and 


and Henoko Bay." 
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according to the 


the US warplane that caused the incident 


it has yet to be located. The US military 


2006 


the 


it would make it easier for Japan to 


which wants GSDF troops to continue their 


who will visit Japan on May 25 to 


it will begin withdrawing 


since terrorism is continuing in various parts of Iraq 


it is necessary to see 


which are calling for the continuation of assistance 


Column 6 


> clear to the Ambassador. The pi 
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where the danger of terrorism is high but it will 


2006 


government sources revealed 


criticizes 


2006 


saying: \" place 
Malaysia 
Sri Lanka and other Asian countries starting May 


which has paid attention to oil in Arab 
could be a counterforce to the US in Middle Eastern 


China has offered a helping hand 


Zahar strongly criticized Japan 


er 


lirements 


‚se Ігапі 


ar responsibilities, to make 


; of 
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Zahar said: 


the foreign minister implied the 


remarking: VWe will not implement what the chairman 


Zahar said upon admitting that senior 
2006 
Okinawa starting on May 26. The government h 


China also announced a plan to extend loans worth 
Tokyo has provided over 10 
countering China which is trying to 


while Japan\'s ODA will focus on 


2006 


the pro- 


» as pre-conditions. For its part, the GOU | 
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18 of Mindan\'s 49 regional headquarters 
the Mainichi Shimbun 


which have announced that they 
two more 


but seven headquarters refused to 


\" says DPJ leader 


2006 


“Тһе DPJ is a group of people who share the 
though people say otherwise.\" He thus indicated his 


over which the party has been 


when 


how effective his statement was is unclear. Asked 


V'It is a good thing 


Column 6 
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setting numerical targets and holding lectures to recruit 
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2006 


Minshuto (Democratic Party of Japan) 
has begun making serious efforts to 


the party\'s incumbent lawmakers also teach prospective 


\" Minshuto President 


Minshuto\'s support rate recovered to the 


however support from men was 27% 


or 7.96% 


are female. The rate is lower than the 
Minshuto\'s ratio is 


Minshuto will aim to: (1) raise the ratio 


VWe want President Ozawa to take part in the 


reportedly collected 
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2006 

Forestry and Fisheries Minister Shoichi Nakagawa had 

but what he could was to read only the prepared 

he managed 

Nakagawavs lumbago has worsened over 

having strained himself in dealing with 

he was unsteady on his feet. He left last night for 

saying 
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with specific emphasis 


of which Jeddah is the \"capital.\") Al Sairi stated 


for discussion rather than a b 


8, as well as town hall meetings in which local res 


Column 4 Column 5 
that his interest in establishing his own economic 


Iran\'s campaign is aimed at 


Afghanistan and 


ΑΙ Sairi said these steps are designed to create a 


he 


the implication was that these people would be 


V even in the US. 
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»d at political effect. He is also 


'u 
d active 


ocal business 


1 criminally liable if a check they clear is 
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Y namely the US. He also alleged that 


it is 
as he said trying to repay a debt to the 
however 


and it is unclear what he would have to gain from 


Meshari Al Sairi received a bachelor\'s 


later VAI Watan\" and \"Al Iqtisadia.V' Не vi 


including a week studying state and local political 


ΑΙ Sairi left journalism in 2003 to become the 

with ownership 

a chain of beauty salons a stock 
and a variety of real estate 
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returns as well. Other senior returnees include 
though another Ratu Naigama 


this time as Minister for Fijian Affairs. Another 
Adi Samanunu Cakobau 


ethnic, and religiou 


or problems 


arding further implementat 
se in their equity i 
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after considerable 


wishing to be Leader of the Opposition. Whether 


even though the portfolios have important 
a number of senior 


so be it; but to decline 
Chaudhry 


Chaudhry had the FLP 
May 23; but 


plus the debts 
required such numbers. 


under the Home 
since Konrote is a former Chief of Staff 


Konrote is not in Cabinet 


with comments 


an 
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and the Vosanibola 


r Ministries and two secretariats as well 


istina, he had offered Ahmeti fraternal support, but th 


nternational ba 
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the incumbent 


is a capable and 
who played a major role in 


Youth & Sports: Ro Teimumu Kepa. (A 
and one of the three highest chiefs of 


Lands & Provincial Development: 
and 


who has had a very rocky relationship with 


Social Welfare & Housing: George Shiu Raj. 
and one of two 


with excellent connections to the 


ided to end its check-clearing relationship with Palestini 


welcomed increased 


/431-0384. 4. 
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and Minister of Agriculture in the 1999 Chaudhry 
but Qarase made a switch.) 


trade unionist 


and long-time FLP 
with good connections across party lines; Foreign 


though Chaudhry had proposed 


who at one time served on the staff of Fiji\'s 


заѕіѕ for the lawsuit is that 


) partici 
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which 

Gabriela the KMU and Migrante 


along with the mainstream 
bitterly oppose President Arroyo. These leftist 
with its representatives in 


\" while a mounting number of its field cadre have 
the legal left 
but its active hard-core membership is small and 


some in the GRP and military have wondered aloud 


iunt for 
en 


and oppose an expanded role for 


Column 4 Column 5 Column 6 
the 


the CPP seeks to create or influence pre-existing 


Bayan Muna 


feudal bondage and a corrupt government.\" Bayan 


who 
\" do 
but only 


a former leftist who now works at 
estimated that Bayan Muna has close to a thousand 


including party leader Rep. Crispin Beltran who 
for example helped spark violence at Hacienda 
alarge estate with a sugar mill located north of 


but to extort money from employers 


July 16, and then hit the August 5 


ioth support the new gov 


storage, and distribution infrastructure for 


3, Ministry of Foreign ΑΗ 


ar with similar organizations in oth 
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including in the Middle East and Hong Kong (ref E). 


but not won any seats. 


which is active at the university level 
and COURAGE a leftist organization active among 


tilts in a social democratic direction and is not 
the 


is said to be on a NPA \"hit 


a Bayan Muna representative told Acting Pol/C in a 


the left pushed hard for the 


but it is now aligned with pro-Estrada elements in 
the mainstream 


the left is disciplined and focused and is widely 
if small element of the 


while its 


istry. Opposition members of 


he aim of putting the Iranian leadership on th 


yal Mosque in al-Khobar about the dangers associated with technology and the unpardonable sufferir 
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however. House Minority 
especially from the middle 


were reluctant to attend rallies in which 


the 


Bayan Muna has attacked the proposals stating: \"The 


we will still be governed by 
exploiting classes for 


the left is on 


and the police arrested Anakpawis\' Crispin 


leaving 


charging that the Department of Justice\'s 


including by passing their Congressional \"pork 
and undertaking other activities 


at least 29 leftist/labor 


4bandd. 1. ($) Summary. The second meeting of the Joint Terrorist Finance Coordinating Comm 
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claiming that active or 


perhaps presaging 


the legal left is 
but its number of hard-core activists is small 


for example). Elements of the GRP and military 
however with some 


many in the Philippines believe that 


offering a 


however is the ongoing extra-judicial killings of 
which serve to polarize further an already 
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ıths. Bu Melha said the SecGen of HAI beli 
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moderate Yomiuri editorialized 


an occasion that 


as the new government 
begins in 


which remains dire. To 
it will have to bring about reconciliation among 


the Iraqi people\'s hopes for stability and 
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the supposed motivatation for the 
but he and his 


and 


with Republic People\'s Party 
are not the only ones trying 


Turkey\'s ostensibly non-partisan head of state 
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in his 


sedint 


daily 


A 95-kilometer segment from Qal | Now to Bala Murghab, also in Badghis, and a 32-kilome 
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and 
saying the he did not 


\" but rather \"very 


or approve the demand for a 


combined with 


have undermined 


or someone else they consider similarly 
to the presidency next spring. 


the 
which 


and the military remains Turkey\'s 
the 
and Turkey\'s 
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sen Al Zamil was also released on b 
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and that the GOT should directly approach the 
we 
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7-11 2006 in Gaziante Turkey 


Gaziantep Chambers of Industry 

and is supported by the Turkish 

the 

the 

Gaziantep Chamber of Commerce and 


especially from Middle Eastern 


during the journey on the 
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"m contract protections for workers whose employers fail to provide а wr 
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000 tons may pass with a 
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Istanbul) provided they 
thereby avoiding a complete passage 


the restrictions prevented the Soviet Navy from 
they also impact 

for the USS Apache to 

it will need to 
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se investment. Well taken care of | 
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passing through the Dardanelles and then 
another USN ship 


000 


and offer workarounds or alternatives 
the MC requires 


particularly concerning civilian 


therefore 
time-chartered vessels not normally employed on 
hired to move military cargo are not considered 


even when military 


an 


according to our MFA 


the 


although the cargo ships 


they were 


however 
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subject to restric 


a request for 
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the GOT would fear Russia and/or others would try to 


but imagine Russia would welcome an opportunity to 


Ankara now 


as evidenced by completing TUN-USN 


and scheduling Turkish Navy 
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an investigation has begun against Cevdet Konak 
reportedly because of a speech 


ber 


Corporation (SRTC). Post co 
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including Nusaybin mayor authors 
DTP 


Egitim-Sen (Teacher\'s Union) members 
BES (Laborers\' Union) 


attended a concert which was organized by Mardin\'s 
reportedly seized 


Mardin 


Adana and Sanliurfa provinces. 
Ferhat Turk (currently under arrest) Kerem Ugur 


Adana and Sanliurfa provinces respectively. Yesterday 


six cartridges and 385 bullets in a 
65 kilograms of smuggled tea and 


five of whom were customs officers have been detained 


ırged BOT and BO models 
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who opened fire in the air thinking 
was shot dead by security 


CHP deputy from Adana; a 
CEE board president and member engineers 


the farmers are reportedly expecting the 


Chairperson of Adana Commodity Exchange 


which 
neared. 


a young leftist student leader of the 1970s and his 
who were hung by a military tribunal in 1972 in Turkey 


who were caught in an operation 
have been arraigned and 
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ary relations 
ıspected cases of human Al has risen to 11, though the si 
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5 beef imports possibly in July after inspecting 35 meatpacking faci 
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whom he said the opposition 


emphasizing the urgent need for 


just prior to the 


Salibou 
reiterated that the 


but 
\" Garba said 
the opposition 


Garba and Ibni Oumar firmly ruled out the 


saying that 


they explained that the dialogue that the CPDC 


not just civil 


along with COGONET and CGASCOET 


the three groups judged the election favorably 
despite noted problems such as overly liberal 
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are for democra. 
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and it called for an all-inclusive national 
hailing from African countries such as Burkina 
but was nonetheless favorable. END NOTE). 
Garba said it is not enough for Deby to talk 


particularly since 


Garba said 
significant electoral system reforms 


all of which Deby would reject 


2003 
Deby confided in Garba that he planned to 


the 


at least not without significant 
for several reasons. First 


Garba said 


when the United Nations Committee against 
whose verdicts have moral authority but no legal 
ruled in favor of seven Chadian nationals who 


as 
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the dialogue would have to focus 


unless he were 


Deby 


that V'he would have 


timate of six individuals per f 


оре 


to h 


һе current oil price environment), given 
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by not 


which allows 


which decided in January to 


Garba said Deby had good reason to fear 


a former Deby confident convicted of murder. 


out of fear that 


Deby signed a decree to have 
effectively annulling his right to an 


Deby\'s health remains poor 
that he would 


Garba alleged 
which 
he 


Deby has long been involved in 
\" which involve 

the production 

dirty business deals (including 
and other forms of 


exposing his corrupt activities to the 
without the protection of the 
he would be targeted by numerous business 
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Garba said 


has commissioned the construction 
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Garba said 


citing 


there is 
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it charges 
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ral bank, and 


5 must inc 
:cable. The cable sho 


ffices of FAO, the U.N. Children\'s Fund (UNICEF), and t 
efinition of NGO beyond the traditional western definition, the Chinese government and state-contr 


country clearance reques 
"by older church torn down in recent years. The church pays for its upkeep by renting out the bot 
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it does not charge the additional fee. Forms and 


Lin said it was 


Lin said the Center has no authority 
courts or 
he stated 


Lin said lab staff occasionally receive 


a business representative from a local media 


Lu Zhou Press and Publications 
said any future requests should 
but added the 


ınting the security clearance. Cabl 
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y the security 
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ng the security 

»quest it should be done b 
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in order to assist enforcement officials. 


but so far there has been no 


division chief in MPS\'s Social Order 
said MPS investigations have uncovered 223 


they should send cases 


the burdensome evidentiary 
and the long waits to obtain 


and the 


this meeting nevertheless may open the door 
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d concern here that U.S. interest rates will continue to rise. Since the Hong Kong dollar 


nversations (Refs A and B). The dialogue paved the wa 
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an opinion piece in the 


according to the article Chen\'s 


the article added it will help 


head of Nanhua University\'s Department of 
opined in the mass-circulation 
000] (5/23): 


and many people in 
the U.S. reaction came 


V and he urged China to learn 
his speech at 


Young urged both the ruling and 


akin to Chen Shui-bian handing a written 


Chen 


so they will consider passing the defense 


a gains 
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loosen its financial regulations and support 


Washington has its reasons in 


associate research fellow of the Taiwan Institute of 
opined in the mass-circulation \"Apple Daily\" 
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prevent money laundering 


such as signing the 


Taiwan plays an important role with regard to money 


no other 


the trade 


and [the result] will 
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Shaikh Abdul Aziz 


but the GOB believes the former 


Proliferation Security 
Iran 


A/S Hillen 


Central Command Director for Strategy 
PM Chief of Staff Ruggiero 

and Pol/Econ Chief (notetaker). On the 
MFA Director for 

and Hashem Mansoor. 


Iraq 
energy security 
and counter-terrorism. He raised the 


some options being providing additional 
linking GCC air defenses 
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if the government is 
it 


Shaikh Abdul Aziz said that Bahrain would 


free of 


Shaikh Abdul Aziz said the Iranians 
\" he said. The 


Foreign Minister 


although there may be some internal opposition to 


he said that Iran must abide by IAEA rules. There 


entification purpos 


1 by January 2007. We note that NASA 
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separate from the extremes 


but not on the ultimate goal of a 
which is a red line 


Bahrain would take a 


he said 


Shaikh Abdul Aziz 


in 
and people will question why Bahrain 


pointing to issues such as the departure of 


Bahrain has no problem with NDI and believes 
according to Shaikh Abdul 


is the NDI director who does not look upon Gulf 


60 million 
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because actions by supporters of Iran inside Bahrain 
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the Crown Prince said and can no 
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if his replacement. End summa 


Column 4 Column 5 


while there are diplomatic 
however and Iran 


the aim of military action on Iran should be regime 


it will have to take the lead in place of the 
a big segment of Europe\'s 
the 
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it could be an observer at 


he said. 


the CP 
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especially in the south. It 
Egyptians and Arab 


reactionaries resist while 


this dynamic is 


the CP 


and so 


the Crown Prince suggested that Defense 


in this part of the world and the U.S. 


explicitly condemned powerful Saudi figures, including Prince al-Waleed bin Talal, Lubna Olayan 


), Asian and European countri 
1ezuela in its bid fo 
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Nhan Lien and three 


we visited Pastor 


Pham Ngoc Thach 
also members of the \"Mennonite 6\" -- were 


on the morning of May 22 ward 


after we reviewed the building 
Dung and Nhan acknowledged that it only authorized 
not additions. They 


police used ladders and 


ed 


| Justices, three were rejected by voice vote due to concerns about dual citizenship. The fate of the c 
if 


al issues. Kirchner called for a N 
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she was carried 
then by four police officers. Her face was 
but neither Nhan nor Dung alleged 


police pushed Nghia 


police should have used due 


Pastor Quang was able 


he sought and received permission from local 
but not expand his home. (The area of 


in this case 


he refused 
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following the 
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MOU\'s Kim responded that по 
averaging between 

000 tons annually for nearly a decade 
ship 

on the fertilizer front 

000 tons of fertilizer 


000 tons -- began in mid-May and is expected to 
the South Korean 


000 tons of fertilizer sought by the North. 


DPRK crop 


without the fertilizer assistance provided by 
North Korea\'s rice yields would be only fifty 


while unable to make precise 
predicts that the harvest for this year will yield 
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the South 


are not 


and deliver the 


the South has 
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plus China\'s food assistance 
the food situation will be bad 
according to Kwon. 

Kwon claimed that the 
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it would be forced 


even though the South 


and pay for 


the South Korean government would make 
probably equal to years past 


he verified continued South Korean support for 


and if so what 


the Embassy\'s view is that NGO 


with change accelerating during the 


such behavior is 


and therefore there is every reason to 


North Korean farmers and others with access to 


outside the PDS. 


DPRK authorities 


Column 5 Column 6 


plus the food 
but not 
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for distribution 


\request was later submitted to the Government of Australia 


; would react positively to su 
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it would seem 


the default response might then be to lower PDS 
punishing (again) the politically weak in the DPRK. 
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Security Council. However, G-77 


the engagement. The press reported 
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the GVN is optimistic that it will be 


the PMU-18 scandal has been 


punish the 
and address systemic weaknesses. 


financial and legal systems that 


the World Bank and DFID 


DPM Dzung 


institutional structure and good government 


however have a clearly 


or where the 


1e Future of Kosovo 


s absent since 1994 (reftel). SYNESCI,s efforts to с 
transformed Cameroon into a mu 
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but the press 
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it is trying to determine the \"pitfalls\" in the 


Phuc said that 
\" according to the 
who also asked how much foreign 


the 


USD two million is estimated to 
but specific details regarding only 
000 USD had been recovered from computers. 


but audits of major building projects on 


including examination of quality control 
do 


does it appear that 
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000 State-owned enterprises (SOE) have 
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һе Santos Basin and may turn to fue 
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but reaching the WTO\'s standard with 


but only because the EC does not trust GVN 


which is now being put under 


it is not 


but a specific official 


but reassurances of 


to send review missions and 


the confidence of board members is critical; 
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by the firm 
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scussions of a wholesale labor code 
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ban dictator Castro\'s public exposure of his fortune. 2. OPINION PIECES AND 
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and MPI 


where a joint 


the Communist Party leadership realized 


Party leaders are 
with support from donors. Their 


and he could merely be paying lip service before an 
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but we 


other contacts especially in 
have told us that the GVN is moving to limit the 
the 


the open media debate that preceded 


the GVN will discuss corruption at 


>. Because Guyana is a country о 
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1 headqu 
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the issue could 


which is highly regarded will 


but both 
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the key will be the 
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May 30-June 6 MFA 


Liu said that 


\" Liu said 


Liu said. China and 
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to benefit from nuclear 


the Syrian president said 


and Syria is keen on expansion of full 


saying the accident that took 


the source 


V' the sources said. The mourning father told 


the official agency reported. In a very unusual 
Tishreen 


the only Syrian daily that is issued on 
covered the story on the first page 


with a photo of 
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and means of resisting pressure. Mottaki: UNSC 
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a student at the American School in Damascus 


ion (USD 459 million). 


ent putting pressure on the 


overnment hosted its first international 
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a commentator in government-owned Al-Ba\'th 
the Lebanese government signed a 
the ruling 


claiming that this is necessary for Lebanon\'s 


sea 
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Seeks to separate it from its Arab body 


and to apply pressure on Syria. In the past few months we 


and 
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and airspace as an encroachment on 


under the pretext of 
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an editorialist in government-owned 
commented (5/19): \"The Beirut-Damascus Declaration is 


through Americans anda 
not Israel is 


an editorialist in government-owned Al-Thawra 


1967 border and the return of 
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such as the Third 

for discussing North Korean and other 
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suggested 
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as she understands that 


Handzlik indicated that 


which he attributed in large part to Kohler\'s 


Handzlik 


taking exception to Polish Defense Minister Sikorski\'s 


Handzlik confirmed that Polish 
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astigatory powers in a number of other high pro 


th Organization (WHO) and ASEAN Secretar 
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Koehler reportedly insisted that he 


Koehler reportedly told Kaczynski 


Kaczynski 


but he could not permit threats to family values 
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a long-time Kaczynski 
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V implementing whatever policy course 
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Veverything will 
\" Handzlik stated baldly -- an assertion so 
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ethnic relations and national 
disaster response 


economy population 


information secu and 


V the changing international 
and 


and prosperity and development.\" 


there is comparatively little on Taiwan\'s military 


and the political confrontation between 


“Тһе ROC is Taiwan.\" VThe ROC is a 


000 square 
Chen talks about holding 


democracy 
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does not 
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and 


military buffer zones and a Taiwan 
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was highly frustrated with the new 


and was considering asking the USG to 
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Yessimbekov signaled a 


and minimized prospects of the Chinese 
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ExxonMobil\'s Government Relations 
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GOA and investors) had yet to meet 

she said had shuttled back and forth 
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at least was flirting with 

she said when the investors 


could neither 


telling Econoff that 


\" he said 


ely have a much stronger showi 
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ultimately carrying oil 
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on May 18. This opening ceremony was witnessed by 


а total of 150 people were 
87 of whom were granted certificates of 


reports from 


according 
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DRAFT AGENDA AND DISCUSSION 
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UNOSEK RECEIVED 5/20 A 


HOWEVER THAT THE SOC HAS 
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only Poloff 


though it was 
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although Sevc 
s merger with the Party of 
\"but every stick has two ends.\" Sevc said that it is 


s goal to join the next government. Slovakia needs a 
s plans are to build 
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000 voters. (Comment. A party needs 5% of 

000 is just 

but is far more votes than 
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872 votes represented 6.32% of valid votes cast.) 


association with past 


Sevc repeatedly said V'we do not try to 


door-to-door in eastern 
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Akron Trade and 
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000 in ransom for the ship 

000 for the 20-member crew 

on condition that the ship is returned and 
a Filipina posing 

an indication 


but the 
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as well as transfer the ransom money. 
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little has been done to empower 
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acknowledged Arbour but the UN has a legal 
which may be modified in the future said Arbour. The 
however said the first year will be 


and she does not envision major changes 


e state 
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and each will be subject to 


the Special 


including analysis on the many issues (e.g. land 
corruption) that have been documented over the years. 


and to monitor 


freedom of expression and freedom of assembly) 


Arbour said that there is every reason to look at 


and she urged the international 


the UN High Commissioner staunchly 
but the work of 


but Arbour laid 


Hun 
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and include more time in simulations. 


a municipal police officer in the 
was arrested on April 15 and charged 


noting simply that it is not 
Shaw noted that 


and speculated that the individual involved may even 


itis 
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Joseph 
and the Poles by and 
stayed. And although it was inevitable that the death of 


the bond remains strong. The Vatican 


Influence Remain 


Monsignor 
into the Apostolic Palace but he kept on Pope 
Mieczyslaw Mokrzycki (an ethnic Pole 


such as Cardinal Zenon 
Monsignor Antoni 
Archbishop 

Monsignor 


and others are 


Column 4 Column 5 Column 6 


but still heads an important Vatican 


another 


and brother of Maciej 
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Opus Dei. Though Fr. Giertych was selected for 


doing a lot of the heavy lifting in and around 
John 

whom Benedict sent to follow in his 

we have a 


\" Grzegorz Kaszak rector of the Polish 


told us. Kaszak pointed out that Poles had been 


most Poles 


\" and 


but the Vatican was touting its numbers in advance 


114 parishes and 800 


400 students studying to become priests. 
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\" 


a Polish priest working at the 


emphasizing the importance of this factor for the 
many at the 


\" 


Kaszak exchanged several greetings in 
whether one\'s in the Vatican grocery 


St. Peter\'s Basilica 
it\'s hard to go twenty minutes 


massive crowds of Poles 


banners 


\" Vatican 


Pope Benedict speaks every week to the crowd in Polish 
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French English Spanish 
as on May 


when he noted the anniversary ofthe 1791 ratification of the 


Znak 


who travels much less than his 
chose Poland as his second trip abroad (his first 


the Vatican has high hopes that Poland 


\" 
the Holy See MFA\'s country 
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German and other Western European prelates at the 
said Giers. The war in Iraq 
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on the other hand 


several seminarians and priests made a point 


it shares with many Polish bishops a wariness of 
the Catholic radio station accused of xenophobia 
DOM at the Polish 

told us that during their ad limina 

several of the bishops appealed to Vatican Foreign 


Lajolo was sympathetic 


the Holy See clearly did not want to get involved. 


many assumed that the Vatican 


saying that while the Holy See 
the nuncio 


given the 


as Banach told us 
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and expressed his 


things seem to b as the 
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it seeks to maintain its focus on the 


and allowed that some saw 


Banach commented that \"no one\" wanted to 


and it is inevitable that with the passage 


pushing the Poles 


however Poland is assured an important place . 
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Igali feared the GON would be dismissive of the 
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Bayelsa SSG Godknows lgali depicted the Delta crisis 


they believe the trio of 
Yoruba and Igbo) that have dominated 
with 


IgaliVs asserted. In most coastal states 


ljaws in 


the SSG noted that 
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he 
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000 Naira per bunker\'s barge that passed through the 
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retired and active ljaws in the 
and ljaw intellectuals regularly visited 
offering advice and assistance and seeking to gain 


most 
all armed and all being trained with the 
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for the past 


the militants have also been moving up and 
boats and 


the militants were quiescent and did not 
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they would adamantly 


the militants would resume 
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Ekpomupolo was 
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particularly those from Ondo and Edo states 


predominately ljaw states 


Ekpomupolo has focused his 
i.e. various large-scale 


currently in 


was also an important demand. Although he 
Asari previously had been 


said Igali. 


Obasanjo still saw this as criminality 
stung by 
wanted revenge and might try to 


particularly 


such as aquaculture. Igali repeatedly entreated 


provided the funds were 
Nigeria should not expect external 


the USG might be willing to marry technical 
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not a form 
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the 
the GON\'s slowness in showing 


Obasanjo\'s preoccupation 


he will 

if he takes one awkward step Igali 

the buck 

the 
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which made 
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Embassy Paris 
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the Nasdaq and London on the other? What 


Column 6 


who 


Biais says: \"The NYSE appreciates the competence and 


and the choice for independence from Serbia which 


where he saluted \"A New Iraqi 


which led to 


because it can \'balkanize\' the entire 


Column 4 Column 5 


the Montenegrins have also decided the fate of Serbia 
but without having chosen 


the Basque and 


but it carries a certain amount of danger. If applied to 
it can lead to the region\'s VbalkanizationV through 


this would be a 


Оітегі is coming with 


all the while making overtures to Abbas and speaking in 


Olmert will only broach the broad lines of convergence 


and in private of what they would do if it does not 


his policy has basically been one of Vlaissez-faire.V 
Vthe U.S. failed because it should 


we will be held accountable. While Washington has 


Column 6 


Column 4 
the 


whose margin of maneuver has grown 


and will caution against 


the 


whether they are examined in Jerusalem or in 
are not exactly the same.\" HOFMANN 
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they were easy to identify and track. Since that 

using information gleaned from thousands of interviews 
Consular officers have compiled a 


students and exchange visitors. At our 


Gulen 


Russia 


including Hacibaba 
and Atlas 


Column 5 Column 6 


will 


O6ISTANBUL832 Consulate Istanbul 


s movement included: 


the Balkans Africa 


a Turkish 
a 


Column 4 

MARIFED (Marmara Business 

and TUSCON (Turkish Confederation of Businessmen 
000 members. 


Gulen himself attracts hundreds of visitors from 


s movement 


but when pressed to 
only vaguely answer that 


most applicants cannot 
convincing answers; it 
t fully 


these presumed adherents 


s position towards Gulen. 


Column 5 Column 6 


Consular officers have 


Column 4 
Consular officers in Ankara and Istanbul 


attention 
male college graduates applying for J-1 


in 2004 


taking into account the processing time for 
it appears that the Н1-В petition 


we have seen a strong upswing 


New Jersey 

the Balkans 
Consular officers 
often through very 


we have seen many of the 


we have seen hundreds of mostly male middle-school 


over 50 young male teachers have applied for F-1 visas 


Column 5 Column 6 


these were 


many of these applicants returned witt 


and Connecticut. The majority of thes 


in the course of digging 


Column 4 Column 5 Column 6 


\" but they lack work or travel 

s movement -- is one way that they come to our 
nearly 50 percent of applicants in 

perhaps to be near 12 Texas organizations or 


applying two or more times. 


quite apart from any affiliation with Gulen s movement. 


shedding 

beyond the possible Gulenist 

we have gained relatively little 

foundations organizations 
as seen through 

but we do 

s activities go beyond providing 


s professed peace-loving 


we routinely 


19 of the Palestinians. 


itte 


Column 4 


Gulenist applicants 
have become a 


s annual NIV caseload of approximately 
000 applicants. While on the surface a benign 
the ubiquitous evasiveness of Gulenist 


an uneasiness echoed 


presented by the Gulenist movement itself 
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Darfur 


noting the 


accurately reporting 


Darfur 


the government-controlled broadcast 


Iraq 


the 


but significant 


Column 5 Column 6 


the majority with 
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and 


and Iraq. 


and positive bilateral relations. 


evolution in 


Column 4 Column 5 Column 6 


and the particular mention of freedom 
also represent an evolution 


in a press conference "Tunisia is a great 


modernity and moderation. VV" \"Tunisian- 


Column 4 Column 5 Column 6 


but interesting.\' "There is an 
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and as a result political parties were 


Column 4 


the PPS 


is very confident that they will be successful in 
in his opinion 


Alaoui stressed that 


pointing to the 


But Being Manipulated 


Alaoui said that \"certain\" media outlets and 


political parties were 


but warned that 


however 


adding 


nevertheless 
\" and the PPS needs 


and that it was V'the government" who was 


bu 


Column 5 Column 6 


the PJD lacks 


that he 


\"Some people are scared of polling 


the poll demonstrated to his party 


Column 4 


arguing in fact that Morocco\'s 
but 


the PPS supports an environment whre both the public 


for example by romoting small- to medium-sized 
the PPS believes there should be a 
workers 


according to 
also recognizes the intellectual deficit Morocco 


and Alaoui responded that the PPS fully 
as well as the goals of the King\'s Human 


not 


and he was reelected as secretary 


a 


he has confidence that the Koutla 


Istiqlal 


explained that the PUD has two factors working in 
the PJD will continue to enjoy popularity 


the PJD\'s ideology is an ideology shared by most 
the PJD lacks honesty and frankness with 

and the PPS does not see an 

according to Alaoui. 


Column 5 Column 6 


and PPS) and the Socialist Alliance (N 


Column 4 Column 5 Column 6 


Alaoui 


where parties would establish a 
Alaoui 
in part because the procedures and 


there is a national paranoia that 


asking about the five percent minimum 


a surprisingly naive (or perhaps 
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Bara District shut down operations from May 
\" 
Vice President of the Birgunj 


embarrassed by the 
issued a statement denying that they were 


and worried that continued extortion could \"cast a 


the Kathmandu Post noted that 


\" and that \"the confusion in the Maoists is seen in 


and unabated extortion.\" It concluded that the 


the people are still in a mood to 
the English 


the Himalayan Times noted V'both the 


solid cohesive and all-inclusive nation.\" 


Column 4 Column 5 


5/23/2006 12:13 06МІМ5К543 


but he appeared older and lacked the energy of 


but without a military parade and less extravagant 


Belarus celebrated the 61st anniversary of 


colored flags and streamers hung from 


scene of the March 19 demonstrations. 


accompanied by his two sons Viktor and Dmitr 


and approximately 500 WWII veterans 


Lukashenko gave his traditional Victory Day speech 


but used 


just as 
would repel such 
Lukashenko shook hands 


but 
his hair was grayer he stooped 


Head of the 

and Defense 

but unlike in past years did 
usually present in his overly 


was absent. (Note: Sheiman is rumored to be 


Belarusians 


Column 6 


Embassy Minsk 


and 
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Belarus\' National Day marking the anniversary 


but his appearance and lack of enthusiasm continues 
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levy forces number 
000 personnel and operate only in the Bajaur 


must provide their own weapons and function 


numbering approximately 19 000 are drawn from 


usually on the advice of the Political Agent of the 
Lashkars are called for search operations 


Column 4 
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between 6 

000 

000-17 


opposition leaders in recent days have 


as Tekebayev had earlier vowed. 


because \"we 


telling the 


because the demonstrations were having no effect 
Tekebayev and other 


and would not storm the White House. Reverting back to 
however 

\"we 

and President Bakiyev 


the government nevertheless seems intent on 
the Defense Minister - 


Column 5 Column 6 
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000-8 000 


while official 
000. 


Atambayev said that if the 


Column 4 Column 5 
and said the opposition would have to hold its 


civil society leader and protest 


regardless of the government-sponsored 


and if the concert is not finished by 


demonstrators V'will stand by and watch the concert 


claiming that the opposition 
just like we 


and said the 


some in the government 


when the RSO called mid-level MVD contacts 
MVD officials were unaware 


during a chance encounter with the 


at which time 


but said he couldn't rule out the 


and cited this as the 


Column 6 


Column 4 


with neither side making the kinds of 
neither the government nor the 


increasing 


childrenVs 


the Interior Minister and 
and seem 


the 


although there are 
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Thinley indicated that the refugee issue 
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and some invited NGOs -- such as the Moscow 
Kuzmin said. 


\" ensuring that everything runs 
for 
worked with the Republic of Kalmykia on the issue 


which has scheduled six 


including an International Forum of NGOs to include 


and the 


Kuzmin continued. These projects would include 


Greece Japan Canada 
but lacked the budget to do so. 


Kuzmin emphasized that every government had the 
and the West was 


as evidence presented a table the department 
the U.S. 
Israel and Poland to RI 


and responsibility would be followed and that 


close or allow an NGO to keep functioning 


they should have no problems Kuzmin said. 


organic process which could 


Column 4 Column 5 Column 6 


business 
however still tended to 


V becoming neither too Western nor too 
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LabwaniVs associate Wissam Tarif told 


a village outside of 


saying that Labwani had received USG 


a Lebanese citizen stated that the 


which has 


he has begun working closely again with the 


many of whom are reportedly UN-recognized 
an Iranian/Dutch national and President of the 


one of the Ahwazis SaVid VAwda al-! was 
where he faces the death 


Column 4 
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down from 9.5% in March 2006 


000 jobs) in Q-1. 
Breton said he did not foresee 


however 


including the investment survey 


and further 


indicating 
we need to 


Breton said that the privatization of 
plus the sale of government stakes in Alstom and Aeroports 


would bring in 12 


and 


notably due to the decrease in 


and 


Column 5 Column 6 
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even though 


the total current 


indicate 


Column 4 
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even if it is lower 
through next 
politicians will find it hard to turn the economy 
the government continues to be overly optimistic 
preliminary 
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an MFA spokesman said that EU 
with each meeting consisting only of a reading 
it was her sense that member states wanted to wait 
both Amnesty International (AI) 
as well as the cases of Fateh Jammous Ali 


and Kamal Labwani and designates all 


Column 4 Column 5 Column 6 
as well as of all other 

in a similar 

details the arrests of tne DBD 

as well as for the 


it is becoming 


moving away from its largely 


a belief that is tempered 


as 
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in following EU policy would 
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it gives 
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we have been steadfast in our support 


Excellency my sincere wishes for your 


2006 
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wishing the new government all the best in 


Vthe 
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5/23/2006 12:55 


matra (refs А and B). Anothe 
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a charge the 


CAFE\'s office in Nukus faced 
utilizing the internet without proper licenses and 
the MOJ requested that CAFE undergo the long 


CAFEVs headquarters 


including discrepancies with 


noting that some regional offices face 


IREX 
the Eurasia Foundation the American Bar 


other CAFE offices face 
giving the impression that the 


5/23/2006 13:03 O6USUNNEWYC USUN New York 
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C) to rest by passing amendments to 1959 law 


the opposition zeroed-in on 


touching off loud and disruptive debate. 


but Congress 


C). Having just won 


Sonia Gandhi was prepared to pass the legislation 
put the issue to rest 

following 

Parliament 


by a voice vote. Prior to the vote 


BJP 
who currently 


had the law not been amended. 


Column 5 Column 6 
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and ratify her return as head 


opposition leader 


Column 4 Column 5 Column 6 
the BJP initiated a stormy debate on 


responding to cases filed by 
compelled the Delhi government to begin 


castigated Congress for 


as it will do little to alleviate poverty and has 


as it alienates the party\'s upper-caste 


demonstrations and some violen which have 


as the proposed 


end the strikes and perhaps prevent the ill-advised 


Gandhi family 


s intention to deploy the quota issue. He added 


love 


Column 4 
and hopeful that the Parliament 


and stirred it up in hopes of 


however. On May 19 


\" 


\" and that \"the 
\" and is \"a disastrous pursuit.\" 
top DRDO scientist M Nataranjan asserted 


several opposition parties in the Upper House 


with BJP MP Murli Manohar 


Column 5 


Upper House 


Column 6 


VALS IN TURKEY SUSCEPTIBLE FOR EXPLOITATION BY THE CRIMINAL ELEMENT. LABOR МІ 


Column 4 Column 5 Column 6 
\"the Prime Minister should make a 


if not more inept. Instead of 
the BJP resorted to 


little of substance gets done. 
who 


the Left is in 


despite his 

appears weaker than he has 

many months. On the two year anniversary of the UPA 
the Prime Minister faces a crosscurrent of 


Congress has 


where Congress has tried to devise its 


Column 4 Column 5 Column 6 
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including those V'who so far are 
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which 


Bermann 


are the most important criteria. 

the French side welcomed adoption of UNSCR 
briefed Warlick on recent GoF meetings with UN 
and commended USG-GOF coordination on 


but did not respond substantively to WarlickVs 


HRC MANAGEMENT REFORM 


noting that 


the 


adding 
Sierra Leone and East Timor as possible 


Column 4 


and welcomed Warlick\'s confirmation of 0.5. 


Iran and Venezuela 
though she added 


and concluded that the upcoming 


and expressed hope that the 


Bermann urged working towards a 


for example. Bermann referred to a 
and affirmed GOF 


for his part 
while emphasizing 


Secretariat reform 


and cautioned against the 


and noted a GoF meeting with the 
who had expressed misgivings about 


Brazil 
without formally enlarging the Geneva 


Column 5 Column 6 


stressed U.S. 


and 


and Mexico -- in management 


Column 4 Column 5 


which 


and suggested a more informal 


could advise the UNSC on military matters 


in the U.S. 
would also give Russia and China an opportunity to 


and both sides suggested that the issue should be 


DEARTH OF CANDIDATES 


declared candidates to replace SYG Annan and 


but agreed that both criteria 
undeclared candidates 

noting categoric Russian opposition 
and doubted that the 


whom she 


though she did 


AMBITIOUS OPERATION 


noting that the GoF had always favored a UN takeover of 


Column 6 


Column 4 


not 


during which he 


and told him that the Sudanese 
based on his discussions with UNMIS 


ambitious mandate in Darfur 


000 -- to include civilian officials 


so 
from water to 
would have to be brought in. 


during which parties could seek to 
prospects for increased IDP\'s 
and donor fatigue 

and said he was 

due to the massive humanitarian 


with the 


and that he would also lead the delegation\'s visit 


UNMIS had told him that it was reluctant 


because of 


Column 5 Column 6 


that the UN 


military and police 


potential hurdles 
which 


Column 4 Column 5 Column 6 


Bermann commended 


stressing the importance of the issue to the GoF. She 


asking whether Venezuela\'s 


with Guatemala 
especially in Africa though 


and stressed the disastrous impact Venezuela would 
including efforts to build support for 


with the GRULAC 


but she agreed to stay in touch on 
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V and reiterated the importance of boosting 


a columnist in government-owned Tishreen opposed 


Column 4 Column 5 
although he does not agree with them. He 


papers reported the visit to 


to ease their communication with their 


criticizing the European statement on 


5/23) 


5/23) 


5/23) 


Lebanon 


5/23) 


Yemeni Prime 


5/23) 


Column 6 


Column 4 Column 5 Column 6 


5/23) 


5/23) 


Chief Editor of government-owned Al- 
commented (5/23): V'Europe is yearning for its 
especially some of its influential 

has a strong desire to put on YmodernY colonialist 


but it also sees the region as part of its property. It 
disregarding countriesY sovereignty 


it 


through democratic elections leaders whom Israel 


European Master" 


Column 4 

an editorialist in government-owned 

wrote (5/23): \"There is no excuse for Europe 
to harm Syria and its people and 

human rights 

they would not mobilize all their resources to 


who are under 
and to prevent 


selfish 


the enemy of Syria 


a columnist in government-owned Tishreen 


| find myself obliged to clarify my 


but if | were 


adopting assumptions that the 


regional 


Column 5 Column 6 


or some 


and 


lurking European master: Syria does r 


Lebanon and all Arabs. And 


| wouldn't sign it although | 


Column 4 


playing into 


their families 


but it keeps silent on the systematic 


Blair 


just as they are not 


his statement was considered 
and all hell broke loose. But 


the Europeans kept silent 


therefore 
release Michel Kilo and his 


not subtraction.\" 
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807) ran an editorial entitled 


we can expect the Venezuelan 
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and peaceful pol in 


and 


as if he had said nothing. 


whisper in the ears of those who are c 
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\"Chavez and the 
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conservative independent \"L2 000) 
dean of the journalism 
\"Chavez\' Horizon.\" 


the United States has more problems and fewer friends. 
is interfering in 

will do the same in Ecuador and will find a way 

as soon as 

and one that is willing to use its money 


give oil to Cuba garner sympathy 
finance several political 


freedom of expression and even 


it influences 


inevitably touching upon the interests of Argentina 
Peru and even Venezuela; as an investmen 


the European Union 
sooner or later it must express an 
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no doubt would require the skills of an elder 
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and radical teachers). He expressed concern about 

which is creating 

\" Paniagua warned. The ex-candidate\'s pessimism was 


where Paniagua\'s 
he 


he criticized both the 

whom he said had been far too biased 
treating her as a sure thing 

when this was not the 


that the journalists undisguised favoritism toward 


the situation demands talks to build a 


that this only represented an admirable 


however that Chavez enjoys great 


Paniagua said that 
but some of those he did know he thought well 


surname Estrada who had been a Congress member wi 


Paniagua acknowledged that 
the UPP-PNP Congressional bloc is 


Column 4 Column 5 Column 6 
UPP-PNP candidates will in 


Paniagua said 


Paniagua listed the following: 


who are well organized and 


Frente del Centro 


its members would likely stick together in Congress for 


reach out to experts 
and reach out to others in Congress to 
if elected would have to 


Peru\'s 
Carlos Almeri told Ambassador that he had 


Column 4 Column 5 Column 6 


Bolivia was entering a 
\" he said. 


\" he puts forward a 
no doubt he would play an important role. 


Paniagua despite his poor showing in the 
remains a moral authority in Peruvian politics. His 


where Humala enjoys 


but 
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security forces also pre-positioned two young 
who stood frozen like statues for 90 
with security 


a Japanese delegation 


\" delegation member Professor Yushaki Sasaki of 


Column 4 


among others 
he said. Niyazov 


song 


who 
\"continues the high poetic 


officially named the 
V is the second VOlympicV 
000-seat track and 


who is in the 6th 
stood beside the road in the scorching midday sun for 


the girl\'s 


where the girl was able to call her mother to pick 


but in the end 


troupes of young children 
gymnastics 


Column 5 Column 6 


were renovating 


and 


according to the newspaper 


and traditional dance as they 
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the mayor of Ashgabat and a managing 
the French construction firm that 
cut the ribbon to inaugurate the facility. 


and over 
all new to the sport took to 


executing geometric figures on the ice with 
000- 


who had been 
in tears outside the building. End Note.) 


featuring the 2006 World silver 
took over for the main event. 


there is no reason why a country rich in oil 


civil society human rights and free 
the ice rink 
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s Morales. Coca should 
he said saying he would 
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Column 4 
of someone whose policy towards the 


however 


s election. Apart from the 
he cited the Ambassador\'s April meetings with 


Struble said noting that Humala had 


the Ambassador observed but in fact 


one of whom was a 


Argentina and the U.S. -- to 
s 

\"We have our 

V' holding out his 


Humala said that he 


a consulting 
s question (Rospigliosi is also a 


the 


our assistance partners receive 


the Ambassador said he would send something 


Column 4 
in the only intervention he made 


said he would like to organize a meeting 
s economic team and Embassy counterparts. 


Humala said that his speech 


but that was just because he reveals 


citing the Camisea project 
citing 


butbya 


which has now 
however 
5 
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but Need Rest of Government 


claiming 


\" gloated al-Sagheer. He remarked 


al-Sagheer predicted. 
al- 
and blamed 


al-Yasiri is not active or competent 


Column 5 Column 6 


and that 


O6BAGHDAD17C Embassy Baghdad 
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whom 

independent 

al-Sagheer very 


the Shia Alliance would renominate Bayan 
al-Sagheer waved aside the 


al-Sagheer claimed. 


meanwhile foreshadows the 


the 


but he has chosen 


itis 
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only Morocco and Tunisia took a more moderate stance. 
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US 


however 
to root causes and 


it must cover all of these elements. 


1) foreign 


the EU countered that the 


state terrorism 
etc.) being dealt with in the GA Legal 
not to avoid discussions but to avoid duplication 


which the Jordanian delegate claimed is recognized 


Egypt 


Pakistan 
Brazil 
Malaysia 


Algeria 


Guatemala 
Yemen). 


Column 5 


Eastern 


Column 6 


stressed the need to cover all 


Pakistan) 


Jordan 
Syria) 


Lebanon 


Lebanon 


Iran 
state terrorism (Egyt 


Cuba 


Saudi Arabia 


Column 4 
generally recognized the progress 


New Zealand 
particularly with 


Indonesia 


VIf we don\'t act 


US 
Peru 


what about 

Mexico said that such 
Canada 

New Zealand 


Peru 


Ecuador 


Kuwait 


following release of a working paper which the 
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Philippines Indonesia) urged 


Pakistan and Ecuador 


the Security Council 


Turkey Colombia 
Israel Morocco 
Chile Pakistan 


Morocco and Liechtenstein. 


Pakistan) said that 


Cuba 
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friendly and cooperative relations that exist 
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statements made there will be even more sharply 


not 


followed by ministerial-level meetings in July and a 


just 


Russia and 


Column 4 Column 5 Column 6 
but hoped for a 


even 
but the whole 


working 
can have a positive influence on conflict 


saying 


some statements Khaindrava had made at the JCC were 
\" 


acceptable and even 


including the insistence of using 
\"Montenegro 


given in U/S Burns\' letter that frozen conflicts 
that conflict would be he said. 


not the Summit. Karasin gave no direct 


EDGED THAT WITH THE EXISTING SOURCES OF REVENUE ΤΗΕ GOVERNMENT COULD NOT 


Column 4 Column 5 Column 6 


and proposed a working lunch and meeting that 


international signal to Tehran; otherwise the 


however that Wwe should exclude all 


exclude major players 
and turn Central Asia into a Great 


emphasizing that counter-narcotics was an important 


what gets said and done will be watched extremely 

for example the SCO again made statements 
those statements would be \"sharpened\" by 

especially given his propensity for dangerous 


V but hoped that the U.S. has a 


CENTRAL GOVERNMENT ROLE IN THE COMPETENCIES BELGRADE IDENTIFED AS V 
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since it was the Vlingua franca" of the Baltics. 


the U.S. has done so. 


Karasin said he believed 


V to quote a Soviet saying. Karasin 


now that the election is history. 


which has influence should persuade 


Karasin continued it was important 


including in the field of energy. There could be 


but V'the price of gas and 


but it was 


with participation of the new 


Column 4 
Defense and Foreign 
\" but 


however 
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FM Livni appealed for Egypt\'s 


and asked for details of 


beyond mention 


and to look 


and pointed to the WEF youth and peace 
which had 
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21 National Assembly Deputies from Mali\'s 


however 
Sarkozy gave a 
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that the decision on timing was a Kren 
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the Deputies failed to attend 


Column 4 


most of it negative 


a group of 21 National Assembly 


Malians recently deported from France 


however 
particularly since 


the French Ambassador issued a brief communiqu to 


Sarkozy hoped to share his vision 
both as the second- 

and as а likely 

stated the Ambassador 


Column 5 


since it is 


Column 6 
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there was no \"selective 


after the MFA\'s apparent failure to 
the French Ambassador called on 


the Kayes Deputies elected to receive the 


the poorly attended march 


many protestors appeared to be as angry with the no- 


Sarkozy authorized the return of a 


Sarkozy addressed a 
civil society 


the speech quickly became 


Sarkozy\'s direct and 


for instance that France issued visas to 70% of 
000 Malians who applied for French visas last year 


V argued 
\"is not the concept of selective immigration but 


Column 4 Column 5 Column 6 
unemployment and 


warned 
is better than a policy of zero immigration. He 


without \"paternalism\" or \"clientism\" of each 
youth employment 


Sarkozy opened the floor for 


a Malian 


\" the Deputy asked \"to have invited Mali to 


Sarkozy - losing his patience after the Deputy had 


that he too held a Parisianlaw degree 


France 
\" and later accusing the head of the 


the French Interior Ministers Malian tour did 


\" which 


few 


Column 4 
particularly his cutting responses to 


seemed at odds with his earlier statements 


as the Malian press calls it 


the credibility of the Kayes 
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where al-Maliki had been Ma\'sum\'s deputy 


according to Ma 'sum 


at al-MalikiVs 


sneering that a man who refused to even 


she pessimistically assessed that it might 


Gilly confided that even the PUK and KDP 
Fuad Ma\'sum 

and Rowsch Shaways - had all negotiated for 
not for either party or Kurds as 


Gilly 
she claimed 
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was Mali\'s own National 


06ZAGREB642 Embassy Zagreb 
06BAGHDAD17C Embassy Baghdad 


isa 


Hoshyar 


was the 


Column 4 Column 5 
making 


President Talabani\'s Chief of 


coming as it 


signals 


a KDP 


told Poloff on May 21 that the handover 


he noted that he agreed with the conventional 


of course. Zebari warned that al-Maliki was 


and like Ja\'afari before him al-Maliki was 


according to Zebari is also 


and has blamed both the Shia and 


Column 6 


Column 4 Column 5 Column 6 
and said noncommittally that the KIU would 


andasa 


al- 


not only between the PUK and the KDP 

given the contentious 

a Dawa member). The PUK with its looser 
seems to be more willing to 


the younger and secular people like 


who at least 
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V permiting the party to portray itself in 


t be pursued. Political scientist 


Column 4 Column 5 
and the Prime Minister\'s subsequent 

certainly 

Paroubek could never 

but could serve as a cabinet minister 

pollster Jan Herzmann 


since it would mean that they would 


this would likely mean the departure 


both CSSD and ODS have strong reasons to 


or wins a narrow 


then most observers would 


such as Evsen Tosenovsky 


thinks 


since they see this as the only way 
which they perceive as 


from mid-March to late-April 2005 
ODS enjoyed a 15-20 point lead in the 
many suggest ODS 


consistent program. By mid-May newly 


several 


Column 6 


Column 4 Column 5 Column 6 


the 15% flat tax and that radical reform is 


dubbed the 
&makes people nervous8 and isn\'t well thought 


shadow finance minister Vlastimil 

and shadow interior minister Ivan Langer are 
S 

is the 8th most popular 


one point ahead of 


PM Paroubek is 4th behind three 
with 5396 and Prague Mayor Pavel Bem (ODS) is 


President Vaclav Klaus. Pollster Jan Herzmann 


a period during which the party couldn't find a 
as do many others believes 


it began to offer 


Column 4 Column 5 Column 6 
with support from shadow foreign minister 


s skepticism of the EU though 


which he sees as his party might take in a 


they look on the EU much more 
these 


Regional Governor Evsen Tosenovsky (ODS) has been 


many Czech spa towns have ODS mayors who benefit 


year after year. 


Langer 


this group is likely to 


according to Gabal there is Topolanı who is 


unambiguous victory. 


where it could conceivably win as much as 


Column 4 Column 5 


its numbers could be cut significantly by two parties 


Column 6 


urban well-educated and 
along with the merger of the 

led by former 

means that group of voters will have three parties to 

ODS voters are the most likely to 

many ODS voters could decide to forego 

even a small number of votes could affect the 

he stated &l certainly have a warmer 


and a strong 

there are few scenarios 

except the 

support strong transatlantic ties (although the 


this 


if (and this is a big if) the right 


could 


the party 


whether led by ODS or CSSD has the 
but in the end this 


Column 4 


but he is known as a pragmatic deal-making 

rather than one who is ideologically committed to 

a natural partner for PM 

with whom he served for many years in Prague City 


on the whole 
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such as the 


and it 
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Hussain al-Shahristani 
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likely prove positive for U.S. interests. 


06DAMASCUS2: Embassy Damascus 


O6NEWDELHI35 Embassy New Delhi 


Ram reported. Ram stated 


06ISLAMABAD9: Embassy Islamabad 
O6PARIS3479 Embassy Paris 
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which reiterated the 


civil society activists 
this conference allowed participants to 


the Embassy co-sponsored a conference 


attended by 70 Tunisian journalists 


the Embassy attempted to carry on this 


including Mohamed Krichene of \"Al-Jazeera\" and 
a well-known and highly respected Tunisian 
agreed to 


we were surprised 


Column 4 Column 5 Column 6 


the head of the Tunisian League of Human Rights (LTDH) 


Trifi denied any such pressure. Other Tunisian 


however recommended 
noting that the scene was already set 


Embassy 

including Lotfi Hajji the president of the unrecognized 
and Rachid Khachana the 

reaching over 40 000 Tunisian 


the Ambassador sent the 


\"The Elements of Journalism\" to 75 
the 


many of 


Column 4 Column 5 Column 6 
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would show the GSE that the international 
the 


Ghirmai echoed Zacarias\' statement 


although he is the Director General 
Ghirmai nonetheless did indicate that if 


however the failure to demarcate 


the winds have 


the GSE 

yet despite this it appears that maint 
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\" a new system would allow women to work half the 
while retaining their 


Ben Ali announced \"the promulgatic in 
of the law concerning implementation of this 


Column 4 


on May 22 


the employee may work half the 


and it will now be 


as more workers can fill the same 

where staggered teaching hours mean that 
the proposal is unique in a country that prides 
and statistics show women 


42 percent of medical professionals 


with mothers 
plus an additional one hour a 


some view the new work hour 


the Tunisian Association of Democratic Women (ATFD 


arguing it is Wa 


which in 1956 provided Tunisian women with rights which 


such as equal 


a woman who chooses the program 
which are based on 


Column 5 Column 6 


one local newspaper published the te» 


32 


Ref 


Column 4 


the General Union of Tunisian Workers 
had a more balanced 


said Trabelsi 


Trabelsi said some families could be 


as it seeks to 


for Ben Ali 
who 


probably correctly 
while 
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which in turn was delaying the residency 


but would do so only when he was 


and warned that the issue could 


Column 5 Column 6 


the 


still remain more involved іп householt 


it could help boost employment 


that it will reduce women\'s 


O6KHARTOUM1: Embassy Khartoum 
O6TALLINN494 Embassy Tallinn 


O6PARIS3482 Embassy Paris 
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Fletcher said he was instructed by the 


wanted 
and would not make 


by unknown means which allowed the UK to reissue 


without success. Fletcher added that 
Jamal Khaddam father of the 
had become his 


with the tacit 
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but an impressively large Municipal Palace where he 


000 years 


Column 4 Column 5 Column 6 
but are fenced off and forsaken in 


or castle 


with the 


which justified Tabuk\'s existence 
were choked with sand and debris to 


the 
crushed 


one briefly wondered if the 


it was noted 


when not a single 
in the hotel or employed in 
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which does not target any country includes 


WMD delivery systems and other 


WMD delivery systems and other 


adopted unanimously during the 
2004 provides the legal basis 


France and Portugal 


and 31 countries will join as observers. The 


which were launched 
have been carried out by about 20 state 


5/23/2006 14:48 O6THEHAGUE11Embassy The Hague 
this was expected. What was disappointing and 


it frankly appears that the U.S. is 
it will be necessary 


particularly Iran and India. 


Column 4 

it was noteworthy that NAM delegations 
which 

this effort was 


but firmly 


as Iran and India were dominating the 
the key challenge remains 


the U.S. extension request 
as anticipated 


their tone was 


which harshly criticized the U.S. 


but far more diplomatically 


improve 
adhere to CWC 
and reinforce their efforts on destruction so as 


and that 


the UK tabled a proposal for 


and 
the delegation was also asked 


Column 5 Column 6 


and on this issue the 


deferred to EC-46. What was critical 


commenting 


Column 4 Column 5 


after informal consultations 


the EC noted the DG\'s 


\" but this was not 


the run-up to that final decision was 


while the delegation sought to avoid 


few delegations made an overt 
it was 


there was 


Vice-Chairs or anyone else. 
contentious 
and as a result 


the facilitator closed the last informal 


the immediate impression 


and 


V it remains to be seen if that was just a high level 


Column 6 


Column 4 Column 5 Column 6 


as these two 


the 
presenting 


until del reps requested that he refrain from doing 


WEOG delegations were 


and that clearly seems to be 


Column 4 


but 


both technical and 

noting it is the key 

it will finish 

but before the final deadline in the 

the joint 

a 

and the 

and the U.S. on destruction of Albanian CW. 


assistance and 
and implementation support in accordance 


bilateral assistance 


Bahamas 


including a visit to Israel. The DG announced 


the DG 


he noted some of the factors 
and actual vs. projected inspection 


and he will submit 
asking for an 


Column 5 


Central African 


Column 6 


Column 4 Column 5 Column 6 


and pledged his full support for the working 
UK Ambassador Lyn Parker. The DG spoke 
and noted 


specifically that the 
he thanked 


and referred to the upcoming Tenth Anniversary 


as anticipated 


but are concerned this deadline will not be met. 
but all 

Mexico requested a comprehensive report on 
India noted their extension 

to April 2009. Russia referred to 


social financial and ecological. They noted tl 
and their interest in continuing 


with 

for destruction of ACW in China. A State Party 
noted that SPs 

as there could be 


there was appreciation of efforts 
attributed to encouragement and 


but few 


Column 4 Column 5 


nearly every statement endorsed the selection of UK 
and the four regional 


a 


and the hope that the work of the group will 


Iran Cuba 


and there were only scattered 
Article X and universality. 


international organizations NGOs 
and private industry together to discuss the 


but did not elaborate further. (Note: 
Iranian groups usually 


the U.S. stated it was unable to join consensus 


and TS 


and assured U.S. del they would provide periodic 


Column 6 


India 


chemical and 


Column 4 


Volgograd. 


several 


citing inadequate time for 


the 


Column 5 


Column 6 


Column 4 


Iran and Italy asked that the 


along with information the number of 
but still too low. Iran 


9 


which was adopted 


Iran 


no delegate as yet 


and 


the Council adopted both lists 


relating to riot 
and requested the TS 


the Secretary of the Policy-Making Organs elected 


rather than quietly disappearing. 


Column 5 Column 6 


10 and 11 of Article X. The UK will ha 


and a number of NAM states) called 


Column 4 


on behalf of the Africa Group 


without providing the 


but noted they 


and then see if more funding is 


including 


but with wording to conclude EC consideration of 
Finnish experts 


procedures 
noting that the true 


and not inthe TS. Del agreed to pass this proposal 


it soon became clear that this debate was 


Iran (with off-and-on support from 


considers that \"receiving\" a document is а coded 
or some EC members 


and presumably should not be undertaken. 


Column 5 


and South 


have substantive 


Column 6 


Column 4 


nor on what specific elements 


numerous delegations had expressed disagreement with the 


since Iran explicitiy 


\" and numerous delegations 
were sensitized to the risk of this 


but repeatedly 


instinctive response -- that a problem 
calls for EC report language and a 
and that further 


supported by four vice-chairs (Sudan 
Russia 


Column 5 Column 6 


and lran). This deal required recordin 


Column 4 


Column 5 Column 6 
the creation of a \"management team\" for the working 
Iran Sudan and Mexico may not auger 
the constructive 


which allowed us to 
will 


if so will raise this matter with 


Del rep thanked the DG for his efforts 


as consultations are ongoing. 


and the report of 


Switzerland and others requested that 


ther two (i 


Column 4 Column 5 Column 6 
as consultations are 


asking the TS to send to National Authorities an 


the EC agreed to 


South Africa attacked the DG\'s note and the work of 
Switzerland 
Spain the U.S. Italy 


Iran pushed to have the report \"received\" as 


at EC-44) noting during one of its 


if any 


Column 4 Column 5 Column 6 


although the 


citing as an 


the TS provided 
CW destruction 


and CW production facilities conversion. All 
except Albania provided an update (either 


drawing on its recently submitted 


and highlighting that it plans to destroy 20 
2007. Russia also 


Maradykovsky and Shchuchye. Russia 


Column 4 Column 5 Column 6 
Deputy Assistant Secretary of the Army 

provided the 

emphasizing a possible 

2012). As after the April 20 


delegations were гетагкаріу silent. (Comment: 


which may explain the lack of detailed 


storage and destruction of Japanese Abandon 
and toward the politically charged 
some 58 sites have 


with the largest number located in Harbling 
Jilin Province. The PRC presentation showed 


a State Party reported that it destroyed 54 MT of 


a State 

2 and 3 

and Phase 4 the 100 percent deadline. Libya 
Libya noted 


and progress on 


Column 4 Column 5 Column 6 
having destroyed 100 


U.S. 


and submit it 


and expressed his opinion that 
while 


the DG stressed the importance of a 


without which it would be difficult for him to 


one of acceptance and a willingness to 


at least in the short term by a decision 
in order to avoid the issue of CW 


transparent reporting to the EC. 


2012). U.S. rep 


and supporting documentation as legal as the 


Column 4 Column 5 Column 6 


and prior to submission 
the U.S. will share proposed text 


focused on destruction capacity and program 


all of which were answered by program expert Mr. 


a fact that U.S. reps refuted noting that the level of 
and 


U.S. and 
focused primarily on the Kambarka and Maradykovsky 
and on international assistance for 


during which the concept of site visits 


but did not see any clear benefit in such 
especially when considering the 


but also encouraged Russia to think of 
V but in 


2007 and not only to the U.S. and 


Column 4 Column 5 Column 6 


and provided a non-paper that laid 
as discussed earlier in WEOG site visits could 
the matter 


but also for operational impact and 


and agreed the U.S. could anticipate some 


UK insight into how to manage this 
and that the extension request cannot therefore 


the UK delegation 
and expressed 


the UK and other key delegations would be 


Chemical 
to discuss the 


and reminded him that the mission date provided 


to be relayed to PACOM 


Column 4 


it would be 


in response 
he noted a detailed plan for destruction 


5/23/2006 14:58 
5/23/2006 15:01 
5/23/2006 15:02 
5/23/2006 15:05 


but 


Yash Kedia 
Anil Bhandari 


to be conducted in a matter of weeks in 
to compare definitively one railway 


Minister of Transport 
and that they would make a 
Minister of Mineral Resources. 


although they added that the matter had been 


Column 5 Column 6 


O6PARIS3485 Embassy Paris 
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and current World Bank lead 


later that day to urge 


Column 4 Column 5 


the GRM awarded the 
Companhia Vale do Rio Doce (CVRD) 


CVRD engineers examined the two main export 


on March 31 
CVRD and the US/Mozambican consortium operating the 


to buy them out as managers of the 


at a lunch at the Portuguese 
President Guebuza\'s chief of staff 
asked the Ambassador why the World Bank now 


which CVRD preferred V'for commercial 
surprised by the question 


and still 


the choice should be up to CVRD in terms 
she reiterated. 


Column 6 


Column 4 


Column 5 Column 6 
it appears that 
of course is not 
it appears that 
which 
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the entire question of privatizing 
with opponents 


prices will only go 


and thus is not pushing hard for early 


NIGELEC has been able to pursue business goals in 


and the SG estimates NIGELEC has 
000 


000 CFA (approx 300 
from 2000-2005 


according to the SG. 
NIGELEC has spent nearly 60 million USD on rural 


however 


Column 4 Column 5 Column 6 
which 


the hope was 


private interests 10 percent to 

private interests and 5 percent to 

a Libyan oil company and Total a French 
are the only two remaining professional private 
neither 


Tahirou Sikieye 
an Ex-Im bank loan recipient. 


SONIDEP remains a 
not only because its domestic defenders are far less 
SONIDEP 


if in 


as he has received a number of awards for his 


and if the GON removes its 


then SONIDEP\'s privatization 


Column 4 Column 5 Column 6 


albeit 

Sonibank etc. The hotel was 

a French multinational who managed the Gaweye from 
occupancy rates dropped to between 

losses mounted for SPEHG and the contract 


Amadou Halidou. Also in 

the Gaweye hosted the Community of Sahel-Saharan States 
and was refurbished. The GON 

but did not completely pay 

a Croatian firm INGRA and a 

Moussa Dan 

the off-books 


only Accor and INGRA responded. For the 
only Accor and a Malian concern made 


probably because it has set unrealistic conditions for 
namely that they pay a yearly rental fee as well 


RINI is THE least viable of the four firms still on 


with the GON still holding 30 percent of its stock. 


cooperative rice producers 30 percent and 
5 percent. However selling the remaining 
RINI is 


to provide financing to individual rice producers 


Column 4 Column 5 Column 6 
and 


prohibitively high commercial lending rates 
RINI 


these three plants produce at 


however will not be spent on 


to help address areas rated in the most recent 


b) regulation 
c) property transfer 

) protecting investors 
) contract execution 


d) getting 
f) business taxat g) 
and i) closing a 


e 
h 


the IBRD Representative 


NIGELEC needs 


Column 4 


the national phone company 
as proof that privatization has gone wrong. 


interference and inability to complete dialed calls. 
Sonitel is notorious for billing irregularities 


and privatization is not high on that list. 
the private sector would like the GON to rationalize 
ease bureaucratic red tape 


5/23/2006 15:08 
\"want to make projects fail or they authorize 


the journalist claimed 


i.e. corruption. Babil is lacking many basic 
including hospital equipment 
employment opportunities 


according to the journalist. 


they 

are not issues they would often report 
including torture 

assault on family members 


Column 5 Column 6 


now owned by Chinese and 


and establish 


O6HILLAH91 REO Hillah 


and that the PRT should 


cooking gas fuel 


as such 


and assassination. This 


Column 4 


one journalist summed it up by declaring that 
they deconstruct.\" 


V'you helped us to get rid of Saddam 
he maintained 


he 


he explicated 

employ torture techniques worse than those used by 
and have taken control of Sunni 

he argued that the current attempt by the 


Iraqi 


the provincial capital. The protest sparked fears 


other reports received by the REO do not support this 
and it is possible that the governor\'s office simply told 


Column 5 Column 6 


but you left us with 
face daily 


purposefully arrest a son from 


Column 4 


Column 5 
at least half of the 


secular government officials including the Mayor of 
ΙΡ leadership and Qais himself have requested that 


northern 


or reigning in the 
which only adds to their aggravation. The 


local civic groups and the 
through individual contacts and 
that the U.S. will support the 
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the conflict began after 

accompanied by a group 

to convey his demands to an Australian 


inflammatory message. 


FDTL deployed troops from Dili and 


Column 6 


Embassy Lima 
Embassy Lima 
Embassy Dili 


Column 4 Column 5 Column 6 


and Hera. 


a group of soldiers from Tasi Tolu has set up 


the clashes between the two sides do not appear to be 


FM Horta stated 


Horta asked 
Horta 


uc 


Column 4 


Charge and USDR witnessed a group 


EmbOffs sited several of Maj. 


new 


but there did 


but there 


but 


see EAC cable for more information. 
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the official 


these 
V pending possible complaints that 


Column 5 Column 6 


O6BELGRADE82 Embassy Belgrade 
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we believe it unlikely that the 


even after complaints have been 
at 86.5 


urging him 


with turnout of 86.49 percent of 

718 voters. Invalid ballots were only 0.87 

on the morning of 

put the votes at 55.4 percent for independence 
while still waiting results from 45 

117 polling stations 


which Lipka said represented 
000 voters. So far 


no complaints have been 


and requests 
could follow rapidly after the 


saying that Montenegrins 


\"after 


000 votes) in Podgorica citing \"glitches\" in 


RRC 


Bulatovic\'s call late on May 21 for Union 


Column 4 Column 5 Column 6 
and not to the streets. End comment. 


Minor Irregularities Few Altercations 


most commonly public voting affected 


with most public votes being invalidated. 
117 stations were temporarily 

but voting was not cancelled. In 

a local observer was physically attacked 
polling boards took seriously 

a small number of board members (who 


usually either by facilitating the tracking of 
or by continuing to discuss the pros 


as noted. Unclear rules on the use of cell phones 
and 


Turnout 


in which they 
and announced turnout on both 


which in many but not all cases had mended their 


Column 4 


calling the 


and 
fair 


media has reported some disgruntled rumblings from the 


FM Draskovic took the 


Macedonia Reportedly Congratulate Independence 


according to a 


Column 5 


and transparent. 


Column 6 


Column 4 


they debated 
highly-charged issue whose outcome 
without major 
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but noted 
S 


nominations 


the Movement 


including four American citizens 


but ljaw leaders and militants are divided 


although it supplies the majority of the 


which has given rise to the current 


which has also blown up 


Column 5 Column 6 
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etc. 


and 


Column 4 Column 5 
is a new and worrying trend in the region 


the militants have said they would no longer take 
but rather kill anyone they found working in 


but this new style of dealing 


or promote more 


the Chief of Defense 


it is still undermanned 
and under-trained for its myriad 


the Army Chief of Staff recently commented that the 


and 

assistance programs have not yet been fully 
a significant number of 

a robust 


several important new 


Column 6 


Column 4 Column 5 
one of which links up the Nigerian 

training under the 

began in April. 


especially UN 
as a means of restoring both soldiers\' pride and 


Cote d\'Ivoire 
but he has not stated where these soldiers would 


the US-UK-Nigeria talks on Gulf of Guinea 


the USG offered to work with the GON to 


planned for 19-23 June 
expected in late July. In addition 


the GON agreed to receive a briefing team that 


s receptiveness to 


including Muslims are 


significant segments of the population oppose 
Palestine has 


Column 6 


Column 4 Column 5 Column 6 


running now at about 18% the 


Nigerians express continued and even 
viewed here asata 


secondary 

and life 

driven mainly by high 
efforts to rid Nigeria 


of course a huge component of our 
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the 


Column 4 


President Saca responded 


Avila has fired bad cops 
these positive steps 


Avila concedes that he presently 


President Saca announced that his 


nor when he will make the request. 
he coyly noted that increased funding depends on V'the 


who after recent national elections 


the administration is 


it remains to be seen if the bitter 
EI Salvador is sure to 


5/23/2006 15:32 


recognizes the importance of \"зоте 
and has tentative plans for PM 


Column 5 Column 6 


promoted goods and 


O6TELAVIV2011 Embassy Tel Aviv 
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but that neither side raised specifics. He said the 


Contacts with His Office and Next Steps 


Livni and Abbas -- 


Dayan insisted that it does not 


not a channel.\" 


who was severely injured May 20 during an 


Livni 


during which Abbas supported an 


but that additional steps would be 


Column 4 Column 5 Column 6 


but did not 


such as joint industrial parks coordinated 
and reactivation of copper mining in 


considering that the 


the Egyptians had separately 

if necessary. He claimed that the 
or of 

since the precedent for such a 


cautioning that they could both escalate the already 
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Column 4 


and is pleased the process was carried out in 


but 


\"as 


after which leaders could 


the general Macedonian 
with most political interlocutors commenting on its 


which in the past has pushed for 
has 
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and hence 


Butembo and 
all 
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O6KINSHASA81£ Embassy Kinshasa 
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both 

according to EconOff\'s contacts 
disease has devastated the Arabica 
substantially reducing 


diamond and coltan mining occurs in 
and evidence indicates that little if any of 


the Beni OCC representative said that 
because none have passed through 


much of it in 


the extent to which 


because the GDRC is not removing many of the 
and is receiving little or no 
and traders face a multiplicity of export 


which is higher than most 


only \"primes\" (bonuses) and declined to tell Emboffs 


Column 6 
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traders must deal with at least four 


OCC OGEFREM (the DRC\'s freight agency 
an OFIDA official in Butembo told EconOff that 

000 to USD 900 000 

000 comes from exports from the DRC. Further revenue 

because militia controlled the cross-border 


and hence official tax revenues 


while they have border 


they cannot control activity in the DRC\'s 
which also borders Uganda. 


including Dubai Indonesia and C 
vehicles 


Indonesia and other Asian countries to 
and Chinese consumer 


Emboffs saw no evidence that Chinese 


Orientale province 


Column 4 Column 5 Column 6 


several hundred miles upriver from 


and will create new markets for the 


more efficient exchange of goods and food 
however. First rehabilitation of 
even ifthe overland route to 


the fluvial transport sector is far from ready to 


if stability increases conditions will 


some industrial experience 


are particularly 


seemingly the less prosperous of the two main 
there are three factories in operation - 


according 
has no 


a small hydroelectric 
and is in the process of building a 


Column 4 


particularly in Butembo 
or perhaps even because of 


especially to the extent that it makes more goods 
what must be firmly 


the GDRC must continue to 


replace entrenched customs 
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the attitude 


V spurring the same ill-informed public reactions we 


SRE issued 


and Foreign 
the criticism of the 


and media are waiting 


the Ambassador pre-taped 


and 


Column 5 Column 6 


show how a community can 
the absence 


06MEXICO2758 Embassy Mexico 
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while POL continued outreach to 


and press coverage of that debate has 


it did so at amounting public cost and changed 


with even the industrial umbrella 


and in a press release late 5/18 detailed 


all allegedly described in the note (which we 


President Fox told audiences in 


friends and neighbors while at the same 


Institutional 


of playing this strictly as a U.S. vs. Mexico issue. 


explaining that there 


Column 4 


but would refrain from attacking the 


but agreed with his PAN colleague that 


acknowledged that important discussion of 
but said the 


only support) 
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once the U.S. Senate 
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22 May 2006 


if 


to back away from its aspirations. But we ask of 


not just Iran that the nuclear technology not be use 


not just the 


especially the military aspect of it. 


which is cooled by light water produced in Araq. Iran will 
continue with its program in secret while publicly 


visit: 
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on the other hand made a confrontational 
claiming that it 

Humala (Humala who is less experienced as a 

overturning the 1993 Constitution 
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and developing commerce 


especially in 


warning that otherwise these funds and technology 


Column 4 Column 5 Column 6 


not 


which he said belong to 
and said his government would review contracts of 


improve 


improve health care and provide 


as well as to provide 


and police and doctor salaries. He also 


Column 4 Column 5 Column 6 
more officers increased sentences for 
and the death penalty for child rapists. 


which is not surprising given that they 


Garcia came out ahead 57 to 22 
and by 61.8-20.1 percent in a 


while CPI concluded that Garcia would 


the two 

5/23/2006 22:18 06STATE83673 Secretary of State 
the 

\"dirty-word\" filters and network 

phrases markings and other 

US-only 

6.0. NODIS LIMDIS 


EXDIS SIPDIS STADIS 


Column 4 


meaning that all URLs that 
\"source.ds.state.sgov.go v" 
and \"ncd.state.sgov.gov\" among others are 


the filters may not protect all State Department 


any 


for instance 


and in other cases State officials may determine 


all State 


as well as material 
including 

briefings 

must be marked 


drafters should adopt 


or countries 
where X 


Australia 
GBR 
Australian 


Column 5 Column 6 
much 
cables emails 


and Canada mu: 
AUS CAN\". Cables mar 
and Canadian partners will not be 


Column 4 Column 5 Column 6 
additional sharing 


however it is recognized that it is 


however should not 


and it is likely that additional 


Australia and Canada mandated by the 
see: http://www.ismc.sgov.gov/Collaboration/gbr- 


visit:http://capco.dssc.sgov.gov/security_info/iso3 16 


5/23/2006 22:21 O6GUATEMALA: Embassy Guatemala 
5/23/2006 23:00 06TOKYO2848 Embassy Tokyo 
5/23/2006 23:54 O6USUNNEWYC USUN New York 
Permanent 
1.4 b and d. 


the French will host V'informal informals\" of the 
May 25. The P5 have agreed 


during which we expect 


the French will 


Column 4 Column 5 Column 6 


transparency 

agreed upon by the 

are general and designed to build consensus. (The issue 

for instance is not addressed.) 


not the Secretary-General of the UN.\" 
but noted that a 


noting the goal 


and not on the details of how any particular 


5/24/2006 0:31 O6BANGKOK31 1 Embassy Bangkok 
the Washington National Guard s Thailand SPP has 
state 


S port security 
establishing 
and developing their WMD 


having been first introduced in EUCOM and SOUTHCOM. 


Post suggests that 


Column 4 


itwas quickly 


with a world class air 


and helping to 


the Proliferation Security 
and the Regional Maritime Security Initiative. 
given Laem Chabang\'s capacity to support large 


the SPP sponsored 
seminars 

with a wide array of Thai and 
(including DHS 

the SPP events were 


and they were for the first time able 


Thailand did not have 
the RTG designated the 


SPP has 


SPP helped 


Column 5 


and exercises in 


ICE 


Column 6 


TSA 


Column 4 Column 5 Column 6 


but also for law 


the building construction was overseen by the 


s ROICC office and it was funded by the DOD Force 


funded by Thai Airways 
and conducted by U.S. Federal Air Marshals. 


police and other agencies. Thailand\'s first 


Naratiwat and 


the State 
DHS and DOJ to combat terrorism secure commerce 


the SPP is very attractive. It 


PACOM Washington State and the 


5/24/2006 1:11 06TOKYO2854 Embassy Tokyo 


Column 4 Column 5 Column 6 


South Korean foreign ministers agree in meeting to 


ROK foreign ministers on 


tsunami measures at upcoming Pacific islands summit 


ruling camp as Diet 


pushing LDP 


Yomiuri Nihon Keizai & Tokyo Shimbun: 


Column 4 Column 5 Column 6 


what should be tackled on 


full preparations 


deeds 


May 23 


2006 


Column 4 Column 5 Column 6 


met Environment 


its Chief of Secretariat Matsuda and 
joined by State Minister for Administrative Reform 


2006 


the joint statement will announce that the 


the two governments will 


2001 terrorist attacks on the United States. 


Column 4 Column 5 Column 6 


such as dispatching Self-Defense 


thereby envisioning a new 


Koizumi and Bush will specify a course 


the two leaders 


the Japan-US Security Joint Declaration of 


Japan and the United States have 


including antiterror backup measures and disaster 
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equating the Ruhnama with the Koran at mosque. 
however 


and therefore was not as much a 


Younis challenged the DCMs about their 


that the USGVs 


Column 4 Column 5 Column 6 
the Saudi DCM 


the Afghan DCM 
VMy goodness 


Younis met with a local imam who 
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Younis gave a presentation to 


Ministry of National 


the Muslim Public Affairs Council 


including 
Baptists Evangelists Greater Grace 
and Jehovah\'s Witnesses on March 29 


Muslims in Mecca 


Column 4 Column 5 Column 6 
so moved to Medina where there were multiple 


it would be the 


he explained that America is a pluralistic 


and to base their 
and on the importance of 


noting that American Muslims do not engage 


noting its basis in the ShariVa 


a session 


V analyzing the development and 


“ош sacred book.\" Post has 
in the 
and throughout post reporting. Younis\' 


and we welcome his return and that of other 


Column 4 Column 5 


5/24/2006 4:13 06НАМО11245 
rather than lots of representatives in the 


\" one 


geographically 


with only 
the former Party Secretary of Lang Son 


was not re-elected to the Central Committee. 
he was dismissed and reprimanded by the 


Hoan landed on his 
he was appointed a vice 


a position some would argue 


including Party Secretary Nguyen Phu 
Deputy Party Secretary Phung Huu Phu and 


Party Secretary 


Deputy Party Secretary Le Hoang 
Chairman of the HCMC People's Committee Le Thanh 


all members of the new Central Committee 


Column 6 


Embassy Hanoi 


Column 4 
and this is the first time in 
all 21 alternates are 


and their alternate 


in 1986 


Nong Duc 


Editor-in-Chief of the Supreme 
said 


instead of 
despite Triet\'s popularity among 


over the past five years 
which in fact 


who 
successfully 


a setback for the \"progressives.\" 


these conservative 


whose 


former Office of the 


Column 5 Column 6 


the 


Manh has proven to be 


Column 4 Column 5 


but his allies had to 


former 
chief of the 


has been named Permanent Standing 
a powerful 


Prime Minister Phan Van Khai 


current HCMC Party Secretary Nguyen 


but Manh\'s survival 


slightly. 


it was clear that Manh 
Home Affairs Minister Do Quang 
were not elected to the new Central 


demonstrating a clear lack of 


however were blamed for 


Cuong asserted. 


disclosed shortly 


Column 6 


Column 4 
both of whom were supposed to become 
with the Minister 


the Minister of Home Affairs 


the Congress delegates registered their 


but also his job 


is Phung Huu Phu 


has long been seen as a truly 


ensuring his succession to Trong\'s Hanoi 
he failed to win a 
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and markets or while on \"tuk-tuks.\" \ 


silks gems 


and if 


Column 4 


they remain relatively 


including Al-Qa\'ida and Jemaah Islamiyah (Jl) 


including incidents attributed to armed local 


the indiscriminate nature 


including 


especially in locations where Westerners congregate 
discos 
and other places frequented by foreigners. 


and to securely 


which are available 


Column 5 


have 


bars 


Column 6 


restaurants 


Column 4 
visitors to Bangkok must exercise appropriate 


24 
we hope you 
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the 


security officers from Van Command seized the 
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Foreign Minister Samaraweera and Peace Secretariat 


but Samaraweera 


Camp heard that 
but often cannot identify the 
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Column 4 Column 5 Column 6 
\" Rajapaksa said who 


undercuts their 


including the assassination of akey 
grenade attacks against 


which is probably a precursor to EU listing of 


including the 
Thais (and other ASEAN members) Australians and 


in order to 


address 


Column 4 
we expect that the Government will take firm 
in the 


more 


protect its citizens from future incidents? 


the Government appears 


\" you risk slipping off if strong leadership is not 
as a show of leadership 
long-term solution to the 


or to table only maximalist positions as part of 


you can 


and 


its weight appears diminished 


your public statements will 
our intent to 


and return to the path of a negotiated settlement 
including the US 


Column 5 


for the 


will recognize 


Column 6 


Column 4 Column 5 Column 6 
addressing their legitimate grievances and ensuring 


you will have the 
the possibility of 


a more peaceful prosperous 
is being achieved through a USD 120 
five-year Country Strategy to increase the economic 


support the peace process good 


the Mission manages 


three harbors in the South and 10 vocational 
livelihood grants small 
including 85 children\'s parks and 


peace building and local government capacity 
to a lesser 
the North-Central province. The USAID Office of 


given security 


000 


night 
offshore patrol vessels and decoding devices. 


Column 4 Column 5 Column 6 


we have been able to 


which deployed an ICITAP 


we 


whose relations have 


in order to achieve better 


\"peace is paramount.\" The continuing 


most rebuilding costs will be borne by NGOs and the 


largely because of the relatively low 


and the offsetting 


and has submitted a compact proposal 
including rural irrigation 
rural roads rural electrification and small and 


Column 4 Column 5 Column 6 


but still has fairly statist leanings. The 


despite their poor track record and 

and the national budget was full of 

particularly to rural communities. A cap on 

proposed in the national 

appears to have been abandoned and some analysts 


you will have the opportunity to hit on the need 


as a means of underscoring and 


the bulk of Sri 
its position against 


Under Secretary Burns and PDAS Camp have been welcomed 
with the US given perhaps undue credit for spurring the 


for the most part docile and 

rarely asking tough questions. Challenging 

including BBC 

AP Bloomberg AFP 


and hypothetical 
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the government will be spending more on roads than it 


raising its annual expenditure to NZ $10.6 


including spending for the hiring 


000 more police as promised to V foreign 


he and Cullen are preparing a 
with likely reductions expected 


either for businesses 


despite a NZ $8.5 billion operating surplus 


to pre-fund a public pension plan 


the opposition National 


Column 4 Column 5 Column 6 


400 New Zealanders left for Australia in 


applied on the incomes of the 12 percent of 
000 a year (about US 
000). Only 5 percent of taxpayers paid the higher rate 


the New Zealand Treasury is forecasting 


higher interest rates and 
hence slower consumer spending. The 


his government now can afford to boost 


\" 
real СОР growth has 
with a peak performance of 4.8 


down from a level 


its financial assets 


as the second installment in 
NZ $4.6 billion program to 


the third installment of a 10-year NZ $3 


Column 4 Column 5 Column 6 
including the new spending are 


as it keeps а tight rein on 


Labour also is 


the tax-cut debate continues and 


welfare and student loans 


rather than creates national wealth. Still 


which holds the key to New Zealand's long-term 


year ending 
unless otherwise indicated 
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seasonally adjusted. 
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the highest military official to 


however he does not believe the acquittal in 
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second and fourth divisions of the 
Garcia faces charges of plunder for 
2004 
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was continued Russian military support for South 


Kouwenaar said he had discussed the issue 


and 


and said 
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but may consider it if he thinks it would be useful to 


he and the Vatican bureaucracy have determined that 


asking Poles present for prayers 


which he already pronounces well albeit with a 


the pope has 

and to rally 

Benedict\'s itinerary includes several stops of 
Wadowice. Media have seized on the 


\"Be Strong in 
V reflects the importance the Vatican continues to 


and in the context of European secularism (reftel). 


\" said Monsignor Michael 
the Vatican MFAVs country director for Poland who 


to challenge the Poles to put these values and the 


Column 6 


Column 4 Column 5 


noted Banach. Holocaust issues wartime 
and other questions have received 


and 
difficult but 


given the tremendous 


Banach discussed 


\" said Banach. The letter 
but 


it was an important step in 


renewing a spirit 


Column 6 
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\" Banach said 
he is visiting as the head of the 
and not just as a German.\" Sensitivities 


some Vatican-based media have remarked on the lack of 
the Polish Primate (leading 


when they stood on the balcony 
there 


quipped one Polish contact 

the 

\" he said. 

\"you have [Archbishop Jozef] 

and a few others \" said another cc 


Cardinal Archbishop Stanislaw Dziwisz of Krakow is 


but also by great numbers 


many ofthe new 
but Dziwisz was 


\" 
referring to the Catholic belief in the 


Column 4 


but note 


but one contact 


even though 


\" but have hinted that his religiosity may be 
we heard that the Polish episcopate 


but some implied that 


but has so far resisted 
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Nor Shamsiah said this would not 


or credit unions as alternatives fa 


such as insurance. 


having spent her whole career at Bank 
but staunchly 


who recently accompanied Minister of Human 
said Minster 


a body which brings 


Column 4 Column 5 Column 6 
employer 
following the first round. 


Secretary 


where they toured the headquarters 


Water and Communications 


his main focus was on \"what 


suggesting that as U.S. firms had shown no strong 


υ.ς. 

and as such 
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especially given 
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\"Serious Steps to 


in an effort to consolidate security and stability 


H.E. Yousif Bin AlawiVs recent visit to Libya saw the 


000) highlighted competing pressures from within and outside 


desertification depletion of reso environmental 


and other issues that present an obstacle to 


they 


along with immediate 
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000 to Lhasa. Both Han and Hui 
the largest groups in the urban 


speculated that the new railway will stimulate 


such as increased investment. Some 


they 
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research institutes 


771 registered NGOs (includes all 
300 are social organizations 


and 132 are foundations. However 


commercial federations 
and academic associations. In this 


the Guangdong Tobacco Society is counted in the 


the number of GONGOs and 
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10 300 аге non-professit 
itis 


industrial 


Column 4 Column 5 Column 6 


the central government held a 


this was the first one sponsored by the central 


the details of the 


all NGOs are required to register with a 


one researcher in South China estimates only 10% of 


severely reducing the number of 


all the recipients of central 


government-based NGOs that have sprung from a 


the Communist Youth League and the All-China 


the Jiangxi Youth Development Foundation was 
the Shaanxi 
appears to be an 


Column 4 


building schools 
in general 
organize volunteers 


with the backing of the 
the Association for the 


as so many NGOs are 


so that they alone are not required 


commercial federations have to go through the 


officials eagerly 
but 
one MCA official opined 


such as the American Chamber of Commerce- 
to be able to register. 


Column 5 Column 6 


distributing health 
do not 


Column 4 


Column 5 Column 6 

grassroots NGO does manage to get official 

which aGONGO can 

or to build a civilian base of volunteers and a ‘civic 

industrial or science 
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Stands For Pool 


the building looks like a typical European style 


however visitors also see a 


Column 4 


high-ceiling concrete 
and spacious front 


the walls hold a large crucifix 
and pictures of the stations of 


000). But while the spacious church is quite new 


000 parishioners that make up the congregation 


when the land the church was on became 


including a priest trained in 
still owe RMB 500 


000 (USD 25 


according to the 


less prominent Protestant church. A tan brick 
surrounded 


Column 5 Column 6 


the 


000 (USD 62 000) to the 


000) of annual rent revenue provided k 


Column 4 Column 5 Column 6 
000 parishioners 
religious 


the facility served as 


possibly in part 


even within each province 


though that cooperation undoubtedly is based on 


but worship in one of the 
most ornate buildings in town. While a full range 


local residents worship openly in 
albeit state-sanctioned registered parish. 
Protestant believers continue to fill pews at the 


they too will build a new church on top of a 
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ran a banner headline on page four that read 


\" ran an exclusive news story on page 


an opinion piece in the 


Column 4 


adding that Taiwan 


English-language \"Taiwan News 


How Do [We] Maintain the Status Quo Across the 


a university lecturer in Tamshui 


000] (5/24): 


\ but itself has overlooked the fact that 


V Veconomic status quo 


the \'status quo\' Washington will find after 2008 will be 
the island will be forced to accept a ‘соттоп marketV 


which is akin to accepting 
two systems.\' Only when the United States looks to 


V put 


the 


two systems.\' Taiwan will survive 


but the United States will be forced to gradually withdraw 


Column 5 


V on the other ha 


opined in the 


Vor Vmilitary 


Column 6 


except in another 


Column 4 Column 5 Column 6 
English-language \"Taiwan News\" [circulation: 
000] editorialized (5/24): 


000 from the 7.5 million-strong Republic of Serbia illustrates 


we believe 


we also believe that the most 


that is of self-determination of Taiwan\'s people and the 
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allowing Thaksin to 


who had already filed lawsuits in the Central 
are 


has said that PAD will not launch any major 


Column 4 Column 5 
his critics charge that because a new 
Thaksin is in effect 


Thaksin stated that \"! 
would like to take a break from performing my 
paragraph two 


the Lawyers\' Council had earlier 


the Lawyers\' Council claimed that while 
\" collecting a salary 


PAD is 


a PAD leader has 
PAD will not launch any 


however. 


there was still a cautious belief that a 
on May 8 the Thai 
the results null and that a new 


one of the four sitting Election Commissioners 


unofficial reports 


the TRT would be in danger 


Column 6 


Column 4 
Thaksin\'s 
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Sao Paulo also exhibits significant political 
ConGen Sao Paulo is working to change the 
cognizant that results within our consular 


and we will periodically report 
actions 


copyright industry council members were 


formation of these councils has been slow. 


ConGen 


visits such as 


Column 5 Column 6 
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and successes. 
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Recife Belo Horizonte a the CG\'s 


ensured swift and focused police action 


V the Mayor called to thank the CG for 
PSDB 


in charge of 


ensuring that IPR issues will be 


including meetings with the local Federal Customs 
the chief of intelligence for Customs and Brazil\'s 
reinforced the importance the 


but a 


smuggling and 


the police chief in charge of the downtown 
which contains the precincts most active in terms of 


DHS officials have agreed to assistance with 
particularly in implementing newly 


as part of the Container 
has helped to elevate awareness of smuggling 
and has been an asset for Brazilian Customs officials in 


both sea and air to 


Column 4 


including training opportunities. 


AmEmbassy Brasilia is 
which 

will be held in Sao 
ex-Congresswoman and 


and 


and will be working 


an area that receives 


Sao Paulo is a frequent destination for congressional 


IPR was a major focus of a 2005 visit 
Chairman of the Western 


Industry and Trade Luis 
and with the powerful Sao Paulo State Federation of 
as well as exchanged views with leading IPR 


with 


Column 5 


Column 6 
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ConGen Sao Paulo is especially well-placed to engage 


such as the Motion 


the Business Software Alliance (BSA) and 

including: State Commerce (USF Department of 

and others. Moreover our numbers at Post 

the recent arrival of our National Standards 

Sao 

allow for better coordination and ensure 

public outreach law enforcement and private 

our 

as additional 
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Plenipotentiary for Euro Adoption and 
s main economic 
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and to further its 
Stefanec discussed Slovakia 5 


and mentioned some of the steps that have been 


as well as 


Stefanec said that SDKU was prepared to 
with the exception of the 


which includes greater investment 


s Roman Catholic Bishops have written a 


two opposition parties HZDS апа SNS have 


which has refused to comment on the letter before it is 


and willing to share credit with political 
they refer frequently to the achievements of 
\" using that phrase over and 


Column 4 


Column 5 Column 6 
including NATO and 
various conferences and the Роре\'ѕ visit. 
Jozef Svolik 
and it 
the paper might lose readers who favored another 
editor of the popular tabloid daily 
who was once voted the sexiest Slovak MP 
has found a uniquely 
Smer\'s Assistant International Secretary Kalinak 
he is 
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it appears that the Government will indeed 
drawn out preliminary investigation. 
Chemidlin will have to bide his time at 
known for its overcrowding unhygienic 
lack of access to food and insufficient medical 


one day after Magistrate Judge Adrian 


Column 4 


Collins Kamara and Felix 


are now shuttled between Freetown\'s Pademba Road 


and the Government is 


s file from 
s court to Margai 


he refused a May 19 request 


which is punishable 
but included no 


approaches 

any prohibited place; or (b) makes any 
plan 

collects 


or pass word or any sketch 


or might be or is intended to be directly or indirectly 


which Fisher dismissed because he 


Column 5 Column 6 


s court. Fisher di 


inspects passes over or is in 
model or note which is calculated or r 
records or publishes or 


plan model 
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s attorney spent two days in court voicing 
s rebuttal to the defense objections 


s which also take 
involve the presentation of 


the judge decides whether to refer 
where the presentation of evidence and witnesses 
Chemidlin and the others 


a facility built for 324 


lack of access to food and 


\"from the 


para 6(2)). 


the Embassy s 


s case. 


Chemidlin s case was front-page news in 
s 
s 


s arrival he said so was there not an 


Column 4 Column 5 Column 6 


although resulting headlines predictably were less 


given the logic of the first judge s dismissal. 
it appears clear that high-level Government 


S case dragged out in court. 


as the most frequent comment heard 
s walls saying \"photography prohibited.\" The Special 
leaving 


as should be the case. As 
however the prosecution s 


S activity was part of a plot to 
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with the exception of Thich Quang Do because of Thich 


one of the few areas of agreement between the 


Column 4 
the Consul 


originally scheduled for 45 minutes 


Thich 


the people in question violated Vietnamese law 


the Consul 


the Chairman 


Thich 


but was not to involve himself in 


placed under administrative detention. 


despite 


Column 5 


Ha 


Column 6 
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none of his 


none of his supporters would 


V the Chairman remarked. 


he should lead a peaceful 


the CG met in 


the 86-year old Most Venerable was lucid and 


censored or completely cut depending on the GVN. 
V enforcement 


but he has 
despite 
the UBCV is determined to the 2 000 year 


Thich Huyen Quang was pessimistic that 


Column 4 


he noted that VBS and 


Thich Huyen 


VI told Thich Quang Do 


the GVN is calibrating 
both because of international scrutiny and 


although overtly less political than 
Thich Huyen Quang made clear 
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Obasanjo told visiting Gambian Foreign Minister 
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Column 4 


he participated in a 


in February 


billed as a \"special envoy of the Iranian President.\" 
Bagher spoke of the 

in 

the areas of trade 


Foreign Affairs 


Joof said that it had produced no new 


Jammeh 


Joof responded in the 


visits to the 
and our sense is that 


public opposition to the sorts of hard-line 
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he visited Banjul 


energy 
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according to Gambian official. END SUMMARY. 


according to a Nigerian media report 


Obasanjo told visiting Gambian Foreign Minister 


he participated in a 


in February 


billed as a V'special envoy of the Iranian President.\" 
Bagher spoke of the 

in 

the areas of trade 


Foreign Affairs 


Joof said that it had produced no new 


Jammeh 


Joof responded in the 


Column 5 


he visited Banjul 


energy 
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fisheries 
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visits to the 
and our sense is that 


public opposition to the sorts of hard-line 
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any hint of rising interest rates generates 


particularly as individual 


focusing on how Hong Kong\'s most 


Lo predicted that Hong Kong 


both of which are important to the 
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but asked that this be 
rather than targeting Sri Lanka 


Column 4 Column 5 Column 6 


pointing to Ayman 


weaken and dismember 


Joint Secretary (Cabinet Secretariat 


and that UBL was quoted saying the Kashmiri 


the temporary chief of his 


he claimed. 


Val-QaVida 
\" if not al-QaVida proper are and have been very 


such as Lashkar-e-Tayyiba and 


he continued; each must be investigated individually 


Column 4 


Column 5 Column 6 
Singh reported that Indian intelligence is 


for example seeking out like-minded PhD\'s in 


which could be 


\" MEA would 


the DCM revisited the 


\"most of our people are cagey regarding cooperation 
\" and V'do not even trust others in their 


he added their buy-in will be 


Column 4 Column 5 


including 
the DCM requested an official 


a full briefing to relevant Embassy elements 
ECON POL 


RSO noted that pending 
a DS/ATA Airport Security 


Singh passed to the DCM 


such as on travel document authentication. 
RSO asked for points of contact 


to allow USG training providers to 


Y he said. The 


Column 6 


etc.) plus advice on | 


Column 4 Column 5 Column 6 


including hoaxes. 


RSO informed 


and suggested 
with inputs from the state police and Home Ministry 


indicating how reliable real-time GOI terrorist 


with RSO as the Embassy\'s POC. He saw 


and 


Column 4 Column 5 Column 6 


Singh said that he planned to 


which would offer an interim 
among other issues. 


such as intelligence sharing and 


Ambassador Singh embodies the adage 


but it is clear he is serious about 


Embassy requests 


Column 4 Column 5 Column 6 


Mumbai Hyderabad Jaipur 


Column 4 Column 5 Column 6 


what else could have been done? 


what else could have been done? 


Column 4 Column 5 Column 6 


Ghaziabad 


Hazaribagh. 


BSF Training Center & School Indore. 


Manesar. 
whose mandate 


Dimphu (Nagaland) 


Hyderabad 


Column 4 
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which 
concluded 


a prominent political analyst with 
told PolOff on May 15 that the NEC decision was 


but had heard no prior 
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the NEC -- long perceived as a bastion of support 


who had 


but he thinks 


Deputy Foreign Minister Aziz Pahad 


members in their 30s 40s 


MBEKI OPPONENTS WANT CONGRESS MOVED UP 


are quietly 


they believe that Mbeki is angling to 


they believe ZumaVs chances of election will be 
Zuma supporters figure that MbekiVs 


although not for any love of Zuma. The 


most of them believe Zuma is almost 


Column 6 


and early 50s 


Column 4 


this would rob Mbeki of 


but he said that the 


Matshigi said 
partly 


and Secretary General Zwelenzima Vavi is 


with many advocating greater focus 


the 


the party\'s leading intellectual 
has been openly 

who 

also has taken heat for his role 


Matshiqi said Zuma is in a good position 

but he does not expect it to last. The corruption 
and Matshiqi thinks a 

Matshiqi argues Zuma will 


Column 5 


Column 6 


Column 4 Column 5 Column 6 


saying even his current supporters are likely to be 


given Zumavs clearly 


which 
has been browbeaten by the President into staying 


which he believes constitutes more than 


but they lack a standard bearer to lead them. 
Matshigi believes that neither MbekiVs supporters 


and despite his 
he is 


Column 4 Column 5 Column 6 
he has worked as an independent 


the party lacks external motivation to resolve 


the democratic process of choosing 


the battle may force the party 
conduct necessary policy 
review the relationship with alliance partners 


the party risks eroding loyalty and 
particularly 


as 
to fight their battles is 


but Thabo Mbeki will largely 
Mbeki 


MbekiVs refusal to 


Mbeki\'s proven 
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MFA North America Department 


he claimed. lt is contrary to the 
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he said. The 


Xie stated. 


it should 


letting the 


he 
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Norway May 9-11 brought together 


consistently raising the issue in international fora 
and holding tne DPRK 


Norwegian hosts combined cultural 


but there was 


bilateral and 


Column 5 


060510669 


Column 6 


Embassy Oslo 
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and 


Norway. The \"New Approaches North Korea\" 
UN and NGO officials 


Ambassador and Special Advisor to Sweden on North 
South Korean Ambassador for Human Rights 
and UN Special Rapporteur on the Situation of 


National Endowment for 
Anti-Slavery 
and U.S. 


but Pamela Spratlen Deputy to Jay 


sports in politics 
and good NGO practices. Conference 


particularly in 


Column 4 Column 5 Column 6 


USA President Carl 


they also have plans to broadcast 


a looming DPRK economic crisis will force 


and that pressure must be maintained to get 
the DPRK must let ΙΑΕΑ 


Bondevik cautioned 


a Thai human rights lawyer 
but the DPRK government refuses 


food shortages are still prevalent in North Korea and 
its development framework needs to 


North Korea is not enforcing 


but 


Column 4 Column 5 Column 6 
freedom of movement within North Korea is not being 

the right to self-determination / political 

access to information freedom of expression 


there is no genuine free 
political dissent is repressed citizens cannot have 


children and the disabled. 
while protections may be afforded in law for these 
implementation and enforcement within the North 


But Ways to Move Forward 


he did 


and UN monitoring bodies and the UN Rapporteur 


respecting 
and assisting the DPRK with prison reform. 
the international community should link human 


Column 4 Column 5 Column 6 
Norwegians feel that NGOs must maintain 


they see 


poor harvests and a breakdown in 


many women were sold 


000 North Koreans living 


Japan South Korea 


Column 4 Column 5 Column 6 


who served as his government's 
gave his take on 


only systemic change will improve things. 


but have unintended consequences: Economic 


as he says strong but brittle. EU 


normalization of relations) 


there 


and employment. Reuniting separated 


Column 4 Column 5 Column 6 
engaging in north-south talks and providing 


Vincent Brossel from 
documentary producer Nicholas 
and Tae Keung Ha from Open Radio for North Korea 


but the lack of independent media or 


who represents a South Korean NGO 


penalties for 


as he puts it the best way to 
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Annan underscored security concerns while Tang 


Annan expressed concern about regional 


but 


Iraq Darfur Syria/Lebanon and C 


Column 4 


Column 5 Column 6 
including UN management and budget reform 
substantive meetings with President Hu 


Guo said. Annan\'s brief 


Guo added. 


if true this would be positive. 


President Hu said. 
Tang thanked the SYG for supporting the 


according to Guo. 


but Iran did not follow the advice. Annan 


but also take steps 


Column 4 Column 5 Column 6 


although 


Guo 


according Guo. 


State Councilor Tang told 


but that the Government of Sudan (GOS) must 


which was difficult t0 achieve. The 


Guo noted. In response to 
Guo said the topic of potential 


Guo said. Annan stated that the international 


Column 4 


involving the demarcation of 


which also must exercise its mandate in 
balance and openness 


religious 


Guo said. 


according to Guo. Tang 


Tang noted 
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Guo said. 


according to Guo. 
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Hu and Tang said. Annan said that he hopes 


according to Guo. 


Guo noted. 


Hu said. Annan responded 


while agreeing that the UN should prioritize 


Annan added. President Hu noted 


Hu said 
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RBTT\'s action has 
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diminished habitat integrity and a higher 


000 


and eventually 


to China. In short the ruling coalition with 


expanded infrastructure 


training for local 
and the creation of local spin-off industries. 


the terms of 


000 hectares of a 
000 hectares concession on which the palm oil 


000 hectares to be converted to palm oil 
000 hectares and in the third year another 3 000 and 


000 hectares per year for the next 9 years until 
00 hectares are under cultivation. The wood 


the project has 


the deal with China Zong Heng 


Column 4 Column 5 
he promised voters in his 


Brunswijk and his 


000 new 
believing that the 


which is the largest town 
protested against the deal by 


AC leaders held town hall 
as they claimed 


which precariously straddles both 


which would greatly upset their 
but at the same time are insisting on 


environmental and political 


which is 


many wonder whether the project can even be 


000 hectares of forest 


Column 6 


Column 4 Column 5 Column 6 


the most skeptical see the entire effort as 
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the United States will come to Israel\'s aid. 


and | extend my hand in peace to Mahmoud 
the elected President of the Palestinian 


we cannot wait indefinitely for the 


Olmert stressed 
calling Olmert\'s 
\" were 


Olmert 


Column 4 


Olmert called his plan a \"process 


Olmert met with 


and on Tuesday with 
whom 
he told that it was time to put the deals 


50 
but we will have human rights. 


| am in the 


we are dealing with an 


IDF Radio said 


The Jerusalem Post 
the House of Representatives approved 


the Palestinian Anti-Terrorism Act [also known as 


and was likely timed to coincide with a 


Column 5 


according to 


Column 6 


and Hatzofe reported that 


361- 
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and The Jerusalem Post quoted Peretz as saying: 
or support the 


Jews occupied two apartments 


which 


used to channel 100 


and that the defense establishment 


of which 72 percent land within 


Maariv and The Jerusalem Post 
a man named by the Egyptian 


received weapons and bomb-making training in 


the High Court 


Channel 10-TV reported that on Tuesday 


300-km range. Maariv said this was a signal to the 


Column 4 


in Ramallah and the 
Hamas 


released Tuesday 

although there was a continuation 

including around 50 children 

and 50 Israelis 

were killed by Palestinian armed groups. The 
in deliberate and reckless 


shelling and air strikes in densely 
or as a result of 


The Jerusalem Post 


according to which some 59 percent 
413 


000 
000 people -- are Jews 


in an 
the 


Jewish donors 
and 
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Fatah and other Palestiniar 


there 


including six 


and other media cited 


000 Jews and Ar: live in 


and 56 percent 
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Germany 


and Russia -- exist. The newspaper 
Europe 


and Israel as 


the discrimination of 
and other motives. 


Tel 
inthe Tel Aviv area. 
Police Commissioner Moshe Karadi and 12 


which was appointed to 


at this time a research 


wrote from Washington in 
pluralist Yediot Aharonot: \"The [US] 


left-leaning HaVaretz: 
there were many good 


Column 4 Column 5 


and the deep cracks that have 
Israel should 


senior Likud member and former 
wrote in Yediot Aharonot: \"Arab 


at this time a research 
wrote from Washington in 


pluralist Yediot Aharonot (5/24): 


the administration 


on the Iranian issue they expected 


it would be best for Israel to 


left-leaning HaVaretz 
there were 


terming them 
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and no less importan 


Olmert his cabinet and the 


and that Iran would be the central topic of 


Haniyeh 


nor does he allow 


and not only 


is a cause of great concern. This week it was 


and that Iran plans to supply the terrorists 


Column 4 Column 5 Column 6 


and that the withdrawal will create a new 


V which can supposedly be attained 
also lies under a great question mark. 


ifthe 
they will probably 


and Israel will face heavy pressure to carry 


inwardly and outwardly and the deep cracks 
Israel should seek 


senior Likud member and former 
wrote in Yediot Aharonot (5/24): 


the 


\' said the Arab speakers 
reminding the US 


the hints that the Hamas leadership could 


but it makes this contingent upon 


consent to UN Resolution 194 on 
which is no more than the 
and [consent] to a 


including East Jerusalem and the new 
and of course all the 


Column 4 Column 5 Column 6 


which employs thousands of 
no longer fulfills its duty. Its staff can no 


because wars are also a result of 
as was the case during the Yom 


Hebrew University Professor of 


wrote in the conservative 
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Hebrew University Professor of 


wrote in the conservative 
a 


paving the way for a 
could be a way to 
help underpin its 
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between hardliners seeking to 


including NDIVs status in country. He is strongly 
however 


by two \"reactionary\" brothers -- 
who 


want to 
in Shaikh Abdul 


Shaikh Abdul Aziz said the 


Column 4 Column 5 


he had made remarks in support of 
the term used locally to address the 


and 


who is a political 


confirmed to Pol/Econ Chief that Shaikh Mohammed 


ShaikH8NVAt Bahrain cannot get too 


and a Jew to the upper house Shura Council in 2000. 
every 

they could 

commenting that the regimes V'are weak at the core.\" 


the 


Column 6 
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Shaikh Ahmed became defensive. He said there is 


but there is no truth to this. \"They only 


V Shaikh Ahmed stated. He 


Iraq and Saudi 


Qatar 1P'QOainVs lead \" he 
\"and it is hard to live among monsters. V 


in particular those 
the government is proposing or floating 


even if a special pardon had been issued. 


oppositionists immediately 


thus skewing 


the 


and parliamentary elections 


there 
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thus bringing the law into line with the 
which already allows the King to 


which falls under 
withholding any 


despite their repeated requests. This 


including over the 
in the next elections. Al Waad President Ibrahim 


we cannot rule out mistakes when 


their net effect to date is to keep politicians 
b) seem to directly 
d e) hurt candidates who are 


including the former 
withholding information 


\"It seems that the situation will 


the sentiment reflects the 


Column 4 


freedom of assembly 
freedom of thinking 
he 


in reference to the government forcing 
he said 


demonstrating 


wrote on May 14 that those who are calling 


\"My advice to those who are 


and make it appear as if the 


they are trying to place 


Egypt 
and heard the public or private 
the 


who could comprise the largest bloc in the 


Column 5 Column 6 


criticism of offici: and a 


\"the methods of the past 


and 


Column 4 Column 5 Column 6 
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that the GOC would not participate in the May 

we did 

the GOC has 
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Al-Basri focused upon Coalition 
and in lraq as a whole. 
he argued was to remove 


establish a representative government and then quickly 
but the continued presence of American and Coalition 
as there are 


Al-Basri further 


with the backing of U.S. 


Al-Basri replied that the 
unable to conduct the basic functions of the 


Column 4 Column 5 Column 6 
let alone assist with reconstruction efforts. He 


as 


U.S.-supported date palm tree spraying program as 
Al-Basri laughed and replied that there are more 


stating that the 


he added the PC makes such 


he argued that the PC failed to 


the PC he contended should 


he 
is popular with the people because its platform calls 


if they decide to run on their own ticket in the upcoming 


arguing that only Da\'wa should 
formed after the fall of Saddam whereas the Da\'wa 


he argued has not created a political party in 
but on the contrary exploited his 


Column 4 


Column 5 Column 6 

he 
has not publicized their objectives and does not possess 
there are 
he stated and 

including rebuilding the country and 

he stated then the 

he warned then 

but the 


the intensifying 
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the Church of Ireland had negotiated terms of 


the 0.16 
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however she was unable to provide more 
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identifies future assistance 

and strategizes solutions the overall problems 
Post has reported on the basic 

outlined current USG efforts 

and 

Post will 


examine 


and economic development 
and evaluate the effectiveness of key GOP 


February 2005) 


25 August 2005) 
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19 September 2005) 


18 October 2005) 


27 October 2005) 


25 November 2005) 


14 January 2006) 


24 February 2006) 


10 March 2006) 


13 March 2006) 


27 March 2006) 


26 April 2006) 


10 May 2006) 


22 May 2006) 


Embassy Islamabad and Consulate 


Column 4 Column 5 
s Political Goals in FATA 


s post-7/7/05 crackdown promises as 


2006 


s FATA Development Strategy: 


Effectiveness 


but with the impending 
Posts\' remaining expertise on FATA 


the USG has an ongoing robust 
managed by several different 


Khurram North and 
and Orakzai Agencies working with the 
all in 


has been stalled due to security conditions. 


Column 6 


Column 4 


Column 5 Column 6 
communication equipment night 
bullet proof jackets/helmets through ΕΥ 2005 
and alternative 
NAS will begin the 
including: 
000 
41 000 Frontier Corp 1 
ammunition fuel wear-and tear on 


because it encourages the Pakistan 
it may be time for a USG policy review on 


reimbursement should 
and that CENTCOM/SECDEF should 
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Pakistan has chosen to spend national funds and FMF 


DOD provided $22 million 


Pakistan has enhanced its control 


and fill in a 11-year gap in relations due to 


000 as 


DOD 
000 in CT fellowship funds to accentuate 


Associates in Development to 
middle and high schools in 6 agencies 


44 are underway in 


Bajaur Khurram Mohmand 


000 DOD OHDACA grant mentioned 


Column 4 Column 5 Column 6 
000 to administer this program. 


USAID awarded $400 000 
and Khurram. Under this program GOP will construct 
which we 


USAID provided $4 million 


000 loans and 1 000 


improving the quality 
and increasing awareness and knowledge at 
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recognizing it as an 
\" Muslims throughout the world 


population. As a result religious 


Column 4 
explicitly endorsing a two-state solution. 


stating that it would be possible for him to 
even during Ramadan. He asked 


perhaps a VOLVIS program in conjunction with a 
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and that Wa particular political party" was 


the homes of all AL leaders would be destroyed. 


noting that the demonstrators 


much to the dismay of pro-AL 


which she said wanted to \"create 


V and called on the BNP to resign. 
AL presidium member Kazi Zafarullah was more 


he told us -- 


blasted BDG 
and called for army 


Column 5 Column 6 
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he 


which makes them vulnerable to 


while the BDG was 
the next day 


he said 
water 


he blamed much of the damage on late and passive 


he has asked the BDG to declare energy 


rumors circulated through business and 


however 
and confirmed that he would 


the theory goes 


or a state of 
could rectify. As proof 


Column 5 Column 6 


after being rocked by recent 
and fuel shortages. 


told us mid-day May 24 that his condit 


opposed or was 


they noted police 


Column 4 


however 
and police sources 


from the relatively low casualty levels to 


a conspiracy here looks extra 


which 
might have ignited the violence 


her response 
was to wonder if we were acting for \"a particular 
the eminent lawyer and former Awami 


May 23 was another great 


the AL has twice deferred 


its VsiegeV' of Dhaka program 
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they would not necessarily turn towards Fatah in its 


Column 5 Column 6 


the BDG can't win for 


90 


according to an AL presidium 


now to 
which suggests it is 
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Column 4 
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President Mahmoud 


in the belief that Hamas will eventually overcome 


mostly semantic concessions in 


sustained by assistance from Iran and the Arab 
and emerge stronger afterwards -- the option 


\" Kupperwasser claimed to have 
V'Arabs are saying to themselves that the 


but must 


and that the GOI would need the U.S. to be involved 


s Al-Aqsa Fund part of the Islamic 


the Palestinian Monetary Authority (PMA) the 
and the Islamic Palestinian Bank (a very 


Column 4 Column 5 Column 6 


CTB Director of Counter Terror Finance (CTF) 


and the American Near East Refugee Association 
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the Palestinian Monetary Authority (PMA) the 
and the Islamic Palestinian Bank (a very 
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and the American Near East Refugee Association 


Column 4 Column 5 Column 6 


5/24/2006 12:43 O6SANTIAGO! 1! Embassy Santiago 
but only as an observer or 
V not as a member. End Summary 


the Ambassador joined Polish Ambassador Jaroslaw Spyra 


Rodrigo Nieto and Director for Special Policy 


saying there was no logical reason for not 


and 


ChileVs exclusion from the 


but showed no flexibility on 


ChileVs exclusion in Warsaw could raise questions 


Column 4 Column 5 Column 6 
but 


presented to us by Portales in January 
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and his relations with 


energy) that 


we take his comments about Huepe and Venezuela with 


but following the military coup was detained for three 


he went into exile first to the United 

he returned to Chile 

a 

and as 
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Column 4 Column 5 Column 6 


led by the German-language tabloid 
\" has featured articles based on apparent leaks from 


much of the content tracks what sources have told the 


DAP in the Geneva Islamic Center run by H 


but that when 
he fell out of DAP\'s 


with some additional press reporting and should be 
rather than a source 
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2006 and told the 
in his view Al Jazeera has entered the 
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\" said Khanfar. Al 


and its themes were regionally-focused with 
democracy and corruption. 


the focus moved to the 

to global issues such as the War on 

with coverage of Iraq Afghanistan and Palestine as 
said Khanfar. The focus shifted 

with the Arab world as one unit 

Europe and the West as another he said. In this 

Al Jazeera developed \"war reporting\" as an 


Arab domestic politics took a back 


he said. 

Kuwait Bahrain Iraq and Palestine 
reform and Arab issues. \"Now if you look at our 

you see most of the issues that are discussed are 
\" including political Islam good governancı 

Middle East economic and women\'s issues internal 


and so forth. This 


he added. 


with opponents of that usage arguing that such a 


Column 4 Column 5 Column 6 
with those in the Arabic \"camp\" claiming this 


Khanfar said that the matter is being 
and that his proposal is to 


and not just as the logo of an 


or Al Jazeera Turkish for example. The 


he said. 


Khanfar tried to emphasize that 


he said. He added that there will be an 
consisting of the two boards 
which will meet periodically \"for coordination\" 


\"he said. AJ 

derived from its code 

and the English channel is developing its code 
he said. \"The BBC style guide 


\" he said. 


said Khanfar. 70 percent of news 
he said and \"we give and will 


it has since slipped to 
Khanfar laughed 


which necessitated connecting its four regional 

Kuala Lumpur Washington London) using broad 
but has led to technical 

he said. (Note: In 

the AJ English studios in Doha which are being 


Column 4 Column 5 Column 6 
are clearly still 


Khanfar acknowledged that AJ has a significant 
where it is often perceived as 


he said. AJ English will also be 


he said so that anyone with a broadband conn 
and even those with a slower connection will be 
although with reduced quality. 


said Khanfar. He said AJ English 
and that probably 

including in places 

where AJ does not 


000. Less than a quarter of these 

he said estimating that each 
producers and 

with the remainder providing technical and 


Khanfar acknowledged that holding 


not least 


which will \"make a decision \" but did not provide details 


as well as about the nature and extent of 
and 
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with one to two 


he acknowledged. He had just returned from a 
where he said there were problems with 


resulting in inaccuracies in 


in which he noted 


partly in order to make the network at least 


he said and AJN would not want 


including 
the 


and the 


the Managing 
continues with some 


and others claiming that Khanfar is trying 


since he currently has no loyalty base from which to 


given that Al Jazeera politics like Qatari 


Column 4 


Column 5 Column 6 
are personality driven and the inclinations of his 
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though as a Libyan he is obligated to promote 


Sasso emphasized that the OIC considered 
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Maripuu and Nestor 


Column 4 Column 5 Column 6 


future integration challenges 


and that would 


something he ascribed partially to a 


Nestor and Arjakas may have played to their 
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Gunawardena has a reputation as something 


and 
V he 


he stressed. The LTTE and other armed groups 
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he suggested; 
however he agreed 


poloff asked what 


perhaps based on the Swiss 

as a starting point for discussion with the Tigers. 
he averred. 

he suggested 


Fr. Bernard suggested after 


whether it involves 
but expressed doubt that the referendum 


Minister Gunawardena said 


everyone recognizes that 
he continued--meaning some form of 
which continues to oppose 


has said it will not block such a proposal if it 
he emphasized. Thus 


Gunawardena reported although there is 


Column 6 


Column 4 Column 5 Column 6 


the 


he observed. 


right now the GSL doesn\'t even have the 
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the Indian draft 
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though the strength and breadth of support among the 


but that many 


who 


is it all about the Security Council? 


and to capitalize on momentum from the 


the Indians Germans and 


including NAM members 
have regularly emphasized the 


which the Indian Deputy 
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in campaigning for a 

have repeatedly 

\"more representative V 

we assume must be particularly 


delegations 


and in particular at the U.S. In 


Indias Sen has been widely 


V and that a new process is needed to 


but the aggressive campaign to build 


but see the debate as an opportunity to 


and the U.S. 


and - in the best interests 


there will likely be clash over Charter 


positioning 
in direct opposition 


Column 4 


already being talked about in the corridors 


Column 5 Column 6 
is that the NAM might try to get the GA to vote down a 
however would 
he or she would 
only adding to the atmosphere of 
SYG candidates could be forced for example to 


the Israeli-Palestinian conflict 
such a 


and management 
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as he has in the past 


that the MCC evaluation 
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Hoshyar Zebari the previous day to congratulate 
his wider 


as well as the larger expatriate community in the 
\" AbZ said at a joint press conference with visiting 


calling for launching of \"a process of 


more aggressive tack casting doubt 


the Iraqi Business Council (IBC) of Abu 


000) but allthree lack according to 
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\"Congratulations on the independence of Serbia.\" 


the 


Italy\'s 
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V \"Some people 
whether it\'s 


O6JEDDAH389 Consulate Jeddah 
\"he complained \"use Islamic 


and especially satellite television for running 


these did the opposite 


yet a group of women managed it. You know why? 


which they never had. No doubt others 
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\" he went on V'we have people who brag about the 
the first Saudi woman rally driver 


even on TV for all 


why don\'t 
widows and divorcees? 


we have women appearing in public with make-up on 


\" he announced \"the meat you buy is halal (Prepared i 


and this is what some Muslims are 


Column 4 


Shaykh Salih Al Talib 
devoted his sermon to education. 


rather belatedly 


he comforted anxious students by saying 


V he 
Was an opportunity to excel and do their best. V" 


Shaykh 
simply admonishing the worshipers to Vfear 


assuring those present that: 

no one harms him. And whoever fears any 

no one benefits him. Surrendering to God and placing 
removes fear from human beings." He concluded 
support Islam and Muslims 

destroy the enemies of 

and make this and other Muslim countries safe and 
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and 


\" Vazquez said 

and to hell with the differences. V 
\" he included the need to deepen 
narco-trafficking and money 
adding that the 
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preaching from 


that they should study hard from 
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\"is to work together on 


Column 4 


\"We are not interested 
itVs a question of democratic 
then one should 


VWe try to be pragmatic and want to be responsible and 


Vazquez 


stating that V'it was important for us to work 


monitor elections 


Vazquez said that 
V adding that the GOU had 


Vazquez said that the acronym 
so that he has had to 
\"we would support а \"4 1V 


there is nothing to 


our trade with it has 
VI have this problem with 


but we 
t contaminate the environment." 


(in which Vazquez acknowledged 


supportive 


the Middle East and weapons of 


while Venezuela is not 
\"When | was in Mexico 


as he is actively and openly supporting 


Column 5 Column 6 


promote human and 


\"you can count on 


re going to build 1 and we 


\"that he 


he said. Vazquez 
President Fox 


Column 4 

\"The issue has not been resolved 

but will be discussed within Mercosur.\" Ambassador 
\" 

\"yes 


Ambassador 
Deputy ForMin Maria 


Lujan Flores. Ambassador Maisto began with a tour 


and expounded on the good work the 


Colombia 


but it was not clear 


ForMin 
\"We need to help them 


he said 
or if so 


Argentina and Chile 
\"We need to try to understand the new GOB 


which will help 
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in Peru and Nica by 


Ecuador and Ha and that Secretary 


it was not at all clear that 
what they wanted 


Column 4 
Gargano replied 


or it can be settled violently.\" 
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Uribe announced the creation ofa 


Part 2 - Gaviria Fills the Plaza 
PDA candidate Carlos Gaviria held 


including Colombian writer Laura Restrepo. 
supporters stood for six hours to listen to 


in which he promised to open a dialogue with all 
Gaviria attend 


Gaviria told a 

000 

deferred from 

so that he could attend Liliana Gaviria Vs 
before 


Part 3 - Serpa Pauses in Bogota 


May 21. 
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\"Uribe must be stopped.\" Gaviria wil 
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Serpa told 


contrary to 


visiting Departments in 
west and coastal regions of Colombia before 


Spain Germany 
however. The National 
but announced on May 18 that all voters must have a 


the 
saying voters without national ID cards 


the company that prints and 
including 


bids would be due 24 hours after the first round 


Column 6 


and Venezuela. Cor 


only 3 weeks away any delay in the announcement 
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the NGO leaders named 
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and 


V and the MFA plans to ask NGO\'s active in the 


including Cuba and the Western 


People in Peril hosted 27 NGO 
both Albanians and Serbs for a four-day 


although Slovakia considers the Western Balkans a 
it was the first time a group of 


and it took over a month to arrange visas. 


five speakers from Kosovo-based NGO\'s described their 


restriction of movement and 


and an 


no matter what 
Kosovo will be closer to European 


Slovak NGO experts and MFA Political 


as one moves 
expertise dissipates. Nonetheless SlovakiaVs 

and the role of 

Nic said Slovakia was at a distinct disadvantag 


nor on Ahtisaari\'s team. Lajcak 
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final status would not resolve all of 


such as tolerance and respect for 
depended on Kosovars themselves and not the 


VLeave politics to the politicians but be the mirror 


direct 
including messages like 
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as well as an individual from 
are not able to make the June 


where the USG 


and then to the 


environmental access to health knowledge 


etc.) as matters of ethics.) 


Brazil China et al 


that UNESCO should 


and wants to be involved with 


he will be preparing the report based on the 
for the DG and then the Executive Board. 


nor an update to the 1974 Declaration; the 
and the focus 


as he said that SHS does not intend 
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should we amend 1974 


the U.S. Delegation 


the agenda for this fall\'s 175th Executive Board (ExB) 
\"Report by the 


not as a member of the 


etc. in 9 countries (they have 9 experts) 


not an exercise on how 
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and will 
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he said that it would be extremely 


as was agreed privately between MDA and the 
\" 


the two PRCS 


according to Cooperation 


Dayan called a dispute between the MDA and the 


he claimed until 


maintaining that the structure of the review 


in frustration the MFA 
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Dayan is 


where the problem lies. An 


according to the local 
who told us that the MOJ is still trying 


apparent 
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wine and 
and Georgia was the 


Georgia would benefit from finding a 


Column 4 
as the Baltics had done. 


but did not raise the 


who was sitting in 
Abkhazia and South 


would be \"slightly on the Russian side\" in the 
though it 


Armenia would oppose 


German Chancellor Merkel\'s Foreign 
but 


but warned that if 
Georgia might 
\" especially on peaceful 


as it already has with 
gas 


but as 
not the Russian 
the Russians would try to convince the 
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and vice 


electricity and embargoes on Georgiar 


Column 4 
VLet us handle these crazy people." 


and had many more. Politics 
and 


and despite all 
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but today | am going to write about the 


the Rice visit and the murder of a high 
what is Washington\'s view about the 


particularly in light of 
the Islamic 


itis noticeable that the Jewish 
issues like 


tension will be defused in US-Turkey 
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despite all the negatives 


the Americans will need Turkey in the future on a 
including Iran. Therefore 


the fact that Secretary 


Montenegro announced its 


the peoples\' will for independence mainly 
national and religious 
000. Will 


there are states in the world that are 
like Luxembourg and Malta. 


a paradise for tourism 


Montenegro could become a member within 5-6 


couldn\'t they separate in the same 
naturally Papadopulos won\'t agree to 


what would the EU say to this 


not the headscarf 


which has been a problem for only 1.5 


Column 5 


United 


the US-Turkey 


has long-term 


Column 6 


Column 4 


V Sahin said. 


Prime Minister Erdogan was received by 


while 
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a lower level BNP official attended a 


Deputy Prime Minister Lehohla 
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O6MASERU250 Embassy Maseru 


condemned the BNP 


Column 4 Column 5 Column 6 

to seek an audience with the speaker 

do not 

as we had done during 

we and other development partners would 

be free fair and transparent. (Note: The BNP 


who represented the 
and the UN Resident Representative. All of us 


in fact received a petition that 

in our view 

saying the BNP should be \"punished\" for such action 

he said the situation and pending May 24 parli 
Ambassador learned the 


presumably to address this matter. End Comment.) 


we asked the 
Irish UN) 


but had demonstrated two blocks away. We pressed for 


she added donors could not operate. We 


not backward and 


Column 4 
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even while maintaining ArgentinaVs 


V although he acknowledged that U.S. officials had 


the circulation-leading daily Clarin and 


La Nacion 
but was denied. Kirchner and his leading 


000 to fill the central Plaza de Mayo on May 25 as part 


avoided talk on reelection 
and 


the 30 percentage point reduction in poverty 
the successful 
the payoff of the IMF 


such as price controls and the export ban on beef. 
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O6BUENOSAIRE Embassy Buenos Air 


also requested an interview with 


Column 4 
or 
Senator Cristina Fernandez de 


would make an excellent President 


such as raising 
reforming the national education law 


but for now 


along 
that would incorporate other political 
especially the largest opposition party 


Frepaso 


even 


however 


Column 5 Column 6 


who could be 


or 


Kirchner is trying to lower 


the 


former opposition 


Kirchner said that the door was still 


Column 4 


yn 


however 


Kirchner\'s critical comments about 


\" although he acknowledged that U.S. officials had 


from President Bush to the Ambassador and leading 


we have repeatedly sought the GOA'\'s help іп 


Column 5 Column 6 


that a more \"integrated\" U.S. would k 


Column 4 


particularly in the 


many are already calling May 25 


Kirchner 


who often 


such as the Uruguay paper mill crisis. 
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according to 


regional media reported that a Syrian court had 


telling 


including conspiracy and attempts to usurp 
earlier this year 


who 
according to AP reports. Khaddam 
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06DAMASCUS2: Embassy Damascus 


Column 4 
the military 


Khaddam noted that he had met (and been 
an action that Syrian 


seeking to seize the family 
according to Aji. Khaddam and his wife and 


the AP reported. 


the SARG was using the military court cases 


Dahdouh said. 


and we have 


however 
even those outside the country. 
5/24/2006 14:48 


particularly abuses committed by government 


Salim stated that 


torture and the 


Salim answered that she feared a weakening of 
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the SARG is 


06BAGHDAD171Embassy Baghdad 
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she 
the Commission should be placed under the 


Salim has thrown 


Salim seems focused on the job 


she is a city planner by 
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а 

who had just completed а phone call 

felt slightly better about the coalition 


she complained again about maneuvering by 
who she said was forging 


and spiking chances for an Orange coalition. While 


the suggested new coalition rules were a recipe 
not to maintain it; 


Column 6 


Embassy Kyiv 


Column 4 Column 5 


and suggested it 


Poroshenko 


accompanied by foreign policy 
told Ambassador that she and 


with the Rada opening May 


domestic 


Column 6 


and social policy programs as well as the proposed 


the new rules and personnel 

not keep it intact. Poroshenko 

which would be a disaster; his 

voting one day with Regions and the next with 
dooming any effectiveness of an Orange 


ex-Ministers Zhvaniya and Chervonenko to the 


Martynenko as head of OU\'s Rada faction and PM 


she claimed. 


since Poroshenko had maneuvered within the Rada 
not BYuT and the 
on planning for the next Rada including folding 


and splitting 


but the trilateral 


Regions was busy attempting to buy MPs 


Column 4 Column 5 
alleged Tymoshenko. She was aware of 16 BYuT MPs who 


Poroshenko had secured roughly 12 OU 


OU and 
and then use that as leverage against 
forcing his hand in favor of an OU-Regions 


particularly if the prices 


Tymoshenko had just completed a phone 
initiated by Yushchenko which 


to protect 


she and Moroz would 


Tymoshenko mentioned the Yushchenko phone 


a different spin than the one she 
perhaps meant to pressure 


Tymoshenko 


Column 6 
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but acknowledged the situation was complex; 


Rukh (Tarasyuk) 
and Stretovych\'s small factions seemed to be 


changing of the guard 


Tymoshenko expressed regret that there 


but stressed that the 


first and foremost during the \"breakthrough\" of 


since if she were to return 
she could be guaranteed to face a vocal 


from 100 percent Orange dating from November-December 
black and red (heart) of BYuT\'s 2006 Rada 
a reminder of the political and 


Tymoshenko 
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while Argentina remained firm in its 
he said it was time to start moving 


Franco welcomed the May 23 Haitian donors\' 
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noting that Preval was 


however by Preval\'s call for national dialogue. 
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HAMAS militants exchanged 


in the Nusayrat refugee camp. There were 
an 


and at least 35 wounded. 


Muhammad Abu Jabal are being questioned in 


the Interior Ministry 
equipped and 


Column 4 


000-strong 


500 members belong to HAMASY 122 al-Din 
while the remainder are recruited from 


brother ofthe PA Foreign 
serves as the overall commander of 
while PRC head Jamal Abu 


several 


the units are able to rapidly call in reinforcements 


the forces have appeared with truck mounted 


Deir al-Balah 


one in Shati refugee camp and the other in Khan 
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the GOAJ is maintaining 
undoubtedly wary of provoking a 


a childrens supplement to an Iranian 


a 


prompting a cockroach to respond in 


while Azerbaijan proper has a population of only 


Baku political commentators told PoIFSN May 


the \"capital\" of Iran\'s Azeri community. Reports 
000 people joined the student-led 


Y while analysts in Azerbaijan have speculated 


and also that the 


which is extremely pro-government has 


Column 6 
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Civil Solidarity Party 


the GOAJ cannot remain indifferent to the 


has never been 
the deputy 


on May 
roughly 40 ethnic Azeri-lranian students held a protest 


a former Azerbaijani Ambassador to Iran 
told us that the cartoon and the large 


as is 
Azeri ethnicity is viewed 
evidenced by the 


a Baku 
said that he expected the protests to grow not abate 
IIgar Mammedov affirmed that the 


commentators noted that the 
although often viewed as 


Column 4 Column 5 Column 6 
were of vital importance to 


Jafaroglu noted were believed to be 


gas stations and cars were set 


Jafaroglu reports that further 
Ardabil Maraga 
and Mian. News reports also state that the next 


saluting the 


and we 
and as the Iranian government\'s hysterical reaction 


this issue remains 


their primary expectation is to keep 


Column 4 Column 5 Column 6 


5/24/2006 15:10 O6PRISTINA448 Embassy Pristina 
although he 


Father Sava said the most important 


JECAN 


to build a 30 kilometer road to connect 


the monks are 
and 


and 
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\" 

at the 

was presenting the Russian public with 


Column 4 


Column 5 Column 6 
championed by Foreign Minister Tarasyuk 


had simply 


competent special envoy to 


Zinchenko said that he would smooth the rough 
listening to 


and Uzbekistan to diversify energy supplies; 


\" Zinchenko said adding that \"somebody\" had betrayec 


accompanied by 


met May 22 with former State Secretary Oleksandr 
whose September 2005 public allegations of 


which finished 30th -- with 0.10 percent of the 


Zinchenko said he could not 


Column 4 Column 5 Column 6 


professional 


while 
Our Ukraine (OU) had to build bridges to the 


\" Yushchenko would not be able to govern these 


as well as some key 


enforce discipline and 


according to 
were in state of \"total chaos.\" The message from 
dutifully repeated by the Russian mass media 


which Zinchenko asserted were in bad shape and 


in 
had done nothing but antagonize the Kremlin. 


Column 4 Column 5 


and someone respected in Moscow. 
Zinchenko said he 


but only if Yushchenko fully supported him in 


regularly and deliberately stoked the Kremlin\'s 


and the Ukrainian 

for failing to reach out to 

Turkmenistan and Uzbekistan in an effort to 

Zinchenko 

Ukraine had \"voluntarily given Russia monopoly control\" 
which 
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\" Zinchenko asserted adding that Yushchenko 
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Embassy Kyiv 


however had run into difficulties in 


since he wanted 


Column 4 


but would contact us when he had more 
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just one door up 
the site of the May 25 


asasign of 
2005 attacks and continued 


but May 25 could well 
violence 
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\" explaining that he had been imprisoned twice on false 


to officially clear his name. 
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2005 attacks on 


and 
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and lamented that he should have resigned as prime 


Yanukovych boasted that he had 


living 


to renovate it and work the land but had 
a police 
who had illegally taken over part of the Yanukovych 


the cop fabricated a criminal case against 
and Yanukovych went to jail. After his release 


which prompted the cop to fabricate another 


after which he was again 


refusing to eat prison food and subsisting only on 


for 
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he stressed that rarely happened in 


a longtime Donbas representative 
for taking an interest in his case and 


Yanukovych claimed that he V'never really was 


and had actually tried to engineer 


Tymoshenko and Moroz. 
when he suggested that the deeply unpopular 


in retrospect he should 


he lamented had been a \"fatal 


Yanukovych argued that President Yushchenko should 


Yanukovych 
25 Tymoshenko Bloc MPs and 


he emphasized 


Yanukovych 


Column 4 
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has long been 
leftist alternative to the 


the SP first competed in parliamentary elections in 
but won its first two seats only in 1994. The party\'s 


since 1986 
the party has steadily 
it won nine 


and the 


000). 


the SP drew on its extensive 


the party more 


including Nijmegan and 
the SP could win 14 
but SP 


the 


Ambassador Arnall and POLCOUNS met with 


Column 5 Column 6 
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of charismatic former welder and 
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\" and less 

in recent years. Marijnissen for example 
he 

for example firmly opposed 


SP\'s interest in foreign policy would always 


van Bommel 


but van Bommel suggested that other factors also 


Ali Lazrak had 


particularly with regard to religion and 


Column 4 Column 5 
van Bommel pointed out there 


according to 
it would be irresponsible for him not to at least 


and could be seen as natural partners on many 


who 


it would be foolish for the PvdA to trust anyone \"who 


abandoned 
and -- just last year -- dropped 


the SP arguably no longer poses an ideological 
it remains anathema to 


voters on both the left and the right are looking 
and the SP is 


a specialist in Dutch political parties at the 


told POLCOUNS recently that the SP may be the fastest 
as expected the PvdA 


Voerman noted that the party would be well 


Column 6 


Column 4 
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the non-recognition of the Turkish Cypriot 
and the abundance of property in the north owned 


2006 the 


the Member States approved at 
bringing the total in line 
however 


Council) approval. 


the EU approved an assistance 
which 


and Kyrenia) 


s body of law known as the acquis 
however 


a new provision was 


S 
which 


\" was formed in 1989 to oversee 
but quickly expanded to include 
the Balkans 


decisions are made by qualified 
meaning no one country has a veto. In 
however 


Column 5 Column 6 
O6NICOSIA781 Embassy Nicosia 


a modest busine 


expires in June 2006 


and the 


most decisions are made by consensL 


Column 4 Column 5 
the new assistance will be 


allowing it to begin action 


assuming Turkish Cypriot approval. The private 
which has been contracted to provide 

will establish an 

which will house the 


but we note that it is included in the TCC Task 
the new 


and development of youth and cultural 


Column 6 


however the bulk of the aid 


the first of 


while the rest will work in a V'project 
10 potential sites with clear 


the Task Force submitted to the 
which is very 
will be formally discussed at the June 


the Task Force will put its various projects out to 
a process which should last six months. Thus 


2009. The plan consists 


Column 4 


including the Dikmen site 


000 Euro for a feasibility study on the rehabilitation 
was 


which 


and a Supervisory 


the 101.5 million plus 


suggesting that 


Andrew Rasbash 
and not 
Themis Themistocleous. 


and the Turkish Cypriot 


many thorny issues 


the Commission was concentrating on 


Column 5 


who 


Column 6 


Column 4 Column 5 Column 6 
Batista 


branches of Turkish 
the Task Force\'s intent is 


respectively) 


however the EU assistance 


use of banks 


etc. become 
the EU -- with the GoC 
5/24/2006 15:30 O6DUBAI3131 Consulate Dubai 
and Ahmadinejad 


however 


about the potential impact of 
he said 


fewer smuggled goods would get in th 


we would likely take 


as we had in the lead-up to the Iraq war. A situation 


of course require more thought. 


Column 4 


saying some people were required to stay 


Motamed was quoted in the 
in a meeting this week 


a view echoed by another contact. 


thanks in large part to his efforts (Ref). 


however 


although he continues to seek information. 


as well as all minorities 


they cannot 


but his request for advanced planning in 
it is possible Iran 


particularly Israeli 


Column 5 Column 6 


on the cases of the eleven Jews missi 


are required to perform 


military attack. € it 


Column 4 Column 5 Column 6 
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only to President Xanana Gusmao. He repeated that he 


with 


but later admitted that at least seven had deserted. 
but 


although in central Dili there were still many signs of 


exodus out of the city is at this 


although these 


often armed with machetes or sticks 


a group 
accompanied by several police were 


machetes and 
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east and west 


new camps have also been 


000 IDPs in Dili located in up to 26 different sites. The 


security arrangements at the 


the Australian 


and non-essential personnel. 
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with other nations perhaps responding to the 


Ramos-Horta said it is \"highly likely\" that Prime 


and that if Alkatiri does not resign the President 


and that he would request the 


heads of foreign diplomatic missions in Dili and 


Column 4 
President Xanana Gusmao 


Prime Minister Alkatiri 
and Foreign 


and that similar requests would be 
New Zealand 


since \"there is no faction in Timor that is 


who had 
sat 


with pitched gun battles between members 


Agio Pereira 


in his own recent travels around the 


whom the Government had asked 


had reported a similar consensus. 
who rarely attends government functions 


that the matter has been discussed with Alkatiri 


Column 5 


and Malaysia. 


and by the 


and 


Column 6 


Column 4 Column 5 Column 6 


which he would agree to do on 


the 


but 


who would have 


and 


which have not 
while leaving Dili and 
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his 


whatever 
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strongly advising that they 
and that Embassy devise talking points for all personnel 
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WILL STICK WITH EU ON IRAN 


a 1988 IV grantee and 
has a very positive view of the U.S. and 


that on Iran Italy would adhere to the EU 
and that he believed U.S. basing in Italy was a 
he was interested in 


Ambassador paid an introductory call on 


Column 4 Column 5 Column 6 


and serves as Vice President of the Aspen 


the Ambassador explained to 


who Letta 
Iran Israel 
the Ambassador told Letta as he had 


that PM Prodi\'s statements on Iraq before 
not looking back 


as Prodi did last week damaged the good will 


given Italy\'s significant 
where he thought Italy would 
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and suggested that anything tne Ambassador 


an economist by profession described himself 
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NGO\'s and transitional government authorities (ref 


as well as \"follow-up on 


and Economic Insertion Mr. Koita Bamariam told 


thanks to their 
separate from the 


which he expected to 


Column 4 


specifically the communal violence of 1989 


the creation of this human 
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Monaco\'s Permanent Representative to the United 
would be named to the post in conjunction with his 


18 May 2006 
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the G-77 itself has tied up 


while a resolution on the 
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South Africa and Pakistan argued that 


Cuba said ECOSOC could not begin to move forward 


some mandates 
the Cuban delegate argued 


and he urged ECOSOC members to \"look for 


South Korea expressed 


and 


the wild card 
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O6DUBAI3132 Consulate Dubai 
V claim that Sheibani is resigning as 


was to be transferred to 
trusted Muslims.\" 


Venezuela or Cuba. In contrast the Iranian press 


Column 4 Column 5 


without specifying the source that the 
including in Canada the 
and various Asian countries. (Note: In a possible repeat of 

a separate Iranian businessman with 

told Conoff on May 23 that the government is 

who 


recently asked 


telling him that they had received no budget 


for what reason -- a 


the Iranian president\'s nominee for СВІ governor 


academic 


Ahmadinejad reportedly tried to get in his own 


this lends credibility to his statements. 
current and former ConGenOffs have been surprised to 


Column 6 


out of fear of government scrutiny which raises some 


Column 4 
such rumors 


which he claimed was caused by people 
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some of which may have come from Taliban sources. 


including 
more advance notice to RC-S to prepare for the 


the Taliban have been massing 
raising 


highlighting the 
particularly with 
in putting across the mission of the 


i.e. 


not all governors may 
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O6KABUL2366 Embassy Kabul 


\"collateral 
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in some cases 


there was 


the Taliban may have lost the 
but its propaganda is getting the jump on 


we could win the tactical battles but 


they will be 
one of 


at least a full kandak (i.e. 


with one near Kandahar City. (Note: 
taking into 


the size of NATO forces in 
and their commander will 


V which was previously stationed in 


was particularly effective when it conducted 


Column 5 Column 6 


taken over family compounds or religic 
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making it more difficult 


the Canadian battle group in Kandahar operates 
which is a 


the impact of an audacious attack in 


one that no government has ever lost and stayed in 


trust in the national 


lessons that reflect the 


and improve its 
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the Dutch government instituted a one-year 


the Dutch government has completed an internet 


the Scientific Council 
Foreign Minister Ben Bot 


Column 4 


employment 


Chairman of the 


at the 

s request 

s 

according to van de Donk 
many 

particularly the poor 


the Dutch were concerned about a loss of 


the public 


according to the WRR research 
s decision not to campaign strongly for the 
he said 


s 
however 


Monika Sie Dhian Ho 


noting that Dutch 


but that it likewise has periods in which it has been 


Column 5 Column 6 


that analyzes in more detail what went 
shows that Dutch voters 


mistakenly believed that 


according to van 


Prime Minister 


avoided a forceful campaign out 


indicates that a strong government 


Column 4 
he suggested that The Netherlands might now be 


MFA Head 

European Integration Department. Van 
while the GONL remains committed to 

the Constitution is too sensitive an issue at 


interests. Van 


whether you like it or not 


Van Wersch gave a qualified yes. He 
s view (reftel) that a delay in accession 


with a positive decision in October 
and in 


van Wersch said that Foreign Minister Bot had been 


s 


if history is any guide 


Dutch policies are likely to be 


Column 5 


on WTO 


formalities can 


Column 6 


\" he lightly 
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but that Muhammad Bara Najib al-Rubaie is no 


one Tawafug -- would pose a problem. For 
he wanted a position that would allow him to 


Mutlak has a seat on the Council in any case. 
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Roling said the GONL would 


and while the GONL is not currently 
she 
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a former KLA 
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Kosovo\'s largest party after its 


political parties have stood for little other than 
and Haradinaj is doing all he can to 


Haradinaj can be counted on to 
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Ahidjo traveled throughout 


making all major decisions 


he was known and respected 


with a nominal change in 
while continuing to rule through Biya. Biya turned 


but added that 
it would be successful." 
where he 


Column 4 


a source of political tension here and a 


rarely traveling either within Cameroon or 


and sometimes Germany 


however 
making decisions only after extensive personal 


we have been awaiting a government reshuffle 


particularly as coup rumors 
however 

with each election being 
although still flawed. 


in fact -- and an increasingly free press. 


Cameroon\'s previously poor human rights record has 


the 


members of Biya\'s own ethnic group. Many believe that 


however 
with many issues still being governed by the 
and 


under the 1996 Constitution. In 2011 Cameroonians 


for the first time 


Column 5 Column 6 


he also rarely go 


is very slow and 


Biya has stood 


this constitution is only half 


elect a completely new president. 
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Cameroon had some of the strongest 


the firms were all 
leaving little room for the development of a 


its well educated work 


Cameroon boasted a large number of 


oil revenue was sufficient 


but the underlying 
the 


the Biya government kept all the positions but 
in the period of two 


as many Cameroonians out of economic 


Column 4 Column 5 


Cameroon finally 


combined with a strong anti-corruption 
to bring about positive economic change. The 


especially in 
needs to be upgraded as 


Biya said 


Cameroon presents at best amore mixed 

Biya recently asked the Ambassador rhetorically 
which led to 

however 


which will improve 


if overall economic results do not meet Biya\'s 
some wonder whether Biya will feel his 


or if he will try to stay on for 


Column 6 
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the President\'s CPDM party is the only one 


mostly (but 


Biya might conclude that the country is unready for 

and seek to change the constitution to permit 

our feeling today is that any predictions 

with his young wife and family his 


and his sense of urgency about ongoing reforms he 


his age and his health (Ref D) will be important 


let alone seeking another 


to combat corruption 
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for example 


said CEI staff who had worked during 


Germain Ukumu 
resulting in 

CEI officials 
their respective 


which are generally 


and to lead Cameroon 


O6KINSHASA82; Embassy Kinshasa 
the CEI coordinators said they had nol 


said UNDP\'s payment 


Column 4 


Paluku wa 


explained one particularly glaring example of the 


it announced that police would have to 
many police were stationed 


police commanders issued orders 


but Caritas refused 
and Caritas 
000). (Note: 


but 


CEI 


in addition to 10-15 
ΟΕΙ officials 


if any 

the CEI coordinator in Beni 

since the other two the 

and there was no 

the CEI 

said his office too only possessed one 


as did his counterpart in the Маһаді office. 


ΟΕΙ officials on 


Column 5 Column 6 


saying there were no provisions 


passable roads. 
said his office 


Column 4 Column 5 
notably its 

UNDP has financed only nine civic education 

which include 

000 registered voters combined. In addition 

the 

both said large 

and thus 

several other NGOs have been conducting 

including the Catholic Church\'s CARTEC 

with a greater degree of success in eastern DRC. End 

the CEI increased the number of voting 

000 (vice 40 000). In 
CEI officials anticipated the number of voters 

thereby allowing voting operations to conclude in one 

originally scheduled for one day 

most CEI officials РОПОН spoke to said 

even if just half the 

each voter would on average 
on separate ballots) if all 

though will be even less 


as this region had one of the highest 


Column 6 
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regardless of the 


voting will be taking 


these lamps are unlikely to be able to illuminate an 


other logistical problems will emerge. The primary 


as well as communicating well in advance 


even though they have raised their concerns to 


in many cases election workers slept at the 


as pointed out by Germain Ukumu in 
several CEI offices do not have sufficient storage 


voting booths and 
and added that he did not know if his office in any 
MONUC will store voting material before it is 


even MONUC officials 
and pointed 


as well as (in more isolated incidents) the Congolese 


making 


Column 6 
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in Ituri CEI officials said a good deal 


most CEI officials said they were more concerned 


CEI offices in 


a former CEI computer expert was found guilty of 
10 printers Seven scanners 


but 


and disgruntled workers had 


they nonetheless admitted that if salaries were 
it would certainly affect morale. 


Norbert Basengezi 


and that he hoped all 


CEI President Malu Malu told PolOff during a 


but he was not sure how the CEI would come 


Column 4 Column 5 Column 6 


BUT NOT INSURMOUNTABLE 


CEI provincial 

MONUC will provide the bulk of transportation 
giving CEI officials enough time 

the monetary shortfalls CEI 

which is a disservice to the 


but not insurmountable. Certainly there will be many 
as a project of 


voting will take place albeit with 

CEI officials remain 

and benefit 
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campaign headquarters 
and other campaign expenses. The sources added that 


but Slim Chance for Female Candidates 


the total number 

248 (194 910 females and 
338 males). Most contacts believe the chance of a woman being 

noting that Kuwaiti women do not have 


such as male-dominated diwaniyas favor Kuwaiti men and 
who 
are nonetheless 


Column 4 Column 5 


and are likely to 


\" an indication that the tribes 
tribal and sectarian primaries are prohibited 
however 


the Arabic daily Al-Watan reported May 23 that 


to coordinate on which candidates will run where 


liberal 


arguing 


he claimed. First the 


there is a significant amount of political rhetoric that is 


there is tangible popular dissatisfaction and 
ineffective administration Vflagrant 


and the prevalence of 
the participation of women for the first time 


visit: 


Column 6 
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Dr. Saad Bin Teflah Al-Ajmi attended the talk 


female students 
clamoring \"Dr. Brenda you are our role 


she exchanged email addresses with many students 


invigorated their writing and pushed their boundaries 
encouraging manner. Her messages appealed to 


and 


rather than just the minds.\" 


which included works by Robert 
Sonya Sanchez Dudley Randall Imamu Amiri Barake 
audiences joined her in reciting moving lines from Maya 


while denigrating women. On May 16 
eliciting resounding applause from the 


effectively using 


Column 4 Column 5 Column 6 
which stimulated and motivated her 


substantive 


\" participated in a press roundtable discussion 


and held a 

p. 24 1/2 page 1 photo 
p. 36 1/2 page 2 photos 
p. 4 1/8 page 1 photo 
p. 12 1/8 page 1 photo 
p. 8 1/8 page 1 photo 
p. 4 1/16 page circ. 45 
p. 17 1/4 page 2 photos 
p. 42 1/8 page 1 photo 
she was trouble-free and fun to work 

facilely engaged key Mission contacts astutely drew 


and demonstrated enviable finesse with the press. We 


or conducting 
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they also observed that 

glass and ceramics in particular) to fuel 

acceleration of the production of natural gas 


and development of alternative sources 
ethanol). 


the timetable 


after completion and installation of 
the company 


Brazil\'s National Energy Policy Council 


an advisory body to President Lula that includes the 


Petrobras estimates 
with the majority 
when the 


willtake place. (Comment. In 
a number of independent analysts have noted that 


Petrobras President Jose Sergio Gabrielli said 


and could 


on May 18 Petrobras announced that in September 


including gas fuel oil 


Column 6 
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based on 


SantVAnna 
noting that the company has maintained a tough public 


our interlocutors declared. 


it would take a 


it could construct a new gas pipeline 


especially the project to 
Argentina and Venezuela. He then turned his fire on 
arguing that President Lula\'s dream of 


with Brazil as 
was totally impracticable now in view 


for example already are strained meeting the 
and would not serve as a 


while promising is likely 


however have sufficient oil 


Column 4 


there is little doubt that the GoB and 


but for any other 
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s contract 


but an alternative 


s lack of 


who is 
s leadership was in the 


but Ecuador had 
saying &perhaps | am being 
8 hoped the Oxy decision would not affect the 


but 
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Carrion responded 
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as provided for in 


s case was unique and based 
and thus bore no 


City Oriente. The Ambassador 


Shapiro said that the USG was still working through 


which \"appeared 


Ww 


the MFA on May 17 repeated 


V the statement said. \"The Ecuadorian government 


Column 6 
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while 
but interpreted the message as 
more Ecuadorians will realize the costs of poor 


and few business 


few here vocally 


their city their region than 


balked in the face of populist 
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he lamented the failure of the ZCTU to take a 
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it was too late to accommodate their return to the 


ZCTU 


the GOZ-controlled Herald 
Labor and Social Welfare had finalized its 


ZCTU 


the GOZ may 


the General Agriculture and Plantation 
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Joseph Nelson PORT SALUD Alyans 
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1965. Deputy justice of 


P. Richard ROCHE-A-BATEAU Lavalas 


1961. 

Jn Roland ST JEAN DU SUD/ARNIQUE Lavalas 
member of Departmental 

and president of Departmental Council. Lavalas 

1964 in At. Jean du Sud. 

Aristhene TIBURON Alyans 


Guy Gerard TORBECK/CHANTAL Union 


First) District-Circonscription Party 


Patrick ANSE-A-PITRE Lespwa 
Malherbes BAINET Lespwa 
Maxeau BELLE ANSE Fusion 
Guivard Cadet COTE-DE-FER KONBA 


Camille GRAND GOSIER/THIOTTE RDNP 


Patrick JACMEL Lespwa 


Edzer LA VALLE DE JACMEL Lespwa 


Column 6 


Column 4 
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Jean Delouis 
lost his seat in 


he 


MARIGOT/CAYES JACMEL Lespwa 
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Crown Prince Shaykh Nawaf Prime Minister Shaykh 
and FM Shaykh Dr. Mohammed Lavrov (who spoke in 


insisted the facility was safe and although it had 
it would do so within IAEA 


U.S. and 
it would be years before the Iranians could 


the U.S. and 


Azamat Kul 
reiterated Al-Jarallah\'s summary of the visit in 


but knew 


saying there was widespread popular 


but 


Lavrov expressed optimism about the new 


Column 4 Column 5 


the Russian Ambassador commented that the 


V'Call me when you transfer 


the balance 
but Kuwaiti negotiators persisted and Russia can 


gas exploration of the 
and water. Al-Jarallah said the GOK 


Column 6 


Column 4 Column 5 Column 6 
to be led by the FMs to resolve outstanding 


Mottaki told FM 
oil reserves 


explaining that the Bushehr 


the Amir and FM Shaykh Dr. 
the Amir conveyed a very clear message that Iran 


he got the message about 


China and Jordan 


with both sides agreeing that Iran needs to 


but provided no details 
including the 
which the PRC FM promised to support. 


consisting of lunch with the Amir while accompanying 


Column 4 Column 5 Column 6 


the Kuwaiti 


visit: 
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V that he is prepared to negotiate. 


but after approving the nomination National Assembly 


1999 after 


Alexis quickly 
if not arrogant 


which gave 


Column 4 


but Alexis refused 


including department heads 
who served under 


the only possible disqualifying position he 


he expected 


we have found Alexis 


but privately has left no doubt that he 


his 
an 
and forthright in upholding the 
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Cuba and Venezuela. 
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demanding his name be cleared.) 
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he 


where 


Ambassador Maisto asked 


Morales claimed 
Cuba Denmark and 


but was very concerned that failure of the 


of which there were already nearly one 


telling Taiana 


Ambassador Maisto 
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on the 

had isolated itself from the rest of the 

and indeed most of the world on issues such as 
non-proliferation and its 


but in particular Venezuela. He said Venezuela 
along with 
was one of the countries that had always supported 


in particular with its purchase of 


they believed that Venezuela did not 
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they have failed to 


the two topics considered to date. The 
especially 


and the ongoing 


former Finnish President Martti Ahtisaari has 
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Ahtisaari started the 


Ambassador 
the Secretary\'s special representative for the 
told Kosovo Albanians they must be 


the Contact Group (U.S. UK 
Germany Italy Russia) is still urging 


reconstruct homes and religious sites 


language and cultural heritage. 


including visits to Serb communities and 
public statements in Serbian language and 


local leaders and the Kosovo Albanian 
many 


mostly rural 


worried that the status 


are weighing whether to stay in Kosovo or 
neither option is 
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and left them wondering whether Belgrade has 


despite 

adjacent to Serbia proper remains tenuous at 
Belgrade controls schools healthcare 

French 

which oversees northern Kosovo removed the last fixed 


although they are becoming frustrated with 


but more practical 


to prevent unrest and 
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in March 
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Lenin 
told press that inspections have allowed CONEPTI to 


with its greatest achievement so far 


with workers wanting the maximum set at 
and business wanting it set at 60 percent. He 


provided the subcontracting law 
the National Labor Council would become the main 


the law would pass Congress by December. He hoped 


according to Serrano would be: profit 
company retirement collective bargaiı the 30 
hourly work and if still 


Column 4 


Column 5 Column 6 
subcontracting. Serrano also asked for USAID\'s 
once approved. 
the MOL has worked hard with 


to modernize its labor inspections 


Chiriboga said the Ministry 


indigenous Afro-Ecuadorian and persons 


the 
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000 in the course of a given month; and 


which is overseen by AFIP had 


if not 
Resolution 2021. These efforts 


emphasizing that Resolution 2021 


called \"Barbie Imprisoned “ 


Column 4 Column 5 Column 6 


and he would be \"happy to answer any questions the 


who accepted. 


rather than having 
respond to articles in the 
and respond to Secretary of Industry 


2005 to express concerns 


which rely on express mail to receive 
deliver samples and make Internet 


Echegaray lamented that AFIP was 
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who was appointed by 
and AFIP Administrator Abad who was 
have been struggling 


in an advisory 


in part because of his success in 


but the industry now appears to have a GOA official 


visit our 
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the 


the New York Times 
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analysts agree that Washington\'s real 
the \'shield\' 
if 


for example it would be the 


US President George W. Bush 


and he criticized 


Bush pleaded for 


Washington-based correspondent for leading 
V writes (05/23) Washington reacted with 


Kirchner should first 
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conciliation would only be a Vformality Vor 
Vit would be at the service of 


Washington-based correspondent for 
V comments (05/23) \"With 


V the Bush administration is preparing a 


the US Department of 


which ranges 


who writes (05/23) V"... As 


terror peace and war Y the US should 


the only 


000 additional troops are sent to the 
the measure will be useless all the same. The 


700 to 12 000 agents durin 
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center-right \"InfoBae\" reports 


Argentina needs to end its pro 


which will be held in 


columnist of business-financial 
\" writes (05/23) \"Argentina will 


in the framework of 


Chavez purchased 
and offers oil 

his 

who admit that 


contributor to liberal English-language 
\" writes (05/23) V'Cuban President 


Column 4 
Queens & Dictators\' 


Column 5 
estimated this month that Castro is worth 


Column 6 


who went on TV with the head of the Cubavs 


visit our 
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large-scale 


accomplishing this goal is made 


but Guyana demands 


which has undermined 


Column 4 


а DEA office in 


the high level of activity generated 


costly TDY expenditures relative to ICASS 


DEA 
in June to discuss the formal 
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on special assignment in Sao Paulo 
\" makes an interview with Robert 
foreign correspondent in the Middle East 


000 men and if Shiites join Sunnis they 
000 


as well as to avoid the use of secret 


some of whom have stayed 


international editor of leading 
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who 


which is exactly the number of 


Column 4 
V writes (05/21) V'China is leading a crucial 


one should analyze the value of 


who opines 


this is 


one that could 
everything would be 


Kirchner answers Vlt is a relative 
and it is a relative 


a wall 


columnist of daily-of-record \"La Nacion 
ruled by an alleged 
turned out to the be the victim 


why do the wealthiest countries fence the 


due to the lack of 


Column 5 


and after that... V 


№" 


Column 6 


Column 4 
have to 


nor Mexico 


Washington-based correspondent for leading 


Y writes (05/22) V"... The latest pro- 


the neo-Nazi Movement 
the Skinheads and other reactionary groups 


attacks with machine guns 


VThe number of neo-Nazi groups 


but the increase in the number of Hispanic 


contributor to centrist \"Perfil 


according to him 


although he knows from Argentine 


our partnership is not ideological.V 


VPeron was an opportunist without any ideology 


Column 5 


nor Argentina 


the Ku Klux 


Y writes 


during 


Column 6 


nor any 
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while both did good business together 


English-language \"Buenos Aires Herald\" 


but almost 


no alternative strategy 


as it was in earlier times for 


but an almost impossible country to occupy 


with occasional peaks of violence like the 
and 


who opines (05/21) 


anti-US ideological sign which will lead 
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but not being hostile to it. 


professor of Economic Development School of 
National University of Buenos 
who writes (05/22) \"Uruguay\'s announcement that 


visit our 
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as debate on the issue could lead 
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but he isn\'t getting it done \" said Ospina. The 


which has overall responsibility for 


including those involving the military. 


who were disappointed the MOD 
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DCM and PolChief FM Jimenez said 
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noting thatthe PRC had 


indicating that PRC financing for the 


Embassy Mexico 
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however that the Slovenian donation would not 
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and overall poor labor 


most notably 
although GOC officials have 


a possible 


Column 4 


an аШапсе of 

anda 

announced on April 19th a suspension of 
the CNU 

\" which targeted trade union 


and explained it would no longer participate in 


a 


brought forth by a jailed ex-official with 
the DAS had 


and overall workers\' 


president of the United 
told Laboff the CNU decided 


president of the 
said the CNU\'s 


after which labor 


who sits on the Senate\'s 
told Laboff the suspension of talks with the 


but 


and predicted the 


for example 


it would look like we were 


\" he said. Rodriguez said the CNU also wanted 


Column 5 


explained 


Column 6 


Column 4 


and predicted dialogue with the GOC would resume after 


adding 


\"purely political 


President Uribe called for 


however 


but rather encouraging 


explaining that 500 


he would start by 
saying the Uribe speech had already bore fruit 


S.A. as proof that Uribe\'s words meant actions. 
the company will directly contract 330 


beginning June 1. 


LABOR CODE AT RISK AFTER MAY 28? 


in accordance with the World Bank\'s recommendations 


but warned \"This will be very dangerous 


Column 5 Column 6 


V'Even the most radical leaders have t 


press reports quoted a 


000 of the 800 000 public 


Column 4 
however 
\" explaining that the 


Senator Bernal claimed that Minister 


virtually all of Bogota\'s bus drivers and owners 


000 buses off the roads 

the National Association of Judicial 
000 

including clerks 

judges 


the strike continues as of this writing. 
although other labor leaders said 


approximately 4 
Inc. launched a strike on May 22 (septel) 


which represents the 

is demanding a 

a special pension 

and greater attention to health and safety 


an energy industry federation 
denied that the strike had 

\"The Uribe fraud machine 
thereVs nothing we can do about 


Column 5 Column 6 
told Laboff \"We 


affecting 4 million residents 


secretaries 
and forensic inve 


000 coal miners from 
joining 


social 


Column 4 


CTC International Relations Director Jose Leon 


such a strike could conceivably affect the Мау 


000 


Ramirez 


the Secretary General of the General Work 
were supporting this strike proposal 
CTC 


representing the judicial sector 


\"significant.\" 


with 


current CUT president 
a Liberal Party member 


nine of CUT\'s 


following its August 


as well as the POLO\'s Congress 
would affect the future of organized labor in 


Column 5 Column 6 


issued a statement 


Column 4 Column 5 Column 6 
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the PLD has won 


enough to pass ordinary legislation. An 


42 for the PRSC and 40 for the 


the PLD has won or is ahead in 67 
the PRD in 52 the PRSC in28 and 


the municipal election outcome will radically 
now in control 

may soon have like-minded leaders in nearly 
facilitating cooperation between central and local 


the Dominican Republic experienced 


laden with 
and reliant on 


inevitably suspicious because of a history of 
have already submitted the 


which fielded national observers of the election 
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and to prepare to accept the final 


beginning May 25 the municipal boards would begin 


the vote count was still incomplete with 


and threatened a trench-to-trench 


while understandable will nonetheless drag out the 
2000 and 2002 -- lost the presidency in 200: 
who left 


corruption scandals 


and some hope the current PRD and PRSC party officers 


when its presidential candidate Eduardo 


Column 4 

the 

representatives 

and Reformista leader Amable Aristy Castro handily 


Column 5 Column 6 


and 


the PRSC\'s gains are in large part 


the PRSC received only 11% of the vote -- barely more 


unhappy 


abstained or absconded and their future 


who renounced his PRD membership before the 
predicted profound changes and \"a total 


local daily Diario Libre on 


congratulating each other. One was Radhames 
re-elected despite the fact 
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the two foreign ministers agreed on 


culture and security. By continuing and enhan 


the two countries now appear to 
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Li criticized: \"The 


Aso said: V'INII make a proper decision 


both foreign 


for instance the Japan Coast Guard and the Chine 


\"We welcome a peaceful rise in China \" but at the 


the purpose is for 


and in answering Aso\'s request Li said \"We understand 


Aso told the press: \"We exchanged views 
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Chief Cabinet Secretary 


Abe stressed: \"In order to build a mature 
it is necessary for both of us to recognize and 


national referendum 


2006 


the schedule of deliberations on important 


aiming at enacting it into law on May 26. It has 


whether the bill will 


Chief Cabinet Secretary Shinzo 


saying \"Should the contents of the bill 
the mood for taking a vote will 


the 
but 
secretary general of the largest opposition 


Column 4 Column 5 Column 6 
Minshuto (Democratic Party of Japan) asserted \"The ruling 


\"We cannot make any more concessions.\" 


it will be impossible to 


who has repeatedly made remarks that he 


Labor and Welfare launched 
but Minshuto refused to attend the 


aiming at 


calling for 


Koizumi 
\"If the deliberations are conducted thoroughly the 
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New Котейо intend to submit a bill to the current Diet 


2006 


who also serves as the chairman of the LDPYs Spending 
presented in a speech on May 22 specific 
including a 


as State Minister for 
Economic and Fiscal Policy Yosano put it the more 
the more people will appreciate it. Some are 


including social security public works public servants 
the panel has 


spending in the two areas account for 


the government has no other choice but to cut 
since a medical 

it is difficult 

which will lead to 


which items should be made subject to cuts have 


the prevailing view in the LDP is that it is not 


objections will likely 
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the package reform of expenditures and 
if it fails to drastically cut 


prosecutors to toughen crackdowns on bid-rigging 
by fully imposing amended AML 


2006 


on suspicion of rigging bids on the 


in which the Fair Trade 
the FTC and public 


which is reportedly the 
revealed that sales 
including Mitsubishi 
were 


the 


five are on trial for 


as a senior public 


Column 6 
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the 


based on the revised AML which went 


which enables it to search companies 


but now any district public prosecutors 


the special 
who acted as a mediator 
an executive of a 


allegedly extorted approximately 16 million 


2006 
64 has rejected the idea of 


which is only four months away. Former 
68 who heads the largest faction in 


Column 4 
51 


69 -- has also revealed his intention to give up 


Foreign Minister Taro Aso 
61 


48 


speculation is growing that Abe and Fukuda will face off 


who was also scheduled to hold talks with Abe and 
Mori asked for Lee\'s ratings on the two. 


Fukuda made a weeklong 
including Vice President Dick Cheney - 


who aimed at 


and that\'s why he was able to accomplish more than just 


Column 5 Column 6 
and former Chief Cabinet Secretary 


65 and Finance Ministei 
are determined to turn the tables. This 


a junior member of the Mori faction. 
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V the support rate for Abe 
with the difference 


and Fukuda\'s diplomatic stance attaching importance to China. 


at least on the 
former Prime Minister Takeo Fukuda launched 


Fukuda and his wife visited 


including his service as chief cabinet secretary in the 


Abe has rarely attended 


it has been difficult for 


including Mr. 
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65 have made it clear that they would thre 
8096 

Fukuda Aso апа Tanigaki. Aso а! 
66 also pointed to the possibility of anothe 
69 State 

and Economy Trade and Indus 67 

resulting in a 


many would vote for 


Nobusuke 
won most but failed to win a majority in the first voting 
Tanzan Ishibashi 


2006 


the 


in which Ground Self-Defense Force (GSDF) troops have 


Column 4 Column 5 Column 6 
would be transferred from the British and 
at the 


as envisioned by IraqVs prime minister 


together with British and Australian troops. 


they will be the last troops stationed in Samawah. 


the government set these conditions for 


including British 
and changes in the composition of the 


and the new prime minister referred to 


however has yet to specify 
only saying: "We 


commenting: \"No one can 


because risk may 
for instance an attack by armed insurgents. Dutch 


but in many 
attacks by terrorists or insurgents have 


000 local residents a day. Local residents will be unable to 


Column 4 Column 5 Column 6 


it was lucky that no incident has befallen 


Japan must prepare 


2006 


all of the Russia Division staff 
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and that afterward he would report their every 


if they responded poorly to his demands it would lead 


Muneo has already sent 183 sets of questions to the 


but the official 
Russia Division Director Kuninori Matsuda did 


Director Matsuda was criticized for ducking his 
but this time most of the Russia Division staff 
saying that it would be better if the 


saying that since he had been exposed 
he 


but what set off the scandal was the issue of a (foreign 


a Japanese Communist Party lawmaker noted 
V and this sparked 


Director Matsuda again ducked responsibility and 
even 


they cannot escape him now due to the no-visa 


what also has the Foreign Ministry bustling about 


the Foreign Ministry has handled 


Column 4 

and the Cabinet Office has been in 
which 

the 


his row with the Foreign Ministry will 
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2006 


mother of abductee Megumi Yokota 
who played a key role 


and expressed her gratitude to the 


Sakie said to Shieffer: \"І can\'t 


\"As a longtime friend of President Bush 
\" 


this March he was the first US 


US ambassador to 


2006 


Column 5 Column 6 


06НОМСКОМС2 Consulate Hong Kon 
06TOKYO2875 Embassy Tokyo 


yesterday called 
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attending a meeting yesterday 


emphasized that his country\'s conventional stance of not 


US-China relations have also improved. It\'s incorrect 


possibly with cooperation with Yamasaki in mind 


2006 


who is also head of the Niwa-Koga faction. 


Koga said: \"In order to allow 
we cannot 


including Lower House member 
said \"In reality it is difficult to 
saying: \"l 


Column 4 


2006 


8 former 
attended a 


\" 


| cannot approve of such thinking. It would 


\"Assessing children\'s minds is not 


2006 


centering on the description of \"patriotism 


which is included in the government- 

might infringe on the freedom of thought. Kenji 
minister of education 

responded cautiously 


out of concern about impact on 


2006 


is likely to stop short of 
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culture sports 
\"Assessing whether students 


Column 4 
many have voiced 


including 
will be boldly reformed in fiscal 2007.\" In 


the panel has engaged in 


Fumiaki Ibuki 
told reporters yesterday: V' (Fiscal 2007) takes on meaning 


2006 


Minshuto (Democratic Party of 


Labor 


the party intends to attack the government 


national referendum for constitutional 
and illegal pension payments. 


Kazunori Yamanoi pursued 


arguing 


VI don\'t think | ordered my staff to ignore 


Column 5 Column 6 


chairman of a subcommittee of the LE 


and Welfare Cor Minshuto 


V Don't you think the target of (rate of 
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Jiro Kawasaki the minister of h« labor 
has admitted that the wrongdoing was practiced with 


which will be established after the 
would not hire malicious officials. 


Labor and Welfare Ministry intends to put an end to 


2006 


the session may not be 


2006 


Russia 


\"| feel honored and | would like to achieve results 


he said VI have no doubt 


Column 4 


Prime Minister 
and the G8 summit -- he 
pledging that he will continue 


drawing 50 million 


2006 


because it limits 


Yoshihiro Komasaki 
said 


000 yen disbursed from national administration research 
which he made settlement himself after taking office in 


as national politics research 
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chief 
VWe are fully aware 


Column 4 
the Lower House disbursed 45.1 million yen in fiscal 


but 23.17 million yen and 30.69 million yen 


which involved wining and dining. 


23 times at Japanese restaurants 
and 20 times at snack 


000 yen for wining and dining 
000 yen for each at a Japanese 
Tokyo. This \"meeting\" was held іп 


the Lower House paid a total of 450 
which cost 55 


000 yen was paid for wining and dining during 


such as top-grade sushi or finest broiled eel on rice 
were often served at various committee meetings. 


places such orders with 


but no prospect in sight for resumption of summit 


2006 


Doha; Hiroyuki Sugiyama 
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including high-class 


000 yen for 
000 yen per pers toa 


Beijing 


Column 4 
V а Foreign 


all 


leaving open when to 


so it\'s not necessary for us to meet in a 


VJapan and China can enjoy 
but both of us 


Aso 


however 


but it's possible to have a 
a foreign 


Aso explained to the reporters why China responded to 


and 


2006 


Column 5 Column 6 


conveyed this position to Japan in the 


Column 4 
which Prime Minister Junichiro 


may end up exposing the confrontation 
\" a Cabinet Office official 


VWe dont have to give cabinet approval before 
Chief Cabinet Secretary Shinzo 

\"Nothing has been decided." Asked about if Koizumi 
Abe also said 


the Defense Agency 


presenting it with 


Oura Bay 
V instead of specifying the construction of two runways in а 


which is reluctant to specify a V'V shape.\" The 


which is calling for a temporary heliport at Cape 
reacted strongly to such a plan. On May 22 


2006 


\"You should look at the entire 


Column 5 


\"A meeting is nc 


and Henoko 


Vice Governor 


Column 6 


Column 4 Column 5 


but also turn 


including personnel costs and 


2006 


VWe want to break the rigid situation in the IWC.\" 


which outlines procedures for catching whales 


but no breakthrough has been found 
such as 
the government has judged 


arguing that it could lead to the establishment of 


successor to Keidanren Chairman Okuda aims at 


2006 


70 as its new 


Column 6 


Column 4 Column 5 Column 6 
73 


at a general meeting in 


Mitarai said: \"In order to make Japan an attractive 
| will 
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the two President\'s had engaged in a good 


Okuda said that the 


but they already knew they would lose. 


but 


Aso and Nukaga. 
younger candidates like Abe would be 


Column 4 


and expressed concern that AbeVs color was 


Mitarai assumed the back-seat role to Okuda at this 


he will become a much more 
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never 


was called further into 
a 


2005. 


a separate Iraqi Government 
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but finally split with him 


and that Chalabi\'s decision to 


\" claimed Talabani. 


posing as a reporter to gain 
to talk to locals about various politicians. 
he said. Talabani said 


which is unfortunate given his competence and 


and 


Talabani said that relations between the 


and acommon goal 


and despite their disagreements and 


while Talabani would 


Column 6 
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Talabani said 


chiding 


\" Talabani 


who is the 


Sherri Kraham. He is fluent in 

he claims he works for the parties not 
in 

Talabani responded that one must be 

when PolOff pressed Talabani to explain а 


he asserted that 


Column 4 
his family\'s connections 


however 


and is 
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Zainal undertook to talk with his superiors and 


but acknowledged that an explicit statement 


but that the 


we also passed the points contained 
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and 
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Column 4 
Bicakli objected 
he seemed to understand 


he said he would need to consult 


he requested that Turkey provide additional information 


asking that Turkey 


and said that the Foreign 
after \"serious\" 
the Government had 


Column 5 


saying the 


Column 6 


Column 4 


with an emphasis on the 


in 
had been enthusiastic 
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security 


the two countries 


the two countries came to realize 
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5/25/2006 5:27 06PHNOMPENH Embassy Phnom Pei 


the government 
\" argued the 


V said Кет Sokha. Sokha is not 


although members of the 


Column 4 Column 5 Column 6 


the only individual capable of rendering 

Hun Sen ordered authorities of 

300 hectares of land seized by local authorities to 
provincial authorities 

2005 would receive an 8 by 20 meter 

as well as 100 


000 riels (USD 75). The governor the 
and the provincial ADHOC coordinator expressed 


if not explosive 


and private as well as public land 
privileged segment of 


who are sensitive to the 


groups of disgruntled peasants 
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stating that the border must 


leading to an increase in military 


Column 4 Column 5 Column 6 


which has convened 

with representatives of both 

to discuss steps necessary to resume 
which continue to 

have 


Ethiopia has pursued a development 


credit 
and tried 


hampering full and free 


high population 
and inefficient agricultural markets all put 


with an annual per capita GDP of 
and the 


with agriculture contributing 42 per cent to 


oil seeds and pulses and hides and 
though non-traditional exports such as floriculture 


Ethiopia\'s exports grew by 

in part due to higher world coffee prices 
resulting in a growing 

important 


reducing the number of days to 
and land certification. There has also 


including a new copyright bill adopted in June 2004. 
and further reforms particularly in the services 


are expected as a result of the accession process. 
through USAID is providing technical assistance on 


Column 4 Column 5 


with U.S. exports concentrated in 

Boeing concluded 

an increase of 50 per 

though a limited number of sectors including 


continue to remain closed to foreign investment. 
including GSP provisions 


strong potential exists in several key sectors 
floriculture/horticulture 
and leather products. The U.S. Government is 


and continues to actively engage the Government 


during the border war with Eritrea to 
and is redirecting the 


the GOE is finalizing its 


Column 6 


rural development capacity building and food 


the new PASDEP will increase efforts in 
greater private sector 
and scaling-up efforts to 


Column 4 


though we do not provide 
education and governance. USD 642 million 


which included approximately USD 465 million 


disease and famine. Asa 
donors providing 
including 

European Commission 


the Protection of Basic Services Grant 
tightly monitored aid at the regional 


the AU looks to the U.S. for 


terrorism 


and of its ability to work 


Column 5 Column 6 


among others the World 
the UK and Canada 


which 


health challenge 


Column 4 
while providing tangible support to those parties 


the 
the European Union 


as well as to facilitate the transition 
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but has not yet received a 
s VRoad Show\" efforts indicating that they could be 


particularly for Ukraine 
s experience as a new NATO 


Townsend explained that 


in the context of 


shared values also meant shared obligations. Townsend 
noting that for the Department of Defense 


S strategic concept 
but noted that the Alliance 


he also noted that global events sometimes force 


Column 5 Column 6 


Canada and the UK) to 
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than similar efforts 


the 


which 


Column 4 


not compete with 
s capacities. The Head of the MOD NATO-EU Department 
acknowledged that Slovenia would like to 


S co-chair for the third conference in Belgrade 


but 


noting that the U.S. has agreed to participate 


and Townsend 


Slavko 
replied that 


participation in SEEBRIG is not a priority. He 


Column 5 Column 6 


given personnel and financial 


Column 4 Column 5 Column 6 


it is not 


Ambassador Loftis assured that the process 


especially when exercising the mobility necessary 


since joining NATO in March 2004 they have been 
s 

Slovenia was given 44 

and it accepted or partially accepted all 

Slovenia was given 53 new NATO Force 

and all but one were accepted. As for defense 

MOD representatives predicted that Slovenia will 


they will have 8 500 active duty tr 500 


MOD representatives mentioned that out 
but would 
in addition to robust 


they presented several 


Column 4 Column 5 Column 6 


especially for HUMINT; and the problematic nature of 


he acknowledged that the school 


the school currently has 6 instructors but would 


but was told to look for strategic 


but did not encourage the 


they 
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s reconstruction 
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paving the way for topical presentations by two 
the 


local chamber of 
and testimonials from successful local and foreign 
including Croatian-owned 


Prof. Gerd Graef a private consult and Prof. 
whom the oblast had 


though with a somewhat shorter growing 


who opened with complaints about radar-toting 


Column 4 Column 5 Column 6 
to the 


then concluded with a sales pitch 


in-your-face presentation by Konstantin Khaypov of 
agricultural subsidiary of the construction firm 
Yelena Baturina. 

saying within a few 


though as Inteko has yet actually to 
000 hectares of agricultural land over 40 

he said it will be overgrown to the point 
so now is 


and that while beef and pork 
production of poultry meat 


like the Netherlands is below sea leve 
and drained by a system of tiles canals 
000 per hectare though the Oblast government is 


particularly upgrades of east-west and 


tourism 


export-oriented manufacturing and innovation 


Column 4 Column 5 Column 6 
and Kaliningrad\'s Special 


not local 


the floor 
asked why individual farmers had been 
she 


can import grain combines and tractors 
but individual farmers cannot and thus get stuck 


the local representative of a 


\" she said Vwhat can we do to 


but the questioner interrupted. \"I\'m 
but about people \" she said. 


lamely saying it is a problem of lack of 
but 


\" he said \"but for now we are temporarily 


\" he concluded. 
another oblast official told AgMinCouns the border 
and 


not his. 


that border crossings are getting more and more 


and intends to invest 
stated in his presentation that 
and since his firm ships 15 000 
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all by truck the time wasted 

64 were from Germany mainly 

Brandenburg Saxon-Anhalt апа 
and 21 from Belarus. Theyanda 

Poles and Lithuanians 

plus 

including 


to show what Kaliningrad 


and during the 


as the idea 

he said. We need the foreign investment we need the 
he had discussed it with the governor and they had 
he said 


positive attitude toward foreign investors is 
and expressed 


Column 4 Column 5 Column 6 


some small 
and perhaps some specialty crops) 


such as 
and 
the 


shortages of competent local staff to 


Kaliningrad Oblast will have 


at least tacitly by the highest 


AgMinCouns overheard Vice 
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not just those in 


she asked the 


he opined which had also 


and provoke public attention. As to the 


Column 4 
the Speaker said 


if world prices are more than 
a 68% tax would be imposed -- companies would 


but if he did that could be overridden by the 


he said 
but the bill had been 


during Enkhsaikhan\'s time as Prime 

the Democratic Coalition government had 
then 

and the Democrats 


Nyamdorj 
it should not be just one party enjoying the 


there had been many mistakes and 


the Speaker noted 
Mongolia was being 


Column 5 Column 6 
the historic 


he did not know if they 


when the international 


Column 4 Column 5 Column 6 


Nyamdorj said Mongolia also 


for example deductions for business expenses 


the government could still 


the 
and the bill seemed very exact 


who had been expecting to earn 


both Mongolian and 
to Vintervene in state policy.\" Commenting 


Nyamdorj said he opposed these. Ambassador 
noting that of 


the Ambassador noted that she had recently 
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and 


he can\'t bear to look 
and is 

\"What price 

he 

and 


the mining companies were causing a lot of 


Nyamdorj said. \"That\'s why I\'m going to tell 


he said. The Mongolian 


and about Mongolia\'s fight against 


why should Mongolia allow export of its 
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however that the windfall profits 


from the UK Australia and 
but none from the U.S. Asa 
Mongolia might be left with Russian and Chinese 


Mining Law By July 


he said. Nyamdorj 

he hadn't taken their claims 

upon looking more closely he had 
Mongolia 


and one which would allow foreign mining 


the Speaker 
which had been 


is being reviewed and might 
there would be leadership 


but he was disappointed. The two 


that the SGH amend the banking law to 


two that the membership of the supervisory 
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and the State Great 


AML By July 


he said he expected the State 


and more 


the SGH would take up the anti-money 
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2006 the BSA released the results of 


reports that Hong Kong\'s 


Column 4 Column 5 Column 6 


which is being coordinated by the Commerce 
and Technology Bureau (CITB) with IPD and Hong 
will focus on online IPR violations as well as 


and mainland 
which dropped from 90 percent to 86 percent. BSA 


the 2005 


adhere to commitments to pre-install only 


the HKG\'s continuing 
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Kurds in the southeast want more local 


infrastructure and education 


describing the goal as 


Column 4 Column 5 
usually 
are more 


saying that they want \"autonomy and cultural 
most 


the lack of Kurdistan 
lack of 
and Barzani cronyism which they say distort 


especially with Americans in northern Iraq (if 
but are reluctant to risk capital there. 


there is no population movement from 


first to Diyarbakir; and then to way stations such 
if 


they 


only 


offering it financial 


Column 6 


subsistence information and shelter. 


Column 4 Column 5 Column 6 
there is broad and continuing strong 


they 
DTP more so than its 
Leyla Zana Orhan 


surrounded by PKK cadres. Upon their 
they fashioned the new party out of a 


whereas the PKK increasingly is setting 


Column 4 Column 5 Column 6 


on the 
he transitioned to DTP when DEHAP was 
he 


in their 
challenge the Kemalist ideology\'s monopoly of 


his use of Kurdish 

or foreign travel. Several 

only to cancel those same 

who is the issue but the Kemalist eliteVs 


Baydemir repeatedly calls for 
more 


premeditated steps. Like many Kurdish 
he also calls on us to realize the V'reality of 


V perhaps fearing for 
noting the 2005 
remind us that 


Column 4 


Saadet 


the national 


elected from the southeastern province 
his wife\'s birthplace 


acknowledging a Kurdish 


for now 


are there alternative 


sadly 
furthered by a tiny circle of Kurdish intellectuals 


yet emerging 
and are 


their end goals of a new constitution and Kurdish 


reach mainstream Turkish 


such as 
a former 1970Vs DSP (Ecevit\'s nominally 


who was 
but 


Column 5 Column 6 


in a by-election 


no. Small fringe Kurdish political grou 


Column 4 Column 5 Column 6 


leader of the Socialist Party of Kurdistan an 


most Kurds - and 
DTP - increasingly discount these reforms as 


personnel and discretionary 


as throwbacks to the 1990Vs. 
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Kurds in the region who hoped that the EU would 


but developing an ever more sour tone. Many 


Y while doing nothing to see that \"northern Kurdistan 


many admire the U.S. democratic system 
and most desire its potential free market 
they do not reject American 


even though they may take issue with certain 
often based on their 


either as 


is allowed to seat MPs in Parliament could also 


Column 4 Column 5 Column 6 


a potentially 
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\"We are 


Roxas said that he knows that it is 


members 

Senator Ralph Recto wants to 
he said. As it stands the 

but if it 


Roxas predicted 


so he 


Column 4 Column 5 Column 6 


known as the \"Roxas Bill \" which proposes to 


\"The real goal is to try and create 


but the actual purchasing power of 


including tariff and excise tax reductions 


but recognizes that there are 


Roxas said that the legislation has already 


which have been accepted verbatim. Roxas 


Column 4 
Roxas had asked us 


he 
he will 


but there is now an opportunity 


5/25/2006 7:11 
according to the commander 


and 


who have 
and it is unlikely that 


where they 


or as an elite \"Ranger\" type 


Paktika has been involved in fighting the 

they are \"роог and needy" with few political 
clinics 

he continued. The most important need 

is for road construction to link up the province 
as well as with Pakistan 

as well as to attract outside 

the capital of Paktia 

as the Afghan National Army has a 


Khpulwak requested 


but expressed the 


Column 5 
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since the population values 


or schools 


to jump start the 


the 


and women are 


Column 4 Column 5 Column 6 
since Paktika was not an opium cultivating 

the government was neglecting its development. He 

000 refugees - that had 

\" he admonished. He said that some people 

and asked for their release. 

however that 

and that the list 

he said but he 

in order for the economy 

and they would work with tne ANA to 

without any new 

the discussion 

or arbakai to keep the 

\" which would take 

ANA 

and would 

V the governor asserted noting that there are 


they will have the support of 
500 


which would be a step 
who would be selected 
would then go on to join the ANP within 6 


Column 4 
but there were concerns 


however 


but the Ambassador said he was 
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2005 decision directing SingTel to offer multiplexed 


industry remains skeptical 


\" an important component for proper LLC 


the absence of high- 


industry sources 


000 end-users 
000 tie-cables for a particular point of 


but does not make these available to competitors. End 


if IDA issues a favorable ruling 


Column 5 


Column 6 


he wasn\'t sure that there 
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for example 


would need to pre-or 


Column 4 


Column 5 
SingTel can under 
make \"private\" appeals to the Minister 
ones not made available to other interested parties. End 
USTR and 
a good place to start would be for 
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only to President Xanana Gusmao. He repeated that he 


with 


but later admitted that at least seven had deserted. 
but 


Column 6 


Embassy Dili 
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although in central Dili there were still many signs of 


exodus out of the city is at this 


although these 


often armed with machetes or sticks 


a group 
accompanied by several police were 
machetes and 


east and west 


new camps have also been 


000 IDPs in Dili located in up to 26 different sites. The 


security arrangements at the 


the Australian 


and non-essential personnel. 


Column 4 Column 5 Column 6 
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east and west 


new camps have also been 


000 IDPs in Dili located in up to 26 different sites. The 


security arrangements at the 
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5/25/2006 7:27 O6DILI261 Embassy Dili 
strongly advising that they 
and that Embassy devise talking points for all personnel 


Column 4 
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with other nations perhaps responding to the 


Ramos-Horta said it is \"highly likely\" that Prime 


and that if Alkatiri does not resign the President 


and that he would request the 


heads of foreign diplomatic missions in Dili 
President Xanana Gusmao 


Prime Minister Alkatiri 
and Foreign 


and that similar requests would be 
New Zealand 


since \"there is no faction in Timor that is 


who had 
sat 


with pitched gun battles between members 


Column 5 


06010262 


апа 


and Malaysia. 


Column 6 


Embassy Dili 


Column 4 
Agio Pereira 


in his own recent travels around the 


whom the Government had asked 


had reported a similar consensus. 
who rarely attends government functions 


that the matter has been discussed with Alkatiri 


which he would agree to do on 


the 


but 


who would have 


Column 5 
and by the 


and 


Column 6 


Column 4 Column 5 Column 6 
and 


which have not 
while leaving Dili and 


his 


whatever 
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an MLIT advisory 
that recommended revision of the guidelines for 


Column 4 Column 5 
this proposed amendment to the MLIT guidelines 


however media 


by which senior bureaucrats assume post- 


due to the right to choose one\'s employer 
MLIT guidelines 


Keio University competition law expert Jiro 

unlike the leniency program which 
actually 

as in the sewage 

V'takes guts\" because it requires 


Tamura 
the JFTC had generally taken action against AMA 


after years of 
had taken on a new 


Column 6 


Column 4 


that was due in large part to the 


a critical tool if the JFTC were to have 
however 


the JFTC could not return to its 
Tamura noted. 


Tamura said. Previously 


with the incentive of leniency 


companies were seeking to behave more 


he noted 


and companies frequently 


Tamura indicated 


which had previously 
had 


Tamura said. 
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with the amended law in effect 


lawyers 


had been held together as much by 


the 


Column 4 


Tamura said 


with the cream of the crop 


because of their short tenure at the agency 


how 


Tamura stressed 


the 


according to Tamura. One major error in 
however 


politicians from rural 
conservative business leaders) evidence to 


these 


which the JFTC 
had to resist. 


Column 5 Column 6 


would greatly 


had 


was absolutely essential with 


derail all 


Column 4 


were scared that a serious mistake in 


Tamura was concerned that the 


Chief Cabinet Secretary Shinzo Abe 
would not pursue reform as aggressively 
he said 


he believed 


thus giving Koizumi\'s successor an 


the JFTC appears to be off to a good 
based on 

popular support for JFTC action 

and for those who want to see it 


is to grow into its newly realized 
though 


Column 5 Column 6 


if he became 


was much more concerned 


would be more 


may need to grow up fast as 


Column 4 


Column 5 Column 6 
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the prefecture did not issue a declaration of 

while there was 
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the upcoming Trade and 

and inquired 


Acting Director General Andrea 


including 


as the Chen Administration strove to demonstrate that it 


reftel) scheduled 
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such as by certified public accountants rather 


and indicated that 


he said such 


and with such an MOU the MAC would not oppose PRC 


or by the (private) Taiwan 
on behalf of the FSC. 


Tax Agreement TIFA 


Column 4 Column 5 Column 6 


have instructed 


Reach 

the DIA took 

similar to the 
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whom he understood to be close to Hizballah nor 

Huang said had been unplanned and unexpected. 


he reiterated was intended only to establish 


Column 4 Column 5 Column 6 


\" China. 


noting that he had discussed 


because Taiwan purchases some USD 2 billion 


Huang 
was because of U.S. concerns though he was not 


Huang argued that if Taiwan could establish a 
it could cooperate with Washington by 


in which he 


vice eastward via Alaska as intended to 


emphasizing that U.S.-Taiwan ties 


Column 4 Column 5 Column 6 


in particular its 


he stressed that 


noting that \"We were hoping the PRC would react in 


FM 
pointing to PRC FM Li Zhaoxing\'s May 18 


Li accused the 


which he followed with a rather 
Huang noted wryly \"is 


Hizballah was responsible for more American 


Column 4 


including UNSCR 1559 and 1680. 


it cannot play a role as a 
VArmed militias outside the 


unity 


ranging from trafficking in counterfeit or 
insurance 
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noting that under the leadership of Nhep Bunchin 


they hope 


leader of the 


lacking a sense of direction 


Column 5 Column 6 


and political independence. V" 
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the 


will be able to break 


Column 4 


ofthe 
and Chea 
of the Free Trade Union (FTU) 


but 

many government ministries are ineffective and 
but because he was FUNCINPEC 

seeing Nhep Bunchin\'s removal as motivated 


they hope that a 


Veterans 


lower gasoline prices 


and international observers doubt that a 


is vague and contradictory and was written 
which did not exist at the time. 


informal sector employees 
and migrant workers; working hours and 


Column 5 Column 6 


criticized Vorng Sotr\'s 


they 


they 


and Youth in July 2004. Among the m 


and 


Column 4 


Column 5 Column 6 
from minimum wages to 


though several unions on the committee 


the Prime Minister has removed at 
and 


but 


the change in leadership is probably a positive 


the Ministry of Labor and Vocational Training will 
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\"in 
ran a banner headline on page three that read \"U.S. 


an editorial in the 


\" Taiwan\'s biggest daily criticized 


said that even though China-U.S. military 
the United 


000] 


Column 4 

when the United States published its 

it always reminded the world of 

in 

a focus of U.S. concern. Washington\'s consent to sell 
such as submarines 

is aimed at strengthening TaiwanVs 

deterring Chinas aggression to invade 


and ensuring cross-Strait and world peace. It is a pity 
a move 


perhaps China can annex Taiwan without 


000] (5/25): 


but the 


pointing out how many of these moves are 

the United States has no idea about how to assess 
as 

is that the more it cannot figure out 

this years China military power report is more or less 


its description of the external developments of Beijing Y's 
in general 
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he said 


Column 5 


anti-missile syste 


the 
objective. ...V" 
06DHAKAS3060 
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Rashid downplayed it as 


Hamid said he 
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and said the peace process is now at a V'critical 


but he hoped the Tokyo 
comprehensive 


he stated and meeting 


Japan has been encouraging 

with its relatively strong influence in Sri Lanka to 
Akashi 

he 

adding he understood that India did not want to 


but beyond and said that based on his talks with F 
he believes New Delhi is seriously 


citing the UK and Canada 
as candidates 


and said he makes a point of 
he said Japan 


in an effort to isolate 


Akashi replied that the Sri Lanka 


Column 4 Column 5 


and also frustrated by the LTTE\'s armed attacks. The 


as the U.S. has done. Then the 
which enable the LTTE to purchase arms. 


Akashi said the 


Akashi said he hoped the 


Akashi said he was familiar 

and admitted 

V he 

Vwhether the LTTE will give up arms remains to be seen.\" 


Column 6 
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Kubota citing the company\'s \"moral 


\" had paid Yen 2 million (USD 18 000) to 


the Ministry of Health Labor 
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the Council for Science and Technology Policy 


the CSTP decided 


the GOJ will strengthen cooperation with 


Column 4 


which are capable of detecting and eliminating 


three 


but is expected to further promote 


MHLW announced that a Japanese man in his 
the 

a resident 

Kanagawa Prefecture 


and has since then recovered. 


but recently doctors have been importing the 


a cancer that arises in plasma cells. In JFY2004 

000 capsules were imported. When doctors import the 
they will be required to register with the government 
such as sex 

the disease being targeted 


Column 5 Column 6 


likely became infected by 


and dose of the drug 


Column 4 Column 5 Column 6 


UK and France Cooperate on S&T for Safe and 


successfully conducted 


which measured 11.5 meters long and 4.7 meters wide 
was launched by a rocket. It 


the 


but it may have failed. If it really took the 
it would be the first time in the world that soil 


Column 4 


Column 5 
JAXA announced that Hayabusa\'s return to Earth 


but 


nicknamed \"Daichi\" was originally scheduled for 
but it was postponed due to a malfunction in 


another H2A rocket was also lifted 


573.3 billion (USD 31 billion) 0.1 


0.1 percent less than its budget in JFY2005. The 


Science and Technology 

Labor and Welfare (MHLW); Agriculture 
Trade and Industry 

Infrastructure and Transportation (MLIT); 


Column 6 


Column 4 Column 5 Column 6 


covering JFY2006 to JFY2010 


including a 
an advanced ocean earth 
a fast breeder reactor а new space 
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Column 4 Column 5 


and would be forced to stop all 


against 


quick impact projects 


and Tokyo planned to take the 


acting asa 
and decommissioning. Noting that the stated U.S. 


Hiraoka wondered if a third goal was to build our 


but explained it was a byproduct of 
pursuing our goals in 


he allowed that there would be \"по harm" 


saying that many businessmen had 


for the safety of the 
he was careful not to 


Column 6 


Column 4 


he said he would 
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democracy and transparency of 
and is supportive of specific 
Quang said. 

however 


5/25/2006 8:32 
he picked Kunai Egashira 


which is developing genome-related 
and Fumiaki Watari 


who will be responsible for the energy sector. The 


such as the fostering of state-of-the art 


with such companies as Yoshimoto Co. Jp. 


Column 5 Column 6 
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that Vietnam also shares the G77/NAI 
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chairman of Nippon Oil 


Rakuten and 


Column 4 Column 5 Column 6 
there is a world of difference in 


as one senior official 


its experience 
Mitarai expects the 


which has 


can be applied in dealing 


where coordination of views is essential. 


including nine Nippon Keidanren member companies 


including one 


there has never been a case of a membership 


but new Chairman Mitarai\'s connection 


because it is now subject to regulation 


Mitarai has said VI will keep my distance from politics 


Chairman 


Column 4 Column 5 Column 6 


while that of Europe and the US is 20 to 30%.\" 


their ethics draws criticism of the 


| would 


| would like political circles to settle the 


based on the 


capability and efforts should 
as long s a safety net for the socially weak is 


Column 4 Column 5 Column 6 


ROK\'s tough stance 


2006 


Beijing; Akiko Horiyama Seoul 


but Beijing 
while 


even though he 


taking every occasion severely lashed out at the 
he 
both sides can enjoy the benefits but if both sides 


both will be injured. The rest of Asia as well as the 


since the Koizumi 


but at 
\"Developing bilateral ties will meet the 
\" making clear his stance of 


economic relations with Japan would sooner or later 


South Korean Foreign Minister Ban Ki Moon criticized 
the day after the Japan-South Korea foreign 


Column 4 


in an interview with a local TV station in 
Ban stressed 


arguing: \"The Japanese 


and taking that occasion 


2006 


51 


Makoto Koga 
explained to Yamasaki faction members his own 


69 
saying 


Column 5 Column 6 


Ban appealed on his country\'s 


indicated yesterday that 


65 co-leader of the Мм: 


former LDP vice bestowed the 
\"Mr. Koga\'s proposal 


Column 4 Column 5 Column 6 


however have two different views of 


while Yamasaki serves as chairman of a 


who supports KoizumiVs visits to the Shinto 


Abe asked Jiro 
a council member and lifetime JACE member. Doyukai adopted 


DoyukaiVs proposal has backed the effort to make the 


Koichi 
Takeshi Noda and Masahiko Komura who have distanced 
who has close ties with Abe does not criticize 


but he personally favors removing the Class-A 


about 130 junior and mid-level lawmakers support 


Yamasaki called for a 


Column 4 Column 5 


\" said 


the father of Yasuo Fukuda. He has consciously refrained 
but the 


who calls for improvement in Japan-China relations 


not 


VWe should not allow the other country to interfere in 


65 said 


VWhether to visit the shrine or not is a 
61 
V'An ambiguous strategy is needed for the Yasukuni 


Column 6 


\"China may think thi 


a political commentator pointed out: V'A country that 


it will be certain 


Column 4 Column 5 Column 6 
2006 


Guam (Reuters-Kyodo)-US Deputy Under Secretary of Defense 
now visiting Guam 


noted yesterday that the planned 
000 Marine Corps troops from Okinawa to 


with PACOMVs approval 


will be presented to the US 
according to Lawless. 


\" Lawless added. With this 


in its Guam relocation plans to move а 
000 personnel-broken down into about 8 000 
000 family dependents. Their moving will be 


not in stages after all facilities have been completec 


the US government 


the final 
such as 
relocating 


Camp Foster). However the United States has 


including billets 
and waterworks. 


936 households over past 27 years since 1979; Costs total 119.7 


Column 4 


2006 


936 households 
Camp Foster) 


according to Nagaoka. The per-household average unit cost of 


an 
in a meeting of 


Nagaoka explained. 


the per-household average size of local housing 
according 


DFAA 


\"The decision on this matter will come after 


such as the scale of base reversion 


Column 5 Column 6 


including those at 
over the past 27 years since 


Column 4 Column 5 Column 6 


Watanabe implied the likelihood of reviewing the Camp 


Defense Agency Defense 


and the government will go through necessary 


\" Ofuru stated. He added \"We\'ve made coordination 
but we\'re still coordinating 
so | can\'t answer.\" 


what 


2006 


about 40 extra days will be necessary. 


the ruling camp also plans to 


it will be impossible to secure 


Prime Minister Koizumi said: VI have no intention of 


that will be enough. 


the current session should be adjourned as 


Column 4 
that is 


which sees it necessary to offer cooperation 
apparently is hoping to have the 


73% of respondents in an opinion 


\" while only 12% said: \"It is desirable to enact it in 


the government 


these issues should be intensively discussed 
84% said: \"The 


but the opposition party must conduct 


including a resumption of US beef imports and the 


Column 5 Column 6 
education and the Constitution. It is nc 


Column 4 Column 5 Column 6 


professor emeritus 


School of Economics and 
University of London 


2006 


there are roughly two reasons why education might 


if public funds are provided 


the latter 


a never-ending postwar debate has been a headache for the 
which has been trying to 


however except for acade 
the educational curriculum including how 


has never become a political issue. 


therefore was significant 


the law that instructed schools to 


but the 


Column 4 Column 5 


citing that such a concept would restrict freedom of 
which aims to create a modern image has 


the party has defined as \"loving the nation and homeland 


uses the definition as Vnurturing an attitude which 


a book tiled \"! accuse politicians 


respect other 


and contribute to international peace and development 


Japan 


and Northern Territories be brought 


such as the ones in the bill to amend the Basic 


with different plans presented by government panel 
New Komeito 


2006 


the government and the ruling coalition have decided 


the Liberal Democratic 
and the New Komeito have presented their own plans 


Column 6 


Column 4 Column 5 Column 6 


saying: \"It is hard to map out measures that are sure 


composed of relevant cabinet ministers and 


the project team of 
the LDP and the New Komeito. The 


headed by State Minister in Charge 
focused 


\" as said by a close aide to 


saying: 


a measure proposed by the government\'s 
the LDP and the New Komeito. But there are 


but the New 


Labor and Welfare 


Column 4 Column 5 


such as a review of work styles are also 


arrange a smooth back-to- 
and to nurture supporters for child rearing. 


a Cabinet Office parliamentary secretary and a 
emphatically 


a standoff is intensifying between State 


Inoguchi reiterated the need for economic aid 


the report listed the following 


seven 


vice chairman of the Japan Federation of 
said: V The dominant view 


Column 6 


Column 4 Column 5 Column 6 
Inoguchi said: \"The Council on 


so | presented economic aid measures Y adding: “Іп 
many called for economic 
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as alluded to in UN U/SYG Gambari\'s March 20 letter 


Bilman said a UN \"suggestion\" on the ports 


including the idea of 


the MFA views 


since it could involve some degree of UN or EU 
which Talat would resist. However according to 
in order for a Famagusta proposal to be sellable in 


Column 4 


the port must remain Turkish Cypriot territory 


Column 5 Column 6 
nota 
and there must be no Greek Cypriot involvement of 
adding that the 
but 
but he thought the 
Cyprus and Turkey 


an opportunity 


including trading 


in either case - 


since the process would last at least two 


the moral suasion on the Greek Cypriots would be 


Column 4 Column 5 Column 6 


Westmacott 
it could not be unveiled until the last minute to 
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2006 following up on 

including an 

a revised 


and a ban on most used car 


bringing Malaysia in line with the 


however that the NAP remains a 


though their reductions were due in 


the new policy makes clear that the 


Proton continues to explore 


Column 4 


Column 5 Column 6 
perhaps more export 


but hope that an FTA 


and an 


but also recognizes 


2010 which would end one of Malaysia\'s 


with plans for significant exports of 
which then seek APs to import other models 


leading some analysts to speculate 


Column 4 Column 5 


even among prominent ethnic Malays. 
including former PM 
now criticize the AP system as inimical to 


the 


while contributing to the high costs of 


effective March 22 2006 


these new rates are 
most auto manufacturers here including 


used the 
and announced an 


along with the elimination of 
is perhaps the most far-reaching step 


however. There is no change to tne MFN 


including the U.S. Prior 


both ASEAN and non-ASEAN CBU imports 


Column 6 


now 


Column 4 Column 5 


including Finance Minister (Il) 
were quick to criticize both firms 


both companies quickly gave in to the political 


national carmakers should benefit from another 


the government gazette will 


using Singapore CIF values 


the government hopes to significantly 


given the widespread under- 


either by the national carmakers 


such as U.S. firms. 


Column 6 


Column 4 Column 5 Column 6 


by easing Malaysia\'s ability 


however 


80 percent of which were destined for export. 


producing 


apparently unhappy with Proton\'s 


based 
for sale throughout ASEAN and India. 


with plans to introduce nine new 


Column 4 Column 5 


VW could become another 


and with its old 
which previously played a big role 


more technical alliances 


if any equity 
which would provide 


access to advanced 
and connections to an established global 


however. Deputy Prime Minister Najib Rezak 


finite and 
not open-ended and unconditional V and 


especially to give the firm a 
and said that the firm 


he also noted that the GOM would not permit a 


Syed Zainal has 


and reportedly commented that Proton 


reportedly has expressed 
in 


Column 6 


Column 4 Column 5 Column 6 
he observed that Malaysia\'s past 


deriding 
low-interest loans as depressing new 
since car resale values drop below 


with new auto sales in 2006 expected to grow 


U.S. automakers have identified this 
and have 


and substantially eliminate the role of 


U.S. firms continue to complain that the 


Column 4 Column 5 
and that it also continues to impose 


U.S. firms will 


but he also noted that GOM 


and the abolition of used car 


the 


the 


if not years. The reportedly 


given that agency's pro-foreign investment 
since MIDA is an 


which was discredited by scandal last year over 
to the point that the 


as some auto analysts here predict a contraction 
with sales declining by as much as ten 


but increasing interest 


while expensive imported 


Column 6 


however the GOM could be 


Column 4 Column 5 Column 6 


eventually under a 
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and said the peace process is now at a V'critical 


but he hoped the Tokyo 
comprehensive 


he stated and meeting 


Japan has been encouraging 

with its relatively strong influence in Sri Lanka to 
Akashi 

he 

adding he understood that India did not want to 


but beyond and said that based on his talks with F 
he believes New Delhi is seriously 


citing the UK and Canada 
as candidates 


and said he makes a point of 
he said Japan 


in an effort to isolate 


Akashi replied that the Sri Lanka 


Column 4 Column 5 Column 6 


and also frustrated by the LTTE\'s armed attacks. The 


as the U.S. has done. Then the 
which enable the LTTE to purchase arms. 


Akashi said the 


Akashi said he hoped the 


Akashi said he was familiar 

and admitted 

V he 

Vwhether the LTTE will give up arms remains to be seen.\" 
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saying instead that the 


but he is unquestionably positioning 


the party probably 


especially in the 


he relies on an overall Bosniak nationalist subtext 


Silajdzic has returned to deliver the partyVs 


Column 4 Column 5 Column 6 


including 
and more specifically the U.S. 
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with whom he has 


on May 21. He agreed with the Deputy 


President Abbas said 


however has left him unable to confront Hamas 
the 


leaving only 18 rifles for those stationed in 
\" and 


Abbas said that he 


or 2) let them go ahead and fail 
he believes 
who remain largely moderate realize 


Abbas believes 


Column 4 


Column 5 Column 6 
global support 


as some Hamas officials in Gaza have 
but the 'Hamas leadership іп Damascus\" could never 


he said. Regarding options at his 
President Abbas 


\" but does \"have the right to topple the 


\" with no salary payments having been made to 


000 government employees. The PA is working with donors 
but the EU will not 


not Hamas due in part to 


but noted that support 


and respect previous agreements and 
including the Roadmap. 


Abbas said that 


emphasize volunteerism in the party and 


Column 4 Column 5 Column 6 


Shaath said and resources are needed to stave off 
offering his belief that the Euro 600 000 recently 
a 


when combined with strong connections to the 
rules out any 
Shaath explained financial 


but instead only worsens the economic situation for 


Erekat added and Israel\'s refusal to allow 


President Abbas said he had no 
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he said the bilateral exchange was \"the best 


Nomura claimed 
that the 90-minute meeting would help turn the 


culture and 


Column 4 
was 


Nomura said FM Liraised the Japanese Prime 


FM Aso took the opportunity to explain 
saying he would 
considering his 


but this was his first 


Nomura 


Li stressed 


Nomura observed. 


but 


Column 5 


the main point of 


Column 6 


Column 4 


Nomura 


stating that transparency was important for 


FMLi 


Nomura stated. 


particularly reforms in the Security 


but made no specific commitment. 


abandoned 
and the Six-Party 


and China said it understood 


such as APEC 


there would be a number of 


5/25/2006 9:13 
5/25/2006 9:13 


necessitating a formal waiver 


and 


tobacco. End Summary. 


team leader Calvin 


Column 5 Column 6 


the Asean 
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Column 4 Column 5 Column 6 


HIPC completion also hinges on critical pension and 
implementation of which has been abysmal so 


he warned would further 


the IMF team had suggested possible 


he explained 


then 


the IMF is clearly concerned with the recent 


the windfall of HIPC and MDRI relief would allow the 


Column 4 Column 5 Column 6 
which in turn would ease some of the 
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who reminded the GOM 


home to the 

are now a showplace of new 
other poor 

brought on by poverty 


which enabled the planners to find 


and 
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adding that more dialogue was needed on economic and 


Jouini said that Tunisia seeks to overcome 


said Jouini. The Deputy 


Column 4 Column 5 Column 6 
if it would 


to encourage regional integration and that we 
Algeria and 
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but that we 


as well as to 


as it values its 


poverty eradication and 


which was one of the first Arab countries 
Abdallah added. 


saying such a 


said Abdallah are fundamental 
\" but in fact they want a theocratic 
but that in any society there are differing views 


journalists and others have not way 
they 


Column 4 Column 5 


since assuming power in 1987 

established elections at 

laid the platform for a democratic 

including establishing rule of law that includes 


expression and opinion. 
\" Abdallah said 


some individuals \"who represent 


according to Abdallah. 


in order to fully 
the U.S. would like 


particularly citizen participation. He said he 
focusing on the role 


expanding media 
and broadening political party 


as 


000 associations with a \"quite 
social and political life. Abdallah 


responding 


the Deputy Secretary said that there 


which faces a number of 


Column 6 


Column 4 


but that Tunisia seeks to keep the related 


the Foreign Minister said that 


which will 
facilitating reconstruction 


said Abdallah 

but they reflected the will of the 

as the present 

recognize Israel and recognize those existing 
such as Oslo 

we should not abandon the Palestinian people 
as they will be tempted by extremism 

\" said 

however 


and \"don\'t take brutal 


Abdallah said he found him 


and asked Tunisia 
to encourage the Sudanese 


\" but is engaged 


Abdallah did not comment on possible 
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marking the first time Ben Ali 


Column 5 Column 6 


the 


but \"things are on the move.\" 


that brought them to power. 
said 
which feeds 


we must support Abbas. Abdallah adc 


as an Arab 
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Column 4 


incuding 


he said 
V'we believe in a 


\" and criticized the 


Tunisia is Vdoing well on human 


however the GOT has not seized their 


the most openly GOT-critical paper in 
has in the past occasionally been seized 


and that US 


\"Tunisia has no political prisoners 


Ben Ali 
and learned about 


some issues cause a V'small 


it has a lot of credibility in the world 


Column 5 


he 


and 


and all prisoners 


Column 6 


Column 4 Column 5 


particularly 
and in spreading these 


as the 
Tunisian citizens would look for a 


they often become disaffected and turn to 
saying we hoped that the СОТ 


noting that for U.S.-Tunisian relations to have fuller 
we need to enhance our dialogue. In this 
the Deputy Secretary mentioned allowing IRI to 


and that is why we want to deepen our 


saying it was an 


that these 


and the GOT asked for some understanding during the 


incorporating the 


particularly events in Iraq Egypt and Pales 


Column 6 


Column 4 


the Deputy Secretary noted that as a 
Tunisia is well 


and will probably follow the 
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it was impossible to ensure orderly succession after 
and thus Tunisia\'s economic and social gains were in 


all participants 
the lack of free expression 


significant change was underway in the political 


Column 5 


O6TUNIS1255 


Column 6 


Embassy Tunis 


Column 4 
the USG supports and assists those pushing for 


noting that following frequent 
it was beneficial to 


\"they are not enough.\" Trifi 


Marzouk said 
it 


but that in lieu of such 
a more open political 


5/25/2006 9:39 
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chaos 
\" and many 


with great 


Column 5 Column 6 
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economic turmoi and corruption. The 


Column 4 

Mutharika has 

and fast- 

000 mausoleum in Lilongwe for 

a project that had languished under the Muluzi 


and its construction has won 


the 

the ordered 

the 

and efforts to improve the 


health 
in that order. Mutharika\'s most popular policy 
and 


and a giveaway of 


dams 


One Step Back 


but were uneasy with the 


but were disappointed when he quickly formed another 


Column 5 


and 


and irrigation sct 


Column 6 


Column 4 Column 5 


and felt that Mutharika\'s new party would 


journalists and other political opponents are 


but they 


in which he has been shown in the media riding in 


and most Malawians have no 


even when they are evidently well- 


the inspections evoke the era when Dr. Banda ordered 


a policy that distorted agricultural markets 


a number of parliamentarians also wonder whether the 


and we and the bill's sponsors have 


Column 6 


businesses and other property. 


and deplore the lack of 


Column 4 Column 5 Column 6 


his control of 

lowering of domestic debt and focus on 
the GOM has allowed the 

and aid flows have increased. The IMF 


the World Bank has expanded its program and 
and European 


the Mutharika government faces many problems 


and 


and MutharikaVs minority government has 


its policy solutions such 


are not necessarily the best prescription 


Column 4 Column 5 


and an 


although the 


the GOM shows little 


and deprives the country of a feeder system 


and producers and buyers in 


a visiting IMF 


and signaled that 


when he launched his anti-corruption campaign and 


but there has been almost 


tax administration and customs 


Column 6 


Column 4 Column 5 Column 6 


since a raft of studies have clearly 


but his 


on the part of Malawians and 

has been greatly tempered. Mutharika 
but his reforms are slow 

his vision of reform 

and he seems to 


and 


but it 
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Column 4 
Six-Party Talks 


MFA Spokesperson 


including a working lunch and the two 


based on 
stability and 


Liu declared. The 


Reject Allegations 


Liu referred to his May 


exchanges and cooperation with other 
including the United States 


Liu added. U.S.- 


reflecting broad shared interests on 


according to Liu. China does 


Column 5 


on military 


Column 6 


Column 4 


Liu stated that China is has a vast 


FMLi 


Liu said. Japanese leaders\' visits to the 


Liu said he had not seen the 


Liu stated. 
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suggesting this latest action was 


Column 5 Column 6 
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Column 4 


including those of expression and 


Amnesty International (Al) released its 


alleging that Al 


the law that 


Lara said that he 


Presidente!\" should be devoted to an 


But Not Bad Faith 


Column 5 


Column 6 


Column 4 Column 5 Column 6 


the latter 
\"Kill him \" an obvious reference to Chavez. Orl 


which they argued was merely a parody to 


the 

he observed the fact that the government did 
But Appealed 

however appealed the de: alleging 

like some civil society organizations are 


convicting but freeing 


the 


Column 4 
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and typically charge 30% interest until the 


85% of cotton farms are 
the government will attempt to 


another inefficiency considering the closer markets of 


India and China. 


among farmers surveyed 


lack of farm machinery and equipment 
and lack of water. 


the investors also own the 


so farmers are instructed to use the companies! partner 


local governments want farmers 


Column 5 Column 6 
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the 


delayed 


Column 4 


59% of farmers have never heard of the independent 


no farmers have heard ofthe commission. Farmers are 


including the European Commission 

the International Financial 

the European Bank for Reconstruction and 
support a unified 

ADB 

and 

the government owns 

including the World Bank 


have been working with farmers to issue each farmer a 
which in the future would 


thereby creating a land-use rights 


which farmers 


and donors should 


allowing the Ministry 


Column 5 


the 


it is hoped 


Column 6 


Column 4 


inefficient 


the entire law needs 


or use the mechanism as a 


either under one agency 
would mean a unified tax 


it would improve the 
giving private parties the confidence 


as well as providing farmers 


including 


and ADB is 


Column 5 Column 6 


and non-transparent. 


Column 4 Column 5 Column 6 


\" meaning reducing 


ADB\'s letter to Davlatov advises the government to 


they will be more motivated to 


resolving old debt allowing 
and improving sector 


to advise how to adjust the tax base to reduce the 
the Tajik 


updating of 

introduction of better 

and additional farmer training is 
but no donor has taken the lead. 


Sources 


Column 4 


but has faced resistance and 


but better cooperation 


but they need strong international 


should the 
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\" Oli commented. He noted 
but 
partial 


\" but stated 


we will continue to encourage him to think of other 


he might become more 
but he is not there 


Column 5 Column 6 
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and incomplete 


\"it would be better to resolve the 


Column 4 


5/25/2006 11:14 
but that 


who came to offer congratulations on the 


saying that 


V 
expressing readiness to discuss this 
saying 
then we are 
Speaker of the 
criticizing UNSC resolution 1680 and 


V Berri said in an interview published by the 


saying V'since the resolution is talking 


\" he added. He 


we find them going to far distant countries 
instead of to Syria 


Column 5 Column 6 
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Vif the 


\" he said. 


Column 4 Column 5 Column 6 
5/24) 


stressing the 


5/24) 


5/24) 


5/24) 
Israeli Ambassador to the UN describes John Bolton as 


5/24) 


5/24) 


5/24) 


an editorialist in government-owned Tishreen 
as expressed in a 

toward the detention 

is 

forgets thousands of 


unjustly and in 


turns a blind eye to Israeli killing destruction 


Column 4 
and 


as a major power 
for 
Abu Ghurayb 


is apparently 


an editorialist in government-owned Tishreen 


\ states 


protect their security and stability 
encroach upon the law 


000 


which is responsible for planting 
has turned into a 


for which it apparently 


a Blow to International Legitimacy\" 


an editorialist in government-owned Al-Ba\'th 


Column 5 Column 6 
worse still joins Israel in punish 
to 


and the secret American prisons on 


wrote 


and punish 
and 


wrote 


Column 4 Column 5 Column 6 


and plans to control the nations of the world.... 


the vital powers of the world should realize the 


an editorialist іп government-owned Al-Thawra wrote 


but also the 


at a time when the US Administration is facing a 


in which Israel has become the driving force the 
and even the decision-maker.... Through this the 
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but were \"reactionary forces.\" After 

the nursing home seemingly admitting 

agreed to give the deceased\'s family USD 

500 (250 000 Nepali Rupe: 


mobs burned tires and attacked 


Column 4 


they had not turned violent. 


we suspect Maoists were involved 
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and it was 
he started riffing 
rather 


Rahmonov 
Barqi Tojik 
with AES holding 49 percent of 


VI don\'t think we need to bargain. Nm making a political 
especially since 


without waiting for a 


but didn\'t run through his detailed talking points 
he focused on the 


with a twinkle in his eye 
Hanrahan replied 


V'Seriously 


Column 5 Column 6 
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\"Are you ready 


if they [RusAl] wi 


Column 4 
but we 


this 
c\est moi 


jumping up and staring straight ahead to answer 
even if only with 


Rahmonov praised Anatoliy Chubais and RAO 
a company he described as orderly and trustworthy 


VI know 
\"Maybe you can get together on a later phase of 


Rahmonov said 
but we 


and 


Rahmonov told Hanrahan 
concrete results 


after five hours 
and invited 


but the Tajiks 
then the AES president 


which lead to multiple disputes and lengthy 


Column 5 Column 6 


\" especially as his 


\"Yes sir" END 


meeting 


but~.\" He then added 


VOK now get to 
and | want them fast. 


Column 4 Column 5 Column 6 
and we hope 
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Nam said that while 


once that decision has been exercised and 
the ROKG cannot under 


but would check with 


and that the USG planned to work with 


PRM L DHS 


unlike previous rounds was not a 
but an opportunity to reaffirm previous 
exchange views on recent events and discuss 


and to help 


Column 4 Column 5 Column 6 
with the exception of the timing of involving 
the U.S. would immediately involve 


but reported 


rather 


000 North Korean refugees this year. 


which may further encourage North Koreans 


who 


has recently publicized the ROKG\'s role and 


and worried 


however that the USG has been careful not to 


and said the ROKG is looking into the cause for this 


Thailand has continued to 


Nam said. A recent press report on the 


but 


Column 4 Column 5 Column 6 


but 


in addition 


factors such as criminal 


Kim reported. 


the ROK: confirms that they are North Korean; 


Nam said. That said DG Nam reporte because 


the ROK does advise some 
if possible. While 

just two 

the first such case 


and that the USG planned to work with the ROKG on a 


Director Kim explained. If North 
they are detained 


Column 4 
where the ROKG begins its processing. All 
and 


the North Koreans are 
Kim reported. Mongolia 
and has never announced 
Kim stated. 


and reported that the 


and may undermine 


McGann said. 


and stated that 


but the ROK 


and the situation there seems to have calmed 


but if any are denied U.S. 
the 


іп the wake of recent events 


V as the 


Column 5 


Nam 


some 


Column 6 


Column 4 


but cannot 
as that would 


these 


ROKG and UNHCR is not 


as this could unnecessarily provoke China by 


the ROK fears that 


and has 

the U.S. has been approached by several NGOs 
Pitotti reported. Ms. Cho 

and urged the U.S. to continue to 

saying that while 

the Chinese are not likely to 


Nam commented. 


Column 5 


Column 6 


Column 4 Column 5 Column 6 
the Department of State has been closely 

Gaffney reported. The State Department 

and will 

and 

but would look into it. DHS Olivares responded to 

informing him that 

which has provided a deeper 
\" and hopes to continue these 

Director-General for Policy Planning 

Director for Inter-Korean Policy Division 

Director for North American Division | 

First Secretary Inter-Korean Policy Division 
First Secretary North America Division | 
Second Secretary North-east Asia Division Il 
Second Secretary Human Rights and Social 
Deputy Director Ministry of Unification 


Program Officer 


Senior Advisor EAP 


Column 4 


Admissions Director PRM 

Attorney Advisor L 

Foreign Affairs Officer EAP/K (notetaker) 
Program Officer PRM 

DHS Attache 

Poloff 

РОПОН 
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Rabi Raj Khanal 
told Emboff the government 


the Home Ministry was preparing notices to 


President of local NGO Human Rights 
welcomed the government\'s decision. He 


President of local NGO INSEC 


\" Pyakurel said 


Column 5 Column 6 


Embassy Seoul 
Embassy Seoul 
Embassy Seoul 


O6KATHMANDU Embassy Kathmand. 


Under 


also 


adding \"even the current 


Column 4 Column 5 Column 6 
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the main point of divergence 


Ouyahia had to support the release over 2 000 


but as a former advocate of 
Ouyahia projected a marked 


on the other hand was 


Column 4 Column 5 Column 6 
since its leader 


and Soltani and Belkhadem share similar views on 


but including those parties in the 


and he will be carrying out the broad policy 

who remains committed to 

WTO accession cleaning up corrı and 
a 


when Belkhadem was Foreign 

he was attimes a difficult 

for example defending the Sudanese Government 
he 


though not for 
and he has repeatedly insisted that 


and he is unlikely to challenge Bouteflika\'s 


African and Latin American countries. One telling 


which Belkhadem resisted 
at which point 


and another 


Column 4 Column 5 


and they will be watching carefully as he puts 


and Bouteflika 


and they will be watching Bouteflika\'s health more 
since their real concern must be that 


or sooner if the President\'s 


he may still intend to run for 
but at least one source reported that he 


1945 in 


while Houari Boumediene was 


Belkhadem 
then became President of the 


Belkhadem became Foreign Minister in 2000 a post he 


then BouteflikaVs rival 

while still 

emerged as the head of the rival branch of 

a position he used to push Benflis aside with the 


he was replaced as Foreign Minister by Mohammed 
becoming instead Minister of State and BouteflikaVs 


while leaving relations with the rest of the world 


Column 6 


but prefers to use Arabic much to the consternation 


Column 4 Column 5 Column 6 
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and are 

Oguz Celikkol 


both to issue invitations to GOI 
and to lay the groundwork for a 


a sovereign stable Iraq is in Turkey\'s economic 
of 


which 


health and 
which remains mostly unfunded for security 


most 


it will share joint command of ISAF-Central in 
and will open its first PRT in 


medical clinics and drinking water wells 


Column 4 Column 5 


including for pipeline security. Turkey has 


and has trained some 1400 Georgian personnel. In 
Turkey has provided some $150M in equipment and 


the PKK terrorist group has stepped up bomb attacks in 


the 
has warned foreigners to stay 


which in several cases turned violent. 


but both the GOT and the public 


the GOT 
and US unwillingness to 


where significant caches of 


as it does every spring. The 


Column 6 


Column 4 Column 5 Column 6 


as it does every year. 


cultural and religious 
as well as its geographic 
Turkey feels both a 


which has a presence in those countries and to 


and the Turkish president will travel to Israel 


military and many in the AKP government 


particularly energy imports but is willing to consult 


and unresolved 


give ammunition to those who want to prevent 


Column 4 Column 5 
and continues to 


amended іп 2005 and expanded to include а! new EU 
in theory open 


FM Gul put forward a 


though all parties seem intent 


s accession negotiations. 


though getting the 


Cyprus 


the government's room for 


BUT VULNERABLE 


foreign investment 
and high inflation has been subdued. The 


despite the significant achievements the 


Column 6 


Column 4 Column 5 Column 6 


if the government continues to 


the economy should be able to weather the current 


once the strongest 
is in 


Main Battle Tanks and attack 
Boeing and Bell 
but 


and Raytheon 


US firms and the USG have 


SSM has resisted making the necessary changes to the 


while nearly ten metric tons were 


Column 4 Column 5 Column 6 


4.4 metric tons of 
000 kilograms each. Turkish law 


a regional plan for combating Afghan opiates. 
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\" breaks little new ground and appears directed 


such as 
reducing unemployment 
the strategy offers few 


following on the heels of the 


growing from the current level of 54 


science and information technology 


energy and transport environmental 
macroeconomic stability 
the business climate privatization 


and the role of the state. 


but Vague Goals 


as such offers few details in 15-20 
\"Croatia might become one of the 10 richest 


Column 4 


Column 5 Column 6 
such as reducing long-term unemployment 
investing in information 


a stable exchange rate 


low inflation 


such as the authors\' warning that 


as well as the complete 


which 


as it has promised action on most of these 


many of our contacts tell us that 


Column 4 
the 


even ifthe 


Sanader\'s new 


we can only hope that the 


wevre not 
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Ambassador and the 


not to any 


and it is now commanding CTF-150 


it will not attend 


5/25/2006 11:51 
5/25/2006 11:52 


and most 


Column 5 Column 6 
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which has both a 
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save a few \"trou\" 


Column 4 


during other parts of 
however 


Mushahid stated that the PML would 


possibly swaying the NWFP contest 


he and others in the GOP were reaching out 


this could be exploited by 


as we had 


without question 


Column 5 Column 6 


called this commitment into 


Column 4 Column 5 Column 6 
as it violates 


as they have already done 


to highlight their supposed democratic 
and perhaps ultimately to woe the liberal middle 
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and he believed that Japan did also. 


the Co-Chairs would likely 


he said might be colluding with 


Kohona said he had 


which was good. Regarding the Sri 
which has been 
Kohona 


but it should 


Column 4 Column 5 Column 6 


and 


since he had spent V'over 500 hours\" with 


which had defused 


and had to offer the Tamils something 


Foreign Secretary H.G.M.S. 


Foreign Minister Mangala Samaraweera 


\" 


chaired by 
which would include the service 
Defense Secretary Gotabaya Rajapaksa 


the President\'s Secretary Lalith Wiratunga 


Palihakkara 


is V'still manageable\" but needs to be 
he said. 


Palihakkara agreed 


Column 4 Column 5 Column 6 


the 


despite the current 
to getting the Tigers \"back to the 


Japan 
Netherlands representing EU Presidency 


Column 4 Column 5 Column 6 


and to push the GSL on what it could 


he was considering 


something they both seemed 


and that land travel was now also 


Netherlands Ambassador 


\" especially since EU 


and Ambassador 


because they 


the Nordics 


Column 4 Column 5 


Van Dijk predicted Jouanjean 


and van Dijk 


the GSL seems to have gotten the message 


and also to think seriously about what a 


who is 


but we may have to work hard on the 


Kohona is right: we can and should 
but we should not equate 


5/25/2006 11:53 O6TAIPEI1803 


Ambassador Bhatia asked for Taiwan\'s 


Column 6 


American Institute Τε 


Column 4 Column 5 Column 6 


but he 


Chen 


and he emphasized that in the end Taiwan and 


including bilateral free 


such as semiconductors. Chen said 


а keen economic competitor of Taiwan would put 
and he proposed 


Column 4 Column 5 Column 6 
the two countries 


Ambassador Bhatia said 


Ambassador Bhatia 
but he expressed 


Taiwan must reduce its 


and American companies complain that 


Taiwan would boost its role as a regional 


Taiwan\'s WTO GPA application could be considered 


and 


such 


the EU and Taiwan. 


Column 4 
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DSCG 05-01 
Edition 1 
Pakistani Prime Minister Shaukat 


in which both countries are committed 
sovereign equality 


and mentioned 

however 

Pakistan. 

sponsored by tne MFA-funded 
celebrated 

PM 

emphasized Pakistan\'s deep military and 
but is 

deeper than the sea.\" He cited 
Cooperation 

sovereign equality 

which 

he 


with the joint production of JF-17 planes and tanks 


and thanked China for its 


Column 5 Column 6 
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Reason: 1.4 (B D) 


and 


provide 


as 


Column 4 


and without providing any detail 


Aziz emphasized that nuclear technology 
he 


PM 
\"There is nothing evil in that (the 


and ended by 
\"The best diplomacy is quiet 


and the two nations must work to strengthen the UN 


PM Aziz spoke 
and left the conference. He was 


entrenched regional interests 


as 


Column 5 Column 6 


touched upon the 


and an off-limits 


Column 4 
Aziz reflected an 


the 


after a dramatic reading of the 
Pakistan 
the ISS Chairman argued that the 


interference in internal affairs 


5/25/2006 12:13 
the Afghan 
and an increase in the 


some with tribal and religious 
and other 


consult Ref A). 


they create the 


health care 


including 
and to any extended Pakistani military presence; 


Column 5 Column 6 


and China sections from the 2006 U.S 


and regime change" 


O6ISLAMABADY’ Embassy Islamabad 


and economic activity; 


Column 4 


which may be spreading; and 


and since 9/11 


stop-gap administrative changes 


significant 
and the spread of law and order problems 
President 


Musharraf and Prime 


charging him 


the military has 


the GOP hopes to implement--in 


stronger NWFP Governor; 


in the belief that a stronger 


unified military 


Column 5 


Column 6 


has tried many successive 


and 


more military-minded 


economic 


and development 


Column 4 Column 5 Column 6 


and allocating $2 million for its 


political and developmen Pak 


listening posts 
raids and ambushes conducted by quick reaction 


CFC-A/CJTF-76 


Column 4 Column 5 Column 6 


and maliks) and ensure coordination between military 


FASTER CHANGE 


problems in administration shortfalls 
and security 

Political 

and administrative mechanisms (FATA Development 

anew FATA Secretariat) intended to improve 


administrative style (i.e. an ability to get 
and 


the GOP\'s new administrative strategies 


such as: 


Column 4 Column 5 Column 6 


tenuous coalition politics and 


as 


but also may strongly (and militantly) 


and a larger Pakistan Army presence in the FATA. Some 
such as 


military and development strategies to stabiliz: 
popular 
and good management. The availability of funding 


which has limited the 


his advisors key military office the FATA 
and the new NWFP governor are re-energized for a 


and more importantly whether 
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and economic strategy) in the FATA in September 
the objectives of the 


Column 4 Column 5 Column 6 
and stabilize the region.\" To do so the 

000 XI Corps troops 

000 Frontier Corps troops in FATA. (Note: GHQ counts 

000 Frontier Corps troops deployed in 

000 troops deployed 


40-50 mobile checkpoints and stationed 5 


due to uneven execution and tactical 
they have led to the capture of 124 


according to aGHQ powerpoint presentation passed 
Pakistani military officials 


and the DGMO has 


\" according to the DGMO. In April 2006 military 


an Egyptian national wanted for 


and 


a Syrian national reportedly behind 


arrested in Bajaur. 


the 


nurture militant clerics and attack 


clerics and others) 


Column 4 Column 5 Column 6 


North Waziristan deteriorated rapidly in 
worsened in March 2006 


militant 


some 


grenade and IED attacks on 


law and 
and economic benefits for cooperation mars any 


Musharraf began to acknowledge the need for a 


but the proof will lie in 
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Aziz seems determined to press on. End 


the five-member Appellate Panel of the 


a High 


Column 4 Column 5 Column 6 


despite precedent the relevant 
lawyers representing the 

and obtained an order for the EC to update the 

who was part ofthe AL 

told us on May 24 that he was delighted with what 


he said a mixed decision 


it modified the January 4 High 
and that close study of the text is 


Aziz promised Ambassador during their 
that he has a 


he said 


which he expected would be by the 
the EC has already (contrary 


and told the Ambassador that she was free to quote 


saying its increase in 


he cited the 2005 NDI 


Column 4 
the ΝΡΙ figure was relatively low 


not fraud. 
\"a powerful section here 


wants chaos and confusion 


while maintaining that the 


Aziz talked instead about two presidential 


іп terms of 
and holding them accountable to 


which means the nearly USD 10 


Aziz gave no hint that he might 


but his professed 


Chief Justice Mudassir told her that the written 
which means 
public confusion 


the list itself is not the real issue. For 
it is about embarrassing the СЕС 
and preserving a list 


even if it did lose with that list. 
and more 


but Aziz is no out-maneuvered technocrat. His 


Column 5 
and that most of 


including 
not elections 


since the 


undermining the 


Column 6 


\" and 


Column 4 
as do his reform proposals since limiting 


which 


5/25/2006 12:20 
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effective and 

in control 


that 
that he 
and approved 


human rights 
demonstrating their growing 
the Hurriyat told 


LEND ME YOUR EARS 


the PM exchanged views with senior 

PDP 

as well as the more obscure Panther Party 
and two flavors of Communists 

Hindu Pandits 

as did the Mirwaiz faction 


the 


human rights 
the state/federal relationship 


kept the door open to the Hurriyat by saying he 


and 


promised to meet with 


Column 5 Column 6 


O6MOSUL53 REO Mosul 
O6NEWDELHI36 Embassy New Delhi 


but unobtrusive.\" He also urged 


governance and other 


and National 

the 

as well as Pahar 
and Sikhs. Buddhist 


autonomy 
economic growtl 


directing a 


Column 4 Column 5 Column 6 


the PM gave 
in control but unobtrusive.\" 
itself no less!\" Kumar argued that such a 


who slaughtered a further ten villagers in 


the PM 


the 

although the PM repeatedly stressed that he would 
the Hurriyat leaders 

watched 

and tidied up their houses. 


ANYWAY? 


Column 4 Column 5 Column 6 


and commentators said 


Hurriyat member Professor Abdul 


therefore to have the 


their 


the self-inflicted wounds are worse than anything 
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for example 


Column 4 Column 5 Column 6 


more than 100 000 people or about one third of the 
including 
heating subsidies and at-home 


which are subsidized by the local government. In 
pensioners with incomes under $131 (200 


pensioners in impoverished areas must survive solely 


the 


prices of medicines 
and most pensioners spend a 
which are not 


pensioners who were living on $1/day (1.6 KM) are 
with which they must 


clothing medical expense utilities 
according to the Association the Pension Fund still 

atotal 

almost 130 000 pensioners who receive less 
almost 70 


VAT mitigation activities are delegated to 


pensioners tend to vote in 


Column 4 Column 5 Column 6 


many civil society observers feel that pensioners 


which is funded by the 


including union members youth women 


which will identify key issues on which 


pensioners in each entity 


who did not want IDPs to be paid 
we are encouraged by the 


we will encourage opposition parties to increase 
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which abandoned the OY as a result of 


however give up their mandates 


but leave it to the member of parliament\'s 


the 


Column 4 
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many analysts point to Turkey\'s large and 
much of which is financed by 

as a particular 

there 


including the military (reftel). 
however 


few independent observers agreed. Ina May 24 
new Central Bank Governor Durmus 


but that 


business observers have not given up hope. 


business has reveled in three plus years 
orthodox 


and a steady return of prosperity and 


Column 5 Column 6 


O6ANKARA3005 Embassy Ankara 


on how big a role domestic 


Column 4 


rising political tensions could derail 
which business contacts see as 


like the giant Koc group 
having 


but 


global 
and a large potential for a crisis in the EU 


there appears to be little relief in store 


economic policy fundamentals remain sound and the 
including the floating 

better banking oversight 

will reduce the potential for financial 


there is a 


will not come easily; U.S. and European leaders can 
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in PM Erdogan\'s recent meetings 
Erdogan had not diluted 


Column 5 Column 6 


fiscal reforms and 
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D/US Akgunay told Schaefer 


stating that the EU has cheated 


as they 
and stated 


U.S. intervention in Iraq has allowed the Iranians 


Akgunay assured 


South Ossetia and 


Column 4 


especially following 
the GOT 


Asan added that Turkey 


ina 
Akgunay and Schaefer agreed that 
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while Moussa pressed Zahar to accept the Beirut peace 


Moussa and Zahar held a 


several 


5/25/2006 13:04 
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Column 4 Column 5 


a shortened Ley Marco 


the state 
has submitted its own version of 
one that seeks to roll back 


a group that on this 


almost 700 union 


Econ 


but within the 
which requests a two-year non-competitive 


would 


the head of a private industry group 
is confident that the bill will pass 


a move that he believes would help ensure its 


and request 
Zelaya 


who tasked his Foreign 


Column 6 


Column 4 Column 5 Column 6 
Hondutel continues to try various 
while the company's version of the Ley 


the proposed Organic Law (which deals 


in order they claim to 
for example have to seek pul competitive 
the 


Hondutel has also moved to cancel 


offering telephone 
2005 end of Hondutel's monopoly. At that 


they were to have become fully independent operators 


and the sub-operators remain in limbo. Some suspect 


since no limit was placed by the GOH on the number 


speculation is not possible since prices 
early reports suggest 


calling into question HondutelVs alleged legal 
as well as its rationale that 


explicit in the service 
by payment or 
that a company was using (or intending to use) 


Column 4 Column 5 


DSL MOBILE 
a cable industry 

detailed some of Hondutel\'s business plans. While 

the parastatal company will embark 


and 


Hondutel has spent about USD 
many 


Chimirri responded with amore 


the mobile market most probably has room for only 
bringing the total to three cell-phone 


but such a 


specifically if this bid 


Column 6 


Column 4 Column 5 Column 6 


this could be an opportune moment to get the 


and begin 

however and 
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) (D). 


it has tried to ride on 


HDZ 1990 is currently running on negatives: \"no\" 


\"no\" to the entity structure \"no\" 
\"no\" to 
Bozo Ljubic once tried to position 


he is increasingly waving 


Covic dismisses HDZ 1990 as lacking both 
Covic -- 


while ensuring that he throws every 


STOP CONSTITUTIONAL REFORM... 
breakaway ethnic Croat \"HDZ 


HDZ 1990 needed to be seen as 


Column 4 Column 5 Column 6 


Bozo Ljubic and HDZ\'s party 
Dragan Covic. Ljubic (whose bid for the HDZ 


EU-backed 


Ljubic calculated that he could position himself 
while at the same 


Ljubic sped up his breakaway party's formation 


out of HDZVs ranks backfired. Вади? joined 
Raguz\' influence in the House 


it became clear that HDZ 1990\'s 
HDZ 1990 argued that the 


giving them 


and went ahead with the vote in parliament -- 
however failing to reach the required 


and is counting on 


not the center. Raguz\' relative 


Raguz has returned to 
a Croat member of 


Slavica Josipovic Pero Markovic and lvo 


Column 4 Column 5 Column 6 


who last year was trying to cast himself 
has taken on as his advisor 

a former associate of the (now-convicted) 
Ante Jelevic. 

both public and private 

he told us that he would \"never\" 

which 

presumably 


Ljubic shrugged saying \"Maybe we\'ll just go 


Ljubic is hyping his credentials as a 
waiting until the 


Ljubic publicly averred 


he claimed was part of 


the race is on between Ljubic and Covic 


and is also fighting for control of the 
name etc. Rumor has it that the two will alsc 


though that remains also in the 


HDZ 1990 is quickly 
though their regional strength varies considerably. 


with only four 
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Covic\'s support is holding firm though that 


the HDZ representative in the BiH House of 
is probably a 


claiming she \"could not go home\" to Siroki Brijeg 
though HDZ 1990 is building its organization 


having shown its strength in the BiH 
HDZ 1990 quickly established its caucus in the 


in part due to the imminent 


not five Croats (from exclusively 
as opposed to Croats running in multi-ethnic 


it is not wrong at least not 


a small far-right party) leader Jurisic; HSP 


Column 4 Column 5 


it has remained 


so HDZ Zagreb may have to deal with the split 


which would 


already 
is ever more fractured. Those fractures however 


not because it in any way damages Croat interests but 


which for 

is not in and of itself a 

opening the door for a greater plurality of voices 
not the center). 


Column 6 


are 


however make it more difficult to negotiate 


particularly on issues 


these fissures are likely to remain and 
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claiming that the 
Doe Run 


reducing its income tax 


Embassy Lima 
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SUNAT after 
assessed the 


Doe Вип\'$ tax liability for the 1998-2001 assessments 


SUNAT offered 

the Peruvian Appraisal Agency conduct a 

President of Doe Run the company decided in 
which 

on face similar to Luz 


Doe Runvs situation is distinct. 


asa 
SUNAT 


inquiring why the company did not pay VAT on some 


SUNAT assessed that Doe Run owed 


Column 4 Column 5 Column 6 


2005 Doe Run has an assessed VAT 
SUNAT began another tax audit of Doe Run this 


SUNAT refuses to grant 
which total more than $100 


Doe Run Peru 
the 


coordinating with Peru Disputes Coordinator Aurelio 
continues to work with CONATA on the 


during a meeting with Prime 
raised the 
Ambassador 


PPK noted that this 
as many companies 


Doe Run is considering a major 


but almost certainly cannot put it to bed 


which may 
the 


Column 4 


an autonomous agency 
although the 
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as the GOAM had originally signaled it 


the Ministry of 

the Chair of Armenia\'s Atomic Energy Commission and 
Minister of Nature Protection. It was 

reported Kirakossian 

since no other 
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who successfully appealed to 


Column 4 Column 5 Column 6 
indeed 


the 


\" but that the decision had been made to host the 


expensive deal involving Iran and Russia. The 
he explained and 
the entire policy would fail. 


which is still under construction. The 


Kocharian explained because it is what makes the 


including for Georgia 
would be enhanced. 


Kocharian 
but the agreement required the approval of Iran\'s 
and the Iranians were 


Column 4 Column 5 Column 6 


he could not change that. 


Kocharian told the 
was the likelihood that Armenia would suffer for 


but hoped that the U.S. would consider Armenia\'s 


the Ambassador cautioned if Armenia\'s leader 


like the Minister of Energy would be far 


he would surely 
he would limit the scope of 
and would try to have it downgraded to a \"working 


Column 4 


we suggest 


but not from a 


Kocharian included 
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but Musa 
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Deputy Speaker Khalid al-Attiya is a 


according to Abdul-Rahman 
cutting down on debate 


Column 5 Column 6 
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as an Egyptian is reluctant to do 50: 
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al-Attiya easily 
and 


Column 4 
which restricted 


this new CoR leadership seems intent 


\" claimed Abdul-Rahman. 


Abdul-Rahman stated that 


but 


according to Abdul-Rahman. (Comment: Again 


there was 


Column 5 


we 


Column 6 
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said Abdul-Rahman 


Abdul-Rahman 


and we report it in 
even with relatively 


whose father is a 


however reflects his belief that 


Mashadani has had nothing 


| work for the Council." Abdul- 
and speaks fluent 

plus his 

has made him an 


Column 4 
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and that reason is to get the 


Y opined Karadaghi. Не 
cultural 


including Supreme Leader 


he estimated that Iranian 
Iranian 
senior Iranian 


Karadaghi noted 


though 


Karadaghi said he believed 


but he has 
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had worked in the 


was Muhammad Ja\‘afari. 
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Column 9 
VZCZCXRO070800 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHMOS RUEHPWDE RUEHNE ЯЗ 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO0729PP RUEHDBUDE RUEHKV #1940/01 1391213ZNY ССССС ZZHP 1912132 MAY ΟΘΕΜ AMEME 


Column 9 


VZCZCXRO0715RR RUEHMA RUEHPADE RUEHJL #0318 1391217ZNR UUUUU ZZHR 1912172 MAY 06FMAN 


Column 9 


VZCZCXRO0750RR RUEHASTDE RUEHBW #0808 1391223ZNR UUUUU ZZHR 1912237 MAY 06FM АМЕМВА 


Column 9 


VZCZCXRO0770RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPG #0539 1391223 
VZCZCXROO736PP RUEHLN RUEHVK RUEHYGDE RUEHDBU #0920/01 1391229ZNR UUUUU ZZHP В 19122 
VZCZCXROO0663RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHDL #0559/01 1391230ZNR UUUUU ZZHR 1 


Column 9 


VZCZCXYZ002600 RUEHWEBDE RUEHKT #1284 1391232ZNY CCCCC ZZHO 1912327 MAY 06FM АМЕМВА: 


Column 9 


VZCZCXYZ002400 RUEHWEBDE RUEHKT {1285/01 1391234ZNY CCCCC ZZHO 1912347 MAY 06FM АМЕМ 


Column 9 


VZCZCXYZ001200 RUEHWEBDE RUEHKT #1286/01 1391236ZNR UUUUU ZZHO 19123627 MAY 06ЕМ АМЕМ 


Column 9 


VZCZCXRO0778PP RUEHASTDE RUEHSF #0713 1391244ZNR UUUUU ZZHP 1912447 MAY 06FM AMEMBAS 
VZCZCXRO0780PP RUEHASTDE RUEHSF #0714 1391244ZNR UUUUU ZZHP 1912442 MAY 06FM AMEMBAS 
VZCZCXROO0846RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #1810/01 1391258ZNR UUUUU ZZHI 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHKB #0741 1391301 ZNR UUUUU ZZH (508)R 1913017 MAY 06FM AME 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO0912PP RUEHDBUDE RUEHKB #0742 1391303ZNY CCCCC ZZHP 1913037 MAY 06FM AMEMBAS 
VZCZCXYZ0000PP RUEHWEBDE RUEHVJ #1126/01 1391304ZNY CCCCC ZZHP 1913047 MAY 06FM AMEMB 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO0861PP RUEHGRDE RUEHSP #0615/01 1391305ZNR UUUUU ZZHP 1913057 MAY 06FM AMEMB/ 


Column 9 
VZCZCXRO0826PP RUEHAGDE RUEHTH #1298/01 1391307ZNY ССССС ZZHP 1913077 MAY 06ЕМ AMEMB/ 


Column 9 


VZCZCXRO0833PP RUEHAG RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHTH #129: 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKT {1287/01 1391314ZNY ССССС ZZHO 1913142 MAY 06FM AMEM 


Column 9 


VZCZCXRO0849RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSF #0716/01 1391: 


Column 9 


VZCZCXYZ003800 RUEHWEBDE RUEHRL #1376 1391327ZNY CCCCC ZZHO 1913272 MAY 06FM AMEMBA! 
VZCZCXRO0913PP RUEHDBUDE RUEHMO #5372/01 1391329ZNY CCCCC ΖΖΗΡ 191329Z MAY 06FM AMEM| 


Column 9 


VZCZCXROO886RR RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHMOSDE RUEHYE #0693 1391333ZNY CC 


Column 9 


VZCZCXYZ0002RR RUEHWEBDE RUEHNC #0755 13913367ΝΗ UUUUU ZZHR 1913367 MAY ΟΘΕΜ AMEMBA 


VZCZCXYZO005RR RUEHWEBDE RUEHNC #0756 1391337ZNY CCCCC ZZHR 191337Z MAY 06FM AMEMBA: 
VZCZCXRO090500 RUEHDBUDE RUEHNE #3506/01 1391350ZNY CCCCC ZZHO 1913507 MAY 06FM AMEM 


Column 9 


VZCZCXRO093100 RUEHASTDE RUEHPG #0540 1391355ZNR UUUUU ZZHO 1913557 MAY 06FM AMEMBA 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHMN #0448/01 1391400ZNY CCCCC ZZHP 1914007 MAY 06FM AMEMI 


Column 9 


VZCZCXRO0817PP RUEHASTDE RUEHBM 4084 1/01 1391402ZNR UUUUU ZZHP 1914027 MAY 06FM AMEME 


Column 9 


VZCZCXYZ0003RR RUEHWEBDE RUEHNC #0757/01 1391407ZNR UUUUU ZZHR 1914077 MAY 06FM АМЕМ 


Column 9 


VZCZCXYZ0006RR RUEHWEBDE RUEHNC #0758 1391407ZNY CCCCC ZZHR 1914077 MAY 06FM АМЕМВА: 


Column 9 
VZCZCXRO097000 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHMRE RUEHROV RUEHSRDE RUEHMO #5 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHMD #1260/01 1391425ZNY CCCCC ZZHP 1914257 MAY 06FM AMEMI 


Column 9 


VZCZCXRO094100 RUEHASTDE RUEHSF #0719/01 1391427ZNR UUUUU ZZHO 1914272 MAY 06FM AMEMI 


Column 9 


VZCZCXRO0963PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSQ 40484 1391433 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHTU {1204/01 1391442ZNY ССССС ZZHP 1914427 MAY 06FM AMEME 


Column 9 


VZCZCXYZ002500 RUEHWEBDE RUEHJM #2033/01 1391445ZNY ССССС ZZHO 1914457 MAY 06FM АМСО 


VZCZCXRO0982RR RUEHLADE RUEHMD #1261/01 1391446ZNR UUUUU ZZHR 1914467 MAY 06FM AMEMB, 


Column 9 


VZCZCXRO0991RR RUEHASTDE RUEHMD #1262/01 1391449ZNR UUUUU ZZHR 1914497 MAY 06FM AMEM 


Column 9 


VZCZCXRO0998PP RUEHFL RUEHNPDE RUEHRO #1539/01 1391450ZNR UUUUU ZZHP 1914507 MAY O6FIV 


Column 9 


VZCZCXRO092700 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPS 0437/01 1391. 


Column 9 


VZCZCXRO1027PP RUEHROVDE RUEHDS #1402/01 1391500ZNR UUUUU ZZHP 1915007 MAY 06FM AMEMI 


Column 9 


VZCZCXRO101800 RUEHAG RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHLB #1575 1391500ZNY ССС 


Column 9 


VZCZCXRO103900 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROVDE RUEHTC 4114 1/01 1391504ZNY $ 


Column 9 


VZCZCXRO103200 RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHVI #1482 1391513ZNR UUUUU ZZHO 191: 


Column 9 
VZCZCXYZ0046RR RUEHWEBDE RUEHSP #0618 1391514ZNY ССССС ZZHR 1915147 MAY ΟΘΕΜ АМЕМВА‹ 
VZCZCXYZ0001PP RUEHWEBDE RUEHVJ #1129 1391518ZNR UUUUU ZZHP 1915187 MAY 06FM АМЕМВА5 


Column 9 


VZCZCXRO1044PP RUEHAG RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHLB #1576/01 1391519ZNY С 


Column 9 


VZCZCXYZ0037PP RUEHWEBDE RUEHNY #0652 1391520ZNR UUUUU ZZHP 1915207 MAY 06FM AMEMBAS 
VZCZCXRO1043PP RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHVI #1483 1391522ZNR UUUUU ZZHP 1915. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 

VZCZCXYZ0002PP RUEHWEBDE RUEHJM #2036/01 1391527ZNY ССССС ZZHP 191527Z MAY 06FM AMCOP 


VZCZCXRO105300 RUEHAG RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHLB #1577/01 1391533ZNY С 


Column 9 


VZCZCXRO109400 RUEHASTDE RUEHBW #0813/01 1391536ZNR UUUUU ZZHO 1915367 MAY 06 //ZFR//F 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO1124RR RUEHPADE RUEHAB #0526 1391609ZNY ССССС ZZHR 1916097 MAY 06FM AMEMBASS 
VZCZCXRO110000 RUEHASTDE RUEHBW 40814/01 1391610ZNR UUUUU ZZHO 191610Z MAY 06FM ΑΜΕΝ 


Column 9 


VZCZCXRO1129PP RUEHDBUDE RUEHMO #5377/01 1391620ZNY CCCCC ZZHP 1916207 MAY 06FM AMEMI 


Column 9 


VZCZCXRO1131PP RUEHDBUDE RUEHMO #5378/01 1391620ZNY CCCCC ZZHP 1916207 MAY 06FM AMEMI 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHRB #0968/01 1391620ZNY 55555 ZZHO 1916207 MAY 06FM AMEME 


Column 9 


VZCZCXRO1111PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHMOS #0050/01 1391630ZNY CCCCC ZZ 


VZCZCXYZ002300 RUEHWEBDE RUEHBU #1148 1391651ZNR UUUUU ZZHO 1916517 MAY 06FM AMEMBA 
VZCZCXRO2628RR RUEHDEDE RUEHCV #1445/01 1391658ZNY CCCCC ZZHR 1916587 MAY 06FM ΑΜΕΜΒ, 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO1154RR RUEHBI RUEHCI RUEHHM RUEHJODE RUEHCL #0530/01 1391702ZNR UUUUU ZZHR 1 


Column 9 


VZCZCXRO110300 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPS #0439 1391708 


VZCZCXRO1092PP RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHDL #0562/01 1391714ZNR UUUUU ZZHP 1 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.191727Z May ( 


Column 9 


VZCZCXRO119900 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHKU #1790/01 1391736ZNY ССССС ZZ 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO1286PP RUEHRGDE RUEHBR #0981 1391803ZNR UUUUU ZZHP 1918037 MAY 06ЕМ AMEMBAS: 


VZCZCXYZ007800 RUEHWEBDE RUEHWN #0873 1391805ZNR UUUUU ZZHO 1918057 MAY 06FM AMEMB/ 
VZCZCXYZ006600 RUEHWEBDE RUEHRB #0970/01 1391807ZNY CCCCC ZZHO 191807Z MAY 06FM AMEM 


Column 9 


VZCZCXRO1256RR RUEHGRDE RUEHGE #0471 1391812ZNR UUUUU ZZHR 1918127 MAY 06FM AMEMBAS 


Column 9 


VZCZCXYZ000300 RUEHWEBDE RUEHSO #0556 1391818ΖΝΗ UUUUU ZZHO 1918187 MAY 06FM AMCONE 


VZCZCXYZ0019RR RUEHWEBDE RUEHRB #0971/01 1391847ZNR UUUUU ZZHR 191847Z MAY 06FM AMEM 


Column 9 


VZCZCXYZ0049PP RUEHWEBDE RUEHWN #0875/01 1391848ZNY ССССС ΖΖΗΡ 1918487 MAY 06FM АМЕМ 


Column 9 


VZCZCXRO1222PP RUEHQUDE RUEHPU #0900/01 1391851ZNY CCCCC ZZHP 1918517 MAY 06FM AMEMB/ 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHPU #0901 1391853ZNR UUUUU ZZHO 1918537 MAY 06ЕМ AMEMBA 
VZCZCXYZ0006PP RUEHWEBDE RUEHMU #1105/01 1391905ZNY 55555 ZZHP 1919057 MAY 06FM AMEMB 


the 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHBO #4469/01 1391943ZNY ССССС ZZHR 1919437 MAY 06FM AMEMI 


Column 9 


VZCZCXRO1327PP RUEHLMCDE RUEHLP #1357 1391949ZNY CCCCC ZZHP 1919497 MAY 06FM AMEMBAS 
VZCZCXRO1283PP RUEHAG RUEHROVDE RUEHDL 40564 1391956ZNY CCCCC ZZHP 1919567 MAY 06FM / 
VZCZCXYZ0006PP RUEHWEBDE RUEHSG #1074 1392001ZNR UUUUU ZZHP 19200127 MAY 06FM АМЕМВА: 
VZCZCXYZ0000PP RUEHWEBDE RUEHPE #1974/01 1392005ZNR UUUUU ZZHP 1920057 MAY 06FM AMEME 


Column 9 


VZCZCXRO1377PP RUEHAODE RUEHCV #1448/01 1392008ZNY ССССС ZZHP 19200827 MAY 06FM AMEMB/ 


Column 9 


VZCZCXYZ0003PP RUEHWEBDE RUEHSG #1075 1392020ZNR UUUUU ZZHP 1920207 MAY 06FM АМЕМВА: 


VZCZCXYZ000000 RUEHWEBDE RUCNDT #1033 1392104ZNY CCCCC ZZHO 192104Z MAY 06FM USMISSIt 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHWN #0877/01 1392118ZNY CCCCC ZZHP 1921187 MAY 06FM АМЕМІ 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHSJ #1106/01 1392213ZNR UUUUU ZZHO 1922132 MAY 06FM AMEMI 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUCNDT #1035/01 1392223ZNY CCCCC ΖΖΗΡ 1922237 MAY 06FM USMIS: 


Column 9 


VZCZCXRO1444RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXYZ0004RR RUEHWEBDE RUEHME #2711/01 1400039ZNY ССССС ZZHR 2000397 MAY 06FM АМЕМІ 


Column 9 


VZCZCXRO1543RR RUEHDEDE RUEHAD #2080/01 1400711ZNY 55555 ZZHR 2007117 MAY 06FM AMEMBA 


Column 9 


VZCZCXRO1586PP RUEHBC RUEHDBU RUEHDE RUEHKUK ВОЕНЕН RUEHMOS RUEHPWDE RUEHJI #036 


Column 9 


VZCZCXRO1556RR RUEHDEDE RUEHAD #2081/01 1400740ZNY 55555 ZZHR 2007407 MAY 06FM AMEMBA 


Column 9 


VZCZCXRO1816RR RUEHDBU RUEHIK RUEHYGDE RUEHBUL #2285/01 1400750ZNR UUUUU ZZHR 200750 
VZCZCXRO1564PP RUEHDEDE RUEHRH #3852 1400806ZNY CCCCC ZZHP 200806Z MAY 06FM AMEMBASS 


Column 9 


VZCZCXRO1632PP RUEHDEDE RUEHDE #2853/01 1401322ZNY ССССС ZZHP В 2013227 MAY 06FM АМСО 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHJI #0372/01 1401351ZNY 55555 ZZHP 2013517 MAY 06FM АМСОМЕ 


Column 9 


VZCZCXRO1704PP RUEHDEDE RUEHRH #3889 1401422ZNY ССССС ZZHP 2014227 MAY 06FM AMEMBASS 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.201518Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.201518Z May ( 


Column 9 


VZCZCXRO1726PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHMOS #0051/01 1401617ZNY 55555 ZZI 


VZCZCXRO1732RR RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHIHL #0089 1401756ZNY ССССС ZZHF 


Column 9 


VZCZCXRO1734PP RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHIHL #0090 1401759ZNY CCCCC ZZHF 


Column 9 


VZCZCXRO1739PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1664/01 1401934ZNY C 


Column 9 


VZCZCXRO179300 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHKU #1814 1410438ZNR UUUUU ΖΖΗ( 


VZCZCXRO1833RR RUEHDBUDE RUEHBUL #2291/01 1410729ZNY CCCCC ZZHR 2107297 MAY 06FM AMEN 
VZCZCXRO1860PP RUEHDEDE RUEHJI #0374/01 1410828ZNR UUUUU ΖΖΗΡ 210828Z MAY 06FM AMCONSI 


Column 9 


VZCZCXRO184900 RUEHBC RUEHDE RUEHIK RUEHKUK RUEHMOS RUEHYGDE RUEHBUL 2296/01 141 


Column 9 


VZCZCXRO1854RR RUEHDBU RUEHIK RUEHYGDE RUEHBUL #2298/01 1410838ZNR UUUUU ZZHR 210838 
VZCZCXRO1848RR RUEHDEDE RUEHAD #2095 1410844ZNR UUUUU ZZHR 2108447 MAY 06FM AMEMBAS: 
VZCZCXRO1867PP RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHAM #3563 1410850ZNY CCCCC ZZHF 


Column 9 


VZCZCXRO1868PP RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHAM #3564 1410853ZNY CCCCC ZZHF 


VZCZCXYZ0000PP RUEHWEBDE RUEHAM #3565 1410853ZNY CCCCC ZZHP 2108537 MAY 06FM АМЕМВА‹ 
VZCZCXYZ0008PP RUEHWEBDE RUEHAM #3566 1410859ZNY CCCCC ZZHP 2108597 MAY 06FM АМЕМВА‹ 


VZCZCXYZ0006PP RUEHWEBDE RUEHKA #2886 1410947ZNY 55555 ZZHP 2109477 MAY 06FM AMEMBAS: 
VZCZCXRO186300 RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHBC #0080 1410955ZNY CCCCC ZZH( 
VZCZCXRO183700 RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHKU #1818 141104 


Column 9 


VZCZCXRO1954PP RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHBC #0081/01 1411048ZNY CCCCC ZZ 


Column 9 


VZCZCXRO2002RR RUEHDU RUEHGI RUEHJO RUEHMRDE RUEHKI #0796/01 1411334ZNR UUUUU ZZHR 2 


Column 9 


VZCZCXRO2010PP RUEHDEDE RUEHMK #0884 1411429ZNY CCCCC ZZHP 2114297 MAY 06FM AMEMBASS 
VZCZCXRO201100 RUEHDEDE RUEHMK #0885 1411430ZNR UUUUU ZZHO 211430Z MAY 06FM AMEMBAS: 
VZCZCXRO2017PP RUEHROVDE RUEHKH 3188/01 1411501ZNY ССССС ZZHP 2115017 MAY 06FM AMEME 


Column 9 


VZCZCXRO201400 RUEHDEDE RUEHKU #1831 1411754ZNY ССССС 77НО 2117547 MAY 06FM AMEMBAS: 
VZCZCXRO2015PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHMOS RUEHPWDE RUEHKU #1: 
VZCZCXRO202900 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHKU #1833/01 1411900ZNR UUUUU ZZ 


Column 9 


VZCZCXRO2049PP RUEHAGDE RUEHCV {1440/01 1411936ZNY ССССС ZZHP 2119367 MAY 06FM AMEMBA 


Column 9 


VZCZCXRO2046PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB {1677/01 1412009ZNY С 
VZCZCXRO2066RR RUEHCN RUEHGHDE RUEHBJ #9677/01 1412210ZNR UUUUU ZZHR 212210Z MAY 06F^ 


Column 9 


VZCZCXRO2103RR RUEHAG RUEHCN RUEHDF RUEHGH RUEHIK RUEHLZDE RUEHGZ #4936/01 1412347; 


Column 9 


VZCZCXRO2129PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #2790/01 1420108ZNR UUUUU ZZ 


Column 9 


VZCZCXRO2156PP RUEHFKDE RUEHKO #2791 1420230ZNR UUUUU ZZHP 2202307 MAY 06FM AMEMBASS 


VZCZCXYZ0004RR RUEHWEBDE RUEHNR #2219/01 1420319ZNR UUUUU ZZHR 220319Z MAY 06FM AMEM 


Column 9 


VZCZCXRO2219RR RUEHNZDE RUEHWL #0390 1420510ZNR UUUUU ZZHR 2205107 MAY 06FM AMEMBAS: 
VZCZCXRO2232RR RUEHROVDE RUEHKH #1189 1420528ZNR UUUUU ZZHR 2205287 MAY 06FM AMEMBA: 
VZCZCXRO2234PP RUEHROVDE RUEHKH #1191/01 1420531ZNR UUUUU ZZHP 2205317 MAY 06FM AMEME 
VZCZCXRO2366RR RUEHROVDE RUEHKH #1192 1420533ZNR UUUUU ZZHR 2205337 MAY 06 ZDKFM АМЕ 


Column 9 


VZCZCXYZ001200 RUEHWEBDE RUEHKH #1193 1420549ZNR UUUUU ZZHO 2205497 MAY 06 ZDKFM АМЕ 


Column 9 


VZCZCXRO2256RR RUEHDU RUEHGI RUEHJO RUEHMRDE RUEHKI #0797 1420554ZNR UUUUU ZZHR 220 
VZCZCXRO2282PP RUEHAG RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHLB #1579/01 1420600ZNY C 


Column 9 


VZCZCXRO2368RR RUEHROVDE RUEHKH {1205/01 1420600ZNR UUUUU ZZHR 2206007 MAY 06 ZDKFM А 


Column 9 


VZCZCXRO2270PP RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHCI #0221/01 1420608ZNR UUUUU ZZHP 2: 


Column 9 


VZCZCXRO2303RR RUEHASTDE RUEHAK {2877/01 1420621ZNR 00000 ZZHR 2206217 MAY ΟΘΕΜ AMEME 


Column 9 


VZCZCXYZ000300 RUEHWEBDE RUEHKT {1290/01 1420643ZNY ССССС ZZHO 2206432. MAY 06ЕМ АМЕМ 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHJA #6433 1420648ZNR UUUUU ZZHO 2206487 MAY 06FM АМЕМВА: 
VZCZCXRO225400 RUEHASTDE RUEHBM #0843/01 1420656ZNR UUUUU ZZHO 220656Z MAY 06FM АМЕМ 
VZCZCXRO2334PP RUEHAG RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHTH #130: 


Column 9 


VZCZCXRO2346RR RUEHLN RUEHVK RUEHYGDE RUEHDBU #0928/01 1420714ZNR UUUUU ZZHR 220714; 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHSK #0530 1420743ZNY CCCCC ZZHR 2207432 MAY 06FM АМЕМВА: 
VZCZCXYZ0012RR RUEHWEBDE RUEHSK #0531 1420747ZNY ССССС ZZHR 220747Z MAY 06FM AMEMBAS 


Column 9 


VZCZCXYZ0008PP RUEHWEBDE RUEHUL #1710 1420801ZNY ССССС ZZHP 2208017 MAY ΟΘΕΜ AMEMBAS 
VZCZCXRO248300 RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHAM #3602 1420808ZNY CC 


VZCZCXRO2352PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1683/01 1420813ZNY € 


Column 9 


VZCZCXRO2401PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #2803/01 1420814ZNR UUUUU ZZ 


Column 9 


VZCZCXRO235800 RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1684/01 1420820ZNY í 
VZCZCXYZ0044PP RUEHWEBDE RUEHLM #0836 1420824ZNR UUUUU ZZHP 2208247 MAY 06FM AMEMBAS 


VZCZCXYZ000400 RUEHWEBDE RUEHEG #3027 1420857ZNR UUUUU ZZHO 220857Z MAY 06ЕМ AMEMBA 


VZCZCXYZ0002RR RUEHW EBDE RUEHIN {1749/01 1420904ZNR 00000 ZZHR 2209047 MAY 06FM AIT ΤΑΙ! 


Column 9 


VZCZCXRO249600 RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHEG #3029 142092 


Column 9 


VZCZCXYZ0020RR RUEHWEBDE RUEHUL {1713/01 1420935ZNY ССССС ZZHR 2209357 MAY 06FM AMEME 


Column 9 


VZCZCXRO3425RR RUEHHMDE RUEHHI #1232/01 1420938ZNR UUUUU ZZHR 2209387 MAY 06 ZDKFM AMI 


Column 9 


VZCZCXYZ0002RR RUEHWEBDE RUEHNJ #0734/01 1420946ZNR UUUUU ZZHR 2209467 MAY 06FM AMEMI 
VZCZCXRO2504RR RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHKL #0930/01 1420947ZNY ССССС ZZHF 


Column 9 


VZCZCXYZ0008RR RUEHWEBDE RUEHTO #0585 1420947ZNR UUUUU ZZHR 2209477 MAY 06FM АМЕМВА: 


Column 9 


VZCZCXRO255600 RUEHCHI RUEHDT RUEHHMDE RUEHJA #6493/01 1420951ZNY ССССС ZZHO 2209512 


Column 9 


VZCZCXRO3107PP RUEHDEDE RUEHYN #1359/01 1420952ZNY ССССС ZZHP 2209527 MAY 06FM АМЕМВА 


Column 9 


VZCZCXRO2477PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB 41685 1421000ZNY CCC 
VZCZCXRO2515RR RUEHPADE RUEHPC #0529/01 1421000ZNY ССССС ZZHR 221000Z MAY 06FM AMEMB/ 
VZCZCXRO2531PP RUEHDEDE RUEHRH #3974/01 1421009ZNY CCCCC ZZHP 221009Z MAY 06FM AMEMB/ 


Column 9 


VZCZCXRO255000 RUEHASTDE RUEHGO #0678 1421011ZNR UUUUU ZZHO 2210117 MAY 06FM AMEMBA 


VZCZCXRO2529RR RUEHDEDE RUEHDE #3054 1421015ZNR UUUUU ZZHR 221015Z MAY 06FM AMCONSU 


Column 9 


VZCZCXYZ002500 RUEHWEBDE RUEHNC #0762/01 1421023ZNY ССССС 77НО 2210232 MAY 06ЕМ АМЕМ 


Column 9 


VZCZCXRO2581RR RUEHIK RUEHYGDE RUEHSL #0397 1421043ZNR UUUUU ZZHR 2210437 MAY 06FM ΑΝ 


VZCZCXRO2564PP RUEHDBU RUEHLHDE RUEHNT #0992/01 1421044ZNY 55555 ZZHP 2210447 MAY 06F^ 


Column 9 


VZCZCXRO2534RR RUEHDU RUEHJO RUEHMRDE RUEHLG #0433/01 1421048ZNR UUUUU ZZHR 2210487 


Column 9 


VZCZCXRO2616PP RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #0679/01 1421048ZNY ССССС ZZHI 


Column 9 


VZCZCXRO261300 RUEHBC RUEHCN RUEHDE RUEHGH RUEHIHL RUEHKUK RUEHMOSDE RUEHBJ #97! 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO2605PP RUEHMRDE RUEHKI #0800 1421053ZNY CCCCC ZZHP 2210537 MAY 06FM AMEMBASS 


VZCZCXYZ000800 RUEHWEBDE RUEHNY #0657 1421059ZNR UUUUU ZZHO 2210597 MAY 06FM АМЕМВА 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHNY #0658 1421101ZNY CCCCC ZZHP 2211017 MAY 06FM AMEMBAS 
VZCZCXRO2659RR RUEHATDE RUEHTC #1147 1421124ZNR UUUUU ZZHR 221124Z MAY 06FM AMEMBASS 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


VZCZCXYZ0003RR RUEHWEBDE RUEHTO #0586 1421131ZNR UUUUU ZZHR 2211317 MAY 06FM AMEMBAS 


Column 9 


VZCZCXRO2669RR RUEHASTDE RUEHSK #0532/01 1421132ZNR 00000 ZZHR 2211327 MAY 06FM АМЕМЕ 


Column 9 


VZCZCXYZO005RR RUEHWEBDE RUEHSK #0534 1421132ZNR UUUUU ZZHR 2211327 MAY 06FM AMEMBAS 
VZCZCXRO265100 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHFR #3426/01 1421 


Column 9 


VZCZCXRO2684PP RUEHASTDE RUEHTC #1148/01 1421144ZNR UUUUU ZZHP 2211447 MAY 06FM AMEMB 


Column 9 


VZCZCXRO2577RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHDL 40565 1421145ZNR 00000 ZZHR 221° 


Column 9 


VZCZCXRO2583PP RUEHAGDE RUEHDL #0566 1421150ZNY CCCCC ZZHP 2211507 MAY 06FM AMEMBASS 
VZCZCXYZ0000PP RUEHWEBDE RUEHTU #1220/01 1421156ZNY CCCCC ZZHP 2211567 MAY ΟΘΕΜ AMEME 


Column 9 


VZCZCXRO271300 RUEHROVDE RUEHKH {1207/01 1421203ZNY CCCCC ZZHO 2212037 MAY 06FM АМЕМ 


This record is a partial extract of the original cable. The full text of the original cable is not available.221203Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO2733PP RUEHDEDE RUEHRH 43977 1421230ZNY CCCCC ZZHP 2212907 MAY 06FM AMEMBASS 


Column 9 


VZCZCXRO273200 RUEHBIDE RUEHLM #0843/01 1421234ZNY CCCCC ZZHO 2212347 MAY 06FM АМЕМВА 


Column 9 


VZCZCXRO2750PP RUEHDEDE RUEHRH #3978 1421239ZNY CCCCC ΖΖΗΡ 2212397 MAY 06FM AMEMBASS 


Column 9 


VZCZCXYZ0029RR RUEHWEBDE RUEHBUL #2319 1421243ZNY CCCCC ZZHR 2212437 MAY 06FM AMEMB/ 
VZCZCXYZ000000 RUEHWEBDE RUEHKT 3293/01 1421244ZNY CCCCC ZZHO 221244Z MAY 06FM AMEM 


Column 9 


VZCZCXRO2767PP RUEHLH RUEHPWDE RUEHIL 49356 1421245ZNY 55555 ZZHP 2212457 MAY 06FM AMI 
VZCZCXRO281300 RUEHCHI RUEHDT RUEHHMDE RUEHJA #6495/01 1421246ZNR UUUUU ZZHO 2212462 


Column 9 


VZCZCXYZ0028PP RUEHWEBDE RUEHNY #0660 1421250ZNR UUUUU ZZHP 2212507 MAY 06FM AMEMBAS 
VZCZCXYZ0000RR RUEHW EBDE RUEHBU #1154/01 1421251ZNR UUUUU ZZHR 2212517 MAY 06FM AMEMI 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKT {1294/01 1421252ZNY ССССС ZZHO 2212527 MAY 06FM АМЕМ 


VZCZCXRO276500 RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHNE #3546 1421301ZNY CC! 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO2796PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROVDE RUEHPG #0544/01 1421308ZNY S: 


Column 9 


VZCZCXYZ001400 RUEHWEBDE RUEHJM #2058/01 14213147МҮ ССССС 77НО 2213147 MAY 06FM АМСО 


Column 9 


VZCZCXRO277100 RUEHBI RUEHCI RUEHLH RUEHPW RUEHROVDE RUEHNE #3548/01 1421315ZNY CCC 


Column 9 


VZCZCXRO282200 RUEHBI RUEHCI RUEHDBU RUEHLH RUEHPWDE RUEHIL #9358/01 1421316ZNR UUUI 


Column 9 


VZCZCXRO2858PP RUEHDEDE RUEHJI #0378/01 1421316ZNY ССССС ZZHP 2213162 MAY 06FM AMCONSI 


Column 9 


VZCZCXRO278300 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHMOS RUEHPWDE RUEHNE ЯЗ 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.221318Z May ( 
VZCZCXRO279900 RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHVI #1491 1421320ZNR UUUUU ZZHO 221: 
VZCZCXYZ0017RR RUEHWEBDE RUEHGT 41000 1421327ZNR UUUUU ZZHR 221327Z MAY 06ЕМ AMEMBA: 


Column 9 


VZCZCXRO2838RR RUEHASTDE RUEHAH #0545/01 1421333ZNR UUUUU ZZHR 2213337 MAY 06FM AMEMI 


Column 9 


VZCZCXRO2852RR RUEHDU RUEHJO RUEHMRDE RUEHTO #0591/01 1421336ZNR UUUUU ZZHR 2213362 


Column 9 


VZCZCXRO288000 RUEHDBUDE RUEHBUL #2323/01 1421349ZNY ССССС ZZHO 2213497 MAY 06FM AME? 


Column 9 


VZCZCXRO2924PP RUEHDEDE RUEHJI #0379/01 1421351 ZNY ССССС ZZHP 2213517 MAY 06ЕМ AMCONSI 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHJM 2060/01 1421351ZNR UUUUU ZZHO 2213517 MAY ΟΘΕΜ AMCO 


Column 9 


VZCZCXRO290200 RUEHDBUDE RUEHMO #5427 1421354ZNY ССССС ZZHO 2213547 MAY 06FM АМЕМВА 


VZCZCXYZ0032PP RUEHWEBDE RUEHTH #1317 1421356ZNR UUUUU ZZHP 221356Z MAY 06FM AMEMBAS 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHSK #0537/01 1421358ZNY CCCCC ZZHR 2213587 MAY 06FM AMEMI 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHMK #0891/01 1421403ZNY 55555 ZZHO 2214037 MAY 06FM AMEMI 


Column 9 


VZCZCXRO264400 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHKU #1844/01 1421405ZNY CCCCC Zz 
VZCZCXYZ0024PP RUEHWEBDE RUEHNY #0661/01 1421408ZNY ССССС ZZHP 221408Z MAY 06FM AMEME 


Column 9 


VZCZCXRO289700 RUEHDADE RUEHAK #2897/01 1421409ZNR UUUUU ZZHO 2214097 MAY ΟΘΕΜ AMEMB 


Column 9 


VZCZCXRO2953PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHMOS RUEHPWDE RUEHJI #03 


Column 9 


VZCZCXRO2910RR RUEHASTDE RUEHAK #2899/01 1421410ZNR UUUUU ZZHR 2214107 MAY 06FM AMEME 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ0065RR RUEHWEBDE RUEHSK #0538/01 1421412ZNR UUUUU ZZHR 2214127 MAY 06FM AMEMI 


Column 9 


VZCZCXRO291900 RUEHASTDE RUEHRO #1552 1421421ZNR 00000 ZZHO 2214217 MAY 06FM АМЕМВА 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


VZCZCXYZ0001RR RUEHWEBDE RUEHLGB #0489 1421505ZNR 00000 ZZHR 2215057 MAY ΟΘΕΜ ΑΜΕΜΒ, 
VZCZCXYZ003600 RUEHWEBDE RUEHJM #2066/01 1421512ZNY ССССС 77НО 221512Z MAY 06FM AMCO 


Column 9 


VZCZCXRO301600 RUEHCHI RUEHNH RUEHPBDE RUEHDT #0245 1421513ZNY CCCCC ZZHO Р 2215132 


Column 9 


VZCZCXRO301800 RUEHCHI RUEHNH RUEHPBDE RUEHDT 0246/01 1421513ZNR UUUUU ZZHO P 22151 
VZCZCXRO2923PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1689/01 1421517ZNY С 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ0007RR RUEHWEBDE RUEHC #2111 1421536ZNR UUUUU ZZHR 22153027 MAY 06FM SECSTATE 
VZCZCXYZ002400 RUEHWEBDE RUEHJM #2068 1421536ZNR UUUUU ZZHO 221536Z MAY ΟΘΕΜ AMCONS 
VZCZCXYZ003200 RUEHWEBDE RUEHKI #0805 1421555ZNY ССССС ZZHO 2215557 MAY 06FM AMEMBAS 
VZCZCXRO300900 RUEHASTDE RUEHBM #0847/01 1421604ZNR UUUUU ZZHO 2216047 MAY 06ЕМ АМЕМ 
VZCZCXYZ0053RR RUEHWEBDE RUEHSB #0610/01 1421608ZNY CCCCC ZZHR 2216087 MAY 06FM AMEMI 


Column 9 


VZCZCXRO3096RR RUEHDU RUEHGI RUEHJO RUEHMRDE RUEHKI #0806/01 1421610ZNR UUUUU ZZHR : 
VZCZCXRO3083PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHMOS 40052/01 1421612ZNY CCCCC ZZ 


Column 9 


VZCZCXRO3085RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHFR #3447/01 1421612ZNR UUUUU ZZHR ¿ 


Column 9 


VZCZCXRO2826RR RUEHDE RUEHHM RUEHLN RUEHMA RUEHPBDE RUEHKU 41846 1421616ZNR UUUUL 
VZCZCXRO310200 RUEHAG RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHFR #3448 142162 


Column 9 


VZCZCXYZ0057PP RUEHWEBDE RUEHGB {1690/01 1421636ZNY CCCCC ZZHP 2216367 MAY 06FM AMEME 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.221636Z May ( 


Column 9 


VZCZCXYZ001000 RUEHWEBDE RUEHBU #1156/01 1421652ZNR UUUUU ZZHO 2216527 MAY 06FM AMEM 


Column 9 


VZCZCXRO3132PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHRL #1389 1421709. 
VZCZCXYZ0003RR RUEHWEBDE RUEHPE #1986 1421706ZNR UUUUU ZZHR 2217062 MAY 06FM АМЕМВА: 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO3178RR RUEHRGDE RUEHBR #0993 1421722ZNR UUUUU ZZHR 2217227 MAY 06ЕМ AMEMBAS 


Column 9 


VZCZCXRO310300 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVJ #1148/01 14217 


Column 9 


VZCZCXRO3109PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVJ #1149 14217342 


Column 9 


VZCZCXRO297200 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHKU #1852/01 1421736ZNR 00000 Z; 


Column 9 


VZCZCXYZ0006PP RUEHWEBDE RUEHAS #0916/01 1421738ZNY CCCCC ZZHP 22173827 MAY 06ЕМ AMEME 


Column 9 


VZCZCXRO3194PP RUEHAGDE RUEHCV #1461/01 1421744ZNY 55555 ZZHP 2217447 MAY 06FM AMEMBA 


Column 9 


VZCZCXRO3229RR RUEHAGDE RUEHUB #0738/01 1421833ZNY ССССС ZZHR 22183327 MAY 06FM USINT F 


Column 9 
VZCZCXRO3253PP RUEHRGDE RUEHSO #0573/01 1421843ZNR UUUUU ZZHP 2218437 MAY ΟΘΕΜ АМСОМ. 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHKG #1006 1421906ZNR UUUUU ZZHR 22190627 MAY 06FM АМЕМВА. 
VZCZCXYZ001300 RUEHWEBDE RUEHKG #1007/01 1421907ZNY ССССС 77НО 221907Z MAY 06FM AMEM 


Column 9 


VZCZCXRO3224RR RUEHAODE RUEHPO 40300 1421909ZNY SSSSS ZZHR 2219097 MAY 06FM AMEMBASS 
VZCZCXRO3210PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1691 1421933ZNY ССС 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHPE #1995/01 1421948ZNR UUUUU ZZHR 2219487 MAY 06FM AMEMI 
VZCZCXRO3226PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1692 1422006ZNY CCC 
VZCZCXYZ0004PP RUEHWEBDE RUEHMU #1114 1422021ZNR UUUUU ΖΖΗΡ 2220217 MAY 06ЕМ АМЕМВА‹ 


VZCZCXRO3330PP RUEHAGDE RUEHCV #1468/01 1422033ZNY ССССС ZZHP 222033Z MAY 06FM AMEMB/ 


Column 9 


VZCZCXROS3340PP RUEHAGDE RUEHCV #1469/01 1422035ZNY ССССС ZZHP 2220357 MAY ΟΘΕΜ AMEMB/ 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHQT #1249 1422209ZNY ССССС ZZHO 2222097 MAY ΟΘΕΜ AMEMBA 


Column 9 


VZCZCXRO3410PP RUEHCHI RUEHFK RUEHHM RUEHKSO RUEHPBDE RUEHIN #1744/01 1422309ZNY СС 


Column 9 


VZCZCXRO3429RR RUEHHMDE RUEHHI #1235 1422346ZNR UUUUU ZZHR 2223462 MAY 06FM AMEMBASS 


VZCZCXRO346700 RUEHCHI RUEHDT RUEHHMDE RUEHJA #6497/01 1430033ZNR UUUUU ZZHO 2300332 


Column 9 


VZCZCXRO3455PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #2816/01 1430105ZNR UUUUU ZZ 


Column 9 


VZCZCXRO3495PP RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHJI #0381/01 1430137ZNY SSSSS ZZHI 


Column 9 


VZCZCXRO3864RR RUEHPBDE RUEHSV #0218/01 1430223ZNY ССССС ZZHR 2902237 MAY 06FM AMEMB/ 


Column 9 


VZCZCXRO3518PP RUEHCHIDE RUEHBK #3079 1430250ZNR UUUUU ZZHP 2302507 MAY 06FM AMEMBAS: 
VZCZCXRO354900 RUEHCHI RUEHDT RUEHHMDE RUEHML #2154/01 1430354ZNY CCCCC ZZHO 230354; 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 

This record is a partial extract of the original cable. The full text of the original cable is not available.230410Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available.230410Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 

This record is a partial extract of the original cable. The full text of the original cable is not available.230411Z May € 
This record is a partial extract of the original cable. The full text of the original cable is not available. 

This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO3557PP RUEHFKDE RUEHKO 42822 1430411ZNR UUUUU ZZHP 230411Z MAY 06FM AMEMBASS 


VZCZCXRO360900 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #2901/01 1430: 


Column 9 


VZCZCXRO3610PP RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHAK #2902 143054; 


Column 9 


VZCZCXRO3611PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHAK #2903 1430547ZNY CCC 
VZCZCXYZ0006RR RUEHW EBDE RUEHAK {2904/01 1430548ZNY ССССС ZZHR 2305487 MAY 06FM AMEMI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO3630RR RUEHDADE RUEHDA #0114/01 1430622ZNR UUUUU ZZHR 2306227 MAY 06FM ΑΜΟΟΝ. 


Column 9 


VZCZCXRO371000 RUEHDU RUEHGI RUEHJO RUEHMR RUEHPADE RUEHNJ 0737/01 1430641ZNR UUUI 


Column 9 


VZCZCXYZ000700 RUEHWEBDE RUEHDM #2376/01 1430655ZNR UUUUU ZZHO 2306557 MAY 06FM AMEN 


Column 9 


VZCZCXRO3650PP RUEHCHI RUEHDT RUEHHMDE RUEHPF #0977/01 1430655ZNR UUUUU ZZHP 2306557 


Column 9 


VZCZCXRO5035PP RUEHWEBDE RUEHHK {2119/01 1430657ZNY CCCCC ZZHP 2306572 MAY 06 ZDK ЕАС” 


Column 9 


VZCZCXRO3647PP RUEHCN RUEHGHDE RUEHHK #2119/03 1430657ZNY ССССС ZZHP 2306577 MAY 06FN 


Column 9 


VZCZCXYZ0020RR RUEHWEBDE RUEHUL #1725 1430720ZNY ССССС ZZHR 2307207 MAY 06FM AMEMBAS 
VZCZCXRO3793PP RUEHASTDE RUEHVL #0470/01 1430730ZNR UUUUU ZZHP 230730Z MAY 06FM AMEMB 
VZCZCXRO3702PP RUEHLH RUEHPWDE RUEHPW #0255/01 1430735ZNY CCCCC ZZHP 230735Z MAY 06ΕΙ 


Column 9 


VZCZCXYZ0009PP RUEHWEBDE RUEHUL #1728 1430736ZNR UUUUU ZZHP 2907967 MAY 06ЕМ AMEMBAS 
VZCZCXRO4013PP RUEHROVDE RUEHKH #1209 1430740ZNY ССССС ZZHP 2307407 MAY 06 ZDKFM АМЕ! 
This record is a partial extract of the original cable. The full text of the original cable is not available.230745Z May ( 
ΝΖΟΖΟΧΥΖΟΟΟΟΗΗ RUEHWEBDE RUEHNC #0766/01 1430753ZNY ССССС ZZHR 230753Z MAY 06FM AMEM 


Column 9 


VZCZCXRO3858PP RUEHROVDE RUEHKH #1210/01 1430756ZNY ССССС ΖΖΗΡ 2307567 MAY 06 ZDKFM ΑΙ 


Column 9 
VZCZCXRO374800 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHAD ή 2129/01 1430813ZNY 55555 ZZ 


Column 9 


VZCZCXRO3742RR RUEHCHI RUEHDT RUEHHMDE RUEHML #2160/01 1430819ZNR UUUUU ZZHR 2308192 


Column 9 


VZCZCXRO3758RR RUEHCHI RUEHDT RUEHHMDE RUEHML #2162 1430819ZNR UUUUU ZZHR 230819Z M 
VZCZCXYZ0020RR RUEHW EBDE RUEHUL {1782/01 1430824ZNR UUUUU ZZHR 2308247 MAY 06FM AMEMI 


Column 9 


VZCZCXRO3777PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #2836/01 1430831ZNR UUUUU ZZ 


Column 9 


VZCZCXRO3600RR RUEHDEDE RUEHKU #1856/01 1430835ZNR 00000 ZZHR 2308357 MAY ΟΘΕΜ AMEMB, 


Column 9 


VZCZCXRO3782RR RUEHCN RUEHGHDE RUEHGZ #5230/01 1430836ZNR UUUUU ZZHR 2308362 MAY 06F| 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHIN {1754/01 1430855ZNR UUUUU ZZHR 2908557 MAY 06 ZDKFM АГ 


Column 9 

VZCZCXRO3878PP RUEHASTDE RUEHVB #0634 1430859ZNR UUUUU ZZHP 2908597 MAY 06FM AMEMBAS 
VZCZCXYZ0006PP RUEHWEBDE RUEHYN #1373 1430907ZNR 00000 ZZHP 2309077. MAY ΟΘΕΜ AMEMBAS 
VZCZCXRO384400 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHMK #0898/01 1430909ZNY 55555 ZZ 


Column 9 


VZCZCXRO385000 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHMK #0899/01 1430909ZNY CCCCC Z; 


Column 9 


VZCZCXYZ0010RR RUEHWEBDE RUEHKB #0754 1430913ZNR UUUUU ZZHR 2309137 MAY 06FM АМЕМВА: 
VZCZCXRO3880PP RUEHCHI RUEHDT RUEHNH RUEHPBDE RUEHHM #0538 1430930ZNR UUUUU ZZHP 2. 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHUL #1736 1430933ZNY CCCCC ZZHO 2309332 MAY 06FM АМЕМВА: 
VZCZCXYZ0033PP RUEHWEBDE RUEHUL #1737/01 1430940ZNY CCCCC ZZHP 230940Z MAY 06FM AMEME 


Column 9 


VZCZCXRO390500 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHHI #1240/01 1430947ZNR UUUUU ZZHC 


Column 9 


VZCZCXRO394200 RUEHCN RUEHGHDE RUEHBJ #9934/01 1431002ZNR UUUUU ZZHO 2310027 MAY 06ΕΙ 


Column 9 


VZCZCXRO3981PP RUEHDEDE RUEHJI #0382/01 1431006ZNR UUUUU ZZHP 2310062 MAY 06FM AMCONSI 
VZCZCXYZ001100 RUEHWEBDE RUEHDM #2379/01 1431009ZNR UUUUU ZZHO 231009Z MAY 06FM AMEN 


Column 9 


VZCZCXYZ001200 RUEHWEBDE RUEHKO #2844 1431009ZNY ССССС ZZHO 2310097 MAY 06FM AMEMBA 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHKT #1298 1431022ZNR 00000 ZZHO 23102227 MAY 06ЕМ АМЕМВА. 
VZCZCXRO3969RR RUEHCIDE RUEHKA #3001 1431026ZNY ССССС ZZHR 2310267 MAY 06ЕМ AMEMBASS 


Column 9 


VZCZCXRO396400 RUEHCN RUEHGHDE RUEHIN #1755/01 1431029ZNY CCCCC ZZHO 2310297 MAY ΟΘΕΝ 


Column 9 


VZCZCXRO371500 RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHKU #1862 143103 


VZCZCXYZ002600 RUEHWEBDE RUEHFR #3453 1431044ZNY ССССС ZZHO 2310447 MAY 06FM AMEMBA: 


Column 9 


VZCZCXRO4036PP RUEHDBUDE RUEHTA #1835/01 1431047ZNY CCCCC ZZHP 2310472 MAY 06FM AMEMB 


Column 9 


VZCZCXRO4041RR RUEHMA RUEHPADE RUEHAB #0532/01 1431049ZNR UUUUU ZZHR 2310497 MAY 06F^ 


Column 9 


VZCZCXRO4008RR RUEHASTDE RUEHVI #1501/01 1431049ZNR UUUUU ZZHR 2310497 MAY 06FM AMEMB 


Column 9 


VZCZCXRO4005RR RUEHLN RUEHVK RUEHYGDE RUEHDBU #0944 1431057ZNR UUUUU ZZHR 231057Z V 
VZCZCXRO407800 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHBUL #2342/01 1431111ZNR UUUUU Z 


Column 9 
VZCZCXYZ0006PP RUEHWEBDE RUEHRB #0985 1431112ZNR UUUUU ZZHP 2311127 MAY 06ЕМ AMEMBAS 


VZCZCXRO4043RR RUEHASTDE RUEHSL #0401 1431113ZNR UUUUU ZZHR 231113Z MAY 06FM AMEMBAS: 


Column 9 


VZCZCXRO4028RR RUEHDBUDE RUEHDBU #0945 1431114ZNR UUUUU ZZHR 2311142 MAY 06FM AMEMB/ 
VZCZCXRO407100 RUEHDEDE RUEHAD 32133 1431116ZNY CCCCC ZZHO 231116Z MAY 06FM AMEMBASS 


Column 9 


VZCZCXRO4089PP RUEHROVDE RUEHKH #1215 1431118ZNR UUUUU ZZHP 2311182 MAY 06FM AMEMBAS 
VZCZCXRO408100 RUEHCIDE RUEHKA #3002/01 1431123ZNY CCCCC ZZHO 231123Z MAY 06FM AMEMBA 


VZCZCXRO4117RR RUEHATDE RUEHTO #1162/01 1431124ZNR UUUUU ZZHR 2311247 MAY 06FM AMEMBA 
VZCZCXRO4139PP RUEHMA RUEHROVDE RUEHTO #1163/01 1431131ZNR UUUUU ZZHP 231131Z MAY 06F 
VZCZCXRO4277PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVB #0637 1431137. 
VZCZCXRO4115RR RUEHBC RUEHDE RUEHKUK RUEHMOS RUEHPADE RUEHNK #0621/01 1431140ZNY C 
VZCZCXRO412500 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHPF #0982/01 1431148ZNR UUUUU ΖΖΗΙ 


Column 9 


VZCZCXRO4127PP RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHPF #0983/01 1431149ZNY ССССС ZZHF 


Column 9 


VZCZCXRO1190PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHSRDE RUEHROV #0083/01 1431153ZNY Ct 


Column 9 


VZCZCXRO4235PP RUEHPADE RUEHOS #0701/01 1431155ZNY ССССС 77НР 2311557 MAY 06ЕМ AMCONS 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO4814PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHMOS RUEHPWDE RUEHIT 408. 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHTU #1230/01 1431202ZNR UUUUU ZZHP 2312027 MAY 06FM АМЕМЕ 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHRB #0986/01 1431203ZNY ССССС ZZHP 2312037 MAY 06FM AMEME 


Column 9 


VZCZCXYZ002900 RUEHWEBDE RUEHKT {1299/01 1431207ZNY ССССС ZZHO 2312072 MAY 06FM АМЕМ 


Column 9 


VZCZCXRO426200 RUEHASTDE RUEHSK #0543 1431213ZNR UUUUU ZZHO 2912137 MAY 06FM АМЕМВА: 


Column 9 


VZCZCXRO425900 RUEHDBU RUEHLH RUEHPWDE RUEHIL 4943/01 1431219ZNR UUUUU ZZHO 2312192 


Column 9 


VZCZCXRO425000 RUEHDBU RUEHDT RUEHLMCDE RUEHEK #0766/01 1431221ZNY ССССС ZZHO 23122 


Column 9 


VZCZCXRO4224RR RUEHDU RUEHGI RUEHJO RUEHMR RUEHPADE RUEHDJ #0614/01 1431227ZNR UUUI 
VZCZCXRO421900 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #3580 1431227ZNY CCCCC ΖΖΗΟ 231 


VZCZCXYZ0013PP RUEHWEBDE RUEHNY #0665 1431227ZNY ССССС ZZHP 231227Z MAY 06ЕМ AMEMBAS 
VZCZCXRO4303RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHMO #5454/01 1431229ZNR UUUUU ZZF 


Column 9 


VZCZCXRO427800 RUEHAGDE RUEHDM #2391 1431238ZNY CCCCC ZZHO 23123827 MAY 06ЕМ AMEMBAS 


Column 9 


VZCZCXRO4264RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHFR #3464/01 1431238ZNR UUUUU ZZHR £ 


Column 9 


VZCZCXRO428400 RUEHAGDE RUEHDM 4 2392/01 1431240ZNY CCCCC ZZHO 2312407 MAY 06FM AMEME 


Column 9 


VZCZCXRO4276PP RUEHDBUDE RUEHNT 40997 1431243ZNY CCCCC ZZHP 2312437 MAY 06FM AMEMBAS 
VZCZCXRO428900 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #3582/01 1431247ZNR UUUUU ZZHO | 
VZCZCXYZ0002RR RUEHW EBDE RUEHNC #0768 1431252ZNR UUUUU ZZHR 2312527 MAY 06FM АМЕМВА. 
VZCZOCXYZ0000RR RUEHWEBDE RUEHNC #0769 1431253ZNY ССССС ZZHR 231253Z MAY 06FM AMEMBA: 


VZCZCXRO4344PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #9486 1431254ZNR UUUUU ZZHP 231254Z МЕ 


Column 9 


VZCZCXRO4332PP ВОЕНВС RUEHDA RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHMS #0809 143125. 


VZCZCXRO4431RR RUEHASTDE RUEHVL #0473 1431254ZNR UUUUU ZZHR 2312547 MAY 06FM AMEMBAS 
VZCZCXRO4395PP RUEHDEDE RUEHJI #0384/01 1431255ZNR UUUUU ZZHP 231255Z MAY 06 ZDKFM AMC: 


Column 9 
VZCZCXRO4315PP RUEHDBUDE RUEHNT 40999 1431257ZNY ССССС ZZHP 2312577. MAY 06FM AMEMBAS 


VZCZCXRO4392PP RUEHDU RUEHGI RUEHJO RUEHMR RUEHPA RUEHROVDE RUCNDT #1039/01 143130: 


Column 9 
VZCZCXRO432800 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #3583/01 1431306ZNY CCCCC ZZHO : 


Column 9 


VZCZCXRO4377PP RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHMO #5456 1431311ZNR UUUUU ZZHP 2 


VZCZCXRO434100 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHFR #3471/01 1431: 


Column 9 


VZCZCXYZ002500 RUEHWEBDE RUEHDM #2393/01 1431312ZNR UUUUU ZZHO 2313127 MAY 06FM AMEN 


Column 9 


VZCZCXYZ0009RR RUEHWEBDE RUEHSG #1091 1431312ZNR UUUUU ZZHR 2313127 MAY ΟΘΕΜ AMEMBA 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHPE #2015/01 1431314ZNY CCCCC ZZHR 2313147 MAY 06FM ΑΜΕΜΙ 


Column 9 


VZCZCXRO5154RR RUEHASTDE RUEHAH #0549/01 1431325ZNR UUUUU ZZHR 2313257 MAY 06 ZDKFM ΑΙ 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHPE #2017/01 1431325ZNY CCCCC ZZHR 23132527 MAY 06FM AMEMI 


Column 9 


VZCZCXRO4279PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB {1703/01 1431326ZNY С 


Column 9 


VZCZCXYZ0023RR RUEHWEBDE RUCNDT #1040/01 1431327ZNR 00000 ZZHR 2313272 MAY 06FM USMIS 


Column 9 


Venezuela 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHDK #1246 1431333ZNR 00000 ZZHR 2313337 MAY 06FM AMEMBA: 


Column 9 


VZCZCXRO442700 RUEHDBUDE RUEHMO #5458/01 1431335ZNY ССССС 77НО 2313357 MAY 06FM AMEN 


Column 9 


VZCZCXYZ0007RR RUEHWEBDE RUEHDJ #0615/01 1431338ZNR UUUUU ZZHR 2313387 MAY 06FM AMEMI 
VZCZCXYZ000400 RUEHWEBDE RUEHEG #3071 1431341ZNR UUUUU ZZHO 2313417 MAY 06FM АМЕМВА 


VZCZCXRO4401RR RUEHMA RUEHPADE RUEHBP #0576/01 1431343ZNR UUUUU ZZHR 231343Z MAY 06ΕΝ 


Column 9 


VZCZCXYZ0032RR RUEHWEBDE RUEHVB #0642 1431343ZNR UUUUU ZZHR 2313437 MAY 06FM AMEMBA! 
VZCZCXRO4300PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1704/01 1431344ZNY C 


Column 9 


VZCZCXRO440700 RUEHPADE RUEHBP #0577 1431344ZNY 55555 ZZHO 2313447 MAY 06ЕМ AMEMBASS 
VZCZCXRO4406RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPG #0549/01 1431: 


Column 9 


VZCZCXYZ002000 RUEHWEBDE RUEHDM 32394 1431347ZNR UUUUU ZZHO 2313472 MAY 06ЕМ ΑΜΕΜΒΑ 


VZCZCXRO4412PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHNE #3586 1431348ZNY CCC 


VZCZCXROA4435PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #9499 1431354ZNY 55555 ZZHP 2313542 MA 
This record is a partial extract of the original cable. The full text of the original cable is not available.231358Z May ( 


Column 9 
VZCZCXYZ0010PP RUEHWEBDE RUEHSG #1092 1431359ZNY ССССС ZZHP 2313597 MAY 06FM AMEMBAS 
VZCZCXYZ0002PP RUEHWEBDE RUEHTU #1238/01 1431400ZNY CCCCC 77НР 2314007. MAY 06FM AMEME 


Column 9 


VZCZCXYZ0006PP RUEHWEBDE RUEHAE #0448 1431402ZNY CCCCC ZZHP 2314027 MAY 06FM AMEMBAS 


VZCZCXYZO005RR RUEHWEBDE RUEHSK #0545 1431410ZNR UUUUU ZZHR 231410Z MAY 06 ZDKFM АМЕ 
VZCZCXYZ0007PP RUEHWEBDE RUEHTU #1239/01 1431412ZNY CCCCC ZZHP 2314127 MAY 06FM AMEME 


Column 9 


VZCZCXRO4465PP RUEHROVDE RUEHKH #1226 1431428ZNY ССССС ZZHP 2314282 MAY 06FM AMEMBAS 
VZCZCXRO445700 RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHTL #0494 1431428ZNY ССС 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO4516PP RUEHDEDE RUEHJI #0385/01 1431443ZNR UUUUU ZZHP 2314437 MAY 06FM AMCONSI 


Column 9 


VZCZCXYZ0039PP RUEHWEBDE RUEHAK #2922 1431445ZNR UUUUU ZZHP 2314457 MAY 06FM AMEMBAS 


Column 9 


VZCZCXYZ001200 RUEHWEBDE RUEHTC #1167/01 1431448ZNR UUUUU ZZHO 2314487 MAY 06FM АМЕМ 


Germany 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.231458Z May ( 
VZCZCXYZ001200 RUEHWEBDE RUEHAK #2923 1431501ZNY ССССС ZZHO 231501Z MAY ΟΘΕΜ АМЕМВА: 
VZCZCXRO4508PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHAK #2924 1431502ZNY SSS 
VZCZCXYZ0000RR RUEHWEBDE RUEHTO #0599/01 1431505ZNR UUUUU ZZHR 2315057 MAY 06FM AMEM 


Column 9 


VZCZCXYZ0009RR RUEHWEBDE RUEHNM #0515/01 1431505ZNR UUUUU ZZHR 2315057 MAY 06FM АМЕМ 


Column 9 


VZCZCXRO4503PP RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHIHL 0091/01 1431508ZNY CCCCC ZZ 


Column 9 


VZCZCXYZ0020RR RUEHWEBDE RUEHPE {2022/01 1431508ZNR UUUUU ZZHR 2315087 MAY 06FM AMEMI 
VZCZCXYZ0028RR RUEHWEBDE RUEHPE #2023/01 1431511ZNR UUUUU ZZHR 2315112 MAY 06FM AMEME 
VZCZCXRO451200 RUEHCHI RUEHNH RUEHPBDE RUEHDT #0247/01 1431512ZNY CCCCC ZZHO P 23151 


Column 9 


VZCZCXRO4527RR RUEHASTDE RUEHBW #0825/01 1431513ZNR UUUUU ZZHR 2315137 MAY 06FM AMEM 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHJM #2098 1431526ZNY ССССС ZZHO 2315267 MAY 06ЕМ AMCONS 
VZCZCXYZ0000PP RUEHWEBDE RUEHUJA #1218/01 1431531 ZNY CCCCC ZZHP 231531Z MAY 06FM АМЕМ 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHSN #1352 1431532ZNY CCCCC ZZHR 2315327 MAY 06FM АМЕМВА: 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ0004PP RUEHWEBDE RUEHNY #0668 1431533ZNY ССССС ZZHP 2915337 MAY 06FM AMEMBAS 
VZCZCXRO455600 RUEHFL RUEHNPDE RUEHRO #1580/01 1431543ZNY ССССС ZZHO 231543Z MAY 06F^ 
VZCZCXRO4563RR RUEHASTDE RUEHSQ #0497 1431546ZNR UUUUU ZZHR 231546Z MAY 06FM АМЕМВА: 


Column 9 


VZCZCXRO4567RR RUEHDU RUEHGI RUEHJO RUEHMRDE RUEHKI #0818/01 1431547ZNR UUUUU ZZHR : 


Column 9 


VZCZCXRO4492RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXYZ000200 RUEHWEBDE RUEHLO #3628 1431600ZNY 55555 ZZHO 2316007 MAY 06FM AMEMBAS 
VZCZCXYZ001600 RUEHWEBDE RUEHFR #3487 1431620ZNY ССССС ZZHO 231620Z MAY 06FM AMEMBA: 
VZCZCXRO4649PP RUEHPADE RUEHBP #0578 1431711ZNY ССССС ZZHP 231711Z MAY 06FM AMEMBASS' 
VZCZCXRO445900 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHKU #1887 1431720ZNR UUUUU ZZHC 


Column 9 


VZCZCXYZ0036RR RUEHWEBDE RUEHWN #0889 14317237 МА UUUUU ZZHR 2317237 MAY 06FM AMEMBA 


Column 9 


VZCZCXRO446100 RUEHDEDE RUEHKU #1888/01 1431725ZNY CCCCC ZZHO 23172527 MAY 06FM AMEMB 
VZCZCXRO4613RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHDL #0578 1431726ZNR UUUUU ZZHR 231 
VZCZCXRO446300 RUEHDEDE RUEHKU #1889/01 1431726ZNY ССССС ZZHO 231726Z MAY 06FM AMEMB 
VZCZCXYZ0001PP RUEHWEBDE RUEHBO #4565 1431732ZNY ССССС ΖΖΗΡ 2317327 MAY 06FM AMEMBAS 
VZCZCXYZ0006RR RUEHW EBDE RUEHSG #1095 1431734ZNR UUUUU ZZHR 231734Z MAY 06FM AMEMBA. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ0030PP RUEHWEBDE RUEHDG #1689 14317437 МА UUUUU ZZHP 2317437 MAY 06FM АМЕМВА: 
VZCZCXYZ0034RR RUEHWEBDE RUEHAC #0536 1431801ZNR 00000 ZZHR 2318017 MAY 06FM AMEMBA: 
VZCZCXYZ0019PP RUEHWEBDE RUEHLP #1384/01 1431811 ZNY ССССС ZZHP 2318117 MAY 06FM AMEMB 
VZCZCXRO4737RR RUEHPADE RUEHJL #0329 1431823ZNY CCCCC ZZHR 231823Z MAY 06FM AMEMBASS 


Column 9 


VZCZCXYZ002300 RUEHWEBDE RUEHAS 0935/01 1431900ZNY ССССС ZZHO 2319007 MAY 06FM АМЕМ 


Column 9 


VZCZCXRO4725RR RUEHCD RUEHGD ВОЕННО RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 
VZCZCXRO4781PP RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHAS #0936 1431914ZNY ССССС ZZHP 
VZCZCXYZ0014RR RUEHWEBDE RUEHWN 40890 1431922ZNR UUUUU ZZHR 2319227 MAY 06FM AMEMBA 
VZCZCXYZ000000 RUEHWEBDE RUCNDT #1041/01 1432005ZNY ССССС ZZHO 232005Z MAY 06FM USMIS 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUCNDT 4104 2/01 1432006ZNY CCCCC 77НО 2320067 MAY 06FM USMIE 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUCNDT #1043 1432010ZNY CCCCC ZZHP 2320107 MAY ΟΘΕΜ USMISSIC 


VZCZCXYZ000000 RUEHWEBDE RUEHSG 41105 1432013ZNY CCCCC ZZHO 232013Z MAY 06FM AMEMBA 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHBE #0459 1432042ZNY CCCCC ZZHP 2320427 MAY 06FM AMEMBAS 


VZCZCXYZ0010RR RUEHWEBDE RUEHSJ #1124/01 1432048ZNR UUUUU ZZHR 232048Z MAY 06ЕМ АМЕМЕ 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHPE #2035 1432120ZNR UUUUU ZZHP 2321202 MAY 06FM AMEMBAS 
VZCZCXYZ0013PP RUEHWEBDE RUEHPE #2039/01 1432206ZNR UUUUU ZZHP 232206Z MAY 06FM AMEME 


Column 9 


VZCZCXRO4954PP RUEHAO RUEHBC RUEHBI RUEHBL RUEHCD RUEHCHI RUEHCI RUEHCN RUEHDBUR 


MED 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHGT 41012 1432221ZNR 00000 ZZHR 2322217 MAY 06FM AMEMBA: 
VZCZCXYZ0013RR RUEHWEBDE RUEHKO #2848/01 1432300ZNR UUUUU ZZHR 232300Z MAY 06FM АМЕМ 
VZCZCXYZ0000PP RUEHWEBDE RUCNDT #1062 1432354ZNY CCCCC ZZHP 2323547 MAY 06FM USMISSIC 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO5053PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #2854/01 1440111ZNR 0000077 


Column 9 


ΝΖΟΖΟΧΗΟΡΟΘΒΡΡ RUEHFKDE RUEHKO #2861 1440231ZNR UUUUU ZZHP 2402317 MAY 06FM AMEMBASS 


Column 9 


VZCZCXRO5113PP RUEHDBUDE RUEHYE #0701/01 1440300ZNY ССССС ZZHP 2403004 MAY 06FM АМЕМЕ 


VZCZCXRO5175RR RUEHCHI RUEHDT RUEHHMDE RUEHML #2167/01 1440303ZNR UUUUU ZZHR 2403032 


Column 9 


VZCZCXRO5224RR RUEHPBDE RUEHSV #0222/01 1440311ZNY CCCCC ZZHR 2403117 MAY 06FM AMEMBA 


Column 9 


VZCZCXRO5134RR RUEHNZDE RUEHWL #0394/01 1440332ZNR UUUUU ZZHR 2403327 MAY 06FM АМЕМВ 


Column 9 


VZCZCXRO5145RR RUEHASTDE RUEHAH #0550/01 1440333ZNR UUUUU ZZHR 2403337 MAY 06FM АМЕМІ 


Column 9 


VZCZCXRO405800 RUEHCHI RUEHDT RUEHFK RUEHHM RUEHKSO RUEHPBDE RUEHHI 4124 5/01 14404 


Column 9 


VZCZCXYZ0013RR RUEHWEBDE RUEHWL #0395 1440415ZNR UUUUU ZZHR 2404157 MAY 06FM АМЕМВА 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHTI #0540 1440436ZNR 00000 ZZHP 2404367 MAY 06FM AMEMBAS: 


Column 9 


VZCZCXRO5181PP RUEHDEDE RUEHMK #0901 1440501ZNR UUUUU ZZHP 2405017 MAY 06FM AMEMBAS: 
VZCZCXYZ0013PP RUEHWEBDE RUEHTA #1846 1440518ZNY ССССС ZZHP 2405187 MAY 06FM AMEMBAS 


VZCZCXRO5198PP RUEHASTDE RUEHAST #0045 1440538ZNR UUUUU ZZHP 2405387 MAY 06FM USOFFIC 
This record is a partial extract of the original cable. The full text of the original cable is not available.240553Z May ( 


Column 9 


VZCZCXRO5253RR RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGP #1667/01 1440618ZNR UUUUU ZZH 
VZCZCXRO5248RR RUEHDADE RUEHDA {0118/01 1440634ZNR UUUUU ZZHR 240634Z MAY 06FM AMCON: 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO5271RR RUEHNZDE RUEHWL #0396/01 1440637ZNR UUUUU ZZHR 2406377 MAY 06FM AMEMB 


Column 9 


VZCZCXRO527000 RUEHCHI RUEHDT RUEHHMDE RUEHML #2172 1440643ZNR UUUUU ZZHO 2406432. М 


Column 9 


VZCZCXYZ0005PP RUEHWEBDE RUEHUL #1758 1440709ZNY ССССС ZZHP 2407097 MAY 06FM AMEMBAS 
VZCZCXRO038100 RUEHCHI RUEHNH RUEHPBDE RUEHDT #0252/01 1440712ZNY CCCCC ZZHO P 24071 
VZCZCXYZ002200 RUEHWEBDE RUEHTC #1168 1440719ZNY CCCCC ZZHO 2407197 MAY 06FM AMEMBA: 


VZCZCXRO5309PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHSRDE RUEHROV #0084/01 1440720ZNY C! 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKO #2867/01 1440728ZNY CCCCC 77НО 2407287 MAY 06FM АМЕМ 
VZCZCXYZ0021RR RUEHWEBDE RUEHKL #0947/01 1440733ZNY ССССС ZZHR 2407337 MAY ΟΘΕΜ AMEME 


Column 9 


VZCZCXYZ0041PP RUEHWEBDE RUEHUM #0396/01 1440751ZNR UUUUU ZZHP 2407517 MAY 06FM АМЕМІ 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO5407RR RUEHATDE RUEHTC #1170/01 1440810ZNR UUUUU ZZHR 2408107 MAY 06FM AMEMB/ 
VZCZCXRO5410RR RUEHATDE RUEHTC #1171/01 1440815ZNR UUUUU ZZHR 2408157 MAY 06FM AMEMB/ 
VZCZCXRO542100 RUEHCN RUEHGHDE RUEHBJ #0098/01 1440824ZNY CCCCC ZZHO 240824Z MAY ΟΘΕΙ͂ 


Column 9 


VZCZCXRO5418PP RUEHMA RUEHROVDE RUEHKH #1228/01 1440826ZNR UUUUU ZZHP 2408267 MAY 061 
VZCZCXRO5399RR RUEHAG RUEHCN RUEHDF RUEHGH RUEHIK RUEHLZDE RUEHGZ #5376/01 1440828; 


Column 9 


VZCZCXRO5403RR RUEHCN RUEHGHDE RUEHGZ #5379/01 1440829ZNR UUUUU ZZHR 2408297 MAY 06ΕΙ 
VZCZCXRO5448RR RUEHATDE RUEHTC #1172/01 1440829ZNR UUUUU ZZHR 2408297 MAY 06FM AMEMB/ 
VZCZCXRO5405RR RUEHAG RUEHCN RUEHDF RUEHGH RUEHIK RUEHLZDE RUEHGZ #5382/01 1440830; 


Column 9 


VZCZCXRO5457RR RUEHATDE RUEHTO {1173/01 1440834ZNR UUUUU ZZHR 2408347 MAY 06FM AMEMB/ 
VZCZCXRO5464RR RUEHATDE RUEHTC #1174/01 1440838ZNR UUUUU ZZHR 2408387 MAY 06FM AMEMB/ 
VZCZCXRO541400 RUEHDBUDE RUEHDBU 40949 1440841ZNY CCCCC ZZHO 240841Z MAY 06FM AMEMB 
VZCZCXRO5466RR RUEHATDE RUEHTC #1175/01 1440843ZNR UUUUU ZZHR 240843Z MAY 06FM AMEMB/ 
VZCZCXRO5476RR RUEHATDE RUEHTC #1177/01 1440848ZNR UUUUU ZZHR 2408487 MAY 06FM AMEMB/ 
VZCZCXYZ0020RR RUEHWEBDE RUEHIN #1776 1440855ZNR UUUUU ZZHR 2408557 MAY 06FM AIT TAIPEI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO5491RR RUEHATDE RUEHTC #1178/01 1440902ZNR UUUUU ZZHR 2409027 MAY 06FM AMEMB/ 
VZCZCXRO5510RR RUEHATDE RUEHTC #1179/01 1440918ZNR UUUUU ZZHR 2409187 MAY 06FM AMEMB/ 
VZCZCXRO5513RR RUEHATDE RUEHTC #1180/01 1440925ZNR UUUUU ZZHR 2409257 MAY 06FM AMEMB/ 
VZCZCXRO5599PP RUEHRGDE RUEHSO #0577/01 1440942ZNR UUUUU ZZHP 240942Z MAY 06FM АМСОМ. 


Column 9 


VZCZCXRO5519RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSL #0404/01 1440€ 


Column 9 


VZCZCXRO5528PP RUEHPADE RUEHFN #0409/01 1441007ZNY ССССС ZZHP 2410077 MAY 06FM AMEMBA 


Column 9 


VZCZCXRO5543PP RUEHCHI RUEHDT RUEHNH RUEHPBDE RUEHHM 40551/01 1441016ZNR UUUUU ΖΖΗΙ 


Column 9 


VZCZCXRO5564RR RUEHPADE RUEHJL #0332 1441027ZNY ССССС ZZHR 2410272 MAY 06FM AMEMBASS 


Column 9 


VZCZCXRO5565RR RUEHPADE RUEHJL #0333 1441027ZNY CCCCC ZZHR 241027Z MAY 06FM AMEMBASS 


Column 9 


VZCZCXRO5562PP RUEHCN RUEHGHDE RUEHHK #2166/01 1441027ZNR UUUUU ZZHP 2410272 MAY 06F^ 


VZCZCXRO556600 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #3611/01 1441028ZNY 55555 ZZHO 2 


Column 9 


VZCZCXRO5567RR RUEHMRDE RUEHSA {421 22/01 1441028ZNY ССССС ZZHR 2410287 MAY 06FM AMEMB, 


Column 9 


VZCZCXRO560000 RUEHCN RUEHGHDE RUEHBJ #0103 1441033ZNY ССССС ZZHO 2410337 MAY 06FM A 


Column 9 


VZCZCXYZ0011PP RUEHWEBDE RUEHNY #0669/01 1441040ZNR UUUUU ZZHP 2410407 MAY 06ЕМ АМЕМЕ 


Column 9 


VZCZCXRO561800 RUEHCN RUEHGH RUEHROVDE RUEHBJ #0104/01 1441050ZNY CCCCC ZZHO 241050 


Column 9 


VZCZCXRO5691RR RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHMS #0823 1441111ZNY CCCCC ZZHR 
VZCZCXRO5675PP RUEHGRDE RUEHPO #0305/01 1441113ZNR UUUUU ZZHP 241113Z MAY 06FM AMEMB/ 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHMK #0907/01 1441123ZNY ССССС 77НО 2411237 MAY 06ЕМ АМЕМ 


Column 9 


VZCZCXYZ001700 RUEHWEBDE RUEHBUL #2354 1441148ZNR UUUUU ZZHO 2411487 MAY 06FM AMEMB; 
VZCZCXYZ0002RR RUEHWEBDE RUEHNC #0773 1441148ZNY 55555 ZZHR 2411487 MAY ΟΘΕΜ AMEMBAS 


VZCZCXYZ0001PP RUEHWEBDE RUEHRO #1585/01 1441156ZNR UUUUU ZZHP 2411567 MAY 06FM AMEME 
VZCZCXRO5776PP RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHIHL 40092/01 1441157ZNY CCCCC ZZ 


Column 9 


VZCZCXRO0679PP RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHDL #0582 1441202ZNR UUUUU ZZHP 2412 


Column 9 


VZCZCXRO584700 RUEHCIDE RUEHIL #9585/01 1441207ZNY 55555 ZZHO 2412077 MAY 06FM AMEMBAS 
POL 


Column 9 


VZCZCXRO5833RR RUEHDEDE RUEHAD #2169 1441212ZNR UUUUU ZZHR 2412127 MAY 06FM AMEMBAS: 


Column 9 


VZCZCXYZ004400 RUEHWEBDE RUEHTH #1345 1441227ZNY ССССС 77НО 241227Z MAY 06FM АМЕМВА. 
VZCZCXRO2796RR RUEHIK RUEHYGDE RUEHVL #0479 1441233ZNR UUUUU ZZHR 2412332 MAY 06 *****7 
VZCZCXYZ0000RR RUEHWEBDE RUEHVL #0480 1441234ZNY ССССС ZZHR 241234Z MAY 06FM AMEMBAS 
VZCZCXRO5854PP RUEHCIDE RUEHKA #3053/01 1441236ZNY ССССС ZZHP 241236Z MAY 06FM АМЕМВА: 


Column 9 


О 2412997 MAY 06FM AMEMBASSY ΤΕΙ AVIVTO SECSTATE WASHDC IMMEDIATE 3756INFO ARAB ISRAELI 


Column 9 


О 24123927 MAY 06FM AMEMBASSY ΤΕΙ AVIVTO SECSTATE WASHDC IMMEDIATE 3758INFO ARAB ISRAELI 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHSG #1108 1441243ZNY CCCCC ΖΖΗΡ 2412437 MAY 06ЕМ AMEMBAS 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHSG #1110 14412447МҮ CCCCC ΖΖΗΡ 2412447 MAY 06ЕМ AMEMBAS 


VZCZCXYZ0000PP RUEHWEBDE RUEHKH #1230/01 1441247ZNY CCCCC ZZHP 2412477 MAY 06FM AMEME 
VZCZCXYZ0025PP RUEHWEBDE RUEHSW #1044/01 1441251ZNY 55555 ZZHP 241251Z MAY 06FM AMEME 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO5985PP RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHJI #0387 1441301ZNY CCCCC ZZHP ¿ 


VZCZCXRO5969RR RUEHATDE RUEHTC #1183 1441301ZNR UUUUU ZZHR 2413017 MAY 06FM AMEMBASS 


VZCZCXRO5950PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHTO #0604 1441302ZNY CCC 
VZCZCXYZ0001RR RUEHWEBDE RUEHTL #0496/01 1441304ZNR UUUUU ZZHR 2413047 MAY 06FM AMEME 


Column 9 


VZCZCXRO593400 RUEHBIDE RUEHLM #0866/01 1441308ZNY ССССС ZZHO 2413087 MAY 06FM AMEMBA 


Column 9 


VZCZCXRO5967RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSQ 40500 1441311 
VZCZCXYZ0002PP RUEHWEBDE RUCNDT #1065/01 1441320ZNY ССССС ΖΖΗΡ 2413207 MAY 06FM USMIS: 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.241323Z May ( 


Column 9 


VZCZCXRO6001PP RUEHDEDE RUEHAD 42175 14413317МҮ CCCCC ZZHP 2413317 MAY 06FM AMEMBASS 


VZCZCXYZ0001RR RUEHW EBDE RUEHLI #0933 1441333ZNY CCCCC ZZHR 24133327 MAY 06FM AMEMBAS: 


Column 9 
VZCZCXRO599500 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHRO #1588/01 1441 


VZCZCXRO6096PP RUEHDEDE RUEHJI #0389/01 1441338ZNY ССССС ZZHP 2413382 MAY ΟΘΕΜ AMCONSI 


Column 9 


VZCZCXRO6023RR RUEHBC RUEHDE RUEHDU RUEHGI ВОЕНУО RUEHKUK RUEHMA RUEHMOS RUEHM 
VZCZCXYZ000100 RUEHWEBDE RUEHMN #0459/01 1441406ZNY ССССС ZZHO 241406Z MAY 06FM AMEN 


Column 9 


VZCZCXYZ0012PP RUEHWEBDE RUEHBO #4584/01 1441407ZNR 00000 ZZHP 2414077 MAY 06 ZDKFM ΑΙ 


Column 9 


VZCZCXRO6103RR RUEHASTDE RUEHSL #0406/01 1441415ZNR UUUUU ZZHR 2414157 MAY 06FM АМЕМЕ 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.241420Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO6164PP RUEHDBUDE RUEHMO #5492/01 1441424ZNY CCCCC ZZHP 2414247 MAY 06FM AMEM 


Column 9 


VZCZCXRO6158PP RUEHDBUDE RUEHBUL #2364/01 1441426ZNY ССССС ZZHP 2414267 MAY 06FM АМЕМ 
VZCZCXRO615700 RUEHDADE RUEHAK {2970/01 1441432ZNR UUUUU ZZHO 2414327 MAY 06 ZDKFM AM 


Column 9 


VZCZCXRO6145PP RUEHMRDE RUEHMR #0250 1441436ZNY CCCCC ZZHP В 2414362 MAY 06FM AMEMBA 


Column 9 


VZCZCXRO6148PP RUEHCD RUEHGA RUEHGD RUEHHA RUEHHO RUEHMC RUEHQU RUEHTM RUEHVCI 


Column 9 


VZCZCXRO614700 RUEHAGDE RUEHDM #2401 1441446ZNY ССССС ZZHO 2414467 MAY 06FM AMEMBAS 


Column 9 


VZCZCXRO6058PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1719 1441448ZNY CCC 


Column 9 


VZCZCXRO6191PP RUEHDBUDE RUEHKV #1992/01 1441449ZNY ССССС ZZHP 2414497 MAY 06FM АМЕМЕ 


Column 9 


VZCZCXYZ0029PP RUEHWEBDE RUEHBU #1177 1441453ZNY ССССС ZZHP 2414537 MAY 06FM AMEMBAS 


Column 9 


VZCZCXYZ001800 RUEHWEBDE RUEHJM #2118/01 1441458ZNY ССССС ZZHO 2414587 MAY 06FM АМСО 


Column 9 


VZCZCXRO6312PP RUEHGIDE RUEHNJ #0745 1441500ZNR 00000 ZZHP 2415007 MAY 06FM AMEMBASS* 
VZCZCXRO5828PP RUEHDEDE RUEHKU #1912 1441501ZNY CCCCC ZZHP 2415017 MAY 06ЕМ AMEMBASS 
VZCZCXRO5829PP RUEHDEDE RUEHKU #1913 14415017МҮ CCCCC ZZHP 2415017 MAY 06FM AMEMBASS 
VZCZCXYZ001000 RUEHWEBDE RUEHRL #1414 1441506ZNY ССССС ZZHO 2415067 MAY 06FM АМЕМВА: 
VZCZCXYZ003000 RUEHWEBDE RUEHBUL #2365/01 1441508ZNR 00000 ZZHO 2415087 MAY 06FM AMEI 
VZCZCXRO6300PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHMOSDE RUEHKB #0758/01 1441509ZNY 


Column 9 


VZCZCXRO611800 RUEHASTDE RUEHPS #0448/01 1441510ZNR UUUUU ZZHO 2415107 MAY 06FM USOFF 


VZCZCXRO6212PP RUEHDBUDE RUEHKV #1994/01 1441513ZNY ССССС ZZHP 241513Z MAY 06FM АМЕМЕ 


Column 9 


VZCZCXRO6218PP RUEHDBUDE RUEHKV 41995 1441515ZNY ССССС ZZHP 2415157 MAY 06FM AMEMBAS 


Column 9 


VZCZCXRO584400 RUEHDEDE RUEHKU #1914 1441515ZNY ССССС ZZHO 2415157 MAY 06FM AMEMBAS. 
VZCZCXYZ004300 RUEHWEBDE RUEHEG #3106 1441517ZNY ССССС ZZHO 2415172 MAY 06FM AMEMBA 


VZCZCXRO6227PP RUEHDBUDE RUEHKV #1996/01 1441517ZNY ССССС ZZHP 2415172 MAY 06FM АМЕМЕ 


Column 9 


VZCZCXYZ0007RR RUEHWEBDE RUEHPE #2049/01 1441518ZNR UUUUU ZZHR 2415187 MAY ΟΘΕΜ AMEMI 
VZCZCXRO6262PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHTC #1184/01 1441: 


Column 9 
VZCZCXYZ0014PP RUEHWEBDE RUEHNC #0781/01 1441529ZNY ССССС ZZHP 2415297 MAY 06ЕМ AMEME 


Column 9 


VZCZCXRO6216PP RUEHBC RUEHKUK RUEHMOSDE RUEHDE #3131/01 1441530ZNY 55555 ZZHP R 2415 


Column 9 


VZCZCXYZ0019PP RUEHWEBDE RUEHUJA #1232 1441531ZNR UUUUU ZZHP 2415317 MAY 06FM AMEMBA 
VZCZCXRO622300 RUEHCHI RUEHNH RUEHPBDE RUEHDT #0253/01 1441533ZNY CCCCC ZZHO P 24153 


Column 9 


VZCZCXRO624400 RUEHDBUDE RUEHFR #3501 1441534ZNY CCCCC ZZHO 2415342 MAY 06FM АМЕМВА 
VZCZCXRO6239PP RUEHCHI RUEHNH RUEHPBDE RUEHDT #0254/01 14415367МҮ 55555 ZZHP 24153627 | 


Column 9 


VZCZCXRO624100 RUEHCHI RUEHNH RUEHPBDE RUEHDT #0255 1441536ZNY CCCCC ZZHO 241536Z M 


VZCZCXYZ000600 RUEHWEBDE RUEHRB #1000 1441543ZNR UUUUU ZZHO 2415437 MAY 06FM AMEMBA 
VZCZCXRO625700 RUEHFL RUEHNPDE RUEHRO #1590/01 1441543ZNY 55555 ZZHO 241543Z MAY O6FIV 


Column 9 


VZCZCXRO6271RR RUEHBC RUEHDE RUEHKUK RUEHMOS RUEHPADE RUEHNK #0632 1441545ZNY ССС 


Column 9 


VZCZCXRO6172PP RUEHASTDE RUEHVJ #1165 1441545ZNR UUUUU ZZHP 2415457 MAY 06FM AMEMBAS: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


VZCZCXYZ001700 RUEHWEBDE RUEHRB #1001 1441555ZNR 00000 ZZHO 2415557 MAY 06FM АМЕМВА 
VZCZCXYZ0048RR RUEHWEBDE RUCNDT #1067 1441555ZNR 00000 ZZHR 2415557 MAY 06FM USMISSK 


Column 9 


VZCZCXRO6302PP RUEHDEDE RUEHDE #3132/01 1441600ZNY 55555 ZZHP R 2416007 MAY 06ЕМ AMCOP 


Column 9 


VZCZCXRO636400 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHBUL #2366/01 1441601ZNY 55555 2. 


Column 9 


VZCZCXRO6375PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHTC #1185/01 14416 


Column 9 


VZCZCXRO6199PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1735 1441611ZNY CCC 


VZCZCXYZ000000 RUEHWEBDE RUEHTC #1186 1441612ZNY CCCCC ZZHO 2416127 MAY 06FM AMEMBA: 


VZCZCXRO623000 RUEHASTDE RUEHPS 40449/01 1441618ZNR UUUUU ZZHO 241618Z MAY 06FM USOFI 


Column 9 


VZCZCXRO638800 RUEHROVDE RUEHKH #1240 1441622ZNY ССССС ZZHO 2416227 MAY 06ЕМ AMEMBA 
This record is a partial extract of the original cable. The full text of the original cable is not available.241624Z May ( 
VZCZCXRO6400RR RUEHPADE RUEHAB #0549/01 1441625ZNY CCCCC ZZHR 2416257 MAY 06FM AMEMB4 
VZCZCXYZ0000RR RUEHWEBDE RUEHYD 40816/01 1441628ZNY CCCCC ZZHR 2416287 MAY 06FM AMEMI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.241629Z May ( 


Column 9 


VZCZCXYZ0015RR RUEHWEBDE RUEHKU #1915/01 1441630ZNR 00000 ZZHR 2416307 MAY 06ЕМ AMEM 


Column 9 


VZCZCXYZ0037RR RUEHWEBDE RUEHKU #1917/01 1441636ZNR UUUUU ZZHR 2416367 MAY 06ЕМ AMEM 


Column 9 


Arabic 
Arabic 
Arabic 
Arabic 
English 


Arabic 
Arabic 


VZCZCXRO6506RR RUEHRGDE RUEHRI #0234/01 1441641ZNR UUUUU ΖΖΗΗ 2416417 MAY 06FM АМСОМЕ 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHQT #1274/01 1441645ZNY ССССС 77НО 2416457 MAY 06FM АМЕМ 


Column 9 


VZCZCXRO6206PP RUEHMRDE RUEHSB #0626/01 1441650ZNY ССССС ZZHP 2416507 MAY 06FM AMEMB/ 


Column 9 


VZCZCXRO6323RR RUEHQUDE RUEHPU #0931/01 1441655ZNR UUUUU ZZHR 2416557 MAY 06FM АМЕМВ 


Column 9 


VZCZCXRO6434PP RUEHPADE RUEHDK #1256 1441708ZNY ССССС ZZHP 2417087 MAY 06ЕМ AMEMBASS 
VZCZCXRO613200 RUEHDEDE RUEHKU #1919 1441713ZNR UUUUU ZZHO 2417132 MAY 06FM AMEMBAS 


Column 9 
VZCZCXRO617600 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHKU #1921/01 1441734ZNY CCCCC Zz 


Column 9 


VZCZCXYZ001400 RUEHWEBDE RUEHPU #0936/01 1441751ZNY CCCCC ZZHO 2417517 MAY 06ЕМ AMEM 


Column 9 


VZCZCXYZ0040PP RUEHWEBDE RUEHBU #1181/01 1441816ZNY ССССС ZZHP 2418167 MAY 06FM AMEME 


Column 9 


VZCZCXRO646200 RUEHASTDE RUEHPS #0450/01 1441844ZNR 00000 ZZHO 2418447 MAY 06FM USOFI 


Column 9 


VZCZCXYZ001900 RUEHWEBDE RUEHQT 7275/01 1441847ZNR UUUUU ZZHO 24184727 MAY 06ЕМ АМЕМ 


Column 9 


VZCZCXYZ0018RR RUEHWEBDE RUEHBU #1184/01 1441900ZNY ССССС ZZHR 24190027. MAY 06FM AMEMI 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHWN 40891 1441904ZNR UUUUU ZZHR 2419047 MAY 06FM АМЕМВА 
VZCZCXYZ000000 RUEHWEBDE RUEHBU #1188/01 1441947ZNR UUUUU ZZHO 241947Z MAY 06FM AMEM 


Column 9 


VZCZCXYZ0020RR RUEHWEBDE RUEHGE #0489/01 1442005ZNR UUUUU ZZHR 2420057 MAY 06FM AMEM 


Column 9 


VZCZCXYZ001400 RUEHWEBDE RUEHBU 41189/01 1442009ZNR UUUUU ZZHO 2420097 MAY 06FM AMEM 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHBO #4608 1442025ZNY CCCCC ZZHO 2420257 MAY 06FM АМЕМВА 
VZCZCXYZ0008PP RUEHWEBDE RUEHSG #1122 1442054ZNR UUUUU ZZHP 2420547 MAY 06FM AMEMBAS 
VZCZCXYZ0007PP RUEHWEBDE RUEHSG #1123 1442054ZNR UUUUU ZZHP 2420547 MAY 06FM AMEMBAS 


Column 9 
VZCZCXYZ0001PP RUEHWEBDE RUEHSG #1124 1442054ZNR 00000 ZZHP 2420547 MAY ΟΘΕΜ AMEMBAS 
VZCZCXYZ000700 RUEHWEBDE RUEHBU #1190 1442100ZNY ССССС 77НО 242100Z MAY 06ЕМ AMEMBA: 


VZCZCXYZ002300 RUEHWEBDE RUEHBU #1191 1442101ZNR UUUUU ZZHO 242101Z MAY 06ЕМ AMEMBA 


VZCZCXYZ0001RR RUEHWEBDE RUEHSN #1373 1442101ZNR UUUUU ZZHR 2421017 MAY 06FM AMEMBA: 
VZCZCXYZ002200 RUEHWEBDE RUEHBU #1192 1442102ZNR UUUUU ZZHO 2421027 MAY 06FM AMEMBA 
VZCZCXYZ000100 RUEHWEBDE RUEHQT #1284/01 1442107ZNR UUUUU ZZHO 242107Z MAY 06FM AMEM 
VZCZCXRO6663PP RUEHAODE RUEHCV #1543/01 1442126ZNY ССССС ZZHP 242126Z MAY 06FM AMEMB/ 
VZCZCXYZ0036PP RUEHWEBDE RUEHBO #4612 1442130ZNY ССССС ZZHP 242130Z MAY 06 ZDKFM AMET 


VZCZCXYZ000000 RUEHWEBDE RUEHTG #0942 1442210ZNY 55555 ZZHO 2422107 MAY 06FM АМЕМВА‹ 


Column 9 


VZCZCXYZ0003RR RUEHWEBDE RUEHLJ #0322 1442216ZNY ССССС ZZHR 2422167 MAY 06FM AMEMBAS 


VZCZCXYZ0007RR RUEHW EBDE RUEHLJ #0323 1442216ZNY ССССС ZZHR 242216Z MAY 06FM AMEMBAS 
VZCZCXYZ0001PP RUEHWEBDE RUEHBO 44616/01 14422267МҮ CCCCC ZZHP 242226Z MAY 06FM AMEME 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.242238Z May ( 
VZCZCXYZ0003PP RUEHWEBDE RUEHDG #1709/01 1442316ZNR UUUUU ZZHP 242316Z MAY ΟΘΕΜ AMEMI 


Column 9 


VZCZCXYZ0006RR RUEHWEBDE RUEHWL #0403/01 1442353ZNR UUUUU ZZHR 2423537 MAY ΟΘΕΜ АМЕМ 
VZCZCXRO6735PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #2873/01 1450010ZNR UUUUU ZZ 


Column 9 


VZCZCXRO6995RR RUEHCN RUEHGHDE RUEHHK {2168/01 1450028ZNR UUUUU ZZH ΖΕΗΗ 2500287 MAY 
VZCZCXRO6782PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #2875/01 1450114ZNR UUUUU ZZ 


Column 9 


VZCZCXRO6811RR RUEHCHI RUEHFK RUEHHM RUEHKSO RUEHPBDE RUEHKO #2879/01 1450214ZNR UI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.250247Z May ( 
VZCZCXRO6829PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1743/01 1450333ZNY C 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHIN {1786/01 1450338ZNR UUUUU ZZHO 2503387 MAY 06FM AIT TAI 
VZCZCXRO6900PP RUEHCHI RUEHDT RUEHHMDE RUEHKL 40954 1450403ZNY CCCCC ΖΖΗΡ 2504037 MA 


VZCZCXRO693000 RUEHDTDE RUEHWL #0405 1450445ZNY ССССС ZZHO 2504457 MAY 06FM AMEMBAS 


VZCZCXRO6936PP RUEHDT RUEHHMDE RUEHCHI #0079/01 1450507ZNY ССССС ZZHP 2505072 MAY 06ΕΙ 
VZCZCXYZ0000RR RUEHWEBDE RUEHAK #2971/01 1450513ZNY ССССС ZZHR 250513Z MAY 06FM AMEMI 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHIN #1787 1450515ZNY 55555 ZZHR 2905157 MAY 06FM AIT TAIPEI 
VZCZCXRO6940PP RUEHFKDE RUEHKO 42895 1450524ZNR UUUUU ZZHP 250524Z MAY 06FM AMEMBASS 


Column 9 


VZCZCXRO6941PP RUEHFKDE RUEHKO #2896 1450524ZNR UUUUU ZZHP 2505247 MAY 06FM AMEMBASS 


VZCZCXRO694300 RUEHCHI RUEHDT RUEHHMDE RUEHPF #0990/01 1450527ZNR UUUUU ZZHO 250527; 


Column 9 


VZCZCXRO6966RR RUEHASTDE RUEHSQ #0507 1450551ZNR UUUUU ZZHR 2505517 MAY 06FM АМЕМВА: 
VZCZCXYZ000100 RUEHWEBDE RUEHDS #1464/01 1450558ZNR UUUUU ZZHO 250558Z MAY 06FM АМЕМ 


Column 9 


VZCZCXRO6968PP RUEHCHI RUEHDT RUEHHMDE RUEHKL #0955 1450604ZNY CCCCC ZZHP 2506047 MA 
VZCZCXRO6980RR RUEHCN RUEHGHDE RUEHGZ #5429/01 1450614ZNR UUUUU ZZHR 2506142 MAY O6FI 
VZCZCXRO788100 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROVDE RUEHLJ #0329/01 1450618ZNY S: 


Column 9 


VZCZCXRO698600 RUEHLMCDE RUEHLGB 0496/01 1450624ZNY ССССС ZZHO 2506247 MAY 06FM AMEI 


VZCZCXRO7005RR RUEHASTDE RUEHMO #5513/01 1450626ZNR UUUUU ZZHR 2506267 MAY ΟΘΕΜ AMEM 


Column 9 


VZCZCXRO7027PP RUEHLMCDE RUEHUM #0401/01 1450626ZNR UUUUU ZZHP 2506267 MAY 06 ZDKFM Al 


Column 9 


VZCZCXRO6994RR RUEHCN RUEHGHDE RUEHHK #2180 1450634ZNR UUUUU ZZHR 2506347 MAY 06FM A 


Column 9 


VZCZCXRO7012PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #2981/01 1450€ 


Column 9 


VZCZCXRO704100 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHBUL #2386/01 1450654ZNY CCCCC 2 
VZCZCXRO7057RR RUEHCHI RUEHDT RUEHHMDE RUEHML #2185/01 1450710ZNR UUUUU ZZHR 2507102 


Column 9 


VZCZCXRO708400 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHBUL 4 2387/01 1450711ZNY CCCCC 2 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHGP #1687 1450711ZNR UUUUU ZZHR 2507117 MAY 06FM АМЕМВА: 


Column 9 


VZCZCXRO704700 RUEHCHI RUEHNH RUEHPBDE RUEHDT #0258/01 1450715ZNY CCCCC ZZHO P 25071 


Column 9 


VZCZCXRO705200 RUEHCHI RUEHNH RUEHPBDE RUEHDT #0259/01 1450715ZNY CCCCC ZZHO P 25071 


Column 9 


VZCZCXRO707100 RUEHCHI RUEHNH RUEHPBDE RUEHDT #0261 1450727ZNY CCCCC ZZHO 250727ZM. 


Column 9 


VZCZCXRO7074PP RUEHCHI RUEHNH RUEHPBDE RUEHDT #0262/01 1450727ZNY 55555 ZZHP 25072721 


Column 9 


VZCZCXRO7118RR RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #2905/01 1450750ZNR UUUUU ZZ 


Column 9 


VZCZCXRO7146PP RUEHCHI RUEHDT RUEHHM RUEHLN RUEHMA RUEHNH RUEHPBDE RUEHKO #2907/( 


VZCZCXRO714900 RUEHFK RUEHGH RUEHHM RUEHNHDE RUEHIN 41788 1450804ZNY CCCCC ZZHO 25 


VZCZCXRO7150PP RUEHGHDE RUEHIN #1789/01 1450804ZNY CCCCC ZZHP 250804Z MAY 06FM AIT TAIPE 


Column 9 


VZCZCXRO715100 RUEHCN RUEHGHDE RUEHIN #1790/01 1450804ZNY 55555 ZZHO 2508047 MAY 06FM 


Column 9 


VZCZCXRO7155PP RUEHBI RUEHCHI RUEHCI RUEHDT RUEHHM RUEHJO RUEHNHDE RUEHPF #0998/01 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHIN #1791 1450810ZNR UUUUU ZZHR 2508107 MAY 06FM AIT TAIPEI 


Column 9 


VZCZCXYZ0020PP RUEHWEBDE RUEHKA #3060 1450815ZNY 55555 ZZHP 2508157 MAY 06FM AMEMBAS: 


Column 9 


VZCZCXYZ000800 RUEHWEBDE RUEHKO #2911/01 1450818ZNY CCCCC ZZHO 250818Z MAY 06FM AMEM 


Column 9 


VZCZCXRO7166RR ВОЕННМ RUEHLN RUEHMA RUEHPBDE RUEHKO 4 2912/01 1450821ZNR UUUUU ZZHF 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKT #1319/01 1450822ZNY ССССС ZZHO 2508227 MAY 06FM AMEM 


Column 9 


VZCZCXRO7187RR RUEHHMDE RUEHHI #1252 1450832ZNR 00000 ZZHR 2508327 MAY 06FM AMEMBASS 


VZCZCXRO7182PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #2913/01 1450832ZNR UUUUU ZZ 


Column 9 


VZCZCXRO7214PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #2989/01 1450€ 


Column 9 


VZCZCXRO7209RR RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHKL #0959/01 1450840ZNR UUUUU ZZHF 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKO {2915/01 1450841ZNY ССССС ZZHO 2508417 MAY 06FM АМЕМ 


Column 9 


VZCZCXRO7113PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVJ #1169 14508432 


Column 9 


R 2508447 MAY 06FM AMEMBASSY САІНОТО SECSTATE WASHDC 8484INFO ARAB ISRAELI COLLECTIVE 


Column 9 


VZCZCXRO721700 RUEHCHI RUEHDT RUEHNH RUEHPBDE RUEHKO #2916/01 1450847ZNY CCCCC ZZH( 


Column 9 


VZCZCXRO725300 RUEHCN RUEHGHDE RUEHBJ #0121/01 1450913ZNY EEEEE ZZHO 2509137 MAY 06FN 
VZCZCXRO9031PP RUEHJO RUEHLMCDE RUEHLG #0437/01 1450913ZNR UUUUU ZZHP 250913Z MAY 06F 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHCL #0562 1450923ZNR UUUUU ZZHR 2509237 MAY 06FM AMCONSI 


VZCZCXYZ000900 RUEHWEBDE RUEHTU #1252/01 1450924ZNY ССССС 77НО 2509247 MAY 06FM АМЕМ 


Column 9 


VZCZCXYZ001100 RUEHWEBDE RUEHTU #1253/01 1450929ZNY CCCCC ZZHO 2509297 MAY 06FM AMEM 


Column 9 


VZCZCXYZ0004PP RUEHWEBDE RUEHTU {1254/01 1450931ZNY CCCCC ZZHP 250931Z MAY 06FM AMEME 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHTU {1255/01 1450933ZNY ССССС ZZHP 25093327 MAY 06FM AMEME 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHHI #1255 1450939ZNR UUUUU ZZHR 2509397 MAY 06FM AMEMBAS 


VZCZCXRO7249RR RUEHDU RUEHJO RUEHMRDE RUEHLG #0442/01 1450959ZNR UUUUU ZZHR 2509597 


Column 9 


VZCZCXRO732500 RUEHCN RUEHGHDE RUEHBJ #0192/01 1451007ZNR UUUUU ZZHO 2510077 MAY 06ΕΙ 


Column 9 


VZCZCXRO7366PP RUEHAGDE RUEHCV #1544/01 1451017ZNY ССССС ZZHP 2510177 MAY 06FM AMEMB/ 


Column 9 


VZCZCXYZ000800 RUEHWEBDE RUEHLB #1644 1451025ZNR UUUUU ZZHO 2510257 MAY ΟΘΕΜ АМЕМВА: 
VZCZCXYZ0011PP RUEHWEBDE RUEHYN #1387/01 1451050ZNR UUUUU ZZHP 251050Z MAY 06ЕМ АМЕМЕ 
VZCZCXRO7346RR RUEHLN RUEHVK RUEHYGDE RUEHDBU #0977/01 1451102ZNR UUUUU ZZHR 2511022 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKT #1328 1451103ZNY CCCCC 77НО 2511032. MAY 06FM AMEMBAS 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHDM #2404/01 1451114ZNR UUUUU ZZHO 25111427 MAY 06ЕМ AMEM 


Column 9 


VZCZCXYZ000700 RUEHWEBDE RUEHEG #3128 1451115ZNR UUUUU ZZHO 2511152 MAY 06FM АМЕМВА: 
VZCZCXYZ000000 RUEHWEBDE RUEHKT #1329 1451116ZNY ССССС 77НО 2511162 MAY 06FM AMEMBAS 


Column 9 


VZCZCXRO739300 RUEHDBUDE RUEHDBU #0978/01 1451118ZNY CCCCC ZZHO 2511187 MAY 06FM AMEN 


Column 9 


VZCZCXYZ000500 RUEHWEBDE RUEHUL #1774/01 1451127ZNY ССССС ZZH (CCY ADDED ADDEE/TEXT F 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKT #1330 1451130ZNY ССССС ZZHO 2911307 MAY 06FM AMEMBAS 


Column 9 


VZCZCXRO742800 RUEHBC RUEHDE RUEHKUK RUEHMOSDE RUEHAS #0950/01 1451131ZNY CCCCC ZZ 


Column 9 


VZCZCXRO749100 RUEHCIDE RUEHIL #9696/01 1451131ZNY 55555 ZZHO 25113127 MAY 06FM AMEMBAS: 


VZCZCXRO7464PP RUEHDADE RUEHAK #3004/01 1451138ZNR UUUUU ZZHP 251138Z MAY 06FM AMEMBA 


Column 9 


VZCZCXRO7534RR RUEHASTDE RUEHVB #0655/01 1451148ZNR UUUUU ZZHR 2511487 MAY 06FM АМЕМЕ 


Column 9 


VZCZCXRO7505PP RUEHDBU RUEHLH RUEHPWDE RUEHIL 49703 1451151ZNY CCCCC ZZHP 2511517 ΜΑ 


VZCZCXYZ0000RR RUEHWEBDE RUEHSA #2138/01 1451151ZNR UUUUU ZZHR 2511517 MAY 06FM AMEME 
VZCZCXRO7517PP RUEHCIDE RUEHIL #9704/01 1451152ZNY SSSSS ZZHP 251152Z MAY 06FM AMEMBASS 


Column 9 


VZCZCXRO748100 RUEHBIDE RUEHLM #0872/01 1451153ZNY CCCCC ZZHO 2511537 MAY 06ЕМ AMEMBA 


Column 9 


VZCZCXRO7485PP RUEHCHI RUEHCN RUEHFK RUEHGH RUEHHM RUEHKSO RUEHPBDE RUEHIN #1803, 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHEG #3135 1451155ZNY CCCCC ZZHO 2511557 MAY ΟΘΕΜ АМЕМВА: 
VZCZCXRO754100 RUEHCIDE RUEHIL #9705/01 1451157ZNY ССССС ZZHO 251157Z MAY 06FM AMEMBAS 


Column 9 


VZCZCXRO757400 RUEHCIDE RUEHIL #9706/01 1451213ZNY 55555 ZZHO 2512197 MAY 06FM AMEMBAS 


Column 9 


VZCZCXRO7576PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #9708/01 14512157МҮ 55555 ZZHP 25121571 


Column 9 


VZCZCXRO7559PP RUEHCIDE RUEHKA #3063/01 1451220ZNY ССССС ZZHP 2512207 MAY 06FM АМЕМВА: 


Column 9 


VZCZCXRO7536PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHMOS #0053/01 1451220ZNY CCCCC ZZ 
VZCZCXRO753900 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHMOS RUEHPWDE RUEHNE #3 


Column 9 


VZCZCXRO7442PP RUEHASTDE RUEHVJ #1173/01 1451235ZNR UUUUU ZZHP 2512357 MAY 06FM AMEMB 


Column 9 


VZCZCXRO7609RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHYE #0714 1451239ZNR UUUUU ZZHR 2 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.251301Z May ( 


Column 9 


VZCZCXRO7643PP RUEHBC RUEHDBU RUEHDE RUEHFL RUEHKUK RUEHKW RUEHLA RUEHMOS RUEHI 


Column 9 


VZCZCXYZ001400 RUEHWEBDE RUEHEG #3139 1451304ZNY ССССС ZZHO 2913047 MAY 06ЕМ АМЕМВА 


VZCZCXYZ0000RR RUEHWEBDE RUEHTG #0949/01 1451304ZNR UUUUU ZZHR 2513047 MAY ΟΘΕΜ AMEM 


Column 9 


VZCZCXRO7509PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVJ #1174/01 14513 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHPE #2056/01 1451309ZNR UUUUU ZZHR 2513097 MAY 06FM AMEMI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO7519PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1752 1451314ZNY ССС 


VZCZCXRO7521PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB {1793/01 1451314ZNY C 


Column 9 


VZCZCXRO7528PP RUEHBC RUEHDE RUEHIHL RUEHKUK RUEHMOSDE RUEHGB #1754/01 1451314ZNY $ 


Column 9 


VZCZCXRO765300 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHMOS RUEHPWDE RUEHNE ЯЗ 


VZCZCXRO849200 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #3667 1451328ZNY ССССС ZZHO 251 
VZCZCXRO7779RR RUEHRGDE RUEHBR #1004/01 1451334ZNR UUUUU ZZHR 251334Z MAY 06FM AMEMB 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHEG #3145 1451336ZNY CCCCC ZZHP 2913367 MAY 06FM AMEMBAS 
VZCZCXRO7694PP RUEHDBUDE RUEHMO #5532/01 1451337ZNY ССССС ZZHP 2513377 MAY 06FM AMEM 


Column 9 
VZCZCXRO7689RR RUEHASTDE RUEHAH 0561/01 1451339ZNR UUUUU ZZHR 2513397. MAY 06 ZDKFM А! 


Column 10 
CONFIDENTIALNEW DELHI 003499 SIPDIS SIPDIS ALSO FOR AMBASSADOR BOLTON FROM AMB/ 


UNCLAS SECTION 01 OF 09 TEL AVIV 001963 SIPDIS STATE FOR ΝΕΑ, МЕАЛРА, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 KIEV 001940 SIPDIS SIPDIS Е.О. 12958: DECL: 05/19/2016 TAGS 


Column 10 


UNCLAS BANJUL 000318 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, PHUM, ΚΜΟΑ, AU, GA SUBJECT: TF 


Column 10 


UNCLAS BELGRADE 000808 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, KDEM, KJUS, SR SL 


Column 10 


CONFIDENTIALPRAGUE 000539 SIPDIS SIPDIS EUR/NCE FOR ERIC FICHTE Е.О. 12958: DECL: 05. 
UNCLAS SECTION 01 OF 02 DUSHANBE 000920 SIPDIS SIPDIS STATE FOR SCA/CEN, DRL Ε.Ο. 12958: М. 
UNCLAS SECTION 01 OF 03 DUBLIN 000559 SIPDIS SENSITIVE SIPDIS DHS FOR CBP/SAVA Ε.Ο. 12958: ^ 


Column 10 


CONFIDENTIALKATHMANDU 001284 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/19/2016 TAGS: MASS, PR 


Column 10 


CONFIDENTIALKATHMANDU 001285 SIPDIS SIPDIS DEPT FOR SCA/INS Ε.Ο. 12958: DECL: 05/19/2 


Column 10 


UNCLAS KATHMANDU 001286 SIPDIS SIPDIS DEPT FOR SCA/INS Ε.Ο. 12958: N/A TAGS: EAID, EINV, ECC 


Column 10 


UNCLAS SOFIA 000713 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, MARR, BU SUBJECT: BUL 
UNCLAS SOFIA 000714 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, MARR, BU SUBJECT: BUL 
UNCLAS SECTION 01 OF 02 ALMATY 001810 SIPDIS DEPT FOR SCA/CEN MUDGE DEPT PASS TO OPIC - E 


Column 10 


UNCLAS BAKU 000741 SIPDIS DEPT FOR NP/ECC - PVANSON, ACHURCH, CCRAFT AND KMILLER; DEPT I 
CONFIDENTIAL PARIS 003382 SIPDIS Е.О. 12958: DECL: 05/18/2016 TAGS: KTFN, PGOV, PREL, FR, | 


Column 10 


CONFIDENTIALBAKU 000742 SIPDIS SIPDIS USDOE FOR FE - SWIFT AND OS - WILLIAMSON USTL 
CONFIDENTIAL SARAJEVO 001126 SIPDIS SIPDIS DEPT FOR EUR DICARLO AND EUR/SCE (ENGLI: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 YEREVAN 000692 SIPDIS DEPARTMENT FOR ЕОН/САНС AND IN 


Column 10 


UNCLAS SECTION 01 OF 03 PORT ΟΕ SPAIN 000615 SIPDIS SIPDIS SENSITIVE DEPT FOR WHA/CAR E.C 


Column 10 
CONFIDENTIAL SECTION 01 OF 02 ATHENS 001298 SIPDIS SIPDIS Ε.Ο. 12958: БЕСІ: 05/18/2016 ΤΑ 


Column 10 


CONFIDENTIAL SECTION 01 OF 05 ATHENS 001299 SIPDIS SIPDIS FOR EUR, EUR/SE, DRL E.O. 12 


Column 10 


CONFIDENTIALKATHMANDU 001287 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/19/2016 TAGS: PGOV, PR 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 SOFIA 000716 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/18/2026 TAG 


Column 10 


CONFIDENTIALBERLIN 001376 SIPDIS SIPDIS STATE PASS S/WCI AND EUR/AGS Ε.Ο. 12958: DEC 
CONFIDENTIALSECTION 01 OF 04 MOSCOW 005372 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/05/2016 ` 


Column 10 


CONFIDENTIALYEREVAN 000693 SIPDIS SIPDIS DEPT FOR EUR/CARC, EUR/PRA, ISN/RA, AND NE 


Column 10 


UNCLAS NICOSIA 000755 SIPDIS SENSITIVE SIPDIS DEPT FOR EB/IPE (CLACROSSE) AND EUR/SE ПЕР” 


CONFIDENTIAL NICOSIA 000756 SIPDIS SIPDIS Е.О. 12958: DECL: 05/19/2016 TAGS: КОЕМ, PGOV, 
CONFIDENTIALSECTION 01 OF 03 NEW DELHI 003506 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/19/2011 


Column 10 


UNCLAS PRAGUE 000540 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, CVIS, PGOV, EUN, PL, | 


Column 10 


CONFIDENTIALMONTEVIDEO 000448 SIPDIS SIPDIS STATE FOR У/НА/В5С AND ЕВ/ТРР DEPT PAS 


Column 10 


UNCLAS SECTION 01 OF 03 BUCHAREST 000841 SIPDIS SIPDIS SENSITIVE BUT UNCLASSIFIED, PLEAS! 


Column 10 


UNCLAS NICOSIA 000757 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: ЕСОМ, ETRD, ΕΕΙΝ, PREL, РС 


Column 10 


CONFIDENTIALNICOSIA 000758 SIPDIS SIPDIS Е.О. 12958: DECL: 05/15/2016 TAGS: PREL, CVIS, РІ 


Column 10 
CONFIDENTIALMOSCOW 005375 SIPDIS SIPDIS Е.О. 12958: DECL: 05/19/2016 TAGS: PREL, MARR 


Column 10 


CONFIDENTIAL MADRID 001260 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/18/2016 TAGS: PREL, SP SUB. 


Column 10 


UNCLAS SECTION 01 OF 02 SOFIA 000719 SIPDIS SIPDIS DEPT PASS TO EUR/SCE STEPHEN GEE Е.О. ` 


Column 10 


CONFIDENTIALSKOPJE 000484 SIPDIS SIPDIS STATE FOR EUR/SCE Ε.Ο. 12958: DECL: 05/19/201% 


Column 10 


CONFIDENTIALTUNIS 001204 SIPDIS SIPDIS NEA/MAG FOR LAWRENCE DRL/IL DEMARIA Ε.Ο. 12: 


Column 10 


CONFIDENTIALJERUSALEM 002033 SIPDIS SIPDIS NEA FOR FRONT OFFICE; NSC FOR ABRAMS/L 


UNCLAS SECTION 01 OF 02 MADRID 001261 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGC 


Column 10 


UNCLAS SECTION 01 OF 04 MADRID 001262 SIPDIS SENSITIVE SIPDIS FOR EUR/WE CLEMENTS AND Η/ 


Column 10 


UNCLAS SECTION 01 OF 02 ROME 001539 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12356: N/A TAGS: PGOV, ΕΟΟΝ 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 PRISTINA 000437 SIPDIS SIPDIS DEPT FOR DRL, INL, EUR/SCE 


Column 10 


UNCLAS SECTION 01 OF 03 ADDIS ABABA 001402 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR AF DAS 


Column 10 


CONFIDENTIALBEIRUT 001575 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/SINGH/WERNER Ε.Ο. 1: 


Column 10 


SECRET SECTION 01 OF 02 THE HAGUE 001141 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/19/2016 TAGS: P 


Column 10 


UNCLAS VIENNA 001482 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: ΚΡΕΜ, PGOV, PREL, SY, AU SU 


Column 10 
CONFIDENTIAL PORT OF SPAIN 000618 SIPDIS SIPDIS DEPT FOR WHA/CAR, INR/IAA (CARHART) 
UNCLAS SARAJEVO 001129 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/SCE (FOOKS/RIEHL), EUR/ACE (V 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 BEIRUT 001576 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/WER 


Column 10 


UNCLAS OSLO 000652 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: EAID, PREL, SOCI, SU, NO SUBJ 
UNCLAS VIENNA 001483 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR IO/P, DRL, EUR/PGI, EUR/ERAANI 
UNCLAS WARSAW 000931 SIPDIS DEPT FOR DKOSTELANCIK AND MSESSUMS DEPT FOR IO/T Ε.Ο. 129! 
CONFIDENTIAL JERUSALEM 002036 SIPDIS SIPDIS NEA FOR FRONT OFFICE AND IPA; NSC FOR A 


CONFIDENTIALSECTION 01 OF 02 BEIRUT 001577 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/WER 


Column 10 


UNCLAS SECTION 01 OF 02 BELGRADE 000813 SIPDIS SENSITIVE SIPDIS ΕΟ 12958:N/A TAGS: PREL, PC 
SECRET SECTION ΟἹ OF 02 TEL AVIV 001978 SIPDIS NEA FOR FRONT OFFICE; МЕАЛРА FOR WILLIAM: 


Column 10 


CONFIDENTIALABIDJAN 000526 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/18/2016 TAGS: PGOV, PREL, / 
UNCLAS SECTION 01 OF 02 BELGRADE 000814 SIPDIS SENSITIVE SIPDIS EO 12958:N/A TAGS: PREL, PC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MOSCOW 005377 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/17/2016 ` 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 MOSCOW 005378 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/19/2016 ` 


Column 10 


SECRET RABAT 000968 SIPDIS SIPDIS STATE FOR S/CT, L, NEA, DS; FBI FOR ITOS I/CONUS II/TEAM 3 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MOSUL 000050 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 5/19/2016 TAC 


UNCLAS BUENOS AIRES 001148 SIPDIS SIPDIS EB/CIP FOR RICHARD H. LAMB AND DOUGLAS C. МАУ U! 
CONFIDENTIAL SECTION 01 OF 05 CARACAS 001445 SIPDIS SIPDIS ENERGY FOR CDAY, DPUMPH 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 001979 SIPDIS Ε.Ο. 12958: DECL: 05/18/2016 TAGS: PG 


Column 10 


CONFIDENTIALTELAVIV 001980 SIPDIS Ε.Ο. 12958: DECL: 06/18/2016 TAGS: PREL, PHUM, PGOV, F 


Column 10 


UNCLAS SECTION 01 OF 02 CASABLANCA 000530 SIPDIS SENSITIVE SIPDIS LABOR FOR DOL/ILAB LILI 


Column 10 


CONFIDENTIAL PRISTINA 000439 SIPDIS SIPDIS DEPT FOR DRL, INL, EUR/SCE, AND EUR/SSA, NS 


UNCLAS SECTION 01 OF 02 DUBLIN 000562 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, AF, CVIS, PHUM, 


Column 10 


SECRET SECTION ΟἹ OF 03 TEL AVIV 001981 SIPDIS TREASURY FOR SZUBIN Ε.Ο. 12958: DECL: 05/1 


Column 10 


SECRET SECTION ΟἹ OF 03 TEL AVIV 001982 SIPDIS NEA FOR FRONT OFFICE; NEA/IPA FOR WILLIAM: 
CONFIDENTIALTELAVIV 001983 SIPDIS DEPT FOR NEA/IPA E.O. 12958: DECL: 05/18/2016 TAGS: PI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KUWAIT 001790 SIPDIS SIPDIS FOR NEA/ARP AND РМ Е.О. 12€ 


Column 10 


UNCLAS ΤΕΙ AVIV 001984 SIPDIS SENSITIVE DEPT PLEASE PASS ΤΟ USTR FOR ESAUNS Ε.Ο. 12958: Ν/ 


UNCLAS TEL AVIV 001986 SIPDIS SENSITIVE DEPT FOR ΝΕΑΊΡΑ Ε.Ο. 12958: М/А TAGS: PGOV, РНОМ, KF 


Column 10 


UNCLAS BRASILIA 000981 SIPDIS SIPDIS STATE PLEASE PASS ΤΟ ISN ALEX BURKHART AND CHRISTINE 


UNCLAS BRIDGETOWN 000873 SIPDIS SIPDIS TREASURY FOR IET/SHILPA S. KURKJIAN E.O. 12958: N/A 
CONFIDENTIALRABAT 000970 SIPDIS SIPDIS DEPT FOR NEA/MAG, ΙΟ, DRL; GENEVA FOR RMA E. 


Column 10 


UNCLAS GEORGETOWN 000471 SIPDIS SENSITIVE SIPDIS WHA/CAR WHA/OAS S/CRS SOUTHCOM FOF 


Column 10 


UNCLAS SAO PAULO 000556 SIPDIS SIPDIS STATE INR/R/MR; IIP/R/MR; WHA/PD DEPT PASS USTR USE 


UNCLAS RABAT 000971 SIPDIS SENSITIVE SIPDIS DEPT FOR NEA/MAG Ε.Ο. 12958: N/A TAGS: КРАО, М/ 


Column 10 


CONFIDENTIALBRIDGETOWN 000875 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD Ε.Ο. 12958: [ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 PORT AU PRINCE 000900 SIPDIS SIPDIS SOUTHCOM ALSO FOI 


Column 10 


UNCLAS PORT AU PRINCE 000901 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/CAR DRL S/CRS SOUTHC 
S E C R E T MANAGUA 001105 SIPDIS NOFORN SIPDIS DEPT FOR WHA/CEN Ε.Ο. 12958: БЕСІ: 05/12/20 


Column 10 


CONFIDENTIALBOGOTA 004469 SIPDIS SIPDIS PASS TO CIA, DEA, USAID Ε.Ο. 12958: DECL: 05/16 


Column 10 


CONFIDENTIALLAPAZ 001357 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/19/2016 TAGS: ΕΟΟΝ, PGOV, PI 
CONFIDENTIAL DUBLIN 000564 SIPDIS SIPDIS E.O. 12958: DECL: 04/12/2016 TAGS: PREL, SOCI, E/ 
UNCLAS SANTIAGO 001074 SIPDIS SIPDIS STATE FOR EB/CIP:RLAMB, AND DMAY PLEASE PASS COAST 
UNCLAS LIMA 001974 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PINR, PE SUBJECT: VIEWS 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 CARACAS 001448 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 


Column 10 


UNCLAS SANTIAGO 001075 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PTER, ΕΟΟΝ, ΑΡΕΟ, CI SUBJECT: CHIL 


CONFIDENTIALUSUN NEW YORK 001033 SIPDIS SIPDIS NOFORN Ε.Ο. 12958: DECL: 05/19/2016 ТА 


Column 10 


CONFIDENTIALBRIDGETOWN 000877 SIPDIS SIPDIS WHA/EPSC FOR FAITH CORNEILLE EB/ESC I 


Column 10 


UNCLAS SAN JOSE 001106 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/CEN JMACK; WHA/AND COLOMBI 


Column 10 


CONFIDENTIALUSUN NEW YORK 001035 SIPDIS SIPDIS EUR DAS ROSEMARY DICARLO, EUR/SCI 


Column 10 


UNCLAS SECTION 01 OF 03 MEXICO 002708 SIPDIS SENSITIVE SIPDIS PARIS FOR USOECD STATE PLE/ 


Column 10 


CONFIDENTIALMEXICO 002711 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/11/2016 TAGS: PGOV, PINR, ΡΙ 


Column 10 


SECRET SECTION ΟἹ OF 03 ABU DHABI 002080 SIPDIS NOFORN SIPDIS STATE FOR T - U/S RJOSEPH 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 JEDDAH 000368 SIPDIS SIPDIS RIYADH, PLEASE PASS ΤΟ DHA 


Column 10 


SECRET SECTION 01 OF 07 ABU DHABI 002081 SIPDIS NOFORN SIPDIS STATE FOR EB A/S WAYNE, E 


Column 10 


UNCLAS SECTION 01 OF 02 KABUL 002285 SIPDIS CORECTED COPY -TEXT THROUGHOUT DEPA 
CONFIDENTIALRIYADH 003852 SIPDIS SIPDIS DHAHRAN SENDS PARIS FOR ZEYA, LONDON FOR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DUBAI 002853 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: DECL: 5/20/ 


Column 10 


SECRET JEDDAH 000372 SIPDIS SIPDIS ΗΙΥΑΡΗ, PLEASE PASS ΤΟ DHAHRAN; DEPARTMENT FOR ΝΕ 


Column 10 


CONFIDENTIALRIYADH 003889 SIPDIS SIPDIS DHAHRAN SENDS PARIS FOR ΖΕΥΑ, LONDON FOR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LAGOS 000689 SIPDIS SIPDIS STATE FOR AF/W STATE FOR ΙΝΙ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LAGOS 000690 SIPDIS SIPDIS STATE FOR AF/W STATE FOR ΙΝΙ 


Column 10 


SECRET SECTION 01 OF 02 MOSUL 000051 SIPDIS SIPDIS Е.О. 12958: DECL: 5/20/2016 TAGS: PREL, | 


CONFIDENTIALHILLAH 000089 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 5/20/2016 TAGS: PGOV, PTER, KI: 


Column 10 


CONFIDENTIALHILLAH 000090 SIPDIS SIPDIS Е.О. 12958: DECL: 5/20/2016 TAGS: PGOV, КІСІ, KDI 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 BAGHDAD 001664 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/19/2016 


Column 10 


UNCLAS KUWAIT 001814 SIPDIS SIPDIS STATE FOR NEA/ARPI, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, Η/Μ 


CONFIDENTIALSECTION 01 OF 02 KABUL 002291 SIPDIS SIPDIS STATE FOR SCA/FO, SCA/A, S/CF 
UNCLAS SECTION 01 OF 02 JEDDAH 000374 SIPDIS SIPDIS RIYADH, PLEASE PASS TO DHAHRAN; DEPAI 


Column 10 


UNCLAS SECTION 01 OF 03 KABUL 002296 SIPDIS DEPARTMENT FOR SCA/FO, SCA/A, S/CR, EUR/RPM D 


Column 10 


UNCLAS SECTION 01 OF 03 KABUL 002298 SIPDIS DEPARTMENT FOR SCA/FO, SCA/A, EB TREASURY FC 
UNCLAS ABU DHABI 002095 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ETTC, KOMC, AE SUBJECT 
CONFIDENTIALAMMAN 003563 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/21/2015 TAGS: PREL, PGOV, IF 


Column 10 


CONFIDENTIALAMMAN 003564 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/21/2015 TAGS: PREL, PGOV, IF 


CONFIDENTIALAMMAN 003565 SIPDIS SIPDIS E.O. 12958: DECL: 05/21/2015 TAGS: PREL, PGOV, K 
CONFIDENTIALAMMAN 003566 SIPDIS SIPDIS Е.О. 12958: DECL: 05/21/2015 TAGS: PREL, PGOV, IF 


SECRET DHAKA 002886 SIPDIS SIPDIS STATE FOR CDR Τ.Κ. MITCHELL DOD FOR CHRIS CLEARY ОА: 
CONFIDENTIALBASRAH 000080 SIPDIS SIPDIS E.O. 12958: DECL: 5/21/2016 TAGS: PREL, IR, IZ SL 
UNCLAS KUWAIT 001818 SIPDIS SIPDIS FOR ΝΕΑ, МЕАЛ, AND МЕА/АНР Е.О. 12958: N/A TAGS: PREL, PC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BASRAH 000081 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 5/21/2016 TA 


Column 10 


UNCLAS SECTION 01 OF 03 KINSHASA 000796 SIPDIS SENSITIVE SIPDIS HOMELAND SECURITY PASS Τ 


Column 10 


CONFIDENTIALMANAMA 000884 SIPDIS SIPDIS FOR NEA/ARP, ISN/MTR Е.О. 12958: DECL: 05/21/2 
UNCLAS MANAMA 000885 SIPDIS SIPDIS E.O. 12958: N/A TAGS: EAID, PREL, SOCI, BA, SU, REGION, BILA 
CONFIDENTIALSECTION 01 OF 02 KHARTOUM 001188 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/21/2011 


Column 10 


CONFIDENTIALKUWAIT 001831 SIPDIS SIPDIS STATE FOR NEA/ARP, S/WCI, LONDON FOR TSOU, 
CONFIDENTIALKUWAIT 001832 SIPDIS SIPDIS STATE FOR NEA/ARP, LONDON FOR TSOU, PARIS | 
UNCLAS SECTION 01 OF 03 KUWAIT 001833 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ARP, LONDON F 


Column 10 


CONFIDENTIALSECTION 01 OF 04 CARACAS 001449 SIPDIS SIPDIS Е.О. 12958: DECL: 05/18/2021 ` 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 BAGHDAD 001677 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/21/2016 
UNCLAS SECTION 01 OF 08 BEIJING 009677 SIPDIS DEPARTMENT FOR ЕАР/СМ, DRL/IL DEPARTMENT Р/ 


Column 10 


UNCLAS SECTION 01 ΟΕ 03 GUANGZHOU 014936 SIPDIS SENSITIVE SIPDIS STATE FOR EB, R, EAP/CM, 


Column 10 


UNCLAS SECTION 01 OF 11 ΤΟΚΥΟ 002790 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 


Column 10 


UNCLAS TOKYO 002791 SIPDIS SIPDIS STATE FOR Ι/ΗΕ, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E. 


UNCLAS NAIROBI 002219 SIPDIS JESCALONA, AFR/EA Ε.Ο. 12958: N/A TAGS: OTRA AO KE SUBJECT: CC 


Column 10 


UNCLAS WELLINGTON 000390 SIPDIS SIPDIS SENSITIVE STATE FOR EAP/ANP - DAN НІССІ DEPT PASS 
UNCLAS KHARTOUM 001189 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, SU SUBJECT: KHARTOUM LEG 
UNCLAS SECTION 01 OF 02 KHARTOUM 001191 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PINS, ASEC, CACS 
UNCLAS KHARTOUM 001192 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, KWMN, SU SUBJECT: CIVIL SC 


Column 10 


UNCLAS KHARTOUM 001193 SIPDIS DEPT FOR D, PD, AF/SPG, AF/PD, AND EB/ESC DEPT PLS PASS BBG 


Column 10 


UNCLAS KINSHASA 000797 SIPDIS SIPDIS STATE FOR DRL/IL-MHARPOLE LABOR FOR DOL/ILAB-TFAULt 
CONFIDENTIALSECTION 01 OF 02 BEIRUT 001579 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/WER 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 KHARTOUM 001205 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, ОПІР, SU SL 


Column 10 


UNCLAS SECTION 01 OF 02 CALCUTTA 000221 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, S 


Column 10 


UNCLAS SECTION 01 ОҒ 03 ANKARA 002877 SIPDIS USDOE FOR CHARLES WASHINGTON USDOC FOR 4 


Column 10 


CONFIDENTIALKATHMANDU 001290 SIPDIS SIPDIS DEPT FOR SCA/INS Ε.Ο. 12958: DECL: 05/22/2 


Column 10 


UNCLAS JAKARTA 006433 SIPDIS SENSITIVE SIPDIS FOR ADMIRAL FALLON FROM AMBASSADOR PASC( 
UNCLAS SECTION 01 OF 02 BUCHAREST 000843 SIPDIS STATE FOR ЕОН/МСЕ - WSILKWORTH AND СА/С 
CONFIDENTIAL SECTION 01 OF 05 ATHENS 001304 SIPDIS SIPDIS FOR EUR, EUR/SE, DRL E.O. 12 


Column 10 


UNCLAS SECTION 01 OF 02 DUSHANBE 000928 SIPDIS SENSITIVE SIPDIS 5СА/СЕМ; ECA Ε.Ο. 12958: N/ 


Column 10 


CONFIDENTIALMINSK 000530 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2016 TAGS: PGOV, PREL, BC 
CONFIDENTIALMINSK 000531 SIPDIS SIPDIS E.O. 12958: DECL: 05/22/2016 TAGS: PGOV, PREL, EN 


Column 10 


CONFIDENTIALSEOUL 001710 SIPDIS SIPDIS Е.О. 12958: DECL: 04/21/2014 TAGS: MTCRE, РАНМ, 
CONFIDENTIALAMMAN 003602 SIPDIS SIPDIS E.O. 12958: DECL: 05/22/2016 TAGS: PREL, IZ, JO SL 


SECRET SECTION 01 OF 02 BAGHDAD 001683 SIPDIS SIPDIS Е.О. 12958: DECL: 05/18/2026 TAGS: PGI 


Column 10 


UNCLAS SECTION 01 OF 10 ΤΟΚΥΟ 002803 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BAGHDAD 001684 SIPDIS SIPDIS ΑΜΜΑΝ FOR REFCOORD ΚΑΝ 
UNCLAS COLOMBO 000836 SIPDIS STATE FOR IO/T AND HHS SENSITIVE, SIPDIS Ε.Ο. 12958: N/A TAGS: 


UNCLAS CAIRO 003027 SIPDIS SENSITIVE SIPDIS FOR D, G, G/TIP, ΝΕΑ Ε.Ο. 12958: N/A TAGS: PHUM, РІ 


UNCLAS AIT TAIPEI 001743 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


UNCLAS CAIRO 003029 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, PGOV, EG, IZ SUBJECT: IRAQ: EGYF 


Column 10 


CONFIDENTIALSEOUL 001713 SIPDIS SIPDIS Е.О. 12958: DECL: 12/10/2014 TAGS: PGOV, PREL, КЕ 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 001232 SIPDIS SENSITIVE SIPDIS STATE FOR ΕΑΡ/ΜΙ 5 AND DRL/IRF 


Column 10 


UNCLAS NDJAMENA 000734 SIPDIS SENSITIVE SIPDIS DEPT FOR AF, EB, ENERGY FOR CAROLYN САУ, 
CONFIDENTIALSECTION 01 OF 04 KUALALUMPUR 000930 SIPDIS SIPDIS STATE PASS USTR FOR 


Column 10 


UNCLAS MAPUTO 000585 SIPDIS SIPDIS AF/S FOR HTREGER EB/IFD/OIA FOR PBROWN L/LEI FOR JCOC 


Column 10 


CONFIDENTIALSECTION 01 OF 07 JAKARTA 006493 SIPDIS SIPDIS FOR SECRETARY RUMSFELD I 


Column 10 


CONFIDENTIALSECTION 01 OF 02 SANAA 001359 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/16/2026 TAC 


Column 10 


CONFIDENTIALBAGHDAD 001685 SIPDIS SIPDIS Ε.Ο. 12958: DECL: RELEASE ΟΕ UK-IRAQ STATEN 
CONFIDENTIALSECTION 01 OF 03 LOME 000529 SIPDIS SIPDIS PARIS FOR DVELIA Ε.Ο. 12958: DE 
CONFIDENTIALSECTION 01 OF 02 RIYADH 003974 SIPDIS SIPDIS DHAHRAN SENDS PARIS FOR ZI 


Column 10 


UNCLAS RANGOON 000678 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: BM, CVIS SUBJECT: RESPONSE ΤΟ TH 


UNCLAS DUBAI 003054 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, SOCI, KDEM, MU, A 


Column 10 


CONFIDENTIALNICOSIA 000762 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2021 TAGS: PGOV, PREL, C 


Column 10 


UNCLAS BRATISLAVA 000397 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, ΝΑΤΟ, EU, IZ, LO SUBJECT: SLI 


SECRET SECTION 01 OF 02 TASHKENT 000992 SIPDIS SIPDIS DEPT FOR SCA/CEN E.O. 12958: DECL 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 LILONGWE 000433 SIPDIS SENSITIVE SIPDIS STATE FOR AF/S GABRIELLE Ν 


Column 10 


CONFIDENTIALSECTION 01 OF 04 RANGOON 000679 SIPDIS SIPDIS STATE FOR EAP/MLS; PACON 


Column 10 


CONFIDENTIALBEIING 009758 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2016 TAGS: PREL, EAID, IZ 
UNCLAS SECTION 01 OF 02 ABU DHABI 002119 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/M 


Column 10 


CONFIDENTIALKINSHASA 000800 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2016 TAGS: PGOV, KDEN 


UNCLAS OSLO 000657 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, IQ, NOK, KDEM, KPAO SUBJEC 


Column 10 


CONFIDENTIALOSLO 000658 SIPDIS SIPDIS Е.О. 12958: DECL: 05/22/2016 TAGS: PARM, PREL, ET] 
UNCLAS ΤΗΕ HAGUE 001147 SIPDIS SIPDIS Е.О. 12958: М/А TAGS: SENV, PREL, NL SUBJECT: DUTCH RE 
CONFIDENTIALABU DHABI 002121 SIPDIS FOR NEA/ARP, NEA/IPA; JERUSALEM FOR CG WALLES 


UNCLAS MAPUTO 000586 SIPDIS SIPDIS AF/S FOR HTREGER AND JMALONEY MCC FOR SGAULL USAID 


Column 10 


UNCLAS SECTION 01 ΟΕ 03 MINSK 000532 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, PHUM, ECON, BC 


Column 10 


UNCLAS MINSK 000534 SIPDIS SIPDIS OSD FOR ISP ΙΑΝ JEFFERSON DEPT PASS TO NSC FOR DAVID S 
CONFIDENTIALSECTION 01 OF 02 PARIS 003426 SIPDIS SIPDIS E.O. 12958: DECL: 01/01/2016 TAC 


Column 10 


UNCLAS SECTION 01 OF 05 THE HAGUE 001148 SIPDIS SENSITIVE SIPDIS STATE FOR G/TIP, G, PRM, IV 


Column 10 


UNCLAS DUBLIN 000565 SIPDIS SIPDIS Е.О. 12958: М/А TAGS: ЕЛІН, PREL, ΕΙ SUBJECT: EUROPEAN СОР 


Column 10 


CONFIDENTIAL DUBLIN 000566 SIPDIS SIPDIS NEA/ELA Е.О. 12958: DECL: 05/22/2016 TAGS: PGO\ 
CONFIDENTIALTUNIS 001220 SIPDIS SIPDIS STATE FOR NEA/FO (GRAY), NEA/MAG (GERMAINE,L. 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 KHARTOUM 001207 SIPDIS SIPDIS STATE FOR D AND AF A/D ΕΙ 


UNCLAS YEREVAN 000696 SIPDIS SENSITIVE DEPT FOR EUR/CARC AND DRL E.O. 12958: N/A TAGS: PG 
UNCLAS ABU DHABI 002123 SIPDIS SENSITIVE FOR S/CT, NEA/ARP Ε.Ο. 12958: N/A TAGS: PTER, CJAN, 
CONFIDENTIALRIYADH 003977 SIPDIS SIPDIS DHAHRAN SENDS PARIS FOR ZEYA, LONDON FOR 


Column 10 


CONFIDENTIALSECTION 01 OF 04 COLOMBO 000843 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/21/2016 


Column 10 


CONFIDENTIALRIYADH 003978 SIPDIS SIPDIS DHAHRAN SENDS PARIS FOR ΖΕΥΑ, LONDON FOR 


Column 10 


CONFIDENTIALKABUL 002319 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/21/2016 TAGS: PREL, MARR, Μί 
CONFIDENTIALKATHMANDU 001293 SIPDIS SIPDIS DEPT FOR SCA/INS E.O. 12958: DECL: 05/22/2 


Column 10 


SECRET ISLAMABAD 009356 SIPDIS SIPDIS Е.О. 12958: DECL: 05/22/2016 TAGS: PGOV, PK, PREL, AF : 
UNCLAS SECTION 01 OF 03 JAKARTA 006495 SIPDIS SIPDIS SENSITIVE DEPT FOR ЕАРЛЕТ, A/MED AND 


Column 10 


UNCLAS OSLO 000660 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: ΤΒΙΟ, KSCA, WHO, NO SUBJECT: POINTS DI 
UNCLAS BUENOS AIRES 001154 SIPDIS SIPDIS PASS FED BOARD OF GOVERNORS FOR PATRICE ROBI 


Column 10 


CONFIDENTIALKATHMANDU 001294 SIPDIS SIPDIS DEPT FOR SCA/INS Ε.Ο. 12958: DECL: 05/22/2 


CONFIDENTIALNEW DELHI 003546 SIPDIS SIPDIS E.O. 12958: DECL: 05/22/2016 TAGS: PREL, PGO 


Column 10 


SECRET SECTION 01 OF 02 ABU DHABI 002126 SIPDIS NOFORN NSC FOR DAVID STEPHENS, JOHN F 


Column 10 


SECRET SECTION 01 OF 07 PRAGUE 000544 SIPDIS SIPDIS EUR/NCE FOR FICHTE, PM/RSAT FOR DC 


Column 10 


ΟΟΝΕΙΡΕΝΤΙΑΙ JERUSALEM 002058 SIPDIS SIPDIS NEA FOR FRONT OFFICE; NSC FOR ABRAMS/L 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 003548 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2011 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 ISLAMABAD 009358 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: IN, PK, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 JEDDAH 000378 SIPDIS SIPDIS RIYADH, PLEASE PASS ΤΟ DHA 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 003549 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2011 


Column 10 


UNCLAS PARIS 003429 SIPDIS FROM US MISSION UNESCO PARIS Ε.Ο. 12958: N/A TAGS: SCUL, LE, UNE 
UNCLAS VIENNA 001491 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: KDEM, KPAO, PREL, PGOV, IZ, 
UNCLAS GUATEMALA 001000 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PHUM, ELAB, EAC 


Column 10 


UNCLAS SECTION 01 OF 04 ASHGABAT 000545 SIPDIS SENSITIVE SIPDIS STATE FOR 5СА/СЕМ (PERRY 


Column 10 


UNCLAS SECTION 01 OF 02 MAPUTO 000591 SIPDIS SENSITIVE SIPDIS AF/S FOR HTREGER NSC FOR C 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KABUL 002323 SIPDIS SIPDIS DEPT FOR SA/FO, 5/01, ЗАЛА, G | 


Column 10 


CONFIDENTIAL SECTION 01 OF 05 JEDDAH 000379 SIPDIS SIPDIS RIYADH, PLEASE PASS ΤΟ DHA 


Column 10 


UNCLAS JERUSALEM 002060 SIPDIS SENSITIVE SIPDIS NEA FOR FRONT OFFICE, NSC FOR ABRAMS/DC 


Column 10 


CONFIDENTIALMOSCOW 005427 SIPDIS SIPDIS Е.О. 12958: DECL: 05/22/2016 TAGS: PGOV, РНОМ 


UNCLAS ATHENS 001317 SIPDIS SENSITIVE SIPDIS FOR EUR/SE, ІМІ/С, INL/AAE Е.О. 12958: N/A TAGS: ' 


Column 10 


UNCLAS SECTION 01 OF 10 ΤΕΙ AVIV 001995 SIPDIS STATE FOR ΝΕΑ, МЕАЛРА, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALMINSK 000537 SIPDIS SIPDIS KIEV FOR USAID Ε.Ο. 12958: DECL: 05/22/2016 TAGS 


Column 10 


S E C R E T MANAMA 000891 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/13/2016 TAGS: PGOV, PREL, КОЕМ, КМ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 001844 SIPDIS SIPDIS STATE FOR NEA/ARP, LONDON 
CONFIDENTIALOSLO 000661 SIPDIS SIPDIS E.O. 12958: DECL: 05/18/2016 TAGS: AORC, PREL, ENI 


Column 10 


UNCLAS SECTION 01 ΟΕ 04 ANKARA 002897 SIPDIS SIPDIS DEPARTMENT FOR ΙΝΗ/Η/ΜΗ, EUR/SE, EUR/ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 JEDDAH 000380 SIPDIS SIPDIS RIYADH, PLEASE PASS ΤΟ DHA 


Column 10 


UNCLAS SECTION 01 ОҒ 02 ANKARA 002899 SIPDIS USDOE FOR CHARLES WASHINGTON USDOC FOR 4 


CONFIDENTIALSECTION 01 OF 02 CAIRO 003038 SIPDIS NSC STAFF FOR SINGH Е.О. 12958: DEC! 


Column 10 


UNCLAS MINSK 000538 SIPDIS SENSITIVE SIPDIS MOSCOW FOR FAS Ε.Ο. 12958: N/A TAGS: EAGR, PG 


Column 10 


UNCLAS ROME 001552 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, KDEM, KPAO, IZ, IT SUBJI 


CONFIDENTIALSECTION 01 OF 02 CAIRO 003039 SIPDIS NSC STAFF FOR SINGH Е.О. 12958: DEC! 


Column 10 


UNCLAS ABU DHABI 002127 SIPDIS SENSITIVE FOR МЕА/АНР, NEA/PPD; INFO NEA/FO, R Е.О. 12958: N/, 


Column 10 


UNCLAS WARSAW 000943 SIPDIS DEPT FOR EUR/NCE DKOSTELANCIK AND MSESSUMS, DEPT FOR С, ( 
CONFIDENTIALSECTION 01 OF 02 ATHENS 001319 SIPDIS E.O. 12958: DECL: 05/16/2016 TAGS: ENI 


Column 10 


UNCLAS WARSAW 000944 SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PGOV, КОЕМ, IZ, PL, Iraqi Freedom Coalitic 


UNCLAS KIGALI 000489 SIPDIS DEPT FOR AF/C AND AF/EPS DEPT FOR USAID FOR AFR/EA, PPC, AND ΑΓ 
CONFIDENTIALJERUSALEM 002066 SIPDIS SIPDIS NEA FOR FRONT OFFICE; NSC FOR ABRAMS/L 


Column 10 


CONFIDENTIALDILI 000245 SIPDIS SIPDIS DEPT FOR EAP/MTS; USPACOM FOR JOC AND POLAD; 


Column 10 


UNCLAS SECTION 01 OF 02 DILI 000246 SIPDIS SIPDIS DEPT FOR EAP/MTS; USPACOM FOR JOC AND Pt 
CONFIDENTIALSECTION ΟΙ OF 03 BAGHDAD 001689 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2016 


Column 10 


CONFIDENTIALTELAVIV 002001 SIPDIS Ε.Ο. 12958: DECL: 05/22/2016 TAGS: PREL, PGOV, KWBG, |. 


Column 10 


UNCLAS STATE 082111 SIPDIS SIPDIS PACOM FOR FPA HUSO EMBASSY SEOUL FOR POLMIL FCS AND D 
UNCLAS JERUSALEM 002068 SIPDIS SENSITIVE SIPDIS МЕАЛРА FOR WILLIAMS/GREENE/WAECHTER; N 
CONFIDENTIALKINSHASA 000805 SIPDIS SENSITIVE SIPDIS FOR CA/ACS/OCS Ε.Ο. 12958: DECL 
UNCLAS SECTION 01 OF 02 BUCHAREST 000847 SIPDIS STATE FOR EUR/NCE - WSILKWORTH AND СА/С 
CONFIDENTIALHARARE 000610 SIPDIS SIPDIS AF/S FOR B. NEULING SENIOR AFRICA DIRECTOR 


Column 10 


UNCLAS SECTION 01 OF 02 KINSHASA 000806 SIPDIS SIPDIS DEPT FOR DRL/IL-LHOLT AND AF/RSA-MH/ 
CONFIDENTIALSECTION 01 OF 02 MOSUL 000052 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 5/22/2016 TAC 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 003447 SIPDIS SIPDIS PASS FEDERAL RESERVE PASS CEA STATE FC 


Column 10 


UNCLAS KUWAIT 001846 SIPDIS SIPDIS FOR NEA/ARP, OES Ε.Ο. 12958: N/A TAGS: SENV, PGOV, KU SUE 
CONFIDENTIAL PARIS 003448 SIPDIS SIPDIS Е.О. 12958: DECL: 5/17/2016 TAGS: PREL, PTER, IZ, F 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BAGHDAD 001690 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2016 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 003450 SIPDIS FROM USMISSION UNESCO STATE FOR IO/UNESCO K 


Column 10 


UNCLAS BUENOS AIRES 001156 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, WHA 


Column 10 


CONFIDENTIALBERLIN 001389 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/19/2016 TAGS: PGOV, PTER, K 
UNCLAS LIMA 001986 SIPDIS SIPDIS PLEASE INFORM SONJA MADERA HHS/NIH/FIC Е.О. 12958: М/А TAC 


Column 10 


UNCLAS SECTION 01 OF 03 BOGOTA 004503 SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, ΕΑΙΡ, CO SUBJECT: EC 
UNCLAS BRASILIA 000993 SIPDIS DEPT FOR ЕВЛРЕ SWILSON, AMADAMO AND WHA/BSC DEPT PLEASE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 SARAJEVO 001148 SIPDIS SIPDIS STATE FOR EUR (DICARLO), 


Column 10 


CONFIDENTIALSARAJEVO 001149 SIPDIS SIPDIS STATE FOR EUR (DICARLO), EUR/SCE (ENGLISF 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 001852 SIPDIS SENSITIVE, SIPDIS DEPT FOR NEA/ARP, LONDON Ft 


Column 10 


CONFIDENTIALALGIERS 000916 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/20/2016 TAGS: PGOV, KDEM, 


Column 10 


SECRET SECTION 01 OF 04 CARACAS 001461 SIPDIS SECRET NOFORN SIPDIS SIPDIS HQSOUTHCC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HAVANA 010738 SIPDIS SIPDIS STATE DEPT FOR WHA/CCA E.( 


Column 10 
UNCLAS SECTION 01 ΟΕ 03 SAO PAULO 000573 SIPDIS DEPARTMENT FOR DS/IP/WHA, DS/ICI/PII, 05/05 


Column 10 


UNCLAS KINGSTON 001006 SIPDIS SIPDIS DEPARTMENT FOR WHA/CAR (ΒΕΝΤ) Ε.Ο. 12958: N/A TAGS: 
CONFIDENTIALKINGSTON 001007 SIPDIS SIPDIS STATE FOR 5/СТ AND FOR WHA/CAR (BENT, ҒО 


Column 10 


SECRET PARAMARIBO 000300 SIPDIS SIPDIS DEPT FOR WHA/CAR LLUFTIG, INL/LP NBOZZOLO, KBR 
CONFIDENTIALBAGHDAD 001691 SIPDIS SIPDIS E.O. 12958: DECL: 05/22/2016 TAGS: PGOV, KDEN 


Column 10 


UNCLAS LIMA 001995 SIPDIS STATE FOR WHA/AND, WHA/EPSC AND EB/IFD/OMA STATE PASS USTR (BH 
CONFIDENTIALBAGHDAD 001692 SIPDIS SIPDIS E.O. 12958: DECL: 05/21/2016 TAGS: PGOV, KDEN 
UNCLAS MANAGUA 001114 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/CEN AND PRM FOR ROBERT СЕР 


CONFIDENTIAL SECTION 01 OF 05 CARACAS 001468 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CARACAS 001469 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 


Column 10 


CONFIDENTIALQUITO 001249 SIPDIS SIPDIS PLEASE PASS ΤΟ USOAS Ε.Ο. 12958: DECL: 05/17/21 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 001744 SIPDIS SIPDIS STATE PASS USTR STATE FOR ΕΙ 


Column 10 


UNCLAS HANOI 001235 SIPDIS SENSITIVE SIPDIS Е.О. 12958: М/А TAGS: КРАО, IZ, PREL, KDEM, VM SUB 


UNCLAS SECTION 01 OF 09 JAKARTA 006497 SIPDIS SENSITIVE SIPDIS AIDAC DEPARTMENT PASS 05 


Column 10 


UNCLAS SECTION 01 ΟΕ 11 ΤΟΚΥΟ 002816 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, ΕΑΡ/Ρ, EAP/PD, PA; 


Column 10 


SECRET SECTION ΟἹ OF 02 JEDDAH 000381 SIPDIS SIPDIS RIYADH, PLEASE PASS ТО DHAHRAN; PAI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 SUVA 000218 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAGS 


Column 10 


UNCLAS BANGKOK 003079 SIPDIS SIPDIS USTR FOR BWEISEL AND JJENSEN COMMERCE FOR JBENDE 
CONFIDENTIALSECTION 01 OF 03 MANILA 002154 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TA 


Column 10 


UNCLAS BANGKOK 003084 SIPDIS SIPDIS STATE FOR EAP/BCLTV, L/EAP, L/PM, PM/ISO, INR AND DRL PA 


Column 10 

UNCLAS BANGKOK 003085 SIPDIS SIPDIS STATE FOR ΕΑΡ/ΒΟΙ ΤΝ, L/EAP, ШРМ, PM/ISO, INR AND DRL PA 
UNCLAS BANGKOK 003086 SIPDIS SIPDIS STATE FOR EAP/BCLTV, L/EAP, L/PM, PM/ISO, INR AND DRL PA 
UNCLAS BANGKOK 003087 SIPDIS STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL E.O. 12958: N/A 1 
UNCLAS BANGKOK 003088 SIPDIS STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL E.O. 12958: N/A 1 
UNCLAS BANGKOK 003089 SIPDIS STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL E.O. 12958: N/A 1 
UNCLAS BANGKOK 003090 SIPDIS SIPDIS STATE FOR EAP/BCLTV, L/EAP, L/PM, PM/ISO, INR AND DRL PA 
UNCLAS TOKYO 002822 SIPDIS SIPDIS STATE FOR Ι/ΒΕ, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, Е, 


CONFIDENTIALSECTION 01 OF 02 ANKARA 002901 SIPDIS SIPDIS Ε.Ο. 12958: БЕСІ: 05/21/2021 ТА 


Column 10 


UNCLAS ANKARA 002902 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: ETRD, PREL, 17, TU SUBJECT: 


Column 10 


CONFIDENTIALANKARA 002903 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: DECL: 05/21/2026 TAGS: PTEF 
CONFIDENTIALANKARA 002904 SIPDIS SIPDIS E.O. 12958: DECL: 05/10/2026 TAGS: KTIA, MOPS, E 


Column 10 


UNCLAS BANGKOK 003100 SIPDIS /////C O R RE C T E D COPY//// ADDING PERSONNEL UNDER CENTRA 
UNCLAS SECTION 01 OF 02 АПАМА 000114 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PINS, PGOV, PHL 


Column 10 


UNCLAS SECTION 01 ΟΕ 04 NDJAMENA 000737 SIPDIS SENSITIVE SIPDIS LONDON AND PARIS FOR ΑΓΗ 


Column 10 


UNCLAS DAMASCUS 002376 SIPDIS SIPDIS DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/S:STHIBEA 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 ΡΗΝΟΜ ΡΕΝΗ 000977 SIPDIS SIPDIS FOR G/TIP, ΕΑΡ/ΜΙ 5 and EAP/RSP E.C 


Column 10 


CONFIDENTIAL SECTION 01 OF 05 HONG KONG 002119 SIPDIS SIPDIS DEPARTMENT FOR ΕΑΡ, Ε/ 


Column 10 


CONFIDENTIAL SECTION 03 OF 05 HONG KONG 00219 SIPDIS SIPDIS DEPARTMENT FOR ЕАР, ЕА! 


Column 10 


CONFIDENTIALSEOUL 001725 SIPDIS SIPDIS ISN/CPI FOR KROFT, OSD/ISP FOR JEFFERSON, NS! 
UNCLAS SECTION 01 OF 02 VILNIUS 000470 SIPDIS SIPDIS SENSITIVE E.O. 12958:N/A TAGS: PREL, PGO 
CONFIDENTIALSECTION 01 OF 02 PESHAWAR 000255 SIPDIS SIPDIS E.O. 12958: DECL: 5/23/201€ 


Column 10 


UNCLAS SEOUL 001728 SIPDIS SIPDIS PACOM FOR FPA HUSO Ε.Ο. 12958: N/A TAGS: PARM, PREL, ΚΟΕ 
CONFIDENTIALKHARTOUM 001209 SIPDIS SIPDIS E.O. 12958: DECL: 05/23/2016 TAGS: PGOV, PRE 
CONFIDENTIALROME 001555 SIPDIS DEPT FOR PWPPA: RACHEL FEATHERSTONE Е.О. 12958: DI 
CONFIDENTIALNICOSIA 000766 SIPDIS SIPDIS E.O. 12958: DECL: 05/23/2016 TAGS: PROG SUBJEC 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 KHARTOUM 001210 SIPDIS SIPDIS STATE FOR D AND AF A/S ΕΙ 


Column 10 
SECRET SECTION 01 OF 03 ABU DHABI 002129 SIPDIS SIPDIS DOD FOR OSD Ε.Ο. 12958: DECL: 05/2: 


Column 10 


UNCLAS SECTION 01 OF 04 ΜΑΝΙΙ Α 002160 SIPDIS SIPDIS STATE FOR ΕΑΡ/ΕΡ, ΕΒ/ΤΡΡΙΡΕ, EB/IFD, ΕΒΠ 


Column 10 


UNCLAS MANILA 002162 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PARM, ETRD, ΑΞΕΟ, ΡΗΙ 
UNCLAS SEOUL 001732 SIPDIS SIPDIS Е.О. 12958: М/А TAGS: PGOV, KS SUBJECT: DAEJEON: RULING PA 


Column 10 


UNCLAS SECTION 01 OF 10 ΤΟΚΥΟ 002836 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, ΕΑΡ/Ρ, EAP/PD, PA 


Column 10 


UNCLAS SECTION 01 OF 03 KUWAIT 001856 SIPDIS SENSITIVE SIPDIS LONDON FOR TSOU DEPARTME? 


Column 10 


UNCLAS SECTION 01 OF 04 GUANGZHOU 015230 SIPDIS USDOC FOR 4420/ITA/MAC/MCQUEEN, DAS [ΕἸ 


Column 10 


UNCLAS ΑΙΤΤΑΙΡΕΙ 001754 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, ΕΑΡ/ΡΑ, EAP/PD - ERIC BARBC 


Column 10 

UNCLAS ZAGREB 000634 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, KDEM, HR, IZ, REGION. 
UNCLAS SANAA 001373 SIPDIS SIPDIS DEPARTMENT FOR NEA/ARP, PM, DRL, H, INR, L, INL Ε.Ο. 12958: 
SECRET SECTION 01 OF 08 MANAMA 000898 SIPDIS SIPDIS STATE FOR PM, NEA OSD FOR PDUSD H 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MANAMA 000899 SIPDIS SIPDIS STATE FOR ΡΜ, NEA OSD FOR 


Column 10 


UNCLAS BAKU 000754 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: ΤΒΙΟ, KFLU, KPAO, SENV, AJ SUBJECT: DELI 
UNCLAS HO CHI MINH CITY 000538 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PHUM, PREL, KIRF, 


Column 10 


CONFIDENTIALSEOUL 001736 SIPDIS SIPDIS STATE FOR WHA/FO Е.О. 12958: DECL: 08/18/2015 1 
CONFIDENTIALSEOUL 001737 SIPDIS SIPDIS ROME FOR FODAG MOSCOW PASS VLADIVOSTOK : 


Column 10 


UNCLAS SECTION 01 OF 05 HANOI 001240 SIPDIS STATE FOR E, EAP/MLS AND EB STATE PASS USTR D/ 


Column 10 


UNCLAS SECTION 01 OF 02 BEIJING 009934 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, CH, JP, КМ, GE ‹ 


Column 10 


UNCLAS SECTION 01 OF 02 JEDDAH 000382 SIPDIS SIPDIS ΗΙΥΑΡΗ, PLEASE PASS ΤΟ DHAHRAN; PARIS 
UNCLAS DAMASCUS 002379 SIPDIS SIPDIS DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/S:STHIBEA 


Column 10 


ΟΟΝΕΙΡΕΝΤΙΑΙ ΤΟΚΥΟ 002844 SIPDIS SIPDIS Е.О. 12958: DECL: 05/23/2031 TAGS: PHUM, AS, NZ, . 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 WARSAW 000953 SIPDIS Ε.Ο. 12958: DECL: 05/22/2016 TAGS: ΡΙ 


Column 10 


UNCLAS KATHMANDU 001298 SIPDIS SENSITIVE SIPDIS DEPT FOR SCA/INS MANILA FOR P SPELTZ E. 
CONFIDENTIAL ОНАКА 003001 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/21/2016 TAGS: PGOV, PREL, PF 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 TAIPEI 001755 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAG 


Column 10 


UNCLAS KUWAIT 001862 SIPDIS SIPDIS FOR ΝΕΑ, МЕАЛ, AND МЕА/АНР Е.О. 12958: N/A TAGS: PREL, PC 


CONFIDENTIAL PARIS 003453 SIPDIS SIPDIS E.O. 12958: DECL: 05/22/2016 TAGS: PBTS, PREL, RU, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ALMATY 001835 SIPDIS SIPDIS DEPT FOR EB/ESC; SCA/PO (ΜΑ 


Column 10 


UNCLAS SECTION 01 OF 02 ABIDJAN 000532 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, PREL, ASEC, K 


Column 10 


UNCLAS SECTION 01 OF 02 VIENNA 001501 SIPDIS SENSITIVE SIPDIS STATE FOR EUR/SCE Ε.Ο. 12958: 


Column 10 


UNCLAS DUSHANBE 000944 SIPDIS SIPDIS STATE FOR SCA/CEN Ε.Ο. 12958: N/A TAGS: PGOV, PREL, Et 
UNCLAS SECTION 01 OF 02 KABUL 002342 SIPDIS SENSITIVE SIPDIS STATE FOR SCA/FO, SCA/A, 5/01, | 


Column 10 
UNCLAS RABAT 000985 SIPDIS SIPDIS STATE FOR NEA/PIAND NEA/MAG Ε.Ο. 12958: N/A TAGS: AMGT, E 


UNCLAS BRATISLAVA 000401 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, PINR, LO SU 


Column 10 


UNCLAS DUSHANBE 000945 SIPDIS SIPDIS STATE FOR SCA/CEN Ε.Ο. 12958: N/A TAGS: PGOV, PREL, ΚΙ 
CONFIDENTIALABU DHABI 002133 SIPDIS SIPDIS E.O. 12958: DECL: 05/22/2011 TAGS: PTER, ASE( 


Column 10 


UNCLAS KHARTOUM 001215 SIPDIS SIPDIS STATE FOR AF/SPG and DRL Е.О. 12958: N/A TAGS: PGOV P 
CONFIDENTIALSECTION 01 OF 08 DHAKA 003002 SIPDIS SIPDIS STATE FOR SCA, INR E.O. 12958 


UNCLAS SECTION 01 OF 02 THE HAGUE 001162 SIPDIS SIPDIS FAMS FOR SHELDON SEMASHKO E.O. 1 
UNCLAS SECTION 01 OF 02 THE HAGUE 001163 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, EAID, MARF 
CONFIDENTIALZAGREB 000637 SIPDIS SIPDIS DEPARTMENT FOR EUR/SCE, EUR/RPM E.O. 1295 
CONFIDENTIALSECTION 01 OF 02 NOUAKCHOTT 000621 SIPDIS SIPDIS Е.О. 12958: DECL: 05/22/2 
UNCLAS SECTION 01 OF 02 PHNOM PENH 000982 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS; GENI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ΡΗΝΟΜ ΡΕΝΗ 000983 SIPDIS SENSITIVE SIPDIS STATE FOR Ε/ 


Column 10 


CONFIDENTIALSECTION 01 OF 04 УАТІСАМ 000083 SIPDIS SIPDIS DEPT FOR EUR/WE LARREA, E 


Column 10 


CONFIDENTIALSECTION 01 OF 03 LAGOS 000701 SIPDIS SIPDIS STATE PASS DOE FOR DAS JBR( 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 003455 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ISTANBUL 000832 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2015 ° 


Column 10 


UNCLAS TUNIS 001230 SIPDIS SENSITIVE SIPDIS FOR D (MILLS) NEA (GRAY) NEA/MAG (LAWRENCE) МІ 


Column 10 


CONFIDENTIALRABAT 000986 SIPDIS SIPDIS DEPT FOR NEA/MAG, NEA/PI Е.О. 12958: DECL: 05/2 


Column 10 


CONFIDENTIALKATHMANDU 001299 SIPDIS SIPDIS DEPT FOR SCA/INS Ε.Ο. 12958: DECL: 05/23/2 


Column 10 


UNCLAS MINSK 000543 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, PHUM, PREL, BO SUBJE: 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 ISLAMABAD 009473 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 BISHKEK 000766 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2016 Τ. 


Column 10 


UNCLAS SECTION 01 OF 02 DJIBOUTI 000614 SIPDIS SIPDIS LONDON, PARIS FOR AFRICA WATCHER Al 
CONFIDENTIALNEW DELHI 003580 SIPDIS SIPDIS E.O. 12958: DECL: 05/19/2016 TAGS: PGOV, PRE 


CONFIDENTIALOSLO 000665 SIPDIS SIPDIS E.O. 12958: DECL: 05/22/2016 TAGS: MARR, MOPS, PF 
UNCLAS SECTION 01 OF 02 MOSCOW 005454 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, ΡΙ 


Column 10 


CONFIDENTIALDAMASCUS 002391 SIPDIS SIPDIS PARIS FOR ZEYA, LONDON FOR TSOU Ε.Ο. 12: 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 003464 SIPDIS SIPDIS PASS FEDERAL RESERVE PASS CEA STATE FC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DAMASCUS 002392 SIPDIS SIPDIS PARIS FOR ZEYA, LONDON | 


Column 10 


CONFIDENTIALTASHKENT 000997 SIPDIS SIPDIS DEPT FOR SCA/CEN Е.О. 12958: DECL: 05/22/20 
UNCLAS SECTION 01 OF 03 NEW DELHI 003582 SIPDIS SENSITIVE SIPDIS DEPT FOR SCA/INS, EB/CIP А! 
UNCLAS NICOSIA 000768 SIPDIS SIPDIS E.O. 12958: N/A TAGS: EAID, PREL, SOCI, SU SUBJECT: DEMARC 
CONFIDENTIALNICOSIA 000769 SIPDIS SIPDIS E.O. 12958: DECL: 05/22/2016 TAGS: KDEM, KPAO, I 


UNCLAS ISLAMABAD 009486 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PK, PREL, IZ, KDEM SUBJECT: GOP PI 


Column 10 


UNCLAS MUSCAT 000809 SIPDIS SIPDIS STATE FOR NEA/ARPI, МЕАЛ Ε.Ο. 12958: N/A TAGS: PREL, PGO 


UNCLAS VILNIUS 000473 SIPDIS SIPDIS E.O. 12958:N/A TAGS: PGOV, ENRG, EFIN, KCRM, PHUM, LH, RS, 
UNCLAS SECTION 01 OF 03 JEDDAH 000384 SIPDIS SIPDIS RIYADH, PLEASE PASS TO DHAHRAN; DEPAI 


Column 10 
CONFIDENTIALTASHKENT 000999 SIPDIS SIPDIS DEPT FOR 5СА/СЕМ Е.О. 12958: DECL: 05/22/20 


UNCLAS SECTION 01 OF 02 USUN NEW YORK 001039 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: E 


Column 10 
CONFIDENTIALSECTION 01 OF 04 NEW DELHI 003583 SIPDIS SIPDIS Е.О. 12958: БЕСІ: 05/23/2011 


Column 10 


UNCLAS MOSCOW 005456 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PGOV, KDEM, KPAO, IZ, RS SUBJ 


CONFIDENTIALSECTION 01 OF 03 PARIS 003471 SIPDIS SIPDIS E.O. 12958: DECL: 5/22/2016 TAGS 


Column 10 


UNCLAS DAMASCUS 02393 SIPDIS SIPDIS DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/S:STHIBEA 


Column 10 


UNCLAS SANTIAGO 001091 SIPDIS SIPDIS STATE FOR IIP/G/WHA, INR/R/MR, WHA/BSC, WHA/PDA, INR/I 


Column 10 


CONFIDENTIALLIMA 002015 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2021 TAGS: PGOV, ΡΙΝΗ, PHUI 


Column 10 


UNCLAS SECTION 01 OF 02 ASHGABAT 000549 SIPDIS SENSITIVE SIPDIS STATE FOR 5СА/СЕМ (PERRY 


Column 10 


CONFIDENTIALLIMA 002017 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/19/2016 TAGS: PGOV, ΡΙΝΗ, PHUI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 001703 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2016 


Column 10 


UNCLAS USUN NEW YORK 001040 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PTER, UNGA SUBJECT: C 


Column 10 


UNCLAS DAKAR 001246 SIPDIS SIPDIS SENSITIVE STATE FOR IO/UNP, DRL/MLA, AF/RSA AND AF/W Ε.Ο 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MOSCOW 005458 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 ` 


Column 10 


UNCLAS DJIBOUTI 000615 SIPDIS CORRECTED COPY - ΟΑΡΤΙΟΝ ADDED SENSITIVE SIPDIS LONDON, P/ 
UNCLAS CAIRO 003071 SIPDIS SENSITIVE SIPDIS FOR D, G, G/TIP, ΝΕΑ Ε.Ο. 12958: N/A TAGS: PHUM, PF 


UNCLAS SECTION 01 OF 03 BAMAKO 000576 SIPDIS SENSITIVE SIPDIS PARIS AND LONDON FOR AFRIC 


Column 10 


UNCLAS ZAGREB 000642 SIPDIS SIPDIS DEPT FOR РАМ/АСЕ: ROLSON DEPT FOR EUR/SCE: JMITCHEL! 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 001704 SIPDIS SIPDIS E.O. 12958: DECL: 05/22/2016 


Column 10 


SECRET BAMAKO 000577 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAGS: ASEC, PREL, PGOV, ΡΙΝ 
CONFIDENTIALSECTION 01 OF 04 PRAGUE 000549 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/18/2016 Т, 


Column 10 


UNCLAS DAMASCUS 002394 SIPDIS SENSITIVE SIPDIS G/TIP, G, INL, DRL, PRM, IWI, NEA/RA Ε.Ο. 12958 


CONFIDENTIALNEW DELHI 003586 SIPDIS SIPDIS E.O. 12958: DECL: 05/23/2016 TAGS: PREL, PGO 


SECRET ISLAMABAD 009499 SIPDIS SIPDIS Е.О. 12958: DECL: 05/23/2016 TAGS: PGOV, PK, PREL, IR $ 
CONFIDENTIAL PARIS 003479 SIPDIS ISN/CPI E.O. 12958: DECL: 05/24/2016 TAGS: KNNP, FR SUBJE 


Column 10 
CONFIDENTIALSANTIAGO 001092 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/21/2016 TAGS: PHUM, PREI 
CONFIDENTIALTUNIS 001238 SIPDIS SIPDIS STATE FOR NEA/FO (GRAY), NEA/MAG (GERMAINE,L. 


Column 10 


CONFIDENTIALASMARA 000448 SIPDIS SIPDIS LONDON FOR AFRICA WATCHERS PARIS FOR ΑΓΗ 


UNCLAS MINSK 000545 SIPDIS SIPDIS DEPT FOR EB/CIP/MA FWILLIAMS E.O. 12958: N/A TAGS: ECPS, A 
CONFIDENTIALTUNIS 001239 SIPDIS SIPDIS STATE FOR NEA/MAG - LAWRENCE AND DRL/IL - DEN 


Column 10 


CONFIDENTIALKHARTOUM 001226 SIPDIS SIPDIS STATE FOR D AND ΑΕ Α/5 FRAZER Ε.Ο. 12958: 
CONFIDENTIALTALLINN 000494 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PREL, PTER, I: 


CONFIDENTIAL PARIS 003482 SIPDIS NOFORN Е.О. 12958: DECL: 5/22/2016 TAGS: PREL, PGOV, РІ 


Column 10 


UNCLAS SECTION 01 OF 02 JEDDAH 000385 SIPDIS SIPDIS ΗΙΥΑΡΗ, PLEASE PASS ΤΟ DHAHRAN; DEPAI 


Column 10 


UNCLAS ANKARA 002922 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PARM, PREL, TU SUBJECT: PSI: TURKISH 


Column 10 


UNCLAS ΤΗΕ HAGUE 001167 SIPDIS SIPDIS STATE FOR ISN/CB, VCI/CCB, L/ACV, ΙΟ/5 SECDEF FOR OSD 


Column 10 


UNCLAS PARIS 003485 SIPDIS SENSITIVE BUT UNCLASSIFIED FROM USMISSION UNESCO PARIS Ε.Ο. 1 
CONFIDENTIALANKARA 002923 SIPDIS SIPDIS Е.О. 12958: DECL: 05/22/2016 TAGS: MOPS, MASS, 

SECRETANKARA 002924 SIPDIS NOFORN SIPDIS Е.О. 12958: DECL: 05/22/2031 TAGS: PTER, KCRM, F 
UNCLAS MAPUTO 000599 SIPDIS SIPDIS AF/S FOR HTREGER EB/IFD/ODF FOR JGARBER USAID for AA// 


Column 10 


UNCLAS NIAMEY 000515 SIPDIS SIPDIS SENSITIVE CORRECT ED COPY (CAPTION ADDED) LONDI 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 HILLAH 000091 SIPDIS SIPDIS BAGHDAD FOR NCT Ε.Ο. 12958: 


Column 10 


UNCLAS LIMA 002022 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: ASEC, EAIR, OTRA, PE SUBJECT: COUNTRY t 
UNCLAS LIMA 002023 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ASEC, OTRA, EFIN, FRB, PE SUBJECT: COUN 
CONFIDENTIALSECTION 01 OF 02 DILI 000247 SIPDIS SIPDIS DEPT FOR EAP/MTS; USPACOM FOF 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 BELGRADE 000825 SIPDIS SIPDIS SENSITIVE BRUSSELS PLEASE PASS ΤΟ 


Column 10 


CONFIDENTIALJERUSALEM 002098 SIPDIS SIPDIS NEA FOR FRONT OFFICE; NSC FOR ABRAMS/L 
CONFIDENTIALABUJA 001218 SIPDIS SIPDIS EUCOM PLEASE PASS TO NAVEUR Ε.Ο. 12958: DEC! 


Column 10 


CONFIDENTIALSAN SALVADOR 001352 SIPDIS SIPDIS DS/IP/WHA DS/IP/ITA DS/IP/OPO DSS/DS/OS 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 TELAVIV 002011 SIPDIS NEA/IPA PLEASE PASS ТО AMB. JONES 


Column 10 


CONFIDENTIALOSLO 000668 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PBTS, PREL, RU, 
CONFIDENTIALSECTION 01 OF 02 ROME 001580 SIPDIS SIPDIS DEPT. FOR EUR/WE, NEA, SA; OS 
UNCLAS SKOPJE 000497 SIPDIS SENSITIVE SIPDIS STATE FOR EUR/SCE Ε.Ο. 12958: N/A TAGS: PREL, F 


Column 10 


UNCLAS SECTION 01 OF 04 KINSHASA 000818 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: ETRD, E 


Column 10 


UNCLAS SECTION 01 OF 02 MEXICO 002758 SIPDIS SENSITIVE SIPDIS EO 12698: N/A TAGS: PREL, PGO' 


Column 10 


S E C R E T LONDON 003628 SIPDIS NOFORN SIPDIS STATE FOR EB/ESC/TFS, 5/01, EUR/UBI, IO/PSC ΤΙ 
CONFIDENTIAL PARIS 003487 SIPDIS SIPDIS E.O. 12958: DECL: 05/23/2016 TAGS: MARR, MOPS, PF 
CONFIDENTIALBAMAKO 000578 SIPDIS SIPDIS E.O. 12958: DECL: 05/23/2016 TAGS: ASEC, PREL, F 
UNCLAS KUWAIT 001887 SIPDIS SIPDIS STATE FOR NEA/ARPI, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, Η/Μ 


Column 10 


UNCLAS BRIDGETOWN 000889 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: EAIR, OTRA, SC, XL SUBJECT: COU 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 001888 SIPDIS SIPDIS FOR ΝΕΑ, NEA/PI, AND NEA/ARF 
UNCLAS DUBLIN 000578 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: КОЕМ, КРАО, PREL, PGOV, IZ, ΕΙ SUBJEC 
CONFIDENTIALSECTION 01 OF 02 KUWAIT 001889 SIPDIS SIPDIS FOR NEA, NEA/PI, AND NEA/ARF 
CONFIDENTIALBOGOTA 004565 SIPDIS SIPDIS SOUTHCOM FOR POLAD E.O. 12958: DECL: 05/23/ 
UNCLAS SANTIAGO 001095 SIPDIS SIPDIS STATE FOR IIP/G/WHA, INR/R/MR, WHA/BSC, WHA/PDA, ΙΝΗ/ 


CONFIDENTIALLAGOS 000702 SIPDIS DEA HQS FOR OI,OID,OC,OEE,OSE SECSTATE FOR INL,AL/V 


Column 10 


UNCLAS SANTO DOMINGO 001689 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR S/ES-CR, WHA, WHA/C 
UNCLAS ASUNCION 000536 SIPDIS SIPDIS STATE FOR WHA/BSC AND EB/IFD/OIA STATE PASS TO USAIL 
CONFIDENTIALLAPAZ 001384 SIPDIS SIPDIS STATE FOR WHA/AND STATE FOR EB/IFD/ODF TRE/ 
CONFIDENTIALBANJUL 000329 SIPDIS SIPDIS E.O. 12958: DECL: 05/23/2016 TAGS: PGOV, PREL, C 


Column 10 


CONFIDENTIALALGIERS 000935 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2016 TAGS: PGOV, KDEM, 


Column 10 


UNCLAS ΜΕΧΙΟΟ 002759 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PHUM, MX SUBJECT: M 
CONFIDENTIALALGIERS 000936 SIPDIS SIPDIS E.O. 12958: DECL: 05/23/2016 TAGS: PREL, KDEM, 
UNCLAS BRIDGETOWN 000890 SIPDIS SIPDIS TREASURY FOR IET/SHILPA S KUKJIAN STATE FOR WHA/ 
CONFIDENTIALUSUN NEW YORK 001041 SIPDIS SIPDIS E.O. 12958: DECL: 05/23/2011 TAGS: ETTC 


Column 10 


CONFIDENTIALUSUN NEW YORK 001042 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2011 TAGS: ЕТТС 


Column 10 


CONFIDENTIALUSUN NEW YORK 001043 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2011 TAGS: PGO 


CONFIDENTIALSANTIAGO 001105 SIPDIS SIPDIS STATE FOR WHA/BSC, WHA/CCA Ε.Ο. 12958: DE 


Column 10 


CONFIDENTIALBELIZE 000459 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 03/16/2016 TAGS: PGOV, PREL, PE 


UNCLAS SAN JOSE 001124 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: ЕЛІН, OTRA, CS SUBJECT: COUNTRY С 


Column 10 


UNCLAS LIMA 002035 SIPDIS SIPDIS STATE FOR IO/T AND HHS Ε.Ο. 12958: N/A TAGS: PREL, АОНС, ТВІС 
UNCLAS LIMA 002039 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PINR, PE SUBJECT: THE G 


Column 10 


SECRET SECTION 01 OF 02 STATE 083673 SIPDIS NOFORN, SIPDIS, FOR DCMS AND ALL CABLE DRAF 


and DS 


Column 10 


UNCLAS GUATEMALA 001012 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PHUM, ΕΙ ΑΒ, EAID, PGOV, ΕΕΙΝ, ЕАС 
UNCLAS ΤΟΚΥΟ 002848 SIPDIS STATE FOR D, G and OES/OA - MHAYES AND EAP/J - KMIDHA USDOC ΕΟΙ 
CONFIDENTIALUSUN NEW YORK 001062 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2011 TAGS: PREL 


Column 10 


UNCLAS SECTION 01 OF 02 BANGKOK 003111 SIPDIS SIPDIS DEPARTMENT FOR ΕΑΡ/ΜΙ 5, INL AND S/C” 


Column 10 


UNCLAS SECTION 01 ΟΕ 11 ΤΟΚΥΟ 002854 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 


Column 10 


UNCLAS TOKYO 002861 SIPDIS SIPDIS STATE FOR I/RF, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 YEREVAN 000701 SIPDIS SIPDIS DEPT FOR EUR/CARC E.O. 12 


UNCLAS SECTION 01 OF 03 MANILA 002167 SIPDIS SIPDIS STATE FOR EAP/EP, EB/TPP/IPE, EB/IFD, EB/T 


Column 10 


CONFIDENTIALSECTION 01 OF 03 SUVA 000222 SIPDIS SIPDIS MANILA FOR ADB Ε.Ο. 12958: DEC 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000394 SIPDIS SIPDIS SENSITIVE STATE FOR ΕΑΡ/ΑΝΡ - DAN 


Column 10 


UNCLAS SECTION 01 ОҒ 04 ASHGABAT 000550 SIPDIS STATE FOR SCA/CEN - PERRY AND IIP/T/SV - BOY 


Column 10 


UNCLAS SECTION 01 OF 06 HANOI 001245 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, ΚΟΟΙ 


Column 10 


UNCLAS WELLINGTON 000395 SIPDIS SIPDIS STATE FOR EAP/ANP-DRICCI, EB/ODF-RDEMARCELLUS, E 


Column 10 


UNCLAS ΤΙΗΑΝΑ 000540 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/SCE (BENEDICT, SAINZ NSC FOR BR 


Column 10 


UNCLAS МАМАМА 000901 SIPDIS SIPDIS ІО/Т, ΝΕΑ/ΑΗΡ Ε.Ο. 12958: N/A TAGS: PREL, АОНС, ΤΒΙΟ, WHO 
CONFIDENTIALALMATY 001846 SIPDIS SIPDIS DEPT FOR SCA/CEN (J. MUDGE), ISN/CTR (E. ΟΑΜΙ 


UNCLAS ASTANA 000045 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, АОНС, ТВІО, WHO, KZ SUBJECT: W 
UNCLAS SECTION 01 OF 02 BANGKOK 003114 SIPDIS SIPDIS DEPT FOR EAP/MLS E.O. 12958: N/A TAGS 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 SINGAPORE 001667 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: ΕΟΟΝ, 
UNCLAS SECTION 01 OF 02 ADANA 000118 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHL 


CONFIDENTIALSECTION 01 OF 04 COLOMBO 000853 SIPDIS FOR ASSISTANT SECRETARY BOUCF 


Column 10 


UNCLAS SECTION 01 ΟΕ 03 WELLINGTON 000396 SIPDIS SENSITIVE SIPDIS STATE FOR ΕΑΡ/ΑΝΡ-ΡΗΙΟΙ 


Column 10 


UNCLAS MANILA 002172 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PGOV, ECON, KCOR, SOCI, RP SUBJECT: | 


Column 10 


CONFIDENTIALSEOUL 001758 SIPDIS SIPDIS Е.О. 12958: DECL: 04/21/2014 TAGS: PARM, PREL, Ph 
CONFIDENTIALSECTION 01 OF 02 DILI 000252 SIPDIS SIPDIS DEPT FOR EAP/MTS; USPACOM FOF 
CONFIDENTIALTHE HAGUE 001168 SIPDIS SIPDIS STATE FOR EUR/UBI, EUR/RUS E.O. 12958: DE 


CONFIDENTIALSECTION 01 OF 03 VATICAN 000084 SIPDIS SIPDIS DEPT FOR EUR/WE LARREA; D 


Column 10 


ΟΟΝΕΙΡΕΝΤΙΑΙ ΤΟΚΥΟ 002867 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: DECL: 05/25/2011 TAGS: PGOV 
CONFIDENTIALKUALA LUMPUR 000947 SIPDIS SIPDIS STATE PASS USTR FOR B. WEISEL AND J. . 


Column 10 


UNCLAS ULAANBAATAR 000396 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PHUM, EAID, KCRM, KWMN, SMIG, 
UNCLAS MUSCAT 000815 SIPDIS SIPDIS DEPT FOR NEA/ARPI, NEA/PPD, NEA/P, AND INR/R/MR LONDON 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001170 SIPDIS SIPDIS STATE FOR NSF BARRY SCHNEIDER Ε. 
UNCLAS SECTION 01 OF 02 THE HAGUE 001171 SIPDIS SIPDIS STATE FOR NSF BARRY SCHNEIDER Ε. 
CONFIDENTIAL SECTION 01 OF 02 BEIJING 010098 SIPDIS SIPDIS E.O. 12958: DECL: 05/24/2021 TA 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 KHARTOUM 001228 SIPDIS ΑΙΡΑΟ SIPDIS STATE FOR AF/SPG, PRM, AND AL 
UNCLAS SECTION 01 OF 03 GUANGZHOU 015376 SIPDIS SENSITIVE SIPDIS STATE FOR ЕВ, DRL, R, E, E 


Column 10 


UNCLAS SECTION 01 OF 02 GUANGZHOU 015379 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: ECON 
UNCLAS SECTION 01 OF 02 THE HAGUE 001172 SIPDIS SIPDIS STATE FOR OFFICE OF NUCLEAR SECUI 
UNCLAS SECTION 01 OF 02 GUANGZHOU 015382 SIPDIS SENSITIVE SIPDIS STATE FOR EB, R, EAP/CM, 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001173 SIPDIS SIPDIS STATE PLEASE PASS TO NNSA - CHERYL 
UNCLAS SECTION 01 OF 02 THE HAGUE 001174 SIPDIS SIPDIS PLEASE PASS TO NATIONAL INSTITUTE | 
CONFIDENTIALDUSHANBE 000949 SIPDIS SIPDIS STATE FOR ΙΟ, SCA/CEN, DRL Е.О. 12958: DEC 
UNCLAS SECTION 01 OF 02 THE HAGUE 001175 SIPDIS SIPDIS PLEASE PASS TO NATIONAL INSTITUTE ! 
UNCLAS SECTION 01 OF 02 THE HAGUE 001177 SIPDIS SIPDIS PLEASE PASS TO NATIONAL INSTITUTE ! 
UNCLAS AIT TAIPEI 001776 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


CONFIDENTIALBANGKOK 003147 SIPDIS Ε.Ο. 12958: DECL: 05/24/2016 TAGS: PGOV, TH, Thai Politic 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001178 SIPDIS SIPDIS FOR NASA/GSFC - TAMMY POSEY E.O. 1 
UNCLAS SECTION 01 OF 02 THE HAGUE 001179 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: OTRA, EAIR, NL SL 
UNCLAS SECTION 01 OF 02 THE HAGUE 001180 SIPDIS SIPDIS FOR VAL COATES, VAL. COLATES@FAA.C 
UNCLAS SECTION 01 OF 03 SAO PAULO 000577 SIPDIS DEPT FOR WHA/BSC, EB/TPP/IPE, AND INL/C ST/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BRATISLAVA 000404 SIPDIS SIPDIS Е.О. 12958: DECL: 11/12/201 


Column 10 


CONFIDENTIALSECTION 01 OF 03 FREETOWN 000409 SIPDIS SIPDIS DEPT FOR CA/OCS/ACS/AF: 


Column 10 


UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 000551 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: | 


Column 10 


CONFIDENTIALBANJUL 000332 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PGOV, PREL, C 


Column 10 


CONFIDENTIALBANJUL 000333 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PGOV, PREL, 6 


Column 10 


UNCLAS SECTION 01 OF 02 HONG KONG 002166 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/CM AND EB 


SECRET SECTION 01 OF 08 NEW DELHI 003611 SIPDIS SIPDIS STATE FOR S/CT TREASURY FOR DAS 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 PRETORIA 002122 SIPDIS SIPDIS DEPT FOR AF/S NSC FOR ΑΕΙ 


Column 10 


CONFIDENTIALBEIJING 010103 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/24/2016 TAGS: PREL, PARM, F 


Column 10 


UNCLAS OSLO 000669 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PREL, PHUM, CH, KN, KS, NO SL 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BEIJING 010104 SIPDIS SIPDIS USUN FOR PHEE; DEPARTMEN 


Column 10 


CONFIDENTIALMUSCAT 000823 SIPDIS SIPDIS STATE FOR IO/UNP, NEA/ARP, NEA/IR Ε.Ο. 12958: | 
UNCLAS SECTION 01 OF 02 PARAMARIBO 000305 SIPDIS SIPDIS SENSITIVE STATE FOR WHA/CAR LLUI 


Column 10 


UNCLAS SECTION 01 ΟΕ 11 TELAVIV 002017 SIPDIS STATE FOR ΝΕΑ, ΝΕΑ/ΡΑ, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALMANAMA 000907 SIPDIS SIPDIS Е.О. 12958: DECL: 05/21/2016 TAGS: PGOV, PREL, | 


Column 10 


UNCLAS KABUL 002354 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: ОМІР, OTRA, PGOV, AF SUBJECT: COUNTR' 
SECRETNICOSIA 000773 SIPDIS SIPDIS Е.О. 12958: DECL: 05/24/2021 TAGS: PREL, AORC, ΙΑΕΑ, KNNI 


UNCLAS ROME 001585 SIPDIS SENSITIVE SIPDIS STATE FOR ISN/CATR, PM/DDTC, EUR/WE, SCA, OES/ 
CONFIDENTIALSECTION 01 OF 02 HILLAH 000092 SIPDIS SIPDIS BAGHDAD FOR NCT E.O. 12958: 


Column 10 


UNCLAS DUBLIN 000582 SIPDIS CORRECTED COPY (CAPTION ADDED) SENSITIVE SIPDIS Ε.Ο. 1 


Column 10 


SECRET SECTION 01 OF 04 ISLAMABAD 009585 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 09/19/2015 TAGS: ΡΙ 


Column 10 


UNCLAS ABU DHABI 002169 SIPDIS SENSITIVE SIPDIS FOR DRL/IRF, NEA/ARP Ε.Ο. 12958: N/A TAGS: KK 


Column 10 


CONFIDENTIALATHENS 001345 SIPDIS SIPDIS STATE FOR EUR, DEFENSE FOR OSD/ISP Ε.Ο. 129 
UNCLAS VILNIUS 000479 SIPDIS SIPDIS STATE FOR EUR/NB, ΝΕΑ/ Ε.Ο. 12958: N/A TAGS: PREL, NATO, | 
CONFIDENTIAL VILNIUS 000480 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAGS: АҒ, MARR, ΜΟΙ 
CONFIDENTIALSECTION 01 OF 02 DHAKA 003053 SIPDIS SIPDIS E.O. 12958: DECL: 05/24/2011 TAC 


Column 10 


SECRET TELAVIV 002019 TREASURY FOR SZUBIN Ε.Ο. 12958: DECL: 05/18/2016 TAGS: PTER, ΚΤΕΝ, 


Column 10 


SECRET TELAVIV 002020 TREASURY FOR SZUBIN (ΤΕΙ) Е.О. 12958: DECL: 05/18/2016 TAGS: PTER, K 


Column 10 


CONFIDENTIALSANTIAGO 001108 SIPDIS SIPDIS Е.О. 12958: DECL: 05/23/2016 TAGS: MNUC, РАН! 


Column 10 


CONFIDENTIALSANTIAGO 001110 SIPDIS SIPDIS STATE FOR WHA/BSC, WHA/AND, INR Ε.Ο. 1295 


CONFIDENTIALKHARTOUM 001230 SIPDIS SIPDIS STATE FOR D AND AF A/S FRAZER E.O. 12958: 
SECRETBERN 001044 SIPDIS SIPDIS NOFORN E.O. 12958: DECL: 05/23/2031 TAGS: PTER, KCRM, EAI 


Column 10 


UNCLAS SECTION 01 OF 03 DOHA 000793 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/PD, NEA/ARP INFC 


Column 10 


CONFIDENTIALJEDDAH 000387 SIPDIS SIPDIS RIYADH, PLEASE PASS ΤΟ DHAHRAN; PARIS FOR: 


UNCLAS THE HAGUE 001183 SIPDIS SIPDIS STATE FOR OES - ROBERTA BARNES E.O. 12958: N/A TAGS 


CONFIDENTIALMAPUTO 000604 SIPDIS SIPDIS AF/S FOR HTREGER Ε.Ο. 12958: DECL: 05/24/2016 
UNCLAS TALLINN 000496 SIPDIS SENSITIVE SIPDIS FOR EUR/NB Ε.Ο. 12958: N/A TAGS: PGOV, PREL, Е! 


Column 10 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 000866 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/18/2016 


Column 10 


CONFIDENTIALSKOPJE 000500 SIPDIS SIPDIS DEPT FOR EUR/SCE Ε.Ο. 12958: DECL: 07/19/2015 
CONFIDENTIALUSUN NEW YORK 001065 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2011 TAGS: PREL 


Column 10 


CONFIDENTIALYEREVAN 000710 SIPDIS DEPARTMENT FOR EUR/CARC AND EUR/ACE Ε.Ο. 12958 


Column 10 


CONFIDENTIALABU DHABI 002175 SIPDIS SIPDIS STATE FOR S/I, МЕАЛ, AND NEA/ARP Е.О. 12958 


CONFIDENTIALLISBON 000933 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PBTS, PREL, O: 


Column 10 
CONFIDENTIALSECTION 01 OF 02 ΗΟΜΕ 001588 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/30/2016 TAG 


CONFIDENTIAL SECTION 01 OF 02 JEDDAH 000389 SIPDIS SIPDIS RIYADH, PLEASE PASS TO DHA 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 USUN NEW YORK 001066 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: N 
CONFIDENTIALMONTEVIDEO 000459 SIPDIS SIPDIS DEPARTMENT ALSO FOR WHA/BSC AND WH. 


Column 10 


UNCLAS BOGOTA 004584 SIPDIS SENSITIVE SIPDIS SOUTHCOM FOR POLAD Ε.Ο. 12958: N/A TAGS: РС! 


Column 10 


UNCLAS SECTION 01 OF 02 BRATISLAVA 000406 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, КОЕМ, SR, ` 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 PARIS 003497 SIPDIS FROM USMISSION UNESCO PARIS PASS HHS WILLIAN 


Column 10 


CONFIDENTIALTELAVIV 002025 SIPDIS DEPARTMENT FOR ΝΕΑΡΑ - AMBASSADOR JONES DEPAI 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 MOSCOW 005492 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/12/2016 ` 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KABUL 002364 SIPDIS SIPDIS DEPT FOR SA/FO, S/CT, ЗАЛА, G | 
UNCLAS SECTION 01 OF 04 ANKARA 002970 SIPDIS SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/ 


Column 10 


CONFIDENTIALMASERU 000250 SIPDIS SIPDIS FOR AF/S Е.О. 12958: DECL: 5/24/2016 TAGS: PGC 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 BUENOS AIRES 001176 SIPDIS SIPDIS STATE FORWHATOM SI 


Column 10 


CONFIDENTIALDAMASCUS 002401 SIPDIS SIPDIS PARIS FOR ZEYA, LONDON FOR TSOU Е.О. 12: 


Column 10 


CONFIDENTIALBAGHDAD 001719 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/24/2016 TAGS: PHUM, PGO\ 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 KIEV 001992 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/24/2016 TAGS 


Column 10 


CONFIDENTIAL BUENOS AIRES 001177 SIPDIS SIPDIS SOUTHCOM FOR POLAD Ε.Ο. 12958: DECL 


Column 10 


CONFIDENTIALJERUSALEM 002118 SIPDIS SIPDIS NEA FOR FRONT OFFICE; NSC FOR ABRAMS/E 


Column 10 


UNCLAS NDJAMENA 000745 SIPDIS SENSITIVE SIPDIS PARIS AND LONDON FOR AFRICA WATCHERS, FC 
CONFIDENTIALKUWAIT 001912 SIPDIS SIPDIS NOFORN FOR NEA/ARP AND МЕАЛРА Ε.Ο. 12958: [ 
CONFIDENTIALKUWAIT 001913 SIPDIS SIPDIS NOFORN FOR NEA/ARP AND IO E.O. 12958: DECL: 
CONFIDENTIALBERLIN 001414 SIPDIS SIPDIS DEPT FOR EUR/RPM, EUR/AGS, SCA AND РМ Е.О.” 
UNCLAS KABUL 002365 SIPDIS SENSITIVE SIPDIS STATE PASS H SCOTT FISHER E.O. 12958: N/A TAGS: 
CONFIDENTIALSECTION 01 OF 02 BAKU 000758 SIPDIS SIPDIS E.O. 12958: DECL: 05/24/2016 TAG: 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 PRISTINA 000448 SIPDIS SENSITIVE SIPDIS DEPT FOR DRL, INL, EUR/SCE N 


CONFIDENTIAL SECTION 01 OF 02 KIEV 001994 SIPDIS SIPDIS E.O. 12958: DECL: 05/23/2016 TAGS 


Column 10 


CONFIDENTIALKIEV 001995 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PREL, EAID, PHUN 


Column 10 


CONFIDENTIALKUWAIT 001914 SIPDIS SIPDIS NOFORN FOR NEA/ARP, Т, AND ISN/CPI Е.О. 12958 
CONFIDENTIALCAIRO 003106 SIPDIS SIPDIS NSC STAFF FOR SINGH E.O. 12958: DECL: 05/24/201 


CONFIDENTIAL SECTION 01 OF 02 KIEV 001996 SIPDIS SIPDIS E.O. 12958: DECL: 05/24/2016 TAGS 


Column 10 


UNCLAS LIMA 002049 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: ASEC, ЕЛІН, OTRA, PE SUBJECT: COUNTRY t 
CONFIDENTIALSECTION 01 OF 02 THE HAGUE 001184 SIPDIS SIPDIS E.O. 12958: DECL: 05/23/201 


Column 10 
CONFIDENTIALNICOSIA 000781 SIPDIS SIPDIS Е.О. 12958: БЕСІ: 05/24/2016 TAGS: EAID, PREL, Pt 


Column 10 


SECRET SECTION 01 OF 02 DUBAI 003131 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 5/24/2031 TAGS: PGOV, F 


Column 10 


UNCLAS ABUJA 001232 SIPDIS SENSITIVE SIPDIS TREASURY FOR LUKAS KOHLER USDOC FOR 3317/1T, 
CONFIDENTIALSECTION 01 OF 03 DILI 000253 SIPDIS SIPDIS DEPT FOR EAP/MTS; USPACOM FOF 


Column 10 


CONFIDENTIAL PARIS 003501 SIPDIS SIPDIS Е.О. 12958: DECL: 05/23/2016 TAGS: MARR, PREL, FR 
SECRET SECTION 01 OF 02 DILI 000254 SIPDIS SIPDIS DEPT FOR EAP/MTS NSC FOR HOLLY MORRO 


Column 10 


CONFIDENTIALDILI 000255 SIPDIS SIPDIS PACOM FOR JOC NSC FOR HOLLY MORROW Е.О. 129 


UNCLAS RABAT 001000 SIPDIS SENSITIVE SIPDIS DEPT FOR NEA/MAG, L/LEI, ISN/RA Е.О. 12958: N/A ТА 
SECRET SECTION ΟἹ OF 02 ROME 001590 SIPDIS SIPDIS DEPT. FOR EUR/WE, NEA, SA Е.О. 12958: D 


Column 10 


CONFIDENTIALNOUAKCHOTT 000632 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PREL, Р 


Column 10 


UNCLAS SARAJEVO 001165 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR (DICARLO), D (SMITH), P (BAME), 
UNCLAS PARIS 003502 SIPDIS FOR DS-OFM, M, S/CPR, EUR/EX, EUR/WE Ε.Ο. 12958: N/A TAGS: AMGT, K 


UNCLAS RABAT 001001 SIPDIS SIPDIS SENSITIVE DEPT FOR NEA/MAG, IO, L/HRR, DRL/MLA E.O. 12958 
UNCLAS USUN NEW YORK 001067 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, KUNR SUBJECT: UN REF 


Column 10 


SECRET SECTION 01 OF 02 DUBAI 003132 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: DECL: 5/24/2016 TAGS 


Column 10 


SECRET SECTION 01 OF 02 KABUL 002366 SIPDIS SIPDIS DEPT FOR SA/FO GASTRIGHT, SA/CT АМО: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 THE HAGUE 001185 SIPDIS SIPDIS Е.О. 12958: DECL: 05/23/201 


Column 10 


CONFIDENTIALBAGHDAD 001735 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/24/2016 TAGS: PGOV, PNAT, 


CONFIDENTIALTHE HAGUE 001186 SIPDIS SIPDIS STATE FOR EUR/UBI, E.O. 12958: DECL: 05/24/ 


UNCLAS SECTION 01 OF 02 PRISTINA 000449 SIPDIS SENSITIVE SIPDIS DEPT FOR DRL, INL, EUR/SCE, / 


Column 10 


CONFIDENTIALKHARTOUM 001240 SIPDIS SIPDIS STATE FOR D AND ΑΕ Α/5 FRAZER Ε.Ο. 12958: 
UNCLAS KINSHASA 000826 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, KDEM, KPKO, CG, ELECTIONS S 
CONFIDENTIAL SECTION 01 OF 02 ABIDJAN 000549 SIPDIS SIPDIS SENSITIVE Ε.Ο. 12958: DECL: 0 
CONFIDENTIALYAOUNDE 000816 SIPDIS SIPDIS STATE FOR АҒ/С AND INR/AA PARIS AND LONDOI 


Column 10 


CONFIDENTIALSECTION 01 OF 04 KINSHASA 000827 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/24/2016 


Column 10 


UNCLAS KUWAIT 001915 SIPDIS SIPDIS, NOFORN FOR NEA/ARP, LONDON FOR TSOU, PARIS FOR ΖΕΥΑ 


Column 10 


UNCLAS KUWAIT 001917 SIPDIS SIPDIS STATE FOR NEA/PPD (CWHITTLESEY), IIP/NEA/SCA (SLECHTEN 


Column 10 


UNCLAS SECTION 01 OF 03 RIO DE JANEIRO 000234 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/BSC А! 


Column 10 


CONFIDENTIAL QUITO 001274 SIPDIS SIPDIS Е.О. 12958: DECL: 05/24/2016 TAGS: ЕТАР, PGOV, ΡΕ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HARARE 000626 SIPDIS SIPDIS AF/S FOR B. NEULING NSC FOF 


Column 10 


UNCLAS SECTION 01 ΟΕ 06 PORT AU PRINCE 000931 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD E.C 


Column 10 


CONFIDENTIALDAKAR 001256 SIPDIS SIPDIS STATE FOR ΙΟ, IO/UNP, AF/RSAAND AF/W Е.О. 1295 
UNCLAS KUWAIT 001919 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ARP, EB/TRA/AN Е.О. 12958: N/A TA 


Column 10 
CONFIDENTIALSECTION 01 OF 03 KUWAIT 001921 SIPDIS SIPDIS NOFORN FOR NEA/ARP, ΝΕΑ | 


Column 10 


CONFIDENTIAL PORT AU PRINCE 000936 SIPDIS SIPDIS STATE FOR WHA/CAR DRL S/CRS SOUTH 


Column 10 


CONFIDENTIAL BUENOS AIRES 001181 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/19/2016 TAGS: PREL, Ε 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 PRISTINA 000450 SIPDIS SENSITIVE SIPDIS DEPT FOR DRL, INL, EUR/SCE N 


Column 10 


UNCLAS QUITO 001275 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/AND, WHA/PPC, EB, AND DRL/IL. USE 


Column 10 


CONFIDENTIAL BUENOS AIRES 001184 SIPDIS SIPDIS USDOC FOR 4322/ITA/MAC/OLAC/ANDERSE 


Column 10 


UNCLAS BRIDGETOWN 000891 SIPDIS SIPDIS DEPT PASS TO EPA/OIA CHILL-MACON DEPT FOR WHA/C 
UNCLAS BUENOS AIRES 001188 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, WHA 


Column 10 


UNCLAS GEORGETOWN 000489 SIPDIS SENSITIVE SIPDIS WHA/CAR INL/LP CARACAS FOR DAO AND L 


Column 10 


UNCLAS BUENOS AIRES 001189 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, WHA 


Column 10 


CONFIDENTIALBOGOTA 004608 SIPDIS SIPDIS DEPARTMENT FOR WHA, CA, ΡΗΜ Ε.Ο. 12958: DE 
UNCLAS SANTIAGO 001122 SIPDIS SIPDIS E.O. 12958: N/A TAGS: MARR, MASS, PREL, PHUM, CI SUBJEC 
UNCLAS SANTIAGO 001123 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: MARR, MASS, PREL, PHUM, СІ SUBJEC 


Column 10 


UNCLAS SANTIAGO 001124 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: MARR, MASS, PREL, PHUM, CI SUBJEC 
CONFIDENTIAL BUENOS AIRES 001190 SIPDIS SIPDIS DEPARTMENT FOR IO/UNP WICKBERG AND 


UNCLAS BUENOS AIRES 001191 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: KDEM, KPAO, PREL, РС 


UNCLAS SAN SALVADOR 001373 SIPDIS SIPDIS PASS TO EB/CIP/MA - FWILLIAMS E.O. 12958: N/A TAGS: 
UNCLAS BUENOS AIRES 001192 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: UNGA, AMGT, AORC, AR SUBJECT: 
UNCLAS QUITO 001284 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, MARR, MASS, MOPS, SN. 
CONFIDENTIALSECTION 01 OF 04 CARACAS 001543 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 
CONFIDENTIALBOGOTA 004612 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/22/2016 TAGS: PGOV, PREL, I 


SECRET TEGUCIGALPA 000942 SIPDIS SIPDIS STATE FOR WHA, WHA/CEN, AND WHA/PPC STATE ҒО 


Column 10 


CONFIDENTIALLJUBLJANA 000322 SIPDIS SIPDIS DEPT FOR EUR/NCE - VTRIM, EUR/RPM - ΑΒΑΙΗ 


CONFIDENTIALLJUBLJANA 000323 SIPDIS SIPDIS E.O. 12958: DECL: 05/25/2016 TAGS: MARR, MOF 
CONFIDENTIALBOGOTA 004616 SIPDIS SIPDIS E.O. 12958: DECL: 05/24/2016 TAGS: PGOV, PHUM, 


Column 10 


CONFIDENTIALWELLINGTON 000398 SIPDIS DEPARTMENT FOR EAP/ANP DRICCI Ε.Ο. 12958: DE( 
UNCLAS SANTO DOMINGO 001709 SIPDIS SIPDIS STATE FOR WHA, WHA/CAR, WHA/EPSC, INR/IAA; NS( 


Column 10 


UNCLAS WELLINGTON 000403 SIPDIS SIPDIS STATE FOR OES/OA ETIRPAK AND RBARNES Ε.Ο. 12958: 
UNCLAS SECTION 01 OF 12 TOKYO 002873 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS SECTION 01 OF 02 HONG KONG 002168 SIPDIS SENSITIVE SIPDIS ΖΕΗ ZFR ZFR ZFR -- DELETE 
UNCLAS SECTION 01 OF 10 ΤΟΚΥΟ 002875 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, ΕΑΡ/Ρ, EAP/PD, PA 


Column 10 


UNCLAS SECTION 01 OF 02 ΤΟΚΥΟ 002879 SIPDIS SENSITIVE SIPDIS DEPT PLEASE PASS USTR WEND' 


Column 10 


UNCLAS WELLINGTON 000404 SIPDIS DEPARTMENT FOR EAP/ANP - DRICCI; FOR DRL/IL - JOSEPH DEM 
CONFIDENTIALSECTION ΟΙ OF 03 BAGHDAD 001743 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/24/2016 


Column 10 


UNCLAS AIT TAIPEI 001786 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: OREP, AMGT, ASEC, AFIN, BM, JA, ΤΗ, T 
CONFIDENTIALKUALA LUMPUR 000954 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/25/2016 TAGS: PREL, 


CONFIDENTIALWELLINGTON 000405 SIPDIS SIPDIS STATE FOR D (FRITZ), ЕАР/ҒО, EAP/MTS, EUI 


CONFIDENTIALSECTION 01 OF 04 CHIANG MAI 000079 SIPDIS SIPDIS Е.О. 12958: DECL: 5/25/2011 
CONFIDENTIALANKARA 002971 SIPDIS SIPDIS TREASURY FOR OTI - RLOEFFLER/JSERAFINI NSC 


Column 10 


SECRETAIT TAIPEI 001787 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/23/2031 TAGS: ΡΑΗΜ, PREL, ETTC SU 
UNCLAS ΤΟΚΥΟ 002895 SIPDIS SIPDIS STATE FOR Ι/ΗΕ, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E. 


Column 10 


UNCLAS TOKYO 002896 SIPDIS SIPDIS STATE FOR Ι/ΗΕ, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E. 


UNCLAS SECTION 01 OF 02 PHNOM PENH 000990 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS AND I 


Column 10 


UNCLAS SKOPJE 000507 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/SCE Ε.Ο. 12958: N/A TAGS: KDEM, K 
UNCLAS ADDIS ABABA 001464 SIPDIS SIPDIS H FOR MARK SMITH Ε.Ο. 12958: М/А TAGS: ECON, ETRD, | 


Column 10 


CONFIDENTIALKUALALUMPUR 000955 SIPDIS SIPDIS Е.О. 12958: DECL: 05/25/2016 TAGS: ΡΗΕΙ.,, 
UNCLAS SECTION 01 OF 02 GUANGZHOU 015429 SIPDIS SIPDIS USDOC FOR 4420/ITA/MAC/MCQUEEN € 
SECRET SECTION ΟἹ OF 06 LJUBLJANA 000329 SIPDIS SIPDIS EUR/NCE FOR ТАМ, PM/RSAT FOR DC 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KIGALI 000496 SIPDIS SIPDIS DEPT FOR АҒ/ҒО, AF/C, AND DRL 


UNCLAS SECTION 01 OF 03 MOSCOW 005513 SIPDIS SENSITIVE SIPDIS ST PETERSBURG FOR CG KRU 


Column 10 


UNCLAS SECTION 01 OF 05 ULAANBAATAR 000401 SIPDIS SENSITIVE SIPDIS State also for USTR State fo 


Column 10 


UNCLAS HONG KONG 002180 SIPDIS SENSITIVE SIPDIS STATE PASS DOJ DOJ FOR ASHARRIN STATE P. 


Column 10 


CONFIDENTIALSECTION 01 OF 06 ANKARA 002981 SIPDIS SIPDIS Е.О. 12958: DECL: 05/24/2021 TF 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KABUL 002386 SIPDIS SIPDIS DEPT FOR SA/FO GASTRIGHT, 8, 
UNCLAS SECTION 01 OF 02 MANILA 002185 SIPDIS SIPDIS STATE FOR EAP/MTS AND FOR EB/TPP/IPE C 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KABUL 002387 SIPDIS SENSITIVE SIPDIS DEPT FOR SA/FO , S/( 


Column 10 


UNCLAS SINGAPORE 001687 SIPDIS SENSITIVE SIPDIS STATE PASS USTR FOR AUSTR BWEISEL, 9 ΕΝ. 


Column 10 


CONFIDENTIALSECTION 01 OF 03 DILI 000258 SIPDIS SIPDIS DEPT FOR EAP/MTS; USPACOM ΕΟΙ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 DILI 000259 SIPDIS SIPDIS DEPT FOR EAP/MTS; USPACOM ΕΟΙ 


Column 10 


CONFIDENTIALDILI 000261 SIPDIS SIPDIS PACOM FOR JOC NSC FOR HOLLY MORROW Е.О. 129 


Column 10 


SECRET SECTION 01 OF 02 DILI 000262 SIPDIS SIPDIS DEPT FOR EAP/MTS NSC FOR HOLLY MORRO 


Column 10 


UNCLAS SECTION 01 OF 05 ΤΟΚΥΟ 002905 SIPDIS SENSITIVE SIPDIS STATE PASS FEDERAL TRADE CO 


Column 10 


UNCLAS SECTION 01 OF 02 ΤΟΚΥΟ 002907 SIPDIS DEPT FOR AIAG AMBASSADOR LANGE DEPT FOR OE 


CONFIDENTIAL ТАІРЕІ 001788 SIPDIS SIPDIS STATE FOR ΕΑΡ/ΤΟ Е.О. 12958: DECL: 05/24/2026 TA 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 001789 SIPDIS SIPDIS STATE FOR EAP/TC USTR FOR AL 


Column 10 


SECRET SECTION 01 OF 03 ΤΑΙΡΕΙ 001790 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: DECL: 05/23/2016 TAG 


Column 10 


UNCLAS SECTION 01 ΟΕ 02 ΡΗΝΟΜ ΡΕΝΗ 000998 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS, DRL/ 


Column 10 


UNCLAS AIT TAIPEI 001791 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, ΕΑΡ/ΡΑ, EAP/PD - ERIC BARBC 


Column 10 


SECRET DHAKA 003060 SIPDIS SIPDIS Е.О. 12958: DECL: 05/25/2016 TAGS: PREL, AORC, ΙΑΕΑ, KNNP, 


Column 10 


ΟΟΝΕΙΡΕΝΤΙΑΙ ΤΟΚΥΟ 002911 SIPDIS SIPDIS DEPT FOR SCA BOUCHER Ε.Ο. 12958: DECL: 05/25/ 


Column 10 


UNCLAS SECTION 01 OF 06 TOKYO 002912 SIPDIS SIPDIS DEPT PASS TO WHITE HOUSE OSTP DEPT Ρ/ 


Column 10 


CONFIDENTIALKATHMANDU 001319 SIPDIS SIPDIS DEPT FOR SCA/INS, ΕΑΡ MANILLA PLEASE PA 


Column 10 


UNCLAS HANOI 001252 SIPDIS SIPDIS SENSITIVE Ε.Ο. 12958: М/А TAGS: KUNR, PREL, UNGA, УМ SUBJE 


UNCLAS SECTION 01 OF 13 TOKYO 002913 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 002989 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/24/2021 TF 


Column 10 


UNCLAS SECTION 01 OF 05 KUALA LUMPUR 000959 SIPDIS SIPDIS SENSITIVE DEPT FOR EB/TPP/BTAL 


Column 10 


ΟΟΝΕΙΡΕΝΤΙΑΙ ΤΟΚΥΟ 002915 SIPDIS SIPDIS DEPT FOR SCA BOUCHER Е.О. 12958: DECL: 05/25/ 


Column 10 


CONFIDENTIALSARAJEVO 001169 SIPDIS SIPDIS DEPT FOR EUR (DICARLO), D (SMITH), P (ВАМЕ: 


Column 10 


CONFIDENTIAL CAIRO 003119 Ε.Ο. 12958: DECL: 05/25/2016 TAGS: PREL, ΕΟΟΝ, PTER, KPAL, IS, X 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 TOKYO 002916 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/24/2031 ТА( 


Column 10 


UNCLAS E F T O SECTION 01 OF 02 BEIJING 010121 SIPDIS SENSITIVE SIPDIS DOE HQ FORRESTAL ΕΟΙ 
UNCLAS SECTION 01 OF 02 LILONGWE 000437 SIPDIS SENSITIVE SIPDIS STATE FOR AF/S- DAN MOZEN 


Column 10 


UNCLAS CASABLANCA 000562 SIPDIS SIPDIS SENSITIVE Ε.Ο. 12958: N/A TAGS: PREL, PGOV, PHUM, MC 


CONFIDENTIALTUNIS 001252 SIPDIS SIPDIS STATE FOR NEA/MAG (WLAWRENCE), D (JOST), DRL 


Column 10 


CONFIDENTIALTUNIS 001253 SIPDIS SIPDIS STATE FOR МЕА/МАС (WLAWRENCE), D (JOST), DRL 


Column 10 


CONFIDENTIALTUNIS 001254 SIPDIS SIPDIS STATE FOR NEA/MAG (WLAWRENCE), D (JOST), DRL 


Column 10 


CONFIDENTIALTUNIS 001255 SIPDIS SIPDIS STATE FOR NEA/MAG (WLAWRENCE), D (JOST), DRL 


Column 10 


UNCLAS HANOI 001255 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: KNNP, AORC, TRGY, ENRG, IAE; 


UNCLAS SECTION ΟἹ OF 04 LILONGWE 000442 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, k 


Column 10 


UNCLAS SECTION 01 OF 02 BEIJING 010192 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PINS, CH, JP, ΚΙ 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 CARACAS 001544 SIPDIS SIPDIS Е.О. 12958: DECL: 05/23/2021 ` 


Column 10 


UNCLAS BEIRUT 001644 SIPDIS SIPDIS DEPARTMENT FOR IO Ε.Ο. 12958: N/A TAGS: AORG, UNGA, ΡΗΕ 
UNCLAS SANAA 001387 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AMGT, OTRA, KNNP, YM SUBJECT: COUNTI 
UNCLAS SECTION 01 OF 04 DUSHANBE 000977 SIPDIS SENSITIVE SIPDIS STATE FOR SCA/CEN E.O. 12 


Column 10 


CONFIDENTIALKATHMANDU 001328 SIPDIS SIPDIS DEPT FOR SCA/INS, ΡΗΜ Ε.Ο. 12958: DECL: 0 


Column 10 


UNCLAS DAMASCUS 002404 SIPDIS SIPDIS DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/S:STHIBE 


Column 10 


UNCLAS CAIRO 003128 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PREL, MASS, MOPS, EG SUBJE 
CONFIDENTIALKATHMANDU 001329 SIPDIS SIPDIS DEPT FOR SCA/INS E.O. 12958: DECL: 05/25/2 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 DUSHANBE 000978 SIPDIS SIPDIS STATE FOR E, P, SCA/FO, SC 


Column 10 


CONFIDENTIALSEOUL 001774 SIPDIS SIPDIS MOSCOW FOR REFCOORD ТІМ RICHARDSON GEN 


Column 10 


CONFIDENTIALKATHMANDU 001330 SIPDIS SIPDIS DEPT FOR SCA/INS Ε.Ο. 12958: DECL: 05/25/2 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 ALGIERS 000950 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/25/2016 Τ, 


Column 10 


SECRET SECTION ΟἹ ΟΕ 03 ISLAMABAD 009696 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: DECL: 05/10/203- 


UNCLAS SECTION 01 OF 05 ANKARA 003004 SIPDIS SENSITIVE SIPDIS DEPT PASS TO H/SUSAN SHEYB, 


Column 10 


UNCLAS SECTION 01 OF 02 ZAGREB 000655 SIPDIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: ΕΟΟΝ, ΕΙ 


Column 10 


CONFIDENTIALISLAMABAD 009703 SIPDIS SIPDIS Е.О. 12958: DECL: 05/25/2016 TAGS: PREL, PK, I 


UNCLAS PRETORIA 002138 SIPDIS SENSITIVE SIPDIS DEPT FOR AF, AF/S NSC FOR AFRICA DIRECTOR 
SECRET SECTION 01 OF 03 ISLAMABAD 009704 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: DECL: 05/25/201t 


Column 10 


CONFIDENTIALSECTION 01 OF 04 COLOMBO 000872 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/25/2016 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 001803 SIPDIS SIPDIS STATE FOR ЕАР/НӘР/ТС, STATE F 


Column 10 


CONFIDENTIALCAIRO 003135 SIPDIS SIPDIS Е.О. 12958: DECL: 05/24/2016 TAGS: PREL, ΕΤΤΟ, КО 
CONFIDENTIALSECTION 01 OF 02 ISLAMABAD 009705 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/25/201: 


Column 10 


SECRET SECTION 01 OF 04 ISLAMABAD 009706 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: DECL: 09/19/201: 


Column 10 


SECRET SECTION ΟἹ OF 02 ISLAMABAD 009708 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/02/2016 TAGS: Pt 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DHAKA 003063 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/25/2011 TAC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MOSUL 000053 SIPDIS SIPDIS DOJ OPDAT/ALEXANDRE; ΟΟΟΝ 
CONFIDENTIALSECTION 01 OF 03 NEW DELHI 003664 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/25/2011 


Column 10 


UNCLAS SECTION 01 OF 02 SARAJEVO 001173 SIPDIS SIPDIS DEPT FOR D (SMITH), P (BAME), EUR (DIC 


Column 10 


UNCLAS YEREVAN 000714 SIPDIS SENSITIVE SIPDIS DEPT FOR ЕОН/САНС Е.О. 12958: N/A TAGS: PGO' 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 003005 SIPDIS TREASURY FOR INTERNATIONAL AFFAI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 003006 SIPDIS SIPDIS Е.О. 12958: DECL: 05/25/2026 ТА 


Column 10 


CONFIDENTIALCAIRO 003139 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/25/2016 TAGS: PREL, PGOV, PH 


UNCLAS TEGUCIGALPA 000949 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/CEN, WHA/EPSC, EB/IFD, INI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 SARAJEVO 001174 SIPDIS SIPDIS DEPT FOR D (SMITH), P (ΒΑΝ 


Column 10 


UNCLAS LIMA 02056 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/AND, WHA/EPSC, EB/IFD/OFD, EB/CBA, 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 YEREVAN 000715 SIPDIS NSC FOR MERKEL DEPARTMENT FOR 


Column 10 


CONFIDENTIALBAGHDAD 001752 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/24/2016 TAGS: PREL, IR, IZ : 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 001753 SIPDIS SIPDIS E.O. 12958: DECL: 05/23/2016 


Column 10 


SECRET SECTION ΟἹ OF 02 BAGHDAD 001754 SIPDIS SIPDIS Е.О. 12958: DECL: 05/25/2026 TAGS: РС! 


Column 10 


CONFIDENTIALNEW DELHI 003665 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/25/2016 TAGS: PREL, PGO 


CONFIDENTIALNEW DELHI 003667 SIPDIS *********************** ZER ZFR ZFR ZFR THIS MESSAGE H 
UNCLAS SECTION 01 OF 02 BRASILIA 001004 SIPDIS SIPDIS STATE FOR ISN/NESS RDELABARRE STATE 


Column 10 


CONFIDENTIALCAIRO 003145 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/25/2016 TAGS: PREL, MARR, Μί 
CONFIDENTIAL SECTION 01 OF 02 MOSCOW 005532 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 05/25/2016 ` 


Column 10 
UNCLAS SECTION 01 OF 02 ASHGABAT 000561 SIPDIS SENSITIVE SIPDIS STATE FOR SCA/CEN (PERRY 


\SSADOR MULFORD Ε.Ο. 12958: DECL: 04/11/2016 TAGS: PREL, PTER, UNSC, MOPS, NP, IN S 


FOR PRESS OFFICE, SIT ROOM NSC FOR NEA STAFF SECDEF WASHDC FOR USDP/ASD-P/ 


: PREL, PGOV, PARM, UP SUBJECT: UKRAINE: KINAKH AND FM TARASYUK ON COALITION ΝΕ 


1E GAMBIA: UDPATE ON DETAINEES, STATUS OF NEWSPAPER REF: А. BANJUL 297 B. BA 


JBJECT: Trial of Djindjic Assassins in Final Stages 1. (SBU) Summary: The trial of the suspected as: 


/18/2016 TAGS: KDEM, PGOV, PREL, SY, EZ SUBJECT: С?ЕСН5 ΟΟΝΟΕΗΝΕΡ ABOUT HUMAN 
/A TAGS: PGOV, PREL, PHUM, KDEM, TI SUBJECT: TAJIKISTAN: ELECTIONS COMMISSION AP 
V/A TAGS: PREL, ECON, EAIR, EINV, ΕΙ SUBJECT: OPTIMISM ON U.S.-EU OPEN SKIES: DOT U/ 


¡EL, PTER, PHUM, NP SUBJECT: PRIME MINISTER APPROVES USG PROVIDING TRAINING TO 


016 TAGS: PGOV, PTER, KDEM, ECON, NP SUBJECT: EUPHORIA, BUT SOME QUESTIONS, OV 


JN, PGOV, PREL, NP SUBJECT: GON SEEKS HELP FROM DONORS SUMMARY 


-GARIA: PARLIAMENTARY COMMITTEES APPROVE DEFENSE COOPERATION AGREEMENT 
-GARIA: PARLIAMENTARY COMMITTEES APPROVE DEFENSE COOPERATION AGREEMENT 
3ALLINGER DEPT PASS TO TDA FOR STEIN, EXIM FOR GLAZER DEPT PASS TO AID - EE-PHIL 


-OR EUR/ACE DMARTIN; CBP/INA FOR RWATT AND CDONOFRIO; USDOE/NNSA FOR DHUIZI 
JNSC SUBJECT: FRENCH COMMENT ON U.S. PROPOSAL REGARDING THE 1267 COMMITTEE 


JAFOR DAN STEIN Ε.Ο. 12958: DECL: 05/19/2016 TAGS: EPET, ENRG, PREL, EWWT, EINV, AJ, 
SH/FOOKS/RIEHL) EUR/ACE FOR VISOCAN EB/IFD/OMA FOR VOLK/YOUTH STATE PLEASE P/ 


IR (SEWARD) Ε.Ο. 12958: DECL: 05/19/2011 TAGS: PGOV, ECON, PREL, ΑΜ, IR SUBJECT: ARM 


). 12958: N/A TAGS: PGOV, KJUS, TD SUBJECT: T&T BACCHANAL: CHIEF JUSTICE ACCUSED : 


1958: DECL: 05/10/2016 TAGS: PGOV, PREL, PHUM, TU, GR SUBJECT: GREECENVS MUSLIM MIN 


EL, PTER, ΜΟΑΡ, IN, NP SUBJECT: CONSOLIDATING NEPALVS FRAGILE DEMOCRACY REF: А 


S: ENRG, TRGY, EUN, PGOV, SENV, ΙΑΕΑ, BU SUBJECT: NUCLEAR POWER INCIDENT HIGHLIC 


L: 05/19/2016 TAGS: KAWC, PTER, PINR, PREL, GM, IZ SUBJECT: GERMANY NOTIFIED: SECO! 
TAGS: PROG, PREL, PINR, RS SUBJECT: IMPLEMENTATION OF THE NGO LAW: SO FAR, MUC 


ΙΑ/ΑΗΡΙ Ε.Ο. 12958: DECL: 05/19/2016 TAGS: KNNP, ENRG, PARM, PREL, IR, RS, AM SUBJECT: 


T PASS USTR (JCHOE-GROVES) DOC FOR JBOGER DOC PASS USPTO (JURBAN), AND LOC (š 


PREL SUBJECT: DEMARCHE DELIVERED ON ADDRESSING SARG HUMAN RIGHTS ABUSES F 
5 TAGS: PREL, КОЕМ, KISL, PGOV, РАМА, PTER, SCUL, IN, PK, AF SUBJECT: AN INDIAN ROGUI 


EZ SUBJECT: CZECH FOREIGN MINISTER CALLS IN AMBASSADOR ON SENATE VISA WAIVER 


55 USTR МӘС FOR CRONIN TREASURY FOR OASIA FOR DOUGLASS USDOC FOR ITA/MAC/W 


= HANDLE ACCORDINGLY. STATE DEPT FOR EUR/NCE - WILLIAM SILKWORTH Ε.Ο. 12958: № 


30V, CY SUBJECT: TURKISH CYPRIOT ECONOMY ENJOYING DOUBLE-DIGIT GROWTH (U) ТІ 


INS, SOCI SUBJECT: DEMARCHE DELIVERED ON STEPS ΤΟ RESTRICT VISAS FOR MEMBERS 


, MOPS, OSCE, GG, RS SUBJECT: LETTER FROM U/S BURNS ΤΟ DFM KARASIN ON SOUTH O 


12958: N/A TAGS: PREL, PGOV, ΚΗΚΟ, SR, BU SUBJECT: BULGARIA SCENESETTER FOR MAY 


3 TAGS: PREL, PGOV, MARR, MOPS, NATO, ΑΕ, MK SUBJECT: MACEDONIA: CAVEATS FOR TR( 


358: DECL: 05/16/2016 TAGS: PGOV, PHUM, KDEM, ΚΜΡΙ, TS SUBJECT: BAR ASSOCIATION LE/ 


JORAN/LOGERFO Ε.Ο. 12958: DECL: 05/19/2016 TAGS: КРАЕ, KWBG, MOPS, PREL, IS SUBJEC 


V, AF, SP SUBJECT: SPANISH GOVERNMENT DRUMS UP SUPPORT FOR AFGHANISTAN MISS 


ALL Ε.Ο. 12958: N/A TAGS: KISL, SP SUBJECT: MUSLIMS IN SPAIN: FINDING AWAY FORWARD 


1, SCUL, IT SUBJECT: THE NOT-SO-BEAUTIFUL GAME: CORRUPTION SCANDAL HITS ITALIAN 


NSC FOR BRAUN USUN FOR DREW SCHEFLETOWSKI Е.О. 12958: DECL: 05/19/2016 TAGS: | 


YAMAMOTO, AF/E, AND DRL:K.GILBRIDE LONDON, PARIS, ROME FOR AFRICA WATCHER E.C 


2958: DECL: 05/19/2026 TAGS: PREL, PTER, PGOV, КОЕМ, LE, SY, IR SUBJECT: MGLEO1: JUME 


REL, PHUM, PGOV, ΡΙΝΗ, PREF, KISL, NL SUBJECT: AYAAN HIRSI ALI: FIRESTORM CONTINUE 


IBJECT: AUSTRIAN EU PRESIDENCY ISSUES DECLARATION REGARDING RECENT ARRESTS 


Е.О. 12958: DECL: 05/19/2016 TAGS: PINR, KISL, TD SUBJECT: PRELIMINARY REPORT ON CAI 
15ОСАМ), EB/IFD/OMA (VOLK/YOUTH), D (SMITH), P (BAME) TREASURY FOR GAERTNER STA 


¡NER/SINGH Е.О. 12958: DECL: 05/19/2016 TAGS: PTER, КРАЕ, PBTS, PREL, LE, IS SUBJECT: 1 


ECT: NORWEGIAN FOLLOW-UP ON DARFUR PEACE AGREEMENT REF: STATE 78589 (SBU) \ 
D EUR/AGS Е.О. 12958: N/A TAGS: РНОМ, PREL, EUN, AU SUBJECT: EU IN FAVOR OF DRAFT 
58: N/A TAGS: PREL, AORC, TBIO, PL, WHO, Economy SUBJECT: POLAND: WORLD HEALTH AS 
BRAMS/DORAN/LOGERFO E.O. 12958: DECL: 05/19/2016 TAGS: PREL, KPAL, KWBG, EAID SUI 


¡NER/SINGH DEPT FOR NEA/ELA AND NEA/PI - KIRBY PARIS FOR ZEYA LONDON FOR TSOU T 


iOV, PBTS, SR, MW SUBJECT: AFTER ΤΗΕ MONTENEGRIN REFERENDUM: CALM BUT COMPL 
5, GREENE, WAECHTER; NSC FOR ABRAMS,DORAN,LOGERFO; TREASURY FOR ADKINS E.C 


ASEC, КРКО, EFIN, IV SUBJECT: PRELIMINARIES TO DISARMAMENT PROCESS ΤΟ BEGIN SO! 
iOV, PBTS, SR, MW SUBJECT: AFTER ΤΗΕ MONTENEGRIN REFERENDUM: CALM BUT COMPL 


TAGS: PGOV, PHUM, ΡΙΝΗ, PREL, RS SUBJECT: VLADIMIR LUKIN, RUSSIA'S PRAGMATIC HUN 


TAGS: PGOV, PREL, PHUM, PINR, RS SUBJECT: RUSSIA\'S DEMOCRATIC OPPOSITION ΤΟ CO 


) FBIPLEASE PASS NEWARK DIVISION Ε.Ο. 12958: DECL: 11/01/2009 TAGS: MO, PHUM, PREL 


19: ΡΗΕΙ., PINS, PINT, PGOV, PHUM, IZ, MARR SUBJECT: NINEWA VIEWS ON CENTRAL GOVEI 


SCG FOR JOSEPH HERSEY Ε.Ο. 12958: N/A TAGS: ECPS, ETRD, TSPL, KCIP, KSCA, КТС, ΕΙΝ 
REY, AND ALOCKWOOD NSC FOR DTOMLINSON Ε.Ο. 12958: DECL: 05/18/2016 TAGS: EPET, I 


ΙΟΝ, PREL, PINR, IS, GOI INTERNAL SUBJECT: OLMERT\'S COS DISCUSSES COALITION NEGC 


'REF, IS, ICRC, GTIP, U.S.-ISRAEL RELATIONS SUBJECT: OLMERT\'S COS ON VISIT PREPARAT 


STERN, TINA FAULKNER, AND AMY LEMAR STATE ALSO FOR DRL/IL JOE DEMARIA, DRL/BA, 


C FOR BRAUN, USUN FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER Ε.Ο. 12€ 


, PREF, PTER, UNHCR, PINS, ΕΙ SUBJECT: AFGHANIS ON HUNGER STRIKE IN IRISH CHURCH 


/2016 TAGS: EFIN, IS, PREL, PTER, КРАЕ, KTFN, ISRAELI-PALESTINIAN AFFAIRS, ECONOMY А 


5, GREENE, WAECHTER; NSC FOR ABRAMS, DORAN, LOGERFO; TREASURY FOR ADKINS; ТІ 
REL, PGOV, PTER, PARM, KPAL, KWBG, ІН, IS, ISRAELI-PALESTINIAN AFFAIRS SUBJECT: RAM 


358: DECL: 05/13/2016 TAGS: PREL, PARM, PGOV, KU SUBJECT: KUWAIT TELLS DOD-STATE-N 


А TAGS: ΕΟΟΝ, ETRD, KIPR, IS, GOI INTERNAL, ECONOMY AND FINANCE SUBJECT: IPR: JUS 


"AL, IS, GOI EXTERNAL, ISRAELI SOCIETY SUBJECT: JUSTICE MINISTER ON CITIZENSHIP LA! 


: MARTIN Ε.Ο. 12958: N/A TAGS: TRGY, TNGD, ΕΜΙΝ, KSCA, BR SUBJECT: BRAZIL ENRICHES 


TAGS: KSCA, OTRA, ΤΒΙΟ, SC, BB SUBJECT: COUNTRY CLEARANCE GRANTED ΤΟ ROBIDOL 
O. 12958: DECL: 11/02/2009 TAGS: MO, PBTS, PHUM, PREL SUBJECT: ICRC SEES PROGRESS 


1POLAD Е.О. 12958: N/A TAGS: PGOV, КОЕМ, GY SUBJECT: OPPOSITION SUES СОС, WANTS 


)OC 4322/MAC/OLAC/JAFEE Е.О. 12958: М/А TAGS: KMDR, ОРНС, OIIP, ETRD, BR SUBJECT: М 


\RR, МО, MOPS, PGOV, PREL SUBJECT: NATIONAL WAR COLLEGE FIELD STUDY ІМ МОНОСС 


JECL: 05/19/2016 TAGS: AORC, СРА5, OFDP, PGOV, ΡΙΝΗ, PREL, KCRM, DO, SZ, XL SUBJECT: 


3 POLAD Е.О. 12958: DECL: 05/17/2016 TAGS: PGOV, PREL, КОЕМ, EAID, HA SUBJECT: HAITI 


ОМ ALSO FOR POLAD STATE PASS AID FOR LAC/CAR INR/IAA (BEN-YEHUDA) TREASURY FO 
16 TAGS: PGOV, PINR, PREL, KDEM, KCOR, NU SUBJECT: NICARAGUA: DEMOCRACY PROMC 


/2016 TAGS: PGOV, РНОМ, PTER, SENV, SNAR, CO SUBJECT: AMBASSADOR MEETS WITH БІ 


REL, BL SUBJECT: JUDICIAL BRANCH STANDS TALL AGAINST EXECUTIVE PRESSURE ΗΕΕ:Α 
11D, SU, ΕΙ SUBJECT: IRISH ROLE IN AFRICAN UNION MISSION IN SUDAN (AMIS) REF: A. SEC: 
GUARD FOR JOSEPH HERSEY COMDT COGARD WASHINGTON DC//CG-62/G-LMI/G-P/G-PWE 
3 FROM THE CAMPAIGN TRAIL: ALL EYES ON THE PRESIDENTIAL DEBATE REF: A. LIMA 1887 


| ΑΡ DEPT PASS TO AID/OTI RPORTER FRC FT LAUDERDALE FOR CLAMBERT СОРЕМНАСЕ! 


E: AWARE OF MANPADS SEMINAR, WELCOMES FUNDING OFFER REF: STATE 80032 1. Polc 


GS: PREL, PGOV, UNSC, КОМА, AORC, NP, IN SUBJECT: INDIAN DPR PLEDGES TO COOPER/ 


-OR MATTHEW MCMANUS Ε.Ο. 12958: DECL: 05/18/2016 TAGS: EPET, ENRG, ΕΙΝΝ, PREL, PG 


А DESK Е.О. 12958: N/A TAGS: PREL, PGOV, ETRD, CS, CO SUBJECT: COLOMBIAN PRESIDEN 


E Ε.Ο. 12958: DECL: 05/19/2016 TAGS: PGOV, PREL, UNSC, UNMIK, YI SUBJECT: AMBASSADO 


\SE PASS FTG/INTERNATIONAL ANTITRUST TRITELL JUSTICE FOR ANTITRUST DIVISION E.C 


REL, MX SUBJECT: MEXICAN CONGRESS DEMONSTRATES INDEPENDENCE, NOT EFFICIENC 


, ACTING A/S SRADEMAKER, PM - A/S НІШ ΕΝ, NEA FO A/S WELCH, GRAY, NEA/ARP MISENHE 


HRAN; DEPARTMENT FOR NEA/ARP; PARIS FOR ZEYA; LONDON FOR TSOU Ε.Ο. 12958: DEC 


‘B/ESC/TFS ΡΝΕΙ ΔΟΝ, KLEAHEY, NEA/ARP STHORNE, TREUTER, S/CT HCRUMPTON TREASL 


RTMENT FOR SCA/FO, SCA/A, EB/TRA NSC FOR AHARRIMAN, AMEND CJTF-76 FOR POLAD, ( 
TSOU ENERGY DEPARTMENT FOR GEORGE PERSON AND JAMES HART E.O. 12958: DECL: ! 


2016 TAGS: PTER, ΚΤΕΝ, PARM, ΜΟΑΡ, IR, ΑΕ SUBJECT: MBR CHARITY ESTABLISHMENT PRC 


ΞΑ/ΑΗΡ Ε.Ο. 12958: DECL: 05/19/2016 TAGS: CMGT, CVIS, PGOV, PREL, SA, PTER, ASEC, АВЫ 


TSOU Е.О. 12958: DECL: 05/17/2016 TAGS: PGOV, SA SUBJECT: DETAINED SHIVA CLERIC REI 


3/ΑΑ Ε.Ο. 12958: DECL: 05/17/2016 TAGS: PREL, PGOV, ΝΙ SUBJECT: THIRD TERM DEFEAT TF 


3/ΑΑ Е.О. 12958: DECL: 05/17/2016 TAGS: PREL, PGOV, NI, THIRDTERM SUBJECT: THIRD TER 


PINS, PINT, PGOV, PHUM, ΙΖ, MARR SUBJECT: NINEWA: PROVINCIAL CHIEF OF POLICE CONF 


SL, IZ SUBJECT: SADR LIEUTENANT KILLED AT IP CHECKPOINT, NAJAF REMAINS CALM AFTE 


=M, IZ SUBJECT: MUQTADA AL-SADR THREATENS BOYCOTT OF PARLIAMENT MEMBERS WH 


TAGS: PGOV, KDEM, IZ SUBJECT: MALIKI WINS BROAD CONFIDENCE IN A NATIONAL UNITY C 


R, I/GNEA, B/BXN, B/BRN, NEA/PPD, МЕАЛРА FOR ALTERMAN LONDON FOR TSOU PARIS FOF 


15, SCA/PAB, S/CT, EUR/RPM STATE PASS TO USAID FOR ΑΙΡ/ΑΝΕ, AID/DCHA/DG NSC FOR AF 
RTMENT FOR NEA/ARP; LONDON FOR TSOU; PARIS FOR ΖΕΥΑ Ε.Ο. 12958: N/A TAGS: KISL, K 


'EPT PASS USAID for AID/ANE, AID/DCHA/DGNSC FOR AMEND AND HARRIMAN OSD FOR BRE 


IR PARAMESWARAN NSC FOR AHARRIMAN, KAMEND CJTF-76 FOR POLAD, CENTCOM FOR ( 
: BLUE LANTERN RESPONSE: APPLICATION 05-996225 REF: STATE 73353 1. (SBU) Post recei' 
V IZ, JO SUBJECT: A/S HILLENVS MEETING WITH FOREIGN MINISTER KHATIB Classified By: A 


V IZ, JO SUBJECT: A/S HILLEN\'S MEETING WITH GID DIRECTOR GENERAL DHAHABI Classifi 


WBG, IR, IS, IZ, SY, SA JO SUBJECT: A/S HILLEN\'S MEETING WITH JAF CHAIRMAN GENERAL 
1, JO SUBJECT: A/S HILLEN\'S MEETING WITH PRINCE FAISAL REF: STATE 69112 Classified В: 


SD/ISA/NESA Ε.Ο. 12958: DECL: 05/21/2016 TAGS: MARR, MOPS, PREL, KTIA, BG SUBJECT: E; 
IBJECT: IRANIAN CONSULATE IN BASRAH CLASSIFIED BY: Mark Marrano, Deputy Regional Сос 
3OV, KU, IZ SUBJECT: SUPPORT FOR IRAQI GOVERNMENT FORMATION: KUWAIT ONE OF TF 


GS: PREL, PTER, PGOV, KCRM, IZ SUBJECT: POLITICAL PICTURE IN BASRAH - NOT PRETTY 


Ο USCG-ROTTERDAM (GCZERWONKA) Ε.Ο. 12958: N/A TAGS: EWWT, ΕΟΟΝ, PREL, PTER, Ρ 


1016 TAGS: PREL, MNUC, KSCA, ΕΤΤΟ, ΜΤΟΒΕ, ΒΑ, ROW, BILAT SUBJECT: BAHRAIN: НСОС- 
ІТ SUBJECT: BAHRAIN: FOLLOW UP ON DARFUR PEACE AGREEMENT REF: STATE 78589 (U 
5 TAGS: EPET, PREL, ASEC, PINS, FR, SU SUBJECT: RAISING THE STAKES IN WHITE NILE/TO 


PARIS FOR ΖΕΥΑ Ε.Ο. 12958: DECL: 05/21/2016 TAGS: OPDC, PGOV, PHUM, PREL, PTER, KU, 
=OR ΖΕΥΑ Е.О. 12958: DECL: 05/20/2016 TAGS: PGOV, КОЕМ, KU, FREEDOM AGENDA, МАПО! 
"OR TSOU, PARIS FOR ZEYA E.O. 12958: N/A TAGS: PGOV, KDEM, PHUM, KU, FREEDOM AGEI 


TAGS: PGOV, PREL, KDEM, VE, IT, IZ, AU, AG, UK, VT SUBJECT: BOLIVARIANS IN THE OLD CO 


TAGS: PGOV, KDEM, IZ SUBJECT: MALIKI MOVES QUICKLY TO ACTIVATE CABINET, FILL GAPS 
555 USTR FOR KARESH, ROSENBERG DEPARTMENT PASS USTR FOR STRATFORD, WINTEF 


ΕΑΡ/ΡΡ, DRL STATE PASS USTR - STRATFORD, CELICO USDOC FOR 4420/ITA/MAC/MCQUEE 


; WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR 


AP/P, РМ; USTR FOR PUBLIC AFFAIRS OFFICE; TREASURY FOR OASIA/IMI; SECDEF FOR ОА: 


JUNTRY CLEARANCE GRANTED FOR M/OAA GRANTS.GOV TEAM REF: STATE 070561 1. US 


TO COMMERCE Ε.Ο. 12985: N/A TAGS: OTRA, ΤΡΗΥ, KSCA, EFIS, CW, NZ SUBJECT: COUNT 
iISLATIVE ASSEMBLY PASSED THE CONSTITUTION OF KHARTOUM STATE REF: Khartoum 10: 
, PGOV, SU SUBJECT: MAY 19 FIREWORKS IN JUBA 1. Summary. At approximately 1500 hrs loc 
JCIETY GROWS IN ЈОВА 1. SUMMARY: As one indication of the growing strength of civil society in 


USDOC FOR BIS TREASURY FOR ОҒАС SENSITIVE SIPDIS Е.О. 12958: М/А TAGS: ETTC, BE 


«МЕН Е.О. 12958: N/A TAGS: ELAB, ECON, PGOV, SOCI, CG SUBJECT: IS THERE A DOCTOR 
INER/SINGH PARIS FOR ZEYQ LONDON FOR TSOU Ε.Ο. 12958: DECL: 05/16/2016 TAGS: PREI 


JBJECT: THE BURGEONING DIPLOMATIC PRESENCE IN JUBA KHARTOUM 00001205 001.2 с 


‚ОСІ, PHUM, PTER, IN SUBJECT: CONGRESS LOSES ITS MAJORITY ІМ ASSAM STATE ASSEME 


I212/ITA/MAC/CPD/CRUSNAK EXIM FOR PAMELA ROSS AND MARGARET KOSTIC ОРІС FR RC 


016 TAGS: PREL, PGOV, PTER, PREF, ETRD, NP SUBJECT: FM OLI TELLS DIPLOMATIC COMM 


2E; SECSTATE FOR EAP A/S HILL; SECDEF FOR U/S EDELMAN Е.О. 12958: N/A TAGS: MASS, 
JCS/ACS-SSCHMIERER NSC FOR DAMON WILSON SENSITIVE SIPDIS E.O. 12958: N/A TAGS: 
1958: DECL: 05/10/2016 TAGS: PGOV, PREL, PHUM, TU, GR SUBJECT: GREECEVS MUSLIM MIN 


A TAGS: PGOV, PREL, EAID, SOCI, UZ, ΤΙ SUBJECT: PENJIKENT: ANCIENT CITY, MODERN PR( 


) SUBJECT: KAZAKHS ON LUKASHENKO\S HEALTH, CORRUPTION REF: 05 MINSK 1500 Clas: 
IRG, BO SUBJECT: DESPITE RHETORIC, MOSCOW NOT TO PUSH MINSK HARD REF: MINSK: 


PREL, ЕТТС, ΤΘΡΑ, KSCA, KS SUBJECT: U/S JOSEPH LETTER ON MTCR DELIVERED TO ROK 
JBJECT: GOJ WELCOMES NEW IRAQI GOVERNMENT, URGES COMPLETION REF: STATE 816 


OV, MOPS, PHUM, IZ SUBJECT: IRAQI VILLAGERS AND SECURITY FORCES FOIL JAYSH AL-M/ 


WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR' 


ΝΕΦΗΙΗΟ CAIRO FOR REFCOORD СНЕҮМЕ GENEVA FOR ВМА Ε.Ο. 12958: DECL: 05/19/2016 ` 
PREL, AORC, TBIO, WHO, CE SUBJECT: World Health Assembly: Smallpox Demarche REF: STA 


REL, KCRM, EG SUBJECT: MRS. MUBARAK AND ISRAELI FM LIVNI PLEDGE COOPERATION О! 


YRIAK DEPARTMENT PASS AIT/WASHINGTON SIPDIS Е.О. 12958: N/A TAGS: OPRC, KMDR, k 


"T AND ARAB LEAGUE WELCOME FORMATION OF NEW GOVERNMENT REF: STATE 81632 1 


3 SUBJECT: GNP CHAIRWOMAN ІМ STABLE CONDITION AFTER ATTACK REF: SEOUL 1642 Οἱ 


Ε.Ο. 12958: N/A TAGS: PHUM, KIRF, RELIGIOUS FREEDOM, VM SUBJECT: BAPTISTS MEET I 


AND GEORGE PEARSON, TREASURY FOR ОТА, LONDON AND PARIS FOR AFRICA WATCHER: 
В. WEISEL AND J. JENSEN STATE PASS USDA/FAS FOR ITP/AAD TREASURY FOR OASIA ANL 


3AN L/AN FOR GTAFT STATE PASS USTR FOR PCOLEMAN SENSITIVE Е.О. 12958: N/A TAGS: 


-ROM AMBASSADOR PASCOE Ε.Ο. 12958: DECL: 05/22/2016 TAGS: PREL, PGOV, MASS, MAR 


3S: PREL, PGOV, MOPS, КОЕМ, YE SUBJECT: HAMEED AL-AHMAR: YEMENVS NEXT KINGMAK 


JENT TAGS: PREL, UK, IZ SUBJECT: FINAL TEXT OF BLAIR-MALIKI JOINT STATEMENT Classi! 
:CL: 05/21/2016 TAGS: PGOV, PREL, PHUM, KDEM, TO SUBJECT: TOGO: UNCOMPROMISING F 
=YA, LONDON FOR TSOU E.O. 12958: DECL: 05/21/2016 TAGS: PGOV, SOCI, PINR, SA SUBJEC 


E DEPARTMENTYS 212(F) ACTION REQUEST REF: SECSTATE 80511 1. Summary: The Burme: 


E SUBJECT: DURING VISIT BY CONGENOFFS, RAS AL-KHAIMAH SHIHUH RENEW COMPLAIN 


>Y SUBJECT: ΟΥΡΗΙΟΤ PARLIAMENTARY ELECTIONS: DEJA VU ALL OVER AGAIN REF: NICO: 


OVAKIA TO PARTICIPATE IN EUVS AFRICAN MISSIONS 1. Slovakia is sending two military officer: 


: 05/21/2016 TAGS: PGOV, PREL, UZ, ZK SUBJECT: PARANOIA IN FLIGHT: KARIMOV ACCOMPL 


МАП ОНҮУ STATE FOR EB/IFD/ODF LINDA SPECHT AND ELAINE JONES TREASURY FOR INTEF 


A FOR FPA Е.О. 12958: DECL: 05/15/2016 TAGS: PREL, PGOV, PHUM, EAID, BM, UN SUBJECT: 


, CH SUBJECT: PRC/IRAQ: RESPONSE ΤΟ SEEKING PUBLIC SUPPORT FOR IRAQI GOVERNM 
R; РА; INR/NESA; INR/B; RRU-NEA IIP/G/NEA-SA WHITE HOUSE FOR PRESS OFFICE; NSC SE( 


1, КРКО, MOPS, CG SUBJECT: ITURI UPDATE: FARDC-MONUC OPERATION RETAKES CONTR! 


27: FOREIGN MINISTER STOERE CONGRATULATES IRAQ REF: SECSTATE 81632 On May 20, 


ГС, TSPA, NO, KSCA SUBJECT: LETTER FROM U/S JOSEPH DELIVERED ΤΟ NORWAY REF: SE 
¿QUEST MORE INFORMATION ON COALITION AGAINST WILDLIFE TRAFFICKING REF: (A) ЭТА 
E.O. 12958: DECL: 05/22/2016 TAGS: EAID, EFIN, KPAL, KWBG, AE SUBJECT: FINANCIAL ASSIS 


I FOR AA/AFR AND AFR/SA Е.О. 12958: N/A TAGS: PREF, EAID, SOCI, MZ SUBJECT: Mozambiqu 


2 SUBJECT: EMBASSY MINSK WEEKLY REPORT - May 19, 2006 Ref: Minsk 459 MINSK 000005. 


TEPHENS DEPT FOR ISN/CPI JOHN KROFT Ε.Ο. 12958: М/А TAGS: KNNP, ММОС, РАНМ, PREL 
iS: PGOV, ECON, FR, PREL, PINR SUBJECT: CLEARSTREAM SCANDAL: GETTING EVER CLOS 


VI, EUR/PGI, EUR/UBI Ε.Ο. 12958: N/A TAGS: PHUM, PREL, ELAB, SMIG, KCRM, KWMN, NL SU 


NFERENCE ΟΕ MINISTERS OF TRANSPORT TO BECOME INTERNATIONAL REF: DUBLIN 559 


/, PREL, PHUM, SY, EI SUBJECT: IRELAND IN LINE WITH EU PRESIDENCY STATEMENT REGAI 
AWRENCE), NEA/PPD (FERNANDEZ, SMITH, AGNEW), NEA/PI (MULENEX, KIRBY), NEA/PA, NE 


3ΑΖΕΗ Ε.Ο. 12958: DECL: 05/22/2016 TAGS: PGOV, MOPS, KPKO, UN, AU-1, SU SUBJECT: р-р 


OV, PREL, AM SUBJECT: NASPEAKER BAGDASARIAN FORMALLY RESIGNS REF: YEREVAN 
AE SUBJECT: UAE INTEREST IN TIP/PISCES SYSTEM REF: S/CT FOSTER-QUINN MAY 16 E- 
TSOU E.O. 12958: DECL: 05/21/2016 TAGS: PGOV, PHUM, KIRF, SA SUBJECT: CHRISTIAN EXP 


TAGS: PTER, PGOV, РНОМ, EAID, ΟΕ SUBJECT: SRI LANKA: NGO OFFICES TARGETED, LTTE 


TSOU Ε.Ο. 12958: DECL: 05/21/2016 TAGS: PGOV, KDEM, ΚΙΗΕ, SA SUBJECT: SAUDI REFORM 


OPS, KG, IR, AF SUBJECT: SCO AND ΜΑΝΑΣ DEMARCHES DELIVERED REF: A. STATE 81543 
016 TAGS: PGOV, РТЕН, NP SUBJECT: GOVERNMENT EXPANDS ΟΑΒΙΝΕΤ TO EIGHTEEN REI 


SUBJECT: NSA TARIQ ΑΖΙΖ READY ΤΟ REACH OUT TO AFGHAN COUNTERPART Classified By: 
S/ES-O DEPT FOR OES/FO, OES/EID, OES/PCI, OES/STC AND OES/IHA DEPT PASS TO USDA/ 


ELIVERED: POLIO ERADICATION AND ΤΗΕ WHA REF: STATE 81265 (U) We delivered reftel talk 
TAILLE TREASURY FOR DAS LEE, RAMIN TOLOUI AND CHRIS KUSHLIS NSC FOR SUE CRONII 


016 TAGS: ECON, EAID, ΕΙΝΝ, PREL, PGOV, NP SUBJECT: FORMER AFGHAN FOREIGN MINIS" 


IV, КОЕМ, PHUM, EPET, ENRG, KISL, IZ, IN SUBJECT: INDIA WELCOMES FORMATION OF NEW 


200D, FRAN TOWNSEND, JUAN ZAROKE COMMERCE/BIS FOR DAS WYSONG, U/S МССОАМ 


WLEY Е.О. 12958: DECL: 05/03/2016 TAGS: MARR, ΝΑΤΟ, PGOV, PREL, EZ SUBJECT: U.S.-CZ 


JORAN/LOGERFO Е.О. 12958: DECL: 05/22/2016 TAGS: KPAL, KWBG, PREL, IS SUBJECT: FAY^ 


3 TAGS: PGOV, PHUM, KIRF, КОЕМ, SCUL, IN SUBJECT: RAJASTHAN GOVERNOR REFUSES T 


PREL SUBJECT: PAKISTANI COMMENTS ON UPCOMING SIACHEN-SIR CREEK TALKS REF: М 


HRAN; DEPARTMENT FOR NEA/ARP; LONDON FOR TSOU; PARIS FOR ΖΕΥΑ Ε.Ο. 12958: DEC 


3 TAGS: PREL, PGOV, ΡΤΕΗ, ΡΙΝΗ, PBTS, MOPS, KISL, PK, IN SUBJECT: AGAINST BACKDROP 


SCO SUBJECT: USUNESCO HOSTS ВЕСЕРТІОМ FOR MAY ΟΗΙΡΙΑΟ 1. Ambassador Oliver ho 
AU SUBJECT: AUSTRIAN EU PRESIDENCY ISSUES DECLARATION WELCOMING IRAQI GOVEI 
iR, ЕСОМ, GT SUBJECT: GUATEMALAN LAND REFORM FLOUNDERING 1. (SBU) Summary: La 


} E.O. 12958: N/A TAGS: PGOV, PHUM, PINR, TU, TX SUBJECT: TURKMENISTANI LABOR MIGI 


‚COURVILLE Ε.Ο. 12958: N/A TAGS: PGOV, PREL, KDEM, MZ SUBJECT: MOZAMBIQUE: ΝΑΤΙΟΙ 


«ΑΤΕ FRIEDRICH, G/IWI DIANNE GRAHAM МӘС FOR AHARRIMAN, KAMEND СЕМТСОМ FOR P 


HRAN; DEPARTMENT FOR NEA/ARP, ΝΕΑΡΑ, NEA/FO FOR ERIN WALSH; PARIS FOR ZEYA; L 


JRAN/LOGERFO, PRM FOR FRONT OFFICE, IO FOR FRONT OFFICE Ε.Ο. 12958: N/A TAGS: РІ 


1, PREL, RS SUBJECT: AMBASSADOR\'S MAY 22 MEETING WITH HUMAN RIGHTS OMBUDSMA 


GR, TU, PGOV, PREL, SNAR SUBJECT: MAJOR DRUG BUST SHOWCASES U.S.-GREEK COOPI 


FOR PRESS OFFICE, SIT ROOM NSC FOR NEA STAFF SECDEF WASHDC FOR USDP/ASD-P/ 


3: PGOV, PREL, PHUM, BO SUBJECT: MILINKEVICH ON ΤΗΕ LEBEDKO PROBLEM, RUSSIAN ΡΕ 


РІ, ΒΑ, BILAT, POL, REFORM SUBJECT: BAHRAINI POLITICAL SCENE PART I: GOVERNMENT | 


FOR TSOU, PARIS FOR ΖΕΥΑ Ε.Ο. 12958: DECL: 05/21/2016 TAGS: PGOV, KDEM, KU, FREEDC 
3G, UN, NO, KPAL SUBJECT: U/S SHINER\'S VISIT TO OSLO Classified By: Ambassador Benson 


PD, NEA/PD, DRL JCS PASS J-5/CDR S. WRIGHT Е.О. 12958: N/A TAGS: OPRC, KMDR, TU SUI 


HRAN; PARIS FOR ZEYA; LONDON FOR TSOU; DEPARTMENT FOR NEA/ARP AND DRL; NEA/F! 


I212/ITA/MAC/CPD/CRUSNAK SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: ENRG, EPET, EINV, TI 


L: 05/22/2016 TAGS: PGOV, PREL, EG, Gamal Mubarak SUBJECT: EGYPT: GAMAL MUBARAK\'S 


OV, PHUM, ECON, BO SUBJECT: Belarus Suffers Large Crop Loss, Still Expects Record Harvest F 


ECT: ITALIANS WELCOME FORMATION OF IRAQI GOVERNMENT REF: STATE 81632 1. (SBU) 


L: 05/22/2026 TAGS: PHUM, PGOV, KDEM, EG, Ayman Nour SUBJECT: EGYPT: THE DAY AFTER 


А TAGS: КІСІ, SOCI, PHUM, PGOV, КОЕМ, AE SUBJECT: VISIT BY COUNCIL ON AMERICAN ISL 


OES/IHA, OES/IHA FOR DSINGER AND ΗΡΑΙ ЕУ, DEPT FOR INR RLESTER AND USEU FOR DK/ 
3G, ECON, GR, GAZPROM SUBJECT: GREECE ENERGY: GOG DELAYING CONTACTS WITH Az 


in SUBJECT: POLISH STATEMENT IN SUPPORT ΟΕ IRAQI GOVERNMENT REF: STATE 81632 ` 


"R/SD SIPDIS Ε.Ο. 12958: N/A TAGS: EFIN, EINV, ODIP, SCUL, RW SUBJECT: REACHING OUT 
JORAN/LOGERFO Е.О. 12958: DECL: 05/22/2016 TAGS: КРАЕ, KWBG, PREL, IS SUBJECT: ASS, 


JOINT STAFF FOR J5 Ε.Ο. 12958: DECL: 5/22/2016 TAGS: PGOV, PHUM, ASEC, MARR, KDEM, 


OLAD; JOINT STAFF FOR 45 Е.О. 12958: N/A TAGS: PGOV, PHUM, ASEC, MARR, КОЕМ, TT SUI 
TAGS: PGOV, KDEM, PNAT, PTER, IZ SUBJECT: CABINET FORMATION ATMOSPHERICS Classi 


S, SETTLEMENTS, ISRAELI-PALESTINIAN AFFAIRS SUBJECT: GOI APPROVES EXPANSION OF 


ΙΑΟ Ε.Ο. 12958: N/A TAGS: PARM, PREL, KCFE, AC, KS SUBJECT: INTERIM DEPARTMENT RES 
IEA/RA FOR LAWSON; OES FOR DALEY; NSC FOR ABRAMS/DORAN/LOGERFO; STATE PASS 1 
: 05/22/2016 TAGS: CASC, CG SUBJECT: INCIDENT REPORT (KEVIN BILLINGS, JOSEPH ROBIN 
JCS/ACS-SSCHMIERER NSC FOR DAMON WILSON SENSITIVE SIPDIS E.O. 12958: N/A TAGS: 
C. COURVILLE Е.О. 12958: DECL: 05/22/2015 TAGS: ASEC, PREL, PGOV, ZI SUBJECT: ANTI-SE 


ARPOLE Ε.Ο. 12958: N/A TAGS: ECON, ΕΕΙΝ, ЕМАС, ELAB, ЕЛІН, EMIN, ЕТАР, PGOV, CG SUE 
19: PREL, PINS, PINT, PGOV, PHUM, IZ, MARR SUBJECT: NINEWA PRT: MOSUL UNIVERSITY O 


JR ЕВ and EUR/WE TREASURY FOR DO/IM TREASURY ALSO FOR DO/IMB AND DO/E WDINKE 


3JECT: ΜΥ KINGDOM FOR A DRINK: KUWAIT FACES WATER SHORTAGE 1. Kuwait enters the 
R SUBJECT: GOF WELCOMES FORMATION OF IRAQI GOVERNMENT REF: STATE 81632 Clas 


TAGS: PGOV, KDEM, PNAT, PTER, IZ SUBJECT: IMPLICATIONS OF SUNNI COALITION SPLIT R 


‘ELLY SIEKMAN, ΙΟ/5 LISA SPRATT STATE FOR NSC GENE WHITNEY STATE FOR NSF INTERN 


VEPSC CDR USSOCOM FOR Ј-2 ΙΑΡ/ ΑΜΑ SIPDIS Е.О. 12958: N/A TAGS: ΚΡΑΟ, OPRC, KMDF 


HLS, ΡΙΝΗ, ASEC, GM, EU SUBJECT: GERMAN MINISTRIES ON SCHENGEN SUSPENSION FOF 
35: TBIO, OSCI, KSCA, PE SUBJECT: CLEARANCE FOR ΝΙΗΝ5 PROPOSED AWARD OF RESEAI 


YONOMIC DEVELOPMENT IN AT-RISK COMMUNITIES 1. Summary: The СОС is rolling out social 
PASS TO USTR MSULLIVAN, VESPINEL DEPT PLEASE PASS TO USPTO FOR JURBAN USDOC 


D (SMITH), P (BAME), EUR/SCE (ENGLISH, SAINZ, FOOKS), ЕОН/АСЕ (VISOCAN, LONGI), 5/01 


1, FOOKS, BELL), P (BAME), D (SMITH), NSC FOR BRAUN, OSD FOR FLORY, USNIC FOR WEBE 


ЭВ TSOU, PARIS FOR ΖΕΥΑ Ε.Ο. 12958: N/A TAGS: PGOV, КОЕМ, РНОМ, KU, FREEDOM АСЕР 


AG SUBJECT: CONSTITUTIONAL CHANGE IN THE AIR REF: ALGIERS 694 Classified By: Amba: 


JM ALSO FOR POLAD FOR FRC LAMBERT Ε.Ο. 12958: DNG: СО 05/22/2026 TAGS: PREL, SNAI 


2. 12958: DECL: 05/22/2016 TAGS: PHUM, PREL, КОЕМ, SOCI, CU SUBJECT: NEW THINKING IS 


S/OSAC, WHA/BSC NSC FOR CRONIN DEA FOR OEL/DESANTIS AND NIRL/LEHRER DEPT ALS 


PREL, PGOV, OAS, JM SUBJECT: GOJ REQUESTS SUPPORT FOR RE-ELECTION OF JUSTICE 
RTIN) DEPARTMENT PASS TO DHS (STALLWORTH, PATTERSON, LOONEY) BRIDGETOWN PL 


OWN SOUTHCOM ALSO FOR POLAD Ε.Ο. 12958: DECL: 05/22/2016 TAGS: SNAR, ΚΟΗΜ, PRE 
1, 12 SUBJECT: DISAGREEMENT OVER SPEAKER AUTHORITIES HOLDS UP PASSAGE OF PAR 


IARMAN) STATE PASS AID (LAC/SA) TREASURY FOR G. SIGNORELLI COMMERCE FOR 4331/N 
1, IZ SUBJECT: MALIKI PUSHING DIPLOMATIC SOLUTION IN BASRA, WORKING TO FILL SECUI 
IRING AND ROD MACKLER E.O. 12958: N/A TAGS: PGOV, PREL, PREF, NU, CU SUBJECT: RESI 


ILAD FOR FRC LAMBERT E.O. 12958: DECL: 04/28/2026 TAGS: PGOV, VE SUBJECT: DIVISIONS 


| ΑΡ FOR FRC LAMBERT Е.О. 12958: DECL: 05/15/2026 TAGS: PGOV, PREL, VE SUBJECT: НО 


216 TAGS: PGOV, OAS, ETRD, PREL, EC SUBJECT: OXY DEMARCHE DELIVERED--FM REJECT 


AP/TC, USTR FOR ALTBACH, Е.О. 12958: DECL: 05/19/2031 TAGS: РАМА, ECON, PREL, PGOV, ` 


МЕСТ: VIETNAM SUPPORTIVE OF NEW GOVERNMENT IN IRAQ REF: STATE 81632 1. (SBU): 


TR KATZ DEPARTMENT FOR R, EAP/MTS, EB/IFD/ODF, DS/IP/EAP, DS/DSS, DSERCC, INR/EAP 


; WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR 


RIS FOR ZEYA; LONDON FOR TSOU; DEPARTMENT FOR NEA/ARP SIPDIS Е.О. 12958: DECL: 


5: PGOV, PREL, ΡΙΝΗ, FJ SUBJECT: FIJI'S NEW MULTI-PARTY CABINET: CONTINUITY AND SUI 


ΞΗ AND JKELLY Ε.Ο. 12958: N/A TAGS: EINV, ETRD, TH SUBJECT: TREATY OF AMITY AND ECC 


(СОМ FOR FPA HUSO, JIATF/WEST FOR COMMANDER BUSCH Ε.Ο. 12958: N/A TAGS: MASS, 


\COM FOR FPA HUSO, JIATF/WEST FOR COMMANDER BUSCH Ε.Ο. 12958: N/A TAGS: MASS, 
(СОМ FOR FPA HUSO, JIATF/WEST FOR COMMANDER BUSCH Ε.Ο. 12958: N/A TAGS: MASS, 
TAGS: MASS, MARR, MOPS, PREL, PHUM, TH, HUMAN RIGHTS VETTING SUBJECT: THAILAND 
TAGS: MASS, MARR, MOPS, PREL, PHUM, TH, HUMAN RIGHTS VETTING SUBJECT: THAILAND 
TAGS: MASS, MARR, MOPS, PREL, PHUM, TH, HUMAN RIGHTS VETTING SUBJECT: THAILAND 
(СОМ FOR FPA HUSO, JIATF/WEST FOR COMMANDER BUSCH Ε.Ο. 12958: N/A TAGS: MASS, 
AP/P, РМ; USTR FOR PUBLIC AFFAIRS OFFICE; TREASURY FOR OASIA/IMI; SECDEF FOR ОА: 


(65: PGOV, TU SUBJECT: ANKARA: ΤΗΕ SECULARISTS DEMONSTRATE, THE GOVERNMENT \ 


ACTION REQUEST: TURKEY REQUESTS ASSISTANCE FOR IRAQ TRADE FAIR Sensitive but L 


3, PGOV, PREL, TU, ΙΖ SUBJECT: PKK VIOLENCE ONGOING REF: ANKARA 2876 AND PREVIOL 
WWT, XH, ZJ, TU SUBJECT: MONTREUX CONVENTION: MILITARY LIMITS ON THE TURKISH S 


L INSTITUTE OF FORENSIC SCIENCE AND ADDING TITLE FORENSIC SCHIENCE, ROYAL THAI 
JM, TU SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR MAY 22, 2006 This is the Sout! 


ICAWATCHERS DEPARTMENT FOR AF/C, DRL, INR Е.О. 12958: N/A TAGS: PGOV, PHUM, PRE 


ULT AND JMCCARTER, VOA NEWS СА, NEA/PPD:CBOURGEO!S, DBENZE AND AFERNANDEZ, 


), 12958: N/A TAGS: PHUM, PREL, KWMN, CB SUBJECT: REGIONAL PROGRESS ON COMMIT F 


AP/CM NSC FOR WILDER Ε.Ο. 12958: DECL: 05/23/2031 TAGS: PREL, PGOV, ECON, PINR, HK, 


P/CM NSC FOR WILDER Ε.Ο. 12958: DECL: 05/23/2031 TAGS: PREL, PGOV, ECON, PINR, HK, ( 


C FOR STEPHENS Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PREL, PARM, MNUC, KNNP, KS SUBJE 
V, LH, HT2, ΗΤΟ SUBJECT: LITHUANIA\'S RULING COALITION ENCOUNTERS MORE TROUBLE 
} TAGS: PREL, MARR, PGOV, PTER, PK SUBJECT: NEW FRONTIER GOVERNOR ON THE WAY 


E, AC, KS SUBJECT: INTERIM DEPARTMENT RESPONSE TO KOREA ARMS VERIFICATION AGE 
:L, ER, SU SUBJECT: SUDAN: EASTERN FRONT - GNU NEGOTIATION PREPARATIONS REF: K 
ЕСІ: 05/16/2016 TAGS: КРКО, MARR, MOPS, PGOV, PREL, IT SUBJECT: COESPU: ITALIAN PRC 
>T: EUR/SE DEPUTY DIRECTOR BAXTER HUNT\'S MAY 8-9 CYPRUS VISIT REF: А. A. NICOSIA 


RAZER Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PGOV, MOPS, KPKO, PHUM, UN, AU-1, SU SUBJE! 


2/2016 TAGS: MCAP, MASS, PREL, PARM, ENRG, ETTC, ІН, ΑΕ SUBJECT: ABU DHABI CROWN I 


"PP/BTA/ANA STATE PASS ΤΟ USTR FOR BWEISEL AND DKATZ STATE PASS USAID FOR СОО 


UM, MY, RP SUBJECT: GRP HOSTS FIRST U.S. BILATERAL CHEMICAL WEAPONS CONVENTIO 
\RTY\'S SOLE HOPE FOR VICTORY REF: A. SEOUL 1642 B. SEOUL 1713 SUMMARY ------- 


WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR' 


ΝΤ ОҒ ENERGY FOR IE EB/ESC/IEC FOR GALLOGLY, DOWDY Е.О. 12958: N/A TAGS: ENRG, El 


VINE STATE FOR ΕΒ/ΤΡΡ MASSINGA, FELSING STATE PASS COPYRIGHT FOR TEPP STATE P/ 


YRIAK DEPARTMENT PASS AIT/WASHINGTON SIPDIS Е.О. 12958: N/A TAGS: OPRC, KMDR, k 


AL ISSUES SUBJECT: CROATIAN SUPPORT FOR NEW IRAQI GOVERNMENT REF: STATE 816: 
N/A TAGS: MOPS, PHUM, MASS, YM SUBJECT: HUMAN RIGHTS VETTING APPROVAL FOR MA 
ENRY NSC FOR DORAN E.O. 12958: DECL: 05/15/2016 TAGS: PREL, PARM, MARR, MASS, KDE 


PDUSD HENRY NSC FOR DORAN Ε.Ο. 12958: DECL: 05/16/2016 TAGS: PREL, PARM, MARR, 1 


VERY OF U.S. STRATEGY FOR NATIONAL AVIAN INFLUENZA PLAN TALKING POINTS REF: ST 
SOCI, PGOV, УМ SUBJECT: MENNONITES AND POLICE IN CONFRONTATION IN HCMC REF: С 


"AGS: PREL, PGOV, MARR, ETRD, KS, ΝΕ SUBJECT: ROK DECLINES CHAVEZ VISIT Classified 
STATE FOR EAP AND EAP/K NSC FOR CHA, COLLINS AND BRAUSE PASS USDA FOR GRUNEP 


\VID BISBEE AND GREG HICKS STATE PASS USAID FOR ANE/AA KUNDER/KENNEDY/WARD U 


SUBJECT: ΡΗΟ MAY 23 MFA PRESS BRIEFING: DPRK FM TO VISIT CHINA, A/S HILLVS BEIJING 


ı FOR ZEYA; LONDON FOR TSOU; DEPARTMENT FOR СА/ЕХ, CA/OCS/ACS/NESA, NEA/ARP S 
ULT AND JMCCARTER, VOA NEWS СА, NEA/PPD:CBOURGEO!S, DBENZE AND AFERNANDEZ, 


JA SUBJECT: ΤΗΙΡΑΗΤΙΤΕ DEMARCHE DELIVERED ON UN DECLARATION ON THE RIGHTS OF 


REL, PGOV, GM, UP, PL, Poland-Ukraine SUBJECT: POLISH PRESIDENT\'S MEETINGS WITH UK 


2. 12958: N/A TAGS: ΕΟΟΝ, EAID, EFIN, PGOV, PREL, NP SUBJ: WHITE PAPER HIGHLIGHTS DI 
1UM SUBJECT: UPDATE ОМ AHMADIYAS Classified By: D.C. McCullough, reason para 1.4 d. 1. ! 


iS: PGOV, PREL, TW SUBJECT: TAIWAN\'S NATIONAL SECURITY REPORT ATTRACTS LIMITED 


ОУ, KU, IZ, STATE SUBJECT: KUWAITI ΕΜ CONGRATULATES NEW IRAQI GOVERNMENT; INVI 


GG, OSCE, PGOV, FR SUBJECT: FRENCH SHARE USG CONCERNS ON RUSSIAN ACTIVITIES 


ANN); SCA/CEN (MUDGE) Е.О. 12958: DECL: 05/22/2016 TAGS: ЕМАС, EPET, KZ, PGOV, PREL $ 


РКО, IV SUBJECT: COTE DVIVOIRE: STATUS OF PILOT ID PROGRAM REF: А) ABIDJAN 523 B) 


N/A TAGS: PGOV, PREL, KDEM, UNMIK, SR, ҮІ, AU SUBJECT: KOSOVO STATUS NEGOTIATION 


SON, ETRD, ΤΙ SUBJECT: TAJIK CAPITAL CLAMPS DOWN ON ΟΡ PIRACY 1. Tajikistan is buildi 
EUR/RPM STATE PASS ΤΟ USAID FOR AID/ANE, AID/DCHA/DG NSC FOR AHARRIMAN, KAMEN 


ZAID, KMPI, MO SUBJECT: ΜΕΡΙ RESPONSIBILITIES REVISITED REF: A. 05 RABAT 2154 B. 


IBJECT: SLOVAKIA,S COMMUNISTS DON,T WANT TO ВЕ IN GOVERNMENT 1. (U) Summary. Jt 


2ЕМ, КРАО, IZ, ΤΙ SUBJECT: TAJIKISTAN: SEEKING PUBLIC SUPPORT FOR IRAQI GOVT FORI 
2, PREL, RP, SO, AE SUBJECT: PHILIPPINES INQUIRY ABOUT PIRATED VESSEL, CREW Classi 


HUM PREL SOCI SU SUBJECT: SUDAN: UPDATE ON THE HUMAN RIGHTS COMMISSION, COP 
: БЕСІ: 05/23/2016 TAGS: PGOV, ELAB, ECON, ASEC, BG SUBJECT: GARMENT WORKERS РА! 


2958: N/A TAGS: ЕЛІН, PTER, ASEC, OTRA, HL SUBJECT: COUNTRY CLEARANCE GRANTED F 
{, PREF, KPKO, SU, NL SUBJ: DUTCH CONTRIBUTIONS TO SUDAN TOP 400 MILLION USD 1. 
8: DECL: 05/22/2016 TAGS: MARR, PREL, NATO, HR, DEFENSE REFORM SUBJECT: CROATIAN 
'016 TAGS: PREL, PGOV, PHUM, PINR, EAID, KPAO, MR SUBJECT: THREE WEST AFRICAN PRC 
EVA FOR RMA E.O. 12958: N/A TAGS: PHUM, PREL, KJUS, CB SUBJECT: UN HIGH COMMISSIC 


\P/MLS, INL/AAE--PETER PRAHAR AND ΥΑΝΤΙ KAPOYOS, INL/C--GREG STANTON Ε.Ο. 12958: 


UR/NCE Е.О. 12958: DECL: 5/23/2031 TAGS: PL, SOCI, PREL, VT SUBJECT: POPE TRAVELS T 


2DMAN AND CGAY COMMERCE FOR KBURRESS STATE FOR S/CT MTHOMPSON AND JWEBS 


EU; AF/PA; EUR/WE /P/SP; D/C (MCCOO); EUR/PA; INR/P; INR/EUC; PM; OSC ISA FOR ILN; NE/ 


TAGS: CVIS, PREL, SOCI, KFRD, TU SUBJECT: FETHULLAH GULEN: WHY ARE HIS FOLLOWEF 


EA/PPD (WHITE, AGNEW) NEA/PI (CARPENTER, MULENEX) NEA/PA NEA/IPA I/GNEA CWG-PD 


10/2016 TAGS: PGOV, PREL, PBTS, MO SUBJECT: AMBASSADOR MEETS WITH PARTY OF PRO 


016 TAGS: PTER, PGOV, NP SUBJECT: MAOISTS ATTEMPT TO RAISE PROFILE, BUT GET PUS 


CT: LUKASHENKO PRAISES SOVIET UNION, CRITICIZES WEST IN VICTORY DAY SPEECH RE 


PK, MARR, SNAR, ΚΟΗΜ, PTER, EAID SUBJECT: EXPLAINING ΤΗΕ SECURITY FORCES IN ΤΗΕ 


AGS: PGOV, PHUM, KDEM, PINS, PREL, ASEC, KG SUBJECT: LITTLE TENSION IN RUN-UP TO | 


DDIS AND ASMARA FOR CONSULAR SECTION Е.О. 12958: N/A TAGS: AMED, CASC, ΤΒΙΟ, KFL 
Ἑ, PHUM, IN, BT, МР SUBJECT: BHUTANESE REFUGEES ON BACKBURNER BUT NOT FORGOT 


EL, AF, NO SUBJECT: NORWAY WILL HELP URGE KYRGYZ ON MANAS AIRFIELD REF: SECS] 
4UM, РАМА, PREL, RS SUBJECT: HELSINKI COMMISSION STAFFDEL MEETS WITH MFA NGO E 


358: DECL: 05/22/2016 TAGS: PHUM, PREF, PGOV, PREL, SY, IR SUBJECT: HUMAN RIGHTS RO 


JR EB and EUR/WE TREASURY FOR DO/IM TREASURY ALSO FOR DO/IMB AND DO/E WDINKE 


FOR TSOU Ε.Ο. 12958: DECL: 05/21/2016 TAGS: PHUM, PGOV, PREL, SY SUBJECT: FOUR ΜΟΙ 


116 TAGS: UZ, IZ, KDEM, ΚΡΑΟ, PGOV, PREL SUBJECT: SUBJECT: SUPPORT FOR IRAQI GOVE 
MBASSADOR DAVID GROSS DEPT PLEASE PASS TO USTR DOL FOR ILAB E.O. 12958: N/A TA 
SHE DELIVERED REGARDING FOLLOW-UP ON DARFUR PEACE AGREEMENT REF: SECSTAT 
PREL, PGOV SUBJECT: DEMARCHE DELIVERED TO SEEK PUBLIC SUPPORT FOR IRAQI GOV 


М ΑΖΙΖ CONGRATULATES NEW IRAQI PRIME MINISTER REF: А. STATE 81632 B. GRENCIK 


V, KDEM, ΚΡΑΟ, OPRG, IZ, MU SUBJECT: ΟΜΑΝ WELCOMES NEW IRAQI GOVERNMENT REF 


HT27, HT50, HT12 SUBJECT: DISTRICT COURT OVERTURNS RUSSIAN BANKER BABENKOVS 
RTMENT FOR NEA/ARP; PARIS FOR ZEYA; LONDON FOR TSOU E.O. 12958: N/A TAGS: BTIO, I 


116 TAGS: ΚΙΗΕ, PGOV, PHUM, UZ SUBJECT: NATIONWIDE PROSECUTION ΟΕ FAITH-BASED N 


ІН, ET, PGOV, PREL, UNSC, KPKO SUBJECT: COUNCIL APPEARS READY ΤΟ DOWNSIZE UNMI 


3 TAGS: PGOV, PREL, КОЕМ, PARM, ММУС, ЕМАС, РИМА, MARR, IN SUBJECT: CONGRESS FAF 


ECT: MOSCOW ON IRAQI GOVERNMENT FORMATION REF: STATE 81632 MFA Spokesman Mi 


:: PREL, UNGA, UNSC, AORC, SU, IV, FR SUBJECT: U.S.-FRENCH CONSULTATIONS ON UN ISS 


ULT AND JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEO!S, DBENZE AND AFERNANDEZ, 


АА AMEMBASSY FOR PAO, IO Е.О. 12958: М/А TAGS: OPRC, KMDR, KPAO, CI, VE SUBJECT: М 


M, ΡΕ SUBJECT: EX-CANDIDATE PANIAGUA ON POLITICAL SCENE Classified By: Political Offic 


} E.O. 12958: МА TAGS: PGOV, PHUM, SOCI, EPET, JA, FR, TX SUBJECT: ICE SKATING IN THE 


M, ΡΕ SUBJECT: PDAS SHAPIRO/AMBASSADOR MEET WITH HUMALA Classified By: Ambassac 


TAGS: PGOV, IZ SUBJECT: SENIOR SHIA CLERIC CALLS FOR FOCUS ОМ SECURITY Classifie 


'OUNTER-TERRORISM STRATEGY - WHERE ARE THE MODERATE ARABS? REF: A.USUN 009 


. 12958: N/A TAGS: PHUM, PREL, КОМА, OPDC, UN, SG SUBJECT: SENEGAL ΟΝ THE UN HUM; 


TAGS: PREL, PGOV, ENRG, IR, AJ, AM, GG, BO, UP, RS SUBJECT: AMBASSADOR\'S MAY 23 МЕ 


\RIS FOR AFRICA WATCHER ADDIS AND ASMARA FOR CONSULAR SECTION Ε.Ο. 12958: N/A 
REL, KCRM, EG SUBJECT: MRS. MUBARAK AND ISRAELI FM LIVNI PLEDGE COOPERATION О! 


;A WATCHERS PARAMARIBO FOR DCM MARY BETH LEONARD LIBREVILLE FOR GLENN FEDz 


L, BBELL BELGRADE FOR SCHEEVER Ε.Ο. 12958: N/A TAGS: PREF, PHUM, HR, REFUGEE SU! 
TAGS: PGOV, IZ SUBJECT: KURDS HAVE MIXED REACTIONS TO AL-MALIKI GOVERNMENT С 


R, CASC, ML SUBJECT: ARMED ASSAILANTS ATTACK MILITARY POSTS IN KIDAL - SITREP 1 С 
AGS: PGOV, PREL, EZ SUBJECT: CZECH ELECTIONS: ODS, THE WOBBLY FRONT RUNNER R 


: N/A TAGS: KCRM, PHUM, KWMN, SMIG, KFRD, ASEC, PREF, ELAB SUBJECT: SYRIA: ADDITIC 


V, КОЕМ, IZ, IN SUBJECT: INDIA WILL CONSIDER ADDITIONAL SUPPORT TO IRAQ НЕЕ: А. (A) 


3UBJECT: PM AZIZ TO TALK SENSE TO IRANIAN VICE PRESIDENT AND FOREIGN MINISTER F 
zCT: NSG PLENARY DISCUSSION OF IRAN - FRENCH COMMENTS REF: SECSTATE 70473 Cle 


-, AU, NZ, CI SUBJECT: CHILE: TRIPARTATE DEMARCHE ON DECLARATION ON THE RIGHTS С 
AWRENCE), NEA/PPD (FERNANDEZ, SMITH, AGNEW), NEA/PI (MULENEX, KIRBY), NEA/PA, NE 


ПСА WATCHERS Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PREL, PGOV, UNSC, КРКО, MARR, ER, | 


ORC, BO SUBJECT: Belarus Supports U.S. ITU Candidacy Refs: (A) State 46962, (B) Minsk 368 Ο 
MARIA Ε.Ο. 12958: DECL: 05/21/2016 TAGS: SOCI, ELAB, PGOV, PHUM, TS SUBJECT: REDUCE 


DECL: 05/23/2016 TAGS: PGOV, MOPS, ΚΡΚΟ, PHUM, UN, AU-1, SU SUBJECT: D-DAY+7: DARF 
7, EN SUBJECT: ESTONIA WELCOMES FORMATION OF IRAQI GOVERNMENT REF: STATE 81€ 


МА, UK, SY, FR SUBJECT: (C) UK EMBASSY UPDATE ОМ KHADDAM TRAVEL TO UK, RESIDEN( 


RTMENT FOR NEA/ARP; PARIS FOR ZEYA; LONDON FOR TSOU Ε.Ο. 12958: N/A TAGS: KISL, F 


PRESS STATEMENT ON PSI EXERCISE ANATOLIAN SUN 06 1. The Turkish MFA released an = 


VISP JOINT STAFF FOR DD PMA-A FOR ΝΤΟ COMMERCE FOR BIS (GOLDMAN) NSC FOR DIC 


12958: N/A TAGS: UNESCO SCUL SUBJECT: USUNESCO - PDAS WARLICK MEETING WITH DG 
PREL, TU, GR, NATO SUBJECT: AEGEAN: TURKISH AND GREEK WARPLANES COLLIDE Class 
’REL, PGOV, TU, IZ, US SUBJECT: (S/NF) GUN USED TO KILL TURKISH JUDGE APPARENTLY F 
\FR and AFR/SA SENSITIVE Е.О. 12958: N/A TAGS: EINV, ECON, EAGR, ETRD, MZ SUBJECT: N 


ON AND PARIS FOR AFRICA WATCHERS Ε.Ο. 12958: N/A TAGS: ECON, EIND, ΕΙΝΝ, PGOV, ΚΡΙ 


DECL: 5/23/2016 TAGS: PGOV, KISL, КОЕМ, IZ SUBJECT: DECONSTRUCTING ΒΑΒΙ 2 SECUL/ 


CLEARANCE FOR FAA PERSONNEL PUCKETT, BLAIS, TAYLOR, PIERCE. REF: A. РАА 1017584 
ITRY CLEARANCE FOR FEDERAL RESERVE OFFICIALS. REF: STATE 82565 1. (U) The Embas: 
3 JOC AND POLAD; JOINT STAFF FOR J5 Е.О. 12958: DECL: 5/23/2016 TAGS: ASEC, PGOV, М, 


EUR/DAS DICARLO Ε.Ο. 12958: N/A TAGS: PGOV, PREL, MW, SR SUBJECT: MONTENEGRIN F 


JORAN/LOGERFO Ε.Ο. 12958: DECL: 05/23/2016 TAGS: KPAL, KWBG, PREL, IS, ASEC, CASC S 
L: 05/23/2016 TAGS: PGOV, PREL, ECON, КОЕМ, MASS, NI SUBJECT: SCENESETTER FOR ADM 


ЈАС Ε.Ο. 12958: DECL: 10 YEARS TAGS: PGOV, ΡΙΝΗ, KCRM, KJUS, ES, ASEC SUBJECT: REDI 


Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PREL, KPAL, KWBG, EAID, EG, IS, ISRAELI-PALESTINIAN 


GG, NO SUBJECT: DEMARCHE DELIVERED: RUSSIAN ACTIVITIES IN SOUTH OSSETIA REF: š 
D FOR DASD FATA Ε.Ο. 12958: DECL: 05/22/2016 TAGS: PREL, NATO, MOPS, IZ, AF, IT SUBJEC 
?GOV, MK SUBJECT: MACEDONIA: POLITICAL LEADERS EXPECT INDEPENDENT MONTENEGI 


ΙΤΝ, ΕΟΟΝ, EAGR, CG SUBJECT: ECONOMICS ALONG THE UGANDAN BORDER: ΤΗΕ GRAND 


ν, MX SUBJECT: BORDER REACTION: ΜΕΧΙΟΟ WORRIES ABOUT \ 


REASURY FOR SCHANZER NSC FOR HINNEN Е.О. 12958: DECL: 05/22/2016 TAGS: ETTC, ЕРІ! 
REL, ΝΑΤΟ, KG, FR SUBJECT: FRANCE SYMPATHETIC ΤΟ DEMARCHE ON MANAS AIRFIELD F 
?GOV, PINR, CASC, ML SUBJECT: EAC DECISIONS REGARDING ATTACKS IN KIDAL AND MEN/ 
R, І/СМЕА, B/BXN, B/BRN, NEA/PPD, NEA/IPA FOR ALTERMAN LONDON FOR TSOU PARIS FOF 


INTRY CLEARANCE GRANTED ΤΟ CAMACHO FOR TRAVEL ТО ST. KITTS AND NEVIS REF: ҒА 


> Е.О. 12958: DECL: 05/22/2016 TAGS: PREL, PGOV, КОЕМ, ΚΜΡΙ, KU SUBJECT: FREEDOM AG 
T: IRELAND WELCOMES THE NEWLY FORMED GOVERNMENT IN IRAQ REF: STATE 81632 (SI 
? E.O. 12958: DECL: 05/22/2016 TAGS: PREL, PGOV, KDEM, ΚΜΡΙ, KU SUBJECT: FREEDOM AG 
2021 TAGS: PGOV, PINR, CO SUBJECT: LEADING LIBERAL SENATORS ON PRESIDENTIAL ELE 
AA Ε.Ο. 12958: N/A TAGS: OPRC, KMDR, KPAO, ΟΙ, MX SUBJECT: MEDIA REACTION - U.S. ΙΜΝ 


N, INR/AA ROME FOR RD BENSON AND ARD PASQUARELLO HAGUE FOR A/ARD BOOBAR E.( 


‚AR. WHA/CEN, WHA/EPSC, EB, EB/ESC/IEC/EPC; NSC FOR HADLEY AND FISK Е.О. 12958: N/ 
) FOR LAC/AA STATE PASS ΤΟ USTR FOR LYANG NSC FOR SUE CRONIN TREASURY FOR OS 
\SURY FOR SGOOCH ENERGY FOR CDAY AND SLADISLAW Е.О. 12958: DECL: 05/18/2016 ТА( 
ΙΑ, SG, ΝΙ, IR, AU SUBJECT: THE GAMBIA: TIES WITH NIGERIA, SENEGAL, IRAN REF: BANJUL 


AG SUBJECT: IMMINENT ΟΑΒΙΝΕΤ RESHUFFLE Classified By: Ambassador Richard W. Erdman 


ЕХІСАМ5 FAVOR ΙΜΜΕΡΙΑΤΕ PASSAGE ΟΕ INDIGENOUS RIGHTS DECLARATION DESPITE LA 
PARM, LY, IR, PA SUBJECT: MFA OFFICIALYS OBSERVATIONS ON LIBYA AND THE HAMAS GOV 
CAR Е.О. 12958: N/A TAGS: EFIN, OTRA, АС, XL SUBJECT: COUNTRY CLEARANCE GRANTED 
>, ЕРІМ, UNSC, PREL, PGOV, CG SUBJECT: DRC SANCTIONS: UK PROPOSES REVISED LIST C 


>, ЕРІМ, UNSC, PREL, PGOV, CG SUBJECT: DRC SANCTIONS: UK PROPOSES REVISED LIST C 


V, PREL, UNSC, UNMIK, ҮІ, EU, SR SUBJECT: BALKAN PERMREPS MEET AMBASSADOR WISN 


:CL: 05/02/2016 TAGS: PREL, UNSC, PGOV, CI, GA SUBJECT: GUATEMALAN AMBASSADOR ON 


3TS, UNSC, ΒΗ, GU, VZ SUBJECT: (C) BELIZE: FOREIGN MINISTER MAINTAINS GOB NOT ACT 


LEARANCE FOR BENJAMIN GARRIDO-GODOY AND DONALD CARNICELLA REF: ΕΑΑΝΤΙ ΠΩ 


2, WHO, ΡΕ SUBJECT: SMALLPOX DEMARCHE (PERU) REF: STATE 71569 DepEconCouns/ES 
ARCIA-HUMALA DEBATE: THE TWO TALK PAST EACH OTHER TO THEIR TARGET AUDIENCES 


-TERS Ε.Ο. 12958: DECL: 05/19/2031 TAGS: AMGT, AOMS, PINR ACOA, ΚΟΟΡ SUBJECT: ALLIE 


ІН, GT SUBJECT: GUATEMALAN NATIONAL DIALOGUE ΟΕΕ TO SHAKY START 1. The GOG kit 
3 NOAA/NMFS - US IWC COMMISSIONER HOGARTH AND McCARTHY SIPDIS E.O. 12958: N/A 
ә UN, UNSC SUBJECT: SYG SELECTION: SECURITY COUNCIL TO HOLD V 


ΓΡΑΟΟΜ FOR FPA HUSO Ε.Ο. 12958: N/A TAGS: PGOV, PREL, PTER, MARR, MASS, TH, POL/N 


; WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR 


AP/P, РМ; USTR FOR PUBLIC AFFAIRS OFFICE; TREASURY FOR OASIA/IMI; SECDEF FOR OAS 


1958: DECL: 05/23/2016 TAGS: PREL, PGOV, ΑΜ SUBJECT: SHAKING OUT THE POLITICAL LANL 


"PP/BTA/ANA STATE PASS TO USTR FOR BWEISEL AND DKATZ STATE PASS USAID FOR СОО 


iL: 05/22/2016 TAGS: ΕΕΙΝ, EAID, ΤΝ, CH SUBJECT: TONGA STRUGGLES TO STABILIZE ITS ЕС 


4 RICCI COMMERCE FOR OAR/JNBRUCE Ε.Ο. 12985: N/A TAGS: OTRA, TPHY, KSCA, SENV, N 


'D SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: PHUM, ΡΙΝΗ, PGOV, TX, KY SUBJECT: Islam in An 


3, VM SUBJECT: VIETNAM'S PARTY CONGRESS: CONSERVATIVES AND PROGRESSIVES TIE, 


:B/IRAQ AND МЕАЛ Е.О. 12958: N/A TAGS: PREL, KDEM, ΚΡΑΟ, PGOV, IZ, NZ SUBJECT: NEW 2 


AUN Ε.Ο. 12958: N/A TAGS: PREL, MK, SZ, AL SUBJECT: ALBANIA REACTS POSITIVELY TO MC 


, BA, BILAT, ΟΤΗ SUBJECT: BAHRAIN: SMALLPOX DEMARCHE REF: STATE 71569 1. The Amb: 
=RON), ISN/NDF (R. SMITH) Е.О. 12958: DECL: 05/24/2016 TAGS: ΚΝΝΡ, KSCA, PARM, PREL, T 


'ORLD HEALTH ORGANIZATION: SMALLPOX DEMARCHE ΤΟ KAZAKHSTAN REF: STATE 7156: 
: OTRA, AMGT, TH, Country Clearance SUBJECT: THAILAND COUNTRY CLEARANCE FOR: SCO 


‚ PGOV, PHUM, SN SUBJECT: PM LEE MAKES MINOR CHANGES TO GOS CABINET REF: A. SII 
JM, TU SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR MAY 23, 2006 This is the Soutr 


IER FROM AMBASSADOR LUNSTEAD Ε.Ο. 12958: DECL: 05/24/2016 TAGS: EAID, ECON, MARI 


СІ AND EB STATE PASS ΤΟ USTR FOR BWEISEL COMMERCE FOR 4530/ITA/MAC/AP/OSAO/AE 


COURT ACQUITS GENERAL GARCIA OF PERJURY; PLUNDER CASE TO CONTINUE REF:A.M. 


A, CH, KS SUBJECT: POINTS ON DEFENSE DEPARTMENT REPORT ON CHINA DELIVERED TO 
3 JOC AND POLAD; JOINT STAFF FOR J5 Ε.Ο. 12958: DECL: 5/24/2016 TAGS: ASEC, PGOV, М, 
CL: 05/24/2016 TAGS: PBTS, PREL, RU, GG, OSCE, PGOV, NL SUBJECT: NETHERLANDS/RUSS 


IRL/IRF KELLY; EUR/NCE SESSUMS Ε.Ο. 12958: DECL: 5/24/2016 TAGS: SOCI, PREL, PL, VT S 


, PREL, MARR, JA, IN SUBJECT: MUKHERJEE JAPAN VISIT TO BUILD ON EXCHANGES, COOPI 
JENSEN TREASURY FOR OASIA COMMERCE FOR 4430/MAC/EAP/MAC/BAKER Ε.Ο. 12958: DE 


ELAB, MG SUBJECT: TIP Seminar Raises Awareness, Coordination Ref: Ulaanbaatar 173 ------- 5 
\ FOR TSOU PARIS FOR ZEYA USCENTCOM FOR PLUSH FOREIGN PRESS CENTER FOR SILA 


2. 12958: N/A TAGS: ΤΡΗΥ, OTRA, KSCA, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR 
2. 12958: N/A TAGS: ΤΡΗΥ, OTRA, KSCA, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR 
GS: PGOV, PHUM, ECON, CH SUBJECT: TIBET RAILWAY COMPLETION ADVANCES AMID PRC 


SO PASS USAID/W USAID FOR DCHA SUDAN ΤΕΑΜ, ΑΕ/ΕΑ, DCHA NAIROBI FOR USAID/DCHA 
:AP/CM, EAP/PD, ECA STATE PASS USTR FOR STRATFORD, CELICO USDOC FOR 4420ЛТА/М/ 


Ч, ETRD, EINV, EDUC, TNGD, CH SUBJECT: Microsoft Opens Technology Center in Guangzhou (L 
3ΙΤΥ - MR. DAVID EK Ε.Ο. 12958: N/A TAGS: ΙΑΕΑ, ENRG, TRGY, АОНС, ΚΝΝΡ, OTRA, NL SUBJ 
EAP/PD, DRL STATE PASS USTR - STRATFORD, CELICO USDOC FOR 4420/ITA/MAC/MCQUEE 


- DOBBS Е.О. 12958: N/A TAGS: ENRG, ΤΗΥ, KSCA, OTRA, NL SUBJECT: COUNTRY CLEARAI 
OF HEALTH E.O. 12958: N/A TAGS: TBIO, KSCA, OTRA, NL SUBJECT: COUNTRY CLEARANCE : 
L: 5/24/2016 TAGS: PREL, КОЕМ, UN, TI SUBJECT: TAJIKISTAN: UNTOP MANDATE NEEDS ІМ) 
OF HEALTH E.O. 12958: N/A TAGS: TBIO, KSCA, OTRA, NL SUBJECT: COUNTRY CLEARANCE : 
OF HEALTH E.O. 12958: N/A TAGS: TBIO, KSCA, OTRA, NL SUBJECT: COUNTRY CLEARANCE : 
YRIAK DEPARTMENT PASS AIT/WASHINGTON SIPDIS Е.О. 12958: N/A TAGS: OPRC, KMDR, F 


sal Updates SUBJECT: THAKSIN BACK AT HIS DESK REF: BANGKOK 2991 AND PREVIOUS Cla 


2958: N/A TAGS: OTRA TSPA, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR NASA GO 
JBJECT: COUNTRY CLEARANCE GRANTED FOR FAA CENTRAL REGION PERSONNEL DEATOI 
iOV Ε.Ο. 12958: N/A TAGS: OTRA, ASEC, EAIR, NL SUBJECT: COUNTRY CLEARANCE GRANTE 
ATE PASS TO USTR FOR MSULLIVAN STATE PASS TO USPTO/OLIA USDOC FOR 4332/ITA/MAC 


3 TAGS: INRA, PGOV, LO SUBJECT: POLITICAL ROUND-UP: ELECTION EDITION II Classified B 


'LHOOVER; AF/FO, AF/W, AF/RSA USUN FOR A. HILLMAN Е.О. 12958: БЕСІ: 05/23/2016 TAGS: 


PHUM, PREL, KIRF, SOCI, PGOV, VM SUBJECT: CONSUL GENERAL MEETS UBCV PATRIARCH 


ΙΑ, SG, ΝΙ, IR, AU SUBJECT: ΤΗΕ GAMBIA: TIES WITH NIGERIA, SENEGAL, IRAN REF: BANJUL 


ΙΑ, SG, NI, IR, AU SUBJECT: ΤΗΕ GAMBIA: TIES WITH NIGERIA, SENEGAL, IRAN REF: BANJUL 


‚ TREASURY FOR OASIA GKOEPKE STATE PASS USTR USDOC FOR 4420 Е.О. 12958: N/A TAG 


> DANNY GRASER AND ANDY BAUKOL FINCEN FOR HEATHER MOYE Е.О. 12958: DECL: 05/24 


RICA DIRECTOR Е.О. 12958: DECL: 05/18/2016 TAGS: PGOV, РАМА, SF SUBJECT: POLITICAL А 


ΜΜ, CH SUBJECT: PRC MFA ON DEFENSE DEPARTMENT REPORT ON CHINA REF: (A) STATE t 


JBJECT: BERGEN CONFERENCE ОМ NORTH KOREAN HUMAN RIGHTS 1. (SBU) SUMMARY / 


T FOR ΕΑΡ, EAP/CM, IO/UNP Ε.Ο. 12958: DECL: 05/24/2016 TAGS: PREL, EAID, PGOV, UN, CH. 


DECL: 05/24/2016 TAGS: КММР, PREL, АОНС, ΙΑΕΑ, UNSC, IR, MU SUBJECT: DEMARCHE IN AD 
-TIG, OES, INR/IAA: RCARHART Ε.Ο. 12958: N/A TAGS: SENV, ECON, EAGR, EINV, SMIG, ТВІС 


FOR PRESS OFFICE, SIT ROOM NSC FOR NEA STAFF SECDEF WASHDC FOR USDP/ASD-PA 


КОЕМ, KMPI, ΒΑ, BILAT, POL, REFORM SUBJECT: BAHRAINI POLITICAL SCENE PART II: ROYZ 


Y CLEARANCE GRANTED ТО U.S. GOVERNORS TRAVEL TO ΝΕΑ, SA, EUR REGIONS REF: ST 
P, UNSC, IR, CY SUBJECT: CYPRUS WILL NOT ATTEND NAM MINISTERIAL IN KUALA LUMPUR 


SAT, PARIS FOR NASA REP, PLEASE PASS TO USTR E.O. 12958: N/A TAGS: ETTC, TSPA, KFPC 
DECL: 5/24/2016 TAGS: PGOV, KISL, KDEM, IZ SUBJECT: ISLAMIC DA\'WA PARTY CHIEF IN B/ 


2958: N/A TAGS: PREL, AF, CVIS, PHUM, ΡΗΕΕ, PTER, UNHCR, PINS, ΕΙ SUBJECT: AFGHANI HL 


L, PREL, PGOV SUBJECT: FATA: MISSION PAKISTAN REPORTING AND ASSISTANCE ΡΙΑΝ5 Η 


3L, PREL, KPAO, РНОМ, ΑΕ SUBJECT: UAE RELIGIOUS ADVISOR DEFENDS ISLAM AND CALLS 


158: DECL: 05/19/2016 TAGS: ΝΑΤΟ, MARR, PREL, ΑΓ SUBJECT: GREECE ΤΟ ANSWER ISAF CA 
MOPS, LH, IZ, HT11 SUBJECT: GOL CONSIDERING 50,000 CONTRIBUTION TO THE TRUST FUI 
2$, PREL, LH, UZ, НТ6, HT17 SUBJECT: GOL TO ENGAGE KYRGYSTAN ON MANAS AIRFIELD, | 
35: PGOV, PREL, ASEC, BG SUBJECT: RUMORS SWIRL AS DHAKA RETURNS TO NORMAL RE 


ΕΕΙΝ, PREL, IS, КРАЕ SUBJECT: KUPPERWASSERYS FINAL ASSESSMENT OF HAMAS Classifi 


ΤΕΝ, EFIN, PREL, IS, КРАЕ SUBJECT: KUPPERWASSERYS ΕΙΝΑΙ ASSESSMENT: HAMASVS FO! 


Μ, PGOV, PHSA, PREL, ΚΝΝΡ, CI SUBJECT: ΤΗΙΡΑΗΤΑΤΕ DEMARCHE FINDS CHILE NOT READ 


8: DECL: 05/23/2016 TAGS: PGOV, PREL, СІ, VZ SUBJECT: NEW CHILEAN AMBASSADOR TO VI 


DECL: 05/24/2016 TAGS: PREL, KPKO, UN, AU-1, SU SUBJECT: MEETING WITH UN SPECIAL E! 
R, ASEC, SZ SUBJECT: SWISS ARREST MEMBERS OF AN APPARENT ISLAMIST TERRORIST C 


) МӘС FOR ABRAMS, DOD/OSD FOR SCHENKER AND ΜΑΤΗΕΝΥ LONDON FOR ARAB MEDIA C 


ZEYA; LONDON FOR TSOU; DEPARTMENT FOR NEA/ARP AND NEA/RA; NSC FOR FARAH SIPI 


: ECON, EWWT, NL SUBJECT: DUTCH GRANT CLEARANCE FOR R/V PELICAN REF: A. STATE 


3 TAGS: KDEM, ΚΡΑΟ, PREL, PGOV, MZ SUBJECT: MOZAMBIQUE: SEEKING PUBLIC SUPPORT 
N SUBJECT: AMBASSADOR DISCUSSES IRAQ, INTEGRATION WITH ESTONIAN MPS 1. (SBU) 


TAGS: PTER, PHUM, PGOV, ΟΕ SUBJECT: SRI LANKA: FROM INSIDE ΤΗΕ CONFLICT ZONE Al 


TAGS: KG, MARR, MOPS, PREL, АҒ, MK SUBJECT: MACEDONIA: DEMARCHE ON ΜΑΝΑΣ AIRF 
ә UNSC, UN, IN SUBJECT: SYG SELECTION: INDIA PUSHES UNHELPFUL GA RESOLUTION RE 


: БЕСІ: 05/24/2016 TAGS: PREL, PGOV, AM SUBJECT: NA RATIFIES MCC COMPACT; AMBASSA 


i: DECL: 05/23/2011 TAGS: PREL, ΚΡΑΟ, IZ, AE SUBJECT: UAE RESPONSE ΤΟ IRAQ DEVELOPN 


5СЕ, PGOV, PO SUBJECT: PORTUGAL: NOT READY TO PRESS ON SOUTH OSSETIA REF: SE! 


S: PREL, PGOV, IT, MW, SR, YI SUBJECT: ITALY WANTS TO BE MONTENEGRONS MOST INFLU 


HRAN; DEPARTMENT FOR NEA/ARP; PARIS FOR ZEYA; LONDON FOR TSOU E.O. 12958: DEC 


AOPS, PGOV, ΡΗΕΕ, PREL, SU, UNSC, KPKO SUBJECT: EGELAND TELLS UNSC NOW IS THE T 
A/OAS E.O. 12958: DECL: 05/22/2016 TAGS: PREL, OAS, UNSC, UY SUBJECT: OAS AMBASSAE 


OV, KJUS, CO SUBJECT: WEEKLY ELECTION ROUNDUP - MAY 16-23 Sensitive but unclassified. 


ҮІ, LO SUBJECT: KOSOVO NGOVS RECEIVE TRAINING IN SLOVAKIA BRATISLAVA 00000406 0 


ASTEIGER Е.О. 12958: N/A TAGS: ТВІО, UNESCO SUBJECT: UPDATE ON UNESCO ETHICS D 


RTMENT ALSO FOR PRM - PDAS GREENE Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PREL, PHUM, 


TAGS: PREL, ETRD, GG, RS SUBJECT: GEORGIAN DEPUTY PRIME MINISTER ON CIS WITHDF 


«ΑΤΕ FRIEDRICH, G/IWI DIANNE GRAHAM NSC FOR AHARRIMAN, KAMEND CENTCOM FOR P 
PD, NEA/PD, DRL JCS PASS J-5/CDR S. WRIGHT Е.О. 12958: N/A TAGS: OPRC, KMDR, TU SUI 


JV, KDEM, PREL, LT SUBJECT: DONOR INTERACTION WITH OPPOSITION AND DEPUTY PRIMI 


HANNON, JOHN MAISTO, AND CHARLES SHAPIRO NSC FOR DAN FISK TREASURY FOR DAS 


358: DECL: 05/24/2016 TAGS: PGOV, PHUM, KCRM, SY, LB SUBJECT: SYRIA PURSUES CASES / 


Y, КОЕМ, IZ SUBJECT: MINISTER OF HUMAN RIGHTS OUTLINES HER PRIORITIES REF: BAG 


: PGOV, PREL, UP SUBJECT: UKRAINE: FAREWELL CALL ON PM-HOPEFUL TYMOSHENKO ON 


: 05/23/2016 TAGS: PREL, AR, HI SUBJECT: MFA OFFICIAL REAFFIRMS GOA COMMITMENT ТО 


JORAN/LOGERFO Ε.Ο. 12958: DECL: 05/24/2016 TAGS: KPAL, KWBG, PREL, IS, ASEC, CASC S 


IR DS, AF/EX, AF/C AND M Ε.Ο. 12958: N/A TAGS: ASEC, PGOV, CASC, CD SUBJECT: N\'DJAM 
JECL: 05/23/2016 TAGS: EAID, PREL, KPAL, KU SUBJECT: KUWAIT DEMARCHE DELIVERED: F 
05/23/2016 TAGS: PREL, ΙΑΕΑ, KNNP, IR, KU SUBJECT: KUWAIT DEMARCHE DELIVERED ON N 
12958: DECL: 05/24/2016 TAGS: MARR, MOPS, NATO, PREL, KG, GM SUBJECT: MANAS AIRFIEI 
PREL, PGOV, ECON, OTRA, AF SUBJECT: KABUL SCENESETTER FOR CODEL INHOFE 1. (SB 
5: PREL, PHUM, PGOV, KDEM, ІН, AJ SUBJECT: AZERBAIJAN CAUTIOUS AS IRAN CRACKS DO 


{50 FOR BRAUN USUN FOR DREW SCHUFLETOWSKI Е.О. 12958: N/A TAGS: PREL, KCRM, PI 


: PGOV, PINR, SOCI, ECON, PREL, UP, RS SUBJECT: UKRAINE: KRAMER-WOOD 5/22 МЕЕТІМ( 


1, SOCI, SU, UP SUBJECT: UKRAINE: DARFUR PEACE AGREEMENT DEMARCHE REF: STATE 


i: БЕСІ: 05/23/2016 TAGS: PARM, PREL, PGOV, KU SUBJECT: GOK CONFIRMS TO PSI COFOUI 
6 TAGS: PHUM, PGOV, KDEM, EG SUBJECT: EGYPT: MORE DEMONSTRATIONS PLANNED FO 


: PGOV, РАМА, SOCI, UP SUBJECT: UKRAINE: AMBASSADORVS FAREWELL CALL ON EX-PM Y 


CLEARANCE FOR FAA PERSONNEL DONALD O. NELLIS AND ANNETTE ALLENDER. ΗΕΕ:Α. ΕΙ 
6 TAGS: PREL, PGOV, PINR, EU, NL SUBJECT: DUTCH SOCIALIST PARTY (SP): NOT YOUR FA 


GOV, EUN, ΟΥ SUBJECT: EU OFFICIAL BRIEFS ON TURKISH CYPRIOT ASSISTANCE PLANS С 


"REL, IR, PHUM SUBJECT: JEWISH MP: NO CHANGE IN SITUATION FOR IRANIAN JEWS BUT V 


A/OA/KBURRESS 05000 FOR 3130/USFC/OIO/ANESA/DHARRIS Ε.Ο. 12958: N/A TAGS: EPET, 
3 JOC AND POLAD; JOINT STAFF FOR J5 Е.О. 12958: DECL: 5/24/2016 TAGS: ASEC, PGOV, М, 


SUBJECT: FRANCE PLANS LIMITED REACTION ΤΟ AHMADI-NEJAD\'S PRESENCE AT ΤΗΕ SC! 
IW PACOM FOR JOC, POLAD, J5 E.O. 12958: DECL: 5/24/2016 TAGS: PGOV, PHUM, ASEC, MA 


58: DECL: 5/24/2016 TAGS: ASEC, АМОТ, ID, TT SUBJECT: EMBASSY DILI EAC MEETING ON N 


(55: KNNP, MNUC, PARM, PREL, KTIA, PHSA, EWWT, MO SUBJECT: MOROCCO: URGING SIGI 
ECL: 05/23/2016 TAGS: PREL, МАТО, MOPS, IZ, IN, IT SUBJECT: ITALY: NEW UNDERSECRETAF 


GOV, PHUM, ΡΙΝΗ, EAID, ΚΡΑΟ, MR SUBJECT: GOVERNMENT ESTABLISHES HUMAN RIGHTS 


EUR/SCE (ENGLISH, SAINZ, FOOKS), NSC FOR BRAUN, USNIC FOR WEBER, GREGORIAN, O. 
‘REC, PREL, FR, MN SUBJECT: MONACO DIPLOMATIC NOTE TO ESTABLISH WASHINGTON EI 


: N/A TAGS: PHUM, MO SUBJECT: MOROCCO: TRIPARTITE DEMARCHE REQUEST ON THE UN 
‘ORM: G-77 URGES POSTPONEMENT OF ECOSOC MANDATE REVIEW REF: USUN 1034 1. (l 


5: IR, PGOV, PINR, PINS, PREL, ΕΟΟΝ, ΕΕΙΝ SUBJECT: IRANYS CENTRAL GOVERNOR MAY LE; 


SA/A NSC FOR AHARRIMAN, KAMEND CENTCOM FOR POLAD, СС CFA-A, CG CJTF-76 Е.О. 1: 


6 TAGS: PREL, EU, NL SUBJECT: NETHERLANDS/EU: DUTCH REMAIN SKEPTICAL ON CONST 


, KDEM, IZ SUBJECT: MUTLAK SAYS ΗΕ WANTS TO BE IN GOVERNMENT Classified By: Politic. 


2016 TAGS: MARR, MOPS, PREL, AF, KG, NL SUBJECT: NETHERLANDS/KYRGYZSTAN: RESPO 


AND EUR/SSA, NSC FOR BRAUN, USUN FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE 


DECL: 05/24/2016 TAGS: PGOV, MOPS, KPKO, EAID, UN, AU-1, SU SUBJECT: SITREP 9 (D-DAY 
'UBJECT: DRC ELECTIONS: DEADLINE EXTENDED FOR PROVINCIAL CANDIDATE REGISTRAT 
5/22/2016 TAGS: ELAB, PGOV, ECON, EFIN, IV SUBJECT: YOUNG PATRIOTS CONTINUE TO OC 
N FOR AFRICA ACTION OFFICERS KINSHASA ALSO FOR BRAZZAVILLE DAKAR FOR B OSBOR 


TAGS: PGOV, KDEM, ΚΡΚΟ, CG, ELECTIONS SUBJECT: ELECTIONS: ELECTORAL COMMISSIC 


Ε.Ο. 12958: N/A TAGS: PGOV, KDEM, Κυ, FREEDOM AGENDA, NATIONAL ASSEMBLY SUBJE( 


IBERG-KASTEN) Е.О. 12958: N/A TAGS: SCUL, КРАО, KIRC, OIIP, XF, KU SUBJECT: SPEAKER E 


ND WHA/AND NSC FOR CRONIN DOE FOR SLADISLAW, GWARD STATE PASS ΟΡΙΟ FOR RGR 


REL, EC SUBJECT: GOE DEFENDS LEGALITY OF OXY SEIZURE REF: QUITO 1216 Classified В 


3 SENIOR AFRICA DIRECTOR C. COURVILLE STATE PASS TO USAID FOR M. COPSON AND E. 


). 12958: N/A TAGS: PGOV, PINR, HA SUBJECT: HAITI ELECTIONS: ΕΙΝΑΙ CHAMBER OF DEPU1 


18: DECL: 05/24/2011 TAGS: PREL, AORC, KUNR, UNSC, UNGA, ІН, SG SUBJECT: DEMARCHES 
(65: ЕДІН, PREL, PGOV, KU SUBJECT: UNITED AIRLINES TO KUWAIT; OPEN SKIES STILL РЕМІ 


Ε.Ο. 12958: DECL: 05/23/2016 TAGS: PREL, ΡΑΗΜ, PGOV, KU SUBJECT: PARADE OF FOREIGN 


ICOM ALSO FOR POLAD STATE PASS AID FOR LAC/CAR INR/IAA (BEN-YEHUDA) TREASURY F 


?GOV, OAS, AR SUBJECT: OAS PERMREP MAISTO\'S DISCUSSIONS IN ARGENTINA Classified 


{50 FOR BRAUN USUN FOR DREW SCHUFLETOWSKI DEPT FOR H - PLEASE PASS TO OFFIC 


)OL FOR CARLOS ROMERO. GENEVA FOR JOHN CHAMBERLIN. PLEASE PASS USTR FOR V. L 


N/PEACHER Ε.Ο. 12958: DECL: 05/21/2016 TAGS: ECON, ЕТАР, AR SUBJECT: EMBASSY SUCI 


ΑΗ Ε.Ο. 12958: N/A TAGS: ЕЛІН, АС, XL SUBJECT: COUNTRY CLEARANCE GRANTED TO COT 
VEPSC CDR USSOCOM FOR J-2 IAD/LAMA SIPDIS Е.О. 12958: N/A TAGS: KPAO, OPRC, KMDF 


.EGATT PORT OF SPAIN FOR DEA AND LEGATT SAN JUAN FOR HARRIS AND BERGMAN Ε.Ο. 


VEPSC CDR USSOCOM FOR Ј-2 ΙΑΡ/ ΑΜΑ SIPDIS Е.О. 12958: N/A TAGS: KPAO, OPRC, KMDF 


СІ: 05/22/2026 TAGS: PGOV, PTER, KJUS, CASC, CO SUBJECT: AMBASSADOR AND ICRC DIS( 
"Т: CHILE: MILGP HUMAN RIGHTS VETTING CLEARANCE FOR INTERNATIONAL MILITARY EDL 
"Т: CHILE: MILGP HUMAN RIGHTS VETTING CLEARANCE FOR THE INTER-AGENCY COORDIN 


"Т: CHILE: MILGP HUMAN RIGHTS VETTING CLEARANCE FOR THE CENTER FOR HEMISPHER 
! EAP/MLS BARRASSO E.O. 12958: DECL: 05/24/2016 TAGS: PREL, PHUM, UNSC, BM, AR SUB. 


3OV, IZ, AR SUBJECT: ARGENTINA: SEEKING PUBLIC SUPPORT FOR IRAQI GOVERNMENT FC 


ECON, ECPS, ITU, ES SUBJECT: SALVADORAN GOVERNMENT SUPPORTS U.S. ITU CANDIDZ 
: ARGENTINA: DEMARCHE ТО NAM/G-77 ON UN REFORM REF: STATE 83898 PolCouns delivei 
AR, PTER, EC, CO SUBJECT: AMBASSADOR PROMOTES SECURITY AND DEVELOPMENT ON 
| ΑΡ DEPT PASS ТО AID/OTI RPORTER FRC FT LAUDERDALE FOR CLAMBERT СОРЕМНАСЕ! 
VARR, CO SUBJECT: MOD OSPINA EXPRESSES DETERMINATION TO MAKE FURTHER PROGI 


IR EAP, EAP/CM, EAP/TC, AND IO NSC FOR DAN FISK Ε.Ο. 12958: DECL: 05/24/2036 TAGS: PR 


iD OSD FOR MSADOWSKA JOINT STAFF FOR ΜΜΑΝΤΙΡΙΥ Ε.Ο. 12958: DECL: 05/25/2016 TAG: 


25, PREL, SI SUBJECT: SLOVENIA DEMARCHED ON MANAS AIRFIELD REF: SECSTATE 81543 
ELAB, ETRD, CO SUBJECT: CAMPAIGN SEASON INFLUENCES GOVERNMENT-LABOR RELATI 


2L: 05/23/2016 TAGS: PINR, KAWC, NZ SUBJECT: NEW ZEALAND ATTENDANCE AT ΟΟΝΕΕΗΕΝ 
2 FOR FISK AND FEARS; USSOUTHCOM ALSO FOR POLAD; USDOC FOR 4322/ITA/MAC/WH/C 


N/A TAGS: KRVC, ΤΡΗΥ, EWWT, NZ SUBJECT: CLEARANCE GRANTED TO R/V NATHANIEL B. 
WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR' 


= ALL COPIES --- ZFR ZFR MSG SUPERSEDED BY НК 2180 STATE PASS DOJ DOJ FOR ASHAF 
; WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUF 


Y CUTLER DEPT PLEASE PASS NSC CHRISTINA COLLINS Ε.Ο. 12958: N/A TAGS: ECON, ETRL 


ARIA Ε.Ο. 12958: N/A TAGS: AGAO, ΕΙ ΑΒ, SMIG, NZ SUBJECT: NEW ZEALAND ASSISTANCE С 
TAGS: PGOV, IZ SUBJECT: QUBAD TALABANI: APRETENDER TO THE THRONE Classified By: I 


W, OTRA, PREL SUBJECT: AIT CLEARANCE FOR STAFFDEL GROVE REF: STATE 79704 1. АГ 
PGOV, KDEM, IZ, MY SUBJECT: MALAYSIA ON IRAQ GOVERNMENT FORMATION REF: STATE 


R/WE, EAP/ANP, AND PM/ISO NSC FOR VICTOR CHA SECDEF FOR OSD/ISD LIZ PHU PACOM I 


6 TAGS: PREF, PGOV, ТН, KN SUBJECT: NORTH KOREAN REFUGEES\' UNDERGROUND RAILF 
‘FOR BROOKS Ε.Ο. 12958: DECL: 05/22/2011 TAGS: ΚΤΕΝ, PTER, TU SUBJECT: EUR/SE DIRE! 


BJECT: MTAG: CONTINUED MACHINE TOOL PROLIFERATION TO IRAN REF: SECSTATE 7917: 
AP/P, РМ; USTR FOR PUBLIC AFFAIRS OFFICE; TREASURY FOR OASIA/IMI; SECDEF FOR OAS 


AP/P, РМ; USTR FOR PUBLIC AFFAIRS OFFICE; TREASURY FOR OASIA/IMI; SECDEF FOR OAS 


IRL; GENEVA FOR RMA Ε.Ο. 12958: N/A TAGS: PHUM, PREL, PGOV, CB SUBJECT: Land Dispu 


РАО, PREL, PGOV, IZ, MK SUBJECT: MACEDONIA: SUPPORT FOR IRAQI GOVERNMENT FORI 
ΞΕΙΝ, PREL, PGOV, ET SUBJECT: SCENESETTER FOR CODEL INHOFE VISIT TO ETHIOPIA 1. 


AORC, ΙΑΕΑ, ΚΝΝΡ, UNSC, IR, ΜΥ SUBJECT: MALAYSIA ON IRANIAN NUCLEAR PROGRAM RE 
STATE ALSO PASS USTR/CHINA OFFICE/STRATFORD/CELICO USPACOM FOR FPA E.O. 1295€ 
JWLEY Е.О. 12958: DECL: 05/25/2016 TAGS: MARR, NATO, PGOV, PREL, SI SUBJECT: SUCCES 


.MCC FOR SHERRI KRAHAM AND MATT MCLEAN Е.О. 12958: DECL: 05/23/2016 TAGS: PGOV, 


IGER USDA FAS FOR ICD/FOSTER, PASS ERS/LIEFERT COMMERCE FOR 4231/IEP/JACK BRO! 


ır EAP/CM and EB/IFD/OIA Ε.Ο. 12958: N/A TAGS: PREL, ΕΙΝΝ, ΕΜΙΝ, ETRD, KCRM, SNAR, PINF 


ASS USPTO USPTO FOR TBROWNING STATE PASS USTR USTR FOR VESPINEL STATE FOR E 


(65: PGOV, PHUM, PTER, TU SUBJECT: TURKEY\'S SOUTHEAST: A POLITICAL PRIMER Classi 


A/CT AND SA/A NSC FOR AHARRIMAN, KAMEND CENTCOM FOR POLAD, CG CFA-A, CG CJTF- 
ARRIE LACROSSE STATE PASS TO USTR FOR BWEISEL AND DKATZ STATE PASS USAID FOF 


STAND SA/A NSC FOR AHARRIMAN, KAMEND CENTCOM FOR POLAD, CG CFA-A, CG CJTF-7t 


SEN, AND JMCHALE COMMERCE FOR JBAKER Ε.Ο. 12958: N/A TAGS: ΕΟΡΣ, EIND, ΕΙΝΝ, ΕΤΗ 


3 JOC AND POLAD; JOINT STAFF FOR J5 Е.О. 12958: DECL: 5/24/2016 TAGS: ASEC, PGOV, М, 


3 JOC AND POLAD; JOINT STAFF FOR J5 Ε.Ο. 12958: DECL: 5/24/2016 TAGS: ASEC, PGOV, M, 


58: DECL: 5/24/2016 TAGS: ASEC, АМОТ, ID, TT SUBJECT: EMBASSY DILI EAC MEETING ON N 


IW PACOM FOR JOC, POLAD, J5 Е.О. 12958: DECL: 5/24/2016 TAGS: PGOV, PHUM, ASEC, ΜΑ 


MMISSION FOR GENERAL COUNSEL BLUMENTHAL FTC ALSO FOR INTL ANTITRUST - TRITE 


:S/IHA SINGER AND FENDRICK DEPT FOR EAP/J USDA PASS TO APHIS HHS PASS ΤΟ CDC HF 


(65: ECON, РАМА, KIPRTRD, PREL, CM, TW SUBJECT: TAIWAN IPR DELEGATION VISITS CHIN; 


-TBACH AND WINELAND USDOC FOR 4431/ITA/MAC/AP/OPB/TAIWAN/JDUTTON TREASURY P, 


S: PREL, ECCT, PARM, MTCR, WHO, ТВІО, ІН, TW SUBJECT: TAIWAN FOREIGN MINISTER ON 


IL DEPT OF LABOR FOR ILAB--VIVITA ROZENBERGS AND JONA LAI Е.О. 12958: М/А TAGS: EL 


YRIAK DEPARTMENT PASS AIT/WASHINGTON SIPDIS Е.О. 12958: N/A TAGS: OPRC, KMDR, F 


UNSC, IR SUBJECT: DEMARCHE IN ADVANCE OF МАМ MINISTERIAL MEETING MAY 27 REF: : 


2011 TAGS: PGOV, PREL, PTER, LK, JA SUBJECT: JAPAN REP AKASHI PREVIEWS CO-CHAIRS 


ASS TO NASA FOR I/ROLF DEPT PASS TO DOE FOR NA-23 TURNER AND ΝΕ FERREIRA DEPT 


SS TO E SPELTZ Ε.Ο. 12958: БЕСІ: 05/25/2016 TAGS: PREL, PGOV, PTER, EAID, ASEC, NP, JF 


CT: UN REFORM NAM/G77: VIETNAM REF: STATE 83898 1. (SBU) Poloff delivered reftel demarc 


WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR' 


(65: PREL, TU, ΟΥ SUBJECT: EUR/SE DIRECTOR DISCUSSES CYPRUS IN ANKARA MAY 18 ( 


)EPT PASS USTR FOR B. WEISEL AND J. JENSEN USDOC FOR JENNIFER BAKER GENEVA FO 


2011 TAGS: PGOV, PREL, PTER, CE, JA SUBJECT: JAPAN ВЕР AKASHI PREVIEWS CO-CHAIRS 


), EUR/SCE (ENGLISH, 9ΑΙΝΖ, FOOKS), NSC FOR BRAUN, USNIC FOR WEBER, GREGORIAN, ( 


‚F SUBJECT: ΤΗΕ DEPUTY SECRETARY,S MAY 20 MEETING WITH PALESTINIAN PRESIDENT N 


3S: PREL, ΕΟΟΝ, CH, JA SUBJECT: JAPAN, CHINA FOREIGN MINISTERS MEETING: GOOD ΑΤΝ 


3 OFFICE OF THE SECRETARY FOR MWILLIAMSON AND VREIS DOE OIC FOR DPUMPHREY; I 
IA, LOIS CECSARINI, GABRIELLE MALLORY STATE FOR EB/IFD/ODF - LINDA SPECHT AND EL/ 


2 SUBJECT: CASABLANCA COMMEMORATES THIRD YEAR ANNIVERSARY OF MAY 16, TERRO 


- NEA/PI STATE PLEASE PASS USTR (DBELL) Е.О. 12958: DECL: 05/21/2016 TAGS: PREL, ECC 


- NEA/PI Е.О. 12958: DECL: 05/21/2016 TAGS: PREL, КОЕМ, PGOV, ECON, TS SUBJECT: ΤΗΕ [ 


- NEA/PI Е.О. 12958: DECL: 05/21/2016 TAGS: PREL, PGOV, PHUM, KMPI, КОЕМ, TS SUBJECT 


- NEA/PI Е.О. 12958: DECL: 05/24/2016 TAGS: PREL, PGOV, PHUM, KMPI, КРАО, КОЕМ, TS SU 


A, IR, VM SUBJECT: ΙΗΑΝ/ΝΑΜ: Demarche Delivered to Vietnam REF: STATE 83239 1. (SBU) Se 


(DEM, KCOR, MI STATE FOR AF/S, INR/AA USAID FOR AYANNA TOURE SUBJECT: MUTHARIK/ 


N SUBJECT: CHINA\'S MAY 25 MFA PRESS BRIEFING: A/S HILL\'S BEIJING MEETINGS, SIX-PAR 


TAGS: PGOV, PHUM, KDEM, SCUL, ΝΕ SUBJECT: VENEZUELA: PRESS FREEDOM UPDATE C; 


L, LE, IR SUBJECT: DEMARCHES ΤΟ NAM/G-77 MEMBERS IN PREPARATION FOR NAM ΜΕΕΤΙ 
RY CLEARANCE GRANTED FOR EXBS PROGRAM MANAGER, VARVARA PSAROS REF: STATE 
958: N/A TAGS: PGOV, PREL, ECON, EAGR, TI SUBJECT: TAJIKISTAN: LAND DEBT RESOLUTK 


15/25/2016 TAGS: PREF, PGOV, NP SUBJECT: NEPAL RESUMES ISSUING TRAVEL DOCUMENTS 


AULT AND JMCCARTER, VOA NEWS СА, NEA/PPD:CBOURGEOIS, DBENZE AND AFERNANDE: 


CT: POTENTIAL IMPACT OF A REDUCTION ΟΕ EGYPT\S ΕΜΕ Sensitive but unclassified. Please 
016 TAGS: PGOV, PTER, NP SUBJECT: MAOISTS FANNING VIOLENCE IN NEPAL\'S CITIES? C 


2Α/ΟΕΝ, EUR/RUS NSC FOR MILLARD, MERKEL Е.О. 12958: DECL: 5/25/2016 TAGS: PGOV, ΡΕ 


EVA FOR RMA КЕ REED CORRECTED COPY - ADDRESSEE ADDED/CORRECTED TEX 


016 TAGS: PTER, PGOV, NP SUBJECT: CABINET ORDERS PRISONS ТО RELEASE MAOISTS F 


AGS: PGOV, KDEM, AG SUBJECT: BOUTEFLIKA CHANGES ΡΗΙΜΕ MINISTERS, CABINET SHAK 


I TAGS: PTER, PGOV, PREL, PK SUBJECT: LIMITED PROGRESS ОМ DOMESTIC EXTREMISM I 


ANI Е.О. 12958: N/A TAGS: ОНЕР, TU SUBJECT: SCENESETTER FOR MAY 30 VISIT OF CODEL 


NV, HR SUBJECT: ECONOMIC DEVELOPMENT STRATEGY SHORT ON SPECIFICS ZAGREB 00 


PHSA, ΚΝΝΡ, MNUC, ΡΑΗΜ, PGOV SUBJECT: GOP DECLINES PSI INVITATION... AGAIN REF: A. 


Е.О. 12958: N/A TAGS: PGOV, ΡΙΝΗ, PREL, SF SUBJECT: PRESIDENT MBEKI ANNOUNCES CAE 
3 TAGS: PGOV, KDEM, PREL, PTER, MOPS, PK, AF, IR SUBJECT: FREE, FAIR, AND ISI: THE PMI 


TAGS: PGOV, PTER, PHUM, CE, NO SUBJECT: TOKYO CO-CHAIRS PRE-MEETINGS Classifiec 


2455 USTR FOR DEPUTY USTR BHATIA FROM DIRECTOR YOUNG Ε.Ο. 12958: DECL: 05/24/2( 


MC, EG SUBJECT: POTENTIAL EGYPTIAN VIOLATION OF ARMS EXPORT CONTROL ACT--SYN 
6 TAGS: CH, IN, PK, PREL SUBJECT: PAK-SINO RELATIONS: \ 


5 TAGS: PK, PREL, PGOV, ΡΤΕΗ, MARR, MOPS, EAID, ECON SUBJECT: FATA: STRATEGIES ANI 


GOV, PTER, MOPS, MARR, PK SUBJECT: FATA OPERATIONS SINCE JULY 7TH: AMIXED BAG F 


35: PGOV, PREL, KDEM, BG SUBJECT: ELECTION COMMISSIONER PLEDGES ΤΟ ΙΜΡΙΕΜΕΝΤ 


NOR Ε.Ο. 12958: DECL: 5/25/2016 TAGS: PREL, PINS, PINT, PGOV, PHUM, IZ, MARR, KCRM S 
5 TAGS: PREL, PGOV, PTER, PINR, PBTS, MOPS, KDEM, KISL, PHUM, PK, IN SUBJECT: PRIME 


‚ARLO), EUR/SCE (ENGLISH, FOOKS, MITCHELL, SAINZ), NSC FOR BRAUN, OSD FOR FLORY, 


у, PREL, ΑΜ SUBJECT: FORMER ORINATS YERKIR DEPUTIES ESTABLISH NEW PRO-GOVERN 


IRS - CPLANTIER AND MNUGENT Ε.Ο. 12958: DECL: 03/22/2011 TAGS: EFIN, PGOV, TU SUBJE 


(65: PREL, IR, АН, ҮІ, AJ, TU SUBJECT: TURKEY-GERMANY CONSULTATIONS ON ΙΗΑΝ, САОС 


IUM, ΕΕΙΝ, ΜΕΡΝ, KPAL, EG, IS SUBJECT: PALESTINIAN FOREIGN MINISTER ZAHAR MAKES Β 


R/IAA DOL FOR ILAB STATE PASS USTR: ANDREA MALITO Ε.Ο. 12958: N/A TAGS: ECPS, ELAB 


NE), EUR (DICARLO), EUR/SCE (ENGLISH, SAINZ, FOOKS), МӘС FOR BRAUN, USNIC FOR WEE 


EB/IFD/OIA TREASURY FOR OASIA/INL, DO/GCHRISTOPOLUS COMMERCE FOR 4331/MAC/W 


і EUR (BRYZA) AND EUR/CARC (ROOD) Е.О. 12958: DECL: 05/25/2016 TAGS: PREL, ENRG, KN 


SUBJECT: ARAB LEAGUE PLANS FOR IRAQ NATIONAL ACCORD CONFERENCE Classified By: 


TAGS: PGOV, IZ SUBJECT: FORMER TNA SPEAKER\'S CHIEF OF STAFF ASSESSES NEW PAR 


OV, IR, IZ SUBJECT: SENIOR KURDISH AIDE: IRAN WANTS A DIALOGUE WITH THE U.S. Clas: 


М, PTER, KNNP, AORC, ΙΑΕΑ, PARM, IR, IN SUBJECT: INDIANS MINDFUL OF IRANIAN MISCHIEI 


IAS BEEN CANCELLED BY THE ORIGINATOR AND RESENT UNDER ΜΗΝ 3668 ******************* 
. FOR UNVIE LHILLIARD PLEASE PASS TO DOE/NNSA/NA-242 FOR RGOOREVICH AND MKRUF 


IPS, EG, ΑΕ, KG SUBJECT: EGYPT REVIEWING USG REQUEST ON KYRGYSTAN\'S MANAS Alf 
TAGS: PREL, PGOV, MARR, OSCE, GG, RS SUBJECT: RUSSIAN DFM KARASINVS REPLY TO LE 


} E.O. 12958: N/A TAGS: PREL, EPET, ΡΙΝΗ, ΑΕ, UP, TX SUBJECT: Ukrainian Ambassador to Ashc 


SUBJECT: SARAN ARGUES FOR PRESSURE ON MAOISTS, CRITICIZES UN APPROACH REF: А 


VASD-ISA HQ USAF FOR ХОХХ DA WASHDC FOR SASA JOINT STAFF WASHDC FOR PA USCII 


:GOTIATIONS AS OF MAY 17 REF: A. KIEV 1913 B. KIEV 1851 Classified By: Ambassador, ree 


NJUL 301 C. BANJUL300 Р. BANJUL 316 (ALL NOTAL) STATUS OF DETAINEES ------------- 


sassins of former Prime Minister Zoran Djindjic and their co-conspirators is nearing its final stage. W 


RIGHTS IN SYRIA REF: STATE 77093 Classified By: Acting Political-Economic Counselor Karen C. 
PEALS FOR INTERNATIONAL ASSISTANCE DUSHANBE 00000920 001.2 OF 002 1. Heads of 
S SHANE\S MEETING WITH TRANSPORT MINISTER CULLEN REF: DUBLIN 493 DUBLIN 00001 


SECURITY FORCES REF: KATHMANDU 1148 Classified By: Ambassador James F. Moriarty, Rea 


'ER PARLIAMENT SOVEREIGNTY DECLARATION REF: KATHMANDU 1268 Classified By: Amba: 


During a May 17 donor meeting, Finance Minister Ram Sharan Mahat outlined the Government of Νε 


1. Six parliamentary committees overwhelmingly recommended final approval of the Defense Coopel 
1. Six parliamentary committees overwhelmingly recommended final approval of the Defense Coopel 
LIPS/RUSHING TREASURY FOR OASIA/VELTRI USDOC FOR 4231/ITA/MAC/MLONDON, 4201/B 


ENGA, TPERRY, RTALLEY, AND KGARNER; DOC FOR PETERSEN-BEARD SIPDIS Е.О. 12958: 
: REF: A. STATE 65363 B. USUN NEW YORK 917 Classified By: ACTING POLITICAL COUNSE 


KZ SUBJECT: NEW KAZAKHSTAN DRAFT ОҒ AZERBAIJAN-KAZAKHSTAN IGA WORRIES INVE 
\SS TO USAID TREASURY FOR GAERTNER Ε.Ο. 12958: DECL: 05/17/2016 TAGS: ECON, ECIN, 


ENIAVS SYUNIK MARZ: NOT MUCH GROWTH AND LITTLE BENEFIT FROM PROXIMITY TO IRA 


ΟΕ INTERFERING IN PANDAY CASE REF: PORT ΟΕ SPAIN 00488 1. (SBU) SUMMARY: The C 


ORITY IN THRACE: POTENTIAL FACTOR OF COOPERATION BETWEEN GREECE-TURKEY? R 


KATHMANDU 1263 NOTAL B. NEW DELHI 3499 Classified By: AMBASSADOR JAMES F. MC 


3HTS BULGARIAVS PRE-ACCESSION JITTERS Classified By: A/DCM Brad Freden for reason 1.4 


ND ROUND OF GUANTANAMO ADMINISTRATIVE REVIEW BOARD PROCEEDINGS REF: SECS 
H UNCERTAINTY REF: MOSCOW 2132 Classified By: Ambassador William J. Burns. Reasons: 1. 


GOAM PAVES WAY FOR IRAN TO JOIN NUCLEAR REACTOR FORUM REF: A) YEREVAN 366 E 


»ΤΕΡΡ) Ε.Ο. 12958: N/A TAGS: ECON, ETRD, ΚΙΡΗ, ΟΥ SUBJECT: CYPRUS 2006 SPECIAL 301 1 


REF: SECSTATE 77093 Classified By: Ambassador Ronald L. Schlicher for reasons 1(b) and 1(d) . 
=YS GALLERY ENTERTAINS A PAKISTANI TALIBAN APOLOGIST REF: A. NEW DELHI 3248 B 


LEGISLATION 1. (SBU) Czech FM Cyril Svoboda called in the Ambassador on the morning of May 


BASTIAN SOUTHCOM FOR POLAD Ε.Ο. 12958: БЕСІ: 05/19/2016 TAGS: ETRD, ECON, PREL, | 


/A TAGS: PGOV, PHUM, SOCI, RO SUBJECT: A VISIT TO THREE ROMA VILLAGES REVEALS El 


115 cable is sensitive but unclassified. Please protect accordingly. 1. (SBU) Summary: Over the pas 


3 OF SUDANESE JUSTICE AND EQUALITY MOVEMENT REF: SECSTATE 74589 Classified By: A 


SSETIA REF: STATE 80906 Classified By: Minister Counselor for Political Affairs Kirk Augustine. F 


25-26 VISIT OF SPECIAL REPRESENTATIVE FRANK WISNER REF: SOFIA 681 SOFIA 0000071: 


30Ρ5 SERVING WITH ISAF REF: STATE 74035 Classified By: Ρ/Ε CHIEF SHUBLER, REASONS 


ADS LAWYERS IN SIT-IN REF: A. 05 TUNIS 2395 В. 05 TUNIS 1006 C. 05 TUNIS 2034 Clas 


>T: GAZA STANDOFF CONTINUES; HAMAS FUNDS SEIZED АТ RAFAH REF: JERUSALEM 0202: 


ЖОМ REF: KABUL 2214 1. (U) SUMMARY. Citing barely 50 percent public approval for Spanish par 


‚ REF: 05 MADRID 645 MADRID 00001262 001.2 OF 004 1. (U) Summary. Spain\'s diverse and г. 


SOCCER LEAGUE This cable is Sensitive but Unclassified. Not for distribution outside the USG, п 


«DEM, PGOV, PHUM, PINR, PREL, YI SUBJECT: KOSOVO SCENESETTER FOR MAY 21-23 VISN 


). 12958: N/A TAGS: PHUM, PGOV, ΚΡΕΜ, KJUS, ΕΤ SUBJECT: TRIAL ΟΕ ΕΤΗΙΟΡΙΑΝ OPPOSITI 


ЗІ АТТ BELIEVES HIZBALLAH INTENDS PERMANENT STATE-WITHIN-A-STATE REF: A. BEIRUT 


ІМ ΘΥΗΙΑ REF: STATE 77093 This message is Sensitive but Unclassified. 1. (SBU) Embassy Vieı 


ЗІВВЕАМ MUSLIM FORUM PLANNING REF: STATE 064703 Classified By: DCM, Eugene P. Swee 
ТЕ PLEASE PASS TO USAID Е.О. 12958: N/A TAGS: ECON, EFIN, PREL, ΒΚ SUBJECT: BOSNIA: 


Μαι ΕΟΙ: UNIFIL COMMANDER SEES HIZBALLAH IMPROVING BORDER SITES Classified ΒΥ:. 


We delivered talking points to Ministry of Foreign Affairs Deputy Office Director for East African Affairs 
DECLARATION ON INDIGENOUS RIGHTS REF: STATE 78740 This message is sensitive but uncl 
iSEMBLY: SMALLPOX DEMARCHE REF: STATE 71569 Post received the following response to re! 
BJECT: HEBRONITES DISCUSS SETTLERS, ECONOMY AND HAMAS REF: A. JERUSALEM 149: 


UNIS FOR МЕР! - MULREAN Е.О. 12958: DECL: 05/18/2016 TAGS: PGOV, КОЕМ, KMPI, EAID, S 


ICATED BELGRADE 00000813 001.4 OF 002 ZFR ZFR ZFR ZFR ZFR ZFR ZFR ZFR ZFR 
). 12958: DECL: 05/18/2016 TAGS: ECON, EFIN, EAID, PGOV, PREL, IS, KWBG, KPAL, ISRAELI-F 


ON Classified By: Poloff Phaedra Gwyn for reasons 1.4 b&d 1. (SBU) The Chiefs-of-Staff of the N 
ICATED - CORRECTED COPY BELGRADE 00000814 001.2 OF 002 1. (SBU) Summary: Despite 


ΙΑΝ RIGHTS OMBUDSMAN REF: А. 04 MOSCOW 1794 B. MOSCOW 797 C.05 MOSCOW 


NTINUE COOPERATION, BUT GENUINE UNITY UNLIKELY Classified By: Ambassador William J. 


, PTER SUBJECT: MOURAD ΕΙ HAMYANI DEPORTATION REF: RABAT 517 Classified By: Amba: 


3ΝΜΕΝΤ FORMATION AND SECURITY MOSUL 00000050 001.2 OF 002 CLASSIFIED BY: Jeror 


NT, ETTC, IMO, EWWT, PTER, AR SUBJECT: ARGENTINA SUPPORTS USG POSITION ON IMSO 
zNRG, EINV, VE SUBJECT: TEMPERATURE RISES FOR STRATEGIC ASSOCIATIONS REF: А. C 


J)TIATIONS Classified By: Ambassador Richard H. Jones; Reasons: 1.4 (В апа D). 1. (C) Summary 


“IONS, AMA, MDA, AND ANTI-TRAFFICKING Classified By: Ambassador Richard H. Jones; Reasor 


NEA/MAG, AND G/TIP LABOR ALSO FOR ILAB MCCARTER, CAMILLO, AND LAI Е.О. 12958:N/A 


)58: DECL: 05/19/2016 TAGS: PGOV, PREL, КОЕМ, UNMIK, ҮІ SUBJECT: KOSOVO: СОМ WARNE 


Summary --------- 1. Summary. According to official sources and press reports, 41 Afghani asylum 


AND FINANCE SUBJECT: FM LIVNI PROMOTES FINANCIAL PRESSURE STRATEGY AGAINST H 


REASURY FOR SZUBIN Ε.Ο. 12958: DECL: 05/18/2016 TAGS: ECON, ΕΕΙΝ, EAID, PGOV, PREL, 
ION ОМ СОМУЕНСЕМСЕ AND ILLEGAL OUTPOSTS Classified By: Ambassador Richard H. Jones 


SC TEAM GCC CONSENSUS NEEDED TO COUNTER IRANIAN THREAT REF: А. KUWAIT 1624 


TICE MINISTER AGREES TO HELP 1. (SBU) Minister of Justice Haim Ramon told the Ambassadt 


W 1. (SBU) Minister of Justice Haim Ramon told the Ambassador Мау 16 that the GOI will reform it: 


URANIUM AND RENEWS CALLS FOR ANGRA III 1. Summary: In addition to renewed speculation | 


JX AND PEOPLES FOR TRAVEL TO ST. KITTS AND NEVIS REF: DEPT OF TREASURY 112037Z 
WITH GOM ON HUMANITARIAN ISSUES REF: RABAT 448 Classified By: Pol/C Tim Lenderking f 


3 COURT TO WEIGH IN ОМ ELECTION REF: А. GEORGETOWN 462 B. GEORGETOWN 371 


IEDIA REACTION: UN HUMAN RIGHTS COUNCIL; SAO PAULO \ 


‚О REF: A. USNATO 00258 B. RABAT 00024 C. 05 RABAT 02227 D. RABAT 00918 1. (L 


ΡΟΜΙΝΙΟΑΝ5 DIPLOMATIC TROUBLE WITH SWITZERLAND ВЕЕ: А. BRIDGETOWN 429 B.E 


ELECTIONS: WHERE ARE WE AND WHAT NEXT REF: PORT-AU-PRINCE 828 Classified By: Ап 


ІН JEFFREY LEVINE Ε.Ο. 12958: N/A TAGS: PGOV, PREL, KDEM, HA SUBJECT: GOVERNOR BL 
TION PROGRESS REPORT REF: А. MANAGUA 1079 В. 05 MANAGUA 3213 C. 05 MANAC 


SHOP OF ТОМАСО, NARINO DEPARTMENT Classified By: Ambassador William B. Wood for rea: 


\. LA PAZ 870 B. LAPAZ 901 Classified By: Charge DVAffairs David M. Robinson for reasons 1.4 
STATE 77588 B. DUBLIN 531 Classified By: Pol/Econ Chief Mary E. Daly, for reasons 1.4 (b) ат 
3/G-PWN E.O. 12958: N/A TAGS: ECPS, ETRD, ETTC, EWWT, PHSA, CI SUBJECT: CHILE SHAR 
А В. LIMA 1852 Sensitive but Unclassified. Please protect accordingly. 1. (580) SUMMARY: Т 


Ч FOR ПІ. АУ/ТОМ Е.О. 12958: DECL: 05/18/2016 TAGS: PGOV, КОЕМ, VE SUBJECT: KEY DATE: 


iff delivered reftel demarche to Luis Plaza, Special Policies Directorate of the Ministry of Foreign Affai 


ATE WITH USG ON NEPAL, UN BUDGET, AND SYG SELECTION Classified By: Ambassador Aleje 


ΟΝ, XL, VE SUBJECT: PETROCARIBE UPDATE #21 - CHAVEZ MAY ALLOW PRIVATE COMPANIE 


ЧТ URIBE DISCUSSES FREE TRADE AGREEMENT WITH CODEL BURTON 1. (SBU) Summary: 


ІН WISNERVS MEETING WITH UNMIK SRSG SOREN JESSEN-PETERSEN Classified By: Acting 


). 12958: N/A TAGS: ЕСІМ, ECON, ΕΕΙΝ, EIND, EINV, ENRG, ETRD, MX SUBJECT: NEW COMPE] 


>Y REF: A. A) MEXICO 1716 AND PREVIOUS В) MEXICO 149 B. C) MEXICO 2367 AND PREVI 


:IMER, SWALKER, EB/ESC/TFS DNELSON TREASURY FOR U/S LEVEY NSD FOR DSTEPHENS 


1: 05/19/2016 TAGS: ЕСОМ, KISL, KPAL, PREL, SA, SCUL JEDDAH 00000368 001.2 OF 002 SU 


JRY FOR U/S LEVEY, PHEFFERNAN, RLEBENSON, KHECHT, MEPSTEIN, ASZUBIN ЕВІ FOR FW 


SENTCOM FOR CG CFC-A TREASURY FOR PARAMESWARAN COMMERCE FOR AADLER TRA 
95/16/2016 TAGS: ENRG, EPET, PREL, PINR, SA SUBJECT: ARAMCO CEO: THE OIL ERA IS NO 


JMISES TO END COOPERATION WITH HUMAN APPEAL INTERNATIONAL REF: ABU DHABI 208 


2, AMGT SUBJECT: INTERNAL SAG RIVALRIES ON CLOSING PALESTINE STREET DELAY RESL 


-EASED; A SECOND QUESTIONED AND RELEASED REF: А. RIYADH 3720 B. RIYADH 3312 | 


IIGGERS EUPHORIA AMONG SOUTHERN POLITICOS REF: ABUJA 1149 Classified By: Consul С 


M DEFEAT TRIGGERS EUPHORIA AMONG SOUTHERN POLITICOS REF: ABUJA 1149 Classifie 


ЧНМ5 SECTARIAN STRIFE IN TAL AFAR MOSUL 00000051 001.2 OF 002 CLASSIFIED BY: уек 


ІН CURFEW LIFTED CLASSIFIED BY: Thomas F. Cooney, A/DRC, REO Al Hillah, Department of St 


O DO NOT MEET HIS DESCRIPTION OF SERVICE TO IRAQ CLASSIFIED BY: Thomas F. Cooney 


3OVERNMENT WITH GAPS Classified By: Ambassador Zalmay Khalilzad for reasons 1.4 (B) and (І 


1ΖΕΥΑ Ε.Ο. 12958: N/A TAGS: OPRC, KMDR, ΚΡΑΟ, PREL, KDEM, PGOV, KU SUBJECT: KUWA 


JARRIMAN, KAMEND OSD FOR BREZINSKI CENTCOM FOR СС CFC-A, CG CJTF-76 POLAD TF 
WMN, PGOV, PREL, PTER, SA, SCUL, SOCI SUBJECT: AL-SAHAT: AFTER BRIEF SHUTDOWN,, 


ZINSKI REL NATO/AUST/NZ/ISAF CENTCOM FOR СС CFC-A, CG CJTF-76 TREASURY FOR PAI 


2G CFC-A COMMERCE FOR DFONOVICH, JNELHYBEL, SHAMROCK USTDA FOR DSTEIN, SGF 
ved reftel Blue Lantern request concerning an intermediately consignee, Gulf Technical Trading & Sei 
MBASSADOR DAVID HALE, FOR REASONS 1.4 (b) апа (d) 1. (C) Assistant Secretary for Political- 


ed By: AMBASSADOR DAVID HALE, FOR REASONS 1.4 (b) and (d) 1. (C) Assistant Secretary for | 


SARAYREH Classified By: AMBASSADOR DAVID HALE, FOR REASON 1.4 (b) and (d) 1. (C) Ass 
y: AMBASSADOR DAVID HALE, FOR REASON 1.4 (b) and (d) 1. (C) Assistant Secretary for Politice 


XCHANGE OF NOTES WITH BANGLADESH FOR JULY 2-8 PORT VISIT REF: STATE 77885 Clas 
xdinator, REO Basrah, Department of State. REASON: 1.4 (b) 1. (C) On Мау 18, Deputy Regional С 
IE FIRST COUNTRIES ΤΟ CONGRATULATE NEW GOVERNMENT REF: STATE 81632 1. Кима! 


REF: (А) BASRAH 55 (B) 05 BASRAH 157 ВАЗВАН 00000081 001.2 OF 002 CLASSIFIED BY: N 


INS, CG SUBJECT: CONGOVS MARITIME PORTS: NEGLECTED TRANSPORT LINK? ΗΕΕ:Α. КІ! 


ENCOURAGING ADDITIONAL COUNTRIES ΤΟ SUBSCRIBE REF: STATE 64554 Classified by D! 
ἡ Pol/Econ Chief May 21 delivered reftel demarche concerning supporting the Darfur Peace Agreeme 
TAL CONTROVERSY REF: KHARTOUM 826 Classified By: Acting P/E Chief Michael Honigstein fo 


TERRORISM SUBJECT: GUANTANAMO DETAINEES ACQUITTED OF ALL CHARGES; CASE MO 
ΝΑΙ ASSEMBLY SUBJECT: COMMUNICATIONS MINISTER EXPELLED FROM ISLAMIST POLITIC 
NDA, NATIONAL ASSEMBLY SUBJECT: KUWAITI AMIR DISSOLVES PARLIAMENT; NEW ELECTK 


UNTRY: CHAVEZ DOES EUROPE REF: А. VATICAN 00078 B. WELLS/GENNATIEMPO EMAIL 


> IN MEETING WITH AMBASSADOR AND GENERAL CASEY Classified By: Ambassador Zalmay K 
3, ALTBACH, CELICO LABOR FOR ILAB NEWTON, LI ZHAO, SCHOEPFLE TREASURY FOR OAS 


М, DAS LEVINE USPACOM FOR FPA Е.О. 12958: М/А TAGS: ECON, PGOV, ETRD, ЕМУ, CH SUI 


Y/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAM 


3D/PA; CP BUTLER OKINAWA FOR AREA FIELD OFFICE; PACOM HONOLULU FOR PUBLIC ІРІ 


‘AID grants country clearance for the visit of M/AAO Grants.gov Team member, Betty Chung from o/a 


'RY CLEARANCE FOR KEVIN PAINTER TO GO TO THE COOK ISLANDS, MAY 18-25, 2006 REF: 
53 1. SUMMARY: The Khartoum Legislative Assembly (KLA) unanimously passed the draft constitui 
‚а! on May 19, an ammunition dump at the main Sudanese Armed Forces base, situated on the outsk 
Southern Sudan, the Catholic Archdiocese of Juba with the support of the Sudan Council of Churche 


ΧΡ, PREL, ΚΡΑΟ, OIIP, PGOV, US, SU SUBJECT: SUDAN: ОҒАС WAIVER NEEDED IN SUPPORT 


IN ΤΗΕ HOUSE? 1. (U) DRC\'s physicians launched a general strike in public hospitals May 8, and 
-, PTER, EAIC, KDEM, KWMN, LE SUBJECT: MGLE01: A/S SILVERBERG MEETING WITH UN SY 


JF 002 1. Summary. A growing number of diplomatic mission of various description have arrived іп 


ЗҮ AND THE MUSLIM VOTE REF: A) CALCUTTA 0195 В) CALCUTTA 0145 С) CALCUTTA 013. 


¿ORR AND C CHIS SENSITIVE SIPDIS Ε.Ο. 12958: N/A TAGS: ENRG, ΕΙΝΝ, BEXP, EXIM,OPIC, ` 


IUNITY MAOISTS MUST FORSWEAR VIOLENCE TO ENTER MAINSTREAM REF: A. KATHMAND 


MARR, PREL, PGOV, ID SUBJECT: APCSS SUPPORT FOR NSC SEMINAR Bill: Thanks for mak 
KFLU, TBIO, PREL, EAID, CASC, WHO, RO SUBJECT: AVIAN INFLUENZA OUTBREAK UNFOLD. 
ORITY IN THRACE: POTENTIAL FACTOR OF COOPERATION BETWEEN GREECE-TURKEY? R 


ЭВЕЕМ$ DUSHANBE 00000928 001.2 OF 002 SENSITIVE BUT UNCLASSIFIED, PLEASE HANI 


sified By: AMBASSADOR GEORGE KROL FOR REASONS 1.5 (B, D) 1. (C) Summary: On April 27, 
479 Classified By: AMBASSADOR GEORGE KROL FOR REASONS 1.4 (B, D) 1. (C) During a rece 


G REF: STATE 81264 Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b,d). (С) On May 22, p 
32 Classified By: Ambassador David Hale for reasons 1.4 (b) апа (d) 1. (U) King Abdullah\'s office i 


AHDI RAID ON SUNNI VILLAGE BUT QUESTIONS STILL REMAIN Classified By: Political Counset 


Y/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAN 


TAGS: PREF, PHUM, SMIG, SOCI, KISL, IZ SUBJECT: SNAPSHOT OF DISPLACEMENT IN IRAQ 
\ТЕ 71569 1. (SBU) Econoff and EconFSN met оп May 19 with Dr. Η.Α.Ρ. Kahandaliyanage, Director 


N ПР; YOUTH AND WOMENSY CONTACTS 1. (SBU) Israeli FM Livni delayed her departure from t 


(ΡΑΟ, TW SUBJECT: MEDIA REACTION: TAIWAN\'S NATIONAL SECURITY REPORT, U.S.-TAIWZ 


. (U) The Egyptian Foreign Ministry issued a public statement May 21 that welcomed the formation a 


assified By: Deputy Chief of Mission Mark C. Minton. Reasons 1.4 (b,d). SUMMARY 


N VIETNAM, HIGHLIGHT THEIR SITUATION Ref: 05 HCMC 994 and previous 1. (SBU) Summary: 


S Ε.Ο. 12958: N/A TAGS: ΕΟΟΝ, ΕΕΙΝ, ENRG, EPET, PGOV, CD SUBJECT: CHAD: UNPREPAREI 
) IRS COMMERCE FOR 4430/MAC/EAP/BAKER Ε.Ο. 12958: DECL: 05/21/2016 TAGS: ETRD, ЕС! 


: EINV, ECON, EAGR, ETRD, MZ SUBJECT: Mozambique - Possible Activity Involving Violation of Fc 


R, ID SUBJECT: SCENESETTER: SECRETARY RUMSFELD\'S VISIT TO JAKARTA Classified By: , 


ER? Classified By: AMBASSADOR THOMAS C. KRAJESKI, FOR REASONS 1.4 (В) AND (D). 1. 


fied By: POLITICAL COUNSELOR ROBERT $. FORD, FOR REASONS 1.4 (В) AND (D). 1. (C) The 
POSITIONS DURING THE NATIONAL DIALOGUE? REF: A. LOME 447 B.LOME452  C.LOM 
;T: BETWEEN OIL WELLS AND THE SEA: A POLITICIAN SHOWS OFF HIS DISTRICT REF: RIYA 


se pension system provides а negligible ongoing benefit that should not affect the consideration оға! 


TS ABOUT NEW BORDER ΕΕΝΟΕ BETWEEN OMAN AND UAE REF: DUBAI 0467, 05 DUBAI 399 


SIA 708 Classified By: Ambassador Ronald L. Schlicher; Reason 1.4 (b) апа (а) 1. (C) Summary: F 


5 to Sudan and considering a contribution to a possible EU mission to Congo. DefMin Martin Fedor οι 


ISHES LITTLE IN PAKISTAN Classified By: CLASSIFIED BY AMB. JON R. PURNELL FOR REASC 


NATIONAL AFFAIRS/AFRICA/BEN CUSHMAN STATE PLEASE PASS TO MCC PARIS FOR G. DVI 


UN U/SG САМВАНІ VISIT SURPASSES EXPECTATIONS REF: А. A) RANGOON 669 B. B) RA 


ENT FORMATION COMPLETION REF: STATE 81632 Classified By: Political External Unit Chief Ec 
SDEF FOR OASD/PA USCINCCENT FOR POLAD LONDON FOR MCKUNE Ε.Ο. 12958: N/A TAGS 


OL OF TCHEI REF: A. KINSHASA 631 B. KINSHASA 359 Classified By: PolOff CBrown, reason 


the Norwegian Ministry of Foreign Affairs issued a press release, quoting Foreign Minister Jonas Stor 


:CSTATE 81264 Classified By: ADCM Mike Hammer, Reason 1.4 (b) and (d) (C) We delivered refte 
\TE 67955 (B) Bryan Olthof - David Grier emails of Мау 19, 2006 1. Emboff delivered reftel deme 
‚TANCE REQUEST FOR AL QUDS UNIVERSITY IN JERUSALEM REF: STATE 80842 Classified B 


ie - Comment on UNFPA Country Program Ref: State 77956 1. Per reftel, we offer below comments 


32 001.2OF 003 1. The following are brief items of interest compiled by Embassy Minsk. ----------- 


„BO SUBJECT: PSI Points Passed to Belarus Ref: State 79184 On May 22, Econoff delivered refte 
‚ER TO VILLEPIN, BUT DO VOTERS REALLY CARE? REF: A. PARIS 3178 B. PARIS POINTS | 


BJECT: DUTCH MAINTAIN LEGALIZED PROSTITUTION IS TOOL TO FIGHT TIP REF: (A) THE H 


1. During the May 17-18 European Conference of Ministers of Transport (ЕСМТ) in Dublin, delegate 


3DING RECENT ARRESTS IN SYRIA REF: А. STATE 77093 B. DUBLIN 00293 Classified By: F 
:АЛРА, ИСМА, DRL, CWG-PD PARIS FOR ZEYA Ε.Ο. 12958: DECL: 05/15/2016 TAGS: PREL, KDE 


AY+5: DARFUR PEACE AGREEMENT UPDATE REF:A. STATE 81570 B. STATE 81592  C.II 


662 Sensitive but unclassified. Please protect accordingly. (SBU) On May 22, Speaker of the Natio 
MAIL 1. (SBU) On May 8, 2006, DCM and U.S. Immigration and Customs Enforcement (ICE) Attach 
ATRIATE DOCTOR TOLD TO LEAVE KINGDOM Classified by Consul General John Kincannon for 


: EASTERN MILITARY DEPUTY KILLED AS LOW-INTENSITY CONFLICT CONTINUES REF:A. Ct 


ER DISCUSSES THE CREDIBILITY ΟΕ RELIGIOUS LEADERS REF: RIYADH 1197 Classified By: 


В. STATE 81622 C.STATE 73544 Classified By: Political Counselor Angus Simmons for геаѕ‹ 
F: KATHMANDU 1090 Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b,d). Summary 


: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 1. (S) During а Мау 22 conversation, Nati 
FAS/DLP/HWETZEL AND FAS/ICD/LAIDIG DEPT ALSO PASS ΤΟ USDA/FAS/FAA/DYOUNG AND L 


ing points to the Ministry of Foreign Affairs UN Section on May 22. The MFA will forward the talking p 
N AND OCC FOR CARLOS HERNANDEZ USDOC FOR ALEXANDER PEACHER USDOL FOR ILAI 


TER ΟΡΤΙΜΙΡΤΙΟ FOR NEPALVS FUTURE REF: KATHMANDU 1283 Classified By: Ambassador J: 


IRAQI GOVERNMENT REF: STATE 81632 Classified By: PolCouns Geoff Pyatt, Reason 1.4 (B,D) 


ICK TREASURY FOR U/S LEVEY STATE FOR T, ISN, ΝΕΑ Е.О. 12958: DECL: 05/22/2016 TAGS: 


ЕСН POL-MIL TALKS A SUCCESS REF: PRAGUE 473 Classified By: Acting DCM Michael Dodma 


YAD AND ABED RABBO ON NATIONAL DIALOGUE AND CIVIL SOCIETY PROPOSALS Classified 


O SIGN ANTI-CONVERSION BILL REF: A. NEW DELHI 1818 B. NEW DELHI 1953 С. NEW | 


EW DELHI 3466 1. (U) Summary. The Pakistani press has cast reports on the upcoming Composi 


L: 05/21/2016 TAGS: ELAB, KISL, KJUS, KWMN, PGOV, PHUM, SA, SMIG, SOCI SUBJECT: JEDD 


OF KASHMIR TERROR, HURRIYAT REJECTS DIALOGUE WITH ΡΗΙΜΕ MINISTER NEW DELHI 


sted a reception in honor of the well-known Lebanese television journalist May Chidiac yesterday eve 
3ΝΜΕΝΤ FORMATION REF: STATE 81632 This message is Sensitive but Unclassified. 1. (SBU) 
ck of a clear land policy has sparked trouble for the Government of Guatemala. Historical problems c 


RATION TO TURKEY SUPPORTS PROSTITUTION AND TRAFFICKING REF: 05 ASHGABAT 479 


NAL ASSEMBLY SCRAPS ΑΡ НОС COMMITTEE ОМ ELECTORAL REFORM MAPUTO 00000591 


OLAD, СС CFC-A, CG CJTF-76 TREASURY FOR LMCDONALD, WBALDRIDGE, APARAMESWAF 


ONDON FOR TSOU SIPDIS Е.О. 12958: DECL: 05/21/2016 TAGS: ECON, KISL, KPAL, KWMN, F 


REL, PREF, PGOV, KWBG, KPAL, KDEM, IS SUBJECT: UNRWA OFFICIALS OUTLINE CONTACT | 


N LUKIN REF: MOSCOW 5377 Classified By: Ambassador William J. Burns, for reasons 1.4 (B 8 L 


=RATION REF: ATHENS 01231 SENSITIVE BUT UNCLASSIFIED -- PLEASE HANDLE ΑΟΟΟΒΡΙΙ 


VASD-ISA HQ USAF FOR ХОХХ DA WASHDC FOR SASA JOINT STAFF WASHDC FOR РА USCII 


3ESSURE, AND A NEW STRATEGY REF: MINSK 520 Classified By: AMBASSADOR GEORGE KR 


HARASSES DEMOCRACY ACTIVISTS AS ELECTIONS APPROACH ΗΕΕ:Α. МАМАМА 0836 В. 


ІМ AGENDA, NATIONAL ASSEMBLY SUBJECT: FREEDOM AGENDA: PARLIAMENT DISSOLUTIO! 
K. Whitney, reason 1.4 (b) and (d) 1. (U) Summary: On May 16, Under Secretary Josette Shiner m 


3JECT: ANKARA MEDIA REACTION REPORT MONDAY, MAY 22, 2006 In Today\'s Papers The De 


O FOR ЕНІМ WALSH SIPDIS Е.О. 12958: DECL: 05/20/2016 TAGS: KISL, KWMN, PGOV, РНОМ, 


J SUBJECT: CURRENT PLANNING FOR BTC OPENING CEREMONY REF: A) ANKARA 2009 B), 


U.S. VISIT STIRS CONTROVERSY AT HOME REF: А. CAIRO 2671 В. CAIRO 2010 Classified | 


tef: 05 Minsk 923 Sensitive But Unclassified: Protect Accordingly. 1. (SBU) Summary: Spring has fin 


Summary. The GOI welcomed the formation of the new Iraqi Government and pledged to continue δι 


THE AYMAN NOUR VERDICT REF: CAIRO 3006 Classified by ECPO Minister-Counselor Michael ! 


AMIC RELATIONS (CAIR) ΤΟ UAE 1. (U) On May 21, the Council on American Islamic Relations (C 
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HUMAN RIGHTS VETTING FOR: ATA 5322 - ADVANCED EXPLOSIVE COUNTERMEASURES - J 
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TRAITS REF: A. ANKARA 1958 B. STATE 79658 Classified By: Political Military Counselor Timot 


| POLICE STATE FOR EAP/BCLTV, ШРМ, PM/ISO, INR AND DRL Е.О. 12958: N/A TAGS: MASS, 1 
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ROCESS 1. SUMMARY: The Coordinated Mekong Ministerial Initiative Against Trafficking (COMM 
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1716277 MAY 06 1. Embassy San Jose is pleased to grant country clearance to FAA Aviation Safety 


THoff delivered Reftel demarche on 5/8 to Minister of Health Dr. Pilar Mazetti and the Ministry\'s point 
> REF: A. LIMA 1974 В. LIMA 1887 С. ШМА 1852 Sensitive but Unclassified. Please protect : 


D SHARING AND SIPRNET Classified By: RM Α/5 Brad Higgins, For Reasons 1.4 (α) and (g). 1. (U 


zked off a new national dialogue on social issues оп May 15. Formally called the National Accords fo 
. TAGS: SENV, EFIS, KSCA, IWC-1, JA, ETRD SUBJECT: JARPN II WHALING FLEET DEPARTS Ft 


AIL SUBJECT: THAILAND-WASHINGTON STATE PARTNERSHIP PROGRAM ON SECURITY ISSU 


Y/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAP 


3D/PA; ΟΡ BUTLER OKINAWA FOR AREA FIELD OFFICE; PACOM HONOLULU FOR PUBLIC ΡΙΡΙ 


JSCAPE REF:A) YEREVAN 280 В) YEREVAN 662 С) YEREVAN 696 Classified By: DCM A.F. God: 


WNEY USDOC FOR 4430/ITA/MAC/SBERLINGUETTE USDOC PASS USPTO FOR PFOWLER, КР 


ONOMY; HOPES CHINA WILL OFFER A HELPING HAND REF: A. SUVA 139 B.SUVA156 ( 


IZ SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR DAVID P. WISEGARVER, MAY 25 - J 


nerica Speaker Ahmed Younis ASHGABAT 00000550 001.2 ΟΕ 004 Summary and Comment ------ 


LE HONG АМН IS MVP REFS: A. Hanoi 943; B. Hanoi 895; C. Hanoi 839; D. Hanoi 848; E. ΗΟΜΟ: 


'EALAND ISSUES STATEMENT SUPPORTING FORMATION OF NEW IRAQI GOVERNMENT REI 


JNTENEGROVS VOTE FOR INDEPENDENCE 1. (SBU) GoA officials were quick to comment posi 


assador May 17 shared reftel demarche concerning the World Health Assembly (WHA) draft resolutic 
BIO, TSPL, KZ SUBJECT: KAZAKHSTAN: GOVERNMENT WANTS TO SEE STEPNOGORSK VAC! 


3 1. Post delivered reftel demarche on May 17 to Almatbek Demesinov, Head of the UN division at tl 
T MARCIEL REF: STATE 83005 1. Post warmly welcomes and grants country clearance to EAP/MI 


NGAPORE 1379 B. SINGAPORE 1926 C. SINGAPORE 1289 1. (U) Summary: Prime Ministe 
eastern Turkey press summary for May 23, 2006. Please note that Turkish press reports often conta 


3, OVIP, PGOV, PREL, CE SUBJECT: SCENESETTER FOR A/S BOUCHER VISIT TO TOKYO AND 


ЈЕМАІ55А TREASURY FOR ΟΑΡΙΑ Е.О. 12958: N/A TAGS: ECON, EFIN, NZ SUBJECT: NEW ZEA 


ANILA 1865 В. MANILA 1726 C. 05 MANILA 5647 Р. 05 MANILA 2712 1. (U) On May 22, 1 


ROKG REF: STATE 82425 Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b,d). (C) On May 
ARR, PHUM, CACS, TT SUBJECT: EAST TIMOR SITREP #1 FOR MAY 24, 2006 DILI 00000252 ( 
IA/GEORGIA: RESPONSE ON RUSSIAN ACTIVITIES IN SOUTH OSSETIA DEMARCHE REF: ST, 


UBJECT: РОРЕ TRAVELS TO POLAND: PART TWO REF: УАТІСАМ 0083 УАТІСАМ 00000084 0( 


ERATION Classified By: Pol MinCouns Mike Meserve for Reasons 1.4 b/d 1. (C) Summary. The Me 
:CL: 05/23/2016 TAGS: ETRD, EFIN, ELAB, ЕСР5, MY SUBJECT: MEET THE ҒТА NEGOTIATORS 


ummary ------- 1. Ahands-on seminar aimed at countering trafficking in persons (TIP) in Mongolia we 
\S Ε.Ο. 12958: N/A TAGS: OIIP, KPAO, KMDR, MU, International Relations, Public Affairs SUBJECT 


ı NATIONAL SCIENCE FOUNDATION OFFICIAL DR. THOMAS COOLEY - MAY 30 - JUNE 10, 200€ 
t NATIONAL SCIENCE FOUNDATION OFFICIALS DRS. CHRISTINE BOESZ AND DEBORAH CUR 
JBLEMS AND HIGH EXPECTATIONS Classified By: Classified by Acting Political Internal Unit Chief 


/OFDA, USAID/REDSO, AND FAS USMISSION UN ROME GENEVA FOR NKYLOH NAIROBI FOR 
\C/MCQUEEN, DAS LEVINE USPACOM FOR FPA Ε.Ο. 12958: N/A TAGS: PHUM, ECON, SOCI, C 


J) This document is sensitive but unclassified. Please protect accordingly. 1. (SBU) Summary: Follo' 
ECT: COUNTRY CLEARANCE GRANTED FOR PARTICIPANTS FOR TRANING COURSE ON THE 
Ν, DAS LEVINE USPACOM FOR ΕΡΑ Ε.Ο. 12958: N/A TAGS: KIRF, PGOV, ECON, CH SUBJECT: 


ΝΟΕ GRANTED FOR NATIONAL NUCLEAR SECURITY ADMINISTRATION\S OFFICE OF DEFEN! 
GRANTED FOR NATIONAL INSTITUTE OF HEALTH OFFICIAL DRS. LEE EIDEN AND FRANCOIS 
ΜΕΡΙΑΤΕ RENEWAL ACTION CLASSIFIED BY: Richard E. Hoagland, Ambassador, EXEC, Embass 
GRANTED FOR NATIONAL INSTITUTE OF HEALTH OFFICIAL DR. LANA SHEKIM - JUNE 7-12, 2! 
GRANTED FOR NATIONAL INSTITUTE OF HEALTH OFFICIALS NABEL, QU, SAN, AND ZHOU -. 
(ΡΑΟ, TW SUBJECT: MEDIA REACTION: U.S. AND CROSS-STRAIT RELATIONS 1. Summary: Τε 


ssified By: ACTING POLITICAL COUNSELOR JAMES COLE. REASON: 1.4 (D) 1. (SBU) Summa 


DDARD SPACE FLIGHT CENTER OFFICIAL WILLIAM KRABILL - JUNE 13 - 17, 2006 REF: STAT 
N AND ELDRIDGE - JUNE 10-16, 2006 REF: FAA CENTRAL RGN HQ KANSAS CITY MO 2321042 
=D FOR FAA NATIONAL HQ OFFICIAL ARCHIE MUCKLE JR. - MAY 29 - JUNE 3, 2006 REF: FAAT 
/WH/OLAC/JANDERSEN/ADRISCOLL/MWAR D USDOC FOR 3134/ITA/USCS/OIO/WH/RD/SHUP 


y: Ambassador Rodolphe Vallee as per Ε.Ο. 12958 1.4(b) and 1.4(d) SDKU INSIDERS ON ΤΗΕ PO: 


CASC, PINS, KCRM, PREL, PHUM, KDEM, KAWC, SL SUBJECT: RE-ARRESTED: АМСІТ ACCUS 


ТНІСН HUYEN QUANG REF: HANOI 1115; B) 04 HCMC 1482 HO CHI MIN 00000551 001.2 OF ( 


. 230 ΕΤ AL (NOTAL) Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (B AND D) 


. 230 ΕΤ AL (NOTAL) Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (B AND D) 


iS: ECON, PGOV, HK, CH SUBJECT: ECONOMIC COOLING SEEN AS CHINA TIGHTENS, CONCE 


/2016 TAGS: PTER, EFIN, ΤΒΙΟ, PREL, PINS, SCUL, КЧР, ASEC, ЕДІН, PBTS, PROP, KISL, KSAt 


NALYST WEIGHS ІМ ON ZUMA, АМС REF: А. PRETORIA 1957 В. PRETORIA 1221 Classified | 


32425 (B) BEIJING CH 10097 Classified By: Political Minister Counselor Daniel Shields. Reasons 1. 


AND COMMENT: The 7th International Conference on Human Rights and Refugees V 


SUBJECT: PRC/UN: MFA BRIEFS ON UNSYG ANNAN VISIT Classified By: Political External Unit ¢ 


IVANCE ОҒ NAM MINISTERIAL MEETING MAY 27 REF: SECSTATE 83216 (NOTAL) Classified By 
1, CH, NS SUBJECT: UPDATE: PATAMACCA PALM OIL PROJECT PARAMARIBO 00000305 001. 


VASD-ISA HQ USAF FOR ХОХХ DA WASHDC FOR SASA JOINT STAFF WASHDC FOR РА USCIP 


iL FAMILY CONSERVATIVES TIGHTEN REINS ON POLITICS ВЕЕ: А. МАМАМА 0891 В. ΜΑΝΑ 


ΑΤΕ 75442 1. (U) Embassy Kabul welcomes Governor Mitt Romney, Massachusets; Governor Matt 
REF: STATE 83216 Classified By: Ambassador Ronald L. Schlicher; reason 1.4 (b) and (d) 1. (S) T 


> ETRD, IT, IN SUBJECT: GOI INQUIRY REGARDING ITALIAN SATELLITE LAUNCH FROM INDIA 
ABIL CALLING FOR IRAQI FEDERALISM, U.S. COOPERATION, AND COALITION WITHDRAWAL 


JNGER STRIKE IN IRELAND ENDS WITHOUT MAJOR INCIDENT REF: DUBLIN 00562 Hunger S 


EF: А. ISLAMABAD 007164 В. ISLAMABAD 01885 С. ISLAMABAD 08541 ISLAMABAD 0000 


; FOR RELIGIOUS TOLERANCE REF: АВО DHABI 2127 1. (U) On May 23, Sheikh Sayyed Ali al-H. 


ΝΕΑΤ QUESTION AT BRUSSELS DEFENSE MINISTERIAL REF: STATE 74035 Classified By: Acti 
ND FOR NTM-I REF: SECSTATE 83457 kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkk ZFR 

UZBEKISTAN ON TERMIZ TRANSIT REF: STATE 81543 Classified By: Pol/econ officer Traver Gu 
F: DHAKA 2002 Classified By: P/E Counselor D.C. McCullough, reason para 1.4 d. 1. (SBU) Summ 


ed By: Charge dVAffaires Gene A. Cretz for reasons 1.4 (a) and (b). 


UR OPTIONS Classified By: Charge dVAffaires Gene A. Cretz for reasons 1.4 (a) and (b). 


Y TO DECLARE FOR PSI REF: A. SANTIAGO 0907 AND PREVIOUS В. STATE 50811 С.5/ 


ENEZUELA Classified By: Ambassador Craig A. Kelly. Reasons: 1.4 (b and d). 1. (U) The Chilean | 


NVOY LAKHDAR BRAHIMI Classified By: CDA Cameron Hume for reason: Section 1.4(b) and (d) ` 
ELL REF: A. TD-314/35300-06 В. TDX-315/34517-06 C. TDX-315/30502-06 D. TD-314/2! 


)FFICE Ε.Ο. 12958: N/A TAGS: PREL, KPAO, ОА, ALJAZEERA SUBJECT: AL JAZEERA ACCORDI! 


215 ΡΑΝΡΙΤΗ Ε.Ο. 12958: DECL: 05/23/2016 TAGS: ЕСОМ, IS, KISL, KPAL, PGOV, PREL, SA SUE 


51685 B. THE HAGUE 783 1. Embassy received MFA Diplomatic Note Number DES/TO-283/0€ 


"FOR IRAQI GOVERNMENT FORMATION COMPLETION REF: SECSTATE 81632 Classified By: / 
Summary. In a May 18 luncheon hosted by the Ambassador, Parliamentary Deputy Speaker Maret М 


ND FROM WITHIN THE CABINET: AGREEMENT ON NEED FOR FEDERAL SOLUTION ВЕР: А. Г 


IELD REF: STATE 81543 Classified By: Poloff Katrina Mosser for reasons 1.4(b) and (d) P/E Chief 
:F: A. USUN - IO/UNP EMAIL 5/19 В. USUN 1033 C. USUN 892 Classified By: Ambassador . 


ООН DELIVERS DANILOVICH LETTER TO KOCHARIAN REF: YEREVAN 560 Classified By: DCN 


AENTS REF: А. STATE 81632 В. ABU DHABI 2119 С. АВО DHABI 2074 D. ABU DHABI 21 


CSTATE 80908 Classified By: Dana M. Brown, Pol-Econ Officer, Embassy Lisbon Reasons: 1.4 (b) ε 


ENTIAL EU PARTNER ROME 00001588 001.2 OF 002 Classified By: Classified by Gabriel Escot 


1: 05/23/2016 TAGS: KISL, PREL, SA, SCUL SUBJECT: MOSQUE SERMONS FROM SAUDI ARAE 


IME TO TAKE PREVENTIVE MEASURES IN DARFUR REF: 05/19/2006 BRUNO-DEPARTMENT E 
ЮР JOHN MAISTOVS MAY 18 VISIT TO URUGUAY REF: А. STATE 78084 B. MONTEVIDEO 0 


. Not for Internet distribution 1. (U) Weekly election roundup for Мау 16-23. 2. (U) Final Polls: Urib: 


01.2 ΟΕ 002 1. Summary: A four-day conference May 17-20 brought Kosovo NGO leaders to Bratis 


IVISION 1. Summary and comment-U.S. Mission Health Attache met May 19 with Henk Ten Have, 


PGOV, PREF, IS, ICRC, GOI EXTERNAL, ISRAELI-PALESTINIAN AFFAIRS SUBJECT: EMBLEM: N 


IAWAL, ΝΑΤΟ ENTRY REF: TEFFT-REMLER E-MAIL 5/19/06 Classified By: Ambassador William J 


OLAD, СС CFC-A, CG CJTF-76 TREASURY FOR LMCDONALD, WBALDRIDGE, APARAMESWAF 
3JECT: ANKARA MEDIA REACTION REPORT WEDNESDAY, MAY 24, 2006 In Today\'s Papers Tu 


= MINISTER ON PARLIAMENTARY STALEMATE REF: (A) EARLIER MEETING WITH OPPOSITIC 


NANCY LEE USCINCSO FOR POLAD Ε.Ο. 12958: DECL: 04/13/2016 TAGS: PGOV, PHUM, PREL 


AGAINST JUMBLATT AND KHADDAM REF: DAM 1511 Classified Ву: CDA Kathy Johnson-Casare: 


HDAD 01006 Classified By: Political Counselor Robert S. Ford for reasons 1.4 (b) and (d). 1. (C) In 


| EVE OF RADA OPENING Classified By: Ambassador, reason 1.4 (b,d) 1. (C) Summary: Ambass: 


HAITI Classified By: Ambassador Lino Gutierrez for Reasons 1.4 (b) and (d). 1. (SBU) Argentine ^ 


UBJECT: SPORADIC VIOLENCE ІМ GAZA; IDF OPERATION LEAVES THREE DEAD IN RAMALLA 


ЕМА EAC REF: NDJAMENA 649 1. (U) U.S. Embassy N\'djamena convened an ЕАС on May 24. 1 
INANCIAL ASSISTANCE TO AL-QUDS UNIVERSITY REF: A. STATE 80842 B. KUWAIT 1449 ( 
IAM MINISTERIAL MEETING REF: STATE 83239 Classified By: Ambassador Richard LeBaron for i 
-D: SEEKING SUPPORT FROM ISAF/OEF PARTNERS FOR USG EFFORTS TO RENEW ACCES: 
U) Summary: The U.S. effort in Afghanistan continues to promote economic reconstruction, build der 
WN ON ETHNIC AZERI DEMONSTRATIONS REF: BAKU 475 Classified By: CDA Jason P. Hyland 


GOV, ΡΙΝΗ, KDEM, UNMIK, YI SUBJECT: RELATIONS BETWEEN DECANI MONASTERY AND LO 


3 WITH FORMER CHIEF OF STAFF OLEKSANDR ZINCHENKO Classified By: Ambassador for rei 


78589 Classified By: Ambassador for reasons 1.4(a,b,d). 1. (C) Ambassador delivered reftel talking 


NDERS ATTENDANCE AT JUNE HIGH-LEVEL MEETING REF: A. KUWAIT 1742 B. KUWAIT 1t 
R MAY 25 REF: CAIRO 3006 Classified by ECPO Counselor John Desrocher for reasons 1.4 (b) an 


\NUKOVYCH Classified By: Ambassador for reasons 1.4 (b) and (d). Summary ------- 1. (C) Durinc 


ΔΑ 2915927 MAY 23 Β. 06 The Embassy grants country clearance for the visit to Peru of Federal 
THER\'S MAOISTS Classified By: AMBASSADOR ROLAND ARNALL FOR REASONS 1.5(В) AND 


‚lassified By: Ambassador Ronald Schlicher; reasons 1.4 (b) and (d). 1. (C) Summary: The Europear 


VORRIED ABOUT ΤΗΕ FUTURE REF: DUBAI 52 DUBAI 00003131 001.2 OF 002 CLASSIFIED | 


ΕΕΙΝ, ΝΙ SUBJECT: Nigeria Jan-April Petroleum Production 1. (SBU) According to figures gatherec 
ARR, PHUM, TT SUBJECT: EAST TIMOR SITREP #2 FOR MAY 24, 2006 DILI 00000253 001.2 O 


O SUMMIT REF: STATE 81622 Classified By: ACTING POLITICAL COUNSELOR BRUCE TURNEI 
RR, TT SUBJECT: EAST TIMOR REQUESTS FOREIGN MILITARY INTERVENTION; PRIME MINIS 


1AY 24, 2006 CLASSIFIED BY: Grover Joseph Rees, Ambassador, U.S. Embassy Dili, Department ‹ 


NATURE AND RATIFICATION OF THE 2005 SUA PROTOCOLS REF: А. STATE 59099 В. 2005: 
ЗУ TO THE PM CALLS RELATIONSHIP WITH U.S. \ 


COMMISSION REF: A. 05 NOUAKCHOTT 1279 B. NOUAKCHOTT 279 С. NOUAKCHOTT ! 


SD FOR FLORY Ε.Ο. 12958: N/A TAGS: PGOV, PREL, ΒΚ SUBJECT: BOSNIA - TESLIC ΜΑΥΟΗ Ε 
МВАЅ5Ү AND ACCREDIT U.S. AMBASSADOR ΤΟ MONACO REF: A. 5/23 EMAIL TO EUR/WE WI 


| DECLARATION ON THE RIGHTS OF INDIGENOUS PEOPLES REF: STATE 78740 1. (SBU) Pok 
J) The UN Economic and Social Council (ECOSOC) convened an opening round of informal consulte 


AVE OVER OBJECTION ΤΟ TRANSFERS OF GOVERNMENT FUNDS CLASSIFIED BY: Jason L. 


2958: DECL: 01/10/2015 TAGS: PREL, PGOV, EAID, PTER, AF SUBJECT: REPORT FROM KANDA 


ЛТУТОМ AND ENLARGEMENT REF: THE HAGUE 976 Classified By: Political Counselor Andrew . 


al Counselor Robert S. Ford for reasons 1.4 (b) and (d). 1. (C) Sunni Hewar leader Saleh Mutlak tolc 


NSE ON MANAS AIRFIELD DEMARCHE REF: STATE 81543 Classified By: Political Counselor Anc 


STEGER Ε.Ο. 12958: N/A TAGS: PGOV, PREL, KDEM, UNMIK, YI SUBJECT: KOSOVO: CHANGE 


48): DARFUR PEACE AGREEMENT UPDATE REF: KHARTOUM 1230 Classified By: Acting P/E C 
ION 1. (U) The Independent Electoral Commission (CEI) announced Мау 23 that it will extend until 
;CUPY HIGH SCHOOL TEACHER UNION HEADQUARTERS AS UNION PRESSES DEMANDS FO 
ΝΕ EUCOM FOR J5-AAFRICA DIVISION AND POLAD YATES Ε.Ο. 12958: DECL: 05/23/2016 ТАС 


)N FACES MAJOR CHALLENGES IN EASTERN DRC Classified By: PolOff CBrown, reasons 1.4 b 


ST: FREEDOM AGENDA: RACING THE CLOCK TO PREPARE FOR KUWAIT\'S JUNE 29 ΡΑΗΙ ΙΑΝ 


=VALUATION: BRENDA FLANAGAN BONDS WITH KUWAITIS VIA AMERICAN LITERATURE Sum 


EENBURG, DMORONESE STATE PASS EXIM FOR NATALIE WEISS, COCONNER USDOC FOR € 


y: РОЮН Rosemary Macray for reasons 1.4 (b&d) 1. (С) Summary: WHA Principal Deputy Assistant 


LOKEN TREASURY FOR J. RALYEAAND B. CUSHMAN COMMERCE FOR BECKY ERKUL USDO 


MES LIST REF: PORT-AU-PRINCE 828 1. Sensitive But Unclassified. Please handle accordingly. 


ΤΟ NAM/G-77 ON UN REFORM AND IRAN IN ADVANCE ΟΕ THE NAM MINISTERIAL REF: A. ST 
DING REF: KUWAIT 1177 1. (SBU) The Ambassador sent on May 24 a letter to the Minister of Con 


MINISTERS TALK ΙΗΑΝ IN KUWAIT: ΝΟ GREAT IDEAS EMERGE REF: KUWAIT 1745 Classified 


OR JEFFREY LEVINE Ε.Ο. 12958: DECL: 12/11/2010 TAGS: PGOV, PREL, KDEM, ΡΙΝΗ, HA SUB 


By: Ambassador Lino Gutierrez for Reasons 1.4(b) and (d). 1. (C) Summary: OAS Permanent Rep 


‚ES OF SENATOR INHOFE Е.О. 12958: N/A TAGS: PREL, KCRM, PGOV, ΡΙΝΗ, KDEM, UNMIK, Y 


.OPEZ, L.KARESH, AND B. HARMON. Е.О. 12958: N/A TAGS: ELAB, PGOV, EC SUBJECT: LABOI 


CESS ON BEHALF OF EXPRESS MAIL COMPANIES REF: (05) BUENOS AIRES 229 Classified В: 


TER FOR TRAVEL TO ANTIGUA AND BARBUDA REF: SECSTATE 82227 1. Embassy Bridgetowr 
3, PREL, MEDIA REACTION SUBJECT: MEDIA REACTION EUROPEAN ANTI-MISSILE SHIELD; Ц: 


12958: N/A TAGS: SNAR, PREL, KCRM, GY SUBJECT: REQUEST AND RATIONALE FOR DEA OF 


3, PREL, MEDIA REACTION SUBJECT: MEDIA REACTION IRAQ; UN AND GUANTANAMO; CHINA 


2USS U.S. HOSTAGES, ACCESS ТО FARC MEMBERS TRINIDAD AND SONIA IN U.S. Classified 
JCATION TRAINING PROGRAM SERGEANT MAJORS ACADEMY REF: A. STATE 80033 В. 5/ 
ATION COUNTER TERRORISM COURSE REF: А. STATE 84004 B. SANTIAGO 00823 1. Per 


ІС DEFENSE STUDIES ADVANCE POLICY MAKING SEMINAR REF:A. STATE 78123 B. SAN 
JECT: ARGENTINA: DEMARCHE TO UNSC ALLIES ON A BURMA RESOLUTION REF: STATE 83€ 


JRMATION COMPLETION REF: STATE 81632 1. (SBU) DCM, accompanied by PolCouns, delivere 


\TES REF: STATE 51211 STATE 46962 SANSALVADOR 00661 1. Post received a letter (tex 
red reftel demarche on May 24 to Minister Jorge Gomez of the Argentine MFA Office of International ( 
NORTHERN BORDER 1. (SBU) Summary: The Ambassador visited the remote Carchi province or 
Ч FOR DLAWTON Ε.Ο. 12958: БЕСІ: 05/24/2016 TAGS: PGOV, КОЕМ, VE SUBJECT: READY OF 
RESS ON HUMAN RIGHTS Classified By: Ambassador William B. Wood Reasons: 1.4(a), (b), (d) 


EL, PGOV, ETRD, ECON, PINR, CH, TW, HO SUBJECT: HONDURAN FM JIMENEZ TELLS AMB T 


5: PREL, NATO, MOPS, SI SUBJECT: SLOVENIA CONSIDERING FURTHER CONTRIBUTION TO ` 


Classified By: Charge d\'Affaires Maryruth Coleman for Reasons 1.4 (B,D) 1. (С) On May 24, PolMi 
ONS REF:A. BOGOTA 3764 В. BOGOTA 4055 Ο. BOGOTA 4537 Classified By: Ambassado 


ICE ОМ GENOCIDE AND ATROCITIES PREVENTION REF: STATE 76257 (U) Classified by Politic 
ARIBBEAN BASIN DIVISION; USDOC FOR 3134/ITA/USFCS/RD/WH; DHS FOR CIS-CARLOS ITU 


PALMER, 09/20/2006 - 01/31/2007, FILE NO. 2006032 REF: A) WELLINGTON 240; B) STATE 482 
Y/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAN 


ІНІМ STATE PASS USPTO USPTO FOR TBROWNING STATE PASS USTR USTR FOR VESPINOL 
tY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAP 


), PREL, CH, KS, JA SUBJECT: JAPANESE BUSINESS WANTS STRONG US TIES; CONCERNED 


IN САО QUESTIONNAIRES REF: SECSTATE 51718 1. On April 7, Poloff delivered to Rebecca Lin 
Political Counselor Robert S. Ford for Reasons 1.4 (В) and (D). Information in this cable may be subj 


T Taipei welcomes and grants travel clearance to STAFFDEL Grove, consisting of Senate Appropriati 
81632 Classified By: Ро/С Thomas F. Daughton for reasons 1.4 b and d. (C) MFA Assistant Secret: 


СОН JO1E/J2/J233/J5/SUFHQ Ε.Ο. 12958: DECL: 05/25/2016 TAGS: PGOV, PREL, ASEC, TT, NZ, 


3OAD MAKING MORE FREQUENT STOPS IN NORTHERN THAILAND CHIANG MAI 00000079 0! 
СТОН SILLIMANYS MEETING WITH TURKISH MFA ON РКК REF: ANKARA AND PREVIOUS Cla: 


2 
à 
2 


Classified By: AIT DDIR David Keegan, reasons 1.4 b/d 1. (S) AIT delivered reftel points/non-par 
D/PA; CP BUTLER OKINAWA FOR AREA FIELD OFFICE; PACOM HONOLULU FOR PUBLIC DIPI 


3D/PA; ΟΡ BUTLER OKINAWA FOR AREA FIELD OFFICE; PACOM HONOLULU FOR PUBLIC ΡΙΡΙ 


tes Draw More Protesters to Phnom Penh 1. (SBU) Summary: In May, over 300 farmers gatherec 


VATION REF: STATE 81632 (SBU) P/E Chief delivered reftel points on support for the newly former 
Welcome to Addis Ababa! Your visit comes at a critical time for Ethiopia as the country works to strer 


Е: А. STATE 83239 В. ЈАКАВТА 6201 С. ЈАКАВТА 6026 D. KUALA LUMPUR 375 Classifi 
3: N/A TAGS: ECON, PGOV, SOCI, CH SUBJECT: Typhoon Chanchu Blows into South China Causin 
3SFUL U.S.-SLOVENIA POL-MIL TALKS HELD MAY 12, 2006 Classified By: Charge dVAffaires Man 


KDEM, PREL, PHUM, KMCA, RW, CG SUBJECT: ASSISTANT SECRETARY FRAZER\'S ROUNDT, 


UGHER Ε.Ο. 12958: N/A TAGS: EAGR, ECON, PGOV, ΡΙΝΗ, PREL, GM, RS SUBJECT: KALINING 


1, MG, KN SUBJECT: Speaker\'s views on Anti-corruption, Money Laundering and Windfall Profit Tax 


zB/EFELSING BEIJING FOR MCOHEN BANGKOK FOR CSONDERBY THIS CABLE SUPERSEDE 


fied by Consulate Adana Principal Officer W. Scott Reid, reasons 1.4 (b) and (d). 1. (U) This messa( 


76 Е.О. 12958: БЕСІ: 01/10/2015 TAGS: MARR, PGOV, PTER, PREL, AF SUBJECT: BILATERAL 
і CDOWNEY USDOC FOR 4430/ITA/MAC/SBERLINGUETTE USDOC PASS TO USPTO FOR РЕТІ 


3 STATE PASS USAID FOR ANE/ANESA Е.О. 12958: DECL: 01/10/2015 TAGS: PREL, PGOV, ΕΑΙΙ 


D, SN SUBJECT: TELECOM - MINISTER DENIES SINGTELVS APPEAL ON LOCAL LEASE CIRCU 


ARR, PHUM, TT SUBJECT: EAST TIMOR SITREP #2 FOR MAY 24, 2006 DILI 00000258 001.2 O 


ARR, PHUM, ΤΤ SUBJECT: EAST TIMOR SITREP #2 FOR MAY 24, 2006 DILI 00000259 001.2 OF 


1AY 24, 2006 CLASSIFIED BY: Grover Joseph Rees, Ambassador, U.S. Embassy Dili, Department ‹ 


RR, TT SUBJECT: EAST TIMOR REQUESTS FOREIGN MILITARY INTERVENTION; PRIME MINIS 


LL/SHANAHAN STATE ALSO PASS USTR FOR AUSTR CUTLER AND MBEEMAN JUSTICE FOR 


15 FOR OGHA STEIGER, BHAT AND ELVANDER DEPT PASS ΤΟ AID/GH/HIDN DENNIS CARROL 


A REF: TAIPEI 1618 Classified By: AIT DEPUTY DIRECTOR DAVID KEEGAN, REASONS 1.4 B, C 


ASS FRB OF GOVERNORS, AND SF FRB/TERESA CURRAN Ε.Ο. 12958: DECL: 05/25/2026 TAG 


HIZBALLAH, ΙΗΑΝ, AND WHO REF: RYAN-TO-YOUNG E-MAIL MAY 23 2006 Classified By: AIT L 


ΑΒ, PGOV, ECON, CB SUBJECT: CAMBODIAN LABOR REACTION ΤΟ NEW LABOR MINISTER 


(ΡΑΟ, TW SUBJECT: MEDIA REACTION: PENTAGON REPORT ON CHINAYS MILITARY POWEF 


STATE 83239 Classified By: P/E Counselor D.C. McCullough, reason para 1.4 b and а. 1. (S) On М: 


MEETING Classified By: ОСМ Joe Donovan. Reason: 1.4 (b)(d). 1. (C) Summary. Japan Represt 


PASS TO ΝΗΟ FOR OIP/KFOGGIE HHS FOR OGHA/BHAT AND ELVANDER USDOC FOR NOAA 


> IN SUBJECT: JAPANESE AMBASSADOR SUPPORTS ACTING QUICKLY TO SHORE UP GOVEF 


he to Ministry of Foreign Affairs International Organizations Expert Pham Vinh Quang on May 25. Мс 


Y/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAN 


U) Classified by Political Counselor Janice G. Weiner, reasons 1.4 (b) and (d). 1. (C) Summary: On 


R USTR Ε.Ο. 12958: N/A TAGS: ETRD, ΕΙΝΝ, ΕΕΙΝ, PREL, MY SUBJECT: MALAYSIAVS V 


)ΜΕΕΤΙΝα Classified By: DCM Joe Donovan. Reasons: 1.4 (b)(d). 1. (C) Summary. Japan Repre 


ISD FOR FLORY Ε.Ο. 12958: DECL: 05/24/2016 TAGS: PGOV, PREL, BK SUBJECT: BOSNIA: SII 


¡AHMOUD ABBAS 1. (U) Classified by Economic and Political Counselor John Desrocher, reasons * 


ЛОЗРНЕН!С$ REF: A. TOKYO 02571 B. TOKYO 02655 TOKYO 00002916 001.2 OF 002 Cle 


JOE FE FOR JSWIFT USDOC FOR ITA FOR DAS LEVINE USDOC FOR ITA/MAC/OCEA MCQUEE 
AINE JONES TREASURY FOR INTERNATIONAL AFFAIRS/AFRICA - BEN CUSHMAN STATE PLEA 


RIST BOMBINGS 1. This cable is sensitive but unclassified, please protect accordingly. 2. (U) Sun 


IN, КОЕМ, TS SUBJECT: ΤΗΕ DEPUTY SECRETARY\'S MAY 18 MEETING WITH TUNISIAN MINI 


JEPUTY SECRETARY\'S MAY 18 MEETING WITH TUNISIAN FOREIGN MINISTER ABDELWAHEE 


: THE DEPUTY SECRETARY\'S MEETING WITH TUNISIAN PRESIDENT ZINE ΕΙ ABIDINE BEN A 


BJECT: DEPUTY SECRETARY\'S ROUND TABLE WITH TUNISIAN CIVIL SOCIETY REF: А. TUNI. 


nior Ministry of Foreign Affairs officials have been completely tied up with the visit of UN Secretary Ge 


AAT TWO YEARS: A MIXED RECORD Ref: A) Lilongwe 406 B) Lilongwe 433 LILONGWE 0000044 


TY TALKS, MILITARY POWER REPORT, CHINA-JAPAN FM MEETING BEIJING 00010192 001.2 


ARACAS 00001544 001.2 ΟΕ 003 Classified By: Robert Downes, Political Counselor, for Reason 1 


NG REF:A. STATE 083898 B. STATE 083239 1. (U) On May 24 and May 25, Post delivered to 
:83516 1. Embassy Sanaa grants country clearance and welcomes the visit of EXBS Program Man 
IN SLOW GOING: MORE DONOR ASSISTANCE, LESS CONFLICT OF INTEREST NEEDED DU 


»ΤΟ REFUGEES REF: KATHMANDU 1290 Classified By: Ambassador James F. Moriarty. Reason 


Z, IIP/G/NEA-SA RWINCHESTER WHITE HOUSE FOR NSC CENTCOM FOR CCPA Е.О. 12958: N 


‘protect accordingly. 1. (U) This is an action request. Please see paragraph two. 2. (U) During а! 
lassified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). MAOISTS INVOLVED ІМ MOB VIC 


REL, ECON, ΕΙΝΝ, ENRG, RS, ΤΙ SUBJECT: TAJIKISTAN AND AES FINALLY SIGN MOU CLASSIF 


Т PARA 1 Е.О. 12958: DECL: 08/18/2015 TAGS: PREL, PREF, PHUM, KS, KN SUBJECT: FOURTH 


ЗЕҒ: KATHMANDU 1251 Classified By: ADCM Robert Hugins. Reasons 1.4 (b,d). Cabinet Release: 


EUP TO FOLLOW REF: А. ALGIERS 935 В. ALGIERS 916 Classified By: Charge d\'Affaires Με 


ЗЕҒ: ISLAMABAD 9542 ISLAMABAD 00009696 001.2 OF 003 Classified Ву: Derived from DSCG 


BLUNT TO TURKEY REF: STATE 82968 1. (SBU) SUMMARY: Embassy Ankara warmly welcomes 


000655 001.2 OF 002 SENSITIVE BUT UNCLASSIFIED 1. (SBU) Summary and Comment: Cro: 


STATE 50811 В. ISLAMABAD 7771 Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 | 


ЗІМЕТ RESHUFFLE 1. (U) President Mbeki announced a minor cabinet reshuffle on May 22, followii 
- ELECTION STRATEGY REF: ISLAMABAD 9472 ISLAMABAD 00009704 001.2 OF 003 Classific 


1 By: Ambassador Jeffrey J. Lunstead for reason 1.4 (d). 1. (C) Summary: GSL representatives adm 


331 TAGS: ECON, TW SUBJECT: TAIWAN TIFA TALKS ON DOHA AND GPA - - AM, MAY 25, 2006 


ICHROLIFT Classified by DCM Stuart Jones for reasons 1.4(b) and (α). (C) Officers from the Emba 


D REDLINES REF: А. ISLAMABAD 007164 B. ISLAMABAD 008541 С. EMAIL TO SCA/PB OI 


ЗЕҒ: А. (A) ISLAMABAD 00498 В. (В) ISLAMABAD 03985 С.(С) PESHAWAR 0122 D. (D) 


COURT RULING ON VOTER LIST Classified By: Ambassador Patricia Butenis, reason para 1.4 d. 


UBJECT: NINEWA PRT RULE OF LAW: NINEWA CRIMINAL JUSTICE COMMITTEE AGREES ON. 
MINISTER TALKS HUMAN RIGHTS WITH KASHMIRIS WHILE TERRORISTS MASSACRE THEM 


USNIC FOR WEBER AND GREGORIAN Ε.Ο. 12958: N/A TAGS: ЕСОМ, PGOV, РНОМ, PREL, SC 


IMENTAL PARLIAMENTARY GROUP REF: YEREVAN 647 Sensitive but unclassified. Please prot 


СТ: TURKEY: POLITICS REINFORCES MARKET TENSION REF: ANKARA 2901 Classified Ву: D( 


ASUS AND KOSOVO Classified By: PolCouns Janice G. Weiner for reasons 1.4 (6,4). 


‚RIEF STOP IN CAIRO, MEETS ARAB LEAGUE SECRETARY GENERAL Classified by ECPO Cou 


, KPRV, PGOV, ECON, HO SUBJECT: Honduras: Telecom Debates in Final Round REF: Teguciga 


3ER, GREGORIAN Ε.Ο. 12958: DECL: 05/10/2016 TAGS: PREL, PGOV, ΒΚ SUBJECT: BOSNIA: E 


H/MCAMERON USTR FOR BHARMAN Ε.Ο. 12958: N/A TAGS: EINV, ECON, ETRD, PGOV, PE SL 


NP, IR, ΑΜ SUBJECT: ARMENIA AND IRAN: KOCHARIAN WISHES ΗΕ HAD A DIFFERENT NEIGH 


Ambassador Zalmay Khalilzad for Reasons 1.4 (b) and (d). 1. (C) Arab League Ambassador to Iraq 


LIAMENT REF: А) BAGHDAD 1691 B) BAGHDAD 1664 Classified By: Political Counselor Robert S 


sified By: Political Counselor Robert S. Ford for Reasons 1.4 (В) and (0) 1. (3) Summary: Presiden 


F AT NAM REF: STATE 83216 Classified By: Charge Robert Blake, Jr. for Reasons 1.4 (B, D) 1. (C 


^*** SIPDIS Е.О. 12958: DECL: 05/25/2016 TAGS: PREL, AMGT, AORC, UNGA, UNGA/C-5, IN SU 
2A Ε.Ο. 12958: N/A TAGS: OTRA, ENRG, ETTC, KNNP, PARM, TRGY, BR SUBJECT: AMENDED C 


3FIELD REF: STATE 81543 Classified by ECPO Counselor John Desrocher for reasons 1.4 (b) and 
:TTER FROM U/S BURNS ON SOUTH OSSETIA REF: A) STATE 80906 B) MOSCOW 5458 С) MO 


jabat Viktor Mayko to be Dual-Accredited to Kabul ASHGABAT 00000561 001.4 OF 002 Sensitive 


. NEW DELHI 3433 В. USUN 1016 Classified By: Ambassador David Mulford for Reasons 1.4 (E 


NCCENT MACDILL AFB FL FOR POLAD/USIA ADVISOR COMSOCEUR VAIHINGEN GE FOR PAO 


ison 1.4 (b,d) 1. (C) Summary: In Ambassadorial farewell calls May 17 on outgoing National Securit) 


T 1. (SBU) Ref a reports the initial court hearing March 10 for 16 detainees charged in connectic 


hile obstacles could still arise which may delay a final verdict, a ruling is expected around October. А 


. Reider for reasons 1.4 (b) and (d). 1. (SBU) A/DCM and Poloff met Мау 17 with Veronika Stromsikc 
diplomatic missions convened at the United Nations Tajikistan Office of Peacebuilding (UNTOP) for 1 
2559 001.2 OF 003 1. (SBU) Summary: In a May 17 meeting with Transport Minister Martin Cullen 


sons, 1.4 (b/d). Approval for Security Training and Courses 


ssador James F. Moriarty. Reasons 1.4 (b,d). Summary -------- 1. (C) Nepalese throughout the coun 


»pal\'s (GON) immediate needs, which included budgetary support and new investment in public work 


ration Agreement (DCA) between Bulgaria and the U.S. after concluding a review of the document M: 
ration Agreement (DCA) between Bulgaria and the U.S. after concluding a review of the document M: 
ISNIS USDOC FOR 6110/ITA/TD/BI/RHALPERN ANKARA FOR СЕС SIPDIS Е.О. 12958: N/A TAG 


N/A TAGS: ΕΤΤΟ, MNUC, PARM, PBTS, PREL, KSTC, KNNP, RU, AJ SUBJECT: PORTAL MONITO 
:LOR BRUCE TURNER, FOR REASONS 1.4 B/D 1. (C) Summary: Poloff met May 19 with officials 


STORS REF: LOVELAND-BILGE E-MAILS AND ΤΕΙ ΟΟΝ OF MAY 19 Classified By: Acting DCM J 
PREL, ΒΚ SUBJECT: HIGH REP ANNOUNCES MAJOR NEW ECONOMIC INITIATIVE Classified 


N REF: YEREVAN 631 Classified By: DCM Α.Ε. Godfrey for reason 1.4 (b, d) Summary ------- 


hief Justice of Trinidad and Tobago, Satnarine Sharma, stands accused of attempting to influence thi 


EF:A. ATHENS 1292 В.АТНЕМ5 1155  C.05ATHENS 3204 Р. 05 THESSALONIKI99 E 


'RIARTY, REASONS 1.4 (B/D). Summary ------- 1. (S/NF) Nepal is transforming. The Мау 18 ргосі. 


(0) & (ο). 1.(C) Summary: Arecent incident at the Kozloduy nuclear power plant has demonstrated t 


ΤΑΤΕ 75722 Classified By: Minister-Counselor for Economic Affairs Robert F. Cekuta for Reasons 1 
.4 (B/D). 1. (C) SUMMARY: In the month since Russia\'s controversial new NGO legislation formally 


) YEREVAN 353 C) YEREVAN 295 D) YEREVAN 213 E) STATE 31059 Classified By: Amb. Johr 


ΝΟΤΙΕΙΟΑΤΙΟΝ (INTELLECTUAL PROPERTY) REF: A) STATE 66940 (not al) B) NICOSIA 245 C) ( 


1. (C) On May 17, Poloff delivered reftel message to Charalambos Hadjisavvas, who follows Middle 
. NEW DELHI 3199 C. NEW DELHI 2561 D. NEW DELHI 2539 E. NEW DELHI 2363 МЕМ 


' 19 to discuss the recently approved Senate amendment to immigration reform legislation that would 


UY SUBJECT: GOU CRITICAL OF MERCOSUR BUT STILL INTENDS ΤΟ REMAIN MEMBER AND 


NDURING POVERTY AND PREJUDICE REF: 05 BUCHAREST 1761 BUCHAREST 00000841 001 


t three years the service- based Turkish Cypriot economy has experienced double-digit annual econo 


ımbassador Ronald L. Schlicher for reasons 1 (b) апа (d) 1. (С) On May 12, Poloff delivered reftel г 


teason 1.4 (b, d) 1. (C) PolMinCouns delivered reftel letter May 19 to MFA IV CIS Director Andrey Ke 


9 001.2 OF 002 1. (SBU) SUMMARY: Bulgaria has sought to play a positive and constructive role ir 


1.4 (B) & (D). 1. (SBU) P/E Chief delivered reftel points on ISAF caveats to MFA State Counselor Mi 


ssified By: Ambassador William Hudson for Reasons 1.4 b & d 1. (SBU) Summary: The Tunisian Bar 


3 Classified By: Consul General Jake Walles, per reasons 1.4 (b) and (d). 1. (C) SUMMARY: A tens: 


ticipation in ISAF, the GOS took the offensive on May 18, holding a high visibility public discussion of 


apidly growing Muslim community is new to the country and does not yet identify itself as Spanish. Th 


ot for Internet publication. 1. (SBU) Summary: A scandal over alleged match-rigging by the Turin foot 


[ OF SPECIAL REPRESENTATIVE FRANK WISNER Classified By: COM PHILIP GOLDBERG FOR 


ON BEGINS WITH VIDEOS OF PUBLIC CAMPAIGN SPEECHES REF: A. ADDIS АВАВА 1231 (АМ 


` 1560 B. BEIRUT 1559 Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 1. (C) 


лпа delivered ref demarche to Austrian Foreign Ministry May 18. 2. (U) On May 19, the Austrian EU 


ney for reasons 1.4 (b) and (d) 1. (C) Political officer met with Imtiaz Ali, organizer of the Caribbean 
: DODIK UPS THE ANTE IN ITA GOVERNING BOARD DISPUTE REF: А. SARAJEVO 946 В. SÆ 


Jeffrey Feltman, Ambassador. Reason: Section 1.4 (b). 1. Summary: UNIFIL commander Major-Ge 


5 Kjell Hodnebo on May 19. Hodnebo thanked us for the USG\'s continued strong actions to secure { 
lassified. 1. (SBU) Embassy Vienna Pol Unit chief accompanied Australian Embassy First Secretary 
Не! demarche from Teresa Bondarewicz, Office Director, Department of International Cooperation in | 
9 B. JERUSALEM 1824 Classified By: Consul General Jake Walles. Reasons: 1.4 (b) and (d). 1. 


¡OCI, LE SUBJECT: MGLEO1: NATIONAL ELECTORAL REFORM COMMISSION REPORTEDLY RI 


ZFR ZFR ZFR ZFR ZERO AN CEL САВЕ ΕΠΗ CABLE \ 
'ALESTINIAN AFFAIRS, ECONOMY AND FINANCE SUBJECT: ISRAELI PLAN FOR CONTINUED S 


ew Forces (ΕΑΕΝ) and Ivoirian (FANCI) militaries agreed on May 17 to start assembling troops in pre 
за blanket refusal by the GOS until now to discuss the practicalities of future inter-republic relations | 


1028 Classified By: Ambassador William J. Burns. Reasons: 1.4 (B/D). 1. (C) SUMMARY: Russia’ 


Burns. Reasons 1.4 (B/D). 1. (C) SUMMARY: Ambassador met separately May 16 with democratic 


ssador Thomas T. Riley for Reasons 1.4. (b) and (d) 1. (S) Embassy Rabat provides the following b: 


ne P. Hohman, IPAO, Provincial Reconstruction Team Ninewa, State. REASON: 1.4 (а), (b), (d) -- 


, IN PRINCIPLE REF: SECSTATE 76345 1. Econoff presented reftel talking points to Maritime Affa 
ARACAS 00910 В. 2005 CARACAS 03654 CARACAS 00001445 001.3 OF 005 Classified By: 


: In a meeting with the Ambassador апа DCM on June 18, PM Olmert\'s chief of staff, Yoram Turbowi 


15 1.4 (B апа D). 1. (C) In a meeting with the Ambassador and DCM on June 18, PM Olmert\'s chief 


\ TAGS: ΕΙ АВ, EIND, ETRD, EAID, PHUM, SOCI, KWMN, MO SUBJECT: MOROCCO PROPOSES 


5 AAK AND РОК ON INTERFERENCE IN UPCOMING MACEDONIAN PARLIAMENTARY ΕΙ ΕΟΤΙΟΙ 


seekers began a hunger/thirst strike in Dublin\'s historic St. Patrick\'s Cathedral to protest perceived 


AMAS Classified By: Ambassador Richard H. Jones for reasons 1.4(b) and (α). ------- SUMMARY -- 


IS, KWBG, KPAL, ISRAELI-PALESTINIAN AFFAIRS, ECONOMY AND FINANCE SUBJECT: CENTF 
; for reasons 1.4 (b and d). 1. (C) Minister of Justice Haim Ramon told the Ambassador May 16 that 


Β. KUWAIT 1451 C. KUWAIT 1449 Classified By: Ambassador Richard LeBaron for reasons 1 


зг May 16 that he would try to play a constructive role in addressing USG concerns about protection c 


s Nationality and Entry in Israel Law of 2003 to ensure that it conforms with international standards. 1 


regarding the resumed construction of Angra Ill, Brazil also entered an exclusive club of 7 nations wo 


MAY 2006 1. Embassy Bridgetown welcomes and grants clearance to U.S. Treasury Advisors Alan F 
or Reasons 1.4 (b) and (d) 1. (SBU) Over lunch May 18, ICRC Regional Delegate Bernard Pfefferle 


C. GEORGETOWN 308 D. GEORGETOWN 181 1. (U) The main opposition PNC/R threw up 


J) This cable is sensitive but unclassified. Please protect accordingly. 2. (SBU) SUMMARY: A delec 


3RIDGETOWN 239 Classified By: Poloff Michael Kelleher for reasons 1.4 (b) and (d). 1. (C) Summe 


nbassador Janet A. Sanderson for reasons 1.4 (b) and (d). 1. (C) Summary: With the successful р 


JSH\'S MEETING WITH PRESIDENT PREVAL REF: PAUP 854 1. This message is sensitive but un 
3UA 2719 Classified By: Ambassador Paul Trivelli for reasons 1.4 (b апа d) 1. (C) Summary: This се 


sons 1.4 (b) and (d). ------- SUMMARY ------- 1. (C) In a cordial hour-long lunch with the Ambassadc 


- (b) and (d). 1. (C) Summary: In meetings with poloff on May 17 in Sucre, Supreme Court and Cons 
3 (а) 1. (C) On May 18, emboff delivered ref A points to Irish Department of Foreign Affairs Sub-Sahe 
ES U.S. POSITIONS ON GMDSS, LRIT AND IMSO ROLE REF: STATE 76345 1. Poloff delivered i 
he excitement of the first round of voting in the Peruvian presidential election campaign has lessenec 


S FOR VENEZUELAN PRESIDENTIAL ELECTION SEASON REF: A. CARACAS 01287 B. CAR 


rs, on May 18, noting the registration deadline of May 22. Plaza said the GOC had received the invit: 


indro D. Wolff, per 1.4 (b) and (d). 1. (C/NF) During а May 19 lunch with USUN Deputy PermRep Wt 


:S INTO PETROCARIBE REF: А. BRIDGETOWN 788 B. BRIDGETOWN 602 AND PREVIOUS 


In a May 8 meeting with the six members of CODEL Burton on the margins of Oscar Arias\'s preside 


Political Counselor Molly Phee, Reasons 1.4 (b) a nd (d). 1. (C) During a May 19 meeting at the Br 


ΠΤΙΟΝ LAW BRINGS INTERNATIONAL STANDARDS ΤΟ MEXICO REF: A. ΜΕΧΙΟΟ 594 Β. ΜΙ 


OUS Classified By: POLITICAL MINISTER-COUNSELOR LESLIE A. BASSETT, REASONS: 1.4(B/ 


Ε.Ο. 12958: DECL: 05/20/2016 TAGS: ΕΤΤΟ, PARM, ΜΟΑΡ, IR, ΑΕ SUBJECT: UAE FOREIGN MIN 


BJECT: MOSQUE SERMONS FROM SAUDI ARABIA MAY 12: TECHNOLOGY SPREADS IMMORA 


ΙΑΙΚΑΗΤ, MMOREHART, MHUDSON, JHERRING CIA FOR CTC/FINO DHS FOR DHS/ICE, FINANC 


NSPORTATION FOR MODESITT SENSITIVE SIPDIS Е.О.12958: N/A TAGS: ЕСОМ, EAID, ΕΙΤΝ, 
T OVER Classified by Consul General John Kincannon for reasons 1.4 (b) and (d). 1. (C) At a dinne 


31 CLASSIFIED BY: Jason L. Davis, Consul General, Dubai, UAE. REASON: 1.4 (b), (d) 1. (С) SUMI 


JMPTION OF VISA SERVICES ΗΕΕ:Α. 05 JEDDAH 04869 B. JEDDAH 000347 Classified By: T. 


Classified by Consul General John Kincannon for reasons 1.4 (b) and (d). 1. (C) The SAG released 


3eneral Brian L. Browne for Reason 1.4 (D). ------- SUMMARY ------- 1. (С) The demise of the third 1 


а By: Consul General Brian L. Browne for Reason 1.4 (D). ------- SUMMARY ------- 1. (C) The demi 


эте P. Hohman, IPAO, Provincial Reconstruction Team Ninewa, State. REASON: 1.4 (а), (b), (а) - 


ate. REASON: 1.4 (b), (d) 1. This is a SET NAJAF cable. 2. (C) SUMMARY: On May 18, Abbas А 


, ADRC, REO Al Hillah, Department of State. REASON: 1.4 (b), (d) 1. (U) This is a SET Najaf cab 


2). 1. (C) SUMMARY: Prime Minister Nuri al-Maliki won a wide vote of confidence in a national unity ı 


ІТ MEDIA REACTION: ΙΗΑΝΝ5 NUCLEAR PROGRAM Summary: Most of the opinion pieces in the 


¡EASURY FOR D/S KIMMITT, APARAMESWARAN, AJEWELL COMMERCE FOR AADLER TRANSI 
ACCUSATIONS THAT CONGEN JEDDAH IS V 


RAMESWARAN COMMERCE FOR AADLER TRANSPORTATION FOR MODESITT SIPDIS SENSI 


3EENIP SENSITIVE SIPDIS Е.О.12958: N/A TAGS: ECON, ЕТАР, EINV, ΕΕΙΝ, ОРІС, EAID, PGO\ 
rvices L.L.C. (GULF). On May 10 ConGen Dubai spoke with Dr. Jamal ΑΙ Murra, deputy commander 
Military Affairs John Hillen, accompanied by the Ambassador, met with Foreign Minister Al-Khatib Ма 


Political-Military Affairs John Hillen, accompanied by Ambassador, met Мау 2 with Muhammad Dhahe 


istant Secretary for Political Military Affairs John Hillen, accompanied by the Ambassador, met May 2 
il Military Affairs John Hillen, accompanied by the Ambassador, met May 2 with Prince Faisal, who is 


isified By: P/E Counselor D.C. McCullough, reason para 1.4 b,d. 1. (S) On May 21, we proposed to N 
>oordinator (DRC) and poloff met with Sayed Rajah ΑΙ Musawi, Assistant to the Basrah Governor (Inc 
ti Amir Shaykh Sabah Al-Ahmed Al-Jaber Al-Sabah sent messages of congratulations to Iraqi Preside 


Мак F. Marrano, Deputy Regional Coordinator, REO Basrah, State Department. REASON: 1.4 (b), (ο 


NSHASA 391 B. KINSHASA 182 1. (SBU) Summary. The DRC is likely to remain off the U.S. Coa 


CM Susan L. Ziadeh for reasons 1.4 (b) and (d). (С) Pol/Econ Chief May 21 delivered reftel demarcr 
ant to MFA Director for International Organization Affairs Ghassan Shaikho. Shaikho appreciated гес 
r reason: Section 1.4(b) and (d). 1. (C) Summary. The White Nile Limited (WNL)/Total controversy | 


WES ΤΟ APPEALS COURT REF: A. KUWAIT 0749 В. 05 KUWAIT 5070 C. 05 KUWAIT 4681 
‘AL ASSOCIATION IN ROW OVER ELECTORAL REFORM REF: А. KUWAIT 1773 В. KUWAIT 1 
INS JUNE 29 REF: A. KUWAIT 1789: FREEDOM AGENDA - THE GOVERNMENT KEEPS ІТ: 


05/19/06 С. VIENNA 01419 D. LONDON 03371 CARACAS 00001449 001.2 OF 004 Classi 


halilzad for reasons 1.4 (В) and (D). 1. (C) SUMMARY: Newly-elected Prime Minister Nuri al-Maliki n 
IIA/ISA-DOHNER AND KOEPKE USDOC FOR 4420/ITA/MAC/MCQUEEN GENEVA FOR CHAMBEF 


3JECT: LONG MARCH: QUANZHOU - IT\'S HARD TO BEAT XIAMEN REF: A) Guangzhou 13562 


Ч, DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA FAS/ITP FOR SCHROETEF 


-OMACY ADVISOR Ε.Ο. 12958: N/A TAGS: ΟΙΡ, ΚΜΡΗ, ΚΡΑΟ, JA SUBJECT: MEDIA REACTION 


ı June 2, 2006 їо о/а June 24, 2006 to travel to Kenya to provide Grants.gov training. Country clearaı 


STATE 81642 1. (SBU) Embassy welcomes and grants country clearance to NOAA Official Kevin F 
tion of Khartoum State on May 13, 2006, after the Joint ΝΟΡ and SPLM High Committee resolved the 
irts of Juba, caught fire and detonated much of the ordnance contained in the bunker. A brief general 
15 (SCC) and the Life and Peace Institute Horn of Africa, organized a workshop for the N 


"OF SAWA START- UP - CORRECTION (DELETION OF EXCESS TEXT) REF: A) Hume/Snyder e- 


are now providing only emergency services. The doctors\' primary demands are a wage increase aı 
G REP GEIR PEDERSEN REF: BEIRUT 1540 BEIRUT 00001579 001.2 OF 002 Classified By: Al 


Juba, with others waiting in the wings. By the end of 2006, we expect as many as seventeen repres 


4 D)CALCUTTA 0071 1. (SBU) SUMMARY: The May 11 state assembly election results returned 


TU SUBJECT: HOPES AND FEARS IN TURKEYY ELECTRICITY SECTOR REFS: A) ANKARA 214: 


IU 1198 В. KATHMANDU 1183 С. KATHMANDU 1199 D. KATHMANDU 1268 E. KATHN 


ing Ed Smith and his APCSS team available to us. The seminar they facilitated on NSC process wer 
S REF: А) BUCHAREST 834; B) BUCHAREST 811; C) BUCHAREST 523; D) BUCHAREST 310; E 
EF: A. ATHENS 1292 B.ATHENS 1155 C.05ATHENS 3204 Р. 05 THESSALONIKI 99 E 


JLE ACCORDINGLY. NOT FOR PUBLIC INTERNET. 1. (U) Penjikent, one of Central Asia\'s ancie 


Pol Chief met with the Kazakh Political Counselor, Bakhram Auanasov, who claimed to have informa 
‘nt conversation with Pol/Econ Chief, Vladimir Pavlenko, Counselor for Internal Political Affairs in the | 


oloff conveyed reftel letter from U/S for Arms Control and International Security Robert Joseph to As: 
ssued a press release May 20 describing the King\'s congratulatory telephone call that day to Iraqi Pr 


alor Robert Ford, reasons 1.4 (b,d) 1. (C) SUMMARY: This is a PRT Diyala cable. A May 11 raid by 


|, DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA FAS/ITP FOR SCHROETER 


REF: А) MOSUL 48 В) BASRAH 51 С) HILLAH 56 D) BAGHDAD 768 Classified By: POLITICAL 
"General of Health, Ministry of Healthcare and Nutrition, regarding reftel. Kahandaliyanage appeared 


he WEF at Sharm el-Sheikh on May 21 in order to meet with Egyptian First Lady Suzanne Mubarak tı 


NN RELATIONS 1. Summary: Taiwan\'s major Chinese-language dailies focused their coverage Ma 


nd approval of Ігад\'ѕ new cabinet May 20. In the MFA\'s public statement, issued in the name οἱ the 


| Main opposition Grand National Party (GNP) Chairwoman and likely party contender for the 2007 pr 


: The Baptist World Alliance - an international umbrella group for some (perhaps 30 million, accordin 


D FOR FINANCIAL WINDFALL REF: NDJAMENA 702 1. (580) SUMMARY: The Government of C 
ON, ΕΙΝΝ, ΕΕΙΝ, MY SUBJECT: THE BUMIPUTERA POLICY: IMPLICATIONS FOR THE FTA REF: 
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